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| NVENTI ON The present invention relates to digital watermarking, Ei»nﬁu‘ ¥
particular ;toa method and 5 systemfor use in waternarking inmage data, and
a nmet hod and system for detecting a waternmark. BACKGROUND Di git al
watermarking is a technique used to hide digital data - the digital
watermark - in 10 digital multinmedia data. Digital watermarking is used for
copy control, data |labelling, copyright protection, pirate tracing, and
other digital rights managenent functions” Digital watermarks can be
categorised as fragile or robust. Afragile watermark is a watermark that
is easily affected by changes nmade to the watermarked digital data. Fragile
wat ermarks are therefore useful for detecting whether the waternarked data
has been 15 nodified. Conver sGIGITAIDWATBRMARKING are desi gned to resist
any tanpering to the watermarked data. A robust watermark is enbedded into
perceptually significant nultinmedia content to ensure that it remains with
the data even if the data is nodified. Digital multinedia exists in an

enor nous VFIEED)OPfl‘}i]@im Jo¥p of the nost ubiquitous 20 image formats
are the JPEG format for sti rl[ I mges, and the MPEG format for noving inage
or video data. The JPEG and MPEG encoding nethods translate inmage (still
and vi deo, Theppssentiipednyipn deletes fto oligitah svatqranaiking, doddn patticuidndo far method end

domai n by od known _as_discrete cpsine . transform . Jhe frequency
dorai a0 BT RaltEm i e SO0 G0 & ARl it S o i g

t he DCT coghfeiaarents by different anounts 25 according to frequency,

allowi ng substantial overall conpression w thout significantly degrading

't he perceived i mage quality. For exanple, DCT coefficients corresponding to
hi gher frequencies are generally conpressed nore than | ow frequency
coefficie %) 2004 -2- As shown in Figure 1, an MPEG JPEG encoder
10 incl udgisgigl%j?gg)r ete cosine transform (DCT) nodul e 12, a quanti zation
nodul e 14, and a variable length entropy coding (VLC) nodule 16. In the
case of MPE@itl dermarkingsisat teciniqueaged dahile digithdatae- fherdibieal venemraglssdd by

a technjqu | | ed. noti Qgn cagpensatj on ereby subregions of a frane are 5
generatlgd &gﬁﬂl o) ?@%ﬁﬂ?n%@f@@ﬁ&ﬁ? ’é‘n‘bgﬁaéjlgr £PRrEOHF s datp Jaballing, | n
the frame i bieESdE Blrald | i b1 €4 ol ar%%g PHGt4a0e
data is trdétl%ﬁsﬁlnglfli’t e%i fer om’;is hrg g%é%n%a%%% (ﬁéllraar%t? 1 %ﬁl{é e@ggtnfé{gég{c)n%rhlﬁ%lgat he
DCT nodul ewaigrmasky paube eatagorded asdtagils oorothisbcld frigiBCFaeonirki is iaewstsrmafhese

coefficients, are_ t.hen.sel ectively quantized, by the aptj.zati on nodul e 14
using an g@(lgt ﬁ%_telaf’ll} &f e%fﬁgﬁlpf fg#%ﬁ 15‘8%? 1%‘? c@%n‘?’%t?“ﬁ%gecréié%ﬁéi ﬁ?f’éa'lo ragile
quanti zed waefrhirké QR ShedfBreV asdfi@bioR dcRREAH ANEKLRYe GRHEhDRYed ARt s wrRdul €
.16 to produce an MPEGE JPEG bit-stream 20 of conpressed data. To view the

i mge & vingdidiedat GonvsrsehPEChIPEGtEEdtenreXesigned Jedesist ary simeEsringeto the

operation t Qe r..10., That Js,, an inverse VLC nodul e 24
renoves t?\‘g&\%{lé}%ﬁgja%ng?‘h r‘@’%{fg’gﬁt‘?@é‘% tlﬁeerﬂkgg@(?ﬁlg TR %n?’%'ﬂiﬁf@t
produce namultineslifongun il érkaet (BTt Raridsiwitee YataAiveh IA18E 82 IPmediaRl | zat i on
nodul e 26 then renoves the quantization to produce an 8x8 matrix of DCT ‘

coefficients in the frequency domain. These coefficients are then processed
by an i nvepi&ial multimedia exists in an enormous variety of formats. Two of the most ubiquitous

20 image formats are the JPEG format for still images, and the MPEG format for moving
image or video data. The JPEG and MPEG encoding methods translate image (still and
video, respectively) data from the spatial domain to the frequency domain by a method
known as discrete cosine transform (DCT). The frequency domain data, a set of DCT
coefficients, is then compressed by quantizing the DCT coefficients by different amounts

25 according to frequency, allowing substantial overall compression without significantly
degrading the perceived image quality. For example, DCT coefficients corresponding to

higher frequencies are _generally' compressed more than low frequency coefficients.




DCT nodul e 28 to produce spatial video data 30. However, because tiﬁzgf ~
encodi ng process is |lossy due to quantization and, in the case o 2004
vi deo, notion conpensation, the resulting decoded spatial imge data 30 is
not identical to the original input inmage data 18. 20 Transacti on or user
specific information can be enbedded in still or video inmage data to enable
content distributors to trace copyright violators in cases of suspected

pi racy. For many applications, such as video-on-dermand and vi deo stream ng,
the source inmage data is already stored-#m a conpressed format. For
applications of this nature, very fast 25 watermarking or fingerprinting of
conpressed still or video inmage data is required. Existing watermarking
systens are generally not designed for handling conpressed data, and are

t oo sl ow f dws sheah-ihi Figuren) edViREGAPBG tasolef k0 dadladds i QisdBkFodfeGransform

bi t streans. Eisordakt wat er mar ki ng systens have been used to enb
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data in the spatial donain. en used rma a'to an existing
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modul e 26 to generate DCT inmage data. DCT waternmark data is then enb
i n t he I8CTqnandiged erafficipyts areD@ETiablgtlengimentrony avdedibye 1@4AVEG nyatudy B ® produce
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conput at i OE | 'y intensive_deconpression and reconpression steps. In the

case of MPEG/ iy dniere VRE awdvln 2t mamaves dhel Vasiablealsagthatceding f from the

noti on-co ' RS f i . [ e- essi I Qcess. .
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consi der howfﬁ% redut(i}ee vi sual distortions introduced by the watermark in an
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proposed, as described in A njalrc et. al., ases:
Rest or at i oif, lovt drenter duiantjzatiod @Réf ini theadase MEWMPRG kviddol, sgotionr cohigjeasation, £100.

As shown in Eiqure 2 .a VLC wate ki ng nodul e 25 36 enpeds wat ermark data
65 e bi ¢ RstlkBePreitod ot ndfes SRl ndh Boetiliache orleiar g e i
signifipgantly in length fromthe unwaternarked codewords. However, although

such an apgr oach is conputationally efficient, the authors admt that this
approach caranbaetionsir [ugeraspesitic dufobpati@nedreberemkedigd an still carvidetor imdgk \data to

dosi red + APt Bt BpEoredo TR ROt APIag it Bty OLSBPRHBFEHTeR AT ng
I mage many applications, such as video-on-demand and video streaming, the source image data is
already stored in a compressed format. For applications of this nature, very fast
25 watermarking or fingerprinting of compressed still or video image data is required.
Existing watermarking systems are generally not designed for handling compressed data,

and are too slow for real-time embedding of watermark data into MPEG/JPEG bitstreams.

Prior art watermarking systems have been used to embed watermark data at various stages

30 of the encoding process, as shown in Figure 2. A typical watermarking system embeds




data, and a nethod and systemfor detecting a watermark, that alleviate one
or more of the above difficulties, or at |east provide a useful £ 0 GCT 2004
alternative. 5 SUWARY OF THE I NVENTION I n accordance with the present
invention there is provided a nethod for use in waternmarking i nage data,

i ncl udi ng generating watermarked quanti zed i mage data by linearly adding
wat ermark data to quantized image data. 10 The present invention al so

provi des wat er mar ked i nage data generated by executing the above nethod.
The present invention also provides a codputer readable storage medi um

havi ng stored thereon watermarked i nage data generated by executing the
above nethods. 15 The present invention also provides a nethod for
detecting a watermark in wat ermarked i nage data generated by linearly

addi ng wat emnambrkdddta it thequpatiili doghin. "BYBerdaded, to 1206 | widérnthrie dhfactbainl didstinge
wat er mar ked i mage data with a predeterm ned spreadi tne%r code. 20 The present

venti on MEESIPEG biisieam A: e diistsar ) sast he commlatedr deaoded hy e Gcrdingod
i nvent i o . e _ et dos
haroe (ot MuBRANRE Bk BY of BEMANIAH 19 MBLELTIAER ifald RS, 8 dohiROC

cor r el at i ngratelm@arkingemsdulg 32 nhénzernbatia tspatiah eeambkbdiEa Haé thevdecbdadl inpEeddiang
code. 2 Tsﬁ a‘%éegent invention also prqvides a nethaod for detecting a
vat er mark i 1185 FREFIEE Yatergwtiedispatial iwage defa by encodehby heasiendal orsedingar k

data to quapiized: kdess Q%&ogéer%'tu LG atk %ﬁt%&éﬁ%ﬁbﬁﬁﬁ%ﬁs efgmar ked

i mmge data and a spreading co and correlating the 1 nverse quanti zed
wat er mar ked i mage data with the i nverse quanti zed spreadi ng code. 20 OCT

2004 -5- T resent inventjon also provides a nethqd for detecting

wat er mar k F‘ﬁteﬁ)é‘ﬁgﬁhﬁk@arq e e king %fateﬁy% 57 | 4PValgarh o e
data to quarickAaeSidd ROBe TREP (fréd [ kv RAR R - r
transformng the \t\agtwgr n%r ked(i%@g}é zﬁaglagd?gﬁgﬁ eaditdrqg' @%}}%@gﬁ%ﬁg usffig

cor r el d0i nthet ingerse\ My enafludn £t zed tha dnyersee neantizataoms frodoled26vat ecnaateddCT mage

5 data wit e,sig an i nverse.quyanti zed.and i.nv. e. transf oy ne
spr eadi ng g%#e% dazaéii E) @%Wé‘&e&mﬁé( ﬂ%ﬁés ﬂﬁﬂp‘?‘?z%q%ﬂﬁd]gl g@qﬁ@&c‘é‘“@? cfa\%{’X/&Id%gg
havi ng oppesichfarkir@moddlB84Rb @efithte ivt@RIaHRA BETAMBEOWAEIBatas HRLhNRENGRY
detecting a watermark i n wat ermarked i mage data gyeggerated by linearly

a

addi ng wat BY fe Auantigafioromedieli 1 aush VILEY eadsddwy thealie€ ropdule lguargangiats theage
data and dijfetmGREPANPRG/FEEHiRubBn PiEY TheS W WaeRlarkh Isy AN L2tk

15 computationally intensive decompression and recompression steps. In the case of MPEG

video data, the computational load is exacerbated if motion-compensation is performed in
the re-compression process. Consequently, neither system is expected to be suitable for
real-time watermarking applications. These prior art schemes also do not specifically
( consider how to reduce visual distortions introduced by the watermark in an efficient

20 manner, i.e. without slowing down the embedding process excessively.

Recently, watermarking in the bitstream domain has been proposed, as described in
A. Hanjalic et. al., Image And Video Databases: Restoration, Watermarking And Retrieval,
New York, Elsevier Science, 2000. As shown in Figure 2, a VLC watermarking module

25 36 embeds watermark data at the bit-stream level using selected VL.C codewords that do
not differ significantly in length from the unwatermarked codewords. However, although
such an approach is computationally efficient, the authors admit that this approach can be
easily attacked by rewatermarking or by arbitrarily changing the limited set of VLC
codewords used. |

30




i mage data, said nethod including perform ng correlation on the r¢fgrintenn,
frames to generate reference correlator output, performng correlation on
predi cted wat ermark data corresponding to said predicted franes to generate
predi cted correlator output, subtracting the predicted correl ator output
fromthe reference correlator output, and thresholding the 15 result. The
present invention also provides a nethod for detecting a watermark in

wat er mar ked i nage data generated by linearly adding waternmark data to
prediction reference frames of quantized™"nmage data, and drift conpensation
data to predicted frames of said quantized 20 image data, including
generating a despreading matrix for a predicted block of inmage data from
despreading matrices for up to four correspondi ng reference bl ocks of the
wat er mar keft isrdegieed) ahdefofd)ao prevideta medied tahd Ryskm ofop ey iird @stcdmarkinpotindger

det ecti ng g wat ermark in watermarked 25 ina%e dat a %enenated by linearly

addi ng wat Sfaednd amethod gnd sustem Jeidsterligs agutermariy thal allgylatecne drimege of the
guanti zed : fok G : i -oar ked i rage data, and

correl ati ng&ﬁ%zﬁgfec@é%?’gjé a%%é?%ﬁlgiﬁgﬁv@t%@gﬁgrq%det erm ned spreadi ng code.
The present invention also provides a system having conponents for
executing the steps of 30 any one of the above nethods. 20 OCT 2004 -6-
The present,4 i i.des..a conputer readabl e storage nmedi um

havi ng ér o§ﬁm*é@¥@@§1 N or execut i ng the steps of any one of

t he above net hods. The present invention also provides a watermarking
system i nid Udthrdacemdil ehe Presentd eMRADL NHeNvRiL PIBVIERT 0 WdthdZ S8 1VFBOR
data by linearly adding watermark data to_ quantized image data. The present
i nvention 3assmpiking daage dafpsinchiding gepaveting watprmerked ranarbzedgimagei datel ynage
data, incl ydi ' (g of image data on the basis
of a humaan%ﬁlg'i@Sg%%gﬁ%g%%k(;g%%%?@%%eﬁ%ge data, and a nodule for
enbedding a watermark in the selected portions of the inmage data by

l'i nearl§ a&ﬂi ng watermark data to quanti zed inmage data. The present

i nvent i1n APS BTSsERVinYRINIon Alspspramides wagsmatker figage datpcgenarafed; by aacatingtheed
15 quanti zgghye ~Jata generated by linearly adding watermark data to
guanti zed I mage data, said systemincluding a detection nodule for
detecting said watermark in a quantized domain by correlation and

t hr eshol di

li]'gé present invention also provides a computer readable storage medium having stored
thereon watermarked image data generated by executing the above methods.

15

The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including

correlating the watermarked image data with a predetermined spreading code.

20 The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including
inverse quantizing said watermarked image data, and correlating the inverse quantized

watermarked image data with a spreading code.

25 The present invention also provides a method for detecting a watermark in watermarked
image data generated by linearly adding watermark data to quantized image data, including
inverse quantizing said watermarked image data and a spreading code, and correlating the

inverse quantized watermarked image data with the inverse quantized spreading code.




BRI EF DESCRI PTI ON OF THE DRAW NGS 20 Preferred enbodi nents of the péese
invention are hereinafter described, by way of exanple only, withr fleB&ric &304
to the acconpanyi ng draw ngs, wher ei n:  Fi gure 1 is a block diagramof a

prior art MPEGE JPEG encoder and decoder; Figure 2 is a block diagram

il lustrating prior art watermarking systens for JPEG and/ or MPEG i nage

data; 25 Figure 3 is a block diagramillustrating conponents of a

wat er mar ki ng systemin accordance with an enbodi nent of the present

i nvention; Figure 4 is a block diagram of -a first preferred enbodi nent of a
QDCT wat er mar ki ng system 20 OCT 2004 -7- Figure 5 is a block diagram of

a human vi sual system (HVS) anal ysis nodul e of the watermarking system
Figure 6 is a flow diagram of a bl ock classification process executed by

the HVS andhy grasemoiisteionSalfo gravkied ai MetBod favdakotigf anwakrmarkes kvgeahesiasd on
process execut bé?the HVS .anal ysis nodule; Figure 8 .is a schematic

di agr am of ugﬁgeggaga NeEHtSA bplieagiy ﬁéﬁl&g@@twaﬁq@tﬁ%@a@eﬁ@#magé datgy ipekuding

et or mar ki oy <A e B P i TR e SRR R A S ek

bit rate coode, @hd pooelatisg theemvemel gogntizeliand rintesc oaisfaimedoaateanaked hragdDCT
wat er marKki system .Fiqure.14 is a hlo agram of . a preferred enbodj nent
of a QDCT Qgtﬁa‘.‘y'fﬁ‘? St et o0 dtegrsy wntizsl mcgawerswap%foan 8eRading §Pmsard a

wat er mar k  ggeefihi oo BomtrRira dehferePOT AP TRLL NARHE IRb e eCt Or ;. 20 25 30

The present invention also provides a method for detecting a watermark in watermarked

S

image data generated by linearly adding watermark data to prediction reference frames of
10 quantized image data and drift compensation data to predicted frames of said quantized

image data, said method including performing correlation on the reference frames to

generate reference correlator output, performing correlation on predicted watermark data

corresponding to said predicted frames to generate predicted correlator output, subtracting

the predicted correlator output from the reference correlator output, and thresholding the
15 result.

The present invention also provides a method for detecting a watermark in watermarked

image data generated by linearly adding watermark data to prediction reference frames of

\ ‘ quantized image data, and drift compensation data to predicted frames of said quantized
20 image data, including generating a despreading matrix for a predicted block of image data

from despreading matrices for up to four corresponding reference blocks of the

watermarked image data.

The present invention also provides a method for detecting a watermark in watermarked
25  image data generated by linearly adding watermark data to quantized image data, including
selecting quantized transform coefficients of said watermarked image data, and correlating

the selected coefficients with a predetermined spreading code.

The present invention also provides a system having components for executing the steps of \

30 any one of the above methods.




Figure 16 is a block diagramof a preferred enbodi ment of a DCT dofd] GCT Z004
wat ermark detector; Figure 17 is a block diagramof a preferred enbodi nent
of a spatial domain-waternmark detector; Figure 18 is a block diagram of a
preferred enbodi nent of a spatial watermark enbeddi ng system for enbeddi ng
a spatial watermark in the QDCT domain; Figure 19 is a block diagramof a
wat er mark enmbedding with DC coefficient drift conpensation nmodule for the
spatial watermark enbedding system Figure 20 is a block diagramof a
preferred enbodi nent of a generic wat er nftrk enbeddi ng system for enbeddi ng
generic-domain watermark in the QDCT domain; Figure 21 is a block diagram
of a preferred enbodi nent of a DCT waternark enbeddi ng system for enbeddi ng
a DCT watermark in the QDCT domain; Figure 22 is a block diagram of a
nodul e for enmbeddi ng generic-domain waternmarks into inter-coded bl ocks of
MPEG host %gta in the QDCT domain; 20 OCT 2004 -8- Figure 23 is a block
di agr am of 18¢ B%?%rm@atlehﬁwlm‘ﬁtie% CRPERIEAdbIE rreEe Werddminiipking PRI Ng

crhoal mont a4 SRR Bind WP Wefs (Lo pl PR ol BRI, 2 o Gata

de-spreading; 5 Figure 25 is a flow di agram of a de-spreading matrix
extraction Brocess execut ed QDCT wat ermark detector; and Fi gure 26

is a scheniff PreRRG YLD élsaepr@&d@acﬁ wtermarking s¥stemy igcluding aomodhle fs
spr eadi Bg [-E[t]?ﬁ e LGRS bTl

PREFERRED %{Seﬁ%éﬂks(ﬂo in F}m%%rg %IA%L erregﬁﬁng rre%n‘i‘rytg"%ta tRe
present i nqwllzcduwfdatam wat ermarking in the quantized DCT (QDCT) domain
using a QDCT wat er marki ng nodul e 400. This is efficient for enbeddi ng

wat ermark data in conpressed i mage (e.g., MPEG or JPEG data, because it
does not rgRsIpeSert MRUEIGH hRHPkdvIdB hVfor @

quanti zati on, t)DCT i r%verse%DCT o)p?gs‘r%’gtt%l ong %&gé?%{gé%é@g?aﬁggd aié‘lr?tI(Z:%dnltnrm

VLC and i nd%a,s@Cngo@@rcalmmﬁx sgleeting podining pf |1mpg@|deﬂat<ﬂdt}twybdsnkf mmuuabl es,

and arguth fast Q rform re r se.th errbe di n
or for 1t 11304 iy o o 0 e B AL Riogector B diag At STk e
therefore mwoeecrptbusﬁs oﬂ%ﬁélhmhgm@dtw linB&1 e ARREY SRRk HakVdiltd fenfher ﬁ&%@ ngs
and limtations of enbeddi ng di rectYy at the bit 20 stream donai n,
descri bed &¥&ve. The preferred enbodi nents are descri bed below in reI ation
to MPEG and JPEG i nrage data, wth enphasis on MPEG vi deo i mage dat a.
However, it wll be apparent that the

' - The present invention also provides a system for detecting a watermark in watermarked

15  quantized image data generated by linearly adding watermark data to quantized image
data, said system including a detection module for detecting said watermark in a quantized

domain by correlation and thresholding.

BRIEF DESCRIPTION OF THE DRAWINGS

20 Preferred embodiments of the present invention are hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:
Figure 1 is a block diagram of a prior art MPEG/JPEG encoder and decoder;
Figure 2 is a block diagram illustrating prior art watermarking systems for JPEG
and/or MPEG image data;
25 Figure 3 is a block diagram illustrating components of a watermarking system in
accordance with an embodiment of the present invention;
Figure 4 is a block diagram of a first preferred embodiment of a QDCT

watermarking system;




i nvention can be applied to conpressed inage data in a variety of formats,
including 25 H 261, H 263, MPEG 4, or any other format based on A(jquaiit pagad
i near transform such as a DCT transform A waternmarking system as shown
in Figure 4, includes a VLC nodule 16, an inverse VLC nodule 24, a

wat er mar k enbeddi ng nodul e 402, a human vi sual system (HVS) anal ysis 20
OCT 2004 -9- nodule 403, and a bit rate control nodul e 405. The

wat er mar ki ng system enbeds watermark data in DCT-conpressed video (e.g.,
MPEG, H.261, H.263) or still (e.g., JPEE}-imge data. The inverse VLC
nodul e 24 is a standard MPEG nodul e that extracts VLC codewords from

i ntra-coded bl ocks and prediction-error (inter-coded) blocks of Y 5

(lum nance) data froma nultinedia bitstream 20, and perforns an inverse
VLC oper ation t Diguhé fisa Bu& d@panteSa Rimaiasial %@da@@fvsmiaﬂ vsid @68 de of the
referred to as host data v. In the case of MPEG video, the host data v can
be extract &FPBKOLSYSBM; or P- franes. The host data v is independently

processed by the: I (TR, eddi I d i dul e
203 “The 1S anslSy SHFRAREERESH 00 BREK' Fockhea i oS HEuPREL Bl

whi ch part snalfsid¢ inedala a shoul d not be watermarked in order to reduce inmage
degr adati on. The, wat 9r,marﬁ e[%eddi ng. nodu] e 402 .t hen enbeds wat ernmark data
into rermaining S /df & Hewrliagramaetaa wasigengfation pracesoptacied fyathed Y85
conpares t e,y gbimeked bitstreamfromthe VLC nodule 16 with the unmarked
bitstream 20 and replaces sel ected codewords of the warkmarked bitstream
with their corrEgpondiing sohomatie diageabe whrats8xsnbinagyemaslo gbnarstddi by tharmaki ons
in the bit rate. of the watermarked bitstream 38 fromthe unmarked bitstream
0. In theg%}ke?g’ropﬁi’éﬁceéﬁbodi nments, the human visual system (HVS) anal ysis
modul e 403, t hergtel odgnRibbewedigiRr & grpacting amiblfe4A8duand th@eoelﬁctr
rate control nodul e 405 of 20 the waternmarking system gre I npl emented as
sof t warl® ni@terearkingsysteed by a standard processor, such as an |ntel TM based
per sonal conput sysiem r.ynni ng, a W ndowsTM gpey ati ng ,syst em agener al

pur pose di gital ﬂgiuﬁ%a*fﬁ? c}ge%rg herpRis %Wsagﬁ'ﬁ&%&gag ti%%att? m&&sﬁ’f%%x
DSP or an é&ehied bpeviceddnBbR6dNE BBfe Q%Dc@rava@&ﬁiahﬁﬂg isyf&?éﬂ,eci fic DSP such
as an Oxford Mcro DevicesTM A236 Video DSP. The variable l'ength 25 codi ng,
quanti zation, dfigdredd isdsblesktdiagiamoptra preféred endwdinnepont a QDCAV domain
operation e wat ermarki ng system are standard i mage processing
nodul es, V\/ﬁ;?%ﬂh%?e&{aﬁcsog’ i npl emented in software. However, it wll be
apparedt that aFiguead$ ipar bckfdiddiemnefinl wae@dark iRteobbe MAGdlié G thy PBOTCAN
be i nmpl enent ed as dedicated hardware circuits such as progranmabl e [ogic
devi ces (PRI yatermark detegions- specific integrated circuits 30 (ASICs). The

nodul es of ot heg; i aent bel My y 4 .

20 OCT 2004 - 10" FRS E@s‘gg%ﬁ?‘ﬂ‘fgﬁ%ﬁﬁ’g afl@gé{%‘g%g reg‘i@ghgén‘lts%ggb@ﬁg@g%“msk
& for eacatenpark d8seBtofDCT bl ock that determ nes which coefficients in that
bl ock can be enjhedded_w th ermark data. As shown in Figure 5, the HVS
anal ysi s nodul 219 1295 ?Fldﬁl?dég%g cL@grgrrgo SieRegredvapbadiment oh apspgtipl domain

cl assi hpcaphRfniRilLtf02, an edge referral nodul e 603, an infra-coded

bl ock detector 604, a switch 605, and a nultiplier 606. 8x8 QDCT bl ocks of
host data v ent Eigoregl$ lieca @kadiagypsi ef aguefered! @aibadiment aif \asgoktibly whisemark

i nfra-coded bl ock detector 604, If the detector. 604 ermnes that a bl ock
is an infra~ %(@é% ng’%gkforf’ﬂ’g’ﬁdql%a Btk WRieTIRgY, \Héﬁ?fe(agﬁé‘ ‘{Q’i%alﬁl ock
classification mgdw B stathoolggia £ bf & hdssidahc ahbaimP dihend QobfiRiaralins es

the infra-coded 8x8 QDCT bl 0 determ ne whet her the bl ock includes
di rect ed e¢Rjarensafiongneduls fprahdinatinl wateimaiBembeddingsysterthe bl ock mask GB i's

d id egheddi k_d i n.bl ock i nj di d .
This r8uces t noba AL B G htaniity bR SRR Geere ey

The pr ocesambotding Setehyfol BRbBIREK g&ileris HohiaftwvhiefnMIN iR PR T mdiSt ecti ng
directed edges is shown in Figure 6. At step 15 701, partial inverse

quanti zati on i sFigerer 3k dea Back Hingmmp of apreforedr embediment 2f agDCAewniermsarkr ow

and col um [ 4 i Cl and t er .| ef t nost

di agonal qﬁ%ﬁ@?@ﬁ%\%&%&%@?éﬁgﬁf ‘%%t.gg%.ljﬁkt“ﬁ ngl(gﬁ C;Hio &é)%aé%’ scanned

quanti zed AC DMigameRRi &5 anblock odiggranr afea thedyer forspabeldigy rauintbmed AC
DCT coefficients, At step 70& t he absolute values of the 1St, 2"a, and 4a'
Zi g-zag-sc‘é(ﬁfﬁﬂ’aaf&ﬁaﬁ%mt?r e @OB%erMPEQe}fOI’SF date it he QRCEdoBIBA with a
predeterm ned threshold value ThA. If any one of these coefficients is
greater than or equal to ThA, then the host data v is deened to contain a
directed edge, and the block mask GB is set to zero at step 705. O herwi se,
t he absol ute val ues of the unquantized AC DCT coefficients in the first row
and the first colum are independently sumred. If either sumis greater

v o o I T ~r- a1 1 - P —




20 OCT 2004 -11-' Al-ternatively, directed edges can be detected by ~
preprocessi ng the host video/image using other edge detection net?hg s b uthh’
as those described by J.F. Canny in "A conputational approach to edge
detection,” |IEEE Trans. Pattern Analysis and Machine Intelligence, vol. 8,
pp. 679-698, 1986, or by B.T. Hannigan, A Reed, B. Bradley, in "D gital

wat er mar ki ng 5 using i nproved human vi sual systeni, Proc. SPIE Security and
Wat ermar ki ng of Multinedia Contents 111, vol. 4314, pp. 468-474, 2001
("Hannigan"). This preprocessing is perf§rned only once for each host video
or image. In the case of predicted franmes of MPEG video data, a

predi ction-error block of a B- or P10 franme is deened to contain a directed
edge in the spatial domain if its associated prediction-reference bl ock has
been deened to Fipukald i@ adilsekcliagrafOgr a Yiéfofied RMbOBIMRE ol @6 GhhAedd aPOTE.
This is efficient because it avol ds_any need to perform edge detection on
predi ct ed Walsspark emheddinggustemrveth drift ppropensations achi eved by nodul es 603 and

604 in Figure 5g; the: i nfias I o t i an

i ncom ng bl ock ng%%gﬂlg ?J@@%fggggﬁg‘@ﬁé @@%@%@e%gﬁggyéﬁ%gﬁF%E@ggfWﬁﬁm

i denti fi eswaldrmbikedeproadtiviitt drinft-compésatien ddtodispreading; ated with the incom ng
bl ock. If the 8x8 boupndaries of the {ncom ng block are aljgned wth the 8x8
boundar Pes of i t$Y 25ivt flo. dagram @ despisading pratiiy griractiog pragesysEmieds 03
out puts t hgy @B @HCNGataSRE Hak&dr;Rhgdi ction-reference bl ock. QG herwise, if
the 8x8 boundaries of the incomnig block and its prediction-reference frane
are not al i gnedFiguhed6 B0 schematicdingram dfl :0ddspreadisgs mairit asderably isteppofithe dour
adj oi ning 8x8 plocks.in the predictionreference frame. In this case, the
%dge r ef erFlgFa(ﬁB%maﬁ'lWag&?rBW%eséle only if all the associated
prediction-reference bl ocks have GB=1, otherwise GB=0 is output (i.e., the
incomng block is deened not to contain an edge only if none of its
associ at ed _adjoi nin redi ction-reference bl ocks contains an edge). 25 The
edge dédfec %@%ﬁ%ﬂtﬂ%@%tﬂ&maﬂwimtmmml y classify

texture in a block as a directed edge, thus reducing the capacity avail able

for water rk]ﬂﬁ%?” F i L.ons . ui r.e l.ar wat er. mar k
capacity,n?ﬁese gelgeﬁgggfg% %%%%@se%@g |§§%eog‘@%np%gg%DHP?P@§?6§ﬂ?F?st
per f or m ngwahexharkingdiatthefjuantizéyDE THODET t dobhdin aside b IHE D Rvad@maeting thodglc h
as that deg&&i ed.in _Hannigan. |f texture is detected in a block, then the
20 OCT 200300 1'5his iy effigientiog embedring watprmadhdaia in epmzessed imegrde. 2 - MMBEGHE

bl ock mask i e r 1 - he . | i . ted, as
desri bod aneye oReterse it ogbl HenblaCoah Bl Sikhie MiBARey &G )
the zerld nasdotingfiomdUCE oBlverse DEIThgpearatimskiogen perdbrimaxd. pho casttast, dLEhmdn i n

e T el R B gkt T e PO AR i
QDCT/ DCT  bipghfsal Reord@ee! BRhERGhe E’ﬁﬁﬁ@di@%rigﬁgg e PRI GDES HOmMRRIY

associated wth the wat er mar ki ng system e generati On process can be
repr esent ewatgsmarks datgl & hob guaitized.candtis nipereféroomorardebust. f Aciditmnaly,utheof |

= 0, corre nd 10 to t coefficient.at the t e cqrner of .the 8x8
ol ock o acBapgmens ald oo ThebanineR o ifHal 5, oo Rmbelding Shebn & tie B
the 8x80bl gtgdam ddigaih ORBAHASbSNE. SEtting the | oop index i, representing a

| ocation within the 8x8 nask matrix, to zero at step 800. At step 801, the
index is tested to determ ne whether it corresponds to the DC coefficient,

i e, i = i £fici h i
to sero at The it RIS &2 SRRl 30 Shiucl A Mo 8 PR e
step 809, dite, Wihpniphdsix ohSMPEG fided nalet @Al MRowdvet, Nekill hehpparcRAHRAE thed

value of 64. If not, then the process returns to step 801. At step 802, the
| oop i ndexIventis eaty be epahed icprapigstedhisnaget data in asybiets of Jormatepineldings

t he bl eck. pldz15m,~ckh i ffi.ci . Of . i et to
ero at s B ol 2y RERG SV SRS S B e e R S e
it correspabdil transfdren.| eft col umm of the block at 20 step 803. If so, then
the coefficient is set to zero as described above. O herw se, the index is
tested to determ ne whether it is less than or equal to a value FREQ LO, a
user suppl hadhiBRfARTL Ssich! asWowh 3 Pighlies TRk VEE thOude € anGhiiGiow e
the loop index is teSted at step 80 o determ ne ether 1t I's greater
than or equaluledda avedtemnFREQbelding mosduiec402; aslaundrs viswd fsfysteine@ iV $ sambtsist 0
zero at step 807. O herwi se, the process proceeds to step 806, where 25 the
correspondi ng coefficient is set to a value of 1. After all 64 mask
coefficients have been processed, the test at step 809 will succeed, and
the process ends. The result of the mask generation process is an 8x8

bi nary mask, as shown in Figure 8 The AC coefficients in the first row 902

o, o A Y o o . v ~N e o




20 OCT 2004 -13 nethod of preventing horizontal and vertical ringi g
distortions that otherw se occur, particularly around directed edég @ﬁ?tﬂgé
picture/frame. In.order to be invisible, it is preferable that the
wat er mar k data does not contain horizontal or vertical edges in the spatial
domain. This is also relevant to blind watermark detection, as a watermark
detector 5 can perform edge detection on the watermarked data in order to
skip "edge bl ocks" that do not contain watermarks. However, if the
watermark itself introduces new edges, sfch a watermark detector will be
confused. Wthin the remaining 7x7 square region, the coefficients within a
top left triangular region 906 and a bottomright triangular region 908 are
set to zero, with the remaining coefficients set to 1. The triangul ar

regi ons 90fod8R846H, eantiOa dsif irate cedaytol MeoduteenOSPEThd neterpariane tsgstemFEkedsO

and FREQ HI that defin xtremties of zigzag scanned AC | ocations. For
exanpl o, "t RetBAdRaRARC brompersied idesiersadyBRAs e 261 FHEG3) o SHb(eRREBEQD)

val ues of ﬂiﬁag%rﬁjatéd’ﬁhé RREREVI odu@eﬁi’[sgai égricia?% K{Iﬁé’(ﬁ&%ﬂéﬁ% 6 Sxfhe ih‘gﬂéy

mask generated by the zero masking nodu red 1n

mul tipli er cé&Bsvonds thven bihtredcodak bldeRs gank maddidionyertdre (iblepclded) ablstits ©ftYon
nodul e 602 ..t o.produce mask (R that. determ nes which QDCT coefficients of
each 8x§ b (BRitnge i fiamch muiteasdia DSTERBAY: and perioims aB inyesses VUnsEion

mask & i stPubRit $POmhhRYBF ﬁﬁifﬁ{zgd-wg@fﬂgeﬁ%,d%k eeﬁot% 4sOndsP 'a%ﬁqul Oghﬁle

wat er mar k enbeddi ng | ocations. 20 The water nar di ng nodule
execut es acagtoé @ vadeoetheti hogt ¢ata e ess be katractetbfeos Iwdd-¢onRr Kranes.a The hhast

data v, i sing, 8 tr] ffici . As, sh i n_Fi 9,
Fhe ot or ik dh BB RISARY BircESad by M patioseds ShitiEianomngtnred e itvs”
random sat keilysiogieliele 502, e BVSOAiRiVRbEee B0d Lﬂﬁﬁlyé&gthe%@% 8atg v tBFthie@EItehe

nodul e 504. | n addition to the host data v and the HVS-based mask ,

.

wat er ndPk Whishqurts 9 25 date skasld netbe wateomiided @i omleh exitidnge raagendegeadation.

i ncl udi ng ' . C, a.Spr ing factor N, the waternmark.data
ool T " Tng Raf Rttt P HE2 ARk Hanhinalt ot BB OB s o
dat a val uesf gadisodativhi Citheilsit Ritd bftrot Indlule 405 eRRtied 8 4tomBPkdiBibtream
wat er mark dat a b)(] ogutputting a +1 value for each watermark data bit val ue

of 30 1 anfom the V& medyls 6 gdnihpupmaeked ditstream 20rard wpkices sal¢ated endawpuls501

dupl i cat es,eNRIW: =l - . agﬁl f +1.or -1.0y th
spr eadi ng ?act ormhﬁg}?%%tsﬁggﬁh@ gﬁ%ﬁ%ﬁ%‘%@ﬁ% eﬁgcogg‘ﬁ%rdé.mf)ﬁiereto
resul tilhg ddtee variations iipl the dibyaid loé the vepdinagkedobiestCamal® Groan SRS wanefkedl +1
or 1 val uesélt mcode mul tiplier nmodul e 507 to generate a spread spectrum
wat er mar k ,St ‘i's therefore also a sequence of +1 and -1 values. 5 The
user specified gain factor G- is a positive real nunber that serves as a
propri et arfl paranmeter that allows a watermark originator to control the
qual ity of It the dendsibddientpodinkende ttie hirnm pisoalesystes:, (HV $f arahysliyy modilk f406 ethie
val s of f i nfras-
va ,ues_:?_ 0 %ﬁdgn%aej% wa%rrrlla?k El%b§8£§g m%glclile 402, and the bit rate control module 405 of
20 the watermarking system are implemented as software modules executed by a standard
_ processor, such as an Intel™-based personal computer system running a Windows™
' operating system, a general purpose digital signal processor (DSP) such as a Texas
Instruments™ C6x DSP or an Analog Devices™ SHARC™ DSP, or an application-
specific DSP such as an Oxford Micro Devices™ A236 Video DSP. The variable length
25 coding, quantization, discrete cosine transform, and the corresponding inverse operation
modules of the watermarking system are standard image processing modules, which are
also implemented in software. However, it will be apparent that at least parts of the
modules of the watermarking system can be implemented as dedicated hardware circuits
such as programmable logic devices (PLDs) or application-specific integrated circuits

30 (ASICs). The modules of other embodiments described below are similarly implemented.




prediction-error blocks due to their differing sensitivities to wa ean:ar# ,\
distortion. In any 10 case, variations in G can be chosen to neet L 2004
needs of the watermark.originator. The absol ute val ue nodul e 503 processes

the host data v and outputs its absolute value Ivl . This is nmultiplied by
the gain factor GL and the mask G in a gain nultiplier 505 to determne a
maxi mum perm ssi ble gain factor G=G @& Ivl , whereby scal ar

mul tiplication is perforned for individual DCT coefficients of v and the
corresponding entry in the G 15 matri x: I0rhe randoni sation nodul e 502
generates a gain factor matrix rand(G conprising randomintegers between 1
and the correspondi ng value of G inclusive. However, if a value of Gis
zero, then the corresponding gain factor value is also zero. This gain
factor is nultiplied by the spread watermark w in a watermark gai n

mul tiplier ule 506 to generate enbeddi ng data rand(Q

Ml t1 1§ calioRe agéyqlam@aea@%gﬂnpm i YASH S ipeccs st ehoheRRu 5SS
arranged | QIR BHSABat Idtich g FhOVag agPRp The
resul ting %atrl X 1s then o ..{é%ﬁﬁ@{ lggwtfg%n{rsaﬁd?@? r‘?ﬁ1 Hgleﬁgjegééale%th
mul ti pl i cawatmmark dasa.r edaspshmdwmgl Ergtzra BstherHVBeanhlysisnmbdile @93 iftladdses ueioi ng

St o oS BB e ol o5y ey 1S
addi ti onal nﬁﬁ%uwbwcﬁ detaéior%@qha%& ppe d\ém‘tﬂaﬁﬁé‘r@?aﬁﬁﬁa@ﬁ@ﬁkam y

corresponding element in v, and is ¢
i s then vahosilsits v enigting diet HYSyanalysisdnodule KO3 wteCumiybad dy e irtsm-ehiodwblock

(Figure 4, ro terna bi t.- st 20 QCT 20 The bit
vate contr ‘%e& ¢ g(?{g Ifg%em@?t‘é‘ggrs@iﬁgettﬁgnﬂ%ﬁt ?tr?g%’lﬁ’glﬂ 193 m?@r"@aﬁq P#%B]Fn thethg) ¢
modul e 16 blocRistRiwirded i the Block dlassiban théRiR s@e ﬁietbm@ﬁ Safifidalibn Rlolilenal
un- Waternarked bitstream 20. As shown in Figure 10, a buffered bitstream

1901 ofl0i nped agyses dhenntrasensed 858 {ABRTblotk 1 drtemaipaovhithet 32 bloak tingludes
t k m 1 f d d t he. \VLC
voLer e SERSUELD, il ER AR il TR ALK G b 5

Some of t hembeddiigrevde@ehaelo dRwD ﬁﬁleI&&@4c@{tﬁnir%nﬁﬁ‘écté@%ﬂ shel Thid "FERGERthe
counterparts 1902 as a result of the enbedd vvaterrrar data, while others

may have tRECENsfe Vispalsneskep! Biet whterpark onFisrage dairp| dhe I @esn eesstedbyviher

VLC3, VLCA S

i ndi cat ed Bl}(/)@igggy rﬂé’&ng‘%s 1@9%90 ?geéﬁlﬂé]%k%?e ge% Slhé‘gﬁﬁfgiﬁm?ﬁ Aé[ﬁ%?gdded
bi t st r dam 100 Pasiet éedssectduantiiation asipérfariet b theblakasy, inveé qhirdtizidee@entigol

by nore than a t hen the watermarked VLC

g et er ned thre(f&ggr amount ,

codewor ds .“L’Q’b&m ‘Hﬁ’éllof thy quantizg cpeffigients; ppd e appelr lefinogt diagonal
codewor ds eaeoijced i easeqbi S n
reverse or% Zﬁi %ﬁom méb\é;fﬁg&uér%g g;;er ?% dK/ E%Q%g%\bo%nlgé aﬁt%z%ﬁ (J)Cﬁglégtr

i ncreased mﬁfﬁm@ﬁ) @aneme [1+5] cnﬂpstl:modnhgmmqhantﬂzed a0 DICTadoefficiovas. e Atrstep #02,VLC
fcodeword aQr .ex t he.fourth wate lghked codeword 1908 i.s

With the cHBFr '%Sf)’ﬁﬁ% Ve 508%\%%‘? d t2L9906 t BR800 PR‘@H‘“BF‘?‘étA&JéaﬁE%QOL
as showo i godffi@bmte adedconlftRed Rith!a HHI@REiN W a of
the resulti I’l%é(?l t-st rceoarr%mi%lo i sal Itﬁﬁen reldeeétehrrfsnhglcﬁl | slﬁﬁyf%negifctg@%

t he quanti €8¢ lelétatlagrqatew Hlaroer equabito Bhi,.-then elamhamlmaby isdeamadhncanten a
threshol d %[L]lgl) %H ¢d hgnd Ia‘lo bg(gﬁ(t %}%Q\B(E%P%C{gez\é\%r% step ?0113 Ottltlem%d&l%ea%sclﬂlu’%t 'S

restored. S pr Fe8d
values of the unquantized AC DCT coetficients in the first row and the first column are

independently summed. If either sum is greater than or equal to a second predetermined
25 threshold value Thg, t_hen the host data v is deemed to contain a directed edge and the
block mask Gg is set to zero at step 705. Otherwise, the host data is deemed to not contain
a directed edge, and the block mask Gg is set to 1. The block mask Gy is stored for

subsequent use by the edge referral module 603, as described below.




the resulting bitstream 1910 falls wthin the required Iimt. Then,gi ZSAqu
the buffer 1901 can be any size froma macroblock to the entire i @e bi 2004
vi deo frame, dependi ng-on the user applications or requirenments. Conpared
to the bit rate conservation schene described in F. Hartung and B. Grod,
Wat er mar ki ng OF Unconpressed And Conpressed Video, in 25 Signal Processing,
vol. 66, pp 283-301, May 1998 and US Patent 5,809,139 ("Hartung") which
checks and restores VLC codewords individually, the bit rate control nethod
descri bed herein provides nore flexibi ITH/'i n reducing the resultant |oss
~in data hiding capacity, as well as inproving the strength of the surviving
wat er mar k. 20 OCT 2004 -16- Once a watermarked bitstream 38 has been
generated, the hidden waternmark data can be extracted by a watermark

det ect or eryHempatingyedirduted aiges dar be deectdd by @raﬂ;@doeggiﬁg)mebmeddwwagetﬂsa%t ion
of unwat er rke&gh st data,_ or blind detection based on correlation an
prefilteri Egl,efa eqtiogdnetheds sush ag thyse daspribed by Pt &ranng i (34, cpgmputational

Wat er mar k i ) i Y, in. ;

detect i on TEd SLEEReoRh SAULETRER. PRiARUARRR dhd MEIPH IR e ol

Fi gure 14, 8j pp. 698698 hHI86, ncbyBER Haneigany&r ReedyBCBrmilke), én ZBigitatiwatenwaarkingar k
detectiqn madul ¢ 1002, .The watermark detector_ optionally includes {he HYS
anal ysi g mHHDE HIRVed, YRR - WSLAl oSy SIqus. bgl‘soéd ‘S‘Péng@”" Bhatdi Rt aesengingr e

t he wat er maylti6ladia d . I Sn rEgui7e n Qf ik .

user - speci fi e@%gg@@ﬁﬁ%gt@%g&@ @R%&H??mTﬁgagﬁg&rﬁBq b here used
to enbed t iscpentedronly onae for cach st videbedinadgeve. The wat ermark detection
;\r’r'bdul e 1002 despreads the watermarked data using a synchroni sed copy of the
spreading code c¢c. As shown in Figure 15, the watermark detection nodul e
1002 i ncl utetheaasos Rbditic Frakies TP MPEG 17163 dafd pRedidonsdiRl $idi Jradsd & AL.305.
The correl ation nodul e 1303 includes a sunmmation nodule and a dunp nodul e

1 306. 0 t Famens- depseed iskntan psdisectdd adgee in ithe ispatial edoroainnifil it phspcitated

spr eadi ng ou| t he el ements i.n c,.to zer.0 at. | gcatign
where no wg%gg}rlgg Ig&gger gg\%/g)sc Rehsﬁlgéaﬁgee&eﬁi Roopian giiested Sdeg Hﬁlgggﬁ%aw o
process. THesctibéd sioat] Thisioefflctent B8Gubd 1R Avoids hhPhéddsto tpdfofr e8bd ddtéction on
spreadi ng cogg%t?% the marked host 20 data v' and the summati on nodul e 1304

of the cor P& framsdiu| s sdee sqfpmsalt precess dalwehicved eraediles 80% ond &i04tinon

sum |If Qg t i t ol ] e:C | iplied b
sum 11 it e b MRS g L
corr el d6i omtmeovdbdysthacdgentkfztrall riddpleo6BR idehtifies alltthe predigtioro@edrenck386claends

its value to the.threshol di ng ngﬂ)gl e 1305, after which the correlation sum

is reset t&SoufiEdrwith fha meoming bloskodt fhs Bx§oupdatias affhg ipgqmingtilock are
t hreshol di GorieR i } (o]
generate aaval ugﬁ?ﬁ%ﬁ? %g b&gﬁ%ﬁ%ﬂ?iﬁ%@?g{&ﬂ%?-&%fgﬁeg%n%%}ﬁ&gﬁé Egé]ea]{egegﬁclz g#@rl feof
its present@ ompniscthary of thef atshaated pradiatidnarfeentei dogos Othareiser iff thie B8
han a usejy-specifi posi t.i ve, val ue, the threshol ding nodul e outputs a
atcer mar K DEREGH offie Riting Blath atiis et i S e i i RS AHERRd sl o
Al t er napi valeYincdBinedgb i SR i ] 1,
the threshol ding msdul (g@fgudta%’lfys?@da%mtgt precrot Sgﬁgg%%g@ Bpogis HEpeagatR
OCT 2004 reference frame. In this case, the edge referral module 603 outputs Gg=1 only if all the

associated prediction-reference blocks have Gp=1, otherwise Gp=0 is output (i.e., the
incoming block is deemed not to contain an edge only if none of its associated adjoining
prediction-reference blocks contains an edge).
25

The edge detection process described above can sometimes erroneously classify texture in
a block as a directed edge, thus reducing the capacity available for watermark data. For
applications that require a large watermark capacity, the edge detection process of Figure 6
can be modified by first performing texture detection by a known texture detection

30 method, such as that described in Hannigan. If texture is detected in a block, then the




17 correlation sum exceeds a second user-specified positive-val ued

threshol d value. Alternatively, other thresholding and detection Zuf ¢ Tcafl4
be desi gned based on the specified needs of the waternmark origi nator, and
the nature of the enbedded watermark data. 5 To detect watermark data in
the DCT domain, a DCT watermark detector, as shown in Figure 16, is used.
The DCT wat ermark detector includes the inverse VLC nodule 24, a first

i nverse quanti zation nodule 26, a correlation nodule 1603 and a

t hreshol di ng nodul e 1 605. The DCT wat ermbdk detector optionally includes

t he HVS anal ysis nodul e 403 and 10 a second inverse quantization nodul e
1106, which is functionally identical to the first inverse quantization
nodul e 26. An input watermarked bit-stream 38 is inverse variable | ength
coded by t hiack nveteeme¥ 16 mndedneair Alifeorbd usipegninidz €@ block haadk Gatisi stvabsSe
guanti zat i nodul e 26. The quantized DCT data_fromthe inverse VLC nodul e
24 is opti rivise theottesda digye 6 e poatahas fescsibadakbave. 403 to generate the
HVS- based mask & 15 indicating the quantized DCT | ocations that do not
contain watermark data. This is then multiplied by the spreading code c.
The resul t Baturisipg ¢alignee §.0oe8x8alinkyg mankes gencgatad biy 2kedlzerb madkigrrecduld ol he
second i_nver.se ﬁa tizati.on nodule 1106 and,is provided wth the DCT donmain
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then inverse DCT transforned by t he second 1208 i nverse modul e to
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1705 in a girepre@ntings teatib0 withad the 858 MR thadPOM6 zero a2 QtePFD02 M4tepldd, the
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§

addi ti ve whde¥ polered {odaterprne whethgs i spirespondsiadhel DCocaséficigatede.i h=6 HERo,
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t he equi vaf’lent %&T v&t eégg{k can contain both DC and AC coefficients, the
process of 25 fgvatre ol patcihendhe progessiraiurns- e RRISHH- 0 Ak stepB02ntiehost
data is ha \ S Jd : ffikglents
of intra- lgggggde%ﬁggéﬁgédﬁ%vdgte I eivgeﬁ?&?g??%#&gdﬁ?gﬁg r@ogrogl??gb ﬁ%% I 86,
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quanti zation nodule 14, a de-nultiplexes 1402, and a waternark e

wi t h DC- cobsftested @rdetagmiite whethgrdhisdessdhamarchqial th404lueARBQt LA a desrsipplicd
wat er mark | ransformed to the DCT freque domai.n by the DCT nodul e 12
and then q%%ﬁéile%é‘dhgsf%g tgﬁg}?t%f Baet B%Z%deﬁ:ﬁerﬂset &edgﬁEF%Eé 1B ffee At step
wat er mar k 88 @ dvegiihd whithe itlGreAa@hnor WUabtd 4 Saldd FREeM HINOWIHiEh 8 i£C
coefficients by the de-nmultiplexer 1402 for separate enbéddi ng by the

wat er mar k eqeblidientdg sefi to repcatetrir $07% i Otiervlise f the poonssmprateaty torstép 8961 wbdre 20

As sho ifq L Fi . rk enhedding w.th -coefficrent drift
conpe n\ggt i {glﬁ ér?ogjéﬁffog a%&o%gﬁ}lc\é\%ﬁgéega éco'c?e?aﬁlﬁff f’f 21 ' afﬁg‘b mas ecole#(efé‘?”éseﬁﬂ_ec
nodul e 24, béeheradethedptho test A6step80RILI fucexdl anldh8 prdcbg «@lds.ppi ng nodul e 504,
a decodi ng nodul e 1408, an encodi ng nodul e 1416, a delay nodule 1412, and a
switch 141 4. The de-mul ti pl exer 1420 25 separates the input MPEG JPEG

bi t stream i Qiet o - er o] e. | C
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guant i DCT host. .data v..An additjon, noqul e 1406 adds this to the AC
coef fi éﬁe nfeTa o Hid ?g?feflaﬂ%&fegb%zen@m veahgad gdges. Shissisgn effjgientiand eifeetisig
entropy encoded by the VLC nodule 16 30 to generate a watermarked AC
bitstream The input DC bitstreamis converted by a 20 OCT 2004 -19-
decodi ng nodul e 1408 into quantized anal og val ues. A summ ng nodul e 1410
adds these to the DC coefficient of weQuw to generate watermarked DC dat a,
and subtracts the DC coefficient of we9";" of the previous 8x8 block if the

L, - o, 4= Y




accunul ati ng onto subsequent 8x8 bl ocks as a result of the inverse DPCM
operation perfornmed during video playback. The resultant 2 0 GCT 2064
DC-drift-conpensated waternarked DC data is encoded back into a digita
bitstream by an encodi ng nodul e 1416, and nultiplexed 10 with the

wat er mar ked AC- conponent bitstream by the nmultipl exer nodul e 1418. The
clipping nodule 504 clips the digital bitstreamwthin 1 to 255 to produce
the final bitstream 38 with spatial waternmark. Additive waternmarks in other
li near transform domains, such as the Foldier domain, can 15 al so be
enbedded by including a watermark transl ati on nodul e 1500, as shown in
Figure 20. The watermark transl ation nodul e 1500 transl ates the watermark
into the spatial domain. The spatial domain watermark is then enbedded as
described afethod. of pfsivemtingy hyrizoatdDGhdwedrtiedleidgigrdegsitions s t@harwae sdawn in
Figure 21, is. th? sane a%éé he 20 spatial watermark_enbeddi ng system of
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t he quanti i r i val eyae:1g ta
weg i Byt TRAULE bl 206 BKE h Sq b h SR Sterth BUBRY 1 4

ot her - donapatibdenainr Khis(iealgo releymat icsblindDGETernfaslu détectionn as @ tvammbiknizedci
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coefficients, are encoded together’ by variable I'ength entropy erfcddi ng.
There i s nwatsaparkadeedor odlinbe confusde DithibChec maidiniog eTd7s squans rédios, thase,
@as shown in F.gure 2 t he J pverse. VLC.nmD e 24 30 performs inverse
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wat er mar ki FREQy B0emd FRIE() SBvaiicsaf QDad Bateépfivelgnbeddi ng nodul e with

drift conpensation, and a QDCT blind watermark detector enhanced wth
drift-conpensation data de-spreadi ng. This enbodi nent provides a

driftcompe e { i blind detecti .
per f or manca g SPEELARS. She b KAl LorRANEE the Yept b E gl 01 e
enbeddilhg motiplied m the nolrltiplicr 061 nsabloclmasic Gy geterhfed byahpbloek tRissificdidg
QOCT wat er ma‘rikli 2;% nodul 400,%0($ifté$)rrpe_nsatipn nodul e 2102 as_proposed
in " Har t unfedulgp02 40 produce/pan that dgtengungs wWhich QDgh popHicignicefragh Br8ck s
2104, and bla8k Birt b WhtBrnzRREd. OAs SRR i T, g afd e
2102 executes a drift conpec%sé%l on plrﬁgg sg?’gglgg?cﬁraig%&e)%gl n i&q r (ﬁi}l}ﬁa
Briefly, fwatetiharkwatbedding edugBOP td@buiral'the waenaark eprbeddiat ilesatioes. er ence
(macr obl ock that has been enbedded with watermark data by the QDCT water mark
é'nbe_ddi ng modul e 402, the drift-conpensation nmodul e 2102 conputes the
spati aboeqwhe/a}a@a}maﬂ{ em{,yad&ﬁg IR 402 IeedulS @ﬁ&@hﬁ&l@%niﬂw@ihgr%ﬁﬁ?%ﬂat a,
e

and enbeds it into all prediction-error nmacrobl ocks associate
predi ct i oncrkyds veairmaniadata i best datagi egmpdsing$x% matricon oH QDX Teatfficiomst Ks

notion vec f . t data. ,Sinc V' -v) .C titutes the watermark
dat a enbed%%é‘ﬁi! lﬁt%gﬁﬁedjglr?eema%{rp%-% e@?‘%‘ug(:@o%ql%gg ,mcﬁ'ﬁ%’sdir fth_ﬂﬁl-c B?Pp@gg i on
process ef $GG i redomisaedmotiile 5921 SRORAS viRE ST 50D Uind W ElppeIRlolVe.
polarity, into the predicted frames, so as to cancel the visual distortions

i nduced by {4 Inaddigjen de, thecdinstidase mandibed T B dpssbmaskoG?, thie whtetmarktemberding

di d i .edj cti 25 f d,.duri i d .
P aybadr. PR Bsainl il bl REGE bR ORR, FRAREA R MiTRGfERodit ¥ sDiebding
predi cti onfaetor df tidavaerfepkrdatalitvelf, ehe hreet-dpacifisd paiki fa@eH,.macr obl ocks in

MPEG nonencl ature), then the drift conpensation process creates the
predi ction-error data containing the negative-polarity watermark as

descr | bed PROVSIANILGNANGedd kP 08 Bh W Wfn i bltnd? -PY 8L deflafil O

from binary watermark data by outputting a +1 value for each watermark data bit value of

30 1 and a -1 value for each bit value of 0. The duplication module 501 duplicates every




-21- The negative-polarity watermark enbedded in the drift-conpensated -
predi cted franes provides additional information about the sane wal e itk 2034
data that is hidden in the associated prediction-reference frames. This

i nformation can be used by the QDCT watermark detector with
drift-conpensation data de-spreading, as shown in Figure 24, to 5 inprove
the overall reliability of blind watermark detection. The enhanced
wat er mark detector includes the inverse VLC for prediction-error bl ocks
nodul e 1701, the inverse VLC for notion ¥ettors nodul e 1702, a de-spreadi ng
sequence submatrix extraction nodule 1803, a correlation nodule 1805, an
accunul ator 2206, a threshol ding nodul e 1806, and the conponents of the
wat er mar k detection nodul e 1002 10 shown in Figure 15, excluding the

t hr eshol di mgtanmdﬂd mldeBﬁSH dihd toothe spraddinnfaend W, vhldOs thelehgtt @F tike sptdatling! | er
nodul e 2202 ti nodul e 2204. The inverse VLC for
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vect or rmdmhahlﬂﬂﬁrefewalwmass:qﬂlﬁlcmﬁ-d)randreo‘,tva)lluss.fromthe predicted frane
data. FQr every watermark bit to be de-spread froma prediction-reference
frame, t'he associated notion vectors are used to identify all the
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de- spreadi n matr IS ass at step, 2606 fromthe de-spreading
matrices o¥ dgm:ig eﬁ%‘iﬁrbei‘@ ﬁ@ﬁ‘a %FFQC‘BT%E ingvalue ot G.onelyaive, Haugver, if a

predicti Onvélﬁéef@fi%‘er@'tﬁ&km@f FOGMoRAMe BRI £ hown in Figure 26,
an 8x8 5 predicted block E |scono§fi£)a 1| §r$ gl EuSﬁsﬂ%:ﬂtlésalspre ct'ion-reference

frame, and it overlaps with 8x8 blocks Bl, B2, B3 and B4 in the
predicti On’[‘ﬁﬁfg%{nepac%r is mn?tlphe'a {jhe sp%e%d%atesr?nra%? gv %nhg wla?ennark gain multiplier

20 module 506 to generate embedding data rand(G) - w. The multiplication is performed as

follows. First, the spread watermark w is arranged in an 8x8 matrix format following the
zig-zag scanning order. The resulting matrix is then multiplied by the rand(G) matrix
using scalar multiplication of corresponding entries in the two matrices. The resulting
embedding data is then linearly added to the host data v in an embedding addition module
25 508 to generate marked data v, subject to the additional constraints that each element in v'
has the same sign as its corresponding element in v, and is clipped to +1 and +255. The
marked data V' is then variable length entropy coded by the VLC module 16, as shown in

Figure 4, to produce a watermarked bit-stream.




15 20 negative-polarity watermark enbedded in E, the necessary de-spreading
matrix Cis assenbled fromthe de-spreading matrix el ements associay ¢d wnd,
the four different corners of Bl to B4, shown as different shaded regions
in Figure 26. To obtain C fromthe despreading matrices of blocks Bl to B4,
the follow ng steps are perforned: (i) Starting with block Bl, the 8x8
de-spreading matrix of block Bl is pre-nultiplied by the 8x8 DCT transform
of a matrix P1 and post-rultiplied by the 8x8 DCT transform of another
matrix QL to generate a 8x8 matrix Cl. (15”) The above process is repeated
for blocks B2 to B4, using P2 to PQand @ to Q4 respectively, so as to
obtain another three 8x8 matrices C2 to C4 respectively. (iii)Matrices C,
to C4 are then linearly sumred together, followed by sign (polarity)
extracti onThe tibtaé rohtne ﬂedﬁlprmdﬁmgem ﬂieXwﬂeﬁﬁarkédlejitmhf[edﬂngreﬁ leo¢kCE.
iv) The matrices Pl tq PQand QL to Q4 are;. P~ CO0 1 QV[Ib OJ 0la Q_
(() |2$_b PZ [ffe?deﬁjl iy @ydey fo contrgl wariatiops Femsthehitgaty efsthe wrigmapupg-volgmagked
[18_0 0] (5 e ok ; ' ' [ X, .

bi X1 - et gl e A CAE sl o B0, ARl VIR 100 r Ao P oBoins

pr edi ct i onssgkeceeric ¥LE] aslewBidsr K¥e cAftoretvitermack sdnobadding, Biegbitsere2m. 190324F OCT

2004 - 3 - [ [ { tial in, the. - [ tipli ti ith
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the spati akhAR™ Pidee 10" €O G THO Wibrinlakell WodbWErdS er%?ﬁ.%QP?ﬁngaé? 2 ffelr Of

block B; and translating it to a different corner 5 in required

spat i al - dotainarkdé ceywrteraaith tP0eas i resulioof thérempedsigi statatmiatioddta, Byhiksotbérewmyi n

Figure 26. . The.DCT of Pl to,P4 a to be .pre-c t I

boss! bl o cB: thaciBor Storte? it et i Sfastble HCREBHEHE N el ke niktehrar k

detector faid VOBUhatignesal Halé iktebsd/in BRetedEM BOindRafdBY $addd reeltfis 1905.
matrix Cis used to de-spread the prediction-error 10 bl ocks,

de-spreadin ( _ )
whi ch dént HTq the tatel bibepamnt obthg embeildsd bitstreamd9R3 sxensds thedut euunhof the buffered
de- spreadi Hut bitstream 1901 by more than a predetermined threshold amount, then the

watermarked VLC codewords 1904 are modified as follows. First, the watermarked VLC

codewords 1904 are sorted by the increased bit count of portions 1905 in reverse order, as
shown in Figure 12. The VLC codeword with the longest increased portion 1905 is
15 replaced with its original un-watermarked VLC codeword. For example, the fourth
watermarked codeword 1908 is replaced with the corresponding codeword 1906 from the
unwatermarked bitstream 1901, as shown in Figure 13. The total quantity (i.e., number of
bits) of data of the resulting bit-stream 1910 is then redetermined. If this still exceeds the
quantity of data in the original bit-stream 1901 by more than the threshold amount, then
20  the next VLC codeword 1912 in the ordered list is restored. This process is continued until
the resulting bitstream 1910 falls within the required limit. The size of the buffer 1901 can
be any size from a macroblock to the entire image or video frame, depending on the user
applications or requirements. Compared to the bit rate conservation scheme described in
F. Hartung and B. Girod, Watermarking Of Uncompressed And Compressed Video, in
25  Signal Processing, vol. 66, pp 283-301, May 1998 and US Patent 5,809,139 ("Hartung")
which checks and restores VLC codewords individually, the bit rate control method
described herein provides more flexibility in reducing the resultant loss in data hiding

capacity, as well as improving the strength of the surviving watermark.




matrix C. The resulting output fromthe correlation nodule 1805 is referred
to as the drift conpensation correlation sumYdc. This process is:fﬁré}?dﬂmé
out for all prediction-error blocks associated with a watermark bi4* -
undergoi ng correl ation detection, including the bidirectional
prediction-error blocks and half pixel prediction-error blocks. Al the
resul tant 15 val ues of Ydc are accunul ated by an accunul at or nodul e 2206
and then subtracted fromthe prediction-reference correlation sumYp, (the
out put of the correlation nodul e | 303 shbwn in Figure 15) retrieved from
the associated prediction-reference frane(s) to generate an enhanced
correlation sumY. The watermark data is finally reconstructed by
thresholding in the threshol ding nmodul e 1806. 20 Many nodifications will be
appar ent t @nchaseateidrkeziobitstreie3 Sahds bideh lpetiéramde Pt thidienf wastnidie daeapa Kef
the present invention as herein described with reference to the

acconpanyi Rfienhgaterm torcpaploying eithgrvtandard nendhlindgletactipn hagedion

vat er mar Ki BehioBRSP ofl BhiachAEkUs hod daBE B bRhA 1oheORLLA S RACIEMTIALER TRL K
data frominput watermark data; an gener ati ng wat er mar ked quanti z

i mage dat afiliyrihg, mealeboribad di fHameng? syriéSd Pageecs 80971 S@t &Varedarld détactioh can

quanti zgd Pma data. 2. nmethqod as clained in claim1, wherein the,
quant i zed SrRoRRLn He ﬁa’&nq_ SRvalEmatk defestionnindbe appizeAiCT domain, @
met hod i nClydgbeRadededscldN s SHORH S Budel AN R iﬁye@tﬂag &k i BRERe Ml moduk:
wat er mar ki ng, and said step of genérating 1ncludes generating watermarked
quant i zed B4 and faovatemaek deteckont moldylel [002arThe walelinngk slaiedtos pptahllyiedudasm

wat er mar k dat nly t.o t sel.ect ed antJi transform.coefficients. 3. A
et hod 1 or T4aVS iy @ el H5°P e eI Shentfirays 61 4 Siicfe o HE on
of quanti zedirMBgeddaifembedded. DR Se@iredlihOfle8s 6H AR ERE-SFdCi AN pARHeters
gener ati ng_wat er mar ked ﬁantlzed I mge data by Tinearly addi ng wat er mark

dat a oy ¥FBEh&Os dTRIEQ ol pBhat hush Thy 2Datawers wset Hoderabede thei wetdrmark cdadd, nas3,

inere D BeHROT LS5, LARSR 0 B ELER MU RSB SRR e >

coef fi ci entising akywt@iigsdIcdspNof the RPretding c68€p of generating includes
generating waternmarked quantized transform coefficients by linearly adding

wat ermark data only to the selected quantized transform coefficients. 25
As shown in Figure 15, the watermark detection module 1002 includes a correlation

15 module 1303, and a thresholding module 1305. The correlation module 1303 includes a

summation module and a dump module 1306. If the HVS-based mask G, is available, it is

used to multiply the spreading code ¢ in order to set the elements in ¢ to zero at locations
where no watermark data was embedded during the watermark embedding process. The
correlation module 1303 then multiplies the resultant spreading code by the marked host
20 data v’ and the summation module 1304 of the correlation module 1303 sums the product
to generate a correlation sum. If G, is not available, the original spreading code ¢ is
multiplied by the marked host data v’ to obtain the correlation sum. After this correlation
sum has accumulated N product terms, the dump module 1306 sends its value to the
thresholding module 1305, after which the correlation sum is reset to zero for detecting the
25 next watermark data bit. The thresholding module 1305 performs thresholding on the
correlation sum to generate a value for the watermark data, or alternatively an indicator of
its presence. For example, if the correlation sum is positive or larger than a user-specified
positive value, the thresholding module outputs a watermark data bit of +1, and otherwise
outputs a watermark data bit of 0. Alternatively, for detecting the presence of unsigned

30 watermark data, the thresholding module outputs a watermark presence indicator if the




5. Anethod as clainmed in claiml or 3, wherein the quantized i mage data

i ncl udes quantized discrete cosine transform (DCT) coefficients. & 0AICT 2aos
method as claimed in claim1 or 3, wherein said method includes clipping
the 30 absol ute val ue of said watermarked quantized i nrage data to be

greater than or equal to 1 and less than or equal to 255, and changing the
sign of said watermarked quantized inmage data if said sign is different to
the sign of said quantized i nage data. 20 OCT 2004 -25- 7. A nethod as
claimed in claim2 or 4, wherein said stbp of selecting includes selecting
quantized transform coefficients on the basis of a human visual system

anal ysis of said quantized inmage data. s 8. A nethod as clainmed in claim?2
or 4, wherein said step of selecting includes selecting quantized transform
coef fi ci enterrdatidhesubnsé:@e@fs tahgkdondesp@tdpbditied I oHBRCVASed Threbhdl®t Hflde.as
claimed in claim8, wherein said st%f of selecting includes not selecting

quanti zed ¥Yigretisely ofher ftheasholdingc and alsisetion myles ocapChbe rdegigaed ybasad) onothea

nmet hod as [ ' ' y W ' | d p sel.egh i I ncl udes
el coting Ramnthicl of Maehhad oG, Ind e WIbER ke SRR HalsBiettor
within a tdamsformmatrix. is 11. A nethod as clained in claim10, wherein
sai d st%p of selecting includes not selecting coefficients in the top row
and the-left colum of a matrix of quantized DCT coefficients. 12. A nethod
as cl ai med TNt Redmafk dat ' b flaifit LA i
sel ecting 20 c?uacnt i zed ira?\g}ﬁ%(r%ﬁrﬁe?gg??{)@?%h??g{a Vﬁéerﬁgglgiﬁgteggﬁa#dﬁéggtmone
adj ust abl eFigurab@tie nsedl STherDEHT Waldrmsak detectoe dndludes Ithd invéRe Vi@ heidoles, d
Step of selecting includes select] guant.i zed .transform coefficients whose
i g-zag St Ealagaton Haodﬁ%ﬁ;g& ?‘ﬁ%@l Bpdrte 1603 gndia duedinidingmestish) e
paranet er s 1665 it DOTRiBAthrR AetetBt SRbnhlly Flcldel thedlivE anihSk SldiuRAlod flseP
of selecting includes selecting

10 a second inverse quantization module 1106, which is functionally identical to the first

inverse quantization module 26. An input watermarked bit-stream 38 is inverse variable

length coded by the inverse VLC module 24 and unquantized by the first inverse

quantization module 26. The quantized DCT data from the inverse VLC module 24 is

optionally processed by the HVS analysis module 403 to generate the HVS-based mask G,

15  indicating the quantized DCT locations that do not contain watermark data. This is then
multiplied by the spreading code ¢. The resultant spreading code can be inverse quantized,

if desired, by the second inverse quantization module 1106 and is provided with the DCT

domain watermarked data and the spreading factor N to the correlation module 1603. The

- correlated output is sent to the thresholding module 1605 which performs thresholding to

20 reconstruct the watermark data, as described above.

To detect watermark data in the spatial domain, a spatial domain watermark detector, as
shown in Figure 17, additionally includes first 28 and optionally second 1208 inverse DCT
modules. The spreading code ¢ is inverse quantized by the second inverse quantization
25 module 1106 and then inverse DCT transformed by the second 1208 inverse DCT module
to generate  Q'(DCT(c)). The sign (polarity) of DCT'(Q(c)) is then determined by a
sign module 1307 for despreading of the spatial domain watermarked data by a correlation

module 1703 and a thresholding module 1705 in a similar manner to that described above.




quantized transform coefficients on the basis of directed edge detection.
15. A nethod as clainmed in claim2 or 4, wherein said step of sel ﬁ ¢ T 2064
i ncl udes not 30 selecting a block of quantized transforn1coeff|0|ents if
the bl ock contains a directed edge. 20 OCT 2004 -26 16. A nethod as
claimed in claim2 or 4, including performng texture detection on a bl ock
of transformcoefficients and selecting the block if the bl ock contains
texture, and otherw se perform ng directed edge detection on the bl ock and
selecting the block if it does not contaldr a directed edge. 5 17. A nethod
as claimed in claim2 or 4, including deem ng that a predicted bl ock
contains a directed edge if any of the up to four corresponding reference
bl ocks contains a directed edge. 10 18. A nethod as clainmed in claim14 or

15, i ncl udiAligrraeeerienpolinantsacdal cksedfto CﬂnﬂﬁﬂeirﬁthEQ?iaﬂ@zeﬁr]aﬂﬁd@ﬁﬁﬁnﬁ Dd8itive
coefficients contal ns a directed edge if the abso ute val ue of aT¥1 of the
1st, 2nd aN@"HPA* fl‘aatz&@r%@ﬁﬂweﬂy uﬁtﬁu@ﬁﬂ fodg addeddn etber dpeinst s The hasis

bl ock t

DLock, T2, SORUBR AETRAEKEREL o R0l hophBHRLE BLGRC i Oedehle
t he bl ock Mhags eciemed ﬁﬁastﬂmeqmalam QDCT ovagermark belfop:r ateddding thethmsﬁirm@thew
A net ho aﬁ (%éf’il meﬁ[| in claims3, Iuié 8 generatjng spread stgectrum
wat er mark AS¥ &4 oHoWREh ee‘?‘ﬂ’éY RCEsvigmaark cap canegebetn Rt 1@dACque,
and wher ei BoeTﬁb1@nt§ttﬁ98ﬁfceQ;%T%ﬁﬁE&&H kHasd Uc%?ﬁm?ﬁ@ﬁ{t@‘i tﬁﬂ:dﬁ%ﬁ BIJLRE KEe host

quanti zed i mage d l'inearly ad 20 sal d sprea ectrum wat er mar k
data to saﬂ@iathmdl%bsbmrm@)a dtsals ‘t@@ausA thmﬂﬁbmchACbQﬁ](}Tedoefﬁmehtalodhlﬂiraar

49, wh d s t t k dat |, ud
Generati naeRdberRE bt RSl BaeoRipes B Yo s o ROl Wput
wat er mar k- diffeerititl pulRé @das %daumﬁnswmqy TRUGVASE BY - deBibshiidlUbidaP) ¥bik&rdon,t he

internmedi ate waternmark data by a predeterm ned spreadi ng code.” 21. A ngt hod
as cl ailfedwhereas ACrogtiinientare gheadedl by (e , s dpscoibediebrsieat i ng spread spectrum
wat ermark data includes generating internedi ate watermark data by
duplicating each bit of the input watermark data by a predeterm ned

spr eadi ng Facé@amplgadspatidltvaéiymag e&@edch@% byhien, %Cbh@{vvﬁ M@ﬁ%[rérﬁs kindRidas ¢ a
predet erm B%d spr.eadi ng( code and a gain factor.
T module 12, the quantization module 14, a de-multlplexer 1402, and a watermark
embedding with DC-coefficient drift compensation module 1404. A spatial domain
15 watermark is transformed to the DCT frequency domain by the DCT module 12 and then
quantized by the quantization module 14 to generate equivalent watermark data Weg,s in
the QDCT domain, which is divided into AC and DC coefficients by the de-multiplexer

_ 1402 for separate embedding by the watermark embedding with DC-coefficient drifi
- compensation module 1404.
20
As shown in Figure 19, the watermark embedding with DC-coefficient drift compensation
module 1404 includes a de-multiplexer 1420, the inverse VLC module 24, the VLC
module 16, a multiplexer 1418, the clipping module 504, a decoding module 1408, an
encoding module 1416, a delay module 1412, and a switch 1414. The de-multiplexer 1420
25  separates the input MPEG/JPEG bitstream into digital AC and DC components, referred to
as the input AC bitstream and DC bitstream, respectively. The inverse VLC module 24
performs inverse entropy encoding on the input AC bitstream to generate AC quantized
DCT host data v. An addition module 1406 adds this to the AC coefficient of W, to
generate watermarked AC data v', which is then entropy encoded by the VLC module 16
30 to generate a watermarked AC bitstream. The input DC bitstream is converted by a




-27- 22. A nmethod as clained in claim?2l, wherein the gain factor is zero
If a maxi mum gain value is zero, and otherw se the gain factor Lfr@g hgn?@g\
i nt eger between.l_.and t.he nmaxi mum gai n val ue, inclusive. 5 23. rt} d-
clainmed in claim?22, wherein the maxi nrumgain value is the product of an
adj ust abl e gain paraneter, a mask generated on the basis of a human vi sual
system anal ysis of the quantized i nage data, and the absol ute val ue of the
guanti zed i mage data. 10 24. A nmethod as_ clained in claim23, wherein the
mask is al so generated on the basis of at9 1 east one adj ust abl e mask
paraneter. 25. A nmethod as clainmed in claim1 or 3, including generating
said watermark data in a quanti sed DCT domain from second watermark data in
a different linear transform 15 domain. 26. A nethod as clained in claim
25, wher ei decding mbéyle dA0Y) e qentingd smilek Vilhie! Mo EknahdigEmodelt Udes addidheg AC
coefficients of _said termark data to resPective AC coefficients of said

i rage dat af® dDéo‘Eﬂeﬁ%VF?%{“[%a%eﬂoi gengrate Bptesmpkedde datns jand spbiracts the DO
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A net hog aj f?ligli}f{md in claim?25 or 26, wherein said different |inear
transf oPm &b e switahymedule 1414 Isguwpese  is prachigyriDEodiift compenwatior by2s.
A net hod agLat L nclAal B 3-%42@ ' ' t hed yl"GL G

generat i ngﬁrseai d %ﬁglrl\% P‘di i gl]sa%og?%lgt %.n y Fﬁdv;bpégh%n]?f%o%?} Eﬁgdﬁ%\% | nplfjtfmm
codewor ds. a@fini@ating ontd obseaaent! $i8vétbcks aglaateduR of Mbah@irfe DPCM NGchaibn
includes entropy coding said watermarked quantized i mage data toaglfnerate

'out put codBSHEed during vigep plavheck. dhggesubtaniebfodritkeompensated watersiagkesh D6,
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correspondi ng 1 nput codewor he™ 1 ncr ease
10 with the watermarked AC-component bitstream by the multiplexer module 1418. The

clipping module 504 clips the digital bitstream within +1 to +255 to produce the final

bitstream 38 with spatial watermark.

Additive watermarks in other linear transform domains, such as the Fourier domain, can
15  also be embedded by including a watermark translation module 1500, as shown in Figure
20. The watermark translation module 1500 translates the watermark into the spatial

domain. The spatial domain watermark is then embedded as described above.

P

Similarly, a DCT watermark embedding system, as shown in Figure 21, is the same as the
20  spatial watermark embedding system of Figure 18, but without the DCT module 12. A
DCT watermark is quantized by the quantization module 14 to generate the QDCT

equivalent watermark data weqy;, which is then embedded, as described above.

Embedding of other-domain watermarks (e.g., spatial, DCT, Fourier and other linear-
25 transform-domain watermarks) in inter-coded blocks of MPEG bit-sireams in the
quantized DCT domain is relatively more straightforward because all 8x8 QDCT
coefficients of an inter-coded block, whether DC or AC QDCT coefficients, are encoded
together by variable length entropy encoding. There is no separate encoding for the DC
QDCT coefficients. For this case, as shown in Figure 22, the inverse VLC module 24

30  performs inverse entropy encoding on input inter-coded blocks to generate 8x8 quantized




out put codewords fromthe total |ength of the corresponding inpuzﬂgg%%m?ﬂ@§
exceeds a predeterm ned value. 5 31. A nethod as clained in clai: ,
wherein said nethod includes repl aci ng out put codewords wi th correspondi ng
i nput codewords until the increase in the total |ength of output codewords
fromthe total |length of the correspondi ng i nput codewords is |less than a
predeterm ned value. 10 32. A nethod as clainmed in claim30, wherein said
met hod i ncludes generating a |ist of OU£EUt codewords sorted on the basis
of the increase in the length of each o ‘but codeword fromthe | ength of

t he correspondi ng i nput codeword, and replacing the output codeword with
the greatest length difference wwth the correspondi ng i nput 15 codeword
until the increase in the total |length of output codewords fromthe total

length of DI hevtrdaspandhizgisiliteatly 6QRAWRIHS 8k8 cbefisichfadt 0, pf @beiieidndsnad
value. 33. A nethod as clainmed in claiml or 3, wherein said quantized
i mge dat aFigyEssuded> and [ exiotgepprategyatgmpakedvbiey’, middnis thevdentops Ineksled by20

Phel tdes. VEECTHGEOLAE S bt Chibeld o Pland s 8 BY e UG 108 0o iR &' °
franes, andatamndrke®bhateinotbPEDiatd-@bdddlochsi ft conpensation for

wat er marked inmage data in the prediction reference frames. 25 35. A nethod
as claired in clai m 34, wherein said step of performng drift conpensation

s or e HPYEPE i SRABAUAD ke 13k n] PodiBeIbE L b AR mark

wat er mar k data added to quantized I nage e corres
predi ct i onembédstinasodutcavdth di@ SEmpehsatdn)cahdl @rQDEe blihd ovatetniirie rdsgdckori n

wat er mar ked .i na dtgtcﬁ\.fﬁenerat ed by linearly adding waternark data to,
quanti zed FPHHERECRTE driffeomppAnsgjionodata denspradinge This ephediment pioxiles aadrift-wi t h

a predet er gaiifshs 08 SBLRAkeRIS stem #ith StlandOPBlind detection performance.

10 As shown in Figure 23, the enhanced QDCT watermark embedding module with drift
compensation includes the components of the QDCT watermarking module 400, a drift-
compensation module 2102 as proposed in "Hartung", an inverse VLC module for both
intra- and inter-coded blocks 2104, and the bit rate control module 405. The drift-
compensation module 2102 executes a drift compensation process, as described in

15 "Hartung". Briefly, for the watermarked QDCT data v’ in every prediction-reference
macroblock that has been embedded with watermark data by the QDCT watermark
embedding module 402, the drift-compensation module 2102 computes the spatial

\ E equivalent of «(v'-v) where v is the associated unwatermarked data, and embeds it into all
prediction-error macroblocks associated with the prediction-reference macroblock, using

20  information obtained from the motion vectors of the host data. Since (v-v) constitutes the
watermark data embedded into the prediction-reference frames, the drift-compensation
process etfectively embeds the same spread watermark, but with negative polarity, into the
predicted frames, so as to cancel the visual distortions induced by (v'-v) which would
otherwise propagate or "drift" into the predicted frames due to motion predictions

25 performed during video playback. If a predicted macroblock does not originally contain
prediction-error data (commonly referred to as "skipped" macroblocks in MPEG
nomenclature), then the drift compensation process creates the prediction-error data
containing the negative-polarity watermark as described above and changes the skipped

macroblock into a prediction-error macroblock.




-29 37. A nethod for detecting a watermark in waternmarked i mage d%;a o
generated by linearly adding waternmark data to quanti zed i nage datfall 0CT 2004
i ncludi ng inverse quantizing said watermarked i mage data, and correl ating
the inverse quantized watermarked i mage data with a predeterm ned spreadi ng
code. 5 38. A nethod for detecting a watermark in watermarked i mage data
generated by linearly adding watermark data to quantized i mage dat a,

i ncludi ng inverse quantizing said waternarked i nage data and a spreadi ng
code, and correlating the inverse quantT%%U wat er mar ked i nage data with the
i nverse quantized spreadi ng code. 10 39. A nethod for detecting a watermark
in watermarked i nage data generated by linearly adding watermark data to
guanti zed i mage data, including inverse quantizing and inverse transform ng
t he wat er nilh& et gativegelatity awaemak sgmiesided gn chel elrifiecuinmnkited Prédiged Heames

inverse quantized and inyverse transforned watermarked i mage data with the
sign of 15p’é’r‘{1‘1%ﬁ\ﬁéﬁ§l§’ sHermatienaneut il saae (yalerarask fatn st dadidisnciagte
sai d spreagdisigaea 1 ek e -val hayiqn i
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of quanti zed i mge dat ng.drift. 20 conpensatiQqn data to predicted franes
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on the reference frames to generate reference correl ator output, performng
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20 OCT 2004 -3 a watermark i n watermrked i nage
data generated by linearly adding watermark data to quantized image data,
i ncl udi ng The sueisadV/Il dot predidtivn-arref blovksmefifilic cli7ehtperfofms hivdrsedV EC radingd

i mage data,,and correl ating,th el eqgted coefficjents with a predeterm ned
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of their respective frequencies.

15 motion vectors from the predicted frame data. For every watermark bit to be de-spread
from a prediction-reference frame, the associated motion vectors are used to identify all the
associated drift-compensated prediction-error blocks. For each drifi-compensated
prediction-error block in the predicted frame, the motion vectors are used to identify the
associated prediction-reference block from the prediction-reference frame. A de-spreading

20 matrix corresponding to each prediction-reference block is then determined from the main

despreading sequence c and the motion vectors by a de-spreading matrix extraction module
1803.

The de-spreading matrix extraction module 1803 executes a de-spreading matrix extraction
process, as shown in Figure 25. The main de-spreading sequence ¢ associated with the
25  prediction-reference block of concern is first multiplied at step 2602 by the HVS-based
mask G, obtained as shown earlier in Figure 14, to set the spreading sequence elements
associated with non-embedding QDCT coefficients to zero. This results in a possible de-
spreading matrix. At step 2604, the motion vector is used to determine whether the

prediction-error block boundary is aligned with the 8x8 block boundary of the associated




44. A method as clainmed in claim43, wherein said step of selectiRg, n~ .
i ncl udes not selecting 10 quanti zed transform coefficients corres opl(ﬂ“n{g @g‘?
DC frequency. 45 A nethod as clainmed in claim42, wherein said step of

sel ecting includes selecting quantized transform coefficients on the basis
of their position within a transformmatrix. 15 46. A nethod as clained in
claim45, wherein said step of selecting includes not selecting
coefficients in the top row and the left_colum of a matrix of quantized
DCT coefficients. 20 47. A method as cla¥dmed in cl aj m 42, wherein said step
of selecting includes selecting quantized transform coefficients on the
basis of at | east one adjustable paraneter. 48. A nethod as clained in
claim47, wherein said step of selecting includes sel ecting quantized

t r ansf or m podidtionirefetenceffianr. Zif go,zthe dscpreadinginttix abined abov@ Rgentlgiéotigd by
25 first and _second gggwst,abl e paraneters. 49. A nmethod as clained in claim

42, wher ei fP 5 ptRte rags, dbe rosyired dewareadiag maaitix (g ity assambled ot steRn&F06r m
coefficien t [ i ' 0] S
clai med o ame GoRaRng Mrktd ELPR R R bR Mookt adilend Yo BRlted”
a bl ock of prpdanibhzrefdrdancardbakr of comdefr. Cilontakambpled, e dhboakinCBidusd 06, an 8x8

di rect e% edg‘:ﬁ1i 0 OCT, 2004 -31- 51. A nethod as clajinmed in claimd42,

i ncluding B %ﬂrglﬁak Eelsmor aligradawith #p pesdictiontrsferense framen end ihoveslaps mithent s

d | ect K4 f . At aj , d h i
and,sel et Dok, 18k e Pl SO ke, BRI BERRL B
it does nohegatintpolurity didieeiosld eath@@ded b, the RIcHREryATe-BhRhdRE rhitrig! &i @@ 50,

i ncl udi ng deer% that a predicted bl ock contains a directed edge if any of

the up to PEEMblG R Bsrlersigeaduraper elamesisassesinted with sheffourdifterens gepaers
of By to B4, shown as different shaded regions in Figure 26. To obtain C from the de-
10 spreading matrices of blocks B to By, the following steps are performed:
(1) Starting with block B, the 8x8 de-spreading matrix of block Bj is pre-multiplied by the
8x8 DCT transform of a matrix P and post-multiplied by the 8x8 DCT transform of
another matrix 01 to generate a 8x8 matrix C).
(ii) The above process is repeated for blocks B, to Bs, using P, to Py and Op to Oy
15 respectively, so as to obtain another three 8x8 matrices C, to C; respectively.
(iii)Matrices Cy to Cy are then linearly summed together, followed by sign (polarity)
extraction to obtain the de-spreading matrix C for the predicted block .
(iv)The matrices P to P4 and O, to O, are:

0 I To o
PI:[O 0] Ql_[fb 0]

[0 1 0 I
20 P — a — h.RY
2o 0} 0, {0 0}
[0 0] [0 0
Ps = Q3 =
I, O] 1, 0
[0 0] [0 1
P — = 8-b
e, 0] & 0 0}

where 1, is a nxn identity matrix, and a and b are the pixel-height and pixel-width of

the overlapped bottom-right corner of prediction-reference block B, respectively, as

25 shown in Figure 27.




10 53. A nethod - as clainmed in claim49 or 50, including deem ng ngp;? 2004
bl ock of discrete cosine transform (DCT) coefficients contains a o<t tét)g3
edge if the absolute value of any of the 1st, 2nd and 4th zi g-zag scanned
unquanti zed AC DCT coefficients in the block is greater than or equal to a
first predeterm ned value, or if the sumof the absol ute unquanti zed val ues
of the top row or the left colum of the block is greater 15 than or equal
to a second predeterm ned val ue. 54. A system havi ng conponents for
executing the steps of any one of clains 3-to 53. 55. Software havi ng
program code for executing the steps of any one of clains 1 to 53. 20 56. A
conput er readabl e storage nedi um havi ng program code stored thereon for
executing the steps of any one of clains 1 to 53. 57. A watermarking
system including a nodule for generating spread spectrum watermark data
fron1input§@€ternarg data; and a nodul e for generating waternmarked

quanti zed 25MPn¥isded alta thy spatiak dempin, (e neyeslipligsHen awith JeEL (fm \wad erastr k
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data on t heutbawirsx foir tize tnureapondimiadmerysithdookaBaing sianslafing iteo AQlifforegecatadra,
and a dule fo nmbeddi a.ywgtermark in the selected portjons of the

i mage dat abq lﬂila]feﬂk}lr%‘ggﬁ’%’&%@n%ﬂ” g, Ao | eHrefiﬁE‘aeblaﬁlffﬁ as 20
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cl ai med i npesstilere@gbinatierisidiarapdeb, mod stoeed inrthe ereeroay ofi thet watemeatk teteetdr for
image data b%gi nv%%fgffﬁntropy codi ng i nput inage codewords. 61. A system as

claimed i n®¥PRHY LGt ng a nodule for controlling the difference of

the length of said watermarked quantized image data relative to the length
of said i npeturhin@geFigatel4, He dedspréadiSingxd Olis €5l €6 He-Bfredd MRLREITBHdh-drior
wat er mar keg guanti zed i mage data_ generated by |inearly addi nﬁ% wat er mar k
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compensation correlation sum Y4, This process is carried out for all prediction-error

blocks associated with a watermark bit undergoing correlation detection, including the bi-

directional prediction-error blocks and half-pixel prediction-error blocks. All the resultant

15 values of Y, are accumulated by an accumulator module 2206 and then subtracted from

the prediction-reference correlation sum Y, (the output of the correlation module 1303

shown in Figure 15) retrieved from the associated prediction-reference frame(s) to generate

t an enhanced correlation sum Y. The watermark data is finally reconstructed by

) thresholding in the thresholding module 1806.

20

Many modifications will be apparent to those skilled in the art without departing from the

scope of the present invention as herein described with reference to the accompanying

drawings.




63. A systemas clained in claim®62, including a nodule for selecting
portions of quantized inmage data on the basis of a human visual systeny 2004
anal ysis of the imge data, and wherein said detection nodul e detects the '
watermark in the selected portions of the quantized i mage data by
correlation and threshol ding. 20 64. V\@?gr_rrar ked i mage data generated by
executing the steps of one of clains 1 35. 65. A conputer readable
storage nedi um havi ng stored t hereon waternmarked i mage data generated by
executing the steps of one of clains 1 to 35. .A Av. A A .A+t Af

y. Af.ALLA CAFLA AFLAF@AF. A # AY. A A A AY AU A AV) . AR A y% A Ah. Au. AK. AK
% Ahu. Al &EBATVMS:uy.
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6. A method as claimed in claim 1 or 3, wherein said method includes clipping the
30 absolute value of said watermarked quantized image data to be greater than or equal to
1 and less than or equal to 255, and changing the sign of said watermarked quantized

image data if said sign is different to the sign of said quantized image data.
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quantized transform coefficients corresponding to DC frequency.
10
10. A method as claimed in claim 2 or 4, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of their position within a transform

matrix.

15 11. A method as claimed in claim 10, wherein said step of selecting includes not selecting
coefficients in the top row and the left column of a matrix of quantized DCT

coefficients.

12. A method as claimed in claim 2 or 4, wherein said step of selecting includes selecting

20 quantized transform coefficients on the basis of at least one adjustable parameter.

13. A method as claimed in claim 12, wherein said step of selecting includes selecting
quantized transform coefficients whose zig-zag scan indices are in a range defined by

first and second adjustable parameters.

25
14. A method as claimed in claim 2 or 4, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of directed edge detection.
15. A method as claimed in claim 2 or 4, wherein said step of selecting includes not
30 selecting a block of quantized transform coefficients if the block contains a directed

edge.
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a directed edge if any of the up to four corresponding reference blocks contains a

directed edge.

10 18. A method as claimed in claim 14 or 15, including deeming that a block of discrete
cosine transform (DCT) coefficients contains a directed edge if the absolute value of
any of the 1%, 2™ and 4™ zig-zag scanned unquantized AC DCT coefficients in the
block is greater than or equal to a first predetermined value, or if the sum of the
absolute unquantized values of the top row or the left column of the block is greater

15 than or equal to a second predetermined value.

19. A method as claimed in claim 3, including generating spread spectrum watermark data
from input watermark data using a spread specirum technique, and wherein said step of
generating includes generating watermarked quantized image data by linearly adding

20 said spread spectrum watermark data to said quantized image data.

20. A method as claimed in claim 1 or 19, wherein the step of generating spread spectrum
watermark data includes generating intermediate watermark data by duplicating each
bit of the input watermark data by a predetermined spreading factor, and multiplying

25 the intermediate watermark data by a predetermined spreading code.

21. A method as claimed in claim 1 or 19, wherein the step of generating spread spectrum
watermark data includes generating intermediate watermark data by duplicating each
bit of the input watermark data by a predetermined spreading factor, and multiplying

30 the intermediate watermark data by a predetermined spreading code and a gain factor.




101" $10%&' () - KMOOQZR[ R R Rwi [ M=l *11f $10 10 10 10!f $109%&' ()-4+!f,
$109R' () -4+ #f $109&R ()-4+!'*f $109%& () - 4+] Ri RNRRSXS 2 0 GCT 2004
TABME!I *1 1 $10% & ()-L"10% & ()- "10% & ()- "10% & ()-10% & ()-&10% & () -
TTT] UVxX B B
ZY[OMEL * 1 #f $10% : & () -#1 #f$10% : & ()-#! *f$10%A A & ()-#!8f$10% & ()-#(

10% & ()-=#"10% & ()- Zo[[[[[[[r\~_@ *F#P~10%& ()-10%& ()-&10%& ()- 10_ 10_

10 f$10% & () -# #f$10% : & ()-#r\1]w'N bcdw3~ @ f $10%&' () - P+! f $10%& () - P+
| f $109%& () - P+! f $109%& () - P+! *f $109%&' () - P+! f $10%°?2&' () - P+deeeeeef f uv7! |
1é?(gL'$()-| "10%&' ()-10%&' ()-&@0%& ()- 10 10

109&2 2, i Ritftpaok| dtdined B Viaith 129" $0URI( Jhe! ¥ O (13 z&rb 1L @ YRexGnuhwhald V&

)-s$109&' ()- |1"109%&' ()-ixj $Skaknl nmi[uv7!! sl W b (
f/s$109%& () - VRIusPS oo @nd 1otk gisgoke Epincfacipy g a(tpndom integer between 1 and the

| Vet 109@& () 7| % ARN9ObCI | P 1094 109%&' ()-' 109%&! 10 10
10f ; $10%&' () - "F‘ﬁ%n}% 1gh A p hq. 1 A7bC ! ()- ()- ()-

it 100& (% g' V$10%§' ()-'"V$10%&' ()-css10%& () - 10%&' ()- P"10%& ()-;

rrrss<ttz[ 9bCl ! #f *$10%&" () - &10%& () -!! s$10% 's$1 %& ()-c!

s$100& p) - 3ot methgd e ol aermmaméﬁ Mihfgﬁgz#% fg Iy gain Vali€s'ihé Sroduct ofan
adjustable gain parameter, a mask generated on the basis of a human visual system
analysis of the quantized image data, and the absolute value of the quantized image

data.

10 24. A method as claimed in claim 23, wherein the mask is also generated on the basis of at

least one adjustable mask parameter.

25. A method as claimed in claim 1 or 3, including generating said watermark data in a
quantised DCT domain from second watermark data in a different linear tfransform

15 domain.

26. A method as claimed in claim 25, wherein said step of generating said watermark data
includes adding AC coefficients of said watermark data to respective AC coefficients
of said image data, and adding a DC coefficient of said watermark data to DC

.20 coefficients of said image data and subtracting the DC coefficient of said watermark
data added to the previous block of said image data if the current block is not the

starting block of a slice of said image data.

27. A method as claimed in claim 25 or 26, wherein said different linear transform domain

25 includes one of spatial, DCT, and Fourier domains.

28. A method as claimed in claim 1 or 3, wherein said method includes generating said

quantized image data by inverse entropy coding input codewords.

30 29. A method as claimed in claim 28, wherein said method includes entropy coding said

watermarked quantized image data to generate output codewords.
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31. A method as claimed in claim 30, wherein said method includes replacing output
codewords with corresponding input codewords until the increase in the total length of
output codewords from the total length of the corresponding input codewords 1s less
than a predetermined value.

10

32. A method as claimed in claim 30, wherein said method includes generating a list of
output codewords sorted on the basis of the increase in the length of each output
codeword from the length of the corresponding input codeword, and replacing the
output codeword with the greatest length difference with the corresponding input

15 codeword until the increase in the total length of output codewords from the total

length of the corresponding input codewords is less than a predetermined value.

33. A method as claimed in claim 1 or 3, wherein said quantized image data includes at
least one of JPEG, MPEG, H.261, and H.263 data.
20
34. A method as claimed in claim 1 or 3, wherein said quantized image data includes
MPEG data including predicted frames and prediction reference frames, and said
method includes performing drift compensation for watermarked image data in the
prediction reference frames.
25
35. A method as claimed in claim 34, wherein said step of performing drift compensation
includes subtracting, from quantized image data in predicted frames, watermark data

added to quantized image data in the corresponding prediction reference frames.

30 36. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to quantized image data, including correlating the watermarked

image data with a predetermined spreading code.
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0_! 38. A method for detecting a watermark in watermarked image data generated by linearly

adding watermark data to quantized image data, including inverse quantizing said
watermarked image data and a spreading code, and correlating the inverse quantized
watermarked image data with the inverse quantized spreading code.
10
39. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to quantized image data, including inverse quantizing and
inverse transforming the watermarked image data and a spreading code, and correlating
the inverse quantized and inverse transformed watermarked image data with the sign of
15 an inverse quantized and inverse transformed spreading code, said spreading code

comprising a sequence of two values having opposite sign.

40. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to prediction reference frames of quantized image data and drift
20 compensation data to predicted frames of said quantized image data, said method
including performing correlation on the reference frames to generate reference
correlator output, performing correlation on predicted watermark data corresponding to
said predicted frames to generate predicted correlator output, subtracting the predicted
correlator output from the reference correlator output, and thresholding the result.
25
41. A method for detecting a watermark in watermarked image data generated by linearly
adding watermark data to prediction reference frames of quantized image data, and
drifi compensation data to predicted frames of said quantized image data, including
generating a despreading matrix for a predicted block of image data from despreading

30 matrices for up to four corresponding reference blocks of the watermarked image data.
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43. A method as claimed in claim 42, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of their respective frequencics.

44, A method as claimed in claim 43, wherein said step of selecting includes not selecting

10 quantized transform coefficients corresponding to DC frequency.

45. A method as claimed in claim 42, wherein said step of selecting includes selecting
quantized transform coefficients on the basis of their position within a transform
matrix. |

15

46. A method as claimed in claim 45, wherein said step of selecting includes not selecting

coefficients in the top row and the lefi column of a matrix of quantized DCT

coefficients.

20 47. A method as claimed in claim 42, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of at Jeast one adjustable parameter.

48. A method as claimed in claim 47, wherein said step of selecting includes selecting
quantized transform coefficients whose zig-zag scan indices are in a range defined by

25 first and second adjustable parameters.

49. A method as claimed in claim 42, wherein said step of selecting includes selecting

quantized transform coefficients on the basis of directed edge detection.

30 50. A method as claimed in claim 42, wherein said step of selecting includes not selecting

a block of quantized transform coefficients if the block contains a directed edge.



10} 10}9:10%4 & ()-8t $10% & ()- <7P"10% & () - 310%& ()-—I 2m' 10% & ()
=dEYNC10_!u! Cl0% & ()-) 10% & ()- 270 0CT 2004
;(();/c_} & (1)0‘-%'}2::' (1;)%_} & ()-f10% & ()-'10% & ()-=i SWdBYNC10_!u! ! * nf' 10%&' ()-s$10% &
10% & ()-1P'10% & ()-s10% & ()-we7}A<YNCL0 ! u! n3t $10%&’ ()- 0#10% & ()-!o+nt'1
0% ()-c(10% & ()- ! h#ni 10% ()- 109% & @} -7MbC10_!ul n 1((33/4& ()-/(i} 0
P'10% & ()-10% & ()- @10% & ()- 10} 10} 10} 3t $10% & ()-M nsaBbC10_! u! nS
10% & ()-V$10%4 & ()-10% & ()-!1 m 109%& ()-$10% & ()-c

10% & ()- M3} A<bC10 _!u!}i*m 109& ()- #s$10% & ()-! u#s$10%&' () -

i 1094 & () -31 o hefsd () ciayrﬁkdlﬁ%l&m;z (i)}acl@dflﬁ@ fdiforining %{ﬁﬁ@%t&ct(@n-o@ﬁm%&f()
Ant' 10% & ()- 110% & ()-@ ni 109 )k <=>JC10 !y!}! 109 &aﬁﬁ

P 10% & () - 1@9@@0@1} @efgty pnd SP tni@}thqml@: wf%}f& ck comtains texture

O hf a”b010f_'~ i bﬁ@f‘[ é@ﬁ?@% 85?}’%9% %(?g/égﬁe@échoh 'Ehjtﬂe@ﬁclﬁ )ané L%k (ohe BOAR & i) - F

110% & () - _

1 gV$1094 } & ( Xobsnidt bOREIN(9 diftciQUp& () - 109 & ()-v 10% & ()-uSaBbCl0_!u!\/
1094 & ()- ! v+nt 109%& ()-i*nt 109 & ()-)10% & ()-C 10% & () - v% 10% & () -

j h}~2bCLO_tul9: | 109 & () - <8$10% & ()- ! VST 109 () - ! o4nt 0% () -

f2 #m 1300/;/(}&&( §é2y3§f%_%%%£%(?§€)dm%%-c 1§?,91%1@%@-1r§%de@m‘111g1@1ﬁ &pfe)drcted block contains a

lb} [13 3 g?) | uPBO%AtEd EYige i lnyrb 1 OGP (t iour}domesn@mne)re%m@@ Blogk cougipgadrectedr

bebF} [ 9b@l0 'eﬂg%/ﬂSlO%& ()-1| vIBLOYR ()-1"10% & ()-! s$109% 1} & ()-!v6" 10%& ()-

(1:(1)?%)} f‘$(1%)'/('}Jsz<%}l“;igllol#1!W& Q$ \<(&)10‘V& (/% ()10}0810}(:/(}} (- veHOME )
c % C - 0 1$109%& U aB} 7?10 ! ! 109 0

$10% &'10) - 199 angthod o mam@& )1a1rm142 (g@ ](ll}dl?ciB%&g%gmmlt%aftgf ﬁaﬁ@go,«gf 11%{6% (-

10% & ()-!\" 10%& 0% d 0%

105 4 (01 A0 e PR s o v

%WO% & () -1 } #iey JAI%E (' 2 NGO Zigl 2ap I aiBhed unquantized AC DCT coefficients in the
block is greater than or equal to a first predetermined value, or if the sum of the
absolute unquantized values of the top row or the left column of the block is greater
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54. A sjzstem having components for executing the steps of any one of claims 1 to 53.

55. Software having program code for executing the steps of any one of claims 1 to 53.
20
56. A computer readable storage medium having program code stored thereon for

executing the steps of any one of claims 1 to 53.

57. A watermarking system, including a module for generating spread spectrum watermark
data from input watermark data; and a module for generating watermarked quantized
25 image data by linearly adding said spread spectrum watermark data to quantized image

data.

58. A system for generating watermarked quantized image data, including a module for
selecting portions of image data on the basis of a human visual system analysis of the
30 image data, and a module for embedding a watermark in the sclected portions of the

image data by linearly adding watermark data to quantized image data.
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61. A system as claimed in claim 60, including a module for controlling the difference of

the length of said watermarked quantized image data relative to the length of said input
image data.
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62. A system for detecting a watermark in watermarked quantized image data generated by
linearly adding watermark data to quantized image data, said system including a
detection module for detecting said watermark in a quantized domain by correlation
and thresholding.
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63. A system as claimed in claim 62, including a module for selecting portions of
quantized image data on the basis of a human visual system analysis of the image data,
and wherein said detection module detects the watermark in the selected portions of the
quantized image data by correlation and thresholding.
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64. Watermarked image data generated by executing the steps of one of claims 1 to 35.

65. A computer readable storage medium having stored thereon watermarked image data

generated by executing the steps of one of claims 1 to 35.



