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WD 2004/ 088493 PCT/ GB2004/ 001305 1 APPARATUS AND

METHOD FOR VERI FYI NG AUDI O OUTPUT AT A CLI ENT DEVI CE
WEBAOKERIND OF THE | NVENTI ON 5 Techni cal Fi el dpCTie®2004/001305

present invention is directed to an apparatus and

met hod for verifying audio adutput at a client device.

More specifically, the present invention is directed

to a mechanismfor verifying that audi o output at a 10

c n vice matches audio data sent to the cl

2F eSS ook Fn R e AptE bk ¥ ar it s

is at a volune |evel desired by the sender of the

audi o data. Descr igickeiowdb &elwietlndition 15

Advertising via the Internet has fast becone a

rinci pl e mechani sm by whi ch manufacturers and

TechpiRAld8tel95f goods and services are able to nake the

public aware of their offerings. Such advertising may

tak@net Bgesefnermv%tp&p1delq@§te&3@en§rr agga%natagdaﬂdﬂﬁethod for

verlf%lﬂsqseaé o) ou rpeutaSSOCI ? dc \oAlne\{lcgevzl\?ore %R/é%lglcalqat t'!hse present

sef of “a ¢l &h iC€ h
invigpbimgets a%ﬁ??"c%@t e mﬁﬁlﬂ@lé‘fﬂt@ir 'V?Wefé’én%é’élaléa%@dc output at a
cliadv efdviisementissshav@io dssoGeat et sbeindithatienbye @oAViewmt the

aud@gdildpapale agdyvent Lseneplcd REOLIMRL Ok 01 evdNeadlS8ba Oy the

br o plication, i.e. the potential
Sengﬁgt%grg}rl éﬁol'heggr obl em wi th advertisenents having an

audi o conponent to themis that there is no guarantee
peskchaptilcheofiRelatela ke web browser on the client device

has the audi o output volune, i.e. speaker vol une,

turned to a suffjcient level that the user |s able to

hea? " ERE Hagi b-ac 51 IERT o PEh & 2SARAEPTT Lo REHCIPFRjRechanism
by photi emmebacstsersegalipeorierasel gopds hed cddqrantedeve cole to
mak30thapuB iy bpdrOvercihe sireakefs.Votusea@nd i s, nfRYake the

foxjmn{)?%boﬁb’ilahg %rannérﬁ_f"aﬁ erhtn'doE‘lﬁé 1¥k£a¥7ﬁ1£ﬁ‘%rép£@8‘8£ated with a

turned |ow or audi o conpon
webypag &havisr ??“seéﬁ%‘ﬁtbyl g V¢ k& Blb%Ptt Aevireehavipg g web
brawesylapplideaiomyeMbrs @fbat, ithesmivehshaskf exdvieyelisegepts have
asstRubtbdhavedbeeit had cohbey spaakemayvaddsae: hreant unaeehdt@on to

the Hé&f f %Céhee%%ﬂ\)/ §¥Elisd:O g%il% t%}? user 49 S’o% %Pagl;icg&%%er.

e entire advertisene may especl a
probl em when a user is provi ded W th access to
r esthe pesblien eixdhadnse tieemeages deivige tag gy Fpmcapnt g-o them is
thadyRdrdel §¢ NQ. glant EXAMPE EhedusSELE NEHE GEAOBFOwidr BAtthe client
dequgx I?asnPJFé rg_llledS%{l ugce%of. f.@r I QL&( ?t vol%gegcﬁjl%ﬁéd to a

rom an_| nternet erV|ce rOV|der and as a
su@iéf%ﬁytt evel that the user is able to hear the audio component to the

advertisement. This problem exists because the user of the client device
has control over the speaker volume and thus, may intentionally or
unintentionally have the speaker volume turned low or off so that the
audio component of the advertisement is not heard by the user. As a
result, the advertisement is not as effective as it would have been had
the speaker volume been turned to a sufficient level to allow the user to

experience the entire advertisement.

This may especially be a problem when a user is provided with access
to resources in exchange for agreeing to view/listen to advertising. For
example, a user may choose to not pay a monthly services fee for Internet
access from an Internet Service Provider and as a result, agree to
viewing/listening to advertising while browsing the World wWide Web. In

such cases, the user may be able to circumvent his/her duty to listen to
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viewing/listening to advertising while browsing the
Wrld Wde Web. In such cases, the user nay be able

W eoogiogsassnvent his/her duty to listen to WO 202a1/G83009801305
PCT/ GB2004/ 001305 2 the advertisenment by turning the
speaker vol une down or off aad yet still be provided
with access to the resources. Thus, it would be
benefi cial to have an apparatus and nethod for 5

audi Q_output_a cl.i ent deV| ce.

the( V?ﬁ “ﬁ%\?ﬁ’f\l%yd—\}mﬁ%@ &s B8Rt |eﬁv‘<’3_\°num8ndl SFoVi §&8 arl\(lé!vARC still
e pppradad us thrfcres W@dtlﬁ%rreﬁwqqe?rng 10 the audio

output at a client device. Wth the apparatus and

nEt'Ihlgg of: Lhea Qé %ﬁ@ﬁldl@ye{g 9l AMNERL3abSLankh 6ALBSE Sfor
ver E 23S lteoar(glo t u%: S a Igl ient gg\ruj. g a | 0g-0n process,

PG Fi% P PRPUBF 9 ST PeVEE. The profile is

then used to determ ne whether the user is to be

presented w t h audi synmagly ert Tee revtigeIoNf so, a test

audi o advertisenent is sent to the client 15 devi ce.

An agent aﬁgllcatlon}gﬂ{ nt on the gllené | C& £

r eCerVRESthE PEERTLORuRT D 1aaY &Pt PREIERT® 4Md Out put's t ferttying
thearfio elelwektdts enehitent clqviee us 8ty theapPragatiit aaéamﬁtéf)d of the
preddtlt speakebn, Bueh g uble regt@itds afécddBet@udsources, such as

dur@l%/%r gb %@1‘9}9}0 Q L hﬁl&éflgnl’opgﬁé %e@gﬂqtreépﬂ:l\ﬂe@at |'I‘l;\.@ profile
records.the au e.s e

t el n aker

s FFhgegd rﬁoc?%ﬁ?ﬁgi"fée S’ﬁe‘i‘}faﬁe? 8? dlspkéo doev%éjéese With auaio
adveptiGedtms -of I e, audeet Wﬁp@tadﬁ@r‘tllf@ﬁe%feﬁﬁ *E%’éckt? dhehelient
devsegver that sent the original test audio

advertisenment for conparison. 25 The server then

conpares the recording of the dloot 0

ori ﬁg?ntt sgqllgaajroal gg%seernttl %%I‘F‘Z‘ﬁt E <Pev1ce recalves the test
audfigradyrarisieBenushAgeutpatt éha mleh¢W@ré%S%@tlﬁ%§he |yper via an
audi Bexdageorf Ghagsgrakehesptihi@gothgionaputt esttheabddi® advertisement,

the gi/'eernlﬁ:l é&%@tagehleea{bp'lgcé&oge}&ro%ga:%et Qﬁilot b@atu§§ rbé‘?.t’lg‘ output
ient device ha spe kers turned_on andrI(h
by 56? FRE>6F Pﬁjengaﬁdlf‘JochH]??ﬂft OF L6 STHFPF NS hear s
recphéirgudf g-hadvetiri serpeht s ithemddinti Atk ehdbhactevestihes sent
theObridiQaaudise £idpudavienyi e tioact@gakiam.t he
recording data to determ ne how to adjust the

paraneters of future audio advertlse ts to th
C 1 B QB BT P EE RIS, CeUOI e BV r ey et Co the

origiesit itk duiic tAdEertigenedi-ngTloifs nhe b&u@lwf oﬁn%@ﬁalwﬂ& using

patéerpahecning ar d@si 1@ . Vol liRe | @¢eldimgr n35han @edbiginal test

aud@gvgévtelréfﬁght, ltBelji fl% Ygldé%rrhl%\égl tﬂa% El@é) ulsQJ\_N oft l@l@e client

aneters sent wth_ the orJ

ar
L
sufffheiealyy o ficpeade pid ovefarsiofnenke af@dﬁ‘é)dlﬁa@butchafaqtlﬁélstlcs

of the audio output may be extracted from the recording data to determine
how to adjust the parameters of future audio advertisements sent to the
client device. For example, a volume level may be identified in the
recording of the audio output and compared to a desired volume level for
an audio advertisement. If the volume level is too low, the volume
parameters sent with the original audio advertisement may be adjusted to
compensate and thereby increase the volume of the audio output at the

client device.

If there is a match between the recording of the audio output and
the original test audio advertisement, then access to the resources is

granted. While the user accesses the resources, additional audio
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client device. 40 If there is a match between the

recordi ng of the audio output and the original test
wa@oisossagyerti senent, then access to the resouPCEEBR®4/001305

granted. Wile the user accesses the resources,

addi ti onal audi o WO 2004/ 088493 PCT/ GB2004/ 001305 3

advertisenents may be sent to the client device and

out put via the speakers of the client device. As

i oned ab ddi1ional audio
adVS’aVésret“F%tesn‘glﬁ¥ errﬁ th %r ou%%vﬁtcep%nrda?rlé RFgvia the
spea]a?nfspéott@aebwn@ THES- céﬁprasrtteeﬁedoﬁbe‘fﬁar seessr pdditdgnal audio
adveftiskaen e onyetvaudiedr cutrput deoatkesirs ediibsoet pased on the

comﬁgﬁ.airs%ﬁtgf 'cﬁ&f&ftefcpé'tltzg%@@ﬁé|I‘é‘é|:>ﬁ§edalégét1% output to desired
out gt C rac f_stilﬁ:s f01 %ﬁe uchtlagn%l’Bd:ﬁ acg‘ergvesemle}x{jest

ecora audi o out e origrna
audi o advertlsenent, t hen access to the resources is
denifedheten iadditt & omtch egsagehrayedoedsenbt tdhet iedio output
andclzlll@ %E:l&iﬁl\éﬁc@eétngﬁfl@ B&k0:i thRns eJhle addR@s denical ﬂefsources is

ess_as a request that t er .tur.n
d
dent"l unme™ o?ddﬁﬁ:e?nr "slpncleeaslfettgfzte may RSt éent ,EL% SHhacce evPce 1fforming

theThgera B \idiep eftiad sohragcpes 5erwedflné%| aeéewetSFn@atthéh%éléer turn
up EBfU@ShBe oECCESSs fmrakesOuncesiashes ebhathecaessss 1S

tied to the user listening to 15 audio

adv rt| enents. Such jnstances .may .inclu Io in

E; At er ﬁe‘tce§er1§‘/a}yc]8 r O\gord“ S SSF &5 ng 38e| 000" Per e

accsafﬁ tqot:w%ﬂurm vpagRn F%@@Cﬁ@“oﬁaBledatw&eb‘a%%dhstenmg £o
audseradveetideagquiest | ag-hatcessceés mypardlivde | laggtiat anf id ep
Intg%]d @@Q\hr&z sztov@dg@t chééseingoe[ pBP@ldu'lKﬁ webNpafdi ngﬁﬁng on to

E gve test bce access gerl gdl <‘1al 'é’atg\%
& v *<Vae CeSSI hg ofY rESatT ces” it
dowve‘Pé@l?gt <hfata fHe G581 Rastheotikur nkrl a&ét\thwﬁlv s?%ﬁ‘bove test may

be ppeakersd dariodailly ldusimnithg dsert heacaasdimg of resources in
ord@dVes tvle§ﬂ§e@1;1§t tﬂgaﬁ%rm Qgthafurﬁg@tdéﬁrﬁ%lﬁmﬂer speakers to

esc din will becone
a"°&% ]Z‘lrsgﬁ]?lrtg htglseea%%o aéafeﬁgﬁ’/emseﬁtfl inthe art in view

of, the 25 follow ng detailed description of the

pr eftareethe@nbiodi Tentses BROEFCBESGR PFl ONLOFddgdEibed in, or
ml@R@é@oN@%;éB&%eﬂ@‘é@' cdcRat & %%dﬁt?elr&ey}@:filcmrt&‘ét ﬁfﬂ shiviedf of, the

. ent.i.o [ i.n e en

fd@P‘éﬁ \éeﬁéﬁe :ané\j/lgnfl o ontosfeltg rc?\]/f\%@reer ergtgs)drgjwe et%

preferred node of use, further objectives and

advant ages t her erfgr nEtdrIPDE® OberHmuBAWwINGSd by

reference to the follow ng detailed description of an

illustrative enbodi nent when read | n .conj li]lCtJ on

W th
t heT}?cé‘BYﬁfalfr??%es Oi?ej\;f*ﬁ%ds Ch@\}f‘faé:[téifhstl§5° e :|.nvent10n are set

forth in the appended claims. The invention itself, however, as well as a
preferred mode of use, further objectives and advantages thereof, will
best be understood by reference to the following detailed description of
an 1lllustrative embodiment when read in conjunction with the accompanying

drawings, wherein:

Figure 1 is an exemplary diagram of a distributed data processing

system in which the present invention may be implemented;

Figure 2 is an exemplary block diagram of a server computing device

according to the present invention;
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Figure 1 is an exenplary diagramof a distributed data

processing systemin which the present invention may
wheoosogd4erent ed; Figure 2 is an exenpl ary bl ocRCHGRI0a/001305

of a server conputing device 40 according to the

present invention; WO 2004/ 088493 PCT/ GB2004/ 001305 4

Figure 3 is an exenplary bl ock diagramof a client

conputing devi ce according to the present invention;

r| n,rg%rle %g a?rz(ee ygbolﬁﬁ]éncg' alggr g][n ::ilgil l‘!I_St ggtl ngutlng device

acqoﬁ‘?ﬂém F@theFPJQ%ﬁeé‘tSLri@n‘éjr?néxenpl ary di agr am

illustrating the manner by which the present

i nvﬁ%ké’m Q.le&@te§§mﬂMa§:b Aotk 8Rbrae Wl@ﬁstx@@gnnghg I QU W8y
%lo ovvcnart O%Jtt| ini ]%% ? exe ary operation o
Opetrﬁ nﬁ%e%é‘}?f’ PHeRt i 08, POETAT 'ED c‘}Rl PTI ON OF THE
PREFERRED EMBODI MENT 15 As nenti oned above, the

pr emigfire | \LeNdd itefiflavi dESgaim dppasiabisnante mehbody which
thel BredtBEl {i¥iN0: AUALO QUL RHtthaé cﬁl&ké %%'iué’eev Lgg. The

present invention is preferably Inpl emented in a

di stributed data processing system such as a |oca

ar egioned Worik, a villdeclargaocuidtinork ant érembhder neesatgen dfthghe
prdsktk€.intBeriehore, the following figures will provide a

brief overview 20 of a distributed data processing

envi ronnent, a server conmputing device, and a client

conput i ngPERAFLER PEFFRIGTIIHN FoThF SREHERRED CBFORIENT

which the present invention will be described. Wth

r efngr %@ﬁ&dﬁ%&/ zil%v%hechzé Ms@ﬁt 1nlngtEJ§>n pf’&ﬁ'd@& Sinaapparatus and
sen

r| al 5 repr
el e PRt SyAT BT ORI AT Che AP asanr oSyt Prresns,
mvcétﬂrcrlﬁprtér@ﬁfeaablm%wnemewaﬂp@oéé%@lﬁgt%%gﬁ*@npfeceﬁ%ng
systemNefidbrds af leepater setworihiwtdet heapnesenk, imeemieonet, or

ther@}(k@e ‘Pﬁ@e@@@t %Qe fohlﬁ&m%kf%@s thfiﬁl&?dv@@e Sy %Eﬁé@ overview
IS

of POt b SRR RBE F hETBa v T, SIE IS device,
anddév%l@@t ARICIBLS0 APitcer sit ORART ttedPEVEEE He CORFFT #r which the
pregebwdnkentiaioa priacessiasgryesitem 100. Network 102 may

i ncl ude connecti ons, such as wire, wrel ess

cormut?ll ion lin f|ber opiic C{:\% . t.h? a1

depl cCet*SXaRPT &% e°r\t7]é? 18995 TrmEect &§°19 Sn%t% ke
repr@gerdlaphen o352 wiektordt of algba rioredHi®g $ystaueliin which the present
inveht 23 8231 02, iddi@meddd . his2watie dacoHIe6E LA nt OsyRetvank is a

net%ggk O-Ehggir%urt‘le}r§ q l'gigﬁ kgelgres%gg :;lrl:l?%n%ﬁ%oggy bfeo{mplerﬁented

rrp , Persona ters or networ k uters b
Net‘fﬂﬁ%k di@ﬁiicqreae%ﬁ.pcyeqtem 100 contains a network 102, which is the

medium used to provide communications links between various devices and
computers connected together within network data processing system 100.
Network 102 may include connections, such as wire, wireless communication

links, oxr fiber optic cables.

In the depicted example, server 104 is connected to network 102 along
with storage unit 106. In addition, clients 108, 110, and 112 are
connected to network 102. These clients 108, 110, and 112 may be, for
example, personal computers or network computers. In the depicted example,
server 104 provides data, such as boot files, operating system images, and
applications to clients 108-112. Clients 108, 110, and 112 are clients to
server 104. Network data processing system 100 may include additional
servers, clients, and other devices not shown. In the depicted example,

network data processing system 100 is the Internet with network 102
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server 104 provides data, such as boot files,

operating systemimages, and applications to clients
waR®m4/08893 Cl i ents 108, 110, and 112 are cli entBCT/GBA®4/001305

server 104. Network data processing system 100 nay

i nclude additional servers,5clients, and ot her

devi ces not shown. In the depicted exanple, network

dat a pLocessing system 100 is the Internet with

network 102 2004/ 493 PCT/ 04/ 0
repjfegﬁpté]sngn?l%ogr\igmdorch%eﬁglcof) %Bo%{ of 9 %Qéwalgé S uee the
Trapat e MRS CPlhfa%duE@ttoﬁ@l/I'FF% Bﬂé?teﬁOboWFF&P) suite of
prof¥coiocel Fbmivetoete Ridt ooolanpTER/.| Pht shetleagt of the Internet is

a b&(ﬁ&BQ&QJIfSh{&l Qﬁmah%kgrmwnﬁba&%ﬁ kNS twedt 2H6r nodes or
hosiij ctogputeflst hconsil.steirngleg)f tﬁoxbsa{lgg Col%bggme}negm.ﬂ 9 ovc‘ ggghost

comruni ca maj or node
edueriptitle P8 LHR5| %?“Pﬁberoﬁyﬁtl‘?ﬁ‘ﬁsﬁﬁ&sr %’ftec%"i‘ﬁ?e?%‘? &‘Iessages of
coufil/ efistweRk , datedbiratt ongl s@ndmatiterl sompytler igyshengd as a

numbd12h s QWS JRt 8,and RIS AUSS, gch g@%%xaﬁgiémak datanet, a
roceSS|n%ﬁ?¥ste 100 al sp ma i

I

ook, R8T TSP FEPU O YpES ol TR CroT e, (Eah Seoret i
intepdmiphe anapranple amet, nak as @@aﬁr@rléaC%Pi‘f\drlwlﬂtAw fqgy the
prefenM gevakesn network (WAN). Figure 1 is 10 intended as

aﬂ exanpl e, and not as an architectural limtation for

t he resent invention. Referri to_Figure 2, a block

i SGERIOR t AP pRochbLrTly CLBREE thatLaRgotsge s Setem
that mplvebe riteterated ser ¥ erervenc huds asesver 104 iLn Flgges &, 1s
dep_gcc:tédsln loc8epinet g thny %@@%ﬂ}aﬂ CnpBl tend @ﬂ’ Qf:l@ rﬂr%@ent

1nv§n ltO mng)élg r%.’OC%SSILl’lrg‘gsreTS{j%tS :.zrb\ﬁerh%} ?n F OCessSor cn?%%%é%cessor
SngWé‘m’—nil ﬂepmﬁlﬁg aapévmlarwaﬁ elrooasa%%ge? 190204, RErmRgEed to
syse@mmgtm t 1tsysitaebys a 286,51 Aldrecastorvefstemansyi hglegployed.

Als r oo%%éc % %EEMS %Gewlm@ﬁ coﬂ%@lgpmgﬁé %@tﬂ thlch

I's menory controll er/cache 208, whic
prozedq@r Wl@égr%weu 2l éPFaalcéle%m B%%l e %é‘ge 1318 b%sconnected
to byitdgebdl Q06 sindopnedted ant mteySd@ntbuy 0206 amg. Memory

sl I C t 1 ace epicte
rBENLORRT A BLE 48 HOABES, MMt e it

integrated as depicted. Peripheral conponent
i ntErcomredt cqPChinth dstdncpeigpet2 (RFI¢ obife O edpet 814 ZRnpgabed to
I/Obyl% 317 ﬂ%‘b@%ﬂ@ﬁn amhrbptrefl acect o REL dbecale bus Ridber Af modems

mayzli% c%%g]%ct@got%g?l 1oc¥11 tbe CQJ‘:H’] ec ¥p&rc]:<t519 ]EPg ?dsogl%leqlgﬁtatlons

bus™1 np 5 efierit a S suppo
wilfl oserPCt fexpaiisi éafpaélﬁmfs soptsa@d-adt- é%rﬁ?é&??ﬁ%s Communications
1infkeNTaU Bl Ltk OneB- 112 nksrignrel i @Al sbel @8oditadi thrbiigumeddm 218 and

net% gﬁa&egvbgf%ghlg%%g?oca gﬁ@ogéﬁ b@gdzlé’]@ﬂ K é@ﬁa@ﬂ &oards.

connect ed us 216 through add-in
boards. 30 Additional PCl bus bridges 222 and 224
pr ovMdddeidmflerdabes Yrodges 222 and 224 provide interfaces for

additional PCI local buses 226 and 228, from which additional modems or
network adapters may be supported. In this manner, datd processing system
200 allows connections to multiple network computers. A memory-mapped
graphics adapter 230 and hard disk 232 may also be connected to I/O bus 212

as depicted, either directly or indirectly.

Those of ordinary skill in the art will appreciate that the hardware
depicted in Figure 2 may vary. For example, other peripheral devices, such

as optical disk drives and the like, also may be used in addition to or in
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addi tional PCl |ocal buses 226 and 228, from which
addi tional nodens or network adapters may be

weopposdsexl. I n this nmanner, data processing SyRBCEGB203001305
all ows connections to nmultiple network conputers. A
menor y- mapped 35 graphi cs addpter 230 and hard di sk
232 may al so be connected to I/O bus 212 as depi cted,
either directly or indirectly. Those of ordinary skill

plac@ ééa'%h@rﬂ:ar%éée éQﬂc‘i‘:‘é&at %hé I@Efé&% ?}%Jm W@rls n ?Qne%.r(n_eq:o imply

arc(llfix c g al ta}{: ITE gerl oa
é%?ct £° &Eﬂ&‘h 46%%%68%?% QKRG PRRSERANAVERE T ke,
al so may be used in addition to or in WO 2004/ 088493
PCT{eB2860:4 02043383 ng 63y}@|t&ﬁi Qepicddaeihatidued @ depiret ethr example,
an -EBL% %%B{I&; %geﬂ%”@ &ce&ms ?D%& %&ngftﬁteﬂp&éﬂo al Br}ls:Lnensts

rchitectural ation respect
Mac’%ﬁ@eesnFPJé%Ol a’f’h%“ d&t ‘%\r‘iﬂnlic é\keéi’ i AF*s yé‘f%‘r’ri“%l eptse ?%anlcﬁd Interactive
Exefpgiiee (2% aypréeatifgrsvezemplelINUS operieBMbe SeFvar.

pSeries system a pr oduct of International Busi ness

Machicnes. £oLpor ati o b n% b.?%}fyngm Kom 470G & {Jgg a data

Advanced | nteractive ecu ive pera i Ng SysS
ProGRSYINRIY GBIt PRSPt Bnthigtt Rhe SFEFSiicenTRRi P may be
impfEpiganted 3, Datdlrrokeshiagramten 308t fsabhnekaaptiatod a lient
comgaeéﬁssmgtg ﬁy&tegmﬂgs @fr&n%ﬁﬂem \Mal gfbetrhﬁq&faﬁsa?ngonem

1nt (P y 1 l{;}?l L {)r OCGSS| ng dem 1

SO TE O R AF e TP B onB s¥R o8 e
empB et @sBfhiusy stteary 306 =zumplegduaeperth trer a¢ca:l@n@tﬂqieﬁtaphics
Poxit N{ze¥P¢ Ofrde chasRed, ) sanaata ht&laé@ﬂ'ﬂrbeﬁm emayAbb hegdn processor
302! B8 8Pl Rl PARHDL-R GIRLOYS <8 il 4 1955% 5% BEE BiSuon ror

brlgrc |tectures such as Acce erate ics 15 Port

238 and “F nifuser 208t ﬁjrﬁfa%ly Arehidert dflée%ﬂiaéﬁ)i YT He
congseld.er RpgCc esgey meBl2 &ndopedassnePory J0diaramat cctneedtedns to
PCIt @od:)(];l bLLsogak nl%}sbg’%dg thH&hq BgectbEér&%ﬁex?’@%ntgjgonnectlon or

308, al so an i ntegrated
throu btggﬁil &y b%arﬁiSCac etﬂ%rﬂ?}’ Ctregre’ﬁ‘f“Bg%s%Fa]S@fea network (LAN)
adaAEI%ﬁ BLONACSEdimmechusondanter PRI ot gkrdngdoB B snintepéace 314 are
confadRdt fs eughiddal esls sosmoneitect rﬂcﬁb&@eﬁﬁeﬁ&i&atmn 201n
contcm&UQQuc@Lgdiéa?) % 33&%8 d%rla?h}.chsg ig C{:tsf].cii}ﬁexa({[‘%ugio a'ég?o adapter

net wor bus
31933z caprfcERpdits Poh Usaal |bHF S1ake a@ﬁnlraﬁéar%ﬁﬁ%tté@l ingo
expR@iohogltshusEx3efisioy Bigd eaterdasdp anentr LRt t&ihection for a

keyBODd 254 moayglaaa 588, 148 952PLE S AUBPLEN B A,

audi o/ vi deo a er are connecte oca
Smajf SOBBE-y %‘iﬁ?ml 1-1"1‘3(?65?%?3 Prddr best Prt GooBtax phhdirenides a
congéagtion fexpbasi dhsbusiva3esf aege k4 vprang, desl ap-roM drive 330.

Typgmngéi 110841 Basin fi@%&&%&ﬁo@%fﬁogﬁ%&@aﬁﬁe 32%our pcr
tional nmenory 3 Snal | conput er

expansjtogrﬁallzn‘tserj? é"lggﬂ(nsé%ﬁecﬁ%ﬁ bus adabter 312 provides
a connection for hard disk drive 326, tape drive 328,
ancthnChp @M tkf isyetSB8@uns on processor 302 and is used to coordinate

and provide control of various components within data processing system 300

in Figure 3. The operating system may be a commercially available
operating system, such as Windows XP, which is available from Microsoft
Corporation. An object oriented programming system such as Java may run in
conjunction with the operating system and provide calls to the operating
system from Java programs or applications executing on data processing
system 300. *“Java” is a trademark of Sun Microsystems, Inc. Instructions
for the operating system, the object-oriented operating system, and

applications or programs are located on storage devices, such as hard disk
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Typical PCl |ocal bus inplenentations will support
three or four PCl 30 expansion slots or add-in

W@ enegd4eF s. An operating systemruns on proceBSDGB3®2/001305
and is used to coordinate and provide control of
vari ous conponents within data processi ng system 300
in Figure 3. The operating system my be a
connercially avai | abl e 35 operating systen1 such as

drlg ’ma%ecq ?Ial d 1n ol Izral‘apjne fexlgxoo m %£ rfo execu ion by

oratio Bject “ori €fite dgr amm ng" s SHER

P“%ﬁéﬁﬂa§°%ava may run in conjunctlon Wi th the

operating systemand provide calls to the operating

S y Shﬁ‘dyef 5043y AP EQ;QLrlaE'iﬁ t‘i’l'é szao ki ?ﬁta'pgi?écﬁ)é@ Ct!ﬂatngh& Rardware

oces of
Tkl B8 SpERa-ERLES, e Ppe PR RReg fEt | (RGNS tnfemal
ha@pyéaf%uorfnge@w?@ﬁ detiecegbj vk - oF iféptledeoperrdtyi prory (ROM) ,
equEysl @ namtblaaPpd me@drdyQNGr @bt F0gHAES dalieed agat®d Dike, may be
use%{t Qﬂ aégi@gleéﬂ ‘ESS or §H a@é @Ege q’la‘%ﬁwé&@ %.Q%thggsl gg‘lgure 3.
B2004/ 001305 drive , Into
Alsr?al W%@ﬁ%‘?ifsémo’ff &P SXEETH 6ﬁvwl°‘bﬁ??éfe§%&méb%d "fHose
nulgfippraispar Waskipdocessimbesymtemwi | | appreciate that the
hardware 5 in Figure 3 may vary depending on the

I rrpAse %QE}%II %Qamp e&aﬁ:'anzgr%rgggél[nghg{'%r §(z elgé B.hgiga%ld alone

devi ces,
SYEGUi Wféﬁ‘fr% FR/ &%P??t@bﬁ% r‘(ﬁF?OUto r e@b‘t‘ﬁgc §F eFekEei g getork
comgmuli¢atéon i keerfrnesbers asbuthar agdnplandbta @rotessphaceystem 300

maﬁpﬁaetg]%eg%r%waﬁfgl(%%@' afstsggtdrﬁ ’(:P]ﬂ)Hr ge\?’.l.ce,AlllﬁQh ig]%onflgured with
rOCEesSsS pre en i nvention a
ROI\ﬁan% X, gfas% REDI;I] Eo &rov:L e non vo\iagfle %Qrg ra/t ﬁor s%orlng

rocessor cessing system  As
opeEREH}H éYSW élﬁ%ééé@rn53§y§ﬁﬁﬁa39® %3? be a
stand-al one system configured to be bootable w thout

re'%ﬂé*ﬁeﬁﬁb&%ﬁ“@kéﬁ%@@ fﬁfrfﬁﬂfﬂoil%ndC&%HUéUhééﬂfhﬁéh examples are
terf%ces a_process

o T SOTTIE R B B ABRL A | APF JSeralampata
PrqcPER)nad evs e, 3Qthiad Bo imavclerfal gereddoni ¢dmpuR@MVoa nendr held
corfuash iROMidirtiof OeY th0ngl €end der@a- ¥ Ol i | B caepipsE Dl system

300959%% q}gﬁ oper Quﬁgow ganapb& %i And/ or user-generated

e depicted exa gure 3 and
above- descrlbed exanples are 20 not neant to inply
ar chs tidttsmalted i im Fidurend, tkerdsxapyplcesstlat aystem 300 further

mcp_nl@g@%sg &M%@iﬂa{%@oanahé&omc&%l@g r&b@@&%ocormg&@r
or d uter in addition to takjn
COHan%n

he f
B 5 Bheten Ve300 e A 2eb B £h oD presen
indenbitn @p '@?—I\Mb ghow| Hamdeta 2Eodessih Lsstan &00i hs FBugpts ing

audlo i tdatdprocessi g asysiem BRA:1f udhes sdf@s;&ltéelesf&f the
usesi'pg lﬁq%%rsasuodl%ngata bgzl_'ln%l ger{te% g‘le ’gae \{)Irgges%%%)g sjl;lg em 300 from

the server, e.g. server 104. Such verification may be used to control

access to resources of the server 104, for example.

With reference again to Figure 1, with the present invention, a user
of a client device 108, for example, may request access to resources on
server 104. The server 104 may then retrieve a user profile for the user
or the client device 108 reguesting the access to the resources. This
user profile may be stored on the server 104, in a separate database, such

as database 106, or the like.
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conmponents of the data processing system 300 are

utilized with the present invention to verify that
W0 h@4488493 pr ocessi ng system 300 i s outputting PEUGBR004/001305

via the speaker 380 at a volunme level that is

suffici'ent for the 30 user t® hear audi o data being

sent to the data processing system 300 from the

server, e.g. server 104. Such verification my be used

to control tqQ resources of the, serve 104

R R e L T e T
PrOEFé%'eWPe‘FWeHIF? e alSu‘é%rbe BEOVdfie% wthmdleeWV@étaﬂ@g as a
redudremexanfire obvmiyin@ Gieests A0CESS regouresoUreCiessiaidl. For example,

if $REMREr104 The c3ety %&y@%uﬁ@é(rﬂp@%h FRET RV Ec@USES the

oAl oL ISR bl 1AL SDLe V1 Sl B co 11on
to BEE¥q PEVHERSHed st BPeTeBn ifhEhs éﬁ%}érhafoaleqtﬁdat% epamIve?

subdatatase, feslcthe asedababas erditiedorithhecddskeonl40i¥B®he user
agx%ggzlt/ooggét%% E@u%%@é%%@gé %ha_ h%e§e§f/cﬁﬁlé-QL41c:ludes
1nf(<j>%tnetlon 1 t g\%l Rar a%trer%el ncelru ber

BFSTT8, *WREE harot HE S Gser ™ P%%lnoqeau Sctrﬁ audi o™
nonaé?/ﬁéirntgl §‘F]?‘F§la1§eramr%’c$ﬁ|?éﬁéﬂt for obt ai ning access to

the resources requested. For exanple, if the user has

el egied $r9 tﬂéyu&rsﬁm%é F?Mf@ﬂnaft%@nf ‘Hheagé?z@z%a? :IoQ bb&rRines

B G ARG BT T 0, BFE CP oA CL I B (6, FRRT of the client
deviipouehd8r , I aufio adesrthasrealacined te Paoroyiadpda the server 104
maysybﬁ%hp&ﬂé)arfrﬁﬁ’e tdhie suserripsy deCeprioni €led pnbddhcace® a8 audio

adagggy :Llnf tﬁé‘%ﬂ%ﬁé de@:g:reefés to J)J_l %txgjl%f 0 Qu&la sport protocol check

isin user profile inc I nfor mat1 on
of ta%rﬂ%lﬁvf rﬁ%vmtlﬁércqnﬁégwéﬁori sméoﬁwrlﬂ@ TYhee PEHETTTSE T
detarilhenof-papiung ccudstivierisi inguthed apdseerBasedloim the

c1ikhe dsete Aol i 181k nfiRl E@éésoehatt heecs@rivef atQ4ce 108 has a sound
et.erm.nes \I\{:O oug%l%aud o adverti senent s ar

gr '(c)hatdéa %sed t Jtongl%lonen?r mgé:\e”s %6%9 i uch sound
caréadw@laaw tyRiGrAY singtede 6 PREPAEYiigedt ﬁOFieC@@#wf to a
mickOghdhe eRbtper fzaiiid aienar pAbk® esis:.t oIf ithstclient device 108

doegeﬁc%‘ %@g a.tnhgucﬁr e§ cf:%r Oindagﬁxcﬁ%d 'a@ver%qggrﬁe%rtsl é} @@ kie provided

cl1ent device or exan}r) transport protoc
to EH%c‘klleB‘f d(eﬁéc%llﬁéntthﬁﬁvfrrt‘? i‘EYSESES‘?wfaiCQE t“iaéirfoe aenied with a
mesisag®@ fopaty crenhele be paribor Wedido 108efcer Alseayfta thowsgr that

indGehibdEhY 8leaksn 38t @lnk 86 ARdeQPebatiORB IRE he
client device 108. This I ndicates that the client

devi ce 108 has a sound 20 card that is used to out put
audtfo thp £1dRet dlevan &08 pikiedes anugilisouifPtetards sfvpr 104
thenl Soitigpécal kyst nel tideaadicecot@er of npiet cliehtcduypbengs. This

testtomiﬂi'] 1%%&&0:@%@ eggmgﬁ%h géenq@lygé %uﬁh& Qﬁlta ptl.cf: léH pad%%\f' %1lcatlon
resident %nctl'lleerc]:llenetv Idgve:l.ce 108. This agent application may receive the

audio data and output the audio data as sound via the audio adapter and
speakers associated with the client device 108. In addition, the agent
application may initiate recording of the sound that is output from the
speakers using a recording device, such as a microphone, and a recording
application or functionality within the client device agent associated
with the client device 108. For example, the WinADR™ application may be

used to record the audio output by the speakers in an MP3 format.

The recording of the audio output from the speakers is stored in a
data file which is then uploaded to the server 104. The server 104

receives the data file and compares the recorded data to the test audio
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does not have an audi o adapter and audi o

advertisenents are to be provided to the client
wa@lewit088449D8, then the requested access may be PENG8004/001305

with a 25 nessage being sent to the client device 108

for display to the user that 9 indicates the reason for

denyi ng access to the resources. If the client device

108 includes an audi o adapter, the server 104 then

njtiates a test of th di o .output of the cli

cergort B EguReTTE P %ﬁagjyn‘éﬁud%ea%ﬁs B esane sound
thagehligsgeridiobdha 15 tardge taappTW%faF?Wﬂ?rF%ﬁﬂ démta greferred
emtolignegiti et pdetdwredO8 usTiy sadigent mapplingato decarmyne if the
patt8eed \l)@txx’é& R0 gdatarand MUHpuUt ddrer andihon dM-anas be used
forsg?r?Fdatr\éleactl i :n uglg\llle d%gt rteJ?nQ:Lq'le J‘Q.’Pec%kﬁrlr?'att%ﬁsv?'cclhg\tgte%epartlng
froﬁ‘pblilﬁ EatTion 2RAyFPRE t9fatke PEEBIH h@"%‘ftlt”he sound t hat

is output fromthe 35 speakers using a recording
derliﬁ%heS%hdﬁtS? Qlﬂésplingﬁ)&}pn@herﬁﬁ@ k23 rdﬁ@@fnlﬁhﬁ@@ thgt the client
ation. or _functiona t he_client vic
988 1055k Sl Qb SIS Mot g o Ce o B e e
sergramite, THE  \RITADRTM ﬁb‘bllleé@ﬁc@ﬁ Iﬁfazybeegra%@a ttOothe user of
thd eChdint bde caudon ouk mtilmbnt henes peaikar $04 maghadd@3ze the

chargcg ) Stl& -E!E etl{ee gg&gtldgg % t i[be d]@HQJ!\;I\ﬁ 8u£§tl§1e fc;quln! h)% the

ers 1s

auc}}m FHdehrd &hthl%éFersifﬁF derﬂfféfeée?ﬁo&#e wpli%%éFv"e%e audio
datiehe tataid.i the aridreoimpaseisst e thecorpeded deda tepyt he analyzed
and @ﬁﬁu@ugﬁ&ov\&.@%hgl&&égg BG4 B2 00001 30% ahidata to

cha%égws@f%g t&e %gy&%e%alﬁagt %rt %gmgﬁsa%%esr gdw%ata may

i’'S _gener at ed est_.audi o
be ?HP%YZ@Snﬁ%HeE‘Blﬁnmient% P efer ?’éd“’ l@W&I fuhe, 9t is output, the
anquet f o lesk By tise rgdpatoreryt  mhite kinngntt of dedrer i rfdej fudio
outhe, at tiey nskdetween the two data files match. O her
mechani sms nay be used 5 for conparing the data files
to determ ne if they match w thout dep artln% fromthe

spi Fiedani %Eoﬁ?u&iis t9fe Uihirse SBMYSE Ry €1 BFEPUF T PIRESTHS ©F
fuggt eadfdibedptgmtelt, tbhdre rlidng detieemtfeday et adhested so that a
el b&MurpeVisCecHiQBeh S Ut RUbLIhNY thE RUGhD rdatise théteased or
de%reasg%gg%l&: gaénlcsaan’g ro(%n]:cgnheeme]f Obié{ei[r\ll r(%ﬁégéu" SOéTclfé{%sr’ea ?C]C%ﬁé ag'n%unt of
bags f“@htbedé]%ﬁr@ési@@r ‘F“?Fr&aﬂ?q i 8P YRel$Srver 104 may

anal yze the characteristics of the recorded data to

det ef r]{tnﬁs |dtcettaf}%_n%b1t Pk Qje Icﬁ]?entaagvllr&ed@ﬁ? 1@ﬁ§uﬂpﬁgt1ng the
a eristics des Il er of the audlo
aud‘(:}gt éaﬁ&rﬁgﬁt S 1’%% L lsg% Xy :i]g 4 CS ?s FRet reC\_ést(fm resources is
graaed. nﬁyeb@faﬁm Wléelo BEverid siog meE ridibodata the client device

Lo ahaletee Susad] UStrdebAasgtiNstdhemanaddyizees. This audio
ad&el}ég.gigntgemdﬁt l.b(éﬂsse(%lf E(D%hre qregg qie@@é@ 10§o£s %é@ ﬁ.e tﬁ%ng with

ana zed eterm ne e vol une
output\PAERSt e dg‘%lf@rdaéf%jé}spélgoay?)lﬂutpmﬂjépf the audlo via the audio

adapter of the client device 108. The agent application receives this
audio advertisement data and the output parameters, adjusts the output of
the audio adapter, via software settings, based on the output parameters
and outputs the audio advertisement via the audio adapter and the speakers
of the client device 108.

During the access to system resources by the user of the client
device 108, the above process for testing that audio being sent to the
client device 108 is actually being output by the speakers of the client

device 108 may be periodically performed. In this way, it can be
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anount of bass in the audio output, the anmobunt of tone

in the audio output, and the like. 20 Based on the
w0 e®ussEIDf this anal ysis, the output paranet ePGI/6B2004/001305

future audio data sent to the client device 108 may be

adjusted so that a desired &0tput is achieved. For
exanpl e, the volune may be increased or decreased,

t he amount of tone rray be increased or decrease, the
dettaéﬁyrpetdk%fle%% bt?'lses ugeadlye thg? rﬁuﬁgég toﬁfé?hj'tos{‘{hg:? Csrpeeg‘ eergse or odcherw:Lse
turpgd the HedEet of iget IREAKSRITE Yy St &0 V‘ihtwlb)}thteh%“dlo
adveet eingl 0 noacioesd o thhessyst dime esoureedigally testing the

auddbaniede Fhensafitiens cﬁe‘a‘géé) ia8vedti &&gnﬂﬁ)ﬁv@ﬁtﬁﬂt RME ensure

to the cllent devi ce gg g mhlle Ihe user |s
that “users. canr%oh c:.rc vent elir ut‘sy t.? Lo au advertiging in
accessi ng e systemtesource hi's audlo adver I Si ng

exqRpRge ger sk F%Fetsﬁet%ISV%‘?ﬁm getAUEES908 as data files
along with output paraneter data for adjusting the
out PiitgRingd hee alldiQridoad dhenaudicQraaant £i0h ﬁhtéeorlglnal test
sl 6L, device 100, The, agent. anpl icall gn fecelyes Lhis,
(B2adV et S emBRT UAFa" ang T he Out ufn pal’a Aet e
SY%&FU@S@WW éﬁt?ﬁ?tle%f 35 adétHidi ® WBE%@&YW% Sent to the
clisat tdetiee st ingsathas ebatonhe he-cent puts pegradet vidsand@nde

rea%UB Wa&é@ssaﬂgé %e@ﬁj\éﬁﬁiécﬁe%s %Egségge%%y %'r@m@cd @Hé &lser to

K t
o (5D SRR PSTITCMG e TN Rty B % ARSI Bt attempe

thejgeerar ee2¥08, the above process for testing that
audi o being sent to the client device 108 is actually

bei ﬂglsou&lw tﬁé( ﬂx‘%@e@@%fﬁ«#&{éa@f to&qullbgmon g@%a@@ t—J}Q_& the
errorne

er] odi cal y be
2GR 5P ek 5 P eI 5 okl e bl B0 s
in whéehde ehBIrgsErathike LgPhdd bFTtRisy Her asPeakelss sgpt to the
clighbedeMise. ttnedntheregobtimaveitibheissgeakebedtin aetmwos

serldg}e{g Laéﬁao M@rﬁgtmﬁe@%ﬁl ghe %Q_ig@éﬁt't gféalgﬁa@n nQt nb@q&m@a to
e SRCRE (HE ST SRE BT GO ERe VERERE THy BRI
whighyife r3r§u1ﬂ%515a¥>h%ltt0u‘:§%?l§y céhatothe ich eenhy AT acherrreatty is
outipt tirgt etdio datdlisenadeetit] SFag dxampBXChaageeckait iheention may

be %ng%dt On %Y%E@@n%eéﬁﬂi E%onl xflhé:.iclér !'Ltpg.st B@s:ﬁ‘aﬂpélrt' S@&lfy that
e recorded data. . w . nal

e B P o0, AR RAP B PSP LAY e S1tent

deviceesPthor t4melitrtdgnat oh P pueed i%veﬁléhwed’lll fpe apparent to

thaedot ic@finaviTessagen may & sentidvoof hte tldsent ddeviteion.
108 indicating that the access has been denied and the

L?gﬁrgp dﬁh\g %gg§§ 8 ’9he %ggsnen(\j:ezr_]rlw%%tl;rrpllg gescra}ged w1¥h regard to
the server 104 performing the comparison of test audio data to recorded
data, the present invention is not limited to such. Rather, the present
invention may be implemented such that the comparison is performed within
the agent application on the client device. Moreover, the present
invention may be implemented such that all functions are performed within
the client device and a server is not necessary. In such a case, the
verification is to ensure that audio data generated by an application on
the client device that should be output via the speakers of the client

device is in actuality being output by the speakers.

Figure 4 is an exemplary block diagram of an audio output
verification mechanism according to the present invention. The elements

shown in Figure 4 may be implemented in hardware, software, or any
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turn on their speakers or turn up the volunme of their
speakers and attenpt the access again. 15 Thus, wth

W b@4pssasent i nvention, a verification i s nadeP@i&@B2G0l®01305
client device is presently outputting audio via the
client device speakers in ofder to ensure that the
user is listening to audio data sent to the client
device. Wiile the present invention is described in

comtb%rla[;@ oﬁf o :12 Qla§§vﬂa@|en&10? B gf &a@g ve rItnl § e%@h?redt hﬁoﬁlﬁgﬁﬂ"t the

Invention is not limted t
el%&ﬁ?ﬁﬁ ¢at T84 the 1ﬂpé§¥ﬁﬂFeFTﬁféﬁP??W?rﬁaﬁnﬁiéu?ﬁﬂﬂés|?Fecuted by
onanht girriet picsedelior détiget olny er ¢dnmputiyad styheercl | ent devi ce
currently is outputting audio data sent to it. For

exaig)lsﬁoﬁ qﬁl g?x%cgn/}x, ltﬂé/%ﬁtﬁgr}) n’g‘Xt \}%%Bfltdatg_gne%ecganlsm

testi ng I on ‘where esirable to veri %%\{
incl jdgs 250?%91%%@%@@1 B%tgvorh Jarwea%qeoﬁ%fr it 2ute pojer§isement
engdbié pUso, by dihentclaueid vedefbliceeiorOdbhelcaappt | cat #011® &dvertisement

datgiagseo ﬁ§§ﬁtacw4%ntar&wa%slér Bfoﬂﬁga&%'lhet&o thase Phnents

rdi nary, skil he art in view of pr esent

ﬁlod@@ﬂ:FFﬁt%QnﬁomTﬁFlQG%HQPl BHE QAT 18 ReF ﬁF%s?ﬂ?tc?WRHQHf@%E? signal
busi 47¢lesthilied Wi hrefegariditeois 3Motheirs @igere 404he present

1an§E:fc91r rlns %tt MEniGRAPR Lean -k atrgfsgfau%et@%t t@hatto facilitates the
ed sen invention. i s _no
comfn nlcaq on F?at ﬁ%r}trolpﬁdar% r s r]a EW%?H Itgﬁ ?%ﬁ?elbtg Tl& 4d60 may be

0 suc
userimpiféﬂ%htcwagw et tbﬁépeém)@mdswpﬁsofpéhﬁcmeéant invention.
within the agent application on the client device.

Mo r-aRv gsntrtoh] fePlago ecg)tntrél%v %Hé I on%rw OBgrahﬂgl’l ec;? @1:1 daudlo

such that all functlons are gsr ornmed w t hi

OUtBFFe" lBJeRﬁtéén AP ISBr Y °F %6{“??&@%%&9?“%‘?“ ?J%Pfhﬁ other
elepanis 4RPed60y erTie gettvionh indetrbraendl erphibdesaddicomdatc@tion

int@enalated ymaiiappld Gatd enisn abhecl.i eife d@¥icCeatdI@t sement
engggg Lﬂ3‘3 ?&é}g%gg%&%&égﬁ n%pgaatkae rfgr osfegltd:t_]?% %l I t?k:p ! cllent devices

out put € sp cake
V1a49h¢HH§E?%i@$el@FQaﬁa%ﬁéeﬁﬁl%ﬂdyobRQﬁ§Rt%ﬁ%@@?%ﬁanFr%ﬁYeéu%HQ§ an
auddotgutitert Mesmcht Gt bigrsenBhanke SaNGA6 Colvitir Bl dvent R tabase

:Lntgfﬁct%nhd,é nv %ﬂ& i cq[.!] entTgﬁdlec! %@Fﬁl%at%}P\ét@vi& ’4:5 & l‘U’egl g’l éEHXhat
Ienented in e, softwar or .any WO

audé@cﬁfﬁﬁs%%stﬁéﬁec%]ﬁé‘& 15655 £t ]ﬁ%flﬁo%uté’flt via speakers
asshafraiwdr el indhe ofli welr deviqe.a Prefeer @@Oém@oénm 46¢ hretrieves

useel ©reFAtl &8s i Ebighend 1ar £:di8PA8RR Pt £6heats SOEt YRR sent to the

LmegQSQ598$EQ£§ ;&xecuted by one or nobre processing
evices in a conputing system 5 As shown in Figure 4,

the audi o output verification nechanism includes a
corithreobp@ratd 49, ofatimstewetdnenhs erifildceowl O, degnrihedi vith reference

to QHYefkkSeTRNby RAGHAL of]'?}ﬂ.guge o.i efd AU QnVeIddrkCal k@Bn the

conggc\aliﬂl%?: 4:?0’regglvaegdl %e%ggs tfgrsearg?:gss to system resources via the

network interface 420, the controller 410 instructs the user profile
engine 460 to retrieve the user profile for the user requesting access and
determine if audio advertisements are to be sent to the user’s client
device. The user profile engine 460 retrieves the user’s profile and
determines if audio advertisements are to be sent to the user’s client
device and returns the result to the controller 410. It is assumed in the
depicted message flow that it is determined that audio advertisements are

to be sent to the client device via the client device agent 510.

The controller 410 then sends a command to the audio advertisement

engine 430 to send test audio data to the client device. The audio
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dat abase interface 440, and a user profile engine 460.

The el enments 410-460 are in conmmunication wth one
W@rwilgs49y/i a the control/data signal 10 bus 4FOT/GBEG0HE01305

a bus architecture is shown in Figure 4, the present

invention is not limted to d&ch and any architecture

that facilitates the conmmunication of control/data

signal s between the el enents 410-460 may be used

adMEMEnQ%@Eﬂé ngfsregl%t$¢fea!%srt F 9%d2§%0%%d0f Cz)a]tdvenft-hlsement to

present 1 nvention. he contro con
theg ofBTH PIGHET SERON %artapﬁ%e dnapofacsututh iy retdavpep test
audire cdrineir shvsaedt endhestveades tt be tbpeswitibomivet t 1 dwment helgine 430.

Theeg@cﬁﬁeﬁg&vés%@smt JA@%Q%\@OEK@ Q&%Jﬂ@@ t%OtQJtO\Ahé?fé a
C er ace f.or . communi

at n

adv&e lsceéngnt ﬁ?g arlfd © Sdvett |d§?§?‘r%ehf’1geréth&flp1é”h §B ‘ij’é?ﬁlé?%t% audio
advgdvieremeste redt rﬁ@tfés ftoe semdi pFoud Phaehel srepkede vt ces client
devZBeVvi a the interface 420 based on audi o adverti senents

retrieved froman audio advertisenent database via

t he audi o advert.i senent database interface 440. The

o1 1 HH T STRICE0 D | BEPFDotoy & EP G IoRFTEE 68 Hhske Client
devageliayedat ¥ 0s enttheockilsat chidéntvadddicaips deotoal4sy - beihrgelient

audG!Ut\ﬁHﬂlfilc'taanSﬂQﬁ(@E@ 4563&Q@Eﬁé£@h‘éﬁ tdrot b eht£Rith the original
tes@eg@cﬁ% adflEHSGEAPIRLL ] & QROLNG 200 LRLI] SYes 2o seh,,

’eS t0 deternne ermln'8vert|senents aré'to
Cllﬁat QAo Tt REratfise devies Haht thgey i eesti Fhehopesatl tort
verdfiddrese w enenrbstidllibr now. besaiesocsn hed »wstibtg ef-em emeeciient

aud'iQ \;A}gff@ﬁﬁgﬂ Qiefvhggvdgb ag{h%m:%{ 9% 81§ elA?ieJES 'Ea%%léé” or denies

when t he contr receives a
aCCF% J%é? ¢ FESATEESs to systen1resources via the network
interface 420, the controller 410 instructs the user
profd bediteg) edblche £R1L6I QYA rt 8 1ds edevB bl Cad0K ze the

chatrgc.etelf%gglg gyeéltel P&o%%&%%tg%%d g%ﬁf[{:ﬂl r]_%sllitﬁa%gl %e analysis

dvertlsenen
ko BE%.C@&tr@ﬁ&éru"s’@r prGT PP eGP h &1 6TRYr BRq 85R<o %t hls analysis
wheusmﬂpstpxr@f ftimiranaduB5 abteethdarestidataufhro to the client device

agea€VEIt | SBITRALS AL e e @ﬁlt%@ﬁiert Q14 nr%.yu&%rus% &.:Itb@gt arameters
ggezuglgqgwggg%zgs1; e re%u% g%the cgnE{oller 4 Ol outout
IS assurned the ““Heflct@t s e ASH tivghett iFsoute
in 3RS RFFRHTEPRAT audihe akhveEtdeydéfents are to be sent
to the client device via the client device agent 510.

40 F-E.Igﬁr& Qamlé ozl lf@ Bwéh]agt t Jhecri 1§ §n aex%% d %é)rattg of the

audi Qq adverti senment engine 430 to sen
pr ea%&ta PEEHE ¢l PENTEWBVIE LY sau‘tﬂeo OW@G%/SGSBH‘@ with
recPDT/NGBR0 G406 308uest? (sichrefld)senbniseengiafe 143G seandsetrieved

(stESBIBSt a0l @eﬂe@ﬁina@ﬂgﬂl 0 ALY ST bk SEEAL L atdie Q&’\%I‘Elsements
ce 440 which retrieves a

adv tls nt dat e |nter[F
are & est rg_‘ © tc]f\‘?ef' n%‘?]vtlcgn ¥Br 8 ds it "t taﬁge%%dﬁo
perniiiedt W:Stéwghtth@ngqarrﬁenqgﬁ_ audlo advertisements (step 665) and the
operation terminates. If audio advertisements are to be sent to the

client device, a test audio message is sent to the client device (step
625). A client device agent then outputs the test audio message and

records the sound emitted by the speakers of the client device.

The recorded data from the client device is then received (step 630)

and is compared to the original test audio data (step 635). A
determination is made as to whether there is a match (step 640). If not,
access is denied (step 670). Otherwise, a determination is made as to

whether the output parameters for future audio advertisements should be
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The audi o adverti senent engine 430 then transmts the
test audio 5 advertisenent data to the client device

w@o@anssEHID whi ch outputs the audio adverti senkeit/GRa@4/001305
records the sound output by the speakers of the client
devi ce. The recorded audi o odfput data is then
transmtted by the client 10 device agent 510 to the
client audio verification device 450. The client

modA gD ‘é@éﬁ) feagqt i QR Qﬁv Le€ oﬂ%}_gu’é: %ﬁpﬁﬁe%%ré hﬁcer ﬁcgcﬂrfqgg accordlng
or est audi o adverti sement dat

e |
ko % Eéflea;&ngﬁﬁs r?g e tr%céorrgied ‘gaatané?tce]‘? *™e client audio
verlflcatlon devi ce 450 then transnmts the results of
verifdreaftieon 40 itthe> aoat fiehtesnsA10. oBasedhaeamddres :|.s

nede88atht Safd@ th Qh@l éy%@&m ]r%s@%e% Ye rp'efrfnf@ctegoghéj gvéi

control 410 _ejth ermts or denie
adv%%%ﬁﬁﬁ?ggts fhe %%?50 3?856SQH1 éEﬂT?F?%ﬁ?r't?u?eEF¥Wﬁ?Pt%ﬁﬂnlé made
as Geryhetber iidnigavine ecommyniswal yire atfio ooh@araeteid Sttgs 655),
i.e0fndhe pearededndat-asd oxepthd RepL3ukd:s Lot dde checklng of
theagalllryis Bétpu%oat! och%hce.l. %89 t O| l erv\é%o T l'?e %Ogltrar; Qllfolate JEﬁ,télrgs to

use . of hi's ana SIS en du put
Stegu%% a@%rf”?%eeﬁeﬁ?teﬂﬁ%%tﬂ% iomedre a6l F%m@lea%qr getermination
condfjeiitn Bd9.ockurtedi sstwayéet)he ©amt & otdreinakliOn NB3hdad] dis thay

1nc@@&@UEoPaJ>@ﬂ§ieer§oggqggtcﬁ% @qu.h% aduert ILSH%ITQQE bq &S50

cor 0l bR UL P B S SSTIo M 30, g a8 0
terpiRafdRArtorgit annheyy capesednptler yropeian inshuofs thestep 650.
Othprwisent if BV eainiaftioASc&lmbhon Maki ibuer&, the LResaldnons
rersi@g W th receiving an access request (step 610). A

user profile is then retrieved (step 615) and a

determ nation is nmade as to whether audio

adVi@ei séreptesesd mventipnberatdes tao nefendkineittr devitoeing the
souf$taepp62Qk. a ld1innt derCEL TS Eifsurperduict tied webt REUEhd R@ient

devS& qisnngQZ wltg %\igr&a{t%.e ‘Eo (Lsrl:ee Qlle§1§) dgﬁ%et h no this way,

ration termnates. adverti senment

@ GBIk X 5 T OR FohtogegroaoYabT GSr IRIAT IR e tae chet has
nOtsEﬁﬁd f@F‘@ﬁée%ﬁ|tenRUQBe$¢nﬂeC€%tqure%§25¢es,AscllanenlthVDc&udlo
adveageRrbndtan 10 Wxphisyet Ber hestpaalddh&-d¥BSEAGAcRMNMEr3Dces and
resb@CREds the sound emtted by the speakers of the

client device. The recorded data fromthe client

device is then received (step 630) and is conpared to

t hétot$ gimrartangsto agte dhdatehilst @ 688jent Alnvention has been
desdeitbesmmMahk afbnitSxiT@des 3119 ﬂmet'ﬁﬁﬁ_n& here $:%c@s8BLBysten,

thoééto%poﬁﬁ%rylsfklﬂf_)tln élge %99%?1%.1' C}Qf%@i?lide (cﬁ%}&]e'%%qﬁegx)oc%sses of

determ nation I's ma

e UCBEY- pASHECEr S SPHIPLT b PAUE G ATEPEPS RERES Tomm of =
compysi| BeAEPVD OO 088UST - POT/oGB2EG4A0BL36Ey of forms and that

the present invention applies equally regardless of the particular type of
signal bearing media actually used to carry out the distribution.

Examples of computer readable media include recordable-type media, such as
a floppy disk, a hard disk drive, a RAM, CD-ROMsg, DVD-ROMs, and
transmission-type media, such as digital and analog communications links,
wired or wireless communications links using transmission forms, such as,
for example, radio frequency and light wave transmissions. The computer
readable media may take the form of coded formats that are decoded for

actual use in a particular data processing system.

The description of the present invention has been presented for

purposes of illustration and description, and is not intended to be



13 nodified (step 645). If so, the output paraneters

are nodified according to an analysis of the recorded
wael2aa0a/0§Edep 675). Thereafter, or if no nodifi cBCT/GB200H001305

out put paraneters is 5 necessary, access to the

systemresources is permtted*and audio

advertisenents are sent (step 650). Thereafter, a

determ nation is made as to whether it is tinme to

exHFOBE RS ot hﬁm@&@i Qooéﬂeogﬁvé?ﬁélbﬁ iESEEP f@?é)dlscio%d hl@éqya

term 0 el apse r ri
mocﬁﬁg%etllrc])g %laslolilﬁd O rge apéta ?‘t t8| F}écﬁs[e ag\ﬂrgénarlyf skill
1o £5° e o%@r SRATANPEL ECYF‘?IsChPéeTl@nét‘é?‘FCGQ}BEd &r hesrdgic seo dpest
expdefmraenatingipies pRdkeatndcntiviet Bee m@aterddlnatdleBation, and to

ena®08 i thie08 Jfa§r<ﬁ§;1§9§ r&d1{ st-epnb6Q) . tzﬁ%ﬁ@e&t&ﬁ& r@h%ag.ﬂ\%%tlon for
VaI‘Q.gleeg‘ﬂ!bgg]lH{gg% tﬁ | x}’l q:?busf mod:? %( 1crrE:.J.oIi as Jsted bo at:.he

e server wser - appl i cdt on acg% sin
paﬁﬁﬁ??%ﬁreﬁfe\ﬁéﬁtﬁﬂﬁé%teqor the Ii ke if no ternination
condition has occurred, the operation returns to step
650. 15 O herwse, if a termnation condition has
occurred, the operation is termnated. Thus, the
present invention provides a nechanismfor nonitoring
the sound output at a client device to ensure that
the user of the client 20 device is listening to audio
data sent to the client device. In this way, a
supplier of a service or resources may be assured that
a user that has not paid for access to such services
or resources is listening to audio advertisenents in
exchange for non-paid access to such services and
resources. 25 It is inportant to note that while the
present invention has been described in the context
of a fully functioning data processing system those
of ordinary skill in the art will appreciate that the
processes of the present invention are capabl e of
being distributed in the formof a 30 conputer
readabl e nmedi um of instructions and a variety of forns
and that the present invention applies equally
regardl ess of the particular type of signal bearing
medi a actually used to carry out the distribution.
Exanpl es of conputer readabl e nedia include
recor dabl e-type nedia, such as a floppy disk, a hard
di sk drive, a RAM CD-ROVs, DVD ROVs, and 35
transm ssion-type nedia, such as digital and anal og
communi cations links, wred or wreless
comuni cations |inks using transm ssion forms, such
as, for exanple, radio frequency and |ight wave
transm ssions. The conputer
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readabl e nedia nmay take the form of coded formats that
are decoded for actual use in a particular data
wEe@emsHIng system 40 The description of the PCEE8RI04/001305
i nventi on has been present eq for purposes of
illustration and description, and is not intended to
be WO 2004/ 088493 PCT/ GB2004/ 001305 14 exhaustive or
limted to the invention in the formdi scl osed. Many
nodi fications and vari ati oexsazmgl | be apparent to those
of ordinary skill in the art. The enbodi rrent was
chosen_and described in.order to best p& n the
L pr f‘rf?ﬁtﬁf’%so Lot S T hVERHET oQHtp‘t‘fhé“‘tp?acclfLF%%l <Vice, dSmprising:
application, and to 5 enable others of ordinary skill
I Nréhdvahd ot vedrder sirandcddiecd v epttanréafurc¥ar i ous
enbodi nents with various nodifications as are suited
to th partic Iart%s§ %Interrp ated. WO 2004/ 088493

?60%?6661 EViASiret hod of verifying
aud| 0 output at a client device, conprising: 5

I egedaiivitgly & ct@fledStiafa0Fr&t GRS Scliend &yste€mMvhesau €8¢ recorded

dat=>80dkNg %rae&i%&emt&uaaeo&bh@% deyiGern eeldd;ng
recorded data fromthe client device, wherein the

recorded 10 data is data recorded from sound out put
at cofreréhg dhe thopiréed debhpdr g aAEC rdeEdr ded data to
the audio data; determning if the recorded data
mhehes g apdiQ dalduc@nthea I REEM L Nith;3CEHSS L
the systemresource if the recorded data matches the
audi o data. 2. The nethod of claim1, wherein the
audPEnigAine Asceds audite SPEreadvRTOUFSerdnthe Fecqifed data
matdmekhac aefidgie] akta.l, wherein conparing the recorded data
to the audio data includes perforrri ng pattern
mat chi n he record d d.at and e audi o_data. 25
0. TR RIRThGE LR b AP P PRGOS haP S
adv&dféitté?fitﬁnﬁr ng if the client device has an audi o adapter
prior to sending audio data to the client device.

3. The method of claim 1, wherein comparing the recorded data to the
audio data includes performing pattern matching on the recorded data and
the audio data.

4, The method of claim 1, further comprising:

determining if the client device has an audio adapter prior to

sending audio data to the client device.

5. The method of claim 4, wherein determining if the c¢lient device has

an audio adapter includes performing a transport protocol based check of a

configuration of the client device.

6. The method of claim 1, further comprising:

analyzing a value of at least one characteristic of the recorded
data;

comparing the value of the at least one characteristic of the
recorded data to a desired value of the at least one characteristic for

the audio data; and
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30 5. The nethod of claim4, wherein determning if

the client device has an audi o adapter includes
w@erohossIdhg a transport protocol based check oPCEHGB2004/001305

configuration of the client device. 35 6. The nethod

of claim1, further conprising: analyzing a val ue of

at | east one characteristic of the recorded data; 40

conmparing the value of the at | east one characteristic

of géeatimcat deghsdadie bojdstdest padamaleterf aih@tahg the value

o 4RASL 1008, %Q@r%&sét&agelé %6 adll8vaUdl0adaldy ANAVE the ac
leas?E one & PCT/ GB2004/ 001305 16 generating at | east
Jju

oné ' a TSht>P&r amet er for adjusting the val ue of

t he at Ieast one characteristic to achieve the desired
7. vafue nefhddhef atlaikhedsttuotierc haacteid:stic. 5 7. The

nmet hod of claim6, further conprising: adjusting at

| east one par r of the audio data bas d on the

| cRCto=Bhee 24 TR Phorne Baraisce o 10° 6 Tha MATIor: the ot
leasy aﬁlﬁna‘ﬁju%‘éﬁ@lwr%eét | east one characteristic is at

| east one of volune, tone, and bass. 9. The net hod of

g. Clahdnplindubk ttetralﬁwmtﬂhétgtst tﬂé a@etyas@go@&%ﬁééa&erttac is at
em.resource if atn:a.éecorde dat a does not mat ch

leaS%h%neaﬁglvo dAta; " AR &ifi'tti ng a nessage indicating
a reason for denial of access to the systemresource.

9. 20T meThel petdiedmof, chatmarlcodaittithey: conpri si ng:
out putti ng one or nore audio advertisemsnts foll ovvi ng
ermtti the cesstothe e esour c
A EOHBUE BT ogPan DrYBLEL HE BonpUrer “FEEuabIgEe toes not
matchebidrfsr daby i#hgi ng audi o out put at a client device,
conprising: first instructions for receiving a request

foErﬁ%ﬁ?tstsintgoa %e§¥§$@%d§t%t5§9$%ugrggsonsgw%nlal of access to
instructions for sending audio data to the client

the st
§EVICer**THrFd i nstructions for receiving recorded
data fromthe client

10. The method of claim 1, further comprising:

outputting one or more audio advertisements following permitting the

access to the system resource.

11. A computer program product in a computer readable medium for

verifying audio output at a client device, comprising:

first instructions for receiving a request for access to a system

resource;
gecond instructions for sending audio data to the client device;
third instructions for receiving recorded data from the client

device, wherein the recorded data is data recorded from sound output at

the client device;

fourth instructions for comparing the recorded data to the audio
data;

fifth instructions for determining if the recorded data matches the

audio data; and
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20

35 device, wherein the recorded data is data recorded
fromsound output at the client device; fourth
w0 p®B088av3 ons for conparing the recorded data POI/GB2004/001305
audio data; 40 fifth instr gtions for determining if
the recorded data matches t audi o data; and WO
2004/ 088493 PCT/ GB2004/ 001305 17 sixth instructions
for permtting access to the systemresource if the
I egOktahe tn stad.at TAisC bes pehei ity aicdasa.tolPhe Apsappacaduise if
the HRELMRL EYINHaAUAL0QULDM, aLeR Client device, 5
conprising: means for receiving a request for access
to a systemresource; nmneans for sending audio data to
12. t han clvcermtugefoc éerl@lﬁe arSiip putpBE ety Pngl o8 E ofsrege:
com@datand:romthe client device, wherein the recorded
data is data recorded from sound output at the client
devi ce; _ nmeans, for conparing the recqr ded d%t%l;e% Epee_
aulFF 4P " T8 Hegnd 8Pe%te38frﬁcﬁleﬁsg i%f “tHe recor de
data matches the audi o data; and neans for permtting
aceess torthadsystemd dseurcechd cilhentr deotdad 20 dat a
mat ches the audi o dat a.

means for receiving recorded data from the client device, wherein

the recorded data is data recorded from sound output at the client device;
means for comparing the recorded data to the audio data;

means for determining if the recorded data matches the audio data;

and

means for permitting access to the system resource if the recorded

data matches the audio data.



