
28 NOVEMBER 2006  1 METHOD FOR PROTECTING SECRET KEY CRYPTOGRAPHIC SCHEMES
FIELD OF THE INVENTION This invention relates to a method for protecting
secret key cryptographic schemes and  extends to a novel challenge-response
authentication method for use in protecting  devices used In secret key
cryptographic schemes. BACKGROUND TO THE INVENTION A GSM telephone network
requires the use of a challenge-response  protocol to authenticate users on
its network. When a SIM (subscriber  identification module) card is issued
to a subscriber it is programmed to  contain a unique random number called
a secret key. Each SIM card Is also  programmed with an International
Mobile Subscriber Identity (IMSI). There  is a unique IMSI for each and
every mobile telephone on a GSM network  worldwide. The Issuer of the SIM,
in most instances a network provider, Is  also supplied with the IMSI and
the corresponding. key. When a network operator wishes to authenticate a
SIM, It will send a  challenge to the SIM based on the SIM's IMSI. Each
network operator uses  a standard algorithm for the challenge-response
method and the efficacy of  the system relies largely on the strength of
the algorithm. 28 NOVEMBER 2006  2 The network will, in most instances,
have a database of suitable challenges  and expected responses based on the
SIM's IMSI. The network will thus  select a suitable challenge and send it
over the air to the SIM card. The SIM  card will apply a cryptographic
scheme, being a combination of  cryptographic algorithm and secret key, to
the challenge and produce a  response. The SIM's computed response is then
sent over the air to the  network operator that issued the challenge. If
the response agrees with the  response expected by the network operator,
the SIM has been  authenticated. The algorithm used in such a system may
be, and frequently is, public knowledge and  thus it is obviously of
critical importance that the secret key for a particular subscriber
remains secret. It should be as difficult as possible to deduce the key
even when a  large number of challenges and corresponding responses may be
examined. In particular, issuing challenges that are related in some way
should not produce  predictable responses, with a comparatively high..
probability. If one applies the same  algorithm to two different
challenges. and the same response. Is generated. to. both.  (termed a
collision) or if one can predict the outcome to a challenge that has been
varied slightly on a previous challenge, then the algorithm is said to be  



cryptographically weak. In other words, an algorithm that (for most, secret
keys)  produces responses that with comparatively high probability are
related to changes in  the challenge is not cryptographically safe. Thus,
with a weak algorithm, a series of similar challenges may produce like or
predictable responses from which it is possible to work backwards, using
the known  algorithm, to deduce the secret key of an encoding device such
as a SIM card. As an  example, the COMP128-1 algorithm was shown to produce
the same responses with  high probability when the challenge was varied In
respect of certain of the byte pairs in  the challenge. It was possible to
produce a collision with two different challenges and  to work backwards to
deduce a corresponding byte pair of the sec ref key. By repeating  this
process, it was found that all eight of the byte pairs in the COMP128-1
secret key  eventually gave like answers to similar, challenges. It was
therefore possible to deduce  the entire secret key. 28 NOVEMBER 2006  3
Once the secret key is known, the SIM card can be cloned and fraudulent
telephone  charges can be billed to the user of the original SIM card.
Since COMP128-1 is a  widely fielded authentication scheme In GSM networks,
some network operators are  becoming worried about the risk posed by
GSM-cloning worldwide. To implement a  new algorithm on a network would
Involve the re-programming of every SIM card on  that network and would
therefore be a very expensive and inconvenient operation. To  phase a new
algorithm In over time would Involve running two separate algorithms
simultaneously and would also be inconvenient and costly to network
operators. However, it has been found that certain secret key values may
exist specific to a given  algorithm, even when that algorithm is weak,
which are far less likely to produce  predictable responses or collisions
when the challenges are varied In some predictable  way. To deduce the
value of these secret keys is thus more difficult than for a  randomly
selected secret key value. For the purposes of this-specification a strong
key byte pair' shall mean a secret key  value which- makes- up a secret
that when subjected- to related challenges, is less  likely to produce
related responses than for a secret key made up from. randomly  selected
secret key values. Also, a "BGW-style challenge" is a challenge as
described in the Briceno, Goldberg  and Wagner report. 25 OBJECT OF THE
INVENTION it is an object of the Invention to provide a method of
protecting a secret key in a  cryptographic system that, at least
partially, solves some of. the abovementioned  problems. It is also an
object of the Invention to provide a challenge response 30 authentication
method that, at least partially, solves some of the abovementioned
problems. 



28 NOVEMBER 2006  4 SUMMARY OF THE INVENTION In accordance with a first
aspect of the present invention, there is provided a method for  protecting
a secret key cryptographic scheme including the steps of: generating a set
of strong key byte pairs for a given algorithm; selecting from the set a
predetermined number of strong key byte pairs to at least  partly form a
secret key of predefined length; programming an encoding device with the
secret key. A further feature of example embodiments of the invention may
provide for an algorithm to  select the strong key byte pairs that comprise
the secret key. Another feature may provide for the secret key to be
programmed into a SIM card operable  on a GSM network. Still further
features may provide for the cryptographic scheme to be a GSM
authentication scheme operating with the COMPI28-1 algorithm and for the
strong key  byte pairs to be such that a collision is not produced at round
2 of the COMP12&1  algorithm application when a BGW-style challenge is used
on the algorithm. Still further features may provide for the secret key
(expressed in hexadecimal) to be formed using any one or more of the strong
key byte pairs below.  OOOB 003F 0055 006D 0119 01A8 01F8 0293 031E 035A
0365 03BA 03CF 03FC 0452 04CA 0532 05A9 0580 063B 0657 085C 089F 09CE  OA88
OAA6 OB00 OB7F OBD2 OC42 0CE8 OD18 OD9D OE14 OEA4 OEA9  OED9 OF4A OF4D OF6F
OFA5 OFDO 0FE6 1011 1056 10AD 10CF 1110  116E 11C4 11DA 11DB 1228 123D 12BA
12CB 12EB 140E 14BF 1588  1596 1506 1580 1638 1643 1728 173A 180D 1871 18C3
1901 192F  1935 1965 1975 1978 19CD 1A5C 1ABB 1820'1BA4 1884 1BCO 1C68
1CD7 1037 1D5F 1087 1E03 181E 1820 1F44 1F54 1FCA 201$ 201E  2057 2069 2079
207B 2137 2108 2268 22DC 2365 23CF 2432 2581  25A5 2685 2691 273E 276E 2777
2793 2812 2817 2859 28AC 2A61  2039 2CD2 2CD7 2060 2E78-2E93 2EE1 2F19 3074
3088 305A 30F8  31BB 3104 3205 3224 32134 3334 3374 3433 34FA 3519 354E
3650  3668 36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 3909  39FA
3A17 3A80 3ABE 3806 3884 3BE7 3BEB 3078 3CDO 3CD3 3012  3090 3DF6 3827 3E5C
3E5D 3F00 3FC9 3FCB 406D 40EA 414E 4184  4123 41A5 420C 425F 42BA 42DF 4316
4389 441F 4489 44FE 4501  4651 46AO 48D9 494A 49A7 49AB 4981 49CB 49F9 4AOF
4A49 4A6F 28 NOVEMBER 2006  5 4A80 4AB3 4AC5 484E 4B5B 4B93 4BC7 4CBA 4000
400F 4D4E 4D93  4DF4 4E35 4E41 4E48 4E4D 4E76 4E71) 4891 4EF6 5036 50C4
5137  



5146 5204 5264 528E 53D7 541F 5489 548D 54E5 556B 55BE 5610  5665 56BA 56D8
5706 5720 5771 5889 5887 5928 5983 5A03 5ACB  SAF1 5800 5848 5887 5008 5C1A
5C3E 5CA6 5CC8 5000 50E1 5CE6  5D3E 5DC4 5E86 5EEC 5F1D 5F42*608E 60F9 612A
61DA 6111 6115  627D 6374 638A 63AO 63FO 6452 64A6 6519 6556 6676 6692 66DO
67A8 6789 681C 6822 6836 68B4 6920 697B 6988 6A73 6A7C 6ABC  6AA7 6BO3 6B11
6855 6B6E 6BAD 6BE2 6C7B 6C84 6000 6D2D 6040  6DF9 6E27 6E6B 6883 6881 6E02
6FOF 6F4A 6180 6FCB 7070 7072  708C 70FC 7118 7157 7270 7291 729A 72AD 736A
73DE 73EO 7430  7433 7463 7483 7519 764E 7666 7679 768F 7727 7739 7780 778A
7785 77F5 7819 783C 78DO 7920 7976 7983 79A1 7A81 7820 782E  7869 7860 7B9D
7BCC 7BD2 7316.7061k 7CF5 7CFD 7D4E 7D62 7D8D  7EF6 7EFE 7FOB 803A 804A
8077 8006 8125 817A 8181 82A4 8281  8359 836E 8379 8393 8441.846C 84DD 8526
85D4 865E 86A4 86AB  871D 878D 87BD 87F4 880A.8815:8830 8869 88DO 8944 8954
8958  899B 81k63 8A77 SAC1 80A0 OBAF 8C37 8061k 8C70 8D54 8D7D 8D87  8852
8E60 8E97 8ED6 8EDE 8F76 90AF 90DD 9126 914E 9172 91F2  9266 929E 9287 9302
9327 932E 934E 934D 9383 93DF 94AB 94D9  95135 95FO 9615 96DE 96DF 978E
98A0 98DF 9A72 9889 9BFF 9CF1  9DOD 9D3D 9D7B 9E37 9E92.9EBC 9F08 9FAC 9FBD
9FD4 9FEE 9FFC  A046 A063 AO8B A098 AOB9 AOE7 A179 AMA6 AlEB A2A2 A341 A3B1
A40E A41B A482 A486 A4C7 A4CE A4D2 A50F A525 A541 A5AB A5E9  A60A A65C A664
A61k1 A749 A76A A7E7 A801 A867 A905 A90B A9ED  AAEC AAF6 A1349 AB86 AD94
ABA5 ABFF AC28 AC9F ACBO ACCT ADIO  AD6B AD72 AE36 AF8B AF90 B06FBOAC B149
B16B B182 BlA3 81D1  81E4 81E8 B34A 13374 13E2 8418. B468 84E0 B523 B577
13595 8515  B5F7 8603 B758 8758 B792 8710 88E5 88E0 B9AO BA03 BA12 BA30
BA42 BA4C BA56 BBIA BB31 BBEC.BBF6 BC9E BODE BCF3 BCFE BD87  BD9F BDCA BDD9
BE3A BE55 BED9BF14 BFD4 C01B COFC C18A C1EB  C318 C3F6 C411 0450 C45D C4D7
654A 0505 0680 C607 C74B C7A4  C7AC C7F1 C821 C85C CBCD C93F C9CA C9F5 CA04
CALF CARDCAC9  CAEOCB12-CB3F CB49 CB5A C86F CC4C CC5C CC713 CODE CD19 CDC8
CE09 CEA4 GEED CF03 CF10 CF23 DOOF D03C D066 D088 DOD6D145  0181 01E1k D20B
D22C 026E D2 7B D2A4 D33C D3B6 D431 D485 D49F  0481? D585 D615 D68E 0600
D6E6 D71C 0720 0753 D7C4 D7C6 D856  D878 D90E D939 D948 D994 D9BD D98E DA11
DA61 DAFB D811 DC22  DD84 DD90 DE73 DEBE DE96 DEBC DECO DF42 DF93 DF96 DF98
E005  E015 E073 EOB4 EOCA E12E 815C.E268 8283 E3F9 E432 E43B 4481  E4E7
E554 E588 E5D5 E60F E65C E666 E73B E7AO E7A7 E7E4 E800  B812 E81k1 E8B1
E943 E967 E9A5 EA40 EAD1 EAFA 8838 8801 EC5E  



ECAA EC88 ECBB EDA9 EDGE EE9F-EEFS F063 F695 F087 F15A F161  1190 1107 F291
F3BC F44D F407 E561 F577 F57C F5B5 F5C9 ME  F5FA 1518 F63D F64E F67B 167E
16A1k 1688 F6C3 1705 1801 F830  FSDA F938 F949 F960 F96D F9E3 FA34 FA39
FAEA FAFS FAFC FBF5  FC03 FC70 FC91? FCCO FCFA FCFD FD7C FDFC FE44 FE7E
FEBC FF98  FFAB Still further features may provide for the algorithm that
forms the secret key for the COMP128-1 algorithm from the set of strong key
byte pairs, expressed in  pseudocode,to be: 9 w is the key used in the
COMP128-1 algorithm 28 NOVEMBER 2006  6 new byte[16] // Generate a pair of
strong key bytes  for(j=0;j<8;j++) {r = a random integer in the range I -
769 k = the r-th value in the table of secret keys  K[j] = the MSB of k
K+8] = the LSB of k.) Still further features may provide for the algorithm
used to select the strong key byte pairs that comprise the secret key to be
programmed into a SIM card operable  in a GSM telephone network. In
accordance with a second aspect of the present invention, there is provided
a challenge- response authentication method which includes applying an
algorithm and a secret key  comprising strong key byte pairs to a random
challenge generated by a central network to  produce a response at the
central network and a response at the central network and a  response on a
given encoding device and comparing the responses to authenticate a user.
Further features of the method may provide for the challenge to be
generated by a GSM  network operator and for the responses to the challenge
to be generated by the GSM  network operator and on a SIM card operable on
a GSM network. A further feature of the method may provide for the
challenge to be generated by a GSM  network operator operating with the
COMP- 128-1 algorithm. Further features of the method may provide for the
secret key to be formed by the SIM card  itself from a set of strong key
byte pairs stored on the SIM card, and for the method to  include the step
of programming the SIM card with an algorithm used to form the secret key
from the set of strong key byte pairs. Still further features of the method
may provide for the algorithm that forms the secret key  for the COMP128-1
algorithm from the set of strong key byte pairs, expressed in  pseudocode,
to be: // Ki is the key used in the COMP128-1 algorithm 



28 NOVEMBER 2006  7 Iq new byte[16] // Generate a pair of strong key bytes
for 0=0; j<8; j++) {r = a random integer in the range I - 769  k = the r-th
value in the table of secret keys  K{ij=theMSBofk KU+8}=theLSBofk.}  In
accordance with a third aspect of the present invention, there is provided
a SIM card  operable on a GSM network programmed with a secret key. In
accordance with a fourth aspect of the present invention, there is provided
a secret key  comprising at least some strong key byte pairs. The secret
(expressed in hexadecimal) may  be formed using any one or more of the
strong key byte pairs below: 0008 003F 0058 006D 0119 01A8 01F8 0293 031E
035A 036B 03BA  03CF 03FC 0452 04CA 0532 05A9 05EO 063B 0657 0850 089F 09CE
OA88 0AA6 OB00 OB7F OBD2 OC42 0CE8 OD18 OD9D OE14 OEA4 0EA9  OED9 OF4AOF4D
OF6F 0FA5 OFDO OFE6 1011 1056 LOAD 10CF 1110  116B 11C4 11DA 11DB 1228 123D
12BA 12CB 1288 140E 148F 1588  1596 1506 15EO 1638 1643 1728 173A 180D 1871
1803 1901 192F  1935 1965 1975 1978 19CD 1A5C 1ABB 1820 1BA4 1884 1800 1068
1CD7 1037 105F 1087 1E03 181E 1820 1F44 1F54 1FCA 201B 201E  2057 2069 2079
207B 2137 21CO 2268 22DC 2385 23CF 2432 2581  25A5 2685 2691 273E 276E 2777
2793 2812 2817 2859 28AC 2A61  2C39 2CD2 2CD7 2D6D 2878 2893 2EE1 2F19 3074
3088 30BA 30F8  318E 31D4 3205 3224 3284 3334 3374 3433 34FA 3519 354E 3650
3668 36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 39D9  39FA 3A17 3A80
3ABE 3606 3BE4 3887 3BEB 3C78 3000 3003 3D12  3090 3DF6 3827 3E5C 3E5D 3F00
3FC9 3FCB 406D 40EA 414E 4184  41A3 41A5 420C 425F 42BA 42DF 4316 4389 441F
4489 44FE 45D1  4651 46AO 48D9 494A 49A7 49AB 4981 49CB 49F9 4AOF 4A49 4A6F
4A80 4AB3 4AC5 464E 4B5B 4893 4BC7 4CBA 4000 4DOF 4D4E 4D93  4DF4 4835 4841
4E4B 4E4D 4876 4E7D 4891 48F6 5036 5004 5137  5146 5204 5264 528E 53D7 541F
5489 548D 5485 556B 55BE 5610  5665 56BA 5608 5706 5720 5771 5889 5887
.5928 5983 5A03 5ACB  5AF1 5800 584E 5BB7 5008 5012k 5038 5CA6 5CC8 SCCC
5CE1 50E6  5D3E 5DC4 5E86 5880 5F10 SF42 608E 60F9 612A 61DA 61F1 61F5
627D 6374.6382k.63A0. 63FO 6452 64A6 6519 6556 6676 6692 66DO  672k8 6789
681C 6822 6836 6884 6920 697B 6988 6A73 6A7C 6A6C  6AA7 6803 6611 6855 686E
682W 6BE2 6C7B 6C84 6000 6D2D 6D40  



60F9 6827 6E68 6E83 6881 6ED2 6FOF 6F4A 6F80 6FC8 7070 7072  7080 70FC 7118
7157 7270 7291 7292k 72AD 736A 73DE 73EO 7430  7433 7463 7483 7519 764E
7666 7679 768F 7727 7739 7780 778A  7785.77F5 7819 7830 78D8 7920 7976 7983
79A1 7A81 7820 782E  7869 7B6C 7890 76CC 7802 7BF6 7C6A 7CF5 7CFD 7D4E 7D62
7D8D  7EF6 7EFE 7FOB 803A 804A 8077 80C6 8125 817A 8181 82A4 8261 --
---------- 28 NOVEMBER 2006  8 8359 836E 8379 8393 8441 846C 84DD 8526 85D4
865E 86A4 86AB  871D 878D 87BD 87F4 880A8815 8830 8869 88DO 8944 8954 8958
899E 8A63 8A77 8AC1 8BAO 8BAF 8037 8C6A 8C70 8D54 8D7D 8D87  8E52 8E60
8E978E06 8E0E 8F76 90AF 90DD 9126 914E 9172 91F2  9266 929E 9287 9302 9327
932E 934B 934D 9383 93DF 94AB 94D9  9585 95FO 9615 96DE 96DF 978E 98AO 98DF
9A72 9B89 9BFF 9CF1  9DOD 9D3D 9D78. 9E37 9E92 9EBC 9F08 9FAC 9FBD 9FD4
9FEE 9FFC  A046 A063 A08B A098 A089 AOE7 A179 AiA6 A1E8 A2A2 A341 A381
A40E A41B A482 A486 A4C7 A4CE A4D2 A50F A525 A541 A5AB A5E9  A60A A65C A664
A6A1 A749 A76A A7E7 A801 A867 A905 A90E A9ED  AAEC AAF6 AB49 AB86 AB94 ABAS
ABFF AC28 AC9F ACBO ACCT AD10  AD68 AD72 AE36 AF8BAF90 B06F BOAC B149 B16E
B182 B1A3 B1D1  81E4 BIE8 B34A 8374.83E2 841B B468 8480 B523 B577 B595 85F5
8517 8603 B758 B75B B792.8710 88E5 B8EC 89A0 BA03 BA12 BA30  BA42 BA4C BA56
BB1A BB31 BBEC BBF6 BC9E BCDE BCF3 BCFE BD87  BD9FBDCA BDD9 BE3A BE55 BED9
BF14BFD4 C01B COFC C18A CIEB  C318 C3F6 C411 C450 C45D C4D7 C54A C5C5 C680
C6D7 C74B C7A4  C7AC C7F1 C821 C85C CBCD C93F C9CA C9F5 CA04 CAMF CARD CAC9
CAEO CB12 CB3F CB49 CBSA C86F CC4C CC5C CC7B CCDE CD19 CDCB  CE09 CEA4 CEED
CF03 CF10 CF23 DOOF D03C D066 D088 DOD6 D145  D1B1 D1EA D20B D22C D26E D27B
D2A4 D33C D3B6 D431 D485 D49F  D4BF D5E5 0615068E D600 D6E6 D71C D72C D753
D7C4 D7C6 D856  0878'090E D939 D948 D994 0980 D9BE DA11 DA61 DAF8 01311
DC22  DD84 DD90 DE73 DUE DE96 DEBC DECC DF42 DF93 DF96 DF98 E005  E015 E073
E084 EOCA E12EE15C E268 E283 E3F9 E432 E438 E4B1  E4E7 E554 E5B8 E5D5 E60F
E65Q 8606 E73B E7A0 E7A7 E7E4 E80C  B812 E8A1 E881 E943 E967 E9A5 EA40-EADI
EAFA EB3B EBC1 EC5E  ECAA ECB8 ECBB EDA9 EDCE EE9F EEF5 F063 F095 FOB7 F15A
F161  F19C F1C7 F291 F3BC 1440 F487 F561 F577 F57C 1585 F5C9 F5EE  FSFA
F5FB F63D F64E F67B 1678 F6AA 1688 F6C3 1785 F801 1830  F8DA F938 F949 F960
F96D F9E3 FA34 FA39 FAEA FAF5 FAFC FBF5  



FC03 FC70 FC9F FCCO FCFA FCFD FD70 FDFC FE44 187E FEBC FF9B  FFAB In
accordance with a fifth aspect of the present invention, there is provided
an algorithm,  expressed in pseudocode, to form a secret key for a
cryptographic scheme using the  COMP128-1 algorithm from a set of strong
key byte pairs to be: K is the key used in the COMP128-1 algorithm  w = new
bytejl6] !/ Generate a pair of strong key bytes  for 0=0. j<8; ]++) {r = a
random integer in the range 1 - 769  k = the r-th value in the table of
secret keys  Kjj] = the MSB of k Kjj+8] = the LSB of k.} 28 NOVEMBER 2006
9 In accordance with a sixth aspect of the present invention, there is
provided a GSM  network using a challenge-response authentication method
which includes applying an  algorithm and a secret key comprising at least
some strong key byte pairs to a random  challenge generated by a central
network to produce a response at the central network and a  response on a
given encoding device and comparing the responses to authenticate a user.
DETAILED DESCRIPTION OF THE INVENTION An embodiment of the invention is
described by way of example only and should not be  construed as limiting
the scope of the invention in any way. One of the most widely used
algorithms for mobile telephone networks is called the  COMP128-1
algorithm. The algorithm uses a 16 byte secret key, which means the
probability of determining the whole key by chance is 1 in 2128. This is
called the key  space. Such a vast key space effectively nullifies the
possibility of revealing a secret  key in a SIM card based on pure chance.
However, in a report released by Briceno, Goldberg and Wagner (the 'BGW
report), it  was shown that with physical access to a SIM card using the
COMP128-1 algorithm,  an off-the shelf smart card reader and a computer,
the secret key in that SIM card  could be deduced using approximately 150
000 challenges. This took approximately 8  hours working with a system that
produces 6,25 challenges per second. The SIM, and in particular the secret
key on that SIM and the known algorithm were  subjected to a number of
specially selected challenges to which they produced a  response in each
instance. Due to weaknesses in the algorithm it was found that by varying
certain pairs of bytes  in a series of challenges, and only those bytes;
the responses were found to be the  same with comparatively high
probability. Using the like responses and the known  challenges it was
possible to work backwards, using the known algorithm, to deduce  



which bytes in the secret key would give like responses. 28 NOVEMBER 2006
10 Each such collision revealed two bytes of the sixteen-byte key and with
sufficient  challenges it was found possible to reveal all sixteen bytes of
the key. With the secret  key revealed, a new SIM with the same secret key
can be programmed and used. The  charges for that new SIM will be billed to
the account of the user of the original SIM.  This is termed SIM-cloning or
GSM-cloning. The COMP128-1 algorithm has 40 rounds of application. It has
been found that a  collision after round 40 Is more than likely a result of
a collision that occurred at round 2  in the algorithm when a pair of
challenges of the form identified in the BGW report are  used and which has
been carded through the remaining rounds of application. Round 2
collisions are far more likely to occur than those in the subsequent rounds
and, as  such, the byte pairs are easier to reveal at this round than in
subsequent rounds. To  put this difference in perspective, one needs to
issue approximately 23000 challenges  to have a reasonable chance of
witnessing a round 2 collision whereas approximately  260000 challenges are
required to witness a round 3 collision with the same probability  as for
the round 2 collision. This simplifies the deduction of the secret key from
the  results of the application of the challenge to the algorithm and
secret key. There are 65536 possible values for a pair of key bytes. Each
and every pair of key  bytes was tested and it was found, surprisingly,
that certain pairs of key bytes do not  produce collisions at round 2 of
the COMP128-1 algorithm for challenges of the form  used in the BGW report.
In other words these byte pairs were strong key byte pairs for  the
purposes of a round 2 collision of the COMP128-1 algorithm. This
characteristic means that these numbers will not produce like responses at
round  2 of the algorithm to a slightly varied challenge and effectively
offer no dues as to the  value of a particular key-byte in the secret key
when producing that response. Seven  hundred and sixty nine pairs of key
bytes were found not to produce a collision at  round 2 of the COMP128-1
algorithm. As was explained earlier most of the weak keys  in the COMP128-1
algorithm were weak because of their susceptibility to a collision at
round 2 of the algorithm, and thus these keys are significantly stronger
and more  difficult to reveal than keys which do produce such a collision.
The strong key bytes for  the COMP128-1 algorithm, which in this case are
In the form of strong key byte pairs  (expressed in hexadecimal), were
found to be the following: 28 NOVEMBER 2006  11 OOOB 003F 005B 006D 0119
01A8 01F8 0293 031E 035A 036B 03BA  03CF 03FC 0452 04CA 0532 05A9 05EO 063B
0657 085C 089F 09CE  OA88 OAA6 0800 087F OBD2 OC42 OCE8 OD18 OD9D OE14 OEA4
OEA9  OED9 OF4A OF4D OF6F OFA5 OFDO OFE6 1011 1056 LOAD 1OCF 1110  



116B 1104 11DA 11DB 1228 123D 12BA 12CB 12E8 140E 14BF 1588  1596 15D6 15EO
1638 1643 1728 173A 180D 1871 18C3 1901 192F  1935 1965 1975 1978 19CD 1A5C
TABS 1320 1BA4 1884 1BCO 1C68  1C07 1D37 105F 1087 1E03 ME 1E20 1F44 1F54
1FCA 201B 201E  2057 2069 2079 2073.2137 21C8 2268 22DC 2385 23CF 2432 2581
25A5 2685 2691 273E 276E 2777 2793 2812 2817 2859 28AC 2A61  2C39 2CD2 2CD7
2D6D 2E7B 2E93 2EE1 2F19 3074 3088 30BA 30F8  31BB 31D4 3205 3224 32E4 3334
3374 3433 34FA 3519 354E 3650  3668 36AE 371D 3721 3751 378C 379E 3816 38F9
392C 3977 39D9  39FA 3A17 3A80 3ABE 3806 3BE4 3BE7 33E8 3C78 3C00 3CD3 3012
3D9D 30F6 3E27 3E5C 3E5D 3F00 3FC9 3FCB 406D 40E11/4 414E 4184  41A3 41A5
420C 425F 42BA 42DF 4316.43E9 441F 4489 44FE 45D1  4651 46A0 48D9 494A 49A7
49AB 4931 49CB 49F9 4AOF 4A49 4A6F  4A80 4AB3 411/4C5'484E 4B5B 4893 4BC7
4CBA 4CCC 4DOF 4D4E 4D93  4DF4 4335 4E41 4E43 4E4D 4E76 4E7D 4E91 4EF6 5036
50C4 5137  5146 5204 5264 528E 53D7 541F 5489 548D 54E5 556B 558E 5610
5665 56311/4 56D8 5706 5720 5771 5889 5887 5928 5983 5A03 SACS  5AF1 5500
5848 5BB7 5C08 5C1A 5C3E 5CA6 5CC8 SCCC 5CE1 5CE6  5D3E 5DC4 5E86 5EEC 5F10
5F42 608E 60F9 612A 61DA 61F1 613'5  627D 6374 638A 63AO 63FO 6452 64A6
6519 6556 6676 6692 66DO  67A8 67E9 6810 6822 6836 6884 6920 697B 6988 6A73
6A7C 6A8C  6AA7 6803 6811 6855 666E 631W 68E2 6078 6C84 6000 6D2D 6D40
6DF9 6E27 6E6B 6E83 6E31 6ED2 6FOF 6F4A 6F80 6FCB 7070 7072  708C.70FC 7118
7157 7270 7291 729A 72AD 736A 73DE 73EO 7430  7433 7463 7433 7519 764E 7666
7679 768F 7727 7739 7780 778A  7785 77F5 7819 783C 7808 7920 7976 7983 79A1
7A81 7820 762E  7869 7360 7890 78CC 7BD2 7BF6 7C6A 7CF5 7CFD 7D4E 7D62 7080
7EF6 7EFE 7FOB 803A 804A 8077 80C6 8125 817A 8181 82A4 8281  8359 836E 8379
8393 8441 846C 84DD 8526 85D4 865E 86A4 86AB  871D 878D 87BD 87F4 880A 8815
8830 8869 88DO 8944 8954 8958  899E 811/463 8A77 8AC1 8BA0 BBAF 8037 8C6A
8C70 8054 8D7D 8D87  8E52 8E60 8E97 8ED6 8EDE 8F76 90AF 90DD 9126 914E 9172
91F2  9266 929E 9287 9302 9327 932E 934B 934D 9383 93DF 94AB 94D9  9585
95FO 9615 96DE 96DF 978E 98AO 98DF 9A72 9889 98FF 9CF1  9DOD 9D3D 9D7B 9E37
9E92 9EBC 9F08 9FAC 9FBD 9FD4 9FEE 9FFC  A046 A063 A08B A098 AOB9 AOE7 A179
A1A6 A1E8 A2A2 A341 A331  A40E A41B A482 A486 A4C7 A4CE A4D2 A50F A525 A541
A5AB A5E9  A60A A65C A664 A6A1 A749 A76A A7E7 A801 A867 A905 A90E A9ED
AAEC AAF6 AB49 AB86 AB94 ABA5 ABFF AC28 AC9F ACBO ACCT AD10  AD6B AD72 AE36
AFBB AF90 B06F BOAC B149 B16E B182 B1A3 B1D1  



31E4 31E8 33411/4 B374 B3E2 B41B B468 34E0 B523 B577 B595 B5F5  B5F7 8683
B758 B75B B792 B7FO 38E5 B8EC 891W BA03 BA12 3A30  BA42 BA4C BA56 BB1A BB31
BBEC SBF6 BC9E BCDE BCF3 BCFE BD87  BD9F BDCA BDD9 BE3A BE55 BED9 BF14 BF04
CO1B COFC C18A C1EB  0318 C3F6 C411 C450 C45D C07 C54A C5C5 C680 C6D7 C74B
C7A4  C7AC C7F1 C821 C85C C8CD C93F C9CA C9F5 CA04 CAlF CABD CAC9  CAEO
CB12 CB3F CB49 CBSA CB6F CC4C CC5C CC7B CCDE CD19 CDC8  CE09 CEA4 GEED CF03
CF10 CF23 DOOF D03C D066 D088 00D6 D145  0131 01E11/4 D20B D22C D26E D27B
D2A4 D33C D3B6 D431 D485 D49F  D4BF D5E5 D615 D68E 0600 D6E6 D71C D72C D753
D7C4 D7C6 D856  D878 D90E D939 D948 D994 D9BD D9BE DAll DA61 DAF8 DB11 DC22
DD84 DD90 DE73 DE8E DE96 DEBC DECO DF42 DF93 DF96 DF98 E005 28 NOVEMBER
2006  12 E015 E073 EOB4 EOCA E12E E15C E26B E2B3 E3F9 E432 E43B E4B1  E4E7
E554 E5B8 E5D5 E60F E65C E6D6 E738 E7AO E7A7 E7E4 E80C  E812 E8A1 E8B1 E943
E967 E9A5 EA40 EAD1 EAFA EB3B EBC1 EC5E  ECAA ECBB ECBB EDA9 EDCE EE9F EEFS
F063 F095 FOB7 F15A F161  F19C F1C7 F291 F3BC F44D F487 F561 F577 F57C F5B5
F5C9 FSEE  F5FA FSFB F63D F64E F67B F67E F6AA F6BB F6C3 F7B5 F801 F830
FODA F938 F949 F960 F96D F9E3 FA34 FA39 FAEA FAF5 FAFC FBF5  FC03 FC70 FC9F
FCCO FCFA FCFD FD7C FDFC FE44 FETE FEBC FF9B  FFAB If the secret key for a
SIM card in a system using the COMP128-1 algorithm is  generated using only
strong key byte pairs, It has been found that the possibility of  deducing
the secret key by selectively varying the challenge and analysing the
results  was significantly reduced. It will be appreciated by those skilled
in the art that if one reduces the number of  variables with which one can
make up the secret key (that is instead of 65536 keys to  choose from you
now only have 769) then the key space is significantly reduced. In this
instance the key space is reduced by a factor of 251.9. Previously, the key
space for the  COMP128-1 algorithm was 2"8. Now that key space is 7698 or
2787. However, even  with this reduction In key space, the key space of
276.7 is still large enough to prevent  decryption of a secret key by pure
brute force attack. It will be appreciated that a number of variations can
be made to the above  embodiment without departing from the scope of the
invention. Any algorithm which is  susceptible to collisions, not only the
COMP128-1 algorithm and not only in a GSM  environment, being used in a
cryptographic scheme would benefit from the application  of the invention.
Similarly, any encoding device may be used instead of a SIM card  and the
network operator can be replaced by a suitable central network capable of  



communicating with a particular encoding device on a public communication
system.  Furthermore, the collision can occur at any round of application
of a given algorithm  and thus the strong key byte pairs may be determined
on the basis that they are not  susceptible to collisions in that
particular round of the attack. 28 NOVEMBER 2006  13 CLAIMS  1. A method
for protecting a secret key cryptographic scheme including the steps  of
generating a set of strong key byte pairs for a given algorithm, selecting
from  the set a predetermined number of strong key byte pairs to at least
partly form a  secret key of predetermined length, and programming an
encoding device with  the secret key. 2. A method as claimed in claim I in
which an algorithm selects the strong key  byte pairs that comprise the
secret key. 3. A method as claimed in claim I or 2 in which the secret key
is programmed Into  a SIM card operable on a GSM network. 4. A method as
claimed in any one of claims I to 3 in which the cryptographic  scheme is a
GSM authentication scheme operating with the COMP128-1  algorithm and the
strong key byte pairs are such that a collision is not produced  at round 2
of the COMP128-1 algorithm application when a BGW-style  challenge is used
on the algorithm. 5. A method as claimed in any one of claims 1 to 4 in
which the secret key  (expressed in hexadecimal) is formed using any one or
more of the strong key  byte pairs below: OOOB 003F 005B 006D 0119 01A8
01F8 0293 031E 035A 036B 03BA  03CF 03FC 0452 04CA 0532 05A9 05EO 0638 0657
085C 089F 09CE  OA88 OAA6 OB00 OB7F 0BD2 OC42 0CE8 OD18 OD9D OE14 OEA4 OEA9
OED9 OF4A OF4D OF6F OFA5 OFDO OFE6 1011 1056 LOAD 10CF 1110  116B 11C4 11DA
11DB 1228 123D 12BA 12CB 12E8 140E 14BF 1588  1596 15D6 15EO 1638 1643 1728
173A 180D 1871 18C3 1901 192F  1935 1965 1975 1978 19CD 1A5C 1ABB 1320 18A4
1884 1BCO 1C68  1C07 1037 105F 1087 1E03 ME 1E20 1F44 1F54 1FCA 201B 201E
2057 2069 2079 207E 2137 21C8 2268 22DC 2385 23CF 2432 2581  25A5 2685 2691
273E 276E 2777 2793 2812 2817 2859 28AC 2A61  2C39 2CD2 2CD7 2D6D 2E7B 2E93
2EE1 2F19 3074 3088 30BA 30F8  31BB 31D4 3205 3224 32E4 3334 3374 3433 34FA
3519 354E 3650  3668 36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 39D9
39FA 3A17. 3A80 3ABE 3806 3BE4 33E7 38E8 3C78 3CD0 3CD3 3D12  3D9D 3DF6
3E27 3E5C 3E5D 3F00 3FC9 3FCB 406D 40E2k 414E 4184  41A3 41A5 420C 425F
42BA 42DF 4316 43E9 441F 4489 44FE 4501  



4651 46A04809 494A 49A7 49AB 4981 49011 49F9 4AOF 4A49 4A6F  4A80 4AB3 4AC5
484E 4B5B 4893 4BC7 4052k 4000 4DOF 4D4E 4D93 WO 03/094483 28 NOVEMBER 2006
14 40F4 4835 4841 4E4B 4E4D 4876 4E7D 4891 4EF6 5036 50C4 5137  5146 5204
5264 528E 53D7 541F5489 548D 5485 556E 55BE 5610  5665 56BA 56DB 5706 5720
5771 5889 5887 5928 5983 5A03 5AC8  51F1 5800 5848 5337 5C08 5C1A 5C3E 5CA6
5CC8 5000 5CE1 5CE6  5D3E 5DC4 5886 SEEC 5F1D SF42 608E 60F9 612A 61DA 61F1
61F5  627D 6374 638A 63A0 63F0 6452 64A6 6519 6556 6676 6692 6600  67AB
6789 681C 6822 6836 6884 6920 697B 6988 6A73 6A7C 6A8C  6AA7 6303 6311 6B55
6B6E 6BAD 6BE2 6C7B 6C84 6000 6D2D 6D40  6DF9 6827 6863 6883 6E81 6ED2 6FOF
6F4A 6F80 6FCB 7070 7072  708C 70FC 7118 7157 7270 7291 729A 72AD 736A 73DE
73E0 7430  7433 7463 7483 7519 764E 7666 7679 768F 7727 7739 7780 778A
7735 77F5 7819 783C 78D8 7920 7976 7983 79A1 7A81 7320 7B2E  7869 786C 7B9D
7BCC 7BD2 7BF6 7C6A 7CF5 7CFD 7D4E 7D62 7D8D  7EF6 7EFE 7F08 803A 804A 8077
80C6 8125 817A 8181 82A4 8281  8359 836E 8379 8393 8441 846C 84DD 8526 85D4
865E 86A4 86AB  871D 878D 87BD 87F4 880A 8815 8830 8869 8800 8944 8954 8958
899B 8A63 BA77 BAC1 88A0 8BAF 8C37.8C6A 8C70 8D54 8D7D BD87  8E52 8860 BE97
BED6 8E02 8F76 90AF 90DD 9126 914E 9172 91F2  9266 929E 9287 9302 9327 932E
934B 934D 9383 93DF 94AB 94D9  9535 95F0 9615 96DE 96DF 978E 98A0 98DF 9A72
9889 9BFF 9CF1  9DOD 91)3D 9D7B 9837 9892 9EBC 9F08 9FAC 9FBD 9FD4 9FEE
9FFC  A046 A063 A08B A098 A039 AOE7 A179 A1A6 A1E8 A2A2 A341 A331  A40E
A41B A482 A486 A4C7 A4CE A4D2 A50F A525 A541 ASAB A5E9  A60A A65C A664 A6A1
A749 A76A A7E7 A801 A867 A905 A90E A9ED  AAEC AAF6 AB49 A886 AB94 ABAS ABFF
AC28 AC9F ACBO ACCT AD10  AD6B AD72 AE36 AF8B AF90 B06F BOAC 8149 B16E B182
B1A3 B1D1  81E4 B1E8 B34A B374 B3E2 B41B B468 84E0 B523 B577 B595 B5F5
B5F7 B6D3 B758 B75B 379237F08885 B8EC 89A0 BA03 BA12 BA30  BA42 BA4C BA56
BB1A BB31 BBEC BBF6 BC9E BCDE BCF3 BCFE BD87  BD9F BDCA BDD9 BE3A BE55 BEDS
BF14 BFD4 CO1B COFC C18A C1EB  C318 C3F6 0411 C450 C45D C4D7 C54A C5C5 C680
C6D7 C74B C7A4  C7AC C7F1 C821 C85C CBCD C93F C9CA C9F5 CA04 CALF CARD CAC9
CAEO CB12 CB3F C849 CBSA CB6F CC4C CC5C CC7B CCDE CD19 CDC8  CE09 CEA4 CEED
CF03 CF10 CF23 DOOF D03C D066 D088 DOD6 D145  D1B1 D1EA D20B D22C D26E D27B
D2A4 D33C D3B6 D431 D485 D49F  D4BF D5E5 D615 D68E 0600 D6E6 D71C D72C D753
D7C4 D7C6 D856  



D878 D90E D939 D948 D994 0930 D9BE DA11 DA61 DAFB 0811 DC22  DD84 DD90 DE73
DE8E DE96 DEBC DECC DF42 DF93 DF96 DF98 E005  E015 E073 8084 EOCA E12E E15C
E26B E2133 E3F9 E432 E43B E4B1  E4E7 E554 E5138 E5D5 E60F E65C E6D6 E73B
E7A0 E7A7 E7E4 E80C  B812 E8A1 E8B1 E943 8967 E9A5 EA40 EAD1 EAFA EB3B EBC1
EC5E  ECAA ECB8 ECBB EDA9 EDCE EE9F EEF5 F063 F095 FOB7 F15A F161  F19C
F1C7 F291 F3BC F44D F487 F561 F577 F57C F5B5 F5C9 FSEE  FSFA F5FB F63D F64E
F67B F67E F6AA F6BB F6C3 F7B5 F801 F830  F8DA F938 F949 F960 F96D F9E3 FA34
FA39 FAEA FAF5 FAFC FBF5  FC03 FC70 FC9F FCCO FCFA FCFD FD7C FDFC FE44 FE7E
FEBC FF9B  FFAB 6. A method as claimed in any one of the preceding claims
in which the algorithm  that forms the secret key for the COMP128-1
algorithm from the set of strong  key byte pairs, expressed in pseudocode,
is: // K is the key used in the COMP128-1 algorithm  Fy = new byte[16] 28
NOVEMBER 2006  15 // Generate a pair of strong key bytes  for G=O; j<8;
]++) {r = a random integer in the range 1- 769  k = the r-th value in the
table of secret keys  l45] = the MSB of k K0+81 = the LSB of k.} 7. A
method. as claimed in any of claims I to 6 in which the algorithm used to
select the strong key byte pairs that comprise the secret key is programmed
into a SIM card operable in a GSM telephone network. 8. A
challenge-response authentication method which includes applying an
algorithm and a secret key comprising strong key byte pairs to a random
challenge generated by a central network to produce a response at the
central  network and a response on a given encoding device, and comparing
the  responses to authenticate a user. 9. A method as claimed in claim 8 in
which the challenge is generated by a GSM  network operator, and the
responses to the challenge are generated by the  GSM network operator and
on a SIM card operable on a GSM network. 10. A method as claimed in claim 9
in which the challenge is generated by a GSM  network operator operating
with the COMP-1 28-1 algorithm. 11 A method as claimed in any one of claims
8 to 10 in which the secret key is  formed by the SIM card itself from a
set of strong key byte pairs stored on the  SIM card, and the SIM card is
programmed with an algorithm used to form the  



secret key from the set of strong key byte pairs. 12. A method as claimed
in claim 11 in which the algorithm that forms the secret  key for the
COMP128-1 algorithm from the set of strong key byte pairs,  expressed in
pseudocode, is: K is the key used in the COMP128-1 algorithm  >4 = new
byte[16] 28 NOVEMBER 2006  16 // Generate a pair of strong key bytes  for
G=O: }<8: }++) {r = a random integer in the range 1 - 769  k = the r-th
value in the table of secret keys  14G1= the MSB of k -4fi+8} = the LSB of
k.} 13. A secret key for a cryptographic scheme comprising at least some
strong key  byte pairs. 14. A secret key as claimed in claim 13 in which
the secret key (expressed in  hexadecimal) is formed using any one or more
of the strong key byte pairs  below: OOOB 003F 005E 006D 0119 01A8 01F8
0293 031E 035A 036E 03BA  03CF 03FC 0452 04CA 0532 05A9 05EO 063B 0657 085C
089F 09CE  OA88 OAA6 OB00 0137F OBD2 OC42 0CE8 OD18 OD9D OE14 OEA4 O8A9
OED9 OF4A OF4D 0F6F 0FA5 OFDO OFE6 1011 1056 10AD 1OCF 1110  116B 11C4 11DA
11DB 1228 123D 12BA 12CB 12EB 140E 14BF 1588  1596 1506 15EO 1638 1643 1728
173A 180D 1871 18C3 1901 192F  1935 1965 1975 1978 19CD 1A50 TABS 1820 1BA4
1884 1BCO 1C68  1CD7 1037 1D5F 1087 1E03 131E 1820 1F44 1F54 1FCA 201B 201E
2057 2069 2079 207B 2137 21C8 2268 22DC 2385 23CF 2432 2581  25A5 2685 2691
273E 276E 2777 2793 2812 2817 2859 28AC 2A61  2039 2CD2 2CD7 2D6D 2E7B 2393
2EE1 2F19 3074 3088 30BA 30F8  31BB 31D4 3205 3224 3234 3334 3374 3433 34FA
3519 354E 3650  3668 36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 39D9
39FA 3A17 3A80 3ABE 3306 3834 3BE7 3BE3 3078 3CD0 3CD3 3D12  3D9D 3DF6 3327
3E50 3E5D 3F00 3FC9 3FCB 406D 40EA 414E 4184  41A3 41A5 420C 425F 423A 42DF
4316 4339 441F 4489 44FE 4501  4651 46A0 48D9 494A 49A7 49AB 4981 49CB 49F9
4AOF 4A49 4A6F  4A80 4AB3 4AC5 484E 4353 4893 4807 4CBA 4000 4DOF 4D4E 4093
4DF4 4335 4841 4348 4E40 4376 4E7D 4391 4EF6 5036 50C4 5137  5146 5204 5264
528E 53D7 541F 5489 548D 5485 556B 55BE 5610  5665 56BA 56D8 5706 5720 5771
5889 5887 5928 5983 5A03 SACK  



5AF1 SBOO 5848 5887 5C08 5C1A 5C3E 5CA6 5CC8 5000 5CE1 5036  5D3E 5DC4 5386
5EEC 5F10 5F42 608E 60F9 612A 61DA 61F1 61F5  627D 6374 638A 63AO 63FO 6452
64A6 6519 6556 6676 6692 66DO  67A8 6739 681C 6822 6836 6884 6920 697B 6988
6A73 6A7C 6ABC  6AA7 6803 6811 6855 686E 6BAD 6BE2 6078 6084 6000 6D2D 6D40
6DF9 6327 6E6B 6383 6381 6ED2 6FOF 6F4A 6F30 6FCB 7070 7072  708C 70FC 7118
7157 7270 7291 729A 72AD 736A 73DE 73EO 7430  7433 7463 7483 7519 764E 7666
7679 768F 7727 7739 7780 778A  7785 77F5 7819 783C 78DO 7920 7976 7983 79A1
7A81 7820 782E  7869 7860 7B9D 7BCC 7BD2 7BF6 7C6A 7CF5 7CFD 7D4E 7D62 7D8D
7EF6 7EFE 7FOB 803A 804A 8077 8006 8125 817A 8181 82A4 8281  8359 836E 8379
8393 8441 846C 84DD 8526 85D4 865E 86A486A8  871D 878D 87BD 87F4 880A 8815
8830 8869 88DO 8944 8954 8958 28 NOVEMBER 2006  17 899B 8A63 8A77 8AC1 8BA0
8BAF 8C37 8C6A 8C70 8D54 8D7D 8D87  8E52 8E60 8E97 8ED6 BEDE 8F76 90AF 9000
9126 914E 9172 91F2  9266 929E 92B7 9302 9327 932E 934B 934D 9383 93DF 94AB
94D9  95B5 95F0 9615 96DE 96DF 978E 98A0 98DF 9A72 9B89 9BFF 9CF1  9DOD
9D3D 9D7B 9E37 9E92 9EBC 9F08 9FAC 9FBD 9FD4 9FEE 9FFC  A046 A063 A08B A098
AOB9 AOE7 A179 A1A6 A1E8 A2A2 A341 A3B1  A40E A41B A482 A486 A4C7 A4CE A4D2
A50F A525 A541 A5AB A5E9  A60A A65C A664 A6A1 A749 A76A A7E7 A801 A867 A905
A90E A9ED  AAEC AAF6 AB49 AB86 AB94 ABAS ABFF AC28 AC9F ACBO ACCT AD10
AD6B AD72 AE36 AFBB AF90 B06F BOAC B149 B16E B182 B1A3 B1D1  B1E4 Bias B34A
B374 B3E2 B41B B468 B4EO B523 B577 B595 B5F5  B5F7 B6D3 B758 B75B B792 87F0
B8E5 BBEC B9AO BA03 BA12 BA30  BA42 BA4C BA56 BB1A BB31 BBEC BBF6 BC9E BCDE
BCF3 BCFE BD87  BD9F BDCA BDD9 BE3A BE55 BED9 BF14 BFD4 C01B COFC C18A C1EB
C318 C3F6 C411 C450 C45D C4D7 C54A C5C5 C680 C6D7 C74B C7A4  C7AC C7F1 C821
C85C CBCD C93F C9CA C9F5 CA04 CA1F CABD CAC9  CAEO CB12 CB3F CB49 CB5A CB6F
CC4C CCSC CC7B CODE CD19 CDCB  CE09 CEA4 CEED CF03 CF10 CF23 DOOF D03C D066
D088 DOD6 D145  0181 D1EA D20B D22C D26E D27B D2A4 D33C D3B6 D431 D485 D49F
D4BF D5E5 D615 D68E 0600 D6E6 D71C D72C D753 D7C4 D7C6 D856  D878 D90E D939
D948 D994 D9BD D9BE DA11 DA61 DAFB DB11 DC22  DD84 DD90 DE73 DEBE DE96 DEBC
DECC DF42 DF93 DF96 DF98 E005  E015 E073 EOB4 EOCA E12E E15C E26B E283 E3F9
E432 E43B E4B1  E4E7 E554 E5B8 E5D5 E60F E65C E6D6 E73B E7AO E7A7 E7E4 E80C
E812 E8A1 E8E1 E943 E967 E9A5 EA40 EAD1 EAFA EB3B EBC1 EC5E  



ECAA ECB8 ECBB EDA9 EDCE EE9F EEFS F063 F095 FOB7 F15A F161  F19C F1C7 F291
F3BC F44D F487 F561 F577 F57C F5B5 F5C9 FSEE  FSFA FSFB F63D F64E F67B F67E
F6AA F6BB F6C3 F7B5 F801 F830  F8DA F93a F949 F960 F96D F9E3 FA34 FA39 FAEA
FAF5 FAFC FBFS  FC03 FC70 FC9F FCCO FCFA FCFD FD7C FDFC FE44 FETE FEBC FF9B
FFAB 15. A SIM card operable on a GSM network, the SIM card being
programmed with  a secret key as claimed in claim 13 or 14. 16. An
algorithm, expressed in pseudocode, to form a secret key for a
cryptographic scheme using the COMP128-1 algorithm from a set of strong key
byte pairs comprising: /! w is the key used in the COMP128-1 algorithm  Iti
= new byte[16] // Generate a pair of strong key bytes  for (j=0; j<8; j++)
{r = a random integer in the range I - 769  k = the r-th value in the table
of secret keys  Ki[j1= the MSB of k K,0+81= the LSB of k:} 28 NOVEMBER 2006
18 17. A GSM network using a challenge-response authentication method which
includes applying an algorithm and a secret key comprising at least some
strong key byte pairs to a random challenge generated by a central network
to  produce a response at the central network and a response on a given
encoding  device and comparing the responses to authenticate a user. 18. A
GSM network as claimed in claim 17 in which a GSM network operator
operating with the COMP-128-1 algorithm operates the network. 19. A GSM
network as claimed in claim 18 in which the secret key for the  COMP128-1
algorithm is formed from a set of strong key byte pairs using an  algorithm
comprising: is the key used in the COMP128-1 algorithm  w = new byte[16] //
Generate a pair of strong key bytes  for (j=0;j<8;j++) {r = a random
integer in the range 1- 769  k = the r-th value in the table of secret keys
14fij=the MSBof k 14G+8] = the LSB of k.} 20. A GSM network as claimed in
claim 19 in which the secret key (expressed in  



hexadecimal) is formed using any one or more of the strong key byte pairs
below: 000B 003F 005B 006D 0119 01A8 01F8 0293 031E 035A 036E 03BA  03CF
03FC 0452 04CA 0532 05A9 05EO 063B 0657 085C 089F 09CE  OA88 OAA6 OBOO 0B7F
0BD2 OC42 OCE8 OD18 OD90 OE14 OEA4 06A9  OE09 OF4A OF4D OF6F OFAS OFDO 0FE6
1011 1056 LOAD 1OCF 1110  116B 11C4 11DA 11DB 1228 123D 12BA 12CB 12E8 140E
14BF 1588  1596 15D6 15EO 1638 1643 1728 173A 180D 1871 18C3 1901 192F
1935 1965 1975 1978 19CD 1A5C lABB 1620 1BA4 1684 1BCO 1C68  1CD7 1037 1D5F
1087 1E03 161E 1E20 1F44 1F54 1FCA 201B 201E  2057 2069 2079 207B 2137 21C8
2268 22DC 2385 23CF 2432 2581  25A5 2685 2691 273E 276E 2777 2793 2812 2817
2859 28AC 2A61  2C39 2CD2 2CD7 21361) 2E7B 2693 2EE1 2F19 3074 3088 30BA
30F8  31BB 31D4 3205 3224 32E4 3334 3374 3433 34FA 3519 354E 3650  3668
36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 39D9  39FA 3A17 3A80 3ABE
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