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28 NOVEMBER 2006 1 METHOD FOR PROTECTI NG SECRET KEY CRYPTOGRAPHI C SCHEMES
FI ELD OF THE | NVENTION This invention relates to a nethod for protecting
secret key cryptographic schenmes and extends to a novel challenge-response
aut hentication nethod for use in protecting devices 443¢8vEMEPEEHGIs Key
cryptographi ¢ schemes. BACKGROUND TO THE | NVENTI ON A GSM t el ephone net wor k
requi res the use of a challenge-response Iprotocol to authenticate users on
its network. Wien a SIM (subscriber identification nodule) card is issued
to a subscriber it is programmed to contain a unique random nunber call ed
a secret key. Each SIMcard Is also programed with an International

Mobi | e Subscriber Identity (IMSI). There is a unique IMSI for each and
every nobil e tel ephone on a GSM network worl dwi de. The Issuer of the SIM
in nost instances a network provider, Is also supplied with the I MSI and

t he correspondi ng. key. Wen a network operator w shes to authenticate a

SIM It will send a challenge to the SIM based on the SIMs |IMsSI. Each

net work operator uses a standard algorithmfor the challenge-response

met hod and the efficacy of the systemrelies largely on the strength of
the algorithm 28 NOVEMBER 2006 2 The network will, in nost instances,

have a dat abase of SU|tabIe challenges and expected responses based on the
SIMs INMSI. The net vy al | enge and send it

over the air to the ‘ ; 3
schene, being Fa conbi nat i on of cr ypt ogr aph| C aI gorit hm and secr et key, to
t he chal I enge T ponse. The SIM s conputed response is then

sent over the air to the network operator that issued the challenge. If
t he response Wi t r se expected by the network operator,

the SI'M has b?g{?q’ﬂ’%m%%?ﬁe%&ae ‘?'gﬁi@’ g seRet kY @nptPospble sahemestasth may
be, and frequéMends fosa npesbichallekgmmspahge aathentichfivnsmbthiod Jorofgl 19%%%&%

critical inpogkais 89%!8 a particular subscrib
‘remai ns secret. It%g%{h %&%ﬁeg @?F‘S%f?‘gﬁlg ‘possi bl e to deduce the key -

even when a |arge nunber of chall enges and correspondi ng responses may be
exam ned. In particular, issuing challenges that are related in sonme way

shoul d not prg&mﬁl l e responses, with a conparatively high..
probability —OTTC Nalgorithmtotwo di fferent
chal ' enges. and the same response. Is generated. to. both. (terned a
col l'i si on) orAlésmn@ fdheP t e oyt cone hal | enge that has been
varied slightly 'egresl %%@brghahpmﬁgg' 't'st‘?eﬂft th‘ PUPSTPERPAPE s said to be

pro ocol to authenticate users on its neiwork. When a SiM (subsctiber

identification module) card is issued to a subscriber it is programmed to

contain a unique random number called a secret key. Each SIM card is also

programmed with an Intemational Mobile Subscriber Identity (IMSI). There

is a unique IMSI for each and every mobile telephone on a GSM network

worldwide. The issuer of the SIM, in most instances a network provider, is

also supplied with the IMSI and the corresponding key.

 When a network ‘operator wishes to authenticate a SIM, it will send a
challenge to the SIM based on the Siv's IMSL. Each network operator uses
a standard algorithm for the challenge-response method and the efficacy of -
the system relies largely on the strength of the algorithm,




cryptographically weak. In other words, an algorithmthat (for nbst, secret
keys) produces responses that with conparatively high probability are
related to changes in the challenge is not cryptographi caI |y safe Thus,
with a weak algorithm a series of simlar challenges, d ke or
predi ctabl e responses fromwhich it is possible to wor ac war s u5| ng
the knowmn algorithm to deduce the secrefp key of an encodi ng deV| ce such
as a SIMcard. As an exarrpl e, the COWP128-1 al gorithmwas shown to produce

t he sane respoqﬁgﬁ | A bability when the challenge was varied In
respect of cert et?ﬂ'f)rkt‘ﬁ'@ '%Bpﬁ nees: F‘ﬂ"ei%%aflﬁﬁalof%-ﬁg@edﬂ@’emg possible to
Srgduce ‘a col | aad egameﬂg;zgnsm fidfsed enttheCHiv'd AIBIEFhe Adtwork QuilMK baCk}[/\/ﬁFdS to
educe a correggafdis) i ng is
process, it was found&i had o ng%%nh V%"qée {Oth%éngﬁ’ rﬁ?ﬁ@i COVP128- 1
secret key evEHEuXH ;Ppﬁbivé‘ ICWP@QEHB%$@eme. dieing & ,covhimblicangés. |t was
therefore pOSSD"@lbteQI‘Gmd%'bdﬂmm ISR KEF, 19964 Ehalite akPpREUENDER 2006 3
an

Once the secr ef, %gm@m | M card can tcl one r audul ent
t el ephone char qﬁs can P?'BFHE‘E ‘?‘Pé‘s%éseﬁhe'bﬁe@tkféfebV‘PgilirﬁaltheSI M car d.
Si nce COWP128-Re @fkQpefmmﬁiaylswedIﬂwe:dialtengdnelﬁthea'eépoﬁﬁe Rt Wihltie GSM net wor ks,

t Kk b db
GSM cl oni g m‘*@%“é’ SRR D PO, opBRRF o e s Beflior  woul o

I nvol ve the ré® - ng of every SIMcard on that network and woul d
therefore be a very expensi ve and i nconveni ent operation. To phase a new

~algorithmin Iy d vol ve runni n separate al gorithns

si grgml t aneousl ;'\hgn@tb ﬂﬁ\%&& ‘%%‘J°ﬁ8 yﬂ%mﬁﬁeﬁﬁ% 'Eﬂg'é"t  Ipybl P&“‘%’@?%rﬁ!@d
operat ors. HoWeipdt is obyiowshsofisitioal importahcs et theesstmt keysfocs phrttuRy SMICHIRS MRy
exi st speci f i @erﬁ&n@sé&ré’tel? shalidBé b Bificulf %€ BostL 1o AUl WU Lfen'S 2K

whi ch are far | ess I| %_Iéto produce pre e Fesp q?smns
when the chal faRuunber g Fqneﬁﬁmﬁ'%eﬁ@orpﬁim%emawmexamededuce t he
val ue of these secret keys is thus nore difficult than for a randomy

~sel ected secr For. the oses f. this- speC|f|cat|on a strong
" key byte pai rﬁgﬁﬁﬁla{h&gﬁh% qlehgss tﬁéyg ’Wﬁoﬁﬁ WayaRioyld ngy prodyies 1 et

t hat ‘when subpPiegictalile reeponedsa it acdombaramgeeugh ]Smbﬂﬁmy Ifl driecdpplidshd BArEkIC e
related r eSpOQQ@ﬁhrﬁ h@'lwf) Qfﬁe?eg%%élﬁﬁ H%F?gﬁég ,re?gé)n%e a an%O % to ZtgoltheCt ed

secret key val,ues.
described in ‘H@eéﬁ ‘5@!?&5’" enif gpe £ P"&ﬁld the gutsomedp @r ¢challdrge @R BET ben THE

prot ecti ng 2 ERAEL o Lg reruor Sareidey th 00 finfin E, W) oo
partially, @ép&lﬁgg}f%fﬂeaﬁ]lg %%%v ‘%E?\t?rbﬁlﬁ? fithpy 813t diE most. seasetakeyd) an
obj ect of thmdummsmnsemthatmm cnparatitely high RobaBIRP ARSRIRA 18 éhdtRes incat i on
met hod t hat, tﬁécﬂaﬁé}%lgﬁ&wob%pm&%xaeg sone of the abovenentioned

probl ens.

Thus, with a weak algorithm, a series of similar challenges may produce like or
predicbeble responses from which it is possible to work backwards, using the known
algorithm, to deduce the secret key of an encoding device such.as.a SIM card. As an
example, the COMP128-1 algorithm was shown fo produce the same responses with
‘high probability When_the challenge was varied in respect of certain of the byte pairs in
the challenge. It was possible fo produce a collision with two different challenges.and
to work backwards to deduce a corresponding byte pair of the secret’key. By repeating:
| this- process, it was found that all eight of the byte pairs in the COMP128-1 secret key

eventually gave like answers to similar challenges. It was therefore possible fo deduce -
the entire secret key




28 NOVEMBER 2006 4 SUMVARY OF THE | NVENTION I n accordance with a first
aspect of the present invention, there is provided a nethod for protecting
d secret key cryptographic schenme including the steps of: generating a set
of strong key byte pairs for a given algorithm selecfl set a
predet erm ned nunber of strong key byte pairs to at ﬁ%QQ?VE%§$$$g&¥Ern1a
secret key of predefined | ength; progranngng an encodi ng device with the
secret key. A further feature of exanple enbodi nents of the invention may
provide for an algorithmto select the strong key byte pairs that conprise
the secret key. Another feature nmay provide for the secret key to be

programmed i ntOnc thé Y&l Kby @PRIAR! e S Brd2 H%ec;k\ﬁ‘(t%é %B% ﬁéﬂcj&w{ %é'l’épngnre

features may provide for the cryptographic Schene
aut hent i cat i on“"GH478 Fa" BSchiled; ta dhawsen of the @igiml SIM tard) §ioré COMPYABHfir t he

strong key - bywidelpfeldsd buthéricstion Bochidt in BEN nkiwdH@D sinfe Aok oBEMERIa@t round
2 of the COW : it licati BGW styl e challenge is used
on the algorit ﬁ]&mg? :\“ﬁﬁ{éfj uwgﬂé'&mﬁ‘*g}%g‘u d’épﬂfj%'(de't'ﬁém%‘?f?%‘f Akey

(expressed i n NeGAEHHED P nebrddewbidd involvel ienmg-peatyermiag of eveey SiMEartleq St rong

SEM%EA"SL,E%i%?%%“%ggﬁ%’%%ﬂ%?5%3‘%%%%%‘%%@@%@%@%5&235&\88
0AA6 0BO0 OB7E'¥SHR™ incpyes tmpyyguldenvoiveEmgning A seErte @lsomheFE4D OF6F

OFA5 OFDO OFE6im@idrieotdénd Wi d9%e iddohenicht & dobifto hbfbdridchBRickg28 123D 12BA
12CB 12EB 140E 14BF 1588 1596 1506 1580 1638 1643 1728 173A 180D 1871 18C3
1901 192F 1935 1965 1975 1978 19CD 1A5C 1ABB 1820' 1BA4 1884 1BCO 1C68

1CD7 1037 1D5HoWe¥sh itiag beamfopndtbatortsin sectéikdy ¢A@S B)/1dkisP §isbific ROSFVRD69 2079

3905 217 so1goanen aARAChaPaRH BueaRinidbl BEBR. SR RBRSLIC 307
3088 305A 30FY°® '%"1‘%%

rospanses sheplisionswhonthe chalienges srevagadip sowe pregiiadle3 5 4 E
3650 3668 36wWEY. Inldedied tha Valle 37 #esd 4otreBRAR B0HBs RRACIRRAT 1300 BIFA

3A17 3A80 3ABg 3078 3 3CD3 3012 3090 3DF6 3827 3E5C
3E5D 3F00 SFQn%s%%%%%géik 148%4184 4123 41A5 420C 425F 42BA 42DF 4316

4389 441F 4489 44FE 4501 4651 46A0 48D9 494A 49A7 49AB 4981 49CB 49F9 4ACF
4A49 4AGF 28 PR\ sE9 Bbthis2padiaaudy Gh, 484F 4 B9: 7. ACBA 4000
400F 4DAE 4DQ3, 4DE4” 4E3S i R PN SHat e e ol S e o LBV D0 )
5137 - “value which-makes up a secret that, when subjected-to related chalienges, is less -
likely to produce related responses than for a secret key made up from randomly
selected secret key values.

| Also, a “BGW-style challenge” is a challenge as described in the Briceno, Goldberg |
and Wagner report.

25 BJECT OF THE INVENTION

- tis.an 6bjeet of the invention to provide a method of protecting a secret key in a
cryptographic system that, at least partially, solves some of the abovementioned
problems. It is also an object of the invention to provide & challenge response

. 30 . authentication method that, at {east partially, solves some of the abovementioned
"~ problems,




. 5146 5204 5264 528E 53D7 541F 5489 548D 54E5 556B 55BE 5610 5665 56BA 56D8
5706 5720 5771 5889 5887 5928 5983 5A03 5ACB SAF1 5800 5848 5887 5008 5CI1A
5C3E 5CA6 5CC8 5000 50El1 5CE6 SD3E 5DCA 5E86 5EEC 5F1D 5F42*608E 60F9 612A

61DA 6111 6115 627D 6374 638A 63A0 63FO 6452 64A6 6 92 66DO
67A8 6789 681C 6822 6836 68B4 6920 697B 6988 6A73 GA%%&%gﬁﬂ%%gm%g@ 6B11

6855 6B6E 6BAD 6BE2 6C7B 6C84 6000 6D2D 6040 6DF9 6E27 G6EGB 6883 6881 G6E02
6FOF 6F4A 6180 6FCB 7070 7072 708C 70FC 7118 7157 7270 7291 729A 72AD 736A
73DE 73EO 7430 7433 7463 7483 751% 764E 7666 7679 768F 7727 7739 7780 778A
7785 77F5 7819 783C 78DO 7920 7976 7983 79A1 7A81 7820 782E 7869 7860 7B9D
7BCC 7BD2 7316. 7061k 7CF5 7CFD 7D4E 7D62 7D8D 7EF6 7EFE 7FOB 803A 804A
8077 80QGmaheRY BEYAE § 8281 8359 836E 8379 8393 8441.846C 84DD 8526
85D4 865FWB@MD 87BD 87F4 880A. 8815: 8830 8869 88DO 8944 8954
8958 899B 81k63 8A77 SACL SOA0 OBAF 8C37 8061k 8C70 8D54 8D7D.8D87 8852
8E60 8HBmcemDENGHNEh BRAE6aPeRPf oD &P Biventitn, St#ds PicviledIARELOLRHE 9287 9302
9327 E 9383 93DF, 94AB 94D9. 95135 95FQ 9615 96DE 96DF 978E
98A0 93%5‘%%% g é% g’éf—afh &%@B&Bﬂgﬁfé@%@ﬂfg@z 9EBC 9F08 9FAC 9FBD
OFD4 9@Eeﬁﬁﬁgasmamcga& f? gﬂ%ﬂ wAL79 AVAG Al EB A2A2 A341 A3B1
A4OE A AR 7 5 ABOA AB5C AB64
A61k1 A74 %A A7E7g%§§ 1%%?&%%?&% Eﬁ)&%ﬁkﬁfé ‘%iﬁ@g’%?‘ﬁ?ﬁ AB86 AD94
ABAS ABPHUNNETH a geget keypipradefinediengt; AD6B AD72 AE36 AFSB AF90 BOG6FBOAC B149

B16B BlgdgdinABngdiBncodiiddevitbindih tiasiddcd8Reld 13E2 8418. BA68 84EQ B523 B577
13595 8515 B5F7 8603 Br58 8758 B792 8710 88E5 88E0 BIAO BAO3 BAL12 BA30

BA42 Béggj@%%g Bl A.BB31 .BBEC. BBF6 BCOE BODE BCF3 BCFE BD87 BDOF BDCA BDDO
BE3A B 5 ob PRy epbedipentspf fhedn pmtiorsmry pesfide for an atgeshorwsp c4D7

654A 05RECOBSRERIT bt SEAGCHE C85C CBCD C93F C9CA C9F5 CAD4
CALF CARDCAC9 CAE 2- CB3F Cl_g>49 é:%t é%%C CC5C CC713 CODE CD19 CDC8

CE09 CEA4 GEED CFO03 CF10 CF23 DOOF DO3C D066 D088 DOD6D145 0181 O1Elk D20B .
D22C 026BHRe2 [FRuD2AY Ji83k B3R MR LR8I it 0600

D6E6 D71C 0720 0753 D7CA D7C6 D856 %g’s e%%ﬁ%@%%@a@%?ﬁ%%ﬁ&% DA11
DA61 DRPE ¢Mimebrork. ppg4 DDO0 DE73 DEBE DE96 DEBC DECO DFE42 DFE93 DE96 DF98

EOO5 EO15 EO073 EOB4 EOCA E12E 815C. E268 8283 E3F9 E432 E4A3B 4481 FEAEY

E554 ES8B| fabder Eafes lﬁfa’g’y@r&ﬁ@@f&?&%rgﬂnﬁ% EK;@M%E%%%@QQ}S@BH E81k1l E8BI
E943 E96'Zl : Eh9A? EAA0 EAD1 EAFA 8838
: autnentication scheme operating with the COMP128-1 algorithm and for the strong key
byte pairs to be_such that a colflision is not produced at round 2 of the COMP128-1

algorithm application when a BGW-style challenge is used on the algorithm.

Still further features may provide for the secret key (expressed in
-hexadecimal) to be formed using any one or more of the sfrong key byte pairs below:

000B OO3F 005B 606D 0119 01A8 O1F8 0293 031E 035A 036B 03BA
03CF 03FC 0452 04CA 0532 0SA9 0SE0 063B 0657 085C 089F 09CE
0A88 OAAG OBOO OBTF 0BD2 0C42 OCES OD18 0D9D OEl4 OREA4 OEAS
OEDS OF42 OF4D OF6F OFAS OFDO OFE6 1011 1056 10AD 10CF 1110
1168 11C4 11DA 11DB 1228 123D 12BA 12CB 12E8 140E 14BF 1588
1596 15D6 15EQ 1638 1643 1728 173A 180D 1871 18C3 1901 192F
'1835 1965 1975 1978 19CD 1ASC 12ABB 1B20 1BA4 1BB4 1BCO 1C68
icD7 1D37 1DSF 1D87 1E03 1ELE 1E20 1F44 1F54 1FCA 201B 201E
2037 2069 2079 2078 2137 21C8 2268 22DC 23B5 23CF 2432 2581 -
25A5 2685 2691 273E 276E 2777 2793 2812 2817 2859 28AC 2A61
2C39 2CD2 2CD7 2D6D 2E7B -2E93 2EEL 2819 3074 3088 30BA 30F8
31BB 31D4 3205 3224 32E4 3334 3374 3433 34FA 3519 354E 3650
3668 36AE 371D 3721 3751 378C 379E 3816 38F9 392C 3977 39D9
39FA 3A17 3A80 32ABE 3B06 3BE4 3BE7 3BEB 3C78 3CDO 3CD3 3b12
3D9D 3DF6 3E27 3E5C 3ESD 3F0C 3FC9 3FCB 406D 40EA 414E 4184
41A3 41AS5 420C 425F 42BA 42DF 4316 43E9 441F 4489 44FE 45D1
4651 4610 48DY 494A 49A7 49AB 49BL 49CB 49F9 4ROF 4249 4A6F




ECAA EC88 ECBB EDA9 EDGE EE9F- EEFS F063 F695 F087 F15A F161 1190 1107 F291
F3BC F44D F407 E561 F577 F57C F5B5 F5C9 ME F5FA 1518 F63D F64E F67B 167E
16Alk 1688 F6C3 1705 1801 F830 FSDA F938 F949 F960 F96D FOE3 FA34 FA39

FAEA FAFS FAFC FBF5 FQ03 FC70 FC91? FCCO FCFA FCFD F I/ E7E
FEBC FF98 FFAB Still further features may provide for Iﬁﬁﬁeﬁ%é;rglﬂ@?fnth t
forms the secret key for the COMP128-1 alb‘gorlthmfromthe set of strong key
byte pairs, expressed in pseudocode,to 9 wis the key used in the
COMP128-1 al gorithm 28 NOVEMBER 2006 6 new byte[16] // Cenerate a pair of
strong key bytges afmr {4cs0i54884H58 B0k 4507 McbANGOMaboE @ge 4bve t he range | -
769 k = the r4mﬁ msuemnnamheﬁmabﬁﬁ60¢E79ewﬁet4ER@>5936 Kp§4 531 he MSB of k

K+8] = the 4)5 $48Ef IA0F A Fi e gﬁef”d’r the al gorithm
used to sel ec glh ééﬁﬁg&é&fﬁﬁ&lﬁaﬁéé %sc &I 801 8 esecr et key to be
progranmed |n§l§BEaS K88 $hee PR8N 2 doBE BoEPL ELlseRNeE BEEswOrk. In

accordance W tivpasmecensd cnpesHro of45k hiaprassenbse rﬁmtssmﬁemmere i's prow ded

a chal |l enge- ¢&d% wgesaagtmm&e@atae@ﬁ G980 @B VAP IRAT N éR T ERBQppl yi ng a

al gorithm an D to a random
e R R R R
central netwofdgs 3&4@@913@@87%4@[76% & 66eNsiml TNty Kz@ndze response on a
. gi ven encodi niyedennirs e78and’scompas imgo tHaee rre&?,aaazslesn&lovmhlsmtlcate a user.

Furt her feat uti®8 1H6Ct1RED r?@ﬁﬁd@%%g%fﬂ@% dEry gerl MRAEC hRf2|

gener at ed by gF@\gFgrgf;%E & et E B o1fes igs@ o the chal | enge

to be generat@d,hyigh e ggagdbda sgard operabl e on

a. GSM net wor kegoh dngs teRet shentedh® s@Ar eber rsecpheclwnaaysqpmw sis7f or the

chal | enge t 0 4562 pEA@BRLE BEDY SRDICBRY6 MEARVONHD O18sr almrs)ﬁ]semeﬂzl ng with the .
COwWP- 128-1 aﬁ%ér%ﬁhr%B'Ft?ﬁ%éﬁﬂ QaghIP84e §p4n REB3neY % rovide for the

e pat s st b Wb A Sl TR g oy

of programmi ngok RR1SkNbE Alsk WatN radke ALBOREIMATASSRTE1t KEaBOATROt he secret key
fromthe set rgba gsORgeKkayabnre paéx - a7E7She4Y Aé&]rMﬂérAEfosamamDes of the nmethod

may provi de fFEECPRES ABGDABRhABIHABAT SRS A¢4PerSH @D B¥l8r t he COWP128-1

N R EER I

BA42 BA4C BASE BBIA BB31 BBEC BBF6 BCY9E BCDE BCF3 BCFE BDE7
BDOF BDCA BDD9 BE3A BESS BED9 BF14 BFD4 CO1B COFC Cl8A4 C1EB
C318 C3F6 C411l €450 C45D C4D7 C54A C5C5 C6B0 C6D7 C74B CTA4
C7AC C7FL CB21 C85C C8CD C93F C9CA CYF5 CAO4 CALF CABD CACY
CAED CB12 CH3F CB49 CB5A CB6EK CC4C CC5C CC7B CCDE CD19 ChC8
CE09° CEA4 CEED CF03 CF10 CF23 DOOF DD3C D066 DOB8B DODG DL45
D1B1 DiEA D20B D22C D26E D27B D2R4 D33C D3B6 D431 D485 D49F
D4BF DSE5 D615 D68BE D6D0 D6E6 D71C D72C D753 D7C4 D7C6 DES6
D878 DY90E DY39 b948 D994 DUBD DYBE DA1l DAG1 DAFS DB11l DC22
DD84 DDY0 DE73 DESE DE96 DEBC DECC DF42 DF93 DF96 DF98 EGO0S
E015 E073 E0B4 EOCA E12E E15C E26B E2B3 E3F9 E432 E43B E4Bl
E4E7 E554 E5B8 E5D5 EGOF E65C E6D6 E73B ETA0 E7A7 E7E4 EBOC
E812 ESAL EBBL E943 E967 EOAS EA40 EADl EAFA EB3B EBCl ECSE
ECBA ECBS ECBB EDAS EDCE EEOF EEF5 ¥F063 F085 FOB7 F15A Fl6l1
F19C FIC7 F291 F3BC F44D ¥467 F561 F577 F57C F5B5 F5C9 FOEB
F5FA FSFB F63D F64E F6TB F67E F6AA F6BB F6C3 F7B5 F801 F830
-F8DA F938 F949 F960 F96D F9E3 FA34 FA39 FAEA FAFS FAFC FBES
F'C03 FC70 FCOF FCCO FCFA FCFD FD7C FDFC FE44 FR7E FEBC FFO9B
FFAB '

Still further features may provide for the algorithm that forms the secret key:

for the COMP128-1 algorithm from the set of strong key byte pairs, expressed in
pseudooode, to be: '

I/ Kiis the key used inthe COMP128-1 algorithm




28 NOVEMBER 2006 7 1q new byte[16] // Cenerate a pair of strong key bytes
for 0=0; j<8; j++) {r = a randominteger in the range | - 769 k =the r-th
value in the table of secret keys K{ij=theMsBofk KU+8}=t heLSBofk.} In
accordance with a third aspect of the present inventi ovi ded
a SIMcard operable on a GSM network programed wthﬁ%gggmﬂk@&r
accordance with a fourth aspect of the present invention, there is provided
a secret key conprising at |east sone strong key byte pai rs. The secret
(expressed in hexadecinmal) may be f@®rned using any one or nore of. the
strong key byte pairs bel ow. 0008 003F 0058 006D 0119 01A8 01F8 0293 031E
035A 036 g%g@b&[?@: 03FC 0452 04CA 0532 05A9 05EO 063B 0657 0850 089F 09CE
OA88 OBD2 OC42 OCE8 OD18 ODOD OE14 COEA4 OEA9 COEDO COF4ACF4D
OF6F OFASV@fmaauaﬁﬂarmbmmnabﬁewkeAD 10CF 1110 116B 11C4 11DA 11DB 1228 123D
12BA 12CRorki28 148F 1588 1596 1506 15EO 1638 1643 1728 173A 180D 1871
1803 190 192 ?%5 196 1975 1978 19CD 1A5C 1ABB 1820 1BA4 1884 1800 1068
1cD7 1037 185#9%H iéﬂfﬁeigié 1F44 1F54 1FCA 201B 201E 2057 2069 2079
207B 2137 kZ1O-h26Be RADCI=DRAT s&PdkepA 32 2581 25A5 2685 2691 273E 276E 2777
2793 2812 _@le:igéga AC 2A61 2C39 2CD2 2CD7 2D6D 2878 2893 2EE1l 2F19 3074
3088 ‘30BA _30F8 18E 31D4 3205 3224 3284 3334 3374 3433 34FA 3519 354E 3650
3668 36AEKEYAS theb9B off 378C 379E 3816 38F9 392C 3977 39D9 39FA 3A17 3A80
3ABE 3606 3BE4 3887 3BEB 3Cr78 3000 3003 3D12 3090 3DF6 3827 3E5C 3E5D 3F00
3FCO 3F Q64 PEhud %ﬁ?’"} DF 4316 4389 441F
4489 44% ll?15D1 e/1']4651 %%E%Jﬂ %13/%15 fé%@% Lége%tﬁég%t O%FQ 4A0F 4A49 AA6F
4A80 4ABReyhNEDPaNE St dBEBise 83 edBReyACEA PG R OGRt0 4BHH c4idIPeratBF4 4835 4841
4E4B 4E4Q34(§§|@té}§]]@ héASdo®8F6 5036 5004 5137 5146 5204 5264 528E 53D7 541F
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| Further features of the method may provide for the challenge to be generated by a GSM

network operator and for the responses to the challenge to be generated by the GSM
network operator and on a SIM card operable on a GSM network. -

A further feature of the method may provide for the challenge to be generated by a GSM
network operator operating with the COMP-128-1 algorithm. ‘ '

- Further features of the method may provide for the secret key to be formed by the SIM card
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FCO3 FC70 FCOF FCCO FCFA FCFD FD70 FDFC FE44 187E FEBC FF9B FFAB In
accordance with a fifth aspect of the present invention, there is provided
. an algorithm- expressed in pseudocode, to forma secret key for a
cryptographic scheme using the COW128-1 algorithmf 9{69‘? 1?% O%trong‘
key byte pairs to be: Kis the key used in the COVPl gorithm  w = new
bytejl16] !/ Generate a pair of strong key bytes for 0=0. j<8; ]++) {r = a
randominteger in the range 1 - 769 Kk Bhe r-th value in the table of
secret keys Kjj] =the MSB of k Kjj+8] = the LSB of k.} 28 NOVEMBER 2006
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Tn accordance with a fifth aspect of the present invention, there is provided an algorithm, .
expressed in pseudocode, to form a secret key for a cryptographic scheme using the
- COMP128-1 algorithm from a set of strong key byte pairs to be:
11 is the key used in the COMP128-1 algorithm
K; = new byte[16] ' '
Il Generale a pairof strong Key bytes
for (=0;j<&; j+)
{r = a random integer in the range 1 — 769
k = the r-th value in the table of secret keys
K{i] = the MSB of k
- K{j#+8] =the LSB of k.}
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10 Each such collision revealed two bytes of the sixteen-byte key and with
sufficient challenges it was found possible to reveal all sixteen bytes of
the key. Wth the secret Kkey revealed, a new SIMw t ret key
can be programed and used. The charges for that nevgééﬁ(ﬁﬂe\?\nﬁﬁﬁ%g&%i lled to
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~round 2 of the algorithm and thus these keys are significantly stronger.
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The SIM and in parficular the secret key on that SIM and the known algorithm were
subjected to a number of spedially selected challenges to which they produced a
response in each instance.

* Due to weaknesses in the algorithm it was found that by varying certain pairs of bytes
in a series of challenges, and only those bytes, the responses were found {o be the
same with comparatively high probabllity. Using the like responses and the known
challenges it was possible to work backwards, using the known algorithm, to deduce
which bytes In the secret key would give like responses.
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There are 65536 possible values for a pair of key bytes. Each and every pair of key

bytes was tested and it was found, surprisingly, that certain pairs of key bytes do not

produce collisions at round 2 of the COMP128-1 algorithm for challenges of the form

used in the BGW report. In other words these byte pairs were strong key byte pairs for

the purposes of a round 2 collision of the COMP128-1 algorithm,

This characteristic means that these numbers will not produce like responses at round
2 of the algorithm to a slightly varied challenge and effectively offer no clues as to the
value of a particular key-byte in the secret key when producing that response. Seven
hundred and sixty nine pairs of key bytes were found not to produce a collision at
round 2 of the COMP128-1 algorithm. As was explained earlier most of the weak keys
in the COMP128-1 algorithm were wezk because of their susceptibility fo a collision at
round 2 of the algorithm, and thus these keys are significanfly stronger and more
difficult to reveal than keys which do produce such a collision. The strong key bytes for
the COMP128-1 algorithm, which in this case are in the form of strong key byte pairs
{expressed in hexadecimal), were found to be the following:
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space for the 5109128264 53850530V Hiwesis2 "S88D [Slaws Bmwﬂesyseipace s 7698 or

2787. However 368% &fpA WQ"hf"’coﬁl%n?eﬂﬁé 3885 SPR7 ﬁg @ﬁa #E€Bkey space of
03¢

276.7 is stil I5A§:‘ar5§%° é@g’@ug‘g tﬁfﬁrﬁ%rﬁggﬁg’%ﬁ@gi %Er \e/;r :(S%ll gxspg;ﬁ
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brute force atstz%?'ésn' b3 obé"‘:wé‘
be made to therabeve sestbextbnesnt oveh hdué cdapasds ags mm édae scope of the
i nvention. AnyAzl gat3 tBuh 45 CdB6E HBAB LEBER BCTH lbes4t @Dooottdzpsﬁmms not onI y the

COWP128- 1 al g¢P¥% KPd7apiifEn GER2 HFOISIGE 4% ARHOr @‘fﬂﬁe?ﬂt70 in a

crypt ogr aphi c"g%égﬁ y@gl %Sée;ﬁz 712% 7@3 ggﬁ ﬁ)?l ﬁ% 7% “QEA t he | nvent i on.
Simlarly, any;gne Mgdfb\éb%né'@ %206 o4S § 10728 7%'2 card and the
net wor k oper atipés cat o et aeesl 7BYs arcSAJI'it:@bl?@DCﬁﬂkrmlsz nggwor k capabl e of

7EF6 TEFE 7FOB B03A 804A 8077 80C6 8125 B17A 8181 B2A4 B2BL

8359 836E 8379 8393 8441 B46C 84DD B526 85D4 8G6SE B6A4 B6AB

871D 878D 87BD 87F4 880A 8815 8830 8869 88D0 8944 §954 8958

899B BA63 B8A77 SACL 8BAO SBAF 8C37 8CG6A 8C70 8D54 8D7D 8DB7

8E52 8EG0 BE97 SED6 SEDE 8F76 O0AF 90DD 9126 914E 9172 OLF2

9266 929E 92B7 9302 9327 932E 934B 934D 9383 93DF 94AB 94D9
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AREC AAF6 ABAO AB86 AB94 ABAS ABFF AC28 ACOF ACBO ACCT ADLO

AD6B AD72 AE36 AFSE AFO0 BOGF BOAC B149 B16E B182 B1A3 Bibl

'B1E4 BLES B34A B374 B3E2 BAIB B468 B4EQ B523 B577 B595 B5EFS
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BA42 BA4C BA56 BB1A BB3Ll BBEC BBF6 BC9E BCDE BCF3 BCFE BD87
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C318 C3F6 C411 C450 C45D C4D7 C54A C5C5 C680 C6D7 C74B C7Ad

C7AC C7FL C821 C85C CBCD CO3F COCA COFS5 CAO4 CALF CABD CACO

CAEO CB12 CB3F CB49 CBSA CB6F CC4C CCSC CC7B CCDE CD19 CDCS

CE09 CEA4 CEED CFO3 CF10 CF23 DOOF D03C D066 D088 DODG D145

DBl DIEA D20B D22C D26E D27B D2A4 D33C D3B6 D431 D485 DAOF
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comuni cating with a particular encodi ng device on a public conmuni cation
system Furthernore, the collision can occur at any round of application
of a given algorithm and thus the strong key byte pairs may be determ ned
on the basis that they are not susceptible to collisj i ]%ﬂg
particul ar round of the attack. 28 NOVEMBER 2006 13§%ﬁ§§kiéh . %g%%thod
for protecting a secret key cryptographic schene including the steps of
generating a set of strong key byte pairsi2for a given algorithm selecting
from the set a predeterm ned nunber of strong key byte pairs to at |east
P00 ny_dovs ETCEES HBY s MBS DALk MLRLAgL AT 10 20
encodi ng devi Cgetiidss oG EEB6ERbE KKe¥o EGoe ByIRCEAGUAS dbfigdd in claiml in

whi ch an al gor edianBese| mBeL Eothaost oK Ek@YEADDYirea i35 Tebhalcseonpri se the
secret key. 3.EQRAMOBRREBRAFLEP 0O FEYMERHSaFIe3| FOOF EDBY IF19AIFIBL t he secret key

i s programred FiCh Egp ¢ T4 EFBF L0074 T2K EP8 HGEX FSBE A net hod as
charneg. n anyC st oo g0t HeID S Hourten Sl B SRl © Tocheme 1
GSM aut hent i Cakdoaeca6hePR FeBE ok RerIMER Fise sc pgOr i thmand the
strong key byte®apairs are such that a collision is not produced at round 2
of the COWP128-1 algorithm application when a BGMstyle challenge is used

on the algorit t i.med ip _any. one i 1 t04.in

whi ch t he secrlg'ltiﬂ ekggycré%\(Igeéslp#ra"(e)gs%@| %gﬁ%faﬁém%?g irt]@e g@»@e@hﬂz"f“ﬂ%’ﬁ%ﬁﬁ one or
nmore of the stgehergtadaysingrgnivestint ey bite palrs, JOGB B2BFo0R5Balhe Dossiily 6fLAS

01F8 0293 031Ky #36 by Sefetive) E&y%édﬁ?e &%%g@%%&a%%gs%gqﬁ@%s 8 0657
085C 089F 09CE QA % ODQG OB00"” OB7F 0BD2 2 0CE8~0D18 DCEL4 4 OEA9
OED9 OF4A OF4DVasSigniliesrlly regdpRy- oFE6 1011 1056 LOAD 10CF 1110 116B 11C4 11DA
11DB 1228 123D 12BA 12CB 12E8 140E 14BF 1588 1596 15D6 15EO 1638 1643 1728

Taos 10D 1oud YRR ANBASE R baRSeCR d25 a8 P edd Tl B8 12
2057 2069 207Yapabjgs withaghich@r ap geke 2pthers®t Ry(thap s JastRBios 65535A6Y9®85 2691

2735 270E 217 Lndl8 ol a8 b ABREIRAG, B oBl3h AR RRE D 870 2603

2EE1 2F19 3074 3088 30BA 30F8 %‘;5 1@320 3204

3519 354E 365(5“5%'8%5‘9 AEPaE9 f53e by a daptos o3 Fypviausiysthekpyspege for he77 39D0
39FA 3Al7. 3ATDMARE-13806itsBms 23E NSRS IREEPadGDIsFI TDIHowedEOEeaDF6
3527 355C SEQURR iR SR ALY e S A U e

decryption of a secret key by pure brute force attack.

it will be appreciated that a number of variations can be made to the above
embodiment without departing from the scope of the invention. Any algorithm which is
susceptible to collisions, not only the COMP128-1 algorithm and not only in a GSM
environment, being used in a cryptographic scheme would benefit from the application
of the invention. Similarly, any encoding device may be used instead of a SIM card
and the network operator can be replaced by a suitable central network capable of
communicating with a particular encoding device ona public communication system.
Furthermore, the collision can occur at any round of application of a given algorithm
and thus the strong' key byte pairs may be determined on the basis that they are not
susceptible to collisions in that particular round of the attack.
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484E 4B5B 4893 4BC7 4052k 4000 4DOF 4D4E 4D93 WO 03/ 094483 28 NOVEMBER 2006
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6789 681C 6822 6836 6884 6920 697B 6988 6A73 6A7C 6A8C 6AA7 6303 6311 6B55
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0889 9BFF 9CF1 9DCD 91) 3D 9D7B 9837 9892 9EBC 9F08 9FAC 9FBD 9FD4 OFEE
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A749 A76A ATE7 AS0byR36is haDmmaBSRheoEkst WAEC AAF6 AB49 AS86 AB94 ABAS ABFF
AC28 ACOF ACBO ACCT AD10 AD6B AD72 AE36 AFS8B AF90 BO6F BOAC 8149 B16E B182
B1A3 B1Dl 81E4 B1E8 B34A B374 B3E2 B41B B468 84E0 B523 B577 B595 B5F5

B5F7 B6D3 B758- B75A Methodaseltinedingisine1 90 Wigsthssegretkas (s pr@ranmshind BAS6
BB1A BB31 BBEC BBFG 9iqardZpblabBGha d¥irkethblt/ BDOF BDCA BDD9 BE3A BES5 BEDS
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D7C4 D7C6 D856 algorithm and the strong key byte pairs are such that a collision is not produced :

at round 2 of the COMP128-1 algorithm application when a BGW-style

challenge is used on the algorithm.

6. A method as dlaimed in any one of claims 1 to 4 in which the secret key
{expressed in hexadecimal) is formed using any one or more of the strong key

byte pairs below:

O0COB OO03F 005B 006D 0119 O1A8 01F8 0293 031E 0353 036B 03BA
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D878 DOOE D939 D948 DO94 0930 DOBE DA11l DA61 DAFB 0811 DC22 DD84 DDOO DE73
DESE DE96 DEBC DECC DF42 DF93 DF96 DF98 E005 EO015 E073 8084 ECCA E12E E15C
E26B E2133 E3F9 E432 E43B E4B1 EAE/7 E554 E5138 E5D5 E60F E65C E6D6 E73B
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F67B F67E F6AA F6BB F6C3 F7B5 F801 F830 E8DA F938 F949 F960 F96D FOE3 FA34

FA39 FAEA FAF5 FAFC FBF5 Foo3 FC70 FC9F FCCO FCFA FCFD FD7C FDFC FE44 FET7E
one of the precedlng cl ai s

o vnven e o gor ST Sl 05 s T B e il

algorithmfromthe sefs Setslb@rwos lse¥o0 18 Edn7 REPR8HS
is: // Kis the keySARewbod ronuhesEOWRIL8elln atyosdakhvrcs Fyce soewsbyd e[ 16] 28

NOVEMBER 2006 15 /?D3EeIPEf HEEE HE gﬁlsﬁ‘lﬂ)ﬁf‘%‘?t FURgedte 61Dy t6eBA 6flby 6(rED, | <8;

]++) {r = a random gﬁﬁegé% 23@1\ i@%@éagﬁ e é;: ééé%f%@g@f \ﬁég;;a | n t he

tabl e of secret keyga7l
met hod. as cl ai med éoroagry7 csbsmlsaaa‘r%mél 6ED2D 6o
sel ect the strong k’@ﬁCb}ﬁt‘@ pa8 73571 RAto coaIprimerzihberzse o 7kay 71 prograrmed

into a SIMcard Ope\rég 483 5N Féﬂge%f?gnéﬁgﬁe’t%rﬂ@? g739A7780 778A
hal | enge-response P?’d ﬁg]agg ’?g
cal emgrr s L ER T 100 s ol

chal | enge gener at eds3by sasx @pid 8boaneisn06d6ct QuoPreadtGepA sEES RIS Fexat t he
central network aridl® 87es 0sRs 875N8EAgEL6NBeENBBES BEDIeYd4C e954asabsconpari ng

the responses to @E?%ﬁfq é%?ea%i:lu%@ﬁo 9133F 6@3?715*@%@0'&358@54a8md838ﬁ claim8 in

whi ch the chal | enge,ts JGeheiHt BiPooYEs %8@& PF72 %ﬁér;?gr o
b

responses to the SBBE o /15 0 SR NEIR _
on a SIMcard oper abbe 9psp am@SM:-neﬁmrdgaclﬁ'oe Fﬂ? inclaim9
in which the chall é!ﬁ ADE3 yeascheMBeabBb\ACRT GBS anmed mmkAnpemathasmperatl ng

with the COW-1 28 2%2 §%§r igaﬁn%\‘“’flﬁ%@r?éﬁﬁdﬁl)%@s@ﬂ a%averblnpsaRyAsBAe of cl ai s
&

8 to 10 in which t € "M‘@é rRPOELAEPT from a
set of strong key Ryésapp gﬁﬁésﬁiﬁ%g‘gé‘a@éﬂ?éﬁ & ehph M card i's

programmed w th ansatgsrsst bemused H382 featingh BdED B523 B577 B595 B5F5
B5F7 B6D3 B758 B75B B792 B7F0 BSES BOEC BYAO BA03 BAL2 BA30
BA42 BALC BA56 BB1A BB3l BBEC BBF6 BCOE BCDE BCF3 BCFE BDS7
BDOF BDCA BDD9 BE3A BESS BED9 BF14 BFD4 CO1B COFC C18A CLEB
€318 C3F6 C411 C450 C45D C4D7 C54A C5CS C680 C6D7 C74B CTA4
C7AC C7F1 C821 C85C C8CD C93F CYCA COF5 CA04 CALF CABD CACO
CAEQ CB12 CB3F CB49 CB5A CB6F CCAC CCSC CC7B CCDE CD19 CDC8
CE09 CEA4 CEED CF03 CF10 CF23 DOOF DO3C D066 DOBS DOD6 D145
D1B1 D1EA D20B D22C D26E D27B D2A4 D33C D3B6 D431 D485 D49F
DABF DSE5 D615 D6BE D6DO D6EG D71C D72C D753 D7C4 DIC6 D856
D878 DSOE D939 D948 D994 DYBD DYBE DALl DA6L DAFS DBLL DC22
DD84 DD90 DE73 DESE DE96 DEBC DECC DF42 DF93 DF96 DF98 E005
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E812 ESAL EBBl E943 E967 E9A5 EALQ EADL EAFA EB3B EBC1 ECSE
ECAA ECBE ECBB EDAY EDCE EESF EEF5 F063 F095 FOB7 F1S5A Fl161
F19C F1C7 F291 F3BC F44D F487 F561 F577 F57C FSB5 F5C9 FSEE
FSFA FSFB F63D FG4E F67B F67E F6AA F6BB F6C3 F7BS F801 F830
F8DA F938 F949 F960 FO6D FIE3 FA34 FA39 FAEA FAF5 FAFC FBF5
FCO3 FC70 FCOF FCCO FCFA FCED FD7C FDFC FE44 FE7E FEBC FF9B
FFAB

6. A method as claimed in any one of the preceding claims in which the algorithm
that forms the secret key for the COMP128-1 algorithm from the set of strong
key byte pairs, expressed in pseudocode, is:

I K, is the key used in the COMP128-1 algorithm
K = new byte[16]




secret key fromthe set of strong key byte pairs. 12. A nethod as cl ai ned
inclaiml1ll in which the algorithmthat forns the secret key for the.
COWMP128-1 algorithmfromthe set of strong key byte pairs, expressed in

pseudocode, is: Kis the key used in the COW128-1 al gari = new .
byte[ 16] 28 NOVEMBER 2006 16 // Cenerate a pair of ﬁ%ﬁ%ﬁggﬂﬁﬁ%%‘)&s for

G=O }<8: }++) {r = arandominteger inthe range 1 - 769 k = the r-th
value in the table of secret keys 14Gl= yjhe MSB of k -4fi+8} = the LSB of
k.} 13. A secret key for a cryptographic scheme conprising at |east sone
strong key byte pairs. A secret key as claimed in claim13 in which

the secret key (expﬂ&e&:‘@'@tq%p"’“ﬁ‘gﬁgﬂw‘a ¥%sis forned using any one or nore
of the strong key bjar§=Qd«a: $#+)bel ow. OOOB 003F 005E 006D 0119 01A8 01F8

0293 031E 035A 036E,03 FG, 0452 04CA. 0532 05A9 O5EO 063B 0657 085C
089F 09CE 0A88 QAA Pogﬁé&dgﬁﬁﬁé%gﬁgea%% OD18 OD9D OE14 OEA4 OBA9

CED9 OF4A OF4D OF6F kaHpe r-thrplvedrtte talte of se@sikegDAD 10CF 1110 116B 11C4 11DA
11DB 1228 123D 12BAKIRChhelldEBoAKOE 14BF 1588 1596 1506 15EO 1638 1643 1728

173A 180D 1871 18C3#ﬂ %37% %§ 0% 5 1965 1975 1978 19CD 1A50 TABS 1820 1BA4
1884 1BCO 1C68 1CDMT Bolks7 1E03 131E 1820 1F44 1F54 1FCA 201B 201E

2057 2069 2079 207B 2137 21C8 2268 22DC 2385 23CF 2432 2581 25A5 2685 2691
273E 276E 277772793y ; A 9 2CD7 2D6D 2E7B 2393
2EE1 2F19 3074 3088 §oié|3hAi’EJ %ﬁa@?%é&&&@gég %%‘E @C‘%‘hﬁ%" Hseézl':fgs 34FA
3519 354E 3650 366#leshike sirong kay byte alks thar @M BiFe hedSitet J8F S 30@EMBRT7 39D9

39FA 3A17 3A80 3ABHnS3IEMIBALIRRIER i3 BEbIPREfcHeRA3ED3 3D12  3D9D 3DF6 3327
3E50 3E5D 3F00 3FCO9 3FCB 406D 40EA 414E 4184 41A3 41A5 420C 425F 423A 42DF

4316 4339 441F 4489 44FE 4501 4651 46A0 48D9 494A 49A7 49AB 4981 49CB 49F9
4ACF 4A49 4AGF8. 4A80 chalsBgd-AeSpors® Buthiatidatibl OReB wHiEIBAn@R0 ﬁ?ﬁ g4EdE 4093

4DF4 4335 4841 4348 q,g,?‘gg 9 - 36 50 5137 204 5264
528E 53D7 541F 5489 D 5485 é%%% ’égéé"@ﬁ% é@%@s'?% é’é‘t%t%?o‘@"‘i% 5771
“ 5889 5887 592 g8 59g8¢h ge generated by a central network to produce a response at the central

network and a response on a given encoding device, and comparing the
responses to authenticate a user.

9. A method as claimed in claim 8 in which the challenge is generated by a GSM
network operator, and the responses fo the challenge are generated by the
GSM network operator and on a SIM card operable on a GSM nefwork.

10. A method as claimed in claim 9 in which the challenge is generated by a GSM
network operator operating with the COMP-128-1 algorithm.

11 A method as claimed In any one of claims 8 to 10 in which the secret key is

formed by the SIM card itself from a set of strong key byte pairs stored on the

~SIM card, and the SIM card is programmed with an algorithm used to form the
secret key from the set of strong key byte pairs.

12. A method as claimed in claim 11 in which the algorithm that forms the secret
key for the COMP128-1 algorithm from the set of strong key byte pairs,
expressed in pseudocodas, is:

/' K is the key used in the COMP128-1 algorithm
K = new byte[16] |
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programmed with a secret key as clained in claim13 or 14. 16. An

al gorithm expressed in pseudocode, to forih a secret key for a

cryptographi ¢ schenme using the COMP128-1 al gorithmfroma set of strong key
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integer in the rangmel-pi£d%20K pzzd b iasErD 3@4 Bagpg 45secret keys
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15. A SIM card operable on a GSM network, the SIM card being programmed with
a secret key as claimed in claim 13 or 14,

16.  An algorithm, expressed in pseudocode, to form a secret key for a
cryptographic scheme using the COMP128-1 algorithm from a set of strong key
byte pairs comprising:

I K is the key used in the COMP128-1 aigorithm
K; = new byte[16] '
{1 Generate a pair of strong key bytes
for (j=0; j<8; j++)

{r = a random integer in the range 1 —-769

k = the r-th value in the table of secret keys

Kili] = the MSB of k

Kifj+8] = the LSB of k.}
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{r = a random integer in the range 1 - 769
k =the r-th value in the table of secret keys
Kill] = the MSB of k

Kilj+8] = the LSB of k.}

20. A GSM neiwork as claimed in claim 19 in which the secret key (expressed in

hexadecimal) is formed using any one or more of the strong key byte pairs
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