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The present invention relates to a nedi at ed
wonb@rnestskon fl ow system I n particular, the pPeT&B2004/003335

invention relates to sel f-managed distributed

nmedi ati on systens having a requirenment both for

di ssem nat ed, peer-to-peer comrunication, and for a

degree of control of information gathering over the

sum of such di ssem nated nessages. Background to the

i nvention Peer-to-peer (P2P) conmuni cation systens
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software connections (virtual channels) between one

anot her. P2P systens therefore allow peers to

conmuni dairedustioshar e conput ati onal tasks and resources
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be architecturally distinguishable.
30 - The probléms-associated with such an architecture are well known. They are
“prone to suffer from a lack of bandwidth at the point of mediation. Even though the logical
star shape may be superimposed upon a physical network that is highly connected, the
essential flow of all information through a central point causes an inherent throughput
bottleneck, ‘based Llpon the bandwidth available between this point and the network (see

35 Figure 1B). Although advances in networking technologies mean that bandwidth
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Figure 1B). Although advances in networKking
t echnol ogi es nean that bandw dt havail ability continues
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financial cost, and in certain scenarios can cause a
real limtation to the throughput of the overal
system This limtation is manifested as a restriction
on either the maxi mum nunber of users, or the rate at
whi ch each user is able to send and receive
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wherern t uter network has a medi ati on network
that includes: at |east one |ocal point of presence

(LPP)  mgdiinfar OF tHeNh@drtdnl Ng bet ween the nedi ation
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mediation network and client programs;
30 at least one mediator (M) module for hosting a mediation task;
at least one mediator router (MR) module for analyzing the content of incoming
messages, each MR module routing the incoming messages to a predetermined M
module in dependence upon said content; and
at least one transmission proxy (TP) module for forwarding messages to at least
35 one of said LPP modules,



at |l east one transm ssion proxy (TP) nodule for
forwardi ng nessages to at | east one of said LPP
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The physical arrangement of the distributed mediation network is very different

from the centrally mediated network: in the former case, there are many network
30  connections to absorb the same amount of information flow, resulting in proportionally
lower bandwidth requirements at each physical node. Whereas the logical picture can be
represented as a number of mediator nodes placed within a single network, it will be
understood that, in reality, the physical node sites may be physically, even geographically,
dispersed among a plurality of machines. This is particularly likely to happen when the



represented as a nunber of nedi ator nodes pl aced
wthin a single network, it wll be understood that,
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even geographically, dispersed anong a plurality of
machines. This is particularly likely to happen when
thearchitecture is deployed at sites around the world,
when there is unlikely to be any close rel ationship
bet ween the | ogi cal and physical architectures.
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introducing instability in either case.
The change in internal operation may be a handover of a mediation task between

a donor mediator module and a recipient mediator module,



process mgration in association with arbitrary
changes in |ogical topology, wthout introducing
WO p®sadssity in either case. The change in i ntB€TI&B2004/003335

operation may be a handover of a nediation task

bet ween a donor nedi ator nodul e and a recipient

nmedi at or nodul e, wherein the control nessage is a

nmedi at or handover nessage, the content of the nedi ator
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NEW MEDIhATIBRmAGUIE ferwaetirgaipe MEDIATORT BHabIdBEDemessage to at least one
as?ﬁﬁ'n?otdﬁ@ therewith; and the LPP nodul e buffering all

i nCom ng nmessages bet ween recei pt of the
VEDI ATdne@WWmQrag@duém@rene@ﬁeg BtNEW_MRBIATOR_ACTIVE message,

NEWMRRWVA NEED AFORVIRCTRAES 88€5sage  having a payload corresponding to the
25 reallocated content, and broadcasting said NEW_MEDIATOR_ACTIVE message to all TP
modules associated therewith; and
the LPP module buffering all incoming messages between receipt of the
MEDIATOR_CHANGED message and receipt of the NEW_MEDIATOR_ACTIVE
message.
30 Advantageously, the method further comprises:
the LPP module then forwarding the NEW_MEDIATOR_ACTIVE message to the
associated MR module; and
whenever a MR module receives a NEW_MEDIATOR_ACTIVE message,
updating a routing table for said MR module to cause future content matching the payload
35 of the NEW_MEDIATOR_ACTIVE message to be sent to the recipient mediator module
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Advant ageously, the nethod further conprises: the LPP
nodul e then forwardi ng the NEW MEDI ATOR_ACTI VE nessage

wo oooshessassoci at ed MR nodul e; and whenever a MITGB2008/003335
recei ves a NEW MEDI ATOR_ACTI VE nessage, updating a
routing table for said MR nodule to cause future
content matching the payl oad of the
NEW MEDI ATOR_ACTI VE nessage to be sent to the
reci pi ent nedi at or nodul erather than the donor
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reoecn‘nfgmaiﬁtnl on. Advant ageously, the reconfiguration

of theI 0 iation architecture
"5 the PRGibesSR I Ratapeien g Goiss tobia obire medtaton
pr esehiedurelisig insedien obardadsiitiodaldsval puintb p@sence (LPP) node, and said

f LPE
o P RS S R e

20; yddgntifiesh itieaaiidP nqﬁieathgrr@a@ﬂ@rnnwlea addi ti onal LPP
rmdul e ala pragetafiiindd é&!ﬂlbnél EEP'?IQQ!@Ie A BRI RkibRY Lbb?\gd% generating

PP e and sen t e new LPP nessage
cor oﬂgﬁﬁ@‘g erﬁﬂ‘}lfﬁe ﬂem%@é,ssqgﬁ tq @ gorresponding MR
comceig}ecahdnwg(mdaermdul e, recei ving the new_ LPP
nmessage d e _count for t
and pr oot 17 HicBLE T oEgY B e e { P Eisesrisy oceting 2
25nDd‘%fPf@§°ﬁ ¢puptier the MR nede; andpropagatiagthe mev] LR Mesaada keeall mediator
I e GRidvied th thd 8rcRedM-&?P nMessage, and transmtting the

in each mediator module, receiving the new_LPP message, and transmitting the
new_LPP message to a respective, corresponding TP module at a TP node, each TP
node having an associated credit balance;

30 in each of the corresponding TP modules, receiving the new_LPP message and
sending a respective, extended new_LPP message to the additional LPP module, the
extended new_LPP message including the respective associated credit balance;

in the additional LPP module, receiving the extended new_LPP messages, thereby
completing the circulation of the new_LPP message; and



new_LPP nessage to a respective, corresponding TP

nodul e at a TP node, each TP node having an associ at ed
wa@e@diot3sbal ance; in each of the correspondi ng A®I/GB2004/003335

nodul es, receiving the new LPP nessage and sending a

respective, extended new LPP nessage to the additional

LPP nodul e, the extended new_LPP nessage including the

respective associ ated credit bal ance; in the

addi ti onal LPP nodul e, receiving the extended new_ LPP

messages, thereby conpleting the circulation of th

new_L PPinthe gedjionabltft mogyle syawing R sredit bﬁ‘aﬁiﬂﬁuﬁléfﬁc'e"t notification

S UIgRina Geddnfig 4t Heind Asaute @ Whers thk fokeit@Din regdhied b prddetimined

of the reconflguratlon bei ng assured when the credit

sufPMBISEME@IUS: pr edet er mi ned conpl etion val ue. The

reconf i ghe edconfiguedtion bithe axgioabibpdiogyodf drgymediationerchitecture may

Inﬁgrléc? %e @?‘ﬁa:"ﬁ%ﬁ{ IHro? 8ﬂg¥dlt'|cﬂgl rH? athr%ulfeP ﬁr/l{_%de anéi wherein said
an d)nwbemererTegmf iguretian ressagesh urt@e,rqugwm_&:a MESHEae) thet uniquely
f Uf&éﬁﬁfes tﬂé’é(ﬁﬁ%n@! mwo&@ tﬁ@ﬁﬁﬁ&@néeh@h .Mdmgel Y

entl I €S diti onal MR naode, he furth

| nsert i 81¢ a0qtiPRRli-RG sepdieg QGEW%MBN%F?SS%@F;O@&?UF?P@"Q'“Q MR moduile at
ne\gnmr?a ﬁ’@d‘eﬁiﬂﬂ'ﬁlgtabo&eé;ﬁmgmgmmmdlbggnw modul e at an MR

node ha a corre ndi cre

Ocorres pl/m’(ﬁ%ﬁ %ﬂﬁd'ﬁgg’ﬁ:?g'o?% 'esﬁa i 'E;gt?zi]tl‘e(a'hl;leg'\?‘n'\lleF£ i age by sending a
nes&ngRb;outaathamessag@Wmm incdurtes: adsidse mf@rg@ﬁ@efor {heiadditional MR
' ”3.'089 qﬁ %’s%? fhe' tiﬁ’iBﬁ@'LPﬁ'ﬁofj@ rroﬁtmﬁ idSieHatib PR a M%tlon of the

ress o t he addi t1 onal node, routing
i nfCfoﬁﬁﬂoﬂ@ﬂg giidlit BalaRcget i on of the correspondl ng credit

baI anc e théd&ﬂe@;ﬁfnﬂﬂ@ MR BoB@e WRNIBAdidihgt the Revi MR botE Ngble message
nmessage to an arbitrary

bl
15med'i’ﬁ’9 BFbl\{R 'ﬁi'fa atofWQdLjf”bl trary medi ator nodul e passing
t he newthdRirbivary enddigbtdrenariiespageing thetriew_bidRd rquten teble eysage to the

no ional LPP nmodul e then passing the
dﬂ%d"ﬁonaﬁ hsp%%%e additional MR nodule; and in th

add| ti oﬁ”@l addmoh@él-ﬁf’énoqwiﬁ thep Parsing it 'OHINg raap toriee additional MR
newaMRie: ahd €_t abl e nessage to initialise a new credit

bal a d f t hat
L B o e AL .
o chds3agiddtinitidliee adeh icreglitdblahédPariorduting reabdr esses,

the addi tlé grré?elrremﬁ%%%gqnﬁémgf cfn fUrtﬂel? %c%ggé tchﬁgﬂg tP@MR module

nodul e s
addhatitenadditior@ u?ﬁ’dmcbﬂqwfesnse%écp ﬂ?ﬁ adﬁ't'@ﬂ?éMR module, wherein the

n eV&dWsﬁﬁ? WiFEmba s SerdB 299 Qmﬁélgec‘lw ﬁ%@age td'@e %@Gﬁhéda@[ﬂb module

25#5 S@gg g%cet%g)gfﬁagﬁ%gﬁg:rgy{gftgglgfgl%ﬁaqgﬁ w%‘ereln the aHdII‘ér?al LPP

module sends inc_ref_count() and dec_ref_count() messages to the additional and initial
MR modules respectively.

Alternatively, the reconfiguration of the logical topology of the mediation
architecture may be the insertion of an additional mediator (M) node, and said one or

30  more reconfiguration messages include a new_M message that uniquely identifies the

additional mediator node, the insertion including:

a predetermined additional mediator module generating the new_M message and
sending the new_M message to a corresponding TP module at a TP node;



MR nodul es respectively. Alternatively, the
reconfiguration of the |ogical topology of the

wore@salisen architecture nay be the insertion OPCEHGB2004/003335
addi ti onal nmediator (M node, and said one or nore
reconfiguration nessages include a new M nessage that
uniquely identifies the additional nediator node, the
insertion including: a predetern ned additional
medi at or nodul e generating the new M nessage and

sendi ng the new_M nessage to a correspondl ng TP nodul e
at a TPintbeleoraspenfingcdt medperasehdnaribe eWdM dnessaqes HR9aiRo 2
t heeiBRNeEdTRB RASR TPURIEAE] drdthrépagafiey the 6ew O hitkssdderto biNEPP
TP node, .and pr $Lﬂat| ng the new M nessage to all LPP

mo RAGEIES; "hth[eﬁ‘g‘:hg ift ecture: in each LPP nodul e,
recei vi mgedch & PRensdiviemessisige thet mesn $hinedsape, ttahemittiag/ thd new_M
5Messa C r I

Ve Tragod 8 s RS breRoo el IR Rl Y Bl Gt ode
balhawoean assogiatsd Omdlttbﬁl@n@%rrespondl ng MR nodul es,

recei vi ggeatch%f ﬁ@%%éﬁ%ﬁcﬁﬁ@l@m&ﬂ&&u‘fé%n%cﬁgmé tﬁeefﬁaﬂﬁmm&&ege and
ext ended new rressage to the addltl

o @ANENY 8 FRSPERIVE NSRRI ESSSAgS 19 MS‘GF'H'&' | figglitor mode, the
I esRRAHEY VA IS PessaLE tholitidgitite leapetticesssactidted Bredit alance; and

ddi t dul t
10hew M miabagattoeap RS pins Eeriq e baBad R Bfinegsaces,
t heéharetyy / ddmpistisg te; cirawlationref tﬁemea/dm message: apedi at or
modul e, nstHngﬁtﬁ\ Erﬁe&ét@pﬂngd@@ls@m% the Wfddit 6hieRdes, sufficient

notifi catl on e reconfiguration being assur ed when

t h&otfication oféhﬁﬁep@ﬁﬁh@ﬁorabwm@ﬁmw A3 um Gaches a

Va|d:@jetérm|rﬁahﬁolln§[bﬁ(ﬁfvaﬁ_ﬁse the reconfiguration of the
t he archl

| |
151 el ude " FE B 1B P ASRPLALIIoB Y h el Broafor Fomedaton
tr mmmasneonamncjm thd fythergokeerticarnd anjadditional Ezristhissios porxy (TP)
MDY 3 46 S QW He L Sid %?nﬁg‘t'ﬁ:}llhﬁ Fnég?éqeg qﬁth@r 198%@? new_TP
g ent addi

ssage that uniq | €S I onal
nod@eSS@@ﬁathﬁm%W w\g@q&th%ﬁdq'tm@ﬁbm Refe. th%éurét@ainﬁ?fé?fhllncludmg

medi at ondmtoRal rn%@tdﬂnwubh&mﬂ{enawsm@essagbe
add|t| onal pedi at or.. nodul e adﬂl nﬂ t Cﬁ* add

2054di t i off2 a9qiignalmsdiates geedls aofigg IEs%S[shg gélgglgmvmedlator node
f orwva'fed1emgTP mecssays SFR foreasiigahe oevs TFomessspe ok cagre$ponding TP

dngéa%lea;t X r%d@ﬁagﬁgdggx&;&?%@r&gaw 89 credit

bal e corres e responding to the
new TP mtescngepdnging éf Ren@ﬁuiedgsmmd@ﬁtt@tﬁGé@WnEvaﬁﬁsage by generating

dfjaﬁaﬁ%ndwh&tﬂ 'I*Fﬂﬁééégﬁé wht @ RfRs d@jﬁﬂisgﬂfférﬁﬁtlcﬁrpfbr thB@dditional TP
a e

i onal node addr ess of

25mm ose e AGRIESS 4 116 2SEGR) TIPRGIC GU% 2Ll LF B 261 & g of the
COrdopesionding greait 6alaiicebal ance;

the corresponding TP module then forwarding the new_TP message to an

arbitrary LPP moduile;
the arbitrary LPP module then passing a new routing map message to the
30 additional TP module;
the additional TP module then passing the routing map to the additional MR
module; and
the additional TP module using the contents of the new routing map message to
initialise a new corresponding credit balance and a list of LPP modules.



the correspondi ng TP nodul e then forwardi ng the new TP

nmessage to an arbitrary LPP nodule; the arbitrary LPP
wor@dloessshen passing a new routi ng nmap nmessagerPtDGBR@4/003335

addi ti onal TP nodul e; the additional TP nodul e then

passing the routing map to the additional MR nodul e;

and the additional TP nodul e using the contents of the

new routing map nessage to initialise a new

corresponding credit balance and a |ist of LPP

nodul es Preferablé t he reconflguratlon furthe

i ncl udeBrefealindhntgoenigurrionbane dngiydes: ‘i’ﬁ‘@g'%@‘ietwdﬁ%ﬂ“'e that the
rrEdd(ﬂﬂidNal mediatoemadde eddresset thb @déifisHal TP ArldulERvimeréib it additional

on ends...a .

?F-’%llq?iu s%ggsg% | |n|| sg-é(P {n?g? “?%ﬁm %d%lélﬂ%?l n}ﬁg@foglmldule upon
rmdasplel@t offomneve tmntlm mep melsageand mdwetsimihe mgxtuwmsmaq;etoamddule
wh {

Vg Reind 1 Sl dogt BE GG he B © A€y g a7
adfiogulgheasregti¥elyni ti al TP nodul es respectively. The

c ormut eTheenvpsutds nambrlcmaw@dﬁverméﬂnw flirthek MBKdé BFAiuR Iefection node
n conmu

det ect.
o bt eSO B Besr R T e SR PO o do gt rner
conqn'nprssmgg at the failure detection node, providing a

10 fmaeldl ure tqﬁé Eﬁﬁrb %Ete@?&?\lﬂo@a ;%vuﬁﬁgfg fePQr%edei)erctlérhr%odL&e

atlon net ure re
modul e; atmé*me%erofélw mﬁ@@tmnﬁ@twk GlRvifingafadgenenertogmasiole;

I'i nk be\hN@%UeﬁH?ﬂﬁ&nfn@d J)r%utg%ﬂ@tboﬁ‘lfm&ﬁsbﬁbrf Ik lbfaen nodes fails, each
orting information relatin

es re
© H B Al R ATBLeE EportR TGSy @iag [a g fing Gommunication
delirkdd said faﬂumﬂ@ectlammosmechnﬂal | ure detection nodul e

determ f | e of .
15 2 fail I%gcﬂ%ll%\’@%g{%gﬁon nﬁxle (fetér "‘é‘p%hee({t%?'gﬁ %jnﬁkésmcﬂcatlve of a
defedipgpess t hat said failing Ilnk is indicative of a

fai | i nowvRedene faliGe WRichRM BRI dértérhﬁ{esméclﬁ@mg lipk i |s indicative of
a new node of the sane type as the

creatjn
R BInG Rt NG RGOk Y " SATIHSS P ERnG AN noge g iagame type as
t othk l@lirdgaiddeigboiag eweswwrﬁoelé éth nrﬁér]gfaeoran_mhnhgrfmdé &lidg node’s
neJ nd, r econf,i guri t he networ

Ml T A e SR
Th@sedbe hes nedrvinmrefefencesto yhef failindieadeconpr i ses gener ati ng
a nessagg Aqaeoaﬁédvahiagéwg@%mr &%@?ﬁer{e‘?&@b\éerges@f e log of all

e. The nediati on SEas?(

saj d predeterm ned nedi ator . ]
apipreTeiag Meseages r%’ﬁ%(??/ Elééa'%@gﬁtgé@“%ﬁ megjpigr module.
pr edet eryai d‘ﬂ&ﬁatk’ﬁﬁ@ésﬂta@bheﬂﬂéib&l@aﬁ@%eh WsH&&és@%@cﬁ lebi®@rmined

25 t hr%e&aettsaﬁr%ggule %\%y mc\utdg rggr?etzréat}/n% tXé message ?olgp lidternatlvely, the computer

network further includes an external application, and the method may further comprise:
generating the message log in said external application.

Conveniently, the change in internal operation may take the form of a structural
refinement of the logical topology of the mediation architecture in response to a change

30 request. A subnetwork is advantageously inserted in place of a single node during the

step of structural refinement.

In a further aspect of the present invention, there is provided a mediation network
for mediating the flow of messages in a computer network, wherein the mediation network
includes:



network further includes an external application, and
the nmethod nmay further conprise: generating the
wore®sagssd og in said external application. PCT/GB2004/003335
Conveni ently, the change in internal operation may
take the formof a structural refinenent of the
| ogi cal topol ogy of the nediation architecture in
response to a change request. A subnetwork is
advant ageously inserted in place of a single node
during the step of structural refinenent. In a further
aspect &f leapieons insainpointreferiesanse (HARr @ofue deroipfasiaging between the

m%&ﬁdtu@ﬂn&%ﬂ@ﬂ& CiléHt pmb%n@é' ng the f' ow of messages
in a conputer i ation network

ol udedt et peagiedaire (naarueBr hesion o elasht #o b
nodul e &Dleastdrer hediatog rduesr WBIR) nidaelenfed badiyny thetdsatekt of incoming

and client pr : | east e t dul e
sl SRR ool 1000 BB B0, okl TR oo
r owmete(rmﬁ)ad bdadiude inatepemdenge upay saitecontent @nd  of

I ncom ngy I'é?sctscﬁQQEnsrﬁQQIGn g‘% g‘?ﬁg’} Rodd! fdr W&Mfa% Mg%é@to at least

nmessages to an assocl ate term ned
dePERAESRELRMBIRAYES.d content; and at Ieast one

transm gsbem the mémnaﬁJrPhetwsmLebeplé@meésagwéldh@g uRRIFSIERS mediation
10;2(&}?%[?:@?« ; Q? %Pkmeiﬁﬁ gédrﬁ%sgglg% %glp%ﬂ(glkg}ngdﬁlgse in turn address M

unintbdukest Monedulesed itat iaddresy &P anaduleshamchT P Ipiidules du tuers address LPP

adgress MR nodul es; MR nodules in turn address M

modul'es;” M nmodul es in turn address TP nodul es; and TP _

nodul es In accolHeRca uith @sthepesnesdel 18 Prasenhipvetiganthere is provided a

Wi tchmgﬁ‘tgF &egramtsmct £ nickftifg 8Bk df méegagegm ? tcds}ﬁmeﬁ rfetwork, the
rovi de ut e rogr.am I mealratl n
155 | GRmBFer RBR Pradveh ngRpe e SIS uctia e haticiap a mediation

pr ogtvaonk mverdtict i ncl udi ng execut abl e i nstructions for

provi di ' 0 e

| ocal pg?Iﬁa stg$r§jé rﬁ)%éleﬁr;bcrg éfvﬁ%%mh,@XLﬁg T@&ul%ﬁ" Pﬁgﬁ% between the
betmgséation h@twﬁﬂcﬁndtoil@ﬁ pregraes; k and client prograns; at

| east OBﬁeﬁ@hé‘h‘féﬁlaMMmg&UI@fof REstiRG 8 hhddtian fas,rah atl on
task; at Ieast one i ator_ router

20hnal yz1 AlioBHEEdNEARIPT BT BN TAG e e AR M e fpopient of incoming

O Ghds€ade’ | ehdHy) Mmenddnmomun@g s fegemgt Messages to a predetermined M

Pr edodtH[%r"[ln g%pae%gy q@oug ?gald %Olﬂgﬁeg}%ence upon said

co one trahsm ssion proxy (TP)
modul e Bbleastamedragsmigsime pauy €EP)t nodite foe ferwarding rogssggesdto at least

L PREREiEEPP modules,

25 wherein, when the instructions are executed, incoming messages to the mediation

(3]

network are propagated along a mediation cycle that comprises the steps of: an LPP
module addressing incoming messages to a respective one of said at least one mediator
router (MR) modules;
at said addressed MR module, analyzing the content of incoming messages and
30 routing said messages to a predetermined mediator module in dependence upon said
analyzed content;
at said predetermined mediator module, applying the mediation task to said
analyzed messages and directing mediated messages to a respective one of said TP

modules; and

10



wherei n, when the instructions are executed, incom ng

nmessages to the nediation network are propagated al ong
W@ 2001364 on cycle that conprises the steps of PCEOBRIBR003335

nodul e addressing i nconm ng nessages to a respective

one of said at |east one nediator router (MR) nodul es;

at said addressed MR nodul e, anal yzing the content of

i ncom ng nessages and routing said nessages to a

predet er m ned nedi at or nodul e i n dependence upon said

anal yzed content; at said predeterm ned nedi at or

modul e, atapail yTRignedide rfeali eeceives saidkmediaiedi measpgpsz tagwarding said

e RABRR AEdagid 8% IS BEF Hi@rPRRIGEES to a
respective one of said TP nodul es; andat said TP

nodul e that receives said nedi ated nessages,

f or war dBrief BédcHiptionl offieMDiawamsges to at | east one of
sai d LPP nodul Brief .Description, of th awi, ngs

Exanpl e xeg?a?ﬁchﬁ%? grggtﬁr{t "?Vﬁ{}té%‘t‘&l'@) Howb‘e |de%°6'\$\,e‘g@ cy\é‘tall%lth reference to
de sferacoedpanyindelrawihganrt whictef er ence to the acconpanyi ng
dr aw ng?igurlerHAV‘{g 12Glode QlQHE sigfﬁvill\gf’a ?ri&%%gdi%gé fHBrmation flow system
showi ng ﬁrlor art nmediated 1ntormation flow system
wi with 4 stargharaddeienl prsgiteciireiar chitecture; Figure 1B is
a schenpgie 1P@ea Qél%@faﬁWn%B@Wa'@__ﬂard browirkty the Ghlysical architecture of the
architecture of the systemin Figure 1A, Figure 2Ais

105 s6RM N H8¥ 84 showi ng a prior art mediat ed

5

i nf or maFigore ZA ie\w rygs tdagram siowing & ptioradrt mediated lofdrogtiaeiow system

ar gvt%taggw‘% %Eﬁébgggﬁalgﬁhﬁ%ﬁeschemati c node di agram

show n arc ecture of the systemin

Fi gur e PigureR2Byisr@ sahesaiasioge diagiamnshaydigethgirysieaharchitecture of the

Shgygt&g if Bgukyadanental cycle (LPP - MR- M- TP -
LPP) of which every effective,_ distrjbuted di at i
15net wor kFigHge’ plows % ayRimalpqdg diagzam §@lﬁ%8@rﬁp%@wﬁ$ cycle (LPP >

Shoar BgMe> "TRIBI CPP)Mf sdhidhbaviesdeffeetilieadistibutavbsiediation network node is a

accgrdance with the present invention; i Figures 5A to
5Fpgﬁ’0\l\5 the steps of handing a nediation task over

from a Bignei Ags menddet diegrendahawi® Bo‘cabig’edibipbeind mediation model in

e di e GncB WA R dreddt déhtiofubi ¢ di stributed nediation
g ]

architecture; Figure 6 shows a table (Table 12 of .
20gependefighies SAdo phehewssihe sisne abhandine & meiation task over from a sending

1

mediator module S to a recipient mediator module R in the “cubic” distributed mediation

architecture;

Figure 6 shows a table (Table 1) of dependencies in the distributed mediation

network of the present invention;

25 Figure 7 shows a table (Table 2) of the dependencies in a failure handling

mechanism in one embodiment of the present invention;

Figures 8A to 8E illustrate the steps in adding a new Local Point of Presence

(LPP) node to an existing mediation architecture;

Figures 9A to 9D illustrate the steps in adding a new Mediator (M) node to an

30 existing mediation architecture;

Figure 10 illustrates the first step in adding a new Mediator Router (MR) node to

an existing mediation architecture, the addition of a new Local Point of Presence (LPP)

node;

Figures 11A to 11E illustrate the next steps in adding a new Mediator Router (MR)

35 node to an existing mediation architecture;

11



network of the present invention; Figure 7 shows a
table (Table 2) of the dependencies in a failure

whadloi3sgd mechani smin one enbodi nent of the pPEE6EBR004/003335

5

10

invention; Figures 8Ato 8E illustrate the steps in

addi ng a new Local Point of Presence (LPP) node to an

exi sting nediation architecture; Figures 9A to 9D

illustrate the steps in adding a new Medi ator (M node

to an existing nediation architecture; Figure 10

illustrates the first step in adding a new Medi ato

Rout er FigRle 12atustrates the fisstistapiimgdeirgia aew dransmission PFOXY (TP) node to

ar g 'e&ﬁﬁd%@dlattoh%rﬁﬂgét&rb ORe @Edl@orﬂ&\ﬁ deﬂﬂ@édlﬁ@# W) n@ée
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next st E{gsresy 3éd8|1?16 "5‘3%%“%8?’315 %a@%&*g 2Ry rﬁ%ﬂ?@"ss“’“ Proxy
t |°|(m rode &4 amgniii?glhﬁﬂia%h achituctuest ure; Fi gure 12

illustrates the fir te n .

v ansm Lot Hoers Prerriah O B B B teciion arcnigpure of the
ar phaseeidbvention bla&addrﬁlﬂandhnngHhméwﬁ,Nbdl ator (M node;

Fi gur esfﬁﬁéstﬁA]tg st |s'|'|b\§th%@ttge ?Q ré‘ %hdlﬁb@ﬂﬁiuleﬁmﬂg@é k& rerouting

a new Transm Ssi on I oX to an_exl st I Ng
nme®f @eﬂlewdameﬁﬁ@geéé&om%fa"w 4t eowosah'aﬁ)os'—'?% B9Y&aport i ng

of fail gjgard HemMuUshaesemM ap pr@ébhaiECIa I‘H(ljlbl%chaﬂdﬁng)fnvbgmlg the logging of
resent inyentipn to a ur e .Handl, moglul e;

El Giresiosh oot Gaoth Bie b P oG FaY HPent ey

nodul e Figute & éssttahis a sruwtiralrgfir@ment df tie edbineebageto incorporate a

T R b éémetbv@ﬁz .Hg@g o barA FEENbdePP node; Figure 16

stra to failure handling involving

t he | ogg'lgnge tﬁlllwgeagé@rerphwﬁetwqﬁ%ﬁw&?@nﬂ%@ ¥Bs; and

gener at ?ngﬂ%’%g 'ShERt @RTILEMALE FPIVR budtopbibgy. 17
illustrates a structural refinenent of the cubic

Snetwork to i ncorporate a further cubic subnetwork in
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pl ace obemIeufaasammn Fi gure 18 illustrates a
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nodel; ?nét@@& cﬁ’é’n@‘ﬂ’l eﬂe@e@ﬁ&k Q{egéﬁb@stt@sémn@raeﬁé?\%rk service and the

invention are firs a| ned. Throughout th

dif SRTSTPAESIAISS BTl U /oGS EPGTAIPSSOR A7qnK Sfige. Each clent
ge e haidRorResnnRsHages d ousena $ink, erdotret woark altenative @erminology,
ﬁg sg'grég% tot'f‘g‘ pform Sagnrc]) n gdeerse%egfegtéf \%Is ugl)sESrs]tana P"ﬂ}(s {o? @‘fdrégﬁon are referred
nettoves kubserberse may be a source, a sink, or both. In

an al tej ?éér‘(c?pée?r t&ﬂlbggé/d r gfﬂ*\ﬂ' ‘é@\%t\n%frk ?s@BfogﬂﬁJd'tQQllﬂ fRe efficient

referre |s ers and sl nks i nformati o
ar drapgipissipp @f messages from source to sink, based upon the estabhshment of virtual

channels between the appropriate sources and sinks. Efficiency is typically achieved by
the detection and removal of unnecessary edges (lines of communication connecting
nodes) from a fully connected graph, with the resulting optimised graph then tailored to
available network infrastructure. To establish a P2P virtual channel requires an
expression of interest from one peer and an acceptance of that interest by the other peer.
On the other hand, in centrally mediated models, all messages are transmitted via
a central mediation node (see Figures 1A and 1B). In the parlance of mediation networks,
a mediation service is the general term applied to some computation that is applied to all
incoming messages; the mediation requirement for any particular instance of a mediated
architecture refers to the collation of all mediation services provided therein; a mediation
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si nk, based upon the establishnment of virtual channels
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mag' a: eth ﬂh@ﬁlt@ﬂliqtfmme%of/é QMHNAYad, %{ﬁ\edm&ﬁ mgﬁ?ﬂw ﬂ”owtsystbhﬁs one that
i ation_aut hori 0, one_ o e
151 s SRRSO e B o hb TR (4, i o BEhb authorty
actActignsaiakemby trisvautdrity mag inchucle tinguadéred |eggingt of secgived messages,
helcgm?ﬁ’ttaflcn'\e %dthgts'u%nofarlﬁgék% §Yecef§/§81 L('JE%' é"gmﬂ{‘ and dissemination of

ere and expressions o0
es draoming msmegumm otggephe@t@ PEERIPlY iagr @ﬁl’g“efrr\ﬂ@ some processing

remaggoso,y\{ﬂgrﬁeééggge%mehnent new i nformation is received
Zogzetn hlen r_lr_gg :p%ts}ago;qr}}%gtug{) rgaregﬁm%fa hykgsg\g)? rgiegqoraﬁn?lgqseg gdecer‘lfj{rahsed P2P
I Ntreddes BndTing éirhplé,l cenealiyirgedidted aetvorkempeati Hakher thantevide a smgle
del i very of net . C sink
O B R BB Sk "L Sep B! A% mociaen
chanetvairk comprising 4 mgmberoqsf qep@ra@tfgo@od@fqomppnm Ingthe hybrid model,
ng!teggor‘lsngp iigH: | P8 Jsb®W %)S@r‘i Aubs c%ekh@étw@ém%@ées nodes and

ssages contalnlng i nformation, belg§ sent

257 1 ek eS| T ORASPIBGS OIAEITSSH 819, oo By Hiikal cPane between

autthe rrrletdhétdr&ibdegl ahd @ektriodes. onMbesR@s | regaNaagbyosink @oddsvard therefore
nmessa

TocRrgBR i STt dheiERy ety T 1 REARER sericer, e letency
neseages souegand sk rwideens secgsemdy lgrepteaftham in simple content-based
per ] &rn? @Réf@r@e Rl 0@"?1?0% icBaRps I8t ePrgﬁﬁec‘fﬂE corgext allows it, the

con resent I nverntion represents a
30 hdatengyt @neaqbalgglgal e 631t A | Suseaegsipelp reduced as more static information

becomes available. Relative to the simple mediated model, the mediation task is more
complex, because it is spread over multiple nodes (see Figure 2A). However, the inherent
central bottleneck of the centrally mediated model has been removed and the resulting

architecture is scalable.
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nodel and the sinple, centrally-nedi ated network
nodel . Rat her than provide a single, central nediator,

WO b@swasssous nedi ati on services are di spersed BCT/GB2004/003335
medi ati on network conprising a nunber of separate
functi onal conponents. In the hybrid nodel,
expressions of intent are used to open virtua
channel s between source nodes and nedi ator nodes, and
expressions of interest are used to open virtua
channel s between the nedi ator nodes and sink nodes.
Messagedhe setedfialidneyning messaggads seraratee out Glessifies) dita @gnumber of
by n%ﬁBl?@r%%blﬂBSsuggeté Qéﬁégﬁﬁﬁas)f SSordify &t hRsddee content The entire

nmedi at serVice. t ency between source and s E
nod‘?.%j'qt'gn reedegent ua/ w@?'@@?@? ta%afl THVRE ) @ediation tasks, each task

C OQE%meﬁ%d ﬁrﬁ)bitdiﬂ@gant @fbcéshﬁ)"peraxhg otav Kespemﬁr/e category of incoming
hogs i nvol ved. Prov

t
St h &R o Borh MEREAPR BGPAG G o GACES bulloel iy Hessage is o
r echueetebr a8 anpagicslamtategom farr modt tf@nsmgailcde@t%mmf’oﬂabwredlcate This

Rela% erﬁ’\%ls‘ﬁ@ g&alaﬁ:at%' rﬂ@ 8% %@l@étr&dtor‘t}@ﬁh “vérB? HEr@'ofaé l«Qhtence" of the

ecause It I's sprea
nu|no¢spms nda@gmn% dReSSAgRY arep fere ‘P‘lﬁv\@@%ﬁ‘f'ab'@h écqofﬂﬁ’& éhtdeterministic

g e'&é&éat&%gﬂ tﬂeg%%srr\]t@iﬁt th @?tt@g@yrcah |tzer{'l‘@éi s@énsﬁb mdséet A3 possible
een renove n e resu ar | e
1090 APeSBPIPSTIESS A Y SSSPPaieH CSTHTIG S SIS | INdBesdpepisgence of a
outgiven ldatesrhihisticipretiinaie chanactatiues tref canteapcmdegl cafegbIyg
subset S { GAGHALY fidks 3 ga%néhﬁg sm.&eh@hérgsas 8Giiraf QBB acts as an

The entire ne onre
nurediseriab tontnedl ibaforeinfarmation, is &atbar @'W'@%%%P@P'?S §fsih9é’@tefmm'shc

I N Redllatd REIGQ: Process operating over a respective
category of 1 ncom ng rressz{%ﬁ Each nessage i ncl udes

15cont ent *t FERUAHHY eas@ianR éentifier pHiacumelisage is a

menber of &g.RREtEeubags1easm@ory or not, the so-called
determnistic W@E'tcat e. %%l} ,determ ni stic predi cate
may be corfs? JEVEN-ETe PRV erbal v part of a

" sent enee"soofe datedtimesspmession] ncom ng nessages are

therefore &% %%mmewstemﬁé d'zag\ulg%éfsﬁa m ni stic

predi cates T hat therr cont ategory can then be
20seen as a nswsiemn.dae >510 Japsa¥ kB0 nessages based on an

associ at,edE QGARTVWoRICHUREY RIIB Y §tument Ndeed, the
presence of a given determnistic predicate

char act er i 8@8°4H%-%08f Fedb¥ndi ng category. In a
medi at ed n@whtno o iKeTor BeUrtgroodee “wBere a central

authority acts as an edjtorjal control, before
i nformati o{ﬁsm%n?vgﬁj\@.h%qunﬁy gosdeeﬁi nat ed, exanples of the
25det er m ri sdonme tppie dodeadssodiated wilewhatEqgAditld s abouta uni que

identifier, Joggw%é%hgn égé?ﬁdda GysMHOpk 233400 e. g.

newsM. i t €fi /31 e expr essi on
e.g. news mmlcmwﬂ@n%@@r@uﬂewa@@@g apRWsML article:

e.g. <dateline> == “LONDON"

In a transactional trading service where a central authority acts to match the
30 requirements of buyers and sellers. Examples of deterministic predicates include:

¢ Article="piano” and location = “NE Scotland” and price < £3

e Stock =*IBM”

e Category= “Home > All Categories > Sports” and item="windsurfer”

in a conversation service that allows a recent context to be presented to a user
35 joining an ongoing conversation, the deterministic predicate might be:
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newsi temdate > 10 January 2001 EQUALITY on Country
code of docunent e.g country code = UK or country_code

WGe2008M13564 country code = "US" {using newsM. cBOMGB004/003335

10

15

20

25

30

35

code} sone topic code associated with what the
article is about e.g. Topic ="human rights" {using a
newsM. topic code } sone predicate based on the
attribute values of a newsM. article: e.g. <dateline>
== "LONDON' In a transactional trading service where a
central authority acts to match the requirenents of
buyer s andoriet"sailing” apk eategasy ="dPrRRSt er mi ni sti ¢

predi caj eg, dE'G M Servers? éﬂocéa?egoﬂ)—%réﬂdMQir%Rk BS%alltlﬂg s¥stem— "Unix”

"NE Scot!| an price <
"Home >2NAin a@&%@@@? fasen KOBAEHEEOURNd i t em

"W ndsw f ggpic E%lt%&@?\éﬁ’f&@y LeBoiey vi ce that allows a
recent context to a userlglpm ni n

to e
ongol ngh bR PlomisTPHIEYPHRE (e (e Heclie Rey distibuton
m probletn thel Ogteremiistii ﬂredl@te Rttt Babasgdioy key Faus @csr'('jexample:
Topi c= r 0 an
oper ar t&éﬁ)\}alsuségt %%55 “%}% k%g\'c?ﬁ%nI %{m @z%%}% aken from
newsgr duﬁbe cmsﬁp ptfi nﬂlrm thedmaéyn ofi datan(stata) ssnd alehvdges dma aistributed

t hﬁetﬁ@rﬁethé?@e@hﬁshfsh@b#‘ew@&e %w%%@oom gﬁl%s%(,gtumqn& identifier (GUID):

so-cal |l ed ke |str| buti on prob erm ni
pr edi caﬁ%cﬂi’ Ht 1479488464 on key vaI ue for exanpl e.

Keyr iMaighiepe>ba28d bR a%s@mcbr lsEniv abrie m@ﬁ@%@%ﬁg fF9079 In
the case f.i ndi.n cat on of . data (,stat. gbgand

servi cesd ngced— ﬂ' ({}Ypeed Seelrjﬁb’r%'ce_" PR ¥7RAPK i ¢
pr edi cdimallpein threcdseé theatingaang|cotraiunicating witrembbilentsefs, examples of

(%t@c]um&c%reo%a"tégmcl 5645654645 or it m ght be based
escri ptor the service we are | ooking for:

e.g. ServNewe=BopMankehpusgipe="1aserjet";

price= Apﬁm@%umb&z@fﬁ@sm&mhw in the case of
| ocati ng and _communi catin nobi | e users, exanpl es

of det ¢r nf M EOerepsveRa §9hdﬁ@ Peide Nane="Bon
l\/bnkey fﬂ%%%’t of ANeuyoNLRAE theréldré the 34 3R ied<ages once classified) is

e rré?erred ‘?o asf g %%ssna ca?'or@&%g&fj cagon ‘ta'herefore represents a partition of the set of
all messages, and a single message may not belong to more than one category. This
concept of classification does not affect the outwardly observable behaviour of the
system’s operation, but only its overall throughput.

The classification of the system is independent of the type of message béing sent
(new information, expression of interest, or query), since it is based upon some
characterisation of the information passed around within the system. Crucially, the
classification may occur through an automated process. Such incoming messages may
consist of information about, or queries pertaining to, that category within the
classification.

The classification of the information system is performed by the mediation
authority, and this may occur during the operation of the system. A deterministic
predicate must be generated to allow the testing of arbitrary messages for inclusion in the
category. For each category thus identified, a separate process is created within the
mediation network to handle its mediation service. Finally, it is worth noting that the
classification is used only to enhance the performance of the logical system, rather than to
change its semantics in any way, and clients of the system will be unaware that it exists.
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The set of all categories (and therefore the set of
all nmessages once classified) is referred to as a
web@ssifsscati on. C assification, therefore, repcEeBng/003335
a partition of the set of all nessages, and a single
nmessage may not belong to nore than one category. This
concept of classification does not affect the
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operation, but only its overall throughput. The
classification of the systemis independent of the
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at I on or each cate oste
15upd¢lloa{lf}§aif&cuiﬁﬂnameﬁ%’@ﬁn$1§m{ etberp listed PG'W" r? qefjgition as set out
megieiyt ONn networ k. \Wen the syst em i s operati onal
msssages sent nedi a

th
ot wor k Lo BaBtReroac 4ER)ibE Prity S oiERmIoR agics an imtermediary
f omesvedadiidnts (sbercapandaikispare the dishdfitiondistebuted mediation model. Local

ac Cp% n?g cﬂgm{esgn@enargngt C.a ggé th%xpﬁ:bgigcg ?l%&lgmor\é'n?eoﬂ?gﬂ Slice for a

egory war ding proce
20r eqxartlcelsr mwpb@@iéemn tFRehspburse PF sidkavi! gris camimunisate Wit only a

phxéﬁgre%cdl P& Atdr presuktRr ﬁqmmdmﬁéraiou@éﬂwﬁmfheln%dmﬁ 8fhitecture.
passed around t tion t wor

s hdl’@grednw bg %grb@rely&ug\@?r QfH_g siin ¢ qnéte@léh §‘H’}§ﬁ9 a res?f)ectlve number
f ung tlieptaal conponents of a (hybri d) distributed

medi at i ed: ZAA)S PE‘?etg ﬂtcﬁ '?/\?1 n@iﬁ, Yo5e %%Qﬁaora%g ;%e%%% module,

state" ere
25f onmmdmﬁegws ithre mmaatloo geqrérementp Glaoy nedimoe hay @u&%ogatewgownstream

howy;al o, kAm S%PW?%SQ%I@Y%E RIELAROD 11FRR, é(rﬁftha%re ultimately,

corrponent no lﬂ’g)onem nodes necessar
a de dersirsat Eacnm%ﬁl%m BefURimPlemsnts AIe ArMmosmedialion taﬁfkeeach task

Pr ezawY udoh atsJ‘Hgﬁe dﬁéyoﬂﬁdf .ﬁc@mmgqﬂéésagw qmtﬁat@gnomrrﬁ@sne
si nks, | ocal rese 3r rout

e oS g RGeS <SAO% % 66 rgEEve i B {8 ogeg messages to
30f olthexdsogatdtl owssHicam trahdraission setwerkaMbdatibretaskd msy then include

bels%"r%ctln%kqeueﬁesdo fe'r rWegsaSQ Io%§ tk‘ﬁf':s‘tgeﬂépéted
Mediator Router (MR): a mediator router is a network node, incorporating a
mediator router module, that analyses the content of incoming messages, determines
which category the messages belong to and routes them to an appropriate mediator.
35 Each mediator router sits at the head of an upstream network and receives messages
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bel ow. Local Point of Presence (LPP): a l|ocal point of
presence acts as an internediary between clients

W@ s@aneds4 and sinks) and the rest of the distrpP@UGBadN04/003335
medi ati on nodel. Local points of presence are network
nodes that provide proxies for a nedi ated service for
a particul ar geographical region. Each source or sink
will thus communicate with only a single |ocal point
of presence, and with no other nodes within the
medi ation architecture. There may be an arbitrar
nuifBEYa RHMREPPELITRE. o BpSiRloR{ouERS B SHOIPHY AN PR ERE sdagpy o allow, for
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t k d t
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i mprespRae s dkméecb BN OreardR estaoeh on H@K’OW@%@@"‘[ ngfwork associated with
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t hewobesraaitdbsst. dRonBigr Estwed mediaios sowders reetwoediators, in the so-called
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ap@éﬂ@éitattﬁe peslisatand. subsarivenmadde twithottoititr@tucigts nat-sdable central
15heﬁ) &n upstream network and recei ves nessagesfrom
BW‘S%‘? of LPPs. A nediator router may al so | og
i ncom nfoneSpiegeentt o “sbadwetattosysterais iellovdng ggtgments relating to the

S ergistribfited! %Q&lé‘tlotnhﬁet\gﬁﬁgir@%meﬁéltr@r efndsk SIALMERts may be considered
Transm ssi on Proxy (T ransm SSi on proxy is

net #8Pak inyaripats” ioﬁf@é ldb‘HinieP r‘l'@edé?t‘PP are8ig e on proxy

modul e, ot fateryarrwb)ss@st dras:s«asespomtha Y> FRe> epPITOr €

medi at or des ded[éierm nes, IﬁM)%n regi stered
20expressro eRfLRRRYSresSES @ pigY h sink(s) the outgoing

message.i Evdh MR e adareds Aoy awitrdsy Messages on t he

downst r eam net wor k aSSOCIJﬂ?ﬁeSEP\Mth each medi ator. The

upst r eafh rePRAY RITEPEHAS to nediator router) is
seen to.beEvarB,drFameyiadinnéserWacbmﬁrganPPbased. Rout i ng

bet ween reJ-Out er Lators. . i , .
2ot oo IR AR el ol B ey ofd Somecton (o arocie
25dowdge)r eam networ k, too, requires content-based

routi ngirghg qﬁg‘%up@ 8p ﬁ’éﬂ@tﬁe%@p\eﬁ(ﬁbn@%& W@fe“&om&}; Obf mediation change

routers and s canh be regarded as a

o PASDTITS 8 46F 1 PUBITpHECHAAISS FPRIem{Q Do MANAIRgHoy pRianode.
partiti Pﬂjniﬂﬁhs@éctfoheofniﬁés‘gﬂﬁalslﬂ%r%nﬁs aBowR it isOledrhivBy the network
m;g[uatﬁtg% lnoié%ure C? is consngeregtt tﬁe mlnlmald dlstrIBLﬁecsn mediation topology: it
30 consists of precisely four nodes: one of each type (LPP, MR, M and TP), configured in a
simple cycle, with unidirectional connections arranged therebetween: LPP > MR > M >
TP > LPP.
A more realistic, and complex, distributed mediation network is illustrated in Figure

4. Here, two of each type of node are present in a configuration known hereafter as a
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service to the publish and subscri be nodel w thout
i ntroduci ng a non-scal able central bottl eneck. For a

WO qusessent " or "steady state" system the fol POWGB04/003335
statenments relating to the distributed nediation
network are always true. These statenents nmay be
consi dered "gl obal invariants" of the distributed
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arhkﬁkﬁbyn&RBmghe synmbol "->" used above represents a

uni di recti on connectlo a directed ed
(Fi gur e”8) N SR g S!bné“eégaqe 3‘°“" g?&’&%‘i‘ n°é’§§"’°%%df nodes is
medhidireaionaih &vegy natie m\rthe buthic neteorktidha comparientoftat famstranle cycle, LPP

5kn M‘JFij e $qub r_>egP'5| OE@ cnﬁb HétWo %nlfb\(ts %3?4?1 iﬂ/?afi’\eout”':%a&gy' while

i nspection of th al 1 nvari
cl e¥ery My sends ﬁ@qmmessam IQEW%%@I"Q MRFi jSsﬂ" é/IRsmlas be addressed by a
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CyWh&e eu¢i TP umayober &ltréseadiiby e iunality bomsdiatorssn gedin; and finally, every

r ej-F: ? p%%rbfa&?(ﬁ}gpei @{)F(gsaa an-g LPP Lfa)n ‘0 nor e

but ed I'ati on net wor k
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no%%o%fﬁlavﬁﬁ%t' mHﬂbrt@ntCﬁaéérQUé Alrb Q8 bé‘tﬂ"@ilsﬁeﬁcﬁﬁ@@@r{/ néde to every

a"cubi c . The cubic network 1 llustrates
f ucthee .noeﬁ ab&et m%\sfor!sf g irnatnerietiga 19/lTSe V3ROSR iR the transitive

neb}wuﬂés(;f e,%ry' BtheM Roday CThig p’rl@deNWHOIdst imenangeaﬁagancf héMbrks it does

ween ected nod S uni ver¥
R“PW%"GJS ‘”n’B?r\‘Rocr%peé‘ éd Sty ‘g '%'} R °f"8a§? %’}?Sq”e“"e of the
CyQIOQal inRPiant (MRpertidd. - Tﬁ'ePdLrecL@Ppatﬁ'h:an aMriys heetonsidkred as a directed
ex'&&@ibéﬁa&)ﬁ 'Ifhﬁg fdr'ynlg b Hébtes At Q&tiin é’@ﬁde%;@é’oe&s’tnwgd mediation

send preci sely one eac

Ness
2dAPESged BeERUTANIA 1P AWHCPRETBIC - i IEMGER @olRg that in a cubic
f ansihdlé- 0¥ hdtwdiR thesmaamaml pathEngte BEKURE adydB £B &thdr@han 4.

20 o8 age AU st B o5 e P P TSRRSLR TP it Hichowede of the
ad detege teyond dtspiuned|atd y\elglf\qumnll &bor siode Shomes identiiesl only of those
fi %@Jﬁg it dﬁ%@@tfxyad-g%ss% < fk@é‘%‘ §|s8 stot€ b AhtiBn %8&3@8 tété?m)(1 of nodes

ed nedi ati on netwo
as Wthiﬂ? agdreispgacl pede withip dhe priwerkbthis mey ersiered lelier as a reference

di el thE AbfSkselr B R LaRddithaRRES Valie A olinb&& 1BEt BEY address it. In
ZSeXIeﬁrEeSr cfasr'eomqugr{tn ies gfqtﬁe tagdressmgy nodes need not be stored. Indeed, no node
need store any further information about the rest of the global system.

A further important property of the distributed mediation network of the present
invention it that behaviour is deterministic and ordered within each node; that is, it is
possible to ensure that a message B arriving after a message A is also dispatched after

30 message A. Likewise, messages can not overtake on direct links between nodes; thus,
for any two nodes N1 and N2 such that N2 is directly addressed by N1, then if a message
A is sent o N2 by N1, and subsequently a message B is sent to N2 from N1, then N2 will

receive message A before receiving message B.

18



ot her node in the network. In graph theoretical terns,

every node is in the transitive closure of every other
wmows/ 013584 s property holds trivially for cycliBCT/GB2004/003335
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di stri buted nedi ati on networks, as consequence of the

gl obal invariant properties. The directed path can

al wvays be considered as a directed cyclic graph. Thus
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30ap iz enetlit _jaala_tnm*rflej@,l |Ifythe re¢eives sgspires tcod%tﬁgt whethergepies of the same

pasr‘ﬁésggge"\éré L by all nodes, then the sending node identifier information 1D is retained

locally in association with the message ID. Furthermore, a credit balance accumulator is

&)

maintained, which is set to contain the total of all credit balance values contained in such
messages. The message is known to have been received from all sending nodes when
35 the credit balance accumulator becomes equal to a predetermined total value, say, 1.0.
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the systemat the tinme the change is nmade: a property

referred to as a causal barrier algorithm Were the
wa@dasesses i nformation is stored as a ref er encECT/GBRGIOA/003335

the causal barrier algorithmis a totality of receipt

algorithm In cases where one copy of a given nessage

i s expected at a target node from every node that

directly addresses the target node, it is possible to
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|
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Caysy %Cg%grrgegwrﬁ&gtﬂ%He{gggeq%}%g)%ggf| rmthat all messages

have een cel ved pri ate nodul es, thereby
est abl i Madiatpnt srsvicasr miay dherelereobe trheved adysainicalyt, rvitin the mediation

aI QQMOFKI" Whlfeotﬁe §§ﬂs‘{er9 R dpefaiibAd!. erh@r}g@rd é]lo@vg @né & it oF the system
nedi ation network. The application o

ol og
258u %&‘“ﬁ é't‘—%’i"f‘r‘fa" PEMRHS GGersding g swnn%adw &hEingrasane f interest

t Oaﬁheh@fﬁie Bt aligtrgli aub@rpaﬁaa@%ﬂ imtSreSOMAY Qieeaéyeéé'éﬁuéccordmg to
e n

G oReRiroR (PaPhide S W HENS! el Ry Bty i B Bl sh mace by
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responsive to changes in load conditions. To be

responsive, the partition of the information space
30 ( di st r i kead-katansingrepadover | oad according to

cl assi frtis@BltedHiddidttn lfdedia 381GRE prds8nOinb&tion is based on an
arbitrary topology of nodes: LPP, MR, M and TP. This topology of nodes has the
properties described above in relation to the “steady state”. This same topology is
eminently suitable for the dynamic balancing of loads amongst existing functional

35 components.
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wor ds, the bandwi dth requirenents at any single point
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wmedasorissd oad as a whole. As the | ogical focusPof/GB2004/003335
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i s aspipAinyiantinegyi TW”@WS the disvevety ntwhich hatiiatoc howts afy given category
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a partcul ar category i

20y oé(%?u d rrauirssoMefisgese of a'eb%@grar@rcw@aome%ﬁ 2l al@mattmw ghebal
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net wor k Coosieetdhe mogriessioneofistatessiamy e ime e whief th@l:.l;yétérﬁtlé M a first
W tcBhe{’stérh%taEFﬁ@’Pfoka nM cc;ngls ﬂt %t&%%éée %t hﬁ}:ﬁftog %(%gs of changing to

are divert ode.
255 c Mechrustate W@oma@eatm@nm@mn@mu tize aftes thisg sthesgaterd is known

t h@o ﬁkﬁ)&dh@ﬁti}e@% tHRHeWoKsiS R RGBS 2] THa tinfe t, ﬁ/ﬁtkitgla actual change

pplin t he appropriate machi nes
8E S L@&QOW%BVW&‘PHM a live systemwit hout
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teg Uﬁen?lil oBleer’iiﬁ\%ga%porrt1 EJ)r!iJmenzi\rc]){;j mgéll tp ation tasks is not known globally. Each of the
30  system functions however is unaffected, as at each point sufficient local knowledge is
available to correctly handle the information flow.

An appropriate algorithm for permitting the underlying partition (classification), as
manifested by the apportionment of mediation tasks, to be changed in a running system,
is now described. It should be noted that the algorithm is capable of handling the addition

35  or removal of mediator nodes, a functionality discussed in more detail later.

21



Medi ati on change is ultimately possible by virtue of

the gl obal invariant property whereby an i ncom ng
wore®sagssmi | | be routed to the sane nedi at or rPOEGBR@3503335
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poses the problem of changing from one consi stent
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(classification t he apportionnment
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prevent older messages mediated by mediator S from being processed by the LPP out of

order.
As shown in Figure 5, upon receipt of a MEDIATOR_HANDOVER message, a

35 mediator changes its state from STABLE to HANDOVER_RECEIVER denoted by the R
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assunptions is an absol ute requirenent, but have been
made to sinplify the nodel; nonetheless the sinplified
wore@slo13ss4 general and all ows arbitrary change POT/IB82004/003335
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25 all the MRs in the system have received the change of mediator information. When they
receive the last PE_PS_CHANGED message they change their state from
HANDOVER_SENDER and HANDOVER_RECEIVER respectively to STABLE as shown
in Figure 5F.
As can be seen in the description above, the mediator's behaviour is characterised
30 by afinite state machine which may be in one of the following three states.

STABLE - The normal, running state of the mediator; no change is currently
undergoing within the predicate set which will result in its handling a greater or lesser
equivalence class within the data space.

HANDOVER_RECEIVER - The mediator is in an unstable state, and the size of

35  its equivalence class has just increased due to the reallocation of part of the message
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rather than nediator S. At this point -a change in
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three states. - The normal, runni n? state of
20t hSYsHeH .tca%?dapﬂ\f? dh'aﬂ)gee necessATy IERSPIQYRIVS! .f??@umbm“?? addition
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responsible for the delta, which it passes on to its

tréﬂ%rﬁq%'giﬁmﬁsﬁf"t??);’eﬁ'g defivefstey had been sent directly

to it. [Ptovitey the above global invariants and dependencies outlined above are

preserved, additional functionality will not interfere with the previously defined mechanism.
30 Thereafter, the mediation service can be reailocated dynamically among the existing
mediators in accordance with the handover algorithm.
Changes in logical topology of the distributed mediation network can destabilise
the service(s) being mediated and may terminate the service being hosted.
A practical distributed mediation network must therefore simuitaneously address
35  both load-balancing and stability issues. With certain key additions, the hybrid distributed

24



al so receive data nessages within the delta directly
fromany predicate eval uator whi ch has becone aware of
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SerA‘f‘blﬁéﬁlsdepB?Inﬁﬂt Bﬁﬁb&b@dal amdmarat)areg evet a’iﬁhﬂbltiahe network of physical
i stributed

service, bein
e §PRPYLNG Qﬁg&ﬁgﬁ( ‘E’etFﬁé?'@F Jithout any EegH(éedrc@t for the service being
addnstiss tdmt thrnhioated.bal anci ng and stability issues. Wth

certai NA kgé(coag d&léz{bogfsfuntcmbht)ﬁb{h'rafj o) St 'wHHérﬁm @Bh %h existing

nodel descr e e fec
i melisgribetedeniediationr BRIVOTE 4 that of failure handling. Where the behaviour of an

distributed mediation network temporarily fails to meet its requirements due to an
individual node failure, mechanisms that allow the reconfiguration of the remaining nodes
can be defined so that they once again start to behave as the original network did before
failure. A failure handling mechanism allows for dynamic discovery of physical node
failures within the network architecture. Failure handling mechanisms may then respond
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physi cal systens. These key additions conmbi ne dynam c
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node is correctly configured to operate in its prospective environment (Part A), and
30 secondly that the network into which the new node is introduced is properly configured
(Part B).
Any of the following nodes can be added:
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e asingleM
35 e anlLPP -> MR pair
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failure. A failure handling nechanismallows for

dynam c di scovery of physical node failures within the
woednsorissar chitecture. Failure handl i ng nechanPGTIEBRwEN/003335
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30 The message format for the addition of LPPs is as follows:
New_LPP( transaction_no: Large int, // carrying the id of this operation
new_Ipp_addr : address, // the address of the new LPP
credit_bal ) /I returned credit by TP
We use an arbitrary LPP to introduce the changes and call the chosen LPP the
35 originating LPP.
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a single LPP a single M an LPP - MR pair an M- TP

pair and the systeminvariants and dependencies w ||
wheoosmiissai ned. To add a new MR, we nust add aP@E@BRM®003335
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25 To add a mediator, each addressing MR must be updated with knowledge of the

10

new mediator. The process is similar to LPP addition except the cycle originates at the
new mediator.
The message format for the addition of mediator is as follows:
New_Mediator( transaction_no: Large int, // carrying the id of this operation
30 new_M_addr : address, //the address of the new M
credit_bal ) /I returned credit by TP
The process is as follows: a New_Mediator(transaction_no, new_M_addr)
message is sent to the TP for propagation. The new mediator will not start receiving
mediation messages until mediation change has taken place. It may however receive
35 maintenance messages at any arbitrary time after this message has been sent. The TP
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new | pp_addr : address, // the address of the new LPP
credit _bal ) // returned credit by TP W use an
wa@ewsnizdsy LPP to introduce the changes and caPtT/GBe004/003335

chosen LPP the originatingLPP. The process is as

follows: a New_ LPP(transaction _ no, new_| pp_addr)
nmessage is sent to the originating LPP. The new LPP

may start receiving nessages at any arbitrary tine

after this nessage has been sent. The originati ng LPP

sends this nessage to its MR which forwards th
negRRds the Meseadp InsueitEP: TwedrPgﬁéqryamddhwasqgﬁéo their addressees

M@ RAGRs). OOhA h@derpt @ddfsemse@ge(tﬁeswmsw hé\l%ekrﬁ)t/vﬂaﬁgﬁbﬂthe new mediator.

o i@r%%rr@pmﬁ%” st of WS G280 e, SietBaeStrosiaoe to he

t heevamgdiaiot ivith thERPcrextitrishldniees. NEW héP meeintngems thet dredit balance and

or [ P [ re
5 Llﬂ}ﬁ%sﬁﬁ% F h%g a eo\gi:eciel?% %Hcvg&ah%!yt %thgﬁpgg?se'g%ﬁo‘pﬁw be complete
prizydbe ee\nmeg@tcharFUepr®a§s ig slpown IndFigwesc¥sto 90s known to
be conplete by the new LPP. This process is shown in
Figures 8A to 8E. Medi ator addition The nediator
change MgdiRiPr fatiten Additialy nponent of the Distributed

medi at lmamﬂaéd albove, eshwasdidior fpeteRirusedd sddrésged by a LPP in order

10 g e dlelafingfte, AR S RSl pr B g hererore o

cmﬁW MR et bef createdwwithedib 2or asseciaied kLPFCo nEmﬁq genstrgipt does not,
a m%:aﬁﬁcdmgbﬁﬁ ﬂfncﬂﬁ\g'f%h%lr@ 1AL énﬁ;ler ﬁﬁgibél%gmb&er node or

support the addition of new nedi ators.
novYEN @SHTSRIPYAMon A medi ator only needs to know t he

addres Srh@fflréttsfﬁepalddfeGJSMReﬁid(tlbﬁ $s thBrefdte tid Eresteadidanitlalise a new LPP
S a Cc ti.on

15 | n‘?"ﬁ] %cr f:léeg | o fesylgsn :}8 8 Zl{agpn llﬁgtr%%%&elégqrﬁ g'i)heOnce this situation

r eﬁasrbean echlievedt theebd LB is bsed TéPcrettea mewwMBRedi at or sends
Nq@% ﬁﬁ@g flescribed below) to the TP. (On
r ecel ‘ﬁhﬁ&e e agteé

I'S nmes the nedi ator reference count
of t he Tpropegate ﬁd\&?é@l‘]u"’?ﬁ o8 %§§a@erop@gaﬂ“§lb Dyerp stgble periods the

i mohﬂ.r@t eawgﬂe%@fsaﬂes@@w MRL'luOﬂwe0§ysfeh€ %r%fmee\wfm can get a

20 CORPEGR "0 o7 xRS 5P SVlRh AR PIsR &xaHfe frrecit balance
mustticibeanumtietiecabtainddfrdomendtisatdR.of t he new nedi at or.

The pr Ol%exﬁ‘%at'es(he? 'pmcle%{je WFI)\FR g\g' rH %Hﬁ%&@?&sge |Q§ent to the newly

cycle ori |nate new medi at or
f rreated LB’? Theefoprartiof themmessageasds ag Blowss as fol | ovvs

New_Medi afypp( Mﬁma&bh%n&gew gﬁcérﬂﬁn thé ldQﬁErﬁé’d)ﬁéGatlon
the id of thlsoeratlon new M a )’ qure sh
25 address of the nBSWapr— addr: addTess | the ad ress of the new MR
Ipp_addr: address ) // address of the LPP
NEW_MR_ROUTE_TABLE (
transaction_no: Large int, // carrying the id of this operation

new_mr_addr : address, // the address of the new MR

30 Ipp_addr: address, // address of the LPP
rt: route_table, /Il the new route table
credit_bal ) /l returned credit by TP
The LPP adds its own address and sends out a NEW_MR(new_mr_addr,
Ipp_addr). When this message is received by a MR, it sends a

35 NEW_MR_ROUTE_TABLE message and attaches the address of the new MR, the
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credit _bal ) // returned credit by TP The process is

as follows: a New Mediator(transaction_no, new M addr)
wore®sayssi s sent to the TP for propagati on. ThBCTIEB2004/003335

mediator will not start receiving nediation nessages

until medi ati on change has taken place. It may however

recei ve mai nt enance nessages at any arbitrary tine

after this nmessage has been sent. The TPforwards the

nmessage to every LPP. The LPPs forward the nessage to

their addressees é}t he MRs). On receipt of this

meddgiRRs of theenewsP é%r%ﬁ‘aﬂ/\hn@dfgét'%faﬂdh%fr@f@ﬂﬁ ﬁ%‘éﬁ @egt balance. This

Tomﬁé‘éélgé & foRldridtath ia@ Rartsrary R dRt¥ At tdpasskinen MedosastEam network

{ HGPe LPR 0SS SRR S 9% L Nim EOUTE YK e, The LPP then

crmﬁsés lred eoutieg sl tohibe netviyscrestad MR, aTher BifRe tisssnihiseidformation to
5 h‘t’iSnse?t@)é de]dit%aiah&l%rl%ﬁf%?&ﬁﬁ apnown to be conpl ete by

FOCRSS TS shown in Fi gures 9A
oPa!)DB -Mémbpoafm}trétﬂonmdu tion As nentioned above,

each e icRdeP o Makd Gde dmr% néwmq{eewdpme@ds%’%héﬁbe |ts MR to the
order to maintain | I nvar i ant cannot exl s

wi 98Nt EEAED 199Caddr gg? i Procesfer & ofrét'aéeqﬂeWW'ﬁtﬁano?ﬁer the
beNEwWe MRe  OMTEN TABLE easagechaat ednlLriBEtivelnbysthe oB®tMRI 1Tn receipt of

10 SO88 koL MESHST ur L TR NAAL HB6' ol LA BEL 8. i i
si tagl serpls cbkjﬁdhEF ﬂQaUNT(} gnd BEGPRER_GRUNTAR measdages do thesnew and old

thi@lhgfré%.rp@ct lyC“rﬁ@bPoc@Ms 'illﬂéthté’d ihFgPed PIX tbRFEW th no

clients. IS results in the situation tllustrated in
Fi gure 10. Once this situation has been achieved, the
new LPPrrafgstisedntproty &ilittora new MR Part A - New node

Configyration To operate.a MR requires an up-to-date .

16 Cout | ogh BT A Qph rivafnt. Gt Fia PO bt mediator. A
areP tcaendd aaxist futhoud|lad mikfRstor to blidress/ Bt eimerefdreraefTBraanaot be created
ne\)Ofﬂﬁ@t Qﬁrésgc%iat@d Fn%Hltcl{opg NP 1k MR ABYs fist %\Qﬁ%o'uﬁ’p&gh Wcﬁons from

int 'so require a credit ance wh
cabﬁ'@%h?ﬁt%bsbétsﬁ‘sﬁéﬂ‘yiﬁ‘% FPRRAdEhBdeME, eV‘FB g sindl§ programeThis is the

pr%ﬁﬁar.@cése\{&ﬁ@(cf&wmfmdr) nmessage is sent to the

new y The forma

20 {o1'| St e FIR( Poh SRRSO oo el Bapretere 3 g initalse
t he névd mefiiatdn which jierrcd triediatimpeanyriataa deigure 1adldstemeza thisffirst biep.
address of the new MR | pp_addr: address ) // address
of the LPP NEW MR ROUTE_TABLE ( transaction_no: Large
i nPart A/~ New node,Gonfiguratiorof t hi s operation new _nr_addr

addr egsSgpetdte, ldVeowafiElFRGiPesHnoiviz@gH 81EINRe LPPs in the system. This may
25 be obtained from any other configured TP in the system. TPs also require a credit
balance which can only be obtained from another TP.
To initiate the process, a NEW_TP(new_tp_addr) message is sent to the newly
created mediator. The format of this message is as follows:
New_TP( transaction_no: Large int, // carrying the id of this operation
30 new_tp_addr: address, //the address of the new TP
mediator_addr: address, // address of the mediator
LPPS: list]LPP)] I/ list of known LPPS
credit_bal ) // returned credit by TP
The mediator adds its own address and sends out a NEW_TP(new_tp_addr,
35 mediator addr). When this message is received by a TP, it forwards the message
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| pp_addr: address, // address of the LPP rt:
route table, // the newroute table credit_bal ) //

WO eqodonssd4 credit by TP The LPP adds its own adeeEe82@am03335
sends out a NEW MR(new_nr_addr, |pp_addr). Wen this
nmessage is received by a MR, it sends a
NEW MR_ROUTE _TABLE nessage and attaches the address of
the new MR, theaddress of the new LPP, the routing
information and a fraction of its credit balance. This
nmessage is forwarded to an arbitrary nediator and is
pas inipg thecaddman of therewreR, Wesr &ddresstdfi theliRW mkdigter, the list of known

addr g ahPa \‘chtfoh%f NG gVl R T ErnibARlsEa ?&%rdeghfﬂ]rg%trary LPP.

thenwaesses he routing nap to the ne creat
The  NRLUE dBen RRSSePrihe MRUINDGRER i i Pely | cseated JPgr B (TP uses this

bal infoeratiwndo inktiiligeOts! drétit baRIPGe ampits lisBof-knbRh VPP
ﬁgo\rll,glrggr |0an§o {l,sger to make use of the new MR the
ew 1 § "H@té'fts MR to the newy created
one. Thilg opeotesské gse ofithe atwedPi thea@vamedigtonhéeas tb BRange its TP to

NE%W g's;—téﬁl-gnéms tslﬂge pnﬁ:éssb &¢ q{] ?15188 ' g}ﬂg yné\p eTP sending a

recel pt of I'sS nessa
MR TN'N#Tl&l}l%EB())m%gQ%@ethe GewHeediriey. L P receipt of thns rtnessage the new

sengsdiatdiC_EbHusCAMNT(NC REF @5@.&?@ M&) térestl%f‘gﬁ&/vt P and a

o RBE AL e SSOEH K e, Dbl 550 ooty e of e

addrdnsmission pcm(sleadditnm pracerssarmlll@treimalm Figur@es i1ants13@ TP
nmust be addressed by a nediator. A TP cannot exi st

wi thout a nediator to address it. Therefore a TP
cannot HRecentigurationy SwitnhingaNodessoci at ed nedi ator. Note

that t higy JResing Qﬁe r@'fé‘f@é?@ng@soﬁ'\hhé kBBSIBb)P\W/ﬁerE Wguﬁb%hﬁgarc from one

host ed b g tg s cal nput er node or

15 e '%I%S'%ﬂt fReEe @dﬁh§W§%%§ ieeefergoalyrappligable to outgoing arcs
Cr efsdm U?P@éndTrﬁédlatEhEslrfcb rbslh THseipd IMRI 1RV tah aVaRar %étQ:ﬂl addressees.
proxy a Itra
o0, S o Sl AL, b e s
12 indepgrdanttwith tf¢ﬂpsth lCr Sﬂle édeenpty Gfatfteeraddrbksmmodmerefore the only
Cor}Ethr‘éﬁ\%H fE)P S\Wﬁbhﬂﬁetﬁ%é?ntaﬁ anc%Wer-Eﬁt :5)%%% [;;ﬂﬁatktﬂé)ygfgr 8& counts are

f PPs inthe stem This
20 ¢ givrrasty agiumted b@MﬁePéhLﬁr@ ’qflbmaﬁh'f‘?ﬁe system TPs al so

requi r e switctingl il dveliesieRicaty \ﬁnl’h r@é;ﬁbcﬂfd e %d@@éé\lnﬁ&ﬂmes (the LPPs
from,anot her, JP. . To .i.niti at

NEV B PGS ootk §hint B ER M g operaton. During

cr dbe editchird epeyationTthe referenee cfint hhay helsmaperaiilg im®rrect but this is

f Ol AMfBss Mﬂm;fgga ;ortﬁgagsmg no: Large int, //
Carryl nq_ operati on
he LPP being switched sends a SWITCH_MR message to its current MR with its

own address and the address of the new MR as parameters. On receipt of this message,
the MR checks its reference count. If the reference count has reached a predetermined
threshold value, say 1, the MR replies with a SWITCH_MR_FAIL message. Otherwise, it
replies with a SWITCH_MR_OK message having decremented its reference count. On
30 receipt of this message, the LPP switches its MR to the new MR and sends a
SWITCH_NEW_MR message to it. On receipt of this message, the new MR increments

its reference count.
The SWITCH_MEDIATOR algorithm is the same: the mediator being switched
sends a SWITCH_TP message to its current TP with its own address and the address of
35  the new TP as parameters. On receipt of this message, the TP checks its reference count
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new tp_addr : address, // the address of the new TP

nmedi at or _addr: address, // address of the nedi ator
waBRS013ss6t [ LPP] // |ist of known LPPS credit bel/GB2004/003335

returned credit by TP The nedi ator adds its own

address and sends out a NEW TP(new_t p_addr, nedi ator

addr). Wen this nessage is received by a TP, it

forwards the nessagecontai ning the address of the new

TP, the address of the new nmediator, the |ist of known

LPPS and a fraction of its credit balance. This

nesi Hi§SSBLenee povat Brsreaehedd ripdatermineg thresholdyriug, ey f hihe TP replies

paswEs at BWITOHWWQ-‘A'ILWPnés@aéJ‘e ORehses e adphes Tin 4 "SwWiitH_TP_ ok
uses this ,infor onto. initialise its_credit bal ance

and P?sggFlr?lymgf eﬁﬁg'\mtquﬁ% refgfgp?e gountNePRJPREIRt of this message, the
Confnedjatortwitthes its dPderthd newrdiReandssendd atSYVATCEMNER_TPhAessage to it.

EPeV\b{W&%'e%{ &Hthi ﬁ—n%gsc‘a th%*ﬁ%&% lhérgmlﬁ tg rtfgg?%:é’gHékN ™

crea bcess is Inrt
sendi ng a TPJINI TI ALI SEDO message to the new nedi at or .

On receimdcofigdration:RhiGRE of NBGed1€W NMedi ator sends an
I NC_RE NT? nessage to the new TP and a

DEC REF LN e PBd il ciobal (H@raTicar he chfeeyed s nodes are remove.
[ g\énfsﬁﬂd_F!Ps ahohiedpéors mlalglfoetrélﬁoﬁeH%@Srmllz\ﬁ@JaDﬁbdéé @M’ong as they have no
n s a ust r,at in
1(f3l guaété‘ée%l Eﬁﬂ%ﬁf? ogthh rp t'h Slﬂmﬁsgsofgeﬁg a]ef%?ﬂ%'g* beV%) functional
r ef @ients,canshia rl'tgae@se 1of Uieelatomathlerﬁgghoulddleeﬁcamedlaﬁogndgﬂgormhat mediator.
fr 0§%daﬂ§¥ ggEiss fo?‘reﬁﬁ)q}ﬂlrﬁgstt EPl t;eoth@%ié Q&Jre&%%eof tl’%ﬂ‘ doaflsB&Ls,

is there e onl Il ca e to out alr cs
LPPs andh ﬁé%q%@fi%tsé?rﬁg@owtfwnT@gteaﬁw'mhq]@o@ogwnvanants and the

i NVi@fiodd &asﬁ@équ@és fd dlb@éié @EéachBF&uﬁéM Hd@-r@@usfeﬁffﬁ%@e &pRsence.

i ther
1 5|e ndepen g@% a%{ {T'% ’P%VS'RPE OF r?rﬂo‘feﬁé” Isa'@Pﬁfl %9%8153?@ é?qsons that they may
addrat bs argatedTimeis@btmne abd enushthgrefareg uerremevdd fhod pair along with a sole

swi 50, F3r FRERINES r%a@or&oh\%;/ %%/ dﬁé{u z)%gg?n%getdt i g;ecéhgr machines are

ref'erence counts are correct
[ ofTBBAONBRITATPRESCE. SAPRSERHOTYAR MR ecermly be tamavat Iyt (@) has a single

W ijfPF: @(ﬁﬁ&é{nﬁtlp ahd ?b)&ﬂé’ttrl_fﬁis Rés ﬁ@@l{@n&eSAtt(tthfpl)Jﬂﬁ Pﬁleq_rl’"#’ and the MR
2L e oo S o h S Bk gy e e rurment

opessdbe mmavalef thefselediffe counts may be t errpor arily

i ncorreg

al gorit hnrvg'g%f lﬁb%ﬁ er{lﬁsﬂe C}Q’C gth(ggﬁ%? g(ﬁ@éﬁwddressmg it,

meRhdde) the madiater has @ntmerdiatw\ tdsk iasspcintad \aﬂhdt ofsidhatpdint, litee mediator
adyr@sfe PP rﬁd}’%eﬂ@?ﬁob@ §§a ﬁbﬁfra"fﬁé ?érﬁovagﬂ‘ thi€ G&r FP\‘és fefasely the same

this nessa MR checks its reference count
25 hée%ffe&eeﬁ??éh%@mwa'wé?erse&m%atar pr edet er ni ned

t hr esholirtlal edsee thes Rynokal dftEendds reglilldsafie whjL&tm@nt of credit balances or

SWT eﬁ(l\:/(le?colzu,ﬁ‘l'_ nmessage. Ot herw se, it

Failure Recovery
30 This section addresses algorithms for handling failure within a mediated routing
infrastructure.  Mechanisms are provided for detecting failure, for relocating and
recovering any of the node types, and for re-establishing connections.
For ease of description, the following assumptions are made:
e the failure model is “non-overlapping” — that is two concurrent failures do not
35 occur and each failure is corrected before another occurs.
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replies wth a SWTCH MR _OK nmessage havi ng decrenent ed

its reference count. On receipt of this nessage, the
wWhBRRsewssches its MR to the new MR and sends aPCT/GB2004/003335

SW TCH _NEW MR nessage to it. On receipt of this

nmessage, the new MR increnents its reference count.

The SWTCH MEDI ATOR algorithmis the sanme: the

medi at or bei ng switched sends a SW TCH TP nessage to

its current TP with its own address and the address of

the new TP as paraneters. Q) recei t of q&\hls nessage,

the TP ¢he@kR npdasis hggigd eﬁéé‘f@iﬁﬁ‘ﬁ[’h icah{Rag ey ence

count hgs 4§ &@Beﬁboﬂmeé %Hiftéﬁdﬁhﬂed dohfigzsibg) | sllsoLael 6, falay being the

1,theTPreIe P FALL. me
O herwi se, drp Pe:dé%pr\fmeg ong; e‘fn Igy wﬁgggsgtabhshed

havi ng deghenmernd, @ds Bssmmeelftbatwaegle dailnte. de@ectipe medigthabls not part of

t hi 'ﬂi%@'stséﬁg E%@Qr{lﬂ%‘!\}v% qré\%éoc nﬁgrdc{m?e s fta%qré lagte%w node could

of betimplemestsd s, anpiher distibated m@émmtworkt sEapéﬂe%ﬁ@@ e to connect
COYfithe Jgﬁﬁé)aété&?éﬁ ?«Béjé)éhd BeEPIRlre®fn thOsRtenVES §hd’\/\)ﬁnn Flgure 14,

precondi tions i nvar | arth s cap, be conser¥ i
nodes arf@ch @ﬁ%@dab‘ﬁt‘? getegt thepailure, o INa@INg ¢ ¥ rLGRP %”m“”'ca 'on
reﬂiﬁk@ﬂwtﬁ‘épd)rﬂfﬂlb\falldteab faloetedetantioh aodp. as t hey have no
functio Ilcatlon Wi, t hi rk in the case

105¢ LPPs rﬁép(gg 408 [TiegS498s gV ﬁﬁc{hlggﬁ'gtf clients, and in
t he case of EBBIOﬁ(mmUm\ed@tyshdmndaB@re%th@d@fasﬁ’r)on
task on i hat ¢ bia{a %llureg%ﬁ‘aﬂqh%mlﬁ@ﬂﬁ@ of PdfelcRERY Machine, the from

must not be t e Sso dressers of their addressees.

Theaddeegais wikepws nghe P@ﬁﬁﬁ)’aﬂ fajyfie A7 epueqing ikeryp fefsrqnged machine
t O EIEréJR¥E Friag BE SuppliBdl. iraaink esﬂDr‘éaiccﬁre,Sdhly 18 gemdes ahdeeceiver will

153?3?&%&%%"?% méﬁher%ggﬁﬁ%J 8? St%]rg lt’ Yl?lﬁ mas%l tgﬁlfrom address of
f orthé rezeivanwhicie adliocemcitisieely tride:gteraaw«rethebélao mede éaduien In this case,
' SQI’I@EI[&% de?e'&ﬁ%rl%‘é %s‘?lfuetrtﬁ?:p&d%fe@é’éas‘?aﬂhfh e Ak, rlf a node fails, all

UfSOf functional reason

t hdmkwrﬁdmmawr@ﬁewﬁaﬁ andywith erseaventhy Eprepegediodhe fa'"ng handling
r el pgeg 108 lﬁfﬁﬁheﬁloﬁ’ rs@ﬁtetﬁ Qe fAIrRSRAURL Aode rﬁayMEé %84 tordeyermine the

be renoved i | e LPP addressi ng
20anotYFEEb)a”f’h51F”tL¥>F9fh§§ E’@"QI nagley 85 SPWp Taire ﬂ?&”" (Figure 7).

L PReGrRdqudnéy, M feflyrebreandismgonaeid issible tpajetect a’lhrbndeeufy)\i/rw class of error

of th| ok cisely the same requirenent as the

ren%\‘/:l JtE'#gz&éc%'}%eoeLPP Simlarly, a TP may only be

removed Qu‘r sirplifidng assymatier isghat nasies areonotagdiostediang are therefore a

andshl‘gm pﬁﬁﬁ:’é! rﬂﬁé“u%t Aliur® @§n Bﬁly RBGHe kiRgle Icidal f&ﬁé‘a@C'Wé ﬂ&e that this
Wi t point, th i at or apd t he

25 enﬁé@ptgg\ raayp g? ,sngmftﬁ%my %{5%{]6 And; i gl r}e qi]eé%ctlon on of gharacterlstlc

pr eBilge |p}z(ttérh$'=‘s&3‘h% th@blllsteﬂrfbmlngis Idgival ticiesy i parficuidreif we assume
i at or

20l Bt oL Ty 508 e o

r ef leanelirgeprocass tssljustrated in Figures 15A to 15E.

U’I

30 Recovery Strategy
For any single node failure, the basic strategy is to create a new instance (or use a
hot spare) of that node type and reconfigure the network to use it. This requires either:
knowing or recreating the node’s internal state and equally either knowing or creating its
immediate neighbourhood topology. The second of these tasks (the immediate
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Fai |l ure Recovery This section addresses al gorithnms for
handling failure within a nedi ated routing

WO pdosasissact ure. Mechani snms are provided for de¢EGBR0VG/003335
failure, for relocating and recovering any of the node
types, and for re-establishing connections. For ease
of description, the follow ng assunptions are nade:
the failure nodel is "non-overlapping” - that is two
concurrent failures do not occur and each failure is
corrected before another occurs. each node is hosted
onneigibdufreoe iepojsigy)sis cabturesichi the totaliiy pf ervgy resSRgesesenhrigythe failure
eshg}%l §Rodt nﬁ%%ﬁﬁt'd??bnufé source of failure bei ng t he
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30 LPPs carry lists of which mediation topics their clients are interested in; TPs carry
lists of which LPPs have interest in the mediation topics they service. Therefore, the sum
of interest list knowledge is the same over the set of all LPPs and the set of all TPs. In the
case that a TP has failed, the node’s interest list may be recreated in principle by
knowledge contained in the LPPs addressed by it. In the case that an LPP has failed, the

35 node's interest list may be recreated in principle by knowledge contained in the TPs that
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that only pairs of connected nodes are co-hosted, the
failure may be detected. The failure handling process
w0 g005l0k3sst rated in Figures 15A to 15E. RecoverBCT/GB2004/003335
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35 gFfuI s-ggf%n?ﬁoﬂ'l%{ @ngﬂo gsgm ?f'méés%@éé@g§’ gjsﬁfﬁﬁ equal to the

1t10on
25t yp%’g" et Fessaoas tiedsed by e ragdiaterst olt i thereferei the oahratthat a recovery

MU Sstrate@yreiianar Q&hét%é@ﬁrﬂﬂere@ihlbfé i$ Héésfb‘i‘é to' ﬂ“u?s%%'?@lhesév@ﬁteof a failure

nf, t | ds: f
codneer Fiparrls i pltreechis BN EESIS. and medi at i on

state. Reference counts are ascertainable fromthe sum

of errolg pgﬁﬁgggﬁgwg%%ﬁ{ved noting that this is |ocal

i nf ormati on ererore should not present an
30unaccepila®|“efarerne. model” cubic architecture represents only one way in which the

component notes can be composed. The strength in the architecture rests on two pure

concepts within the component nodes. Firstly, all node-to-node information flow is

unidirectional, and each node receives messages from senders and relays that

information within a set of further nodes. In the latter case, the set is, modulo changes to
35  the system configuration, fixed.
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Furthernore, this information is not required for the
live running of the system including for nediation
web@sge3ssand therefore is not required to be iPCPGRE@®4/003335
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may be identified, where a node or nodes, representing a locality or ‘local market’, are

replaced with a complete local instance of the whole distribution network, The careful

decoupling of node behaviour from overall system configuration gives a number of ways
35  of achieving this, depending on both engineering and logical requirements of the system.

36



sum of nessages | ogged by the nediators. It is
therefore the case that a recovery strategy simlar to
wo bas/owsed for interest lists is possible to ppeBHGB2004/003335
the event of a failure in either category. This
approach is illustrated in Figure 16. Structura
Ref i nement The "reference nodel" cubic architecture
represents only one way in which the conmponent notes
can be conposed. The strength in the architecture
rests on two pure concepts within the conponent nodes.
Firstly, all node-to-node information flowis
uni di r eExamplds, and each node receives nessages from
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15 §E arioC8 Eogﬁéc%d' her on f ?@J ?q?csal neé"floél( exists, some

useful and practica one
posrﬁpmaéorgpan fiey glotraihar Ehe pradiedie selef theawstream icélfnetvenk is altered to
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ar elhichens voreerdad indickiedns be \6heioey globdl nitsrebts ohtber Glatsee network (or at
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never I's" adVant ageous
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30 Figure 18 illustrates a hierarchy of networks, with a ‘global’ (UK) network and two
local (market) networks (Fife and Glasgow). MRs in Fife and Glasgow networks are
shown forwarding certain messages to a further MR in the UK network.

Rather than maintain a strict hierarchy of local and global networks, the connected
MRs can be treated as peers. This leads to a bus topology where the routing rules allow
35 MRs to push messages to any other MRs they are linked to and conversely to receive
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to obtain a contract, based for exanple on: rarity,
cost, or physical size. In all cases the nearer the
w@bjosoi3sshe better, however the upper bound onPCT/GB2004/003335

geography can not be decided a priori. There are al so
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is al'so fairly uninteresting, but worthy of note is
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Th?erﬁ‘regg%ﬁ&hgr a%ﬁtbaaf the upstream | ocal network is
altere

O cause certain nmessages, based on content,
to be forwarded to a further MR in the gl obal net wor k.

Di ff er eRg&idande Jf‘élébél@ohﬁirﬁﬁutsa' low MRs in |ocal
networks to information, for which the content is

25 ndi cat & Bg%e'"oﬁ disiiuies) Bidiptiom newess reayifes, af AMSpaPInt, some
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hi er ar ch 0 'ﬂ cal rkL%. Thi y be. e
ox PG G dfe B e (T 9 | B ARG, fermination anc
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1 BRINGEH ob8rafdrR! SR patieir, #¥re i EBSs Bt iltButbd BpdbBE hich acts to
net work. I Nt er est
30 detect when all referring nodes have sent a message of a particular type.
In some cases, in particular MRs and TPs, the expectation is that relatively few
nodes will refer to each one, and furthermore these nodes are likely to be relatively local.
In this case, a simple reference count may be maintained without incurring excessive
overhead.
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expressions are based on content, we could nodel the
identity of the deriving network as a part of the

waeoeosenssand express interest in all data thatpPdi/dBa@/003335
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f l&%rﬁﬂ%{dllél fh%g Wbigfg i pdigntbPerh rasloMebe il of YawitHas would

anple suit a _systemwhere clients were prepare
tobeptﬁ?cﬁﬁ"é‘thtﬁoqaé@é‘?r?@e@olﬂ'ﬁ}gﬂ information. In
financial markets, the use of nediated routing rather
t han alcl Fsmg eer-to-peer architecture permts
st or ed "TRIGTOPHE r ecovered from order books
di st ri heeibtrimitcgissediatioh detwarkee] theepragank invatitign may be implemented

di Sk :Psuéciﬂs)uf@ % E@Qﬁg@ gJJNQFé‘o@{aFJMatrQ CASIESWERY, tH8mplementation

recursive ress problens such as the
maina kstaed %WO%H@@EVPE"%YQ@%%’“%[H@Y EHeFEs: HeMper program

egutblvktd, far@kadplé wﬂomﬁ, D\?@Rm%& coRstRRSS .Ewéoaemn internet
el ectroni c .excha ge 'i’}’ & of\lhgz ¥\n > i & with the
SRR, 1Y SRR ST rebreshplar of e B € in ek an

acpresent ywertioah as that observed in the futures

mar ket e
medi at 3'& °§gratt'& th%ar %B@p%}aﬁrﬁ égﬁhe ar d%tée‘rg&s b'gﬁ %?eimﬁ éerthe
t haswpohénts fan atnartgulpaiuﬂ@ron of e distrhated sngdiatips network may operate.

Alternatively, they may be stored on a central repository that can be referenced from the
nodes on which the component(s) for a particular function of the distributed mediation
network may operate. The first step in setting up a distributed mediation network is to
install the software and configure a basic network. For verification of the installation, a
predefined cubic configuration may be provided. This configuration would run on one
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triggered by diurnal patterns, or through rapid
mgration of trading fromone financial centre to

wanwshessand back. Avoi dance of d obal Constr apP@it/&BERE003335

10

15

node in a distributed nediation network requires, at
sonme point, sone know edge about the totality of nodes
that refer to it. The identities of these nodes are
never required; the information is only required to
detect certain term nation and configuration
properties, which affect node behavi our during

et sieal pdeancssHPY Yoridbe prPvidedrie éeréqome&prrewpewpn of the

p@is‘tﬁlﬁk&o?he?étfbﬂrn@tv\)o?( DrideAsSinfibl \i&lraﬁ&d’ubb Hb@Seecmféﬁamﬁéan

acCl s 0 C hav

& Saela e s aan S o e piap o oea Betraion Bbktems fr
papedificapplicdiiBss anitenbys, progremmepémmtarme Clsattohatuce feeds, to the

S NIRRT, ] 0 0 py s
| @uriling inthe ¢1$t9bld@d5@edlétl0@|f\¢b1'%k rtéerérr@avwnamhmthﬁdw pted

iR %gtvmrﬁ \hé) YA LbB CNEJ itigngl I8§1€£ %%Hysec&\b%réa@é‘cﬂtd the system
er cases, here may

a \%
R AR REE I RIS Ml
be geogsaphakad Lippndiavier, agphysicdl nede islad el havfiware processor and

R
ncmkare lagicehmodey Joenstarion adwehl RpmteéPreaenmr(LlalP)l aMedwtcm (M), a
C el é:orrp?&ﬁéf?m@) ?Fé‘?ﬁﬁsrﬁ?éﬁorpﬁr&&?ﬁv yas fol lows. For a

particul ar set represent all of
t he nod88 MeBRgRTeT, @tﬁtrf@C%\wwawh'Pta thediumagrapgeator frieféaces pevides

r e@rﬁmy’wfonmm,ng @fele BRNGEEM I6yiS &pelopefn at@&r‘déig:etm the
pnfpt of credit it ha t.ot
f

G5t A BORIEUE SRRl RPN OpE Bl repdpe o provice
noiksvinigeanal modiication filectmos far noaltdringdiadespeansttonion thelvistricsitetd mediation
hqigmﬁﬁnt toit, it is arranged that the credit val ue
of “each such node is transnmitted as a part of the
nmessage. The receiver node requires to record the
total of such received values in an accunul ator, and
when the val ue of the accunul ator reaches 1.0 then it
is known that all referring nodes have sent a nessage.

When t he topol ogy of the network changes, for exanple
through the addition or deletion of a new referring
node, then the credit bal ance nust be adj usted
accordingly to ensure the global total of 1.0 is

mai ntai ned. This may be achieved by splitting credit
with an existing node in the case of addition, or by
amal gamating credit with another node in the case of
del etion. Both such adjustnments may occur at a | ocal

| evel, and furthernore many such | ocal i sed changes can
occur in parallel, thus avoiding the potential for a
network-wi de flurry of activity as would be the case
wi th gl obal reference counting.
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| mpl ement ati on The di stributed nedi ati on network of
the present invention may be inplenmented either as
wa@eows01364 | npl enent ed software or hardware. ASPCT/GB2004/003335
software, the inplenentation may be stored on volatile
and/ or non-vol atile nenory neans. Conputer program
products, for exanple CD-ROMs, DVD- ROV or data
constructs retrieved frominternet servers, may
i ncorporate software representations of the network in
accordance with the present invention. In operation,
the com®™MSprograns may be stored on nodes where the
conponents for a particular function of the
era

g\: fte: Ing é}? I ﬁ{?g'%ﬁ%t% PE’PS%BE‘S > '] C@H}p}-‘gr network, wherein the
I eposptier glethEkthas amdxtiatioa hetwericibal ifdaiest he nodes on

ghi ch t - :
et & RiefIRETE bt of (eedhoBRF) fibofle hriRElbey Rhween the
f i raediatioe petwerisand dlieet AipgraMeli st ri but ed nedi ati on

net wor K l%aét%nb'ﬂ%tdﬁétér (f %o&% Fdﬁ'ﬁéﬁrn?%@né‘o%%h@ééke a
basi ¢ network. For verificat] installation,

pr edef | ﬁb‘&a%lﬁ’ﬂ%“eé’éﬂ‘ﬁrlr@‘ﬂ?ra({"ﬁ% Ao f5@nalyele the sontepyf | '"°°m'“9
COMthésgigest e&igr Ngﬂhﬂdﬂ!ul‘eugutmg tl(mﬁ@ih‘}lrfsg mé&;}sagé&’ib apréddetermined M
s ri u e_provi v y the correct

(?({ feo'ﬁ% ?er}dﬁ%cegupop ﬁ%f) gnt Srgi ati on network. Once
t he i ni et lebstwee rtrransmrsesr@hpmas (TR eadye fdr ferwerding messages to at least

satdng RSL@L PP YnoghiR€, admi ni strator of the system would
depl oy nedi ation programs for specific applications

Wi tt enWBgrein. 5t the methagy Incarpipg Messagas ko theiediation petwerk are
f eQﬂ‘@paght@d Talaﬂg Meabddtoh c(dd thafkcbnl\dasesah@ stePout er (MR)

d |
197 The GPLCPITHEEEe Be RRmE T RsProssdea erPRaly Bhe Ofbaid ateast

c orame ciedfatortrtnge(iViR) midoluteed nedi ati on network via an

LPP. Adg é%@g@dreésgg 3&%0&%’ %%al?ﬂﬁ? ﬁ\@ c@ﬁ’tgﬁt%f § ortnﬁrg messages and

system w t hout an 'on e users o
di srwtrns @ﬁ'édnq%eme@ttp arprw@f)%mﬁd megiatos frgdkle dn dgngAdence upon said
eardnagred @np;lﬂ,}‘SI cal node is an actual hardware
rocesso t ai.n_an erating, syst .
2onsequehtagpreeisiySrLapuRghBoRlS kBT BHEAbr s sai
| oginelgkedoeksaged and direstirgmoedisdied mesdagéoiord resfpeckveesrertt eaid TP
(LPnﬁg M%di ator (M, a Mediator Router (MR) or a
Transm sSr on Proxy (TP). The managenent interface with
whi ch t ﬁés&@ﬁlamqﬁp@rtmt@celvm 83id aeg@tegrrwism, fopvarding prid
f Orm&dié PMBi gemeama@rarm§aw PP @wages. topol ogy in
accordance wth the predicates and constraints
2%escri bed above. The nmnagement interface may al so
pr caz | de Avhetbdgs dﬁ\fheﬂﬁﬁ tldimcivhereinf thé mtoraing niessages to the mediation
or| the o t|on the dlstrrbMted medi ati on

o Neliiek Pfod g BB Eh Ak oriladt rbfaclybkt Indhbil. T of

nmessagesew mfcamocvrpu\tr@ emanaies frpmwlmm@rssu acthne as@nnforenation source;
net wor K o hass anBRAAL bitbdBEHMWY Keditith Hetidrk Sch require a reply; and

30 expressions of interest, which require ongoing replies whenever pertinent new
information is received by the mediation network.

3. A method as claimed in claim 1, further comprising inducing a change in internal
operation of the mediation network by directing a control message as an incoming
35 message along the mediation cycle.
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at | east one |ocal point of presence (LPP) nodul e for

i nterfaci ng between the nedi ati on network and client
w@e@dnss4 at | east one nediator (M nodul e forPChGBRI0AMO333S

a nmedi ation task; at |east one nediator router (MR

nodul e for anal yzing the content of incom ng nessages,

each MR nodul e routing the incom ng nessages to a

predet erm ned M nodul e i n dependence upon said

content; and at |east one transm ssion proxy (TP)

nodul e for forwardi ng nessages to at | east one of said

LPP nodul es, wherein, in the nmethod, incom ng nessages

t 0d4 he mﬂétﬂéc? é&‘clﬂﬁbW&a@rﬁ \A}hé@ﬁﬂﬁébmgah?m@rﬁl Erlfl:r)ation is a
medi ati on cycle that co |setetes . a . ,
o dUNPVRG o Re o ek iR e AeogBeTe B ogu piie repipiont mediator
onen®fulesai d at | east one nediator router (MR) nodul es;

at said w%%%{nqﬁg g&t%@sgg% fs a %Q&Eté? h%o@g}emé:sg%ee tHe é?)f'ntent of the

|ncow1ng ssages nessa
pr cistiatontiondeyendssage denpNgans reatinsgton ﬁ@@enﬁﬁ@wng ai d

%,(Je?é#mﬁféﬁ 6Rknt té’é ik RInBHRLaEEH ﬁ@@l@@hé?é&fplent medlator
g mg he nedi ati on task éyo saj d anaha)(]él i

nesz%F{:!j’éesW BTG thg Jnof Fﬁ@'aP?émOQF‘édP THE'E8 g’ég's’tebedaas Ing sal

I esdonteht, % @done of said TP nodules; and at said TP

nmodul e t hat c jv d

10 or war g oL AP pRE HERE @‘139%0&5@@9%3%6 porgprises;;

sal d LPRomooipredsternihedA Riembdide, agndlmga’ﬁhﬁmdlatpr@laa<iiqvﬁllmessage toa
%ﬂe‘&tde%sb%?&%ﬁg'ngﬁﬁesages to the mediation netvvork

b |'o

to one o ro;g of nmessage t%pes i ncl udi n

new i nf 6t thaepensiataghyIR inaskignediag saig rpnien) taganddonyardi fhe
as Adkshid RItARYGHRN MBakicE foddegdrices about st ate of nodes

18 pr oas B 579 0 Bt oAy GiRdEads” 0 i ecidifhagaure:
whedhanging peditionsode statey senfliog adMERIATOB HAN@OVEB WS@Q@O the
mdﬂfﬁéle%éb%tm&ules th @B&\%@a %N@)‘Cﬁ/é@qeés'égg E@dtﬁh!ﬁg the content

r conprisin ucl ng gelnlnterna
opeefahe roed@pr hafﬁ\éO\fPé meaﬁaggnserf@m@rm BWT@OR £EANGFDymessage to an

CONddsBtiatBB P %ﬂﬁul@sarﬂﬂhémﬁﬁﬁbﬂg sﬁ&ﬁlﬁ dgRr & forvgard Messages containing
iation ainmed in claim 3,

Z%e?‘%i"?f‘t?'ﬂéglgctﬂg??déc'P'ﬁml'ﬂ?‘ggﬂ%ﬂ’o feration is a handover

of a nediation task between a donor nedi at or nodul e

and; a r e thgggs Eﬁgﬁ'leﬁtlﬁglalgpgtﬂrlrﬁferwﬁnﬂ the control

mss%age O ed nessa t he content of
t he the TP module forwarding the MEDIATOR_C ANGED message to at least one

LPP module;

25 the recipient mediator module generating a NEW_MEDIATOR_ACTIVE message,
the NEW_MEDIATOR_ACTIVE message having a payload corresponding to the
reallocated content, and broadcasting said NEW_MEDIATOR_ACTIVE message to all TP

modules associated therewith; and

)]

the LPP module buffering all incoming messages between receipt of the
30 MEDIATOR_CHANGED message and receipt of the NEW_MEDIATOR_ACTIVE

message.

6. A method as claimed in claim 5, further comprising:
the LPP module then forwarding the NEW_MEDIATOR_ACTIVE message to the

35 associated MR module; and

42



medi at or handover nessage descri bing the reallocation
of content having a predeterm ned content tag fromthe
wa@leovs01358di at or nodul e to the recipi ent nedi at BET/GB2004/003335
nodul e, where the donor nmediator nodule is currently
regi stered as handling said content, and wherein the
direction of the nediator handover nessage conpri ses:
froma predeterm ned LPP nodul e, sending the nedi ator
handover nessage to a respective associ ated MR nodul e;

at the associ ated MR nodul e, readl said ¢
and f or waenéverce MRanofulegeRivas® 't”ﬁ‘é’— PJﬁ' %&%ﬁ@? mesSie,

MO g fing Qrﬂ&:tﬁ’\g%lé RBESIPMRGhodunstortadéefiiture dftﬂltuﬂmmrchmg the payload
message,

tor nmodul e:
no@kth g%M%@ﬁgPﬁgﬂgg oeshegs %ﬁéﬁr}%‘a egig g&l@{%r module
I €gdtidreidn the dorddr ﬁfedmml rdoglulet mﬁarmﬁ@meomaMEROdme that the

nal-a
haﬁ%@a%}a%%ggﬁ?g’gsﬁ 9% gi &%@oﬂ%?c%t%ﬁﬁgﬁ n-_rrBarrtr%rchgsmg to forward
t 0 messages oocaalgdR TRvdyisd lmawee begndnformead teat dhryiergient 'a?‘gaff’frfmd“'e Is
fgﬂ?& tﬂeomE&Et%gdtﬂ@gﬁ%Q@al%@ﬁ&@bﬁﬂt&ﬂ the content tag

e recipient nediator nodule. 5. A nethod as
claimed in claim4, further conprising: the TP nodul e

f orwar dkﬂﬂetﬁélﬁasl\mhéa' ERISHISNEEE cinEss agmgé o isternabaperation is a

one LPP nmodul ci,pi. ent r :

103 PR k) B B e s whorin o contel
NEWdsERIeAT G SGTordFecrpfiginafionmassagesa payl oad

corresponding to the reall ocated content, and

broadcasti ng sai d NEW MEDI ATOR _ACTI VE mess{ﬁgg tfo algl,

TP 8o duPerethessarcslained n drimd W renhg rechRiiop fspomefd legical topology

bufi{fldes ge@rétlohrdﬁ 8 dhiGl bERASrag essupethabaessagespasting throuyh the

e
cl giagsify thfdugh krermediation insiwog afteh thelrBfnfigutation. t hen
forwardi ng the NEW MEDI ATOR_ACTI VE nessage to the
associ ated MR nodul e; andwhenever a MR nodul e recelvc?%amer

a NEW MADhttTaRClaimet in/etaiess 3agein 10 Siepiohgengraipgherfgusa
t ak?ll\cﬁudcegr %lr%@hﬁ%ghﬁld R fhotdreeanfigration messagendremid the mediation
e
2O B SEMGATA g AR UM PRI REaP A IO Piged of the

r atrb@nfigdrationt he donor nedi ator nodul e; informng the
donor rmedi ator nodul e that the routing table has been

updat ed, the donor nedi ator nodul e thereafter ceasing
t 0 10or way dethod as claimed in claim 9, wherein the reconfiguration of the logical topology

of the mediation architecture is the insertion of an additional local point of presence (LPP)
25  node, and said one or more reconfiguration messages include a new_LPP message that
uniquely identifies the additional LPP node, the insertion including:
in a predetermined additional LPP module at the additional LPP node, generating

the new_LPP message and sending the new_LPP meésage to a corresponding MR

[ module at an MR node;
30 in the corresponding MR module, receiving the new_LPP message, updating a
reference count for the MR node, and propagating the new_LPP message to all mediator

modules in the architecture;
in each mediator module, receiving the new_LPP message, and transmitting the

new_LPP message to a respective, corresponding TP module at a TP node, each TP

35 npode having an associated credit balance;
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nmessages once all MR nodul es have been inforned that

the recipient nediator nodule is now the nedi ator
woreedloesssor the real |l ocated content. 7. A net hpdr/@82004/003335

clainmed in claim3, wherein the change in internal

operation is a reconfiguration of the |ogical topology

of the nediation network and wherein the control

nmessage i s one or nore reconfiguration nmessages. 8. A

nmethod as clainmed in claim7, wherein the

reconfiguration of the |ogical top i ncl ude

gener at iNcachpf the certpeaPndity 1 @pdyies ?f%eg’yrlé’ the, E?W—r@? Jugfsage and

Pa%éﬁo][}% 3 RipAtE Oetebaféna@ﬁhem LPR nmsbmtb theddeitenalL@P module, the

reconfi gur at ar e ver advance 0

pa&¥PREY W&Léﬁ "le}sr%agfré'&‘i'%r] S}ﬁe FP@P?\%W agﬂc@[edt%ed?t%%%ce

r econf i guna@addiionald.PPAnokid) oetetingitheextemded Ineivnh. i} messages, thereby

o e ehuid e Shfupl oOROGERN NG sagRl bar ] of

re reconfiguration
nessagei the edmfmnﬁhé"Pn@@HiUéﬁ isunmingdhe cregih Balanres uffigienhagtification

ea%rtfh %h@drﬂmﬁ%@m@ Yi6d Red\RAferDRE Breait ki G RNES ¥ predetermined

not e reconfiguration. 10. A nethod as
cl &PMalgtieTVaieai m 9, wherein the reconfiguration of the
| ogi cal topology of the nediation architecture is the

10( Lagt | g\d%é%;\%cﬁ%s 3dd| 3 }nocna% 1'00\&‘%@19 %%FMﬁa%FW&% logical

one or hobre recon
nemgxgs of the Imsdiatian arebiteciore velydesghe furher lnwrhﬂmequm additional

' d%@d (?ftdr‘?éutéﬂﬁ/lF@qlg&é A FhereRRaROSR or hitee fe%rﬂ’fghia%h messages

redeterm ned additi onal

t h@rﬁ@wn@p%ame\ﬂwm@agﬁaﬂéﬁﬁﬁ?'m gﬂemf@sﬁ'éwiﬂggng ViR fode, the
ne$&ﬂﬁ?|n§&do§ﬁﬁldﬁ|ﬁ@ the new LPP nessage to a

16001 <SPG Mo B o2 N 108 43 b Pgonang R mocue o
e s R nodepltvinigrageoares inding niedit b@lume for the MR node,
and pr OB%%%%Hﬁi&)g ﬁWW@Mg regﬁmoir% rﬁJvJ M@ﬂb@stegé by sending a

nodul es 'I'n Itecture; I n each nedi ator

r ed@WvMﬁgrqutﬁe,’fQ’ﬁP@/Weﬁ?P@? N@wargc@dearﬂﬂidquaﬁéwt'?rhfgr ‘?‘ﬁ gdditional MR

newgohé %é@cﬁﬁé‘s&%f tHe Rt ERP nd@s, réling efdrmatibrgnhdERraction of the
modul e a each TP node havi ng an associ at ed

20cr é’Bfr?s%’Hﬁ'%Er@dF Eg%%{;@h of the corresponding TP
rmd ul es ther @erespdnding Memndule e theP forwesiingdhaneiv_éidpute table message

agect 'q\l‘t%ry ﬁéblg{&gﬁ.’gd gw_ LPP nessage to the additional

e ex ed new LPP nessage including the
r espect ithecarbitreyanesiater readelginasgieg e ew_MR_fayte_table message to the
addadhh.mtpb%dmdul e, receiving the extended new LPP
nessages, ere leting the circulatio
oeren & B Tnscbigenr 5F el e Ei i Dikorta i fdonal v
SUrfadige; bth@ credit bal ances, sufficient notification

ngt P:a‘r&rﬁ gnfg&g g@# rﬂb gsqngaﬁﬁg%ﬁgnt%?ﬂe%g\ﬁ AREALe_table

message to initialise a new credit balance and routing maps.

30 12 A method as claimed in claim 11, wherein the reconfiguration further includes,
changing the MR module that the additional LPP module addresses, to the additional MR
module, wherein the additional MR module sends a MR_initialised() message to the
additional LPP module upon receipt of the new_MR_route_table message and wherein
the additional LPP module sends inc_ref_count() and dec_ref_count() messages to the

35 additional and initial MR modules respectively.
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conpl etion value. 11. A nmethod as clained in claim 10,
wherein the reconfiguration of the | ogical topol ogy of

wo b@smexdsat i on architecture includes the furtheeT/GB2004/003335
insertion of an additional nediator router (MR) node,
and wherein said one or nore reconfiguration nessages
further include a new MR nessage that uniquely
identifies the additional MR node, the further
insertion including: the additional LPP sending a
new MR nessage to a corresponding MR nodul e at an MR
node having a correspondi ng credit bal ance; the

COLBESPR %tﬁlﬂi IRy |necla\'|rﬁ59p®ﬁ§+bfﬁ€lhé ﬁécbrﬁf@u%&tbﬁhe Ioglcal topology

message ending a new MR route t

T g e bk HuR SRETPON o em S FER AL (MR cB. and sad
n Ogﬁe of rh@re&@éb’nﬁg&aﬁﬁn héagebdndiidershevi. RPmesshge thiad ubiguely identifies
i nformatio

a frac rrespondi ng credit
5bal"3:ﬁﬁdé“t'°f‘ﬂém?f’iﬁi?ré§°ﬂﬁfr1tb‘? Waerﬁéi\ 'ngd' % then forwarding
t he newa pRdeterhieed atdiionabpedigier moduhgenetdting dreynew_M message and
?ﬁ%‘eﬁ o thTRA! G més@.g ﬁat()l%\' &Fr@édﬁngﬁgkrﬁwdumléhﬁﬁ rﬂﬁﬁs' ng

route enmessage to the additional CF
nodul e; lntth@cqm;ppn%TP E‘P@'%ﬁ‘iﬁ"@‘&tﬁ%ﬁe‘ﬁd@ﬂ%@a%@ ating a

r Olﬂéfle:%ﬁcmn% for {H'e\erFﬂﬁ&ilet arfRbpfRiNGEs hew_NRbssayettbell LPP
additional MR nmpdul e, using the contents of the

10neVRAgRIes BLihe P Ressage to initialise a new credit
bal anceinagaéh LBBtnnomlenaq@envmg the newn it hessags, trahstittind thenew_M

FL%‘%‘]E%%G to\éﬂ ec{\/e F‘E"JSE)E{WH I*érnﬂ;d B%t ENMAS e each MR node

ulet t he ad I t1onal
L PPawingl ah esmat@ﬁ&t bajapce:he additi onal MR m)dul e,
wher ei n;{ hiey, 3k brResh RRCHO SulesERESIViAg the new_M message and

15uN§@kﬂ$éé;€r%§3%&%m”§%%§&pwﬁm bibesee dh e Bl el e, te
WhesxnBled Mev_al fiebdage arcildirig theupeticeatociated credlt balance; and
| nc_tef 4 Cou b o AN A8 kBl Gy FESRARER ddh Mifessages,

addi t i ofuf® respecti vel'y
mettherdoyampliating gtk Gingulgticn ofitie, neph M r@f—‘sssagﬁ@nd

reconf i %@%Hﬁﬁor%f | mieBigio} RBLAS) subh PR l‘PnG)éré@fft bbRRces, sufficient

medi ation architecture is the inserti
20a d dotificgtien offerireserfiauratipn Rejakassyrrg Vﬁ“ﬁf‘gh%ﬂ Ed'g?”"hf??&“es a

I eGRedetdminticomprBssagas | ncl ude a new M message t hat
uni quely identi FI es the additional nedi ator node, the
insertion including: a predeterm ned additional

medi4at orA mettiod es deinedan claiy t3hwherein the rasorfiigyeatiam af the logical

Ser]tdl g-\eqﬁw ﬁ% PRk Shch QQ{h"ee?mp ﬁ'\%@rgoﬁr & diofdetienal
e, e correspon nodul e,

2& ectmnsmﬁgmn REOXH é’{}{?)moﬁ@ﬁlgg«@erqub@gg PggPr dnore reconfiguration messages
further include a new_TP message that uniquely identifies the additional TP node, the
further insertion including:

the additional mediator module receiving the new_TP message;
the additional mediator module adding the address of the additional mediator node

30 to the new_TP message and forwarding the new_TP message to a corresponding TP

module at an TP node having a corresponding credit balance;

the corresponding TP module responding to the new_TP message by generating
an extended new_TP message, which includes: address information for the additional TP
node, the address of the additional mediator node, a list of LPPs and a fraction of the

35 corresponding credit balance;
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reference count for the TP node, and propagating the
new M nessage to all LPP nodules in the architecture;

WO poosacisse PP nodul e, receiving the new M nmessaper/GB2004/003335
transmtting the new M nessage to a respecti ve,
correspondi ng MR nodul e at an MR node, each MR node
havi ng an associ ated credit bal ance; in each of the
correspondi ng MR nodul es, receiving the new M nessage
and sending a respective, extended new_M nessage to
the additional nediator nodule, the extended new M
message theedrraspenginahe” medyle then ferwarsingdheineyd T6Y reeisage to an

bal AB&gry [#rtnbduid; he addi tional nediator nodul e,
recei ving the extended new M nessages, thereby

conpl et i PREPHEVCIRcmPA BiEN opsYinga ﬂ%%"ﬂﬁa@éag@ssa&ﬁdo the
i N ddudionsldiptmenad; nedi at or nodul e, summ ng the credit

I t {
Fecont 1 gt ?%ﬁt@ﬁa'b@”rﬁac?@%ﬁwﬁ'p BRIRERE (o1 e thegiional MR
r eaobdide; angr edet er mi ned conpl eti on value. 14. A net hod

as cl ai ngd dﬂloﬁglﬁﬁ'ﬂq@e Wﬂﬁd’ ﬂ?\lagontgﬁts LPHE ALY Pl é'm%g rr?efssage to

theI0|ca t opol o ion arc tec
[ nc'f"d@l@g anew QOUP%H%?'"Q fregit P?'@ﬂpeoﬁ"dai'ilsh@fd-lpﬁ eriles.
transm ssion proxy (TP) node, and wherei n said one or

r reconfl ration nessa further include a ne
1o Bag e A RebOnRs b TS BRAT T4 moglein 6o seeariaLcnian frperincludes:
nodshangihgthk iRt rheduld thsiethé baditidnathediatogmod e adiieisks @tas additional

d’l‘@&%ulm CFGT‘ h@ %ﬁhlyw TE’ 'nf?gﬂ%vxegg gnlc.‘ B Sﬁ‘ggrseé(y %Fﬁseage to the

dditi ona ress
ad cRdditignal megtigtir modrlenpae racsirt bféhene@w rnutlmmmgrag@smgd and wherein

f OrtH@EG’dltﬂﬁhaF ﬁ@dlﬁ&%ﬁl&?&ﬁ@% fef cButGah& 8RO &%nt-()Pmessages to
323 haV| n a correspondi ng cre
150alt5?1€%&"1”ﬂ‘23”96'?'? E WGW&M e responding to the
new TP message by gener atl ng an extended new TP
Sgage f Qr mat.i on
it ot famef o WER Ry o AP il RS ncluces o
me dailiredetedign node thatgs ingfonnRPécatiordwith ¢achcibdein toé mitietion network,

corﬂ:,@%gfp,gglfmep‘g&gyngmeal ance; the corresponding TP
nodul e then forwarding the new TP nessage to an

205r bi tr aPS/ he futeigincion page, BiPKriNg &rf?'“f_qil‘ﬁ‘?ﬁ?ﬁ“ MedelRen
passi Ng aBedth Wod@bitthd) @eﬂaﬁbrfm\s@g qub\ﬂdm@@faadr@I ré;bdm@l mdduile;

nodul e; the additional TP . nodul e t a

Tout i o WheTevBESH SR o SRt SR8k phsel Fodes fas, eacn
addif said fesllreTeparirguhedulesiregpringsnfoomtien relatng té the failing communication
I OYihk Rk APRiITE S&B8Hon hbdule: and

25 said failure detection module determining whether said failing link is indicative of a

failing node.

17. A method as claimed in claim 16, further comprising, where the failure detection
module determines that said failing link is indicative of a failing node:
30 creating a new node of the same type as the failing node;
imbuing the new node with information relating to the failing node’s internal state
and immediate neighbourhood topology; and

reconfiguring the network to use the new node in preference to the failing node.
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initialise a new corresponding credit bal ance and a

list of LPP nodules. 15. A nethod as clainmed in claim
wda4905miss£i N t he reconfiguration further incl UBEBGB2004/003335

changing the TP nodul e that the additional nediator

nodul e addresses to the additional TP nodul e, wherein

the additional TP nodule sends a TP_initialised()

message to the additional nediator nmodul e upon recei pt

of the new routing map nessage and wherein the

addi ti onal nediator npdul e sends inc_ref count() and

decl‘?-ef R awHd)espRieetia slaimp 1t HRhegamPrigREgengAdng Aimessage log of all

TP mechiing tndsesges ¢édewel Yy sdié prefiefdhined magiak Aot®d. i N

claim 3, wherein the conputer network further includes

a failure detection node that is in conmunication wth

eac h9.nodk methodras claindedin icaim n&twierdin theheediadivh tesk Bpplieh ¢o said

?aFFﬁérlye?egg%ees%% e%%?saﬂ@ egétgrgﬂﬁéeoz@%& rﬂggﬁe {nglggé@ é@nggtlﬁg the

medM&8§a8R 9%t wor k, providing a failure reporting

nmodul e; whenever an incoming or outgoing comunication

li bet d h f d failu
o RS bRl i T i e e gt e
t hear extérinaigapplication ittearmetaod furthér domman@l failure
etectioq n nodul e
1(’l(élet erm #Hg%\?ﬁiﬁﬁg?&ga 365?'“ slgldle%ﬁg ELI ?Ltlko??dl cative of
a failing node. 17. A method as clained in claiml1l6,

furpher &ﬁ{éﬂ{ob%b@&umé/éhﬁ%@uﬁ Bawterdih tHend eﬁﬁﬁdt&ﬂal"b?gﬂéh&w is a
deternm nes that said pr@a)ll nk is indicative

f ai P4 6@@%&?@56%@@%' ORY e Mefiionsaptiteptyseangdawherein the
t hecdnarol megage Bane iodiengfiidreniMessages Wit h
1énformat| on relating to the failing node's internal
State and i nmedi at e nei ghbour hood t opol ogy; and
r ecahf i gmethgdtahelaimadio ckim 31, wdereiha sulmatwooidie insarted in place of a

preéﬁglsns@e &&.nb%été}wf'sngctm%ﬂﬂé%enf\ met hod as cl ai med

in claiml, further ‘conprising generating a message
Iog of all incom ng nessages received by said

pr ezt erAimeaidtisrattinadr formydlkﬂtlﬁg th&9owdf MebdHeEs M dnfutE? Aetwork,
diation task applied to

n
stal e&[ﬁ'glthez@‘a%gé‘g °§k 'Qflﬂgeas d predeterm ned nedi at or
nodul e |a’ldﬂa§m lgmhpeaitttof prgserive (HRR)gagrild foginteF8cing'between the

mtmggﬂ@uﬁ‘ﬁdr@gd blﬁugj rQ?n 18, wherein the conputer

net wor i nc es an external application, the
met hod faileaskqnedpeaintord My godge fehastings mediatiendaskye | og
in sai d f£)da8f il mézmd)ﬁ réué%éﬂ MR) mbtiuleAom Bkl Slg ﬁ% coh@hi& Shcoming
n claima3, VKQWQ t? a}aﬁq in internal erati on
s ReLPPER £f F%‘M“ éﬂ'étPi‘P INEHRNG BYGPLaIFS {0 S§o5PRted:
t hepreesteratineairM atodbie treddpendenga dpometic contdnteand
at least one transmission proxy (TP) module for forwarding messages to at least
one of said LPP modules,
wherein the mediation network couples messages along a unidirectional mediation
30 cycle in which: LPP modules address MR modules; MR modules in turn address M
modules; M modules in turn address TP modules; and TP modules in turn address LPP

modules.

24. A mediation network as claimed in claim 23, wherein the incoming messages to
35  the mediation network belong to one of the group of message types including:
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control nessage is one or nore refinenment nmessages.
22. A nethod as clained in claim?21, wherein a

wemEeidsss k is inserted in place of a single npABEGB2004/003335

during the step of structural refinenent. 23. A

medi ati on network for nediating the flow of nessages
in a conputer network, wherein the nediati on network
i ncludes: at |east one |ocal point of presence (LPP)
nodul e for interfacing between the nedi ati on network

P b oM iR RRA Brio b ER! S AL o G, IRGHL N source;
rout er qUIRys ahsdtistatefobnodesan eimagiiatibe netaotiewhichfequire a reply; and
' ncom Nk F@%§|§ﬁ9@fﬁnter%§iCWhIWré69géJ l)ﬁgc{ r%"r%g%g '{l)fhlgﬁe Fg&%&?@ new

%ngs Pro an. assoct at ed predeter
deBHRIRNS (RosiMedBY e Mmediaion netwAtk- at | east one

5transm ssi on proxy (TP) nodul e for forwardi ng nessages
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to t ast LPP nmodul es, wherein the
Pt (A REHEIG e B ahEerd8 Bl &5 g camerisng a contol
u nnnelchwstn thatsihduresia abanga ircipteirel bperafiunadt thelrBYigtiod nk®®rk by

adﬂfe@&?g é\%m%{eéas%ge MR R cthi gg niegséd?ﬁgp n@g (% gngglatiéﬁacyﬁﬂg

nodul es; nodul es™ 1 n turn address
nmodul es in turn address LPP nodul es. 24. A nedi ati on

neZe/vor ka aedigticH mBakork Bs Bl
e e M

e, aAngE i 7 FRLORRARIOIA P BRGNP TRCUPEM Which redistributes a
\/\hnedwt@lmaequuemeﬁithMezenmdamesmeaiatbr n@jeaﬁndmebnﬁn‘eﬁtmmait&fhode

S ou r &ﬁﬁreg'nwﬁé Eﬁ‘ﬁrogrhgéjsﬁa ésaatr rgecﬁ?gtopﬁadngg\é%{?ﬂetgg%egﬁg CB?tent of the
i rm%d*@tglt hanﬂﬁvqﬂmaseagm describingdhentpatiagatioress onhieniehaging a
pq{rédiéﬁ@rﬁﬁnéa%n!eﬁf tQé fBh it ddnr ﬁxé&s{o}’ ﬁgcfeqx tﬁeg'@mﬁﬁﬁt' rﬁédlﬁ& node,
netvvor*}\eﬁé dration network as c

23Weg P%’B RPN LU T8 9istEdiasriaadingsaid content, and

i nduekerein thdmerdiator Rariddv@makbagiie drédtebyf t he

m?d' Qér{dﬂ'\@ the Hé@g&r andgv%r es%@% fgo(ng: gﬁ}"era% r@meé @9& moﬁulgrt]o a

oM ng-nessage
nﬁﬁmﬁ“@rﬁsﬁwm MRaBOCtﬂl%u med in claim25, wherein the

cont yaking8S&iA %Bhtéﬁf‘t ngét tlimé"é’éés thd Mems mﬁ\ﬁ@ Eﬁd fo {J‘b§ glgt%l]e%ssage to

operation is a an over anlsm
a IReener MeAiatas Medrierans: betvveen a donor medl ator node

and modnesd:emt@nmemmdiiaadr%nmdﬁnewégé ahé déride nfe@Rldr Abde: changing

TR P BB R MEBESLRL RS et e i

r eeddiatoranddyre, Hfe MEPIAEOR_HANDOYER meseded esnmainiegithe eohtentiof the

t ' t
ne?tﬁlelafaeiti%‘;ﬁahg%eg %\%ﬁgalggﬁééhﬁhg é %i:fﬁiﬂﬁa {:ﬂﬁNéﬁgggesggge to an
c FEFQsHted TR E@p‘é,'ﬁeﬁnédh%‘sc“ﬁwmﬁ $talg iz aider loderwert messages containing

the content tag to the recipient mediator module.

27. A mediation network as claimed in claim 26, further comprising:

the TP node forwarding the MEDIATOR_CHANGED message to at least one LPP
module;

the recipient mediator module generating a NEW_MEDIATOR_ACTIVE message,
the NEW_MEDIATOR_ACTIVE message having a payload corresponding to the

reallocated content, and broadcasting said NEW_MEDIATOR_ACTIVE message to all TP
modules associated therewith; and
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wherei n the nedi ator handover nessage is directed by:
sendi ng the nedi at or handover nessage from a

w@e@deisds4i ned LPP nodul e to a respecti ve assorCEHGBAONMBI333S5

10
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30

nodul e; reading said content tag at the associated MR
nodul e and forwardi ng the nessage to the donor

medi at or nodul e; and upon recei pt of the nediator
handover nessage, the donor nedi ator node: changi ng
medi at or node state; sending a MEDI ATOR_HANDOVER
message to the recipient nediator

VED: ATORLPARIOMER o S X OBME FReAGER Hrdhesn Fast offre
t e DIERICHANGBED eesagerme agmipt stthd NEY MEDIATOR_ACTIVE
VEDI ATOR CHANGED nessage to an associ ated TP nodul e;
alG"¥##En changing state in order to forward messages
containing the content tag to the recipient nediator

ggéiul €A m%erattgh ﬁ@@br@tab‘%@uﬁlﬁf Wél'ali?n Q? wileddied in claim

rconprisin e forwardin
VDI AR BPANER theviatiseis Go NEW MERASRE. APEVEStRRvage o the
tQ&o&;g@umpemodmgdér@t or nodul e generating a
NEW I\/EDI ATOR ACTI VE
Tossageheal Hiravara MBSt e s o M VDGR e

r eahéageasamcﬁmammﬂm ypdated alroatingd detse fon gaid ARimodule to cause future

SRR AT RIS gt A g s

| ﬂ@@mlmgntmg@régoqy@[ rﬁ)‘@@hthia@g@ qumdpeqmgr module; lnformlng the donor
MrhAGPReSIANGEE P e BSthadsbla Rk behRipBate@fthd Bdhor mediator module

e e s P G o

f ecipint metiiamr MoWIVEDIOWIER meGELV ateleSargbe te:allchdated content.
associ ated MR nodul e; and wherein, whenever a MR

nodul e recei ves a NEW MEDI ATOR ACTI VE nessage, said MR
nmBeul eA mediaties neiwpdsAsiclrnedaibiclsin gp. wherein iR et I"‘@beéﬁ'sm for

C fdg atrb® baGnathati&e and wh th
R oSS et v v

r B9 BRPSANE H e MARIEC 127 MERSA9%%-he donor

medi at or nodul e; inform ng the donor nedi ator nodul e

t t b|

R Sk Bk S s BB
onmeehaxlism fFvenatesia eausabhasriasdeensure HArBesSaYR PasHiBg through the
r %HBL&{‘EG. ﬂi'b@*o?é th@éﬂéhﬁgdraﬁloﬂ QY &JF‘ Gergﬁm athvhce'B? GHéE&ges

e reall ocated content. 29. medi ati on net wor Kk
apassing thieddh the anegiatip setwapkafter the ‘?FQ“W Bi mechani sm

for inducing the change in internal operation is a
' %? onf | A%Jerd% IIOI’CI) Retwor% c?almgé]?nacll’]a(?m%evfrﬁér in ttlbe generation of the causal

barrier includes circulating said one or more reconfiguration messages around the
mediation cycle, and ensuring that each module in the cycle has been sufficiently notified

of the reconfiguration.

32. A mediation network as claimed in claim 31, wherein the reconfiguration
mechanism inserts an additional local point of presence (LPP) node into the logical
topology of the mediation network and said one or more reconfiguration messages include
a new_LPP message that uniquely identifies the additional LPP node, the reconfiguration

mechanism including:
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control nessage is one or nore reconfiguration

nmessages. 30. A nediation network as clainmed in claim
WQ@N05missei N t he reconfigurati on nmechani sm geneCEGB2004/003335

causal barrier to ensure that nessages passing through

t he nmedi ati on network before the reconfiguration are

delivered in advance of nessages passing through the

nmedi ati on network after the reconfiguration. 31. A

medi ation network clainmed in claim30, wherein the

generation of the causal barrier includes circulating
sai d ondneansi¥raeneraingd PYLLEPinpsagssibalgetauetyddantifiastbe additional

medier h&e, BYEIoR serfiitg tRNSAH, iLPE r?éé}?égee@%rboﬁ@%n@mb MR RSdule at an
no

cyc s been sufficientl
" L HRO3R 2 donraine S otbaToare hetedroKtsbing arpdrtermingd
cl aadditiddal LMPenadute;t he reconfi gurati on nmechani sm

) t | PP .
dngzgr | rs1 o %g&:r%&egi@l th«% gqu_lLoPB%&% é)% éc?r a?etg'n(é%d'%}érergce count in the
net Merad%tmdspmp@g@im@ thagr nemmLBP m_asaaga tgléﬂﬂ atediaior meslslag @sthe
| NChéigioR na&VErk %Ed'?@m@euﬁd%ﬂﬁ @ét.hggeﬁasf Bty frb\Rded in the

addi ti onal LPP_node, the reco [ gura Ion

|nd¥ﬂﬁ?mﬁ‘ﬁ@éﬁ%"PS?egeneratlng a new LPP nessage that
uni quel yndadle fdrirddeshgtifendid quPInmaégeLaB oMMt th@hew_LPP

10 et &5 e, o MBS MG rReiR gl &R Retmanry P node having
neeﬁﬂ‘sasb@qlﬁgd predi balantei sridirepeieide tiad tnansauttnagildleansmmig dréed in

MR medBAI $nddlle; F €Cei ving the new_LPP nessage, for
updating a reference count in the MR node, and

pr opagatm4igs fanEecsMngtisnawe 4 R geessegeand seading e aespective, extended
nmochele BPP mets&@eﬁ@ tHealdd@ondD EPPRHOKiUle SRb SxieRER] AW PP message

e R T T M R W S
newelngProvidesiay eacird tHeamorrespanding TPinmgiutee new_LPP
nmessage rﬁe%n@ﬁorr ?e%@f%ﬁi 'tlY axtéhbd RSD QMY Sk EE Osr%)ndl'{bengy completlng the

TP node, eac avi ng an assocCl a
balcHfiéationohthe r\eé/ebl’r’l?/ mgsaaﬁosacdr '§ARIYING MeArs beingnrovidadig the

pr dbidesh LPP aabien®m@i at or nodul e; neans for receiving

20the new LPP ssage and s res ective, extended

o L PRTIREOS BT 8T i o HebRes SEBBLRGNTA Boane eng provided i
exttlmmiddlond\NPlEFPﬁbdm saffeenit notificationdf tHearet@fg@ationMing assured
a5 G Hcllodif £l gk AN Grei Al bEESEINR, AN sendi ng

nmeans being provi eac 45ondi ng TP
nodul es; neans for receiving the extended new LPP

Me$3ageA rdHibtibh RERBM SUHES infhirh B8, ik é‘qH r%trb&!?\f@f aty?.
neW L sai d recei ving neans e| n rov dr
| n nﬁqg rg%?%%gﬂaq:luq_qsp lwgwp@on gﬁghamsm for msertlng an additional
mediator router (MR) node, and wherein said one or more reconfiguration messages
further include a new_MR message that uniquely identifies the additional MR node, the
MR insertion mechanism including:
means for sending a new_MR message to a corresponding MR module at an MR
30  node having a corresponding credit balance, said sending means being provided in the
additional LPP module;
means for receiving the new_MR message and for sending a
new_MR_route_table message, said receiving and sending means being provided in the
corresponding MR module, wherein the new_MR_route_table message includes: address
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means for sunm ng the credit bal ances, said sunmm ng
means being provided in the additional LPP nodul e,

wa@ dosiocisent notification of the reconfigurati onCheBa4/003335

assured when the credit sum reaches a predetermn ned

conpl etion value. 33. A nediation network as cl ai ned

in claim32, wherein the reconfiguration nmechani sm

further includes a MR insertion nechani smfor

inserting an additional nediator router (MR) node, and
wherein said one or nore reconfiguration nessages

f uripieemation dordlreadditipaa) WR naes degrddrass of aiadditional LPP node, routing

| dejRfotrhatRn ah@ﬁ f@gﬁﬂntdf Wkorpﬁp&ﬁﬂ?g créJheoaMRcé nsertion

nmechani sm i n udi n neans for sendi ng w MR
nessage "i'et?"ﬁ 69%%%191‘8? HE]W-I\WﬂfFBBtﬁthéb'Stme&ﬁaQ@ﬂo A @ebitrary mediator

havinodyley said fera pinythéghs eddiptovitiRb #NBe cosedpdnd QIRT}Bodule

e
Toans. 1 Qe PR ok Bl iR e ossnae Piie aitansy e

a negduidRsaid passingibeansrieingageyidesian theragwigary megiagon thodule;
sendi ng (BRPHRS ngéysﬂ\j'tﬂeerguﬁﬂb rﬂg}ﬁb o4 5&%%95\%@ gnoMﬁe said

nodul e, wherein the new
[ névrﬁfwéeassg@dvmlmmmqe@m \‘héraaﬁ'éofﬁblu?'? m@dde, 1 e

node, t hetiaisiag FRSnDlor Ldiey RE ‘ébrﬁtéﬁi@ 8f th& REWw ﬁ@ﬂeroufeofébfe'?ﬁessage to
tion and.a fraction of the corre

o A SR bl 5. S50 GBS o

me deagaittopaldiR anddiler ary nedi at or nodul e, sai d
forwardi ng means being provided in the corresponding
MR nodul e; means for passing the new MR route_table
mes¥age Ataediation aghork @m%{almegm dganASewheraindheeseifiggration

e ansehRém ﬂJr[héprld@éis th8arishsr dhéﬁﬁu‘ig{ 1?% énm%@é ﬁ{ahfﬁ@‘?a\%lﬁonal LPP

18, SB[ Aol Mee BBt ynerain (ha 2gdpons) NBmadsesangs a
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pr O4R dritihliseti() hessagelid the aaditidr@RPROGatige uﬁcﬂ'dre]?elpt of the
n t.ent t
| Nigklyali Rs?oﬂ% {E'B%lr}ﬁegsgée s \DIgeré RS 'tlg aéiggrpé# %rsgaﬁ

new MR rou toiniti
bal'%@@—cah@()raﬁdldﬁhgefmt() mass@gehiotthetdditiongl angamital MR modules
beirgpestivalyl ded in the additional MR nodule. 34. A
nmedi ati on network as clained in claim33, wherein the
reconfiguration nmechani smfurther includes neans for
ch@ﬁgl NG niduéatidRnemadtd & ddraed inhvmiradd Whéﬂé\ﬁkhe‘-r@&nnﬁ ratlon

e%lﬁ%ﬁs% Ingﬁgqa% d@cﬁﬁgiokél %at Nmsm%tfetlpfglth%lggﬁl tqﬂg Mg&the

t o meldiatieniogtvorsaat Salp’lbnerodmbe raqzmnﬂgmeml rdssadestidude a new_M

Wﬁe@/&ge%’ét CnfgBay ?deﬂﬁ’%%%%eacﬁjﬁ?? nthter?gc 39@]r§t‘oﬁ?€echamsm

|l e sends” i nc_ref cou dec _fe
ne§§ @9 to the additional and |n|t|al MR nodul es

res pect rln&@{s)for gﬁ;’i—aeraﬁng'fﬂ‘@lrﬂw Mﬂné&@éd@éﬁﬁ f&Ssehbifg FRhew M message
cl ?o a correspondmgelllﬁm gu?e £1teaC'Pl51 cgeu sald generatlng and sending means being
provided in a predetermined additional mediator module;
means for receiving the new_M message, updating a reference count for the TP
node, and propagating the new_M message to all LPP in the architecture, said receiving,
updating and propagating means being provided in the corresponding TP module;
means for receiving the new_M message, and for transmitting the new_M
message to a respective, corresponding MR module at an MR node, each MR node
having an associated credit balance, said receiving and transmitting means being
provided in each LPP module;

51



mechani sminserts an additional nediator (M node into

the 1 ogical topology of the nediation network and said
wWo@r@s01358Dr e reconfi gurati on nessages i ncl ude BCTIEB2004/003335

nmessage that uniquely identifies the additional M

node, the reconfiguration nmechani smincluding: neans

for generating the new M nessage and for sending the

new M nessage to a corresponding TP nodule at a TP

node, said generating and sending means being provided

in a predeterm ned additional nediator nodul e; neans

for recdNeAnsdortrpeeivingihanesdd mpssagerngiseRdnga raspestivpcxtended

C Ourﬁﬁw fM)ﬁ"leéé%ge 1dthe @d@tlor\%ﬂﬁheﬂiéﬁp A@adle NBe bfl%dé@\ﬂewl M message
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at @suiRtornddee nee\aéhmmalgce@mawmgg mna@skm@ rae\dgkd in the additional

cr edintoddRt amfe, said receiving and transmtting neans

bei ng provi ded in each LPP nodul e; neans for receiving

the new RFINsdY syRmingdhe enedit hgjances sdibsumnyiag ”’@ﬁ’f‘%‘?ﬁ!ﬁwp"ov'ded in

nevihd/bdeiteagi niculehsufiihit hotdidatdonds theat&unfigiaitheeiright@sured when

xt S incl u e respectlve
1o§sst§€|ga?'tgl?cr e&ﬁg %%%g?}t%mm%og(fo&'%ljeé@%l Wﬁg and sendi ng
means being provided in each of the correspondi ng MR

MOy, es;a M@@Qtﬁ)nfn%fwcﬁlggsebléﬁh{ég it 88 n‘ﬁﬁg %9%91' tRE el igurafion

nmessages. and t her eby leting circul ation
nevi"®% '§§’af@"§"er g‘é'i“aesr%E% iRpeHign ﬁ@ﬁh@'%f% Hseiting arladditonal

t heramehistion pedxy Mﬁmd&é @id Wﬂdreﬂ%’tﬁorfe%r n’fd#@?’@cﬂﬂngbfb%on messages
d|t ba|§nces ej ng provi

19 nd A E| B el o TP LAt B S EeRUEF freEligRe G noce, the T

t hdnsegipomhédanismirshidingi ng assured when the credit sum

reaches a. g ﬁ)‘#?écgl(/ﬂg Qﬁ@wc?%egrség%r{hyt%cﬁ}@es gf\)% adé'ess pf the additional

medi at i on net wor k
r eclSh PRI IRRIMINGNeRBE REiRG BTAVider infbe awmqr@bmsdnaompodule

inserti %aﬁ@@haauumhé QldresseTihd étﬂiut@ﬁalaﬁé&été%aé to the new_ TP
transmssw&a%altﬁ Hé nﬁg wherein said
e 8¥OTG FUPHITDRC feYs E‘§sza§?ﬁ%%F°fr%$BPfM@ EF W@W'erﬁ*a TP
mesmaag baiiga carrespereling dr@ttﬁtfﬁaiahbe$atdh§eldad didl fopwartiing fheans being
jaow&e'a?n the dd&ﬁ% h@&aﬁ?%@ﬂésm i ncl udi ng: means for

el vin i ncl udes the address
of t he mn& iomaelv'wthesr@WdTPmﬁ@sager@drmaerstnmarr@(tended new_TP

Pr vdsdagk, WRich hﬁ;lu@géj 'aHHr@E‘@infdﬁﬁQﬁéﬁtf&r théTQ&jdHio‘?lal ﬂgaﬁcfb% i@, address of

addi n he addr t he additional diator no
25¢ hdhe; '“Pﬁa' ‘@f @03%@ bt \)oé:’:"d?qqes oRea f Hastionrpf Weggra@gs@ondmg
t 0 ceeditalanss) eaid revg@iving anB dehetaiitg rAeahk being provided in the corresponding

TP module;
means for forwarding the new_TP message to an arbitrary LPP module, said
forwarding means being provided in the corresponding TP module;

30 means for passing a new routing map message to the additional TP mdule, whose
address is in the new routing map message, said passing means being provided in the
corresponding TP module;

further means for passing the routing map to the additional MR module, said
further passing means being provided in the additional TP module; and
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node having a corresponding credit bal ance, said
addi ng and forwardi ng neans being provided in the

wa@dasnissal medi at or nodul e; neans for recei vi POI/GB2004/003335

new TP nessage and generating an extended new TP

message, which includes: address information for the

addi tional TP node, the address of the additional

nmedi ator node, a list of LPP nodes and a fraction of

the corresponding credit bal ance, said receiving and

generatlng nmeans bei ng provided in the correspondi ng

TP noduliditialigagmeangfor igipgegonigntsiobtheswwTeuting srepgeessage to

an nﬁnflﬁllsb %&ﬁé’dltLHa%nH@Qhﬁ 8list DRI Bb hodasasfi ﬂllaﬁgﬁ%nﬁeé?\g 'b@ﬂg provided in
% he correspondlng TP nodul e; means

pas ﬁ“ﬁé Medtieng map message to the addltlonal TP

ndui e, whose address is in the new routing map

L ortbap e RMAR pEBER AT AR, B, Riefeing ekl

r ounéshgnisendurther irgkidasithieansoing chaviRingdblel TR mosialiedht thetddditional
pasfﬁéé?&of%s@ﬁoﬁﬂe RidMende mpdm@%m%ﬁé#ﬁ fhb%aahonEPTp module sends

,an|n||a|S|n%rreans or using the con
of %FPe'WE%S?%WPﬁjgﬁr&b redditiona! mgdinter moav'egaorareéwethfthe new
baI rammg rfdifmasdaigé bnd®ivhérBiR tﬁ@é’cﬁﬁhon&l&héﬂlét&l rhd)diﬂlé §e‘n6§1nc ref_count()

R AR B ) S8 T Pl

the reconflguratlon nechanlsn1further i ncl udes neans
forag Cch

cPsat O?Prgb{i]?tlec}sn;}%éﬂ_f I(()Q%’ Hllm%gghté\% 84 ﬁf v@%@.ﬁn th@ P&I’nputer network further
wh drdides @rfailuse detestion Apderthatip { gommusiiggdiomwith each node in the mediation

TP_deEWdrk ahé f‘aﬂ&i@)defé@&ﬁﬁﬁﬁe‘b@mb Iﬁﬁ)vﬁi@g With @N@hurd ®AEBbPMmodule, and
recei

16 A PSR} (R Terd e bSO N T80 TRSSERS, 20t

i nc_r ef wheteirt, (vheoaver areincoreihg oooungding copssargesion inktdeéveen nodes

addfd I t T I i . 38, A..
35|a t ?%% orf]g g félIE}e lJe&LrPnatf mg%ﬁié‘é rgg?r[sqrc\‘feg'ga’tuomﬁéé%QP :rt);o lthﬁ éamng

corpemnicatienikito said falue delesliardueduleiad | ure det ecti on

node t hhetehn éaﬂ:i ﬁ‘aﬂ\ff@d@ﬂe@tﬁfn'n%ﬂu\’é‘ defer@itel whafher 4 éaﬂd faliRg link is

tlonafe% the failure detection node being

prd q 'ﬁgpﬂﬁiure det ecti on nodul e, and each

node of the nediati on network being provided with a

faijqure A r ever an

i ncégm ng 'ggoq%tub rh%t“ﬁrmg%go%@\rq@@aﬁé g'nss}’l\f&r% STFOMREYPY A e handiing

f aurh@haleaohwlnﬁnewltbb fedire detectionpooduletptermines dwit saip taﬂmg link is

' nfn%éﬁ% erb fafﬁh@ﬁéd&tﬁe‘k“@heﬁ@' ind rﬂgcr?%ﬂf\%ﬁg{:}g&% b‘ﬁ@\g hb&&of the

to said | ure” detection In Ssal

25¢ auSPU’PéYR?élSéB? feding Rt |'r@btaéﬁf@rnﬁ%wewﬁf@timf@rrna§@w gelating to the failing

30

35

f ainoti&'g intdrA state iarmjlhﬁﬂidla‘f@né?éhb@umabdl toBGIoQ‘P@ﬁd red8nfiglres the
as, cla further

medl ftolél?ﬁd.;sgtﬂfeanqv\mogeﬁ%ﬂr&fre cﬂ‘é:e to t%e?allmg node.

40. A mediation network as claimed in claim 23, further comprising means for
generating a message log of all incoming messages received by said predetermined
mediator module.

41. A mediation network as claimed in claim 40, wherein the mediation task applied to
said analyzed messages at said predetermined mediator module includes generating the
message log.
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mechani sm whenever the failure detection nodul e
determnes that said failing link is indicative of a

wo avokionggssode, the failure handl i ng mechani sm PCT/6&2@3/003335

a new node of the same type as the failing node;

I mbues the new node with information relating to the
failing node's internal state and i nmmedi ate

nei ghbour hood t opol ogy; and reconfigures the network
to use the new node in preference to the failing node.
40. A nediation network as clained in claim?23,
further conprising neans for generating a message |og

of 4. iAeaRGaleh ﬁmﬁ&ﬁgg%larn%h \él@ﬁln @G’ wiakdh the comﬁuter network further
pr ed ‘?rm ne medi at 1 on K

B BRLTRER HerET 2PRIcAiSn WHERoTH S s esiege fogrine asdaton network

appiurtbe]‘cbmpﬂangi anal yzed messages at said

P 20t IS ek lth FRLE U5 B30/l HMRaS Wi

cl ai m 40, vvherel n the conputer networ k further

i nciaud eSA ﬁa@d lﬁfﬂrﬁ{eﬂ%rk 3P PhinfAlin agleft?Rmhgﬁer]-?ﬁ@tcﬁasnrgE rhelnternal

he nmedj ati on net wor

oG 1ol GoTPABerkoS i esab ppgleey pLibe tapialiaratvork and
extwiieneih thengaintreiakdseiige i Sne 6 MBEiréfineMenAEYRHKs. AS

laimed in claim 23, wherein the change in Internal
operation is a structural refinenment of the I ogical
t opt ogyA medigtinn nebebiraas daimedindaik 48) dhefer £subnbiadrk is inserted in
co I messages.

34, 8 o BSTBRER L 3 O Bl S B 5

mhereln a subnetwork is inserted in place of a single

noadss. duiA doghpubes pRdgfin Qrﬁ)d&it fd#‘ﬁ{édlfa@h fh%fﬂomgsagéé Sin £romputer

167 e el o ?J:Sn“rhpﬁ’Eﬁ%g i st Udmseexe%mﬁ @ﬁtﬂpﬁ* %f fahproviding a

25are pr o}ﬂgﬁfﬁi"e\‘lf

30

pr onﬂmhonnel\wdq myingxecut abl e i nstructions for

rovidi [ l.ea
ocal -papiseetone eal R Bk Ete (126 Aty Bron B39 Dae%een the
betMRskkon ﬁ@“’"i‘?ﬁ‘cﬁrﬁtql'@ﬁ PHSfae: k and client prograns;
| east oatEleaa@h@h@Hua(d}»’kaQdUIeefoF %stnh?%trﬁ&ﬂatle fHéE“ at i 0”
task | egst on ? rout er
20, a2t Ao ane Bialt e HRLRIHIE b S5aya the gemomf incoming
rmahuﬂseage@uead\gm hedula mnm@erm&ﬁ@eﬁeés@g@ to a predetermined M

ence upon said
cont ent %%%d%ﬂ%&g% g%'ér%go rans% ssion proxy (TP)
modul e fideast enguEanSIMgFioTEsedER) moduld for toasdrding eneefageaiaiat least

LPBhaeidiciser WagGied N, when the instructions are
execut ed |nco‘[]n%nn nmessages to the nediation network

ﬁ@"sﬁu%ﬁﬁ ALieyPruisre incomingtmessrgssitas the mediation
t heetsioere pfapagated along a mediation cycle that comprises the steps of:

an LPP module addressing incoming messages to a respective one of said at least
one mediator router (MR) modules;

at said addressed MR module, analyzing the content of incoming messages and
routing said messages to a predetermined mediator module in dependence upon said
analyzed content;

at said predetermined mediator module, applying the mediation task to said

analyzed messages and directing mediated messages to a respective one of said TP
modules; and
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an LPP nodul e addressing i ncom ng nessages to a
respective one of said at |east one nedi ator router

W@ MRp/om38ul es; at sai d addressed MR nodul e, aned&BR@4/003335
the content of incom ng nessages and routing said
nmessages to a predeterm ned nedi ator nodule in
dependence upon said anal yzed content; at said
predet ermi ned nedi at or nodul e, applying the nediation
task to said anal yzed nessages and directing nmedi ated

messages to a respective one of said TP nodul es; andat
sal d TreteiddiRempdide thebrespiyesssaichimedintad mepsagesdervipglleg said

Frﬁ@?éf@d%s%ﬁ?éi 1HRdieadiofe BESHAOSS nbouled. | east one of
id LPP nod 46. A conputer program product as

claimed in claim45, wherein the incom ng nessages to
t hae MedA abinpiitensbavankprbdicoagclitimed ireclaiin 45 @herediipe mEoming

5 TSR 25k YPER rled g;.grgh&%or@% ng% S B Gtou B filksage types

ess ac or mat
soinctdingquer i es about state of nodes |n t he rredl ation

net wor K, \ALQ?H SRIhER efhah&BS Hom @Qﬁod@é@é&iﬁ§ |a§ Bf irffdrmation source;
i nterest. R require ongoi

pert i nefHeraRaPqus ﬁ@mt“ioe‘?? indney "g%‘&?t@’@ @GWVY{] v Cﬁé‘ﬁﬂ"ﬂf? i2gfply; and
n et WO r kexpﬂJssuoﬁe Sﬂﬁiékdsﬁ Mwhongmmg@niyebh@smﬁnavemxdmnant new

her, c n ing a change in
10I nf’E‘Prﬁ‘ﬁ' °'b'6é‘?°§vegll?y tl?gdl M?)l%gn net wor k by
directing a control msssage as an incom ng nessage

al gng tR%o ﬁﬂeﬁé{egr‘%ﬁ%{:&t aé‘&amﬁd(ﬁP&RH{ﬁ fdPth@tgéo%anmg inducing a

product aim4 wherei n the chan

i ntcbangglin m@mqﬁppgﬁthrsoféh%rgﬂqj@{p@mngorlgwaﬁcy%q %ﬁor?rggqgessage as

betWaRBmhgdRRREgdBEhGIne mdtRflh eycRnd a reci pi ent
medi at or nodul e, wherein the control nessage is a

15nedi at or handover message, the content of the nediator
hangoven compsiagprodescproialgs tlhied dmtlaiocst, wbereisfthe change in

80 E%?er e gékék grglsaa ﬁ&?etr of %ﬁlgtl&ﬁgéﬁgtwéé?\ga dridFeliBtor module

Stor reci pi ent medi at or
nmocat e, remmert@wqdwéormﬂwe medi ator nodule is currently

regi st e fgreM3nd 8sHilol MBssage i'i; aﬂﬁ@&@tﬁi harﬂB@brMb%ééyemrkhﬁntent of the
direction of the nedi ator

ove ness r ses:
20 ¢ GPRYIAIINBALAVET PFRAG®S P"F‘/‘”H{S‘Q {'}Teer elogty gg HRUNE or
h art%uém"rmmee sagentitay fom ¢wobi mediaexsmcdm bdhmmmunnediator
ZL dﬁc{‘a@ SRR 'rgr?‘et !f%g%gg%P l‘ﬂ%{julé fshaél'rrgﬂt rfr@b gte%‘a%%%dlﬁ'@gald
no cbohient, amctl
wherein the direction of the mediator handover message comprises:

25 from a predetermined LPP module, sending the mediator handover message to a

respective associated MR module;

at the associated MR module, reading said content tag and forwarding the
message to the donor mediator module; and

upon receipt of the mediator handover message, the donor mediator module:

30 changing mediator node state; sending a MEDIATOR_HANDOVER message to the
recipient mediator module, the MEDIATOR_HANDOVER message containing the content
of the mediator handover message; sending a MEDIATOR_CHANGED message to an
associated TP module; and then changing state in order to forward messages containing
the content tag to the recipient mediator module.
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upon recei pt of the nedi ator handover nessage, the

donor nedi ator nodul e: changi ng nedi at or node state;
waendiongse VEDI ATOR_HANDOVER nessage t o the rertpGBni04/003335

medi at or nodul e, the MED ATOR_HANDOVER nessage

contai ning the content of the nedi ator handover

nmessage; sending a MEDI ATOR _CHANGED nessage to an

associ ated TP nodul e; and then changing state in order

to forward nessages containing the content tag to the

reci pi ent medi at or nodul e. 49. A conputer program

promuct Ascontputtr BRGramprobiadt as 4Bimddlin then 48, durfher sormygrising:

the TP f di th T

e, TR Gl Kt R 53 st o
nodiAFemgéuieer at i ng a NEW MEDI ATOR_ACTI VE nessage, the

NEW MEDL,ATORA ' orh%%t&ﬁﬁéﬁi@g%\’étiﬂg aNEVAWIEBATOR_ACTIVE message,

correspondi n e reall ocated Content, and ,

Sor dhel NE¥ IMRPIAEPR-AGIY Frrgspageriaxingarayiead SHErsPeRsiing tp the

TP andielies cafsCirittrshdchging whiNEVRNVIEDIAG ORPRCIM thessage to all TP
buffering all .incom gg messages bet ween recei pt of the
I\/EUPW_%FN@?B REYEL A% Nnd recei pt of the

NEW MEDHSTI(FP wedule/bufferiag all Bcorbidg niessages beeep rangiphofi the

pr [ f L '

e TR ENGRD FshE R oo VBRI S

10esvesg@ge.0 the associ ated MR nodul e; and whenever a MR
nodul e recei ves a NEW MEDI ATOR_ACTI VE nessage,

T

NEW MVEDItAI (PP AodllythenBsrsaging the DiEVS MEDIABORWECTIVE message to the
reci pi ent i at or. dul e rather than the donor

g e Y s

Aror mi ng the donor nedi ator nodul e
18 hat t hevhrepensr adViR motide reosivee 8 INEYR.AMERIA TORhACHYFgpessage,

md@gﬁrﬁg {%@ﬁ%ggtalﬁlg fSrealitvik nfoRagitd Badse rlteBhEnTRASHEEHe payload

onc ul es have_been inforned that the ,

r ecofigheNEWMEDIA IOR A e Messagsi PR ESHIUINGIRRIPISH) A5rigtor module

for rgtﬂéewaﬁ &Hdl dopat rﬁéﬁiﬁ@ﬂfn&dﬁle; ifidrminy e aphdresedtagnainie that the

product a aj ned i i m4 rej '

i 83 5o 2 aeg b Byt DRl b ElAPAE o v
20 opoksgyendncelat Mitdbduléave deawinforand thahtoe e¢aipient gediator module is

C°”Mmﬂherﬁ?@%@&%ddﬁle‘?&%éﬁeaﬁ&ai’edfc%ﬁféﬂ{' guration

nessages comput er program product as clainmed in
clai m51, wherein the reconfiguration of the | ogical

t 0PG|, 0QYA LU RFoddath PFoALILIR cRim&d iBaIFAkT hetidhdie thetobange in

et WS BOREieD % AEPePRIAUTALPG O A IGHOLiPk G Uil network and

2mdvaneeindiie copgsianessagrais ®he gr mbregecpnfiguretiomecksaagesn
network after the reconfiguration.

52. A computer program product as claimed in claim 51, wherein the reconfiguration of
the logical topology includes generation of a causal barrier to ensure that messages
passing through the mediation network before the reconfiguration are delivered in

30 advance of messages passing through the mediation network after the reconfiguration.

53. A computer program product claimed in claim 562, wherein the step of generating
the causal barrier includes: circulating said one or more reconfiguration messages around
the mediation cycle; and ensuring that each module in the cycle has been sufficiently

35 notified of the reconfiguration.
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53. A conputer program product clainmed in claimb52,
wherein the step of generating the causal barrier

WO p@bs00Es4 circul ati ng said one or nore reconfPQUGERI08/003335
nmessages around the nediation cycle; and ensuring that
each nodule in the cycle has been sufficiently
notified of the reconfiguration.54. A conputer program
product as clainmed in claimb53, wherein the
reconfiguration of the |ogical topology of the
medi ation architecture is the insertion of an
addi tional |ocal point of presence (LPP) node, and

Salgy on Wﬁ%@%@@v&h@ﬁdmse@b figuration of
et 2 BB 0 e o roion

ad e fogiealionaiay e, mtRID ABitedtsR S the I“a%fi ippyof g pdgitional local
gﬁxﬁft Bf predide AGHH) nbed) ahd bR on® dithereatcdnfiguratibtiiréssagas include a

5tL E éienwggslb E%grs] = 3@ glqy%y éﬂneg’%llﬁe% grép o n%‘?_ﬁ%r}%dé qﬁéj an%tlon

an iMRidvagde; in the correspondl ng MR nodul e, receiving
the new,p Ereﬂ@t% 9&1 addRISALI P rﬂocfu?é ﬁﬁﬁé‘&@dntfbﬁéﬂbﬁ%e generating

the MR nod opagating t new nessage to
al Ithw;;hp&rmmfﬁégﬁ seRding @WFE@@W%@ tPa C@H%%Pondmg MR

medhadup atdAdHR Bedd: €cei vi ng the new LPP nessage, and
transmttln t he new | PP sage. fo.a res tive

10cor r espBhi@f @rrqqaowﬁgqﬂmg %ﬁ eipgdne %%Frs%@er?a%gee updating a
hawkfegenas cass o itat A nodedintl plophgating the meve AER nigfssadedo all mediator
corre T uI es, receiving the new LPP
med rg%dzi@es IIﬁBTG%I’ChP EEB

sending a respective, extended new LPP
rres sage it eachivesdiaieli nadyleareceiving thscneve L PP ifeseagee Albigpnsmitting the

PhRs GLHERG, EMRspSRIRCIF VB ASSIQCTRAGSS, each TP
cre t‘Ega ang%fetlb% gﬁg addj ti ggal mI?PP nodul e, eae

15 edlﬂdﬁlhﬁﬂr‘@ H'éa%%QP'éT?&é’Equé\ﬂ)aE% messages, thereby
CO”D' et iimgadnhe thél doﬁ‘db;ﬁindmg Te‘fmddmﬁssnrta\ueﬂaF@’thlarmswag%i3 masshge and

addi ti onal
baI Sgﬁ@gg a r%iﬁef’t“’@f % ndﬁo e \PTlgPaﬁ r?\%gg%ggo t?)lg Saditisdl Lpp module, the
r eccmﬁfndgdl new.ildiP hessage mskding theviaenectivecassedialpd cregdifbalance;

reaches iRt R @ﬁ%dﬁ@%b&%h@fﬁe‘é&léﬂ@ed sew_LAP messages, thereby
onput er program product as claimed in claimb4,

2Q/\h e‘?oém*?“ﬂﬁ 8‘%“@6%"!9"@ F@t’leﬁ’nl-%? meser9eoRfital t opol ogy of
t he nedijgineaRid@osLPR @idduie, suntrhing e dréuit Halantdee sufficient notification

I
ance e ouBPe it sy e LB REa T Eroel Borimines

f ur ¢ongpietionedluele a new MR nessage that uni quel y
identifies the additional MR node, the further
insertion including: the additional LPP_sending

2hewb VR rfesyBRMErtREPEAM GradastAs SRRy INRIaB gﬂ”v@egﬁm glﬁ rggonfiguration of
nodge RaN@pRogsriiesedistioRGrehitedlire inbRldds @@ further insertion of an

additional mediator router (MR) node, and wherein said one or more reconfiguration
messages further include a new_MR message that uniquely identifies the additional MR
node, the further insertion including:

30 the additional LPP sending a new_MR message to a corresponding MR module at
an MR node having a corresponding credit balance;

the corresponding MR module responding to the new_MR message by sending a

new_MR_route_table message, which includes: address information for the additional MR
node, the address of the additional LPP node, routing information and a fraction of the

35 corresponding credit balance;
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the correspondi ng MR nodul e responding to the new MR
nmessage by sending a new MR route_table nessage, which
w0 pasoiEs4 address information for the additi opel/GBR04/003335
node, the address of the additional LPP node, routing
information and a fraction of the corresponding credit
bal ance; t he correspondi ng MR nodul e t hen forwarding
the new MR route table nmessage to an arbitrary
medi at or nodul e; the arbitrary nmedi ator nodul e passing
the new MR route_table nessage to the additional LPP
modul e; thefrorrasrtinging Hit mphpe HEE frwardingring B iy rpye. table message

rog& bﬁ‘grbﬂéﬂl ,tngd,gtgem@g{gétl onal MR nodule; and in the
tional modul e, usj
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ew R MRarBren e eyl habs i e et Lt didle ggepoe o the
ba'a@ﬂ:ﬁ@waandPﬁrwdhleng maps. 56. A conputer pr ogram
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addhessagfaie 'rLWS%aeWéfqgﬁaﬁ'aP%dﬁPU%ﬂ QRS-
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LPP._nodul e se oun

' d_d f
1070 @8age A REVLIFS PRIFT PEHE S8 Ao § P K BT L8 reconfguraton
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f lh gh{'ggdltioﬂﬁﬁ\/lﬁ'n{qdﬁ ‘ywﬂé}@ ih ?r'lenaddg%nél R0 okl 58 dsU MR initialised()
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gl Ca lation architecture 1 s
t hemaﬁs@&bltbmadﬁltloaﬁ LiFanequimieronriecsing obihe nRY-_MBdw©Uteatfgle message

Sali fhaQheret thERHEiiGRE 0P hiddlia kb mwa@ﬁﬁt() 41l déd EreRL county()
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1%@%1569951483@ aqdfiignal ¢ fy %ﬁmhmﬁu 'ﬁsé’e"tﬁ’ ely-

predet ermi ned addi ti onal nedi ator nodul e generati ng

th 722\3’ M n%%?#%%ﬁgﬁggpr%gﬂ]{é' le?btéﬁl' ‘él\ﬁ’mk\/jsﬁn%ﬁ\%?&?thg?ec%nﬁguration of
c 0 rthe bpmaldowrgogvmf Hedgdiatiop erchitenttg is the ingeionpiassassienal mediator
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ating the new
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each of irthe comespee@amlillP mMpdNR rﬁcﬁjwh@ttle newcMingssage; Hedating a
ne & emtneé%e tBawLbp
o leiRp SaR: Gt ERGe) o bESRER i fonEMnRadas:
2%xtme inER aNFesY®ge i ncl uding the respect | ve
associ atpgachngw hodifd, AsteRing@thew_M message, transmitting the new_M

message to a respective, corresponding MR module at an MR node, each MR node
"having an associated credit balance;
in each of the corresponding MR modules, receiving the new_M message and
30 sending a respective, extended new_M message to the additional mediator module, the
extended new_M message including the respective associated credit balance; and
in the additional mediator module, receiving the extended new_M messages,

thereby completing the circulation of the new_M message; and
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in the additional nediator nodule, receiving the

ext ended new_M nessages, thereby conpleting the
wa@Roosims4 on of the new M nessage; andin the apdi/GBowaloo333s
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t 1 ABFHIELH F ThdYeOiglrhidn Bhttfassared whaR iR dledifiuth RBEneTa
nore reconfiguratjon nmessages further include a new TP

me PEd§teiRgY CRIAPIBIAR Y?Uedent i fi es the additional TP

node, the further insertion including: the additional

nedi.at or, nodul e recej vi TP, - _ _
SaddPe1 oGP BEgE ik S5l Hafter 9o HE rsconfiouraton of
addhe lpgical topotedy af the mediétion erchifestuneifcivfes e &afer ingrition of an

Eg[?ﬁ?‘ﬁ%?‘;%‘%b‘%%w’g (TR PR Carldwifbréif 65i8 SRE BHBE rd&dnfiguration

P node "having a corresg_ondl _n% credit .
balnaseegesfyrthe Bewde pasdi- Hy Mepsags diat dniferly Rpifss theqdgitignal TP

newad& tHemRAGEndtioBGididrig: Ng an ext ended new TP
i ncl.udes: dress | i on fog_ t he

nessage i.ch a fo
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medi at otherxddiéionah nmedistor afodLiERgdiag thesaddress of iba adfitieniabmediator node
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o AR RBAR fralSNARR 1 90 88208 ot yonang e
ar aduigra an PR nege hpving & BRITesPeNdingareditiaENGBdul e t hen
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197 SV FRESRAER TR AU TR 8! the acitional TP
addiotié, anehddFéssrob thel seiditional gnetiiator codd, @riisisof PP aed adaction of the
royg }rn%g%m gggﬁg%gngeo initialise a new correspondi ng
credi torha a

ance an Fist of LPP nodules. 59. A
conput ethemoggsramdipe Jfunedulssthen rwasding thediesy AP maessage to an

whefgirity PP mMeenf i guration further includes: changing
the TP fodul e t hat thchl%tﬂditi opal nmedi at or nod

|
203ddr ess&e Fhjtren & PEIB? & PASSINGFIE CUlNgLPH 'ﬂg?sﬁge to the
addiguitiemsirP FMddorclul e sends a TP_ initialised() nessage
to the additional ' l , - _
now 1 oulasehER TETRALA Bk R Tne Rhd B Sfthe Siqrlchl MR
mednadue; ambdul e sends i nc_ref _count() and
dec_ref yColplibhal TRSRGARS Uiy theBorRélil & tRE Aéw AREIng Mkp hidksage to

TP nodul'es respectively. 60.” A conputer pr og{la product
2535 initialiperaaew soEespoRIng Creqihbelancs anf@ sihPdnodESwor k
further includes a failure detection node that is in
COI’T51’5I:JI’]I (}\aéolm%ﬂteWpFo%raen”?g%dHcg %g claimed in claim 58, wherein the reconfiguration
further includes: changing the TP module that the additional mediator module addresses
to the additional TP module, wherein the additional TP module sends a TP_initialised()
30 message to the additional mediator module upon receipt of the new routing map message
and wherein the additional mediator module sends inc_ref_count() and dec_ref_count()

messages to the additional and initial TP modules respectively.
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in the nediation network, the conputer program product

further conprising: at the failure detection node,
w@e@giotisag a failure detection nodul e; at eachreDdsB2@#/003335

t he medi ati on network, providing a failure reporting

nodul e; whenever an incom ng or outgoing comuni cation

i nk between nodes fails, each of said failure

reporting nodul es reporting information relating to

the failing comunication link to said failure

detection nodule; and said failure detection nodul e
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ext ernal app

I cation, the ram
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t opol ogy of the medl ation architecture and V\herel n the

Corgyr ol A ra‘ﬂ{‘ﬁroeucthEﬁln‘ié?dfrh BEINEM, flrBgs isf?§ generating
A conput er rogra product as clainmed in'claimé
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nodgodity.i Ng the step of structural refinenment. 67. A
comput er program product as clained in claim45, the
comput er program product including instructions for
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tn tha \ergfr?%‘ 15 3hia ARGy RN LA esHt S48 b BteRhinbd fmelBRF AHoBe includes

25 generating the message log.

[¢)

64. A computer program product as claimed in claim 62, wherein the computer
network further includes an external application, the computer program product further
comprising:

30 generating the message log in said external application.

65. A computer program product as claimed in claim 47, wherein the change in

internal operation is a.structural refinement of the logical topology of the mediation

architecture and wherein the control message is one or more refinement messages.
35
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66. A computer program product as claimed in claim 65, wherein a subnetwork is
inserted in place of a single node during the step of structural refinement.

67. A computer program product as claimed in claim 45, the computer program

5  product including instructions for providing a datastore for storing information about the
logical and physical structure of the mediated network.
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