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Generate a Zero-Knowledge Proof Indicating
that a Sending Party is Capable of Satisfying a
Condition of a Transaction

v

Re-Randomize a Public Key Corresponding to
a Receiving Party Using a Randomization
Value

Y

Compile, as Transaction Data, Asset Data
Corresponding to the Transaction, an
Identification of the Sending Party, the Zero-
Knowledge Proof, the Re-Randomized Public
Key, and the Randomization Value

Y

Perform a Hash Operation on the Transaction
Data to Generate a Digital Signature
Corresponding to the Sending Party

v

Transmit the Digital Signature and the
Transaction Data to a Receiving Party
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Receive and Decrypt, at a Receiving Party from a Sending
Party, a First Digital Signature Corresponding to the
Sending Party and Transaction Data Including Asset Data
Corresponding to a Transaction, an Identification of the
Sending Party, a Zero-Knowledge Proof Indicating that
the Sending Party is Capable of Satisfying a Condition of
the Transaction, a Re-Randomized Public Key
Corresponding to the Receiving Party, and a
Randomization Value Used to Generate the Re-
Randomized Public Key

v

Apply the Randomization Value and the Re-Randomized
Public Key to a Verification Function to Verify an Original
Public Key

v

Perform a Hash Operation on the Transaction Data to
Generate a Second Digital Signature Corresponding to
the Sending Party

v

Compare the Second Digital Signature to the First Digital
Signature to Verify that the Second Digital Signature
Matches the First Digital Signature

v

Generate a Re-Randomized Private Key

v

Apply the Re-Randomized Private Key and the
Transaction Data to a Hash Function to Generate a
Signed Transaction Container

v

Publish the Signed Transaction Container to a Blockchain
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