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SYSTEM AND METHOD FOR COMPUTING COMMON SESSION KEYS IN A FORWARD
SECURE IDENTITY-BASED AUTHENTICATED KEY EXCHANGE SCHEME

Abstract

This document describes a system and method for generating common session keys that
each have strong forward security for encoding digital communications between devices. In
particular, the system utilizes a forward secure identity-based authenticated key exchange
scheme to allow two devices to verify the veracity of each device before these authenticated
devices proceed to generate a common session key that is then utilized to encode digital

communications between these two devices.
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