2 0 JAN 2004 -1 Protection O Conmmuni cati ons Background The invention
relates to protection of information communi cated over a transport nedi um
such as a network. Wth the increasing use of networks and ot her trﬁpi£th
medi a for conmunications, security has becone an increasing concedr JAN 2004
Various security protocols have been utilized to protect data entering or
| eaving a device that is coupled to a transport nedi um such as a network
(e.g. local area network, wide area netwerk, the Internet). A security
protocol may include cryptographic algorithnms (including encryption,
decryption, and authentication) to nmaintain the confidentiality of
transmitted information as wePfotecdion MK mmpnicalignsof the i nf or mati on

origin. %ﬂg%&%aphi c operations typically involve data intensive

arit hnet ions that take up substantial ampunts of processing in a
system To reTheRvemton eRtesad peotédion of MIBERARAN coninéniyted everiatrgepdror m ng
cryptographi c operations, sonme systens include a coprocessor to perform
sone of mediugesughiapaaadyark. processing. In a conventional coprocessor
architecture, I n_processor nder caqnt.rol_of an appl.i.cation .pr.ogramn
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processing, the coprocessor nmay then copy the processed data back to the
menory f protestdas sniosing heleaving aplevice gt is, conhlediio pdsanspeshmediuansuehtas ehe dat a
out onto a transport. nedium (e.g., a nefwork | ephone lin efc.). This
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at the receive 'end, the data also is copied fwce to and froma

copr oc essrintdin tler @niitentmlitiecf typismitteaind formktiomaewell Ruauthergicetigpobdpeaphi ¢
operations in .a conventional coprocessor architecture may use up valuable
shared sﬁ?‘@??émflé’ggl?rces, i ncl uding the main processor, bus, and system
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associated with a securit fprot ocol vvherh. conmuni cating infornption to a
t r anspor PrORESIPL A Sysigm. 1\1}15(%r SHBUIE cryptographic operations, some stems include a

coprocessor to perform some of the data intensive processing. In a conventional coprocessor

architecture, a main processor {under control of an application program) loads data to be
processed (encrypted, hashed, and so forth) into a system memory, which may be accessed by
a coprocessor over a system bus. After processing, the coprocessor may then copy the
processed data back to the memory for access by the main processor, which may then
transmit the data out onto a transport medium (e.g., a network, telephone line, etc.). This
process is inefficient as data is copied twice over the bus into system memory prior to it being
transmitted over a transport medium. Similarly, at the receive end, the data also is copied
twice to and from a coprocessor before it is decrypted and validated.

Running cryptographic operations in a conventional coprocessor architecture may use
up valuable shared systems resources, including the main processor, bus, and system
memory, making them unavailable to other devices in a system. This may reduce overall
system performance. Thus, a need arises for a technique and apparatus that reduces use of
system resources in performing operations associated with a security protocol when

communicating information to a transport medium.



-2 Summary I n general, according to one enbodi nent, a nethod for use in a
devi ce coupled to a comuni cati ons channel includes determ ning a security
service to performwith a data block and processing, in a controller
adapted to control conmmunication with the comunications channel, ?HeﬂAﬂdﬂﬂi
bl ock according to the security service. Qher features and enbodi nents

w Il becone apparent fromthe foll ow ng_ description and fromthe clains.
Brief Description O The Draw ngs Fig. “B& is a block di agram of an

enbodi ment of a systemincluding a network and devices coupled to a

net wor k. SHngaryB is a bl ock di agram of a network controller according to

one enbodinent in a, devige in the systemof Fig.. |A Fig. .2 is | ock

di agram of a gzl %F%Wén%g?sqnérwr&odwa{tsmetgegé?rdwﬁ(y ¢ evine cwi%ﬂor?em of
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of a security process according to an enbodi nent perfornmed by the network
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cont rol | esid bmRth@claims.Fi gs. 8 and 9A-9B are fl ow di agranms of security
routines in different layers in the device of Fig. 2. Fig. 10 is a flow

di agram of a process of determ ning security services associated with a
data blo %ep r;or iod t r‘swecurity routine of Fig. 8. Detailed

Descri pt ' cription, nunerous details are set forth to

provide an UF%H?J@@CHIM RAgrhMORh REMBHinkdHY 8N4 b¥lem HRIRNEE a nétworR ahd be
understood by those skilled 1n 20 JAN 2004
devices coupled to a network.
Fig. 1B is a block diagram of a network controller according to one embodiment in a
device in the system of Fig. 1A.
Fig. 2 is a block diagram of a device in the system of Fig. 1A according to an
embodiment of the invention.
Fig. 3 is a more detailed block diagram of the network controller of Fig. 1B.
Figs. 4A-4C are diagrams of packets according to a security protocol used by the
device of Fig. 2.
Fig. 5 is a flow diagram of a security process according to an embodiment performed
by the network controller of Fig. 3.
Fig. 6 illustrates a flow tuple stored in a storage device in the network controller of
Fig. 3.
Fig. 7 is a flow diagram illustrating parsing of packet data by a receive parser of the
network controller of Fig. 5. -
Figs. 8§ and 9A-9B are flow diagrams of security routines in different layers in the
device of Fig. 2.
Fig. 10 is a flow diagram of a process of determining security services associated with

a data block performed by the security routine of Fig. 8.

Detailed Description

In the following description, numerous details are set forth to provide an

understanding of the present invention. However, it is to be understood by those skilled in



-3 the art that the present invention may be practiced w thout these
details and that nunerous variations or nodifications fromthe described
enbodi ments nay be possible. Referring to Fig. 1, an enbodi nent of 2 amﬂqmw
includes a first device 50 and a second device 51 that are coupl ed P
transport nedium which may be a wired or wreless transport medium (or
conbi nation of both). In the ensuing de%crlptlon the transport nediumis
referred to as a network 47, which nmay i"ncl ude one or nore types of
transport medi a, whet her mnred or wireless, such as_tel ephone lines, cable
li nes, thabthe peasgrl R¥entionmeay begragicsd sdthonithgxs-dedails\andidhat nuperous
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security protocol according to some embodiments may be implemented in devices coupled to
the network 47. In some embodiments, Internet Protocol security (IPSEC), as discussed in
Request for Comment (RFC) 2401, entitled “Security Architecture for the Internet Protocol,”
dated November 1998, implemented in devices coupled to the network 47 may provide
security services to ensure confidential communications between authenticated parties, as
further described below.

In this description, reference is made to various Requests for Comments (RFCs),
which are available at several sites on the Internet. One such site is
{http:/fwww.ietf.org/rfc.html}.

As illustrated in Fig. 1A, each of the devices 50 and 51 (as well as other devices that
may be coupled to the network 47) may include various Jayers and components to enable
communication on the network 47. For example, in the device 50, a network controller 52
(which may be an integrated network controller chip or a board or card including several
chips or some other hardware component) is coupled between the network 47 and a system

bus 72. In one example embodiment, the system bus 72 may be a Peripheral Component



bus 72. I n one exanpl e enbodi nent, the system bus 72 may be a Peri pheral
Conmponent 2 0 JAN 2004 -4 Interconnect (PCl) bus, as described in the PC
Local Bus Specification, Production Version, Revision 2. 1, publistedjAN2004
June 1995. More conpl ete diagrans and descriptions of the device 50 and
the network controller 52 are provided in connection wwth Figs. 2 and 3,
respectively, below According to some gnmbodi ments, to inprove system

per f or mance, cryptographic processing (including encryption, decryption,

and/ or cryptographi i gnat,ure) that i art. of the network, securjty
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provide traffic security-Authentication Header (AH) and Encapsul ating

Secur i t yadeantagsdf cEgBpite ciptegraphioenginisd 0dmpd Ha6 apibieireative andgrapsmitrpaths,

conbi nat %"eosBegt\{vteg, ?satggt cryptographic processing of transmission data and received data may be
performed concurrently. In an alternative embodiment, a single engine may be used for both
transmission and received data.

As used in this description, a data block or data blocks may refer to data of various

formats in the device. For example, a data block from the transport and network layers 406
may include an IP datagram or packet (if the network layer is an IP layer). If an IPSEC
protocol (e.g., AH or ESP) is used, then the data block is transformed to an IPSEC packet
after IPSEC processing. An IP datagram or packet and an IPSEC packet may be reformatted
after flowing through each of the different layers in the device 50. The security protocol may
be applied to one or more IP datagrams or packets and IPSEC packets. If other security
protocols are implemented, other types of data blocks may be defined. [PSEC may use one
of two protocols to provide traffic security—Authentication Header (AH) and Encapsulating
Security Payload (ESP). These protocols may be applied alone or in combination with each

other to provide a desired set of security services. The AH protocol is described in RFC

2402, entitled “IP Authentication Header,” dated November 1998, and the ESP protocol is



other to provide a desired set of security services. The AH protocol is
described in RFC 2402, entitled "I P Authentication Header," dated Novenber
1998, and the ESP protocol is 2 0 JAN 2004 -5 described in RFC 24062 . 7004
entitled "I P Encapsul ating Security Payl oad (ESP)," dated Novenber {bgﬁ

To reduce conplexity of the network controller 52, generation of security
control information associated with se urity protocols may be perfornmed by
one or nore software routines (e.g., 410 and 411) in the deV|ce 50. In one

enbodi ment ur i ntral. [nfaormati ncl ude i nformati
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routines 410 and 4 After further processing by routines 410 and 411, the

data bl @lghsthmm/ ldaetl@eouﬁkdyadhcatmntahé Iengthwolf datatortter apictyptedser signeds locatfearof
crypt ogr aphi.c essin Anot her .feature of so enhodi ments ig.that the
crypt ogr SBATHT é’n iﬁefé'gf"&?a‘i%’z“?éﬁ) ?lbeo‘{“?l%)vo kncoflﬁgn?f%F ErWi‘?’ﬁrWﬁW er 52 may
be used pBcaRplg GRILGR HPGRANCcAPHIIR, DM ARGBSARM). that need to perform
secure comuni cations over the network 47. Such application processes are

referred to adhesomnder pstaness fdescobgidslowron vdxenpiudiplacyptognatdne opsations

process nmay rformc ns to _an er pal . dev hrou h anot her
P ert acEestREned i f dpmatodkht B RetGek Fostioler 52) 0 Fladigsiahnee. 80,
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that is not capable of performing, cryptographic proceSS| ng |n transit.
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net wor k contr ol 52 may be used. The device 50 may T nclude a policy

managenent roémpther feagire héaomte@plsochmamk ipthat the cwqunap}uglc@m/l or bﬂl’a(pr abl e

in the dgothfm tig net-{vrz)ek ggrlltlro(il%r %%%%géd 1539 g}%ﬁlﬁgtlénlgrogggsgé ae}supe from processes
that need to perform secure communications over the network 47. Such application processes
are referred to as secondary use processes. For example, a secondary use process may
perform communications to an external device through another interface (other than the
network controller 52) in the device 50. A secondary use process may include any process
that does not perform, or that is not capable of performing, cryptographic processing in
transit. Examples of secondary use processes include encrypted file systems, secure e-mail,
secure remote procedure call (RPC), and so forth. Instead of using a separate coprocessor or
a main processor 54 to perform cryptographic operations for such secondary use processes, a
cryptographic engine of the network controller 52 may be used.

The device 50 may include a policy management routine 413 that keeps track of the
security services available in the device 50. The policy management routine 413 maintains
databases (e.g., 520A described below) that identify security services to perform with
different data flows between different devices on the network 47. For example, secunty
services for devices that are coupled by a local area network may be different from securty

services for devices that are coupled through an unsecure channel such as the Internet. The



dat abases (e.g., 520A described below) that identify security services to
performwith different data fl ows between different devices on the network
47. For exanple, security services for devices that are coupl ed by mh@r@m
area network may be different fromsecurity services for devices tr?

coupl ed through an unsecure channel such as the Internet. The 20 JAN 2004
-6 device 50 also includes a key exchan conponent 415 that nanage the
generation and transport of keys used for encryption and authentication.

The corrp nent may be defined according to an Internet
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driver 408, transport and network |ayers 406, and an operating system (OS)
400. Theand#Qdrae passed throughreveral layers sn thegleviay SBe As cXamplesi the applicason r ol

Pr ot | /] nt P, T tack, t f dat t d fl
cont ot BIHET p alEh s Sy inclidelderod LMy OBt o oo 50
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(I P) layer, as described in Request for Comrent RFC%1 791, entitled

"Internet Pr othm&mltrmsmdatlédecsemmﬁbedatamutedkbﬁwmé ¢ appdicatipr prooessts f or

transm s l,ocks  of acl dat agr a ources. tq..

dest i nat ?g%mogc?@ tﬂilefl?e ° %‘ﬂ? % t}?{g@i ?(ﬁ%ﬁoﬂgﬁg é &‘%&?e%“xsro‘%}’é ’t he
net wor k traxy nlasldtnlaavérkmw% laﬁcyaﬁ op ot Sgﬁ é@s)tdme TMmRAefskiaan Cont r ol
Pr ot ocol or User Datagram Protocol | ayer, as exanples. TCP is

descri beHalilﬁPOFtF]{éIﬁ!i%éQG Mgy bearkreramigsRprc)omed, Pr@ﬁﬁ@fh@“ﬁ@tﬁéﬁh@@ﬂ’@ﬁ) Contr ol
7L 0 TGy by W20 S BT SR BRARC, <
to i npl effefhk devises0r Thiis, i eh@eRbodifent, iR ﬂ%ﬁbmnkye‘i'hay be an Internet Protocol
(IP) layer, as described in Request for Comment (RFC) 791, entitled “Internet Protocol,”
dated September 1981, which defines a protocol for transmission of blocks of data called
datagrams from sources to destinations identified by source and destination IP addresses.
Above the network layer is the transport layer, which may be the Transmission Control
Protocol (TCP) or User Datagram Protocol (UDP) layer, as examples. TCP is described 1n
Request for Comment (RFC) 793, entitled “Transmission Control Protocol,” dated September
1981. UDP is descnbed m RFC 768, entitled “User Datagram Protocol,” dated August 1980.
According to some embodiments, to implement a security protocol for the network 47
in the network controller 52, a security routine 410 in the network device driver 408 and a
security routine 411 in the transport and network layers 406 format data blocks according to
the security protocol and add security control information to send to the network controller 52
along with associated data blocks. In this description, the routine 410 is referred to as the

driver security routine 410, and the routine 411 1s referred to as the IP security routine 411.



in the network controller 52, a security routine 410 in the network device
driver 408 and a security routine 411 in the transport and network | ayers

406 format data bl ocks according to the security protocol and add ZBJANiZN
control information to send to the network controller 52 along with

associ ated data blocks. In this description, the routine 410 is referred to
as the driver security routine 410, andrthe routine 411 is referred to as

the IP security routine 411. 2 0 JAN 2004 -7 In further enbodi nents, the
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keys to use orn1 ecryption nti‘cation” Acco “to some
enbodi memesyork kentse b 152 tsgndarthé gie bldcl«pioethe néwdrk A7 Witodepassiag Bk danblosksre
ot her devices coupled to the network 47 incl]udes an_| PSEC protocol. |PSEC
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and put in place any cryptographlc keys npl oye to provi de e requested
ser vi ces cortrelhen 39 ieteminined oo & pecunty corfret portion bPBEGeceseiutata Ylopk dt ocol s
such as the AH and ESP pr ot oc he invention is not to he limted in
this rega@e?gra%lﬁewcpwégeekgs%@u? Y M‘ivfblf%% YhigHsGdo PWE TR,
further eABqghERNM8on. FUurther, in other enbodiments, other types of
transport and network | ayers besides TCP and

According to some embodiments, the security protocol implemented in the device 50

and some other devices coupled to the network 47 includes an IPSEC protocol. IPSEC
provides security services by enabling the device 50 to select required security protocols,
determine the algorithm(s) to use for the service(s), and put in place any cryptographic keys
employed to provide the requested services. Although this description refers to IPSEC
security protocols such as the AH and ESP protocols, the invention is not to be limited in this
respect. Other types of security protocols may be implemented in further embodiments.
Further, in other embodiments, other types of transport and network layers besides TCP and
IP layers may be used.

In one embodiment, the IP security routine 411 performs IPSEC processing of an IP
packet that is to be transmitted to or that has been received from the network 47. IPSEC
processing includes converting an IP packet to an IPSEC packet and vice versa. The IPSEC
packet may either be an ESP packet or an AH packet according to some embodiments.
Security control information is included in the IPSEC packet. Referring to Figs. 4A-4C, after
IPSEC processing, an IP datagram including an IP header 500 and an IP payload field 502



| P layers may be used. In one enbodinent, the IP security routine 411
performs | PSEC processing of an IP packet that is to be transmtted to or
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with the authentication service.

The ESP header 504 may also include IPSEC control information that identifies the
cryptographic algorithms to be applied by the network controller 52, locations of keys,
locations and lengths of data to be encrypted and/or signed, and other information employed
for encryption and/or authentication. In addition, the ESP header 504 may also contain an
indication of whether a datagram is to be transmitted over the network 47 afier cryptographic
processing or routed back to the system bus 72 in the loopback mode. The ESP header
includes a protocol type field, whi-ch may point to TCP, UDP, and so forth, in which case the
datagram is transmitted on to the network 47. Alternatively, if the protocol type field points
to ESP or AH, loopback is performed.

An AH header contains similar information to provide for authentication services.
However, AH does not provide for encryption. In some embodiments, the AH and ESP
protocols may be implemented in combination to provide secunty services.

Encryption, decryption, and authentication algorithms are determined based on the

security association (SA) of an IP datagram. An SA indicates the types of security services



processing or routed back to the systembus 72 in the | oopback node. The
ESP header includes a protocol type field, which may point to TCP, UDP

and so forth, in which case the datagramis transmtted on to the il VY 2004
47. Alternatively, if the protocol type field points to ESP or AH,

| oopback is perfornmed. An AH header contains simlar information to provide
for authentication services. However, _AH does not provide for encryption.
In some enbodi nents, the AH and ESP protocols may be inplenented in
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dat abaseuoreamstEhSRIERInE B Dty S et Bl Bisk e, & S, SHERG! um
such as h6ciaBoms ABYBE Mankzedbyahd'poitkydhatagnbmeoutdse £psampl es. Security

associ ati ons may be managed by the pdlicy managenent routine 413. In the

i | lustrated ehbideiilsttatedtembognmeBXDASAD a2 sssicbiseibl/by the IP Beaay routipe
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410, e Shna Sies A 208 gh AR bR SEETT Y st e 5he STLIALE H¥ecs
by the dghitgih aS@Bst bF the AD ISDGA 43 0quitiier addek€h el dviv LS ROTIRe 4 R
security routines 410 and 411 may access the sane SAD. In~ addition, for

processi alderodtive gpateidenents dotlvssdubly rohignasdd Gank 4tbmay ak¢eass tlEzamedyAR hén

network 47. t networ k controller.52 includes.an 520C i ch be a
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processi By, (A néwRAE K&itrdiP 5 £ thelRs 4 SRS 50, ahidtRRECbOacHRkt 8f theunencr ypt ed
| P datagram received fromthe network 47, the SA of the packet is

det er m nadornmjionistored AR 520AtardR20Br 52 fromthe following information in

the received packet: the desti.nati,on, ]P address; .the ot acol (AH or
£SP) " “and ¢ he P apbind giSeER of 8Patiel ohbioh b Rer oo S ECRARb e psec

dat agr amyfei¢rife PR R ReckiREP OB the RetWoPk 87 thOSASTiRE packdid defeathileded to
as flowtuples) in a stora%e device or nenory 100 (which may be a static

random abx Bpsnespmiropnypll orh e olanpiedpfarmatiorinybe fescived paekes! ther 52 to
R L e
520C st ofrffgmhdtioh TRynh @ rdeived IPSEC datagram may be compared to information stored in
entries 140 (referred to as flow tuples) in a storage device or memory 100 (which may be a
static random access memory or SRAM, for example) in the network controller 52 to
determine if a match occurs. The combination of such information may be used to index mto
the SAD 520C stored in the storage device 100. The SAD 520C stored in the network
controller 52 may be updated based on a least recently used (LRU) replacement policy, first-
in-first-out (FIFO) policy, or other policy.
Thus, based on the SA (if any) of a received packet, suitable keys and other
cryptographic information may be retrieved from a storage location (such as in a storage
device 104 or other location) to perform decryption and authentication processing. Although
the SAD 520C is stored inside the network controller in the illustrated embodiment, it is
contemplated that the security association information and flow tuples may be stored in an
external storage device coupled to'the network controller.
For outbound processing of an IP datagram to be transmitted over the network 47, the
IP security routine 411 determines the SA associated with the outbound IP datagram based on

certain fields of the IP datagram. Such fields may indicate source and destination devices and
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selected entry in the SPD 522 maps to an SA that identifies security services to be performed

on the datagram, including whether the AH or ESP protocol is to be employed, the

cryptographic algorithms to be used for encryption/decryption and authentication, and so

forth. The identified security services are coded into the security control information (located

in an ESP or AH header, for example) by the IP security routine 411 for transmission to the

network controller 52 to perform cryptographic processing.

Information (referred to as selectors) in an IP datagram may be used to index into an
entry in the SPD 522. Such selectors may include the following information: destination IP
address; source IP address; transport layer protocol {e.g., TCP or UDP); and source and
destination ports (e.g., a TCP or UDP port); and other information. The selectors associated
with a datagram are then used to perform a lookup of the SPD 522 to retrieve information in

an entry of the SPD 522. In turn, the SPD entry information is used to determine an SA of
the IP datagram, which can then be loaded into a corresponding entry of the SAD 520A.



cryptographic algorithms to be used for encryption/decryption and
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If offloading is desired, then offload commands (including the security control
information) are prepared (at 658) by the IP security routine 411 in the header portion of the
IPSEC packet to indicate the types of algorithms to use for encryption and/or authentication,
locations of keys, locations and lengths of data to be encrypted and/or signed, and other
related information. If offloading is not desired, then the TP security routine 411 performs the
desired cryptographic operations (at 660) and a no-op command (to indicate no cryptographic
operations are necessary) may be included in the IPSEC packet that is sent to the driver
security routine 410 in the network device driver 408.
Referring to Fig. 9A, the transmit portion of the network device driver security
routine 410 is illustrated. If transmission data is received (at 700) from the IP security
routine 411, the driver security routine 410 determines (at 702) if the IPSEC packet is a
secondary use packet (that is, a packet that originated from a secondary use process, e.g.,
405). If so, then the IPSEC packet is marked (at 710) for loopback mode so that the packet

can be returned to the secondary use process {e.g., process 405 in Fig. 1A) after
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52 (which may be a packet received over the network 47 or a secondary use packet that 1s to be
returned to a secondary use application process). Next, the driver security routine 410
determines (at 672) if the packet is a secondary use packet. If so, the packet is sent back (at
674) to the secondary use process (e.g., 405) through its driver, for example.

If the received packet is not a secondary use packet, then the dnver security routine
410 determines (at 676) if the received packet is an IPSEC packet. If not, then the packet is
sent up by the network device driver 408 (at 690) to the transport and network layers 406 for
handling. If the packet is an IPSEC packet, the driver security routine 410 determines (at
678) if the packet was “punted” by the network controller 52. The network controller 52 may
have been unable to associate an SA with the received IPSEC packet based on a comparison
with the limited SAD 520C. If the packet was punted by the network controller 52 due to
inability to associate an SA in the SAD 520C stored in the network controller 52, the driver
security routine 410 attempts (at 686) to match the received IPSEC packet with an entry in
the SAD 520B. If a match cannot be found, then the packet is sent up (at 690) to the IP
security routine 411 for handling. However, if an entry in the SAD 520B can be matched



(which may be a packet received over the network 47 or a secondary use
packet that is to be returned to a secondary use application procesg).JAN 2004
Next, the driver security routine 410 determnes (at 672) if the packet is

a secondary use packet. If so, the packet is sent back (at 674) to the
secondary use process (e.g., 405) through its driver, for exanple. If the
recei ved packet is not a secondary use- pheket, then the driver security
routine 410 determnes (at 676) if the received packet is an | PSEC packet.
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Referring again to Fig. 8, when the IP security routine 411 receives a packet from the

driver security routine 410, the IP security routine 411 determines (at 662) if the packet is an
IPSEC packet. If not, the packet is sent (at 670) to the IP layer (406). If the packet is an
IPSEC packet, then the IP security routine 411 determines (at 664) if the packet was punted
by the network controller 52 and the network device driver 410. If so, the IP security routine
performs (at 666) full IPSEC processing, including cryptographic processing of the packet.
Alternatively, the IP security routine 411 can determine the SA of the packet by accessing the
SAD 520A or SPD 522, and the security control information associated with the SA may be
sent along with the packet down to the network controller 52 for cryptographic processing.

If the IPSEC packet was not punted, then the IP security routine 411 performs (at 668)
normal IPSEC processing to convert the packet back to an IP datagram to send (at 670) to the
IP layer.

Referring to Fig. 10, the act (at 652 in Fig. 8) performed by the IP secunty routine 411

to determine if an IP packet can be associated with an SA includes determining (at 750) if an



match is found, then the packet is sent back (at 684) to the network
controller 52 with |oopback node set. If the SA of the packet cann?ﬁ3 be
found in the SAD 520B, then the packet is sent up (at 690) to the JAN 7004
security routine 411 for handling. Referring again to Fig. 8, when the IP
security routine 411 receives a packet fromthe driver security routine
410, the I P security routine 411 deternihes (at 662) if the packet is an

| PSEC packet. If not, the packet is sent (at 670) to the IP layer (406). If
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driver 411 determines if the SAD 520C is full, and if so, an SA is replaced using some replacement
policy, e.g., least recently used, first-in-first-out, random, and so forth. Such update policies
may also be performed with the SADs 520A and 520B.

Referring to Fig. 2, an embodiment of the device 50 (which may be a computer
system, for example) includes the network controller 52 (a local area network (LAN)
controller, for example) that communicates packets of information with other networked
devices {e.g., hosts, gateways, routers, etc.) over the network 47. The network controller 52
may be adapted to perform operations that are typically performed by the main processor 54
that executes one or more software layers (a network layer and a transport layer, as examples)
of a network protocol stack (a TCP/IP stack, for example). As an example, these operations
may include parsing headers of incoming packets to obtain characteristics (of the packet) that
typically are extracted by execution of the software layers.

In some embodiments, the charactenistics, in turn, may identify an application process

that 1s to receive data of the packet. Due to this identification by the network controller 52,



security routine 410. If the security services can be offl oaded, the SAis
al so copied (at 760) to the SAD 520B and optionally to the SAD 520C in the
network controller 52. If the security services cannot be of fl oaded,{ §ANH04
the identified SAis not copied to the SAD 520B and 520C. \Wen updati ng
the SAD 520C in the network controller 52, the IP security routine 411
determnes if the SAD 520C is full, andl3f so, an SA is replaced using sone
repl acenent policy, e.g., least recently used, first-in-first-out, random
and so f HeldetwSCRnENE 52 @A héd Lo WERY 123656 tREStBEY) nfdynditbcyly Icbntkdl@heSADS
520A and 520B. Referring to Fig. 2, an enbodi ment of the device 50 (which
may be atrexsfpnafdhe paokst &1@ tof pbuffordims systemumienndes S4)Hbatris assoeiatedorith bl er 52
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circuitry, such as a receive path 92 and a transmt path 94 to process

packets that Referringtq Figg6 feashrflowrtupled 40 inghades dields thay 1dentifechasactensticsiof For

exanpl e, .t he. i ve ' ej a
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the receive path 92 nay be receivi ng I ncom ng packets from man%/, gi fferent
11

flows (pHeRBYand soford as exagplesd diedios winle MO ey ipghude a field 142 that indicates

an Internet Protocol (IP) destination address (i.e., the address of the device to receive the

packet); a field 144 that indicates an IP source address (i.e., the address of a device to
transmit the packet); a field 146 that indicates a TCP destination port (i.€., the address of the
application that caused generation of the packet); a field 148 that indicates a TCP source port
(i.e., the address of the application that is to receive the packet); a field 150 that indicates
security/authentication attributes of the packet; and an SPI field 152. Other fields may be
included in a flow tuple 140. Other flow tuples 140 may be associated with other network
protocols, such as UDP, for example.

Referring again to Fig. 3, the transmit path 94 of the network controller 52 may
include a transmit parser 114 that is coupled to the system bus interface 130 to receive
outgoing packet data from the device 50 and form the header on the packets. To accomplish
this, in some embodiments, the transmit parser 114 stores the headers of predetermined flows
in a header memory 116. Because the headers of a particular flow may indicate a significant
amount of the same information (port and IP addresses, for example), the transmit parser 114

may slightly modify the stored header for each outgoing packet and assemble the modified



47), the receive path 92 may include the nenory 100 that stores flow tuples
140. Each flow tuple 140 uniquely identifies a flowthat is to be parsed
by the network controller 52. Referring to Fig. 6, each flow tuple 120 JAN 2004
includes fields that identify characteristics of a particular flow As an
exanple, in sone enbodi nents, at |east one of the flow tuples 140 nay be
associated with a Transnmission Control- Hrotocol (TCP), a User Datagram
Protocol (UDP) and so forth, as exanples. The flow tuple 140 may include a
field 14Reddepdnto nitd @apeiag packet.nAs ametanhplof foe abparticklar dloss ihratinomitgaeieess
(i.e., the address of the_device to receive the gacket); a field 144 that
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Once a datagram to be transmitted is received (at 602), the transmit parser 114 accesses the
security control information and commands of the IPSEC packet to determine if
cryptographic processing is to be employed. If the security information and commands
indicate that no security protocol is implemented (at 604), then the transmit parser 114 passes
the datagram to a queue 122, which is forwarded (at 614) to the network interface 90 for
transmission to the network 47. In this case, the cryptographic engine 126 is bypassed.
If security services are requested based on the security control information and
commands (at 604), then the associated key or keys are retrieved from the key memory 124
and passed along to the cryptographic engine 126 (at 606) to perform encryption and
authentication operations. If the key or keys are unavailable in the key memory 124, then the
network controller 52 may access another storage location outside the network controller 52

to retrieve the key or keys, as further described below. According to some embodiments,

various types of encryption algorithms may be indicated by the security control information



above, the cryptographic keys are based on the cryptographic algorithns

used. In sone enbodi nents, new keys may be added to the key nenory 12 ﬁnd

exi sting keys may be nodified or deleted by information passed throué% AR 2004
transmt path 94 in fields of a control packet. The transmt path 94 may

al so include one or nore FIFO nenories 122 to synchronize the flow of the
packets through the transmt path 94. Atparallel-to-serial conversion

circuit 128 nay be coupled to the FIFO nenory(ies) 122 to retrieve packets
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Inc. (2diHdve %Bgﬁéd to a datagram such as combining the AH and ESP protocols or by use of IP
tunneling.

The loopback feature may also be used by application processes (secondary use
processes, such as process 405) in the device 50 on data that are not transmitted over the
network 47. For example, data from the application process 405 may be transmitted or
received through some other interface in the device 50, such as a modem or other transceiver
75 coupled to an expansion bus 70 or another bus. Such data may also need to be
cryptographically processed. Instead of performing the cryptographic operations using the
main processor 54 or another coprocessor, the operations may be performed by the
cryptographic engine 126 in the network controller 52.

The loopback feature may also be used when a received datagram is not recognizable
based on the stored flow tuples 140 in the SPD 522, Such a datagram is passed on up through
the receive path 92 to a higher layer, such as the security routines 410 and 411. The security
routines 410 and 411 can then determine how to further process the received datagram. For

example, in the embodiment in which only a portion of the SAD 520 is available in the



The cryptographic engine 126 then processes the data (at 608) for

encryption and authentication based on the type or types of algorithns to
be enpl oyed and keys retrieved fromthe key menory 124 (Fig. 3). Thd 0 JAN 2004
cryptographi c engine 126 next determ nes (at 610) whether | oopback node is

I nvoked, in which cryptographically processed data is routed back (at 612)
to the receive path 92 over link 127 (Fi&: 3). The data is sent back to the
other layers (e.g., the security routines 410 and 411) of the device 50

for furthedvork 66REHIEPS2, OS5 ufBYroR8nesdASAIF1EaRa6R6s AR MINEADR{then
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datagram For exanple, in the enbodinent”in which only a portion of the
SAD 520 processed bedording to a peciiagl Aty @oofocol] &n thetrogsike patihof ahewiors2, t he
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crypt ogr gpbiGe MeAfEES1439150 and 152 (the destination TP address; the IPSEC protocol (AH or
ESP); and the SPI value) to identify a flow tuple hit so that the SA of the incoming datagram
can be determined. If a flow tuple hit occurs, the flow tuple information is used to map into
the SAD 520C to determine the SA of the data.

Additional flow tuples 140 may be stored in the memory 100 and existing flow tuples
140 may be removed from the memory 100 by the network device driver 408. In some
embodiments, the memory 100 may also store information fields 141. Each field 141 may be
associated with a particular flow tuple 140 and may indicate, for example, a handler that
1dentifies (for the network protocol stack) the flow and a pointer to a buffer of a system
memory 56, as further descnibed below.

If the receive parser 98 recognizes (by the flow tuples 140) the flow that is associated
with the incoming packet, then the receive path 92 may further process the packet. In some
embodiments, the receive parser 98 may indicate (to other circuitry of the network controller
52 and eventually to a network protocol stack) recognition of the flow associated with a

particular packet and other detected attributes of the packet.



The security routines 410 and 411 may al so have other capabilities, such as
preventing a replay attack. To inplenment such other capabilities, thgg JAN 2004
security routines 410 and 411 may utilize the | oopback feature to perform
cryptographi c processing as many tinmes as needed. If |oopback is not

enpl oyed, as determ ned at 610, then the data processed by the

crypt ographi c engine 126 is forwarded (59'614) for transm ssion by the
network interface 90. Referring again to Fig. 3, the receive parser 98 in
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information 1n a recelved tagramwth a subset of a flow tuple 140 (Fig.
6) stored in fineomesmbydii@ftst onceithe BAi dfythd ineorBigafackdies dettmynednthd-or
exanple, in .som;( enbodi nents, the receive parser 981 ma){ ues)ttla thet fields
142, 1503SAEIAMEXeY OF SC¥TBpY Rafstary cipropy Hiedsy memery 184 se: that Jie¥plogiap sy
ESP); angndi Y ikerd | 9N t irf the kel Aimdrhq 05Ar0f the
I ncom ngg%éa{?gé;sgénan @égﬁﬁ%&sﬁc&é?%aﬁ%pﬁﬁabﬁﬁ% I%%ﬁ?ﬁethh% S,occurrg, the flow
t upl e i nimdered bpthei $A of thet reeeivedplaimt o t he SAD 520C to determ ne the SA of

t he data. Additional fl upl es 140 o] tored in e no 0 .and
exi st ng. 11 owReDIEY berte i PraRmPLtLiRd the S ERROREHE S FEGemPrE S REL vor k
devi ce dy}iv&r40808n thid nBAHE iﬁﬂpé}@iﬁ@gﬁlﬁde&rﬁﬁnéﬁﬁﬁrﬁe PAACHBY dRrHRichilRl §s

information fields 141. Each field 1 may be associated with a particular
f 1 ow t uphet stei®d am therkey menidprydi0d, thew thessnging! 162 meayhsubuiies reqhest (over din syblieas

f th t Kk t | ,st. t fl ow. | nt buf f f
10 R et A PR b e AL
recogni Z@gveryosthsy E4R¥iHeURbES sk Dto iidishltB¥kdyidtredpon@SoQRe Adq@est antit h t he

i ncom ng packet, fg%en the receive path 92 may further process the packet.
I n some inseraotdiviiie tessysteebusdnieifece bt tostore therkgy in Hiti keatreerpery 16dhdp some

circuitr f .fhe ne k contro r..5 nd .event I :

ot ot ocol SEPRdERREGlRIEY SRRTAlE G £olhd0Y ENERAMNEN bf: Ao BeED ffver
packet angg e} halot dRkATIARe Réy mkRBFERQ] thédheRBginet 02 Aok doANeadpdthe Hatal f t he
recei ve parser 98 does not recognize the flow, then the receive path 92

marks  t Rertisacidbe packplingtaach thy yaienkusunterpercbif sigrepheraeneiad dald Mt em
322 Clr Pégrg;eg%%\l;éﬁ%dtl&atﬁ%ﬁ of BRGUEhYmERYN &S, #'D dddsoiVarPE PSR R e as
layers of the protocol stack may be executed to decrypt the data portion of the incoming
packet, as discussed above.
After parsing has been performed, the processing of the packet by the network
controller 52 may include bypassing the execution of one or more software layers that are
associated with the network protoéol stack. For example, the receive path 92 may include a
zero copy parser 110 that, via the system bus interface 130, may copy data associated with
the packet into a memory buffer that is associated with an application process. In addition,
the zero copy parser 110 may handle control issues between the network controller 52 and the
protocol stack and may handle cases where an incoming packet is missing, as described
below.
The receive path 92 may also include one or more first-in-first-out (FIFO) memories
106 to synchronize the flow of incoming packets through the receive path 92. A checksum
engine 108 (of the receive path 92) may be coupled between the FIFO memory(ies) 106 and

the system bus interface 130 for purposes of verifying checksums that are embedded in the

packets.



In some enbodi ments, once the SA of the incom ng packet is determ ned, the
associ ated key or keys may be retrieved fromthe key nenory 104 so tﬁﬁIAﬁ%®4
cryptographi c engine 102 can performits cryptographic operations. é

keys in the key nenory 104 are indexed by the SA of the received data.

Keys may be added to or renpoved fromthe key nenory 104 by the network
device driver 408. In this manner, if-2he engine 102 determ nes that the
particul ar decryption key is not stored in the key nmenory 104, then the

engi ne 102 mayhs whiivie patll BOMES be (¥ @iccl RS tHeLGHEM buRYS dvef ﬁfefs?ﬁt@m]l;ﬁ@_) to the
device driver 408 (see Fig. 2) for the key. In this manner, the device

driver 408erfapg 188udde systerp bus wigfice 330 muyfinelndsin emulalegydirest memponsassesso t he
request i nter wi.th t systemb i nterface, 130 to store the key in
e ey RISPRES 151 M iontod Sre i Pt Beefirhe Tty Boind A g ppileys Y
the key ifediBlinfVak ki Refdopyss.he device driver 408 or is not stored in
the key nmenory 104), then the engine 102 does not decrypt the data portion

of the packet In samse embodimientssips rensivsypth 92 wey adudeaaidgtapabeirquiiey.shelr 357 ed

data in a . predeterm ned | ocati. f the system nenory 56.(.see Fig..2).sS0
that sof RS BrrafrRegy rmsPe el s Mot BT afiis oo ol g e Heplir: e
to decr YHitgr‘f:il% %&ﬁ&n%dckaﬂs pfcetvbe fﬂoﬁ%h@“n@ﬁlvor]_@&q.kﬁ thiffhath&CHhe L8Averaoy €.
After parsing has been perfornmed, the processing of the packet by the

net wor k cicant opickagdherbys intrbyicansyprevidenieserhytendede fesnivoparseed%r Theor e
' ;ed w th the network Brot t ac knfor

f | |
ot o BTk e ey GSSRRIAS Fettnie? ahd SecR e S5 1sh 2ol Som B Bptiork U1

the system bus interface 130, nay copy data associated with the packet
into a menory buffer that is associated with an application process. In
addi ti on, th&eckerng toopg. par ey of aperatans i rmspense daraceipt iof 8 peekebeveden t he
network controller .52 and,the rehocael sta and ey _han cases ere an
"com ng iere” s Pebitny OB S ff Maat Rl TR R oRRY pale SRR My
al so i nchogetheneadef of€uch indonsihg packet. EromOoHt plhrstdaforieiion] 8 reckife padser 98
synchroni ze the flow of incom ng packets through the receive path 92. A
checksunmaysigtenainpg§thegrcke ée-gee@&%%a@qkeﬁzg asyagipted gtiptosee sseuniydtiotopd

FI FO e tyébiljes) 106 and the systembus interface 130 for purposes of
verifyiggicheéksuns that are enbedded in the packets. 20 JAN 2004 -20 The
receive path 9Rautisantibstiondreictypdon ismcetel, theattherdocive parsov 28 malassitgt em bus

parsed information from the header to determine (at 216) if a flow tuple hit has occurred to
enable determination of the associated SA. If not, the receiver parser 98 transfers control to
the zero copy parser 110 that performs end of packet checks (at 202). Otherwise, the receive
parser 98 determines (at 220) if the key pointed to by the SA is available in the key memory
104. If the key 1s available, then the receive parser 98 may start authentication and/or
decryption of the packet (at 218) before passing control to the zero copy parser 110 that may
perform a zero copy of the packet (at 202). If the key is not available, the receive parser 98
may transfer control to the zero copy parser 110 to perform a zero copy operation (at 202).
After performing the zero copy operation (at 202}, the zero copy parser 110 may
perform end of packet checks (at 204). In these checks, the receive parser 98 may perform
checks that typically are associated with the data link layer. For example, the receive parser
98 may ensure that the packet indicates the correct Ethernet MAC address, no cyclic
redundancy check (CRC) errors have occurred, no receive status errors (collision, overrun,
minimum/maximum frame length errors, as examples) have occurred and the length of the
frame 1is greater than a minimum number {64, for example) of bytes. The receive parser 98

may perform checks that typically are associated with the network layer. For example, the



interface 130. The system bus interface 130 may i nclude an enul ated direct
menory access (DMA) engine 131 that is used for purposes of transfeddli&g
the data portions of the packets directly into the nmain nmenory 56. J %@4
enbodi ments, the receive path 92 may include additional circuitry, such as
a serial-to-parallel conversion circuit 96 that may receive a serial
stream of bits froma network interfac?l 90 when a packet is received from
the network 47. In this manner, the conversion circuit 96 packages the

bi ts i nt eechivk@arsangld ag\cheldsor thesiebyilrIPtpackdi@eddee ovpuped siesck & oflthe
network interface 90 may be coupled to generate and receive signals to and
f r om t hellhbkeager. rzlewmmmei{&wrcion@u eg chpgksup of she IFdygagder léﬁ@ii%%tiffér’@& % response
to recei : I n s ' ; twol ler 52 is
illustra eeg%uﬁg?a?%é%%%%alp tshgsdeéﬁe%% t%aéﬁgeeﬁ a?‘é%tns%lg%;e%g Oﬁggt er of each

i ncom ngd@tiakedn addrenahd deRaniedf the P indidaten retdiizedarivakpaseesl (33 TCRy
determne if the packet (e. (IJ , an | PSEC packet) 1s associated with sone

secur i t yobYBPduetocolsaas exgmples).f aut hentication or decryption is needed,

t hen the recei I t ' | : header
to det er m ne. (HESTRF FarseE o R0 BB RAEAS Bl A ARG BRI

det er m naincitngrhat 4¥€ pags@sddtiyetie Pocedsbr’d @keculibe of exfblae tha & Sesciféd with
transfers control to the zero copy parser 110 that perforns _end of packet

checks ( He trosyort aypre rRor sgamplsetheagesikeparssa P8 araygigtegming hihsesize efitho20) j f
the k inted to hy th ' i | ' f
oy 12 bR tel fedddy [ préochRed il 3 Pediibi 8 cHiétks R TRl préfito eaalen®

and/ or  getmypiieeinbk if Negsatike A CIIURG SR ST & Ipaasidr® Y0 flapobretset. tifie
zero copy parser 110 that may performa zero_ copy. of the packet (at 202).
I f the kg BSH flag issehithemthe recefysr paseri PanpaindicategBis eygnt to theda vef PRIl t o

the zer P BERSTIE A br ¥R %%%SP% IEeg,Ltﬂlf gﬁcé%%fﬁgf%% R SRRl b A 9@ ine AT L e

per f orm ng € zero copy ro copy parser 110 may
per f or m eatkpoft 1pwe k &f the T $lag & seAQ4en therdckios pashiet&Ksay ifteracedhier @ithar ser
98 may perform checks that typically are associ at ed&,\i\%{a&the ata link

|
| ayer. FBe dsxisgdriver $4f0onthe g@w%aﬂééﬂ to fansyai, 2 Ak enf fREKSh Ak et

I ndi cat eg, iRe16RFiLEFbeELher net MAC address, no cyclic redundancy check
(CRC) errors ﬁave occurred, no receive status errors (collision, overrun,
m ni mum maxi mAfief tlendhetlengt boaplets, the zaso enpymatses ] 1 hmag decoaimeddt 2050 t he

| ength of the fra
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associ at Gn¥tiR, Bk NSLMPEpY YT 116 Hayt5aRRl Gt 208)8hEnRmbPNIAP B driver
program allocated for the packet, reclaim (at 207) the memory that was allocated for zero
copy of the packet and reset (at 209) the DMA channel (emulated by the DMA engine 131)
that was associated with the packet. Otherwise, the zero copy parser 110 compiles an error
statistics stack for the protocol stack.

Referring back to Fig. 2, besides the network controller 52, the computer system 50
may include the processor 54 that is coupled to a host bus 58. The host bus 58 may be
coupled by a bridge, or memory hub 60, to an Accelerated Graphics Port (AGP) bus 62, as
described in the Accelerated Graphics Port Interface Specification, Revision 2.0, dated May
1998. The AGP bus 62 may be coupled to, for example, a video controller 64 that controls a
display 65. The memory hub 60 may also couple the AGP bus 62 and the host bus 58 to a
memory bus 61. The memory bus 61, in turn, may be coupled to a system memory 56 that
may, as examples, store the buffers 304 and a copy of the device driver 408.

The memory hub 60 may also be coupled (via a hub link 66) to another bndge, or
input/output (I/O) hub 68, that is coupled to an I/O expansion bus 70 and the system bus 72.



-21 receive parser 98 may check on the size of the |IP packet header,
conpute a checksumof the |P header, determine if the conputed cheggzwpzw‘
the | P header is consistent with a checksumindicated by the IP he )
ensure that the packet indicates the correct IP destination address and
determine if the IP indicates a recogni zed network protocol (the TCP or
UDP protocols, as exanples). The recei~v& parser 98 may al so perform checks
that are typically associated with functions that are perforned by the

pr ocessOoThS/OXRGWS Ay Fko BOtsWMAEEL0! Bdxairpladss e pict disei(CD) of Bipital widspor t
| ayer. For exanple, the receive parser 98 may determne if the size of the

pr ot ocol diked¥P) deves? anda haddbsk ¢ree §4 mihed/O gupansiombys d0anaheciasipleadde t he

pr ot ocol der a y determne if.flags ¢all.ed U SH T, FIN
bl or Sy Pieghoudte B cof R ol Bon b ¢ AR E8 pAY% AR 1S LRI cer
98 may i fethGASHHAITIMAN MEBe B0 astxaMBlesPr ogram | f the RST, FIN or SYN
flags are set, the receive parser 98 may surrender control to the

transport IayEanouﬁsomM1M\&geK&>n§ed1@f mpAelas, rptines o otkerpayoss fong  may
interact_either.wth th evice driver 408 or .the transmt .path 94
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whet her a data |ink error occurred, an error that nay cause the packet to

be unusa@ner méretstirage media iethealswice 68 end pther like deviensy Steragemedipguitghle for
reclaim(at..205), the nmenory. th the driver programallaca forcthe
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t he pack@kmepdincREaly deaticotdditor ArmMAdSHGRREEL 4LdfHaali€6r Hxtid RadéAcengi ne
131) that was associated with the packet. Oherw se, the zero copy Barser

110 conpiFmeriah ceasplye and pragrammekble seasicqnly memaries fERROM), elecideallyrespsablei ng

back to Fig. hesi t [ | h r..system 50
may i ncl %’(933 r?%@“%ﬁ%éggeég'ro 4&%1% e%‘(séi?%(?)lﬁgjd%%ﬁés%%g@oﬁ%%eﬁéﬁ&%st bus
58 may bﬁlchQ@ﬂﬂk@,dld@gyan@&élﬂ@@bleOdisHE?ﬁﬁhEthgﬁbti@Qnedi@inamdﬁig:tebe,raaﬁeﬁtical

G aphi cs Port (T{AGP us 62, as described in the Accel erated G aphics Port
| nt er f ac@edipseet ascaPios® VRalisks; Bie pstctigns gereny theidergge mediagriensxscyed nay

be coupl , i.de oller 64 that controls a display
65. The ‘?r?grsr%g’ﬁc{?g{?eggqﬁ%‘q%‘l“si’%%ggaﬁ%?’%@ 5 AGP bus 62 and the host bus 58 o
a nenory busThdsoffeae oE filhwalelean G2 lodded ints the davyceld® inouplo€dniny diffsseat em
menory 56 that may, as exanples, store the buffers 304 and g copy of the

devi ce dVA¥ferFoIGBaMMieInTERTIPS RUANSLCATRPERMEYS Herddupttedst Med'%LThub | i nk
66) to at'}'ﬂ{sg&rtecp{h'.r&%ﬁ’a ¥twork interface card, modem, or other interface mechanism may be

loaded into the device 50 and executed to perform programmed acts. In the loading or

transport process, data signals that are embodied as carmer waves (transmitted over telephone
lines, network lines, wireless links, cables and the like) may communicate the instructions or
code segments to the device 50.

While the invention has been disclosed with respect to a limited number of
embodiments, those skilled in the art will appreciate numerous modifications and variations
therefrom. It is intended that the appended claims cover all such modifications and variations

as fall within the true spirit and scope of the invention.



i nput/output (1/0) hub 68, that is coupled to an 110 expansi on bus 70 and
the systembus 72. 2 0 JAN 2004 -22 The 1/0O hub 68 may al so be coupl £ é{‘ﬁ
as exanples, a conpact disc (CD) or digital video disc (DvVD) drive2 J @04
a hard disk drive 84. The 1/ 0O expansi amp3bus 70 nay be coupled to an I10
controller 74 that controls operation of a floppy disk drive 76 and

recei ves i RPHLt idataned koM a keyboard 78 and a nouse 80, as exanpl es.

Various software or firmvare (formed of nodul es, routines, or other |ayers,

for exanpl g), inghittidadoriR!ihadelRBSouNBEIAL EdtEmENSARIAs RakHeBS OF
routi nes, device drivers, BIOS nodules or routines, and interrupt

handl erompmisiigbe st ored or ot herw se tangi bly enbodied in one or nore
storage nedia in Fe devi ce 5Q. and .ot her %i ke iﬂfevi Cefv ]S(E]orage medi a

sui tabl e for taﬁijwl%ﬁ?ﬂﬂ"%ﬁ?@ﬁ gt ?ﬂﬂ&é lodknst ruct i ons ray

i ncl ude di ff er entgeh g curifBRRIMatiffe tdishsD Hlof e WihRE et BlodkeiRIkciRy ! Ces
such as dynam c or static random access nenories, erasable and

pr ogr anmfvohationciddntifiying thesasniityseERR@W ), el ectrically erasable and

rogrammabl e read-only nmenorie EEPE .and fl nenprj es; _nagnetic
B oRe Toaoh as 1 HESsnEan B oRRler B de fEe st IR RRRL ot IR,
i ncl udiwigh #RREMnARSaRBAd GRhnel MBE dAtabISIk REoEA 6 thd/AcdHskaformton.

instructions stored in the storage nedi a when executed “cause the device 50
to perform progranmed acts. The software or firmware can be | oaded into the

device 50 in, one gf dji f.f.erent. ways. For exanpl instructions or
ot her code gne r#%e @%ﬁ%’%&f %ﬁmg f’o‘?{léeégnﬁed? RGP mgﬂﬁ@H@S&an@’H“Wr ough a
netmrkcwggrmf,}ﬁg r&%ﬁsﬁhg@ﬂlﬂ@ﬂ&ta@[ocﬁl her interface nmechanismnmay be | oaded
into the device 50 and executed to perform programed acts. In the |oading

or transport process, data signals that are enbodied as carrier waves

(transm tted overtel ephone ; .li network.lines, wireless |inks, cables
and the |ike) rrayngorﬂ%ﬁ?ﬁ?ga%l%m} Rgtsufﬂrll%rtcrolr}]@tnl 0% or code segnents to the

device 50. Wil e bhgvingviedatObloflafoRetivfigiasetasiae abdt h respect to a limted
nunber of enbodi ments, those skilled in the art will appreciate numerous
nodi fi cati ons andoviérg heiperresset dajadockrhack fo thg SPﬂWéWdéﬂgﬁ%ﬁiertpﬁ@eéﬁib%nded
clains cover all such nodifications and variations as fall within the true
spirit and scope of the invention. 2 0 JAN 2004 -23 Wat is clainmed is:

4. The method of claim 1, further comprising:

determining if the security service can be performed by the computer
peripheral device; and
if not, processing the data block according to the security service in a software

routine instead of the computer peripheral device.

5. The method of claim 1, further comprising identifying a security service

according to an Internet Protocol security protocol.

6. A method for use in a device including a computer peripheral device adapted
to control communication with a transport medium, comprising:
receiving data from a routine in the device;
sending the data to the computer peripheral device to perform cryptographic
processing of the data; and
after cryptographic processing, transmitting the processed data back to the

routine.



1. A nethod for use in a device coupled to a comruni cati ons channel,
conprising: determning a security service to performwith a data bl ock
generating security information to pass along with the data bl ock, ZfieJAN 2004
security information identifying the securify service; and processing, in
a conputer peripheral device adapted to control communication wth the
communi cati ons channel, the data bl ock according to the security
information. 2. The nethod of claim11, wherein the processing includes
perform ng %ryptogmaghod opeleimes sfurthercfonipmsingatadibf dedproGssethdatanetthod of
claim11, further conprising; receiving the data bl ock froma software

r out i neCOMPHELT pexiphasy dewise ﬁg]@é@é’é‘é@cﬂﬁ e P geHoTsy beROSERMSwar e routi ne
after %£§§§§ﬁ%ng. 4. The method of claim 1, further conprising: determning
I f the 'seClrity service can be perforned by the conputer peripheral

device; and if not, processing the data bl ock according to the security
service in a software routine instead of the conputer peripheral device.

5. The methdd of Amsthadifor pefintcevicsipinding 3 CORBRET prnhgral deweg adapleds or v ce
accor diyagol QAR AL ELAE P10l RERboR BRI YoBlpOkfigo! - 6. A method for use in
a device rncludina a conputer pefipheral ‘device ddapted to contro

communi cati on W trecéiving dagfasnh theeingport medjond;si ri 1g9: receiving data froma

routine in the device; sending the data to the co ter er{ngp@r al . devi ce

to perform crypt dtapmRieg gppe patipp gt Bie dakidf graypipsr RIPEeSs Beditaiphi ¢

processi .tLLhng the processed data back to the routine. 20JAN2004
-24 7. %%'Etgberr%{lﬁ@ggﬁ TL’]H(i:I aime6, further conprising sending the processed data

to the conputer peefoipivgs al the esmpeteaperiphasd dones, tir @yptogephic preresongof
further cryptographic processing. 8. A nethod for use in a device
I ncl udithﬁdﬁacorrput er peripheral device adapted

9. The method of claim 8, wherein the performing of the cryptographic

processing is performed by a cryptographic engine in the computer peripheral device.

10.  The method of claim 8, further comprising:
determining if the cryptographic processing can be performed by the computer
peripheral device; and
performing the cryptographic processing in a software routine instead if the

computer peripheral device is unable to perform the cryptographic processing.

11.  Anarticle including a machine-readable storage medium containing
instructions for execution in a system including a computer peripheral device adapted to

control communications with a communications channel, the instructions when executed
causing the system to:

identify a security service to be performed on data to be transmitted over the
communications channel; and

prepare security control information to pass along with the data to the

computer peripheral device to perform processing according to the identified security service.

12, The article of claim 11, the storage medium containing instructions that when

executed further causes the system to perform processing according to the identified security



to control communication with a transport medium conprising: receiving
data fromthe transport nedium determning froma portion of the data if
crypt ographic processing of the data is to be enployed; and perfor2dfdgN 2004
t he conputer peripheral device, the cryptogrZphi c processing of the data.

9. The nethod of claim8, wherein the perform ng of the cryptographic
processing is perfornmed by a cryptographic engine in the conputer

peri pheral device. 10. The nethod of claim8, further conprising:

det er m sa'rvri@ infteachef the yptpgeaptipbent desssif tiy wawrityseperef anneldelperfotrged

conput her al . e, and perform ng the cryptographic processing in
a soft rthF(B'BF PSR ?@Lg‘?‘h?ethe conput er peripheral device is unable to

performthe cryptographic processing. 11. An article including a
machi ne-readabl e storage nedium containing instructions for execution in a
systemi ncI udi ng ﬁanmttmbun@ndlpgraimnw-red@bila:ﬁoagapteémm eontgiomegr ol

conmuni. c a.conmuni cati o channel the ructio

ooyt dbnichREs o EracliG) AR it P et rpheeL i te Aliped e

per f or Qo fhehit RioRe withaomh ki SatRWS Ehdrhe!, u@qmwn@aé (vaBs egdeareael ; and
prepare security control information to pass along with the data to the

conput exaupeg thelsgstem tdevi ce to perform processing according to the

identified security.ser article of m 11, the storage

medi um cont ai ni nd seﬁﬁact?'sgﬁ%%Eoﬁb{f’e\ﬁﬁ%u&e&%r&heéﬂadlfu'rcF’her causes the
system to perfor MeRiRaRSHdm dnfoasAIGH iRGhd @atd BRck dRIdechilitgtesfcdtidstbgen 25 20
JAN 2004 service instead of the conputer peripheral device if the security

ser vi cepeefarmest obidielatertdodiehy thpomputes peririteer! dpeiee;pidr al  device. 13. An
article including,ga.g Rely 618&9@% seﬁﬁrﬁk%gﬁf d;{éﬁﬁk Hat t?e%ﬂ@@%f@hﬁ'& on

instructions for fexecution in a system g a conpater perlpeal

devi ce datflbeob the ccmphrwbemﬁmlﬂbﬂaél ons Wi th a communi cations channel,
the instructions when executed causing the systemto: receive a data bl ock
fromthe conputer peripheral device;

14. The article of claim 13, the storage medium containing instructions that when
executed causes the system to retrieve security information associated with the data block and
send the data block and security information to the computer peripheral device to perform the

security service.

15.  The article of claim 13, the storage medium containing instructions that when

executed causes the system to perform the security service on the data block.

16. A controller for controlling communications with a transport medium, the
controller comprising:
a receiving circuit to receive data and associated security control information;
and
a cryptographic engine to cryptographically process the data based on the

security control information, the cryptographic engine being a computer peripheral device.

17.  The controller of claim 16, further comprising a storage device containing
information identifying security services to be performed, the received security control

information selecting a portion of the security services information in the storage device,



determne frominformation in the data block if a security service has been
performed on the data bl ock by the conputer peripheral device; and process
the data block if the security service has not been perforned on thg( it 2804
bl ock by the conmputer peripheral device. 14.26The article of claim 13, the
storage nedi um contai ning instructions that when executed causes the
systemto retrieve security informati on associated with the data bl ock and
send the data block and security information to the conputer peripheral

devi ce vt*lﬂ:réi_ﬁMe@r%tbgi@phi%%ﬁg'irnb?Yoo%@sfeytlﬁ:%ata]a%cor-ﬁh% t3lthé Rt potliai #Tthd, the
storage nmedi um contai ning rnstructions that when executed causes the

syst emseeurjie sdrvicas mfiermsdions ity service on the data bl ock. 16. A controller
for controlling comunications with a transport nedium the controller
conprising: a receiving circuit to receive data and associ ated security
control infqggmat iRiconr6lle of claith Q9! RPIRECcHRIE s d QevideRbeel aPEHangt the
process the data based on the security control information, the

cr ypt ogoaishisof gregitoreghédé vies ta updaip thesecprtyispivicealinfoawatos. 17. The control | er
of claim 16, further conprising a storage device containing information
identifying security services to be perforned, the received security
control i nfigr matTRRoARbEG O BGIMA 1BOWhER thE déisk iS qaaeméd ¥ §REMIRES
information in the storage device, 2 0 JAN 2004 -26 wherein the

crypt oGeeysiy eerviegs éorpration bawed ontacpredatermuacsorepiapgnen pphiey. sel ect ed portion
of the security services information. 18. The controller of claim17,
further conprising a device adapted to change the contents of the storage
devi ce to updat e THeRoaRENEriol ¥1agR Y] whsrcinthosdEatiiyRrvid® infohgagsinincldeer of
claim 18, wherein the device is adapted to update the security services

i nf or MEEFUWHY BESeigtiehindoaligBs er mi ned repl acenent policy. 20, The controller
of claim17, wherein the security services information includes security
association information. 21. A device coupled to a comuni cati ons channel,
conpri sing: 2an e d¢viceaplidac afcogemarnativngcldahe, domiprisigasm ssion to the
communi cati ons

an entity capable of generating data for transmission to the communications
channel; and

a computer peripheral device adapted to control communication between the
entity and the communications channel, the controller including an engine to modify the data

according to a security protocol before transmitting the data to the communications channel.

22.  The device of claim 21, wherein the engine is adapted to perform
cryptographic processing.
23.  The device of claim 21, wherein the computer peripheral device includes a

network controller.
24, The device of claim 21, wherein the entity includes an application process.
25.  The device of claim 21, further comprising a routine adapted to generate

predetermined security information used by the engine to modify the data according to the

security protocol.



channel ; and a conputer peripheral device adapted to control conmmunication
between the entity and the comuni cati ons channel, the controller
including an engine to nodify the data according to a security prc&%éé“zm‘
before transmtting the data to the conmuni-@&t-i ons channel. 22. The device
of claim2l1, wherein the engine is adapted to perform cryptographic
processi ng. 23. The device of claim2l, wherein the conputer peripheral
device includes a network controller. 24. The device of claim2l, wherein
the entity R6cl udits davicapptiapali onhgreiabssontdHer bRdeey iaeeivirig ctoaitrv 21,

further conprising a routine adapted to generate predeterm ned securlty
i nf or migaebi§ datacliionyhe erenappicaiions shapngl pyd saquriiyate deentdy Hghe seceived

securit 7 26. The device of claim2l, wherein
t he con mq ﬁﬁﬁ? nc?gaégnéﬁmégggéﬁné'circuit to receive data fromthe

connunlcatlons channel and security data to identify if the received data
i's subject to cr%ptographlc processing. 27. The device of _claim 26, wherein

t he conput e7per i[pgdesice gbelame 26.urheiein the W%@f@eﬁlpbﬁfﬁbﬂﬁg‘fe&%‘#@ engine to
perfor ”ﬁctlﬁﬂ%s G ¥)5Ht9§53tﬁg ﬁglﬂé Pocﬁe?ﬁfrﬂlQhQ er&){b%ra{pﬁ?ceﬁrgggsﬂg ofd the received data.





