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9ERVI CE SERVER mmﬂl CLI ENTS The present invention relates to

comuni cat i ons ndependent |y devel oped serw.cﬁ § e’%ﬂ d one or
nmor e i ndependent | y«ggael oped service clients in a publ i*c 'n&two and in
particular to a nethod, apparatus and system for defining and publi shing
services of a service serve, for requesting and obtaining the results of a
servi ce request SYSTEM FOR iCOMNUNICATING BETEWEEN ACSERVICESERVER

i ndependently notify service cl i&ﬂbs EI{V?@EEC > NTgackgr ound A nunber of
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~. ~4 S E P 2003 -3 Inter-organi sati on host conputer nessages can al so be
defined for provision of services to other organisations (e.g., SWFT for
el ectronic fund transfer). An exanple of such a systemi f jg. 3
where host processing conputers 302, 312 .and 322 are con&%tﬁ)w zgroa
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defined in accordance with the service specification nodel and either
generating a solicited service server event by the service server, in
response to the service request, or generating an unsolig) i

server event by the service server, the service server mﬁfgﬁgm@e. n
accordance with the service specificati oM nodel and incorporating a
redenption coupon. Preferably, the service specification nodel defines a
framewor k of semailhtesordanisation Abdticompurs argsagbocamilso badefitedvisr peswisen t he

. . oo PdiSo berdef Bwieie
devel oped. wot perd s K BUBE bl Bbacle o RIRT 2y JOLFohiC RE BASRFL Al e
the step of exaoplepdrsuch agysemlis shawe imFigx8 wherokest processing semputcrs 30quest .
Still fU”h%rlz_ah@%ﬁ%}é‘ﬁtﬁug@kcpmbhﬁﬁnﬁﬁﬁoﬁ%ﬂdHea%ﬁa\éf.“@ugﬁi{;exi- he client

context token in the so ed service server event. Prefer t he net hod
conpri ses t RESEBHORA! messages drapotflpvicsdelatede Rk are specifif s the\peipesesef i ci t ed
service ser \gter-grpafisatién 4418 (&?S,(fuh@j fr&fdfes € Ror @RaffleY & huMbeNdf mafop
redenpti on couBfn cont ai ns, iln orn?_ﬁi 8In f(rj]?m &he@gl i CJEItJﬁg sEr i.ce server
event rel at IHGUFAGRITEES ARd Fetajlers Hse Elecironic Ppfa Interchgnge BT ISR
redenpti on stuguredndaya tymatinsed tofeacheuge dataf r om t he service server to enable
the service serveird @uhhRMelGhe D GobibriA i avERI G ROGINS bhfer

e e st ed.

condi tions for accgtptl ng anot her service request Rave en sa i
Opt i onal |y, theyeal¥netler mags tnghienadigpackagedasroieryesntheesbiyhrpeidingetervieessto one
of the groupliems tHat imaytresitle o aStPAdi@bnad MakifFneS@InyRiterHtUnbther ORPBter.
accept ance t he, servi cg reguestt@% t he,seryice serv&rnsoccurs W t[; prior
loccurrence dfe&yalubpn of clent server PIQRY iscjuch that seryer Bingtians naed &igf be ah g
\(;I\A(?] cunmul ﬁt ed tiwd Jeeelgsf dirichlevite operativn, dut nmay de pt i highse le_wblciavfslamgemh uRipBNt S,
ere the a . at e retiqgn e service
server. Pr e? g‘lrrllg%% éll%ﬂ H@%@%@@Erﬁﬂf ﬁglcgo% ilggéaﬁﬂse}ns% gBP%I?& SO tt i ng
anot her ser ¢bwputesgjthatarchiost ¢nmpeersivith ggniéicantiprocessipppewer.o t he server
event, the anot hemyaelinafion iGhOFhere dpehtionForingdTice Tedublel ¢ 89 ddhe
redenption (;‘ougop. r}'lﬁ'{;&l seryice server may ]g‘germ ne .a client,_context for
processi ng t REHnbi eéerrvmecsgweé@a%gga%ég FRYPiadeVip SERPEFiBIG TRRSSRESN i n
anot her ser Yoraats aalifisds b he Shedgagdeformais end flows areCspepidia tb Yhedtplider service

’ . i ll.y, the et f h [ i | f th
aroup of st SERRY'ims raEy TR B S Blvée el R FRET BB 3R Bitbr v ce
request for maysheppbankenainéraniecwmnzputerrpplidatiog 14606 iFép Ipend thecatviansavert he
Servi ce ser beVik 'bqﬂ{-id“%fﬁ&bfilé of ?ﬁ%’ll‘}ﬁ Nb C@héd9nd Bﬁﬂéﬁﬁi‘ﬁi‘ﬁﬁleqénggghtedonand

val i dati ng and/or authenticati ngll e service server request ne
i ncl udi ng i Fequesta dhgsarvise Ob thsoATMis sash dispensist hod execution by the service

client may optionglhese mesage gowstand EadiatObtwedn thd SediceUBq@istes af $he

consisting of;.validatin he servjce.seryer event he service client;
Valtdating Srerich et i forultd BEFAlel L BRNE bo BB Rispdn, e AP HE ancl or
<aut hent i cat inegsages magralsocihow drtweenlaedlientandpt sepvex! iupning hie theesavieocmnyiutant i s
i npl ementedg J LG i : | 5. may
be” done. st £6" SERFEDHShe SHes iy B iR appfichbh Broffeil I6ERELVEED chilt &r
conput er sy$e@hPoakat BEEIEFanQuitaLlten. s S svicessféared shangpesafiwespat beth t here
i's provided tige diknt 8AQ E&FeCRIT HeGpistdiad boicieRAIR 1 §hyY iif §yriRBFoNatignd at

| east one service.client in netv.\&r&, the system conprisi means for
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servi ce req@Bliprisyonhashesy repsivel o die Rast eqrrien o csecue thetransastionst  he
servi ce ser Vi termial.servi ce server event defined in accordance with the
servi ce specification del and_ _ingorporati are tion co . In
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conput er program recorded thereon for conmmuni cating between a service
server and at |east one service client in a network, the conputer program
product conprising conputer program code neans for publishing a service
specification of the service server which uses a mx of none, or 1 or nore
of standard and non-standard device(s), the service specification being
defined in accordance with a service specification nodel for a service
server in the network; means for submtting a service request by the
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-6 Brief Description of the Draw ngs Enbodi nents of the invention are
described hereinafter with reference to the drawings, in which: Figs. 1 A
and 1 B are block diagrans illustrating several conventional host conputer
and termnal configurations; Fig. 2 is a block diagramillyst Ei?@US
¢onmuni cati ons between a nunber of host conputers, each Haviirg=an

~associated termnal network; Fig. 3 is g block diagramill ust rati ng
" inter-organi sation conmmuni cati ons between several host conputers; Fig. 4 is

[

a block diagramillustrating a public network permtting conmunications

bet ween spagdschvsappletsy fromi as epplicetion béreent and axeae theadepplieatiins nahpsefer r ed
embodi meng,of ot fGwoRlY %Hﬁl:(l)gféi' proddesal I]%nf%té?hg’é‘rkin?érﬁa%atﬁ} 'Wlnﬁ%ﬁrﬁ %Hgatf%ps

net wor k servi ce server a arenote client In .accor dance Wt _t e pre erred
enbodi nenexecufed. indhe saver. 1A pllalediged BC qoniiguration aen funeoff en apphicatipn geryer.

nmessages PREMRE! thib ApSr@hdt 86esRi ¢akr ARhoREIdGRl dviBithARmdy Be afeachBd & i r st
scenario; Figs. 6B and 6C are flow diagrans illustrating néssage

transm ssténs in second and third scenarios; Figs. 7A and 7B are fl ow
diagranms illustrating the processing of a service request in the service

server of Fig. 5; and Fig. 8 i% a flow/Ehaqran%lllustrating t he processing
of a service server event int 1 Fig. 5. Detailed

Descri ption Thelpaededinct MM e akedcabe she @ventivl] fiege isafPAIded USmahed BYst em
for defining and gublishing services that a service server in a networked

envi r onmeAPIBYIAKALNE JRAVEFBA SCRHER SV AN least Pnngervice dligaiuin & nefvosk.df vi ce
request apfidel cHRMLE tieRS YN HIBIAMRS 2 MOk GREIMBIAH of he/ biFics He

4 b
events. The preferred enbodi the 1 nventi provi de a uni versaTI‘.ﬂ;e
f'r amewor k wiichsisep laemixpelCidries at il angmemsnafratansgrdipionon-standard devieesg tie Rr9i003

ol ont o anrliedbT Bt iped S BlatEE Db E P ERC S sl BRE o telt 2.

ef fi ci ent kervamnid thongivetigrabmitting a vérvite requesetly thogedicealiet) tetervice request
en devel opers of servjce ' and servi ce seryer

synchroni sati on bet clien
s)c/)f t war e. 3#&%‘ 13 |2 eRISANGE WY it the iser&cetsae%gca}tmm{f& eﬁt%a@ereﬁr& aRlicigd

exi sting §&%ikGBNePbvedt 8RN §Bviel5Pbn, iPRApIRY tdheUshlcd Rqh& Bt fBellang S
for an open and fl exible configuration of network conputers where

i ndi vi duapn yasoliciedssergige Barveli aVieat )b Pyirgsarver.i th serige semereeveat defingdim
appl et s, . : . . i . o C

comput or s PAariRe RENTRE Serflky spetiaBERlc b IR RchBub ERlnG,
limted to stanBepferably, thesssrvi¢eepegification model defines a framework of semantics for

modelling message formats and flows between the service server and the service client,
both of which are independently developed with respect to each other.

Preferably, the method also comprises the step of incorporating a client context
token in the service request. Still further, the method may comprise the step of playing
back the client context token in the solicited service server event.

Preferably, the method comprises the step of incorporating the redemption coupon
in the solicited service server event or the unsolicited service server event. The redemption
coupon contains information from the solicited service server event relating the service
request to another service request. The redemption coupon may contain information from
the service server to enable the service server to later determine if one or more prerequisite
conditions for accepting another service request have been satisfied. Optionally, the one or
more prerequisite conditions comprises at least one of the group consisting of: a set of
service server events, where acceptance of the service request by the service server occurs
with prior occurrence of one or more events of the set for the service client; and
accumulated mileage points from one or more prior service server events, where the
accumulated points are reset at the discretion of the service server.

Preferably, the method further comprises the step of submitting another service
request by the service client in response to the server event, the another service request



keyboard, display, nouse and smart card reader. The approach devel oped in
the preferred enbodi ment is based upon each service server independently
defining and publishing its service specifications. These speC|f|cat|ons
may formthe basis of data s used to configure the operat E;b

admi ni strati on managed -conmputers. For -exanple, the speciflcations nay be
| oaded froma local smart card chip or & renote conputer. The system of the
preferred enbodi nent does not define the nessage content formats and fl ows.
Actual definition of nessage content formats and flows may either follow
closel y ainsbiding thesjsdemplioracqupanankhe; sesviee surseicmay deteavingtasclian captpxt for
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and oper alEcP ey STUT AORESHRE o vallaling the RE e PG 0 4/ MROHBH STVioF and
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services S S en, .0 f S
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provided via a Su ECI’I 3 rw; bur eau
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conputer 416 be understood fromthe fore90|ng exenp mor ked
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conponents connected to the network nmay each be able to function both as a
service server and a service client to other conponents and to thensel ves.
Because each of the conponents nmay have its own nessage content formats and
flows, a significant challenge is posed to the devel opers of client and
server. softmare for u5|ng such conponents, in view of the nyriad of
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~+ S F P 2003 Thus, the public network environnment presents numerous
difficulties, which the Applicant has identified, for independent

devel opers of client software devel oped by i ndependent organlsatlons
attenpting to utilise service servers. One difficulty pos rﬁggg

net wor ked envi ronnent described above is the issue of how ently
devel oped software for service clients is to request services from any
particul ar service server. A clear, sinple and unanbi guous service
specification nodel is required for i ndependent devel opers of client
software to devel op and t est BaisfiDesdriptidneofdtht Driatviiggs of t he service rrust
0 e e dodRha 0 EL H8edhbh 35 RALLRRT SRR B FeRERLE b0
across her et ogeneous netrwor ks R8s approac ddr €ds this ¢ enge
i s to publdravringhén whiohi ces, and the specr fic message formats and sequences
required to use C i f U o] e
the specific F% hl‘?gz{rnﬁatig gneob(f& %mssgllﬁl& ﬂaféﬁ%lsggesr@l %1\}\\2%%1})95] Ebsq
requires tcrar@putehemgter@ma 1 copfigeationsie catered for the various, specific

nessage formatsFad fl Ep%cpfdld%@{ﬁh iD@atife cofuBfRalbeChbRREMES e, Rogtoul d
al so partrg@gate I n_service c(% gJrrtres di sc very by responding to service

query nesSIGRYEL, gachiaveANSASS t&frgméle‘ﬁﬁve scapabi lities adverti senent
nmessages, in ac®iy daisceblook digean iistadag diger-Agatibaiondiohirentbitionp bswtehy

t he networkveed1 nyi Cronrrgr is that a service server nust be able to verify

t hat mdeﬁ% e FK/ ef%iped software for service clients confornms to

speci fications Uigd iy block diegraincidlusteatingra, pudlic Inetveork tphemittiig ¢angrahnigations how
to preventeGldefRbri@ et ald MRt ligfain %Fda%e Wﬁvd@% ﬁenﬂvodlm lggci t
PIN entry before a consuner |nserts a car%l request ftor | egal ate to
t he dat abd&inventione service server). Wile a service may be defi ned to be

as legal as posﬂéﬂsels(a%lgak diﬁgrahplll%ﬁt?eﬁfngsaeﬁétWG& §e?v1@@§ér@éﬂ &1ASa FdAte CREHAOL
be executed by rem) {_ I{r% ceértain "sensitive" services nust
still be & f&P n%m 15%6(‘3” SHMeLt ed service clients. A service
request may al selgoespaé;s:erﬂtoaddtagratmﬁh@eﬁﬁﬂgcetestmhmtssioh dft mgdsagesiehwesnstha set
of service Server eyve gec Fﬁ enw 1rsi %/ené'é the service server, that
has not yg‘f "expl e g lig RS g the follow ng: (a) a cash
di spense servi c@igseQB@td 6(5 amwﬂthcbagremalllﬂmting message demeinissiops i second hat
i's not onlyq aid@BidrfRt ed and that previously, successfully requested the
encrypted PIN entry_service, but al so reclw res that the, ki osk has not tined
out and cancel | &st A& and Zsarettloghdnarsisa!lpsieating dbe prospaingol seteryieerebetiest

cones in; nﬁﬂfésélhz)ceaseﬁ@['hsf}l% sefidest to solicit PIN entry can be accepted
froma host co r ac as a. vice.client  onl

LFOSEP 2008 | nobit ads adio Bt ARILE UR arSressuf e sorulia s e SRt bl

t he host csmrtmtohenttafﬂrglﬁ date the card. Still further, there is a need for
the ability to ensure that a service server operates in an approved and
consi stent manner. For exanple, as part of returning a consunmer's card at a

ki osk, the same pronpt is displ ayRetailedBesgyiptiathe sane tineout, the
consurer is proﬁﬂ%?@es@nﬁﬁ@&ﬁgn rla{iﬁsgggﬁﬁﬁt#&‘eapg?{agls'aﬁdr Sr&t@fnnﬁgdetgﬁllhggnﬁhe

sane consumer interaction regar ervice ctient

servi ced. pubhslmlglsemlcnedhaisarsym@ sersenr @ tahad¢twarkedi emtironarenb offejse aind afocar d
(e.g., to_cancel & $ %t stil.l have nm ey, di spensed af ermards
from ihe Kragumedd glifRdne foshis' oo srrvise Foipstcatidh for Yrgolicited pspnghontd

nul tiple ubfifedionf s&Riceiserer eelhes  Bheproferiel @AtHodinkait 0@ tHeanvértRd piyvide a
service server. Service requests in each thread are related to each other.
Thus, in Jpivsrsabiizeeipiki tsrreplsﬁmceﬁqaéenﬁmrlﬁ%mon t he service server nust
be able to associate a new service request with prior service requests as
being for the sane context. A new context begins with a service server
event. Service requests that are executed in response to the service server
event are part of the context that an event bel ongs to. Subsequent service
server events nay al so be part of the same context. A further difficulty is
that a service client nust be able to associate a solicited service server
event froma service server as being generated in response to a service
request that was sent out earlier to the service server. Another difficulty
is that a new service request may be accepted fromthe sanme service client
before conpletion of an earlier service request for a given context. For
exanple, this may include a service request froma service client to cance
processing of an earlier service request fromthe sane client. Still
further, in an insecure network, there is a need for the service server to
be able to authenticate the service client identity, for the service client
to be abIe to. authentrcate the servrce server |dent|ty, for the servrce
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_ " _ 7 4 SEP2003 Finally, there is a need for a service server to
val i date that assunptions by a service client of how the service server
will service a service request nmust match what is actually supported by the
service server. The preferred enbodi ment of the inventi onﬂﬁ%@%@f)
specification for service that is able td-overcone or at |east ameliorate
these difficulties. Service Server and Service Cient of Preferred

Enbodi nent Wwhichanessaigenfoemaist andtfievybeeiesr indepenbianliyrdentloped sevice cemer ver

may offer s i i.nv, e f i erations (e. g,
cash di spe ngl{edr/%&glg? ég&éﬁs ertﬁé éey ggerdggnvgrp @?ﬁg&ﬁag ?)),e Ig(ﬁdéhgc& Qf)céeé‘ er may
optional | y ¢unprehensinglyivith minisl icoerdination furolynehronigatigrebasvegnudelshnpers
messages Whyt RrbO¥iichtnadisbs il G aditwary, EHiSANbWs néW sdRilek §&bLtON runni ng
on a mai nframe conputer ne formaf a service server that does not

i can be one f
require hun‘é‘FFofiH‘feth‘é{EP?‘Brﬁl?WPq‘%g FHSUNGSPYIERS L & S6FVigH TS AR D8 beaispd ce. I n
c]? Pt rast, atokfoehkth¢ ags gorghaﬂopzh aﬁEQleé(ﬁ))le _aﬁgigngat'@ﬂ oaln_sm‘o;rk ComplicYSWhERY
(0] er serviges.requeste a C n QAT I.a I catl,on acti.n as a
Sor vl co ol | BRMGRISERES Ay b8 o SR R AT RRRE G PR S o
consuner t oActveX ebjecssletd.y o;ram)liraﬁmsoﬁxspﬁhgdn rethotefvemputeskind wherehths
Cl rcunst ?”Cé‘oxm‘tﬂgﬁf]ﬁioh'lﬁ tHE h¥twhork 9619115%1%&% ¥t fifdfed tooéiﬁ%dapa’ ALUER lpéé”éa” .
Interacti on at "t he service server, € service operatl ons |1 nvol Vvl ng ki osk
devi ces nuskeyheand, displays aeausoiand, sgartgardcreadery ckhesapproagh devglened isubé a
service sery@fertdl GABSHIMBACE bakdduponcabi Sroick 8kveriaeparabitly &SRNsand 0 a

Covents. ThiRuispiaedlh Grich SEBiRlingtmiee Skl BhY Ga tedaah pridan

asynchr onoussedad eorfigiire rthes pperationssd zageainunsuatietdmeraged zomputees. K Folhe

execution o . j re t n nt .
Thue. " event e HhEIPESGhiofls B G MRh AR 10 Snliichd (P oPRTRNED" - (o
processi ng @mputerer The eystesy gé he praferted\epibpdimant doeshant define theapessegech of
whi ch the cldnedi tHERAS ahd BGs N Hdthdl AefiRTioR Bt ARsBYE BbntedtBrRXE GHA iR sOf the

service may al so generate recurring evepts. For éexanple, a service request
enabling a Wbﬂ%h?rofoge&’éﬂ?se%h ﬁergg:,ecfggmgtfaél@ptanéatp deduspessif evemts, promap
service cliwnhegenerates one event for each new card insert by a custoner
of the client. Still further, a service client that has been pre-registered
(i.e., offline) with a service server nmay al so receive unsolicited service
server evenDyervi i entFox exanpl e, a browser PC acting as a

service server Cal\?\iﬁf/\%??{)l%@eﬂl?ﬁﬂ ehirdditbn® Wh)éfecﬁgsfﬁ'i\y&‘k-a%é&‘iﬁd dc(ogn%\e r canT TP

GET) causing a W e actli ng as a service Client to send, eb page to
the browserdch@s aREVICeTSEpVesn relalipn Hs any, eherecomppuder {ies @ sgrdee ¢lishc®ia t o t he
browser to pittaitworkeinviebordage withl tieopreferied iefibotlimehb of Weldn®drt@nOMnSBisver

can 2150 V1 ki iy LR R 1 ahEFBRCR A i G
server cli eopierat@hby a ®rdoeburest 48 iathe pablic poweikd00, twhach ishereferablpahe  of
service serygifed M Rtdané" ?Tl'(xﬁ‘lﬁigﬂgggeﬁé leﬁeY;lﬁ Y8 biersYehilesan i 156K 6

client. dient software 1 ncludl ava applets may be downl oaded to execute
in the serveusumers\fa puRpastaf diffapsnkaibscritie ofganisatiense Hheesubsgriter and are
possi bly i nérganieat@ERSBdependdiitlsdelvBlop A€d d@sain it YheRddpeaRinfi9cratdidd t he
service request and tfggm_szrw ce server, ﬁaﬁﬁ%ﬁrﬁ’?{ be daga el enerl])t Biﬁ?t
provi de var IPRECHICTHIPTLYATE 9% US§ B Jekioskny IGAHonERESArGyIAY b ts nmay
carry execudppbicatiasrthtare eravideliavia assopsoeibsr’s dababe.r iTht sedidd buréat 4 jn need
to be signeg.. Fi . I i C | 8. and
one or oy LS PURRIE 1y Rl fordbBHRET chan B ATRE SIS GO
The servi ceWbenioyer nggessahy Qustomess efre subserippsioiganisation sueinas Sdksddthcais a
cotrrput Er Orob‘ﬁ'i_Mcaglb@roh?fH@dNFth lFlﬁr\fhe%l ;é@stdrﬂ&ls Pﬂﬁn{&%@gﬁg@}%&r 504 for

net wor k conmuni cati ons.and, opti gna ocal client . e service
server 506 YR8y %Qraéttb%ﬁ'ab‘ﬁia& e‘gpré:é’gé 8§IS%§'§ l‘lesq‘d‘Q?i fodwydfavehe

term nal angckeentrol s operation of term nal devices) 510. The service
server directly nd. ¢ . 1 i c.ln . this exanple, a
remote (service) ”?F?gﬁ’tseg%?c%gg%rﬁ %lggte léstgﬁ;ngar’}@dé? \%gféggﬁ\?ﬁ ey Igoe\x\y)ﬁ%e
server 506 miogessedEgjeieng a aprstiner éqloparate thhkiople subonrik s&380¢ reduiests tormy be t he
Internet, an Intranet, a LAN, a wide area network (WAN), etc. The | ocal
(service) client 502 may be a locally installed client application or can
be one (e. g. , Java applets) downl oaded froma renote conputer (e. g. ,
520). Such a local client 502 communicates with the service server 506 via
nmessages or application programinterface (APl) calls. The service
specification standard according to the preferred enbodi nent is used as
semantics for client-server comunications and is network centric. It does
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for each service that a service server provides. ~t S E P 2003 -13 Tabl es
A, B, Cand D provide the details of how the service specifications of a
service server can be defined and published. TABLE A: Seruqteéﬁgvmga
Specifications A) Server Server |d: Uni cgde name string. ® TS r
description: this enables discovery by cFients and advertisenent to
potential clients. C) Algorithmtypes that are supported by the service
server for openatedioskgleyicgs walbebal§ahtheroustomer. bothis $aenarsmrakiosk netwoekt
nessage typ lifh S 1esfni hi hki;cation
relates to @‘Sﬁ%ﬁéﬁlg%ssi Ee:dg%’a @(gr?ﬁﬁﬁtﬁ%ﬁe? %{g{@%ﬁlﬁ@%gﬁﬁﬁlésgr?ﬁ%%gﬁe% i % elgaby

t he servi cé%%@é?queﬁé@ieai)dg%ﬁ AFMA2P andkigsks Adds Thekioskaiet sk of random
seedi Ng Usi M@ndRE SEER OaFhATs tb thes Rirthimild 420, W22 And dbiafidcohdtbtst ry standard

I ithms, t i t.h . { ent d f ti th
G g1l ot gRtaRePuh Y cOBERGP feer G ATECRLVERh BRBhnS BRRRSEH ) on
I D and ot hemapages also\getsuesoligitedetermimal gatunchange setifications fromethe terasisalge,
e.9. 1ts redemtigrh 6RUABMw RS Bifich WPl HEGIE ALARFUSASH QA Bosdi ol tal

signature in the service server event nessage shou € server 1D,
the client ¥shattached tellenequipmeni- & opassbpokimsinterssde)i dowavguetbe bransbage (in
tlhe Catse PletﬁﬁJ 42‘4,tt@l&’ersl%rsWnﬂ%uﬁ@ieﬂqtéllﬁ\é‘aﬁip)neﬂﬂég&t§éﬁ7ice%€t]§%b&tbﬁﬁrsn@fs&?ﬂed g
el enments in the service server. event nessage. anpl es of jndustry standar
o) gor ¢ s DA 4 A a8, Fich R Ol AR Ge e R b BBy Sl ot
symetric ks, and the R vest, Shamar and Adl eman (RSA) public key
al gorithm using di.gital rtifl J s that are supported
{ by the service se?gée?t%.%&%.egnog%gﬁgl y(?fl;’) 2 %?24 %2{18%9%3%%ﬁ§ %llr;%h‘{lgg P SUES its
servi ce reqprostssingswayjee toyise sermge iclignts drevimpertéxpoms compamit 4 12 sda the publie.
Thi's speci fﬁ%@bh@ gelates to various possible algorithnms that are defined
and published by the service server. These al gorithnms may use random dat a
that is transnitt&he RempAiG 43 cambe %éffrwce@h%qﬁ&mn&@&y 5§ ePupeBPastk key
that is usegh the POopyRtordcicotftbattaice fidhebaRi4d 0] whidheis 3 8EMiiceeseir @t Lo The

d h i i f [
Corvor  evonioMEREAERY T TRE hE-bAR oot ISREThASE AR L by 1435  Aftln4°
server evend seregsagever Exiani psblof ndtwotks4(0yto pusshdser alhalidpyrpackape. dflee t he dat e

encryption P@g}] iRg: tr ' : he

Ri vest, Sha%a@ggg%% matFlly ? %&EU | E%‘Eg‘?%gf‘%ﬁg? hgrﬁbﬁsﬁlé%ia? g?‘?’gﬁ &

certifi cat eglient, tpghe bank ¢1Gstorextragpthe apprgpHate; furils: i ce Speci fi cati ons For

Each (?Upport_ed SeTHé ﬁﬁg{sBﬁgEQ‘?{ﬁ/ q{%q ﬁ@ﬁa\ieanwétegt _s&oﬁtlﬁmtvkt? ){itéSEﬁﬁiefBa_ﬁEti on: a

uni code ser e pane strin at i.s unique, w n the servi.c

server. B) i THE LRAES MAYNg 4 5v4 denlet b cap be exstuiad Tarallyzon fhe fioek

servi ce nam2Xbon belgplf bfthe ibankidR§uas part ol servitieg aenstomer sftheibaak 4@B8ver. Thi s

enabl es cl assificat] ﬁﬁéﬁ{' j.Sl Vi

requests) acce ta%cﬂee%rrg "G %%Elcﬁ‘?‘ﬁgﬁé& ﬁ}dne(%)eﬁlg'? ﬁ%ﬁ%ﬂlﬁ%%&t\? elé‘?%?’equi site
( sets) that WAWY pagasanddayaaprlers) framsancappbicasionserver fl4anhpreyiden ramotger vi ce

request. W {ddk inidrfa@ for WHIIBWS AppHdatiOns Eer@td BY G seivet 418. IAGUftRM wgul tipl e

ti . A I . t t “(A B),.(A2, D . (C3)",
whore A g, e Bdevidgs ey kRboRvE AT e itk obishh AP A bebond
set is usedsmirbeariereuder, EsreeXample, vtherqionrsetdddrdideeiced including prsstiboket i s
used, three ﬁﬁt‘é\{’ér{a%na(ffosbeogttt%ﬁ?%goe{h\gsar{etv%yrﬁ%m&fe?.4§§qu' red. A redenption

coupon is of y returned W even i")"'M ni num accunul at ed
event points: thede vetlderungetstend from thhéoregning exsmplary rebyorkpderdnnndnt ent
from prior ﬁ%é’ﬁﬁm@é&@@f%&ri&lg SIS er PRoMRURAR, tSmpREHERRENORLY n¥hi h the

| ast event which just accunul at; sufficient or gotrglgpm nts. D) Bool ean as
e

to whet her aRdarddeyiceiway beAvaiRbls i3 RubdE DERVOr COMPaNEKS Gennected

i ndependent {oythe fnetw @ ImidyC eachedevable evnttidn it bhe saeiceiserves end ekervigy vi ce
requests that. 28 Rt cBAPbns L Rth&Elerles: Becall@haltof 2 ROMBEnds Ray

have its own message content formats and flows, a significant challenge is posed to

the developers of client and server software for using such components, in view of
the myriad of possible combinations.



service server event) are specified as true here. If this specification is
true, the following list applies. i) List of concurrent service request

| DY Cat egory conbinations: this list is provided for i dentl fying service
requests that can be accepted fromthe s\a/qre client whi Iuelit &L PePlD8e server
is still in mdst of proce55| ng this service request. I—’Gr exanple, the list
may include the I D/ Cate of a service request that can cancel this

servi ce request whihus, th@ m%bgrnesy@rkE)mmmnrc\samtsu@ummugaluﬁfwgltmwh@h or

ot a T edemahd ApACHR A [EndARH TP thachindbhiSlevBbpdi3 R AEHUTRALS: d&aRfed
ar gument pr gecific.infdrmation reglilre he service and I's
i dentified 8’9’ g‘éﬂe& $1} organisatigns atteppiing{a tl}“?ec%ﬁr?’ ?IS%HVE‘@ i ndi cates defaul t

¥al uefs for any ar gdwedifficultygiosed by mg netwdsked eﬁEFbrﬁﬁwls ldpsrc@rbeaiabloveﬁbeﬁ@ are
ree format .speci.ticati.ons t I (0] . nt .Qr_server
configurati d?f ¢ 8?10 al{:’ﬂep(fg @'I %e% %Pe&)él fb%aor?(gé{nse%‘élf?%glléngs %rt&f Wt as to
whet her or metvieesdeam agy @m&mllaar servigey sgpieed A Flear, simple dnd anahbiguons, seavice xt
description Pémﬁé‘ﬁﬁnqﬁ&@el ?4 f‘c{@ﬁted Iebr ﬂiﬁ}éh&'&fé deif 99? El%rnt gbfzﬁé}%eﬂ)y' )

Solicited sefver event tion: talns a may be
gener at ed aslexelppand teshpeaingc ks degingson;ofthe %eéY‘\‘f‘F @B‘SF %lé‘t’,l B% indepgndent of t he

§I_ ﬁr vice 'tS &Mé\tﬁ&g@glelmns porSariongbl ek ﬂ@tdcﬁ#sltﬂg&'dmta@l@sﬁﬁeﬁio bRdRE n@ﬁﬁ)rﬁé/ ent.
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ii) Detail edncbs@zigb&ImﬁIcOﬂldaawagelﬁmdﬂsﬁ'vreabapab)lltﬁea(ivarﬁﬁdm@t hexgagesisiaf ul for
di scovery b) a val ue r‘?\t. g cating whether or not a redenption coupon is
avai |l abl e vmafﬁo ﬁ’i’% B TS 513 c) Mleage points earned, if any, with

this event d) Desckiqgthérvdfficoky pdeskby memtwor&gbmmommenssrthara girgicovery. e)

Alist of s ific
oo ) on S BSOS

The speci fi canfasmms 49 SRecHigatiop v SPYICEEETVF- the data item For each
data item a Bool exill aihes dxﬂmunﬁﬁenompﬂwent@hemcvoﬂmﬁe flaina“illegn? iuse bp be

encrypted. For .each dat fext des n of ;each dat enent
T bt v dect oo SES g6 ¢ etiel T, Perpe L ite Mesith Giea BR ECuyieR e TRRT
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cont ext, ot Q%l af PS&%IQE gk?&dto ofﬂeﬁ3 serv1cfe To %Pgr)ap O%Otﬂg’t canhQARPEREGRY b ?hat

event, ervice req uests
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accepted fr Osg}\}ep St i _]US\{ fgl?o“(/:sl Ell geqtoftsgre\‘/tlcersgxgv%lr \cl:\ef\esnts genera‘“:t\e({3 previously by the
service server, that has not yet “expired”. Examples of this include the following:
(a) a cash dispense service request is only to be allowed from a
service client that is not only authenticated and that previously,
successfully requested the encrypted PIN entry service, but
also requires that the kiosk has not timed out and cancelled the
transaction before the cash dispense service request comes in;
and
b) a service request to solicit PIN entry can be accepted from a

host computer acting as a service client only if a card was



Wil e service request A is being processed, service request B can be issued
to the service server, while service request Cis in progress, either
service request D or E can be issued to the service server, while service
request F is in progress, another service request F can be 4 $HEH2(83 he
service server. iii) Standard events havifig ID strings and neani ngs that
are predefined a) Service not found ' b) Service specifications msnmatch c)
Cont ext cancel | ed by deseriedeadierirn kiesskgnd acsendcemequest aas sGANCHEre key) d)

Cont ext cancel | ed by V6 fromsane client e) Required
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as to whet heontuneerdy pramptediacetos tithebefort theé cprdais estainad, wiingithesainece
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uni que wi t higitfige Iﬁﬁng%giss@?ﬁsetg%@r@ﬁhé ﬁ'bﬁﬂﬂﬂl}Pﬂ#gunSO' I cited service server

event categories | 'pr ive text: use or discovery iv) Detail ed
i nf or mati on about Y¥atanethendiffieultyois|thas sachglicat manihavg myljinky Bireads of seridge a

redenpti on GeyiReR doficurYétlyaidingy Wriibed By & seiwiRlserRe.S B8fvice relfhéstafifedeRi Nt s

Trems. ' Each e i sl B faiEtheg, b i frerRRie ik R Fcrd PRIy may
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be identifi d¢lbe farvice detvar hidst-besabletd assodihte aspscsdrvica réquestdwitls priot sarpieei f vy

t he format | dat Q. LOdL cat es
whet hor or  Soiep SFefhg fof M e GARILA Rl L ebR WAL MEIE LR O
group that ieNentydiesvicesequests Hiat aee exeguted i tRsponse 4@ Loy SCHEQE sesMerssient aiedd| e

of context, pafthiahe ettt thataiteveRdiNGEe! SAPRqEH: seMedRt served @vet@tayol a
context. * Ljst of se{ﬁ% of service requests that nmay be issued by service

client on r&s9bsipast of the samg cARteXc (A B), (C D, E), (F,F)) neans that one of
the foll ow ng ser\A Gerthee @iffictiltyhis tBaa sérvicanlihie nascbphbld tb assvciateea ser vi ce

b o ; e s thak feas : !
bt ocessed. SopORAERabOadyEhe rfll 4 EpEt N8 IR ererd Bllelbonge o
servi ce requestvic resquest thatovasesnt owiearlisr ta thevserwicer sgYR¥st D or E can be

i ssued to the servAgfnG&ifRulty Wita€a 86K Sbiifee 8GRIy bk ctdptdd REMARS
anot her service request F can be issued, TABLE D. ,Service IJoec,lflcatlons

For Message SE9ip servigechient hefprescompletion of an earlier service request for a given
context. For example, this may include a service request from a service client to

cancel processing of an earlier service request from the same client.

Still further, in an insecure network, there is a need for the service server to
be able to authenticate the service client identity, for the service client to be able to
authenticate the service server identity, for the service server to be able to
authenticate the service request message including the redemption coupon that is part
of a service request message, for the service client to be able to authenticate the
service server event message including the client context token that is returned as part
of a service server event message and for the service client and the service server to
be able to encrypt selected portions of data transferred between the service client and
the service server. The owner of the service server and the owner of the service
client may decide that all or some of the above security mechanisms are not required,
depending on the application security requirements and depending on whether the
required security protections are already available via other means (e.g., middleware,
intranet firewalls, etc.).



i) Service request nessage specification a) Service request identity b)

Service request category identity 8 ~ ~s E P zoo3 c) List of data
argunments: each of which provides a specrfr c information requr red by the
service. Each argunment is identified by "data I D = val ue” d Zd/

specifications digest: this allows the sétvi ce server software to validate
that the service specification used by the client is same as what the
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I nsecure

net wor k. client generates one event for each new card 1nsert by a customer of the chent

Still further, a service client that has been pre-registered (i.e., offline) with a
service server may also receive unsolicited service server events from a service
server. For example, a browser PC acting as a service server can send an unsolicited
service server event (e.g., HTTP GET) causing a WWW site acting as a service
client to send a web page to the browser PC. The HTTP GET response represents a
service request to the browser to present the web page and solicit input. The web site
or server can also view itself as a service server that receives a service request (e.g.,




k) Random seed for encryption key used for encryption. This may be a random
key encrypted under a fixed secret key that is known only to both the
service client and service server. ii) Service server event ssa
specification a) Bool ean val ue indicating whether or not t.ﬂ'eéTE rRQZ@@gsage
is solicited b) Identity of service request that activates the event
(ignore if unsolicited) c) ldentity of service request category that
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semantics for client-server communications and is network centric. It does not
(o specifically define the message formats and flow between the service client and the
o service server. The foregoing provides a block representation of the service client,
service server and networked environment to which the service specification model of
the preferred embodiment is applied.

Service Specification Model

The following service specification model provides specific details of a
preferred embodiment. However, the invention is not limited only to the specifics
presented. Instead modifications and/or changes obvious to one skilled in the art can
be made thereto without departing from the scope and spirit of the invention. The
service specifications of a network service server are described hereinafter and are
for each service that a service server provides.



data elenents. This may be a random key encrypted under a fixed secr et key
-that is known only to both the service client and service server.
accordance with the preferred enbodi nent, a service provi d?éasgp\,\gﬂﬁal on
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‘Fig. S, requires during the course of prdcessing a service request and at
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content data). Not defining the format of the client context token enabl es
flexibility in how a service client may validate the correctness and
integrity of a context token. The token may be expired by the issuer (e.g.
client gives up waiting for the response service server event). A
redenption coupon serves two specific purposes. The first is to permt the
serV| ce server 506 to pl ace, dlrectly or |nd|rectly V|a reference data in

o " o o o S N~y 2 o oy = - - - T,



- 24 - ; ~r S EP 2003 one service server and pass it in a service request
to another service server, the data el enents provide the vehicle for doing
so. This case however requires a special arrangenent between the two
service servers as to the format and contgnt of the data agsgﬁjngsg
private security schenes between the two Servers). Encrypti dat a
elenment, if required, is specified by the service server in the service
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Theref ore, recurri ngassificatior of servise requests. nessages are used (e.g., one per

card insert in rg3PPRIGuUISeARrIRERL T & cEptah@1RBE %}rﬁf‘éorﬁlﬁidﬂs?ﬁlc[m&g%t

froma service cli'ent). As part of ‘processihg of each service request, the
servi ce specificatigH®ssumed by the client is also conpared with what is

actual |y supported by if hPres&{uidieescqSy et nekd t¢ be vt fisy N ¢iis efitsled maRiphd
servi ce specification assagg}){oi ns. kn the Fe .,¢ce _specificati 3€§ a service
0 ‘e

client 502, 520 is expeck PGS TR 35k ARTCIRAUSHS FHXCE o o
event, if necessary. Al sevent maydeirequintd mulyiplti times. Aefezampleeoftao any devi ces

or their functions in th i mfA Gy I/ RB. [ ay VA C
indirectly uses the dis q@?\#%ﬁ@?g Ml’ @’é&ghgﬁél'@ﬁﬁwgg{et%’eﬁsgﬂ\% ce
server 506. This of fers #4eE g&¢ sarver eyept /I8 Catggory comtynationy. iThsecpad set isf
configuration of devi cesyfedOtHeGePRr ¥s6Hl A R lRQUited tWide SEtHE Eifird 84UEEsed, | N
the service specification, a service %%#ver event é’ra% occu %n%% after the
occurrence of a physi cal PESFeCUPENGES of thecserysr SXens,C isreguied. EORYOer
card). The servi ce speci¢aupahiioonlyaemrmedtwitle fierlasttthevemet wor Kk nmessage
formats and flows for ;i j ' L getk - of
processi ng a service r"gglgfg@?{d@g%@nﬁﬁt&} g‘%[ng?&n%pe%&%gﬂ%ggq%ﬁgﬁé\ﬁlﬁre 504
to provide the comuni catamencontexdembiristge chient feom paigr sprvenevents. ec,

bet ween the servi ce SerV&ﬁeﬁﬁﬁoﬁ‘B&Jﬂoﬂ% ?&ﬁﬁﬁk&%nﬁl' \ivﬁmhéggt’evé@towhﬁﬁr'ust
exanpl e, a service server eve tedrsrg%ﬁge comuni cated via an asynchronous

message fromthe servi ce?SERY B FINYStPOMSat i on strat egi es sel ected
by he m ddl ewar e D) BeolearSasEoRviziik? sdaviceeretjnesn esh bbsubeittedieo thersetvdes cl i ent

502 (e.g., a downlo . ete) e t 0, Ly | h

termnal or conput er&g‘geg 1[1%%)@%%:?@ c(;;ef as%%%er éggﬁg.e%ﬁ'{%tuig&lnttﬁ%_gés}éfrcﬁég%%pp

ispeci fications covebersiceyequestsdhatragerneff pagteafsmenntext (eeuinpkineiesponseitmever

ot he_rf ' rrp![ ement a"[:i Oié‘fviﬂ@k’?ﬁ@xt %\%ﬁﬁb&_ré’sﬁcﬁﬁﬁiﬁ%ﬁérﬂeﬁ.a SUbS?F of ]E hg t

speci fications. For_exanple, the digi si gnat ur e/ encryption of data

el enents may be ski}p rgB‘FC”E“F?éIOHéf RgF’kt%F@lL‘g’@Hggﬂt, applie§-he client 1D and the
server | D may be 3 Ki npﬁ!iidtbftdsngunﬂedgiewm &@Gg%a&g@@r@nﬂ%miohantmmd
server routing and aut t.i cati.on ar nuni cat i cenarios Fig.
6A is a flow diagramil ﬁ%}slf P&?‘flﬁeéi @ﬁé&g@bﬂgf%vﬁ r %ﬁﬁ‘ﬁﬁﬁ%&?i‘@%%ﬁﬁ?}ien a
service client 502, 520frandtha sgme¢licet wiilevibe s&O&e sarper ms stilhin malsvpte cli ent
502 may be a downl Oaded{()ﬁ)@@ésﬁ{ W&Wiiﬂ??ggﬁt@st%g’%r%g%‘gh@?lh 1Rk ﬂfa‘?siﬁ&lﬂﬂe

—

commences in step 602 by the service clie sendi ng a“service
request 604 to the serviedYEatgeprysefa seryige seauest thatcap gargel B seriRudes a
client context token 1. rehaestSetile @epregevser 506 responds to the service
request 604 in stgp 60%. n st.e(rag 6, thl%e servLce c{eecﬁf'%t 604 is validated
for supported sefdi GLOKAN VANE IRTIFIMENRATHEE Of NOL 7 FE4CHBUGALOUPITL IS TEiWECE: | | ent
i s val i dat ed/ aut fentliistatf ddta drppenerds:vieash arguuestproedeagpecificdhfodmaton t s
redenpti on coupon i Lw4dat.ed/ I; . 1 ryi he st 604 is
rejected, a.servi ce%s r_\?g%@rtgg(g%ﬁ%\%ght&%ggfﬂ%d I%); a‘%g?nﬁﬁt ea&ﬁlﬁ tﬁ!;h%ser vi ce
server 506 to the sépsgilicationiatsarindigates default yeuesstor vny argenepsy thaejredot event
608 pl ays back the client context token 1, and ends processing of the
service server 506. Gtherwise, if the service request is accepted by the
service server 506, processing continues at step 610. In step 610, the
context is retrieved fromthe service request 604. In this step, operation
gui dane and interaction are provided, if necessary, and nultiple
asynchronous operations occur in relation to the term nal devices. The
service server 506 then sends a service server event (solicited) 612 to the

NN NN —— o —_— - ~ AN I



_ 26 _ - ~r SEP 2003 Fig. 6Billustrates a second exenplary nessage
scenari o between the service server 506 and the service client 502, 520.
Processi ng conmences in step 652 where the service server 50 e 8 a
service server event 654 to the service client 502, 5201‘ﬁhé?Ei}§ 58 server
event (unsolicited) 654 includes a redenption coupon B. Upon receipt of the
service server event 654 by the service client S02, 520, a service request
is sent to the servpreuideds desocas frae foray speafications shat arevotrtieguedhe 658
includes a client cOpheyt sdro&eibnfiguifidn PIFAY saddiddfa ERARAN I BobIEALRARe B I N
step 660, the service server 506

val i dates the service request fo
supported service aNqviEt ahInY @F(/Pﬁﬂmélp‘za& Elleglﬁ{“i 'Sr?,ncré'mf%afé‘lf cach data
val i dat es/ aut hent i celément{ heextldesoriptiandf eheh duta viement ¥ puerddedyds gaged for
including its rederr&géo%r oupon. If the service request is rejected by the
service server 506, a sérvice server reject event 662 is sent to the

.service client 502 Sobgited senvertevpntapformation:t pentzing adist ebeneass thatokey bg.

Q herw se, the progﬁﬁ&%{é&.agfa fel\fit épﬁeéi:es@iﬁg%ggﬁg sé%eqe@segﬂ%%e@tfc}ﬁ&ep 664.

In step 664, the context is retrieved, and operation gﬁl ance an

interaction, if redEiviesds sherhseRavenitorInRlcdbisdpdistsd Byt kasione eMgat.ser vi ce
server 506 then serfs cefiSlikiedDelRV HRY alveRispesfibd as twrdils Habmhap behe service
client 502, 520. The Se{e\flli ce ser%/g{(?tgvent .666 includes a redenption coupon

C, and plays back CHEAEAAIA ETH TOREHCSI* WY service client 502, S20
val i dat es/ aut hent i cat s Rach egent\i$ uniquely ydentifieénft iverecomgmended|thatithg it s

| D dit [ i t I : | i
server and 11s cl1ents.(ady I%ﬁ@%?%ﬁb%%g%%ﬁr@g%@ﬁlbﬁlaﬁgﬁ\ﬁlegﬁrtr cﬁ%%%edt”

step 668 to the service server r service_ reéequest

i ncl udes a client conteXP/CUREMySiring gnblesaghsgociption efherenbwiddlpon C.

Fig. 6Cillustrates a tBEf\ﬁi’ceex?éQH&k tHayY rdSBRS oM acs&LRAA T Tﬁisb@ié’l@@hﬁﬂ‘lﬁaﬁer vice
server S06 and the service cl Ian S e service server 506 sends

t ng, 520. TE
an unsolicited service SYPUIESEGANY [IRININESPRABC SFVIRIEQUSLi ce client. The
service server event (unjoberwet evbnt HJ4niteye being: smiquerwithiatedch sersaage, key
posti ng nessage, etc., andemc‘l&g a redenption coupon. The m ddl eware 504
may build additional nessages on top of those in the scenarios of Figs. 6A
to 6C for nessage integhtyervesensnt eategoay ilBrunicpde stinge cinigus within sgevdrvery,

etc. It may also present thg A Bolicit®aAPhA@Ncitdd drfdrevemt catdof S
Processing of A Servige Reqﬁes,t in Service Server Fig. 7 is a flow di agram

illustrating an exanpik Rgtal gp%ngtpouéegc&qylegté request in the server
506. Pr OCGSSLng COSTYFHC% Dﬁsctiltpeiwe'l’éi@:. ulsdffulsfoeﬂiswxl?cryt Be next servi ﬁe J
request i s obtaine romthe cli [ in I . ln the Jatter
event, internally gener ?Pego _IS?Q/%]_EC ?réd %grsl ghgﬁlgfno’f hgte}ﬁet%gﬁjg lf’nﬁﬁ%%oen 8
generate unsolicited servetvailabletwith this ensot messaghl ock 704, a check is nade
to determne if the clientMifay@bbitlts dafnedCfiiatlyOWilliBRlevdR4 returns false
(no), a rejected event i$§ Bost,ed, at 2, . . =S §8~ Zv~3, step 706.
O herwi se, processing céht PESEPLYE W dFscriphom) ysstulrAes senvar disePar®n bl ock
703, a check is made toledgtxelﬁsgioﬁeeﬂvfcetsbﬁesemﬂdaarxemsesﬂaﬁhmwidérﬂght he
redenpti on coupon is valid _an as_not. heen .t anper Wt i.e. .. the source
is valid etc). The digital P“s‘%"b‘}?étsﬁ?“éﬁ? fﬁmtm%?%mﬁﬁwmé‘%g@a Bere. It
deci si on bl ock returns fal gentfie) by &late]I2ct waluevefite siecifivstienidats mitep 710.
G herw se, processing contj ﬁ?tﬁéfo?ﬁﬁi}éﬂtﬁ@dgﬂa%éb’ljﬂ‘gre oAl HEFGhOR bl ock

It the cou or re :

712, a check is nade to deternine tr pon enption.1s valid
This may invol ve matchi ng BReleanyalag indigtes phether o oot thefstmiemdeia pee

request with the sanme cont gxdryptedi FoP el ®$Selembnts @ text deb@gtionSofreage t o
determne if it is allowed,for. the ﬁgrvi@e LG%U@@%.é@ check may al so be
made to determine if prereftPSlament FRIPYIAEHIS BOULIGFLMSCONERY: |t deci si on

bl ock 712 returns fal se fj nblag fpomoas of tig growp thauexhakes diecfolldwingafodr a
rejected event is posted. lﬂ W se, if decision block 712 returns true
(yes), processing continues at step 716. In step 716, the rest of the
servi ce request nessage i s-di $agHewinoa@Xxt, Thi s may i nvol ve extracting
service request data el eneot sy figChy@irdxg, sel ected ones, and saving a
client context token, if any. Processing then continues at decision block
718. In decision bl ock 718; atihdcdenfest.iie to determine if the service
request is part of an existing context. |f decision block 718 returns true
(yes), processing continues at step 724. In step 724, the context control
block is retrieved. Processing then continues at step 726. O herwi se, if
deci sion block 718 returns false (no), processing continues at decision

bl ock 720. In decision block 720, a check is made to determne if required
resources} are available. If decision block 720 return fal se (no),
processi ng continues at step 722 and an event is posted. Oherwi se, if

. e~~~ a2 o o o - . -~ N



Fig 8 is aflowdiagramillustrating an exanple of processing of a service
-server event at a service client that is network centric. Processing
commences in step 800. In step 802, the next service server, ey Et Qﬁ
obtained fromthe service server. In deci1§i on bl ock 804, ﬁllcg 2 dude to
-deternmine if the service server is valid. [f decision block 804 returns

fal se (no), error processing is carried out in step 806. O herw se,

processi ng continues at deci sitsieppndgakosodf eventdedtipartoof atameskt808, a check
I's made to determine if éi‘iiﬁ%ﬂ’s‘éf(s)ed&es@hiéesr_e)zi@és'tsdt_hat-rllﬂhi bRk NP sMSice

checking to determine if the event ‘nessage i ncl ng the_client” context
token is valid and has not é%trP‘%%Fr‘Fﬁ‘BF@g%\‘/ﬁ?‘ﬁPt-Ragé- gbdpcgii@’ it Hdnt i cat ed,

etc. The digital signature,méansavaionebf the foHowmgdehdteereqd@@iA),C bf Fdai si on

bl ock 808 returns false (ng),. erro o) ihg ks .carried out.in step 810.
Ctherwise, if decision bl ogD?? agﬁ?t?({efrg?lntglgg?srﬁgg(c;/lggt)t,ﬁatprfﬁ%?é%sgtﬁ‘ﬁgevg%ti nues
at decision block 812. | n d¥bilssamicblreqiest8Ads being prackssed, seaviee raquedet Br mi ne
if the service server event.,j o  Aof i S ?ég UL NS
true (yes), processing contcla{rllzjgg&gt?& ; e%llreglgrg}léebsleocﬁ’ g«&g@s%ﬁg‘;e set, élq% i

deci si on bl ock 812 returns Pragress, GHBYT sepyieRiegueshy ebhtanbedssied sa g 814. In
step 814, the context is rebfi@vRevdtsivite béi9icelrb@irbt BNintprbgled¥ Shother

Processing then continues at deci sion Io&)k.816 I n deci.sion block 816, a
check is made to determ ne SEFVISE TEARGSH b GaB e IEUBY IP the SEyife SSBYL: That is, a
check is made to det eiii) S@ndard detms havieg 1D sarinpswnd maaningy shdt akd pretiefined
subsequent redenption byt i ient at a service server. |f
.decision block 816 retur?’?sﬁpagé 9@? f,i&_proc_essi ng continues at step 818. In
'step 818, the redenptionbkdepuse speciwabonsimismateher use. Processing then
continues at step 820. QHheFyS cahdellEl®By SéroReBEARK (S35 cofluMeiprék! se (no),
processi ng continues at ste In step 820, the event is processed. This
may involve extracting eve A ¥Ynent s ~~r SEP ~~03 29 and
decrypting sel ected onesdpfCdnisxtcamielied % ac@pledsrvicendeljidse Sroai sah@ctlsdndn

bl ock 822. In decision bl 22, .a check |s e mne if the next
service request is to bee)s%&Q{r%crjespgrc?%ge.é.edre\'\}?%g IEsogral\%/j%lﬁa&’liqf deci si on bl ock
822 returns fal se (no), PrRedemptign couponralresdyatedeesnédsi on bl ock 826.

QG herw se, if decision bhogk 8pdtibEEsides ihva@ (Yes). processing continues
at step 824. In step 824%)0a nemlaéf)ll?entﬂagéntext token is created and a
service request is subni®x diedemptipecamopiexBirekr ver. This nmay i nvol ve

generating a client contgxiClicpkamhe@agsbiailag: data el ements (including
encrypting sel ected ones), taining a redenption caoupon that was saved
earlier, and building a~éidﬁ%ﬂppg?ﬁﬁ%ﬂmgﬁﬁﬁgﬁﬂpﬁpn%Pﬁggssing t hen conti nues
at decision bl ock 826.iv)l Infomwitonabold athér ®dGtandahevekt {ypesrbdbiding det er mi ne
if the service server evghl.ibs reMuddsRkd fakgd one. I f decision block 826
returns true (yes), processing continues at step 830. O herwise, if

(deci si on bl ock 826 ret urds Bogjean as 4@ whetheh & ESCHEIMoNt i nues at step 828. In
step 828, the existing chy Boleaarsexwtethet tlRadehdadicass aRi cndest prbddisinpe
processed service server event is deleted, and processing then continues at
step 830. In step 830, proé§§§Fﬁﬁu%FmPﬁg‘event ternminates. Only one

enbodi nent of the invention has been described. However, it will be
apparent to those skilled in the art that nodifications and/or changes can
be nmade thereto without departing fromthe scope and spirit of the

i nvention. ~~4 S EP 2003 -31 8. The nethod according to claim?7,
wherein said one or nore prerequisite conditions conprises at |east one of
the group consisting of: a set of service server events, where acceptance
of said service request by said service server occurs with prior occurrence
of one or nore events of said set for said service client; and accunul at ed
m | eage points fromone or nore prior service server events, where said
accunul ated points are reset when said redenption coupon is used. 9. The
nmet hod according to claim7, further conprising the step of submtting

anot her service request by said service client in response to said server
event, said another service request including said redenption coupon. 10.
The net hod according to claim9, further conprising the step of f °

determ ning, by said service server, a client context for processing said
anot her service request by using said redenption coupon of said another
service request. 11. The nethod according to claim1, further conprising at
| east one of the group of steps by the service server consisting of
val i dating said service request for a supported service and matching
service specification of said service server; validating and/or

aut henticating said service client; and validating and/ or authenticating
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12. The method according to claim1, further conprising at |east one of the
group of steps by the service client consisting of: validating and/or

aut henticating said service server event nessage by said service f client;
val i dating and/ or authenticating said seLyice server. 13..Igpeﬂﬁphggg
according to claim1, wherein said service client inplenented a %puter
systeminpl enenting said service server. 14. The nethod according to claim
13, wherein said service client is inplenmented using application software

of standard and non-standard devices, said service specification being
defined in accordancewiaivel avept,/ 1 Bnigye withineach Sarviep Geant C&fE8AYser vi ce

server in said networki) Serdereventc ideatifyespasifit AlonSuiligined Withis the Ser vi ce
request by said service cli er}t b%gi .s?rvi e rﬁg:ueat defined in accordance
with said service speci fiEYTiI8hborFalicied apd hosolited seryicesefveg e¥etat i ng a

solicited service servercatgens by said service server, in response to said

servi ce request, or ggg%&tchggvgpexr_qgs\g/{;d%?(gr&ggclo?{g@vi ce server event by said

service server, said S€rvice server | in accordance with said
servi ce specifi cati onifidaetailehinformasiop@bautithg event:edenpt i on coupon. 16. The

system accor ding to claim 1<5,B(y$1§£ﬁd}u§ﬁjdg;a_ﬁﬁé Whedes Bekotid &ag,'hgﬁo,qmdel
defines a framework of senmntics for rmd@l | |,B,g pessage formats and fl ows
vailable waththys

(between said service server aiYPSRIY? YEN BESAEDT which are

i r’ldepgndent |y Iolevel opedfwi t*ﬂ Milepgecpointe eamed), Wtahg) with this Ehentsyst em I
according to claim 15, furtheg ,conprisin rreans{/r LNcor ROr ati a client
context token in said servi ce'[\r‘{?gggé?‘.”cig‘?”%%ve& gﬁ%ﬁﬁeglét%?aﬁﬁrqa&%&e%l aim
15, further conprising neans provides specifiy ipforination dbaititenevenomiceriy theken i n
said solicited service ser Verid@ﬂtﬁﬁ@d‘lpé%tﬁ'ﬁ?éﬁﬁﬁ@m’ﬁfé gbrégm@&i(%pd(gésqiog\a_lg,

C
further conprising neans for 1 ncarporating said redenptron coupon 1n i
solicited service server eveniPegify 8 farmais|the flata ifeme  Korceach daadfeny\ant .
20. The system accordi ng to cBedlsanlealuavidicaicd vitidr bedenhtidan, it RO be
contains information fromsaid solicited service server event relating said
service request to another s P TERE (f'equest and al so contains information
fromsaid service server td& efaplfeonsanelobthe\group thet includesothe fokowhgtfouri ne
if one or nore prerequisite copgid.i r ! i have
been satisfied. 21. The systemlacsc'osgﬁ?H%&tcgﬁgfgp{rhh@g,O?Fgﬁgﬁﬂégﬁ%gﬁgéﬁg%tng
nmeans for subnitting another ¥¥ripfensndenygae ptfigyenty aptparafacantaxent in

response to said server eventyiscaf sbt@)Nef fevics Rigub e tHat fd§ e ibsned B ng sai d

redenpti on coupon. 22. The system according.to_.cl.aim?21, t her npri sing
nmeans for deternining a cli enﬁerY:‘B‘ﬁg]g% ORgF td’éé@é?ﬁ"g"tséf‘%’lﬁan&?’%r& service

irequest by using said redenpt@R))auespethaobns af thefoldowing sspricd equestuesSt .
23. A computer program product 6 QaphL 5difhed (AR REviECOMARNE: FEAWN having
a conputer programrecorded thereon Tor comuni cating between a Service
server and at |east one servit®E @enenWhils servigerigavest Asisibgingdrpeassed, pr ogr am

product conprising: conputer R¢pgE dHueRde cAEERsifed to PhDdcr$lok B&var, Sefild ce
specification of said service server whi

(gh uses a mx of nane, or J]%or mor e
of standard and non-standard YEVIFE QTS L5 i REQSIGss, SIS VI ErareTt I aF ng
defined in accordance w th a Beawribeéssagbwi the catvicesermedewhil®seraics eeqguiese

server in said network; F is in progress, another service request F can be issued.

TABLE D: Service Specifications For Message types and Elements

i) Service request message specification
a) Service request identity
b) Service request category identity



,ore prer eqU| site conditions
"satisfied. 29. The conput eraftprr@grsam@rscmﬂxaam@h@ m@esnr@d@taéﬁ fa.28, further

'or generating an unsolicited service ser

~ s E P zoo3 -33 neans for submtting a service request by said service

client, said service request defined in accordance with said service

speci fication nodel; and neans for either generating a solicited service
server event by said service server, in {ngponse to said sgr¥i SEPAS3t

r event by said service server,
said service server event defined in accordance with said service
speci fication nodel and ¢)nddstpddata angumenisidesnbtdfovhiclo pryides 24spedifie conput er
program product accordi ng tGoshaidh I%gmrgm@}r gleNesald BENVireEmshge! fication
nodel defines a framework oOf s nt| el ' ng messdge formats and
fl ows between said servi ce‘%"é‘?‘1 Qatéaﬁd_s Ui'ce client, both of which

are independently devel od))eaeWutehs;feeﬁica@dnsRiﬁ)g&acthmztIWS th25ervla&68emﬁ‘pu't er

program product accordi ng m r ing.eans .f or
incorporating a client con%‘gﬁf’l@ Qé’ﬁﬁdaﬁé g{gi gl% 55?‘8 @ﬁ@ﬁ%té%‘} ‘.lsegé).y t‘F‘ﬁe
conput er program product achentds same as whatithe SQVICElSCItVIaesummntpr i sing nmeans
for playing back said clieglenpPiyext token in said server event. 27. The
conmput er program product “accordi n% to claim23, further conprising neans
for incorporating said riddéwisnt emtesigksn (fonbesplayedshack diytseeves an geresaiedr ver
event or said unsolicited §@rvgf g@r@@)ver event 28. The conputer pr ogr am
product according to clai wherein salg tﬁﬁon cou on cont

i nformation fromsaid sof) e@%‘&%@??ﬁ“@@“é‘é ‘?/B?e § *éY‘S‘? e%tafPH er vi ce
request to another servi ce cliemgu€Hie mdempticoconpon maysbenrsé@bymlhe seviceom sai d

service server (0 enabl e SaASR VIR ARRIAL clfel LAccdERBLTIRORsOn® O

een

conprising means for subm thhéiﬂtl&f‘@F&ﬁrorﬁﬁéfé'eﬁﬁlé’r‘ﬁmtsep%r%%ﬁs §ervice
client in response to said server event, said anof eﬁzeserw ce request

i ncluding said redenption EGHEBI. to\’?@ﬂlefﬁ%r"l?@rfﬁ%ﬁeéﬁs?p B EXAmBIe otgegssiul
according to claim29, fur bbmpletlcmfaﬁbmiema@nsaynﬁmroncbat@i feglestg swecedsfignt

context for processing said _another.service r usi ai d
redenpti on coupon of said éﬁ%ﬂ’%é’fr‘e %Wﬂs‘é@err gggfsohcn){mon of PIN eniry. The

Al . AY% AY' Y. AL A?. ASr. AUY AQuiceserver AlsoAdahdﬂtéA tmtt the Acdevhphieg. caupm % still
VA LLAFRAA9A YA AN A f
p7Gl| H}xsnl d_ZU] ca] ca] ca] ca ca] ca]?gm?ﬁfst%]serv ¢ r?%ya}]lagg “é% Oé‘é ca ca;fc( al] c(
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k)

fignature to
enable the service server to authenticate a service request
message (i.e. above items). The service client indicates here
the authentication algorithm used. The service server may be
configured as to whether use of this field is mandatory,
possibly for each service client. Each service client may or
may not be part of an insecure network.
Algorithm type used in encrypting selected data elements.
Secure digital signature that authenticates the service request
message itself. This enables the service server to:
*  Authenticate the source (i.e. client ID)
*  Detect tampering with the service request (e.g. changing
data elements)
* Detect illegal recording/playback of redemption coupon by
unauthorised clients
The specifics of the digital signature are not defined and is left
to the service server owner to specify. The signature is
optional. Well controlled Intranets may not require this. The
requireci authentication may also be provided by the
middleware 504 that connects the service server 506 and the
service client 502, 520. The service server may be configured
as whether use of this field is mandatory, possibly for each
service client. Each service client may or may not be part of an
insecure network.
Random seed for encryption key used for encryption. This may
be a random key encrypted under a fixed secret key that is
known only to both the service client and service server.

ii) Service server event message specification

a)

b)

c)
d)
e)
f)
g)

Boolean value indicating whether or not the event message is
solicited

Identity of service request that activates the event (ignore if
unsolicited)

Identity of service request category that activates the event
Server ID

Service server event ID

Service server event category

Copy of client context coupon (ignore if unsolicited)

S
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Server needs to indicate the authentication algorithm used.

j) Secure digital signature that authenticates the service server
event message content listed(s) just above. This is optional.
Well controlled Intranets may not need require this. The
required authentication may also be provided by the
middleware that connects the service and the client. This is an
option that is configured as part of business arrangement
contract between a service client and service server.

k) Algorithm type used for encryption of selected data elements.
* If solicited, specified by client in service request
message.

* If unsolicited, configured in service server.

1) Service server event redemption coupon. The specification
does not require publication of the format of the coupon. The
specifics listed here only serve as an example. It is not part of
the service specification and need not be published. All the
client needs to know is that it needs to include this coupon with
the next service request. Suggested content at discretion of
server:

* Context ID for reference to information like:

- ID of the last service request

- ID of service client for which the coupon is
intended for

- prerequisite service request processing
information for the same context for the same client. This
can be, for example, either mileage points accumulated so
far by the server for the client for the current context, or a
list of server events that have occurred to earn mileage for
the client for the current context.

* Numbers randomly generated by the service server together

with date/time stamps, if necessary to prevent reuse of
redemption coupons generated earlier. The randomness can
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data elements. This may be a random key encrypted under a

fixed secret key that is known only to both the service client

and service server.,

In accordance with the preferred embodiment, a service provides all
operation guidance and interaction that the relevant service server 506, shown in Fig.
5, requires during the course of processing a service request and at the end of such
processing. While requesting a service, service client software 502, 520 does not
concurrently provide operation guidance and interaction 508. This enables the
service server 506 to ensure consistent operation guidance and interaction 508 for
human operators. The following service specification specifies that all operation
guidance and interaction 508 required during the course of providing a service are to
be provided within the service. The operation guidance and interaction 508 used in
the course of and at the end of providing service are themselves not part of the
service specification. The operation guidance and interaction 508 may be in terms of
LED lights, and need not be in terms of display monitor presentations only. This is
optional and can be left up to the service server 506. Thus, the service server owner
can change operation guidance and interaction 508 without impacting on service
client software 502, 520. This helps to ensure that the service server 506 operates
and provides operation guidance and interaction 508 in a consistent and approved
manner. The service server 508 may offer services that include display guidance and
interaction objectives. Actual presentation and interaction is at the discretion of the
service server.

Further, the service server 506 must be capable of taking over human
guidance, whenever necessary, while the service is being processed. For example, a
service server must be able to take over a display screen from a client's downloaded
Java applet or web page, while dispensing cash and prompting the consumer to
remove the issued cash. This may be achieved by the service server minimising or
hiding a browser window.

In the service specification, a client identifier or ID is also needed by the
service server 506 to identify the service client 502, 520. Likewise, the client 502,
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identify (e.g., a unique Internet host IP address). Alternatively, unique client IDs
and server IDs may be assigned by a network authority. All clients 502, 520 that
need to get services from a service server have to get a respective client ID, the
service server ID and keys required for authenticating and/or encrypting, as part of a
business arrangement contract. The contract may be obtained online in any of a
number of ways. Likewise, the client/server IDs may be mapped to networking
transport address in any of a number of ways. Both of these aspects are the domain
of the networking middleware 504 of Fig. S.

Also in the service specification, a client context token may be submitted by
the service client 502, 520 as part of a service request (e.g., see service request 604
of Fig. 6 described hereinafter) to the service server 506. The service server 506 is
expected to play back the client context token in service server event(s) generated by
processing the service request. This is to enable the service client 502, 520 to
associate service events to service requests that have been submitted earlier. The
service specification does not define the specific format of the token. The token
format is for proprietary definition by the client and need not be published by the
client. All that the service server 506 needs to do is to pass it back in server event(s)
generated as a result of processing the client's service request. Authentication of the
client context token is purely at the discretion of the service client 502, 520 that
issued it. For example, the service client 502, 520 may verify the integrity of its
client context coupon, described below, using cryptography technology (e.g.,
encrypted by private key known only to the client XOR with dynamic token content
data). Not defining the format of the client context token enables flexibility in how a
service client may validate the correctness and integrity of a context token. The
token may be expired by the issuer (e.g. client gives up waiting for the response
service server event).

A redemption coupon serves two specific purposes. The first is to permit the
service server 506 to place, directly or indirectly via reference, data in the coupon
that enables the service server 506 to relate a service request to other related service
requests (e.g., same transaction, same client). The second is so that the service
server 506 can place, directly or indirectly via reference, data that enables the service
server 506 to determine if prerequisite conditions for accepting a service request are
in place (e.g., recent successful completion of earlier service requests). The
redemption coupon is to be passed to the server client 502, 520 in a service server
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event from the service server 506. The redemption coupon is then submitted as part
of the next related service request to the service server 506. The context to be used
for processing a request is identified by the service server 506 by examining the
redemption coupon.

The specification does not define the format of the redemption coupon. It is
for proprietary definition by the service server 506 and need not be published by the
service server 506. All that the service client 502, 520 needs to do is to include it in
its next service request to the service server 506. Authentication of the redemption
coupon is purely at the discretion of the service server 506 that issued it. For
example, the service server may verify the integrity of its coupon token using
cryptography technology (e.g., encrypted by a private key known only to the service
server XOR with dynamic content data). Not defining the format of the redemption
coupon enables flexibility in how a service server 506 validates the correctness and
integrity of the redemption coupon. The redemption coupon may be time expired by
the issuer (e.g., service server gives up waiting for the next service request from the
coupon recipient and cancels the transaction).

Each service request specifies prerequisite conditions for acceptance, which
when reached are reflected in the redemption coupon. A redemption coupon is
therefore also cumulative, with each subsequently generated redemption coupon
earning more mileage, if the previous one is not used. Service request prerequisite
condition check processing can be defined and published in two modes. Firstly, the
service server 506 can generate for the client, one of a set(s) of selected service
server event(s). This permits restriction of acceptance of a service request only with
prior occurrences of selected events for the service client 502, 520. These events
may only be the result of appropriate processing of prior selected service request(s)
from the client 502, 520. Secondly, the client may have accumulated sufficient points
from prior events. Cumulated points are tracked by the service server 506 via the
returned redemption coupons. The redemption coupon format may be published by
the service server 506 to provide instructions to developers of the client application.
The above “mileage earned by coupon recipient” can be represented in the
redemption coupon by the service server 506. The mileage earned by the service
client 502, 520 is reset at the discretion of the service server 506.

In the service specification, each service request is defined with its own set
of data elements. Also, each service server event (event ID) is defined with its own
set of data elements. The data elements enable data transfer, beyond what is in the
basic common basic definition, to and from the service server 506 and its clients 502,
520. If the service client 502, 520 needs to get data (e.g., a purchasing coupon) from
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one service server and pass it in a service request to another service server, the data
elements provide the vehicle for doing so. This case however requires a special

- arrangement between the two service servers as to the format and content of the data

elements (e.g., private security schemes between the two servers). Encryption of any
data element, if required, is specified by the service server in the service
specification. Unsolicited service server events may be published by the service
server 506 for posting new keys (encrypted in the predefined keys) to service clients.
The data elements may be used to contain executable scripts. Such data elements are
likely to be included in the generation of the digital signature.

In the service specification, digital signatures are preferably used to verify
authenticity of service request and server event messages. They are used to
authenticate the source of a message, detect tampering of a message, and detect
unauthorised/illegal recording or playback of redemption coupon by unauthorised
service clients.

As mentioned hereinbefore, a service request may also result in recurring
events. Therefore, recurring service server event messages are used (e.g., one per
card insert in response to an open-for-card-transactions service request from a service
client). As part of processing of each service request, the service specification
assumed by the client is also compared with what is actually supported by the service
server to ensure synchronisation of service specification assumptions.

In the service specification, a service client 502, 520 is expected to timeout
while waiting for a service server event, if necessary.

Also, there is not any direct reference to any devices or their functions in the
service specification. A display service indirectly uses the display device 510 in a
manner allowed by the service server 506. This offers the service server 506
flexibility in choice of configuration of devices 510 to be used to perform a service
request.

In the service specification, a service server event may occur only after the
occurrence of a physical event (e.g., insertion or removal of a consumer card).

The service specification does not define the network message formats and
flows for requesting a service and getting the results of processing a service request.
Thus, it is left open to the middleware 504 to provide the communication,
handshaking, guaranteed delivery, etc, between the service server 506 and the service
client 502, 520. For example, a service server event may be communicated via an
asynchronous message from the service server 506, using optimisation strategies
selected by he middleware.
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As mentioned above, the service client 502 (e.g., a downloaded Java applet)
may execute locally in the same terminal or computer as the service server 506.

Thus, the service specifications cover a full spectrum of messaging
requirements. However, other implementations may optionally practice only a subset
of the specifications. For example, the digital signature/encryption of data elements
may be skipped if the network is secured, or the client ID and the server ID may be
skipped if the middleware 504 takes care of client and server routing and
authentication.

Exemplary Communication Scenarios
Fig. 6A is a flow diagram illustrating one scenario of communications

between a service client 502, 520 and a service server 506. Again, the service client
502 may be a downloaded applet executing on the terminal. Processing commences
in step 602 by the service client 502, 520 sending a service request 604 to the service
server 506. The service request 604 includes a client context token 1. The service
server 506 responds to the service request 604 in step 606. In step 606, the service
request 604 is validated for supported service and matching service specifications.
Also, the client is validated/authenticated, the service request message including its
redemption coupon is validated/authenticated. If the service request 604 is rejected, a
service server reject event 608 is transmitted by the service server 506 to the service
client 502, 520. The service server reject event 608 plays back the client context
token 1, and ends processing of the service server 506. Otherwise, if the service
request is accepted by the service server 506, processing continues at step 610. In
step 610, the context is retrieved from the service request 604. In this step, operation
guidane and interaction are provided, if necessary, and multiple asynchronous
operations occur in relation to the terminal devices. The service server 506 then
sends a service server event (solicited) 612 to the service client 502, 520. The
service server event 612 includes a redemption coupon A, and plays back the client
context token 1. The service server event (solicited) 612 may be a single, multiple,
or recurring event. Upon receipt of the service server event 612 by the service client
502, 520, the service client 502, 520 validates/authenticates the service server event
message including its server ID and its client context token, then sends a further
service request in step 614 to the service server 506. This further service request 616
includes a client context coupon 2 and plays back the redemption coupon A,

The process of communications then continues in accordance with steps 606
and 610 with reference to the first service request 604.

Y
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=l 10! server 506 and the service client 502, 520. Processing commences in step 652 where
the service server 506 sends a service server event 654 to the service client 502, 520.
The service server event (unsolicited) 654 includes a redemption coupon B. Upon
receipt of the service server event 654 by the service client 502, 520, a service
request is sent to the service server 506 in step 656. The service request 658 includes
a client context token 3, and plays back redemption coupon B. In step 660, the
service server 506 validates the service request for supported service and matching
service specification, and also validates/authenticates the client and the service
request message including its redemption coupon. If the service request is rejected by
the service server 506, a service server reject event 662 is sent to the service client
502, 520, which plays back the client context token 3. Otherwise, the processing of
the service server 506 continues at step 664. In step 664, the context is retrieved,
and operation guidance and interaction, if required and asynchronous operations may
occur. The service server 506 then sends a service server event (solicited) 666 to the
service client 502, 520. The service server event 666 includes a redemption coupon
C, and plays back the client context token 3. The service client 502, 520
validates/authenticates the service server event message including its server ID and its
client context token, then sends a service request in step 668 to the service server
506. This further service request 670 includes a client context token 4, and plays
back the redemption coupon C.

Fig. 6C illustrates a third exemplary message scenario between the service
server 506 and the service clients 502, 520. The service server 506 sends an
unsolicited service server event in step 672 to the service client. The service server
event (unsolicited) 674 may be a server status message, key posting message, etc.,
and may have a redemption coupon.

The middleware 504 may build additional messages on top of those in the
scenarios of Figs. 6A to 6C for message integrity, synchronisation, guaranteed
message delivery, etc. It may also present the same information in different formats.

Processing of A Service Request in Service Server
Fig. 7 is a flow diagram illustrating an example of processing of a service

request in the server 506. Processing commences in step 700. In step 702, the next
service request is obtained from the client or an internal job queue. In the latter
event, internally generated service requests from the internal queue generate
unsolicited server events. In decision block 704, a check is made to determine if the
client is valid. If decision block 704 returns false (no), a rejected event is posted at
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digital signature if available would be used here. If decision block returns false (no),
a rejected event is posted at step 710. Otherwise, processing continues at decision
block 712. In decision block 712, a check is made to determine if the coupon for
redemption is valid. This may involve matching the context ID, checking if another
service request with the same context is in progress. If so, a check is made to
determine if it is allowed for the service request. A check may also be made to
determine if prerequisite conditions have been met. If decision block 712 returns
false (no), processing continues at step 714 and a rejected event is posted.

Otherwise, if decision block 712 returns true (yes), processing continues at step 716.
In step 716, the rest of the service request message is disassembled. This may
involve extracting service request data elements, decrypting selected ones, and saving
a client context token, if any. Processing then continues at decision block 718.

In decision block 718, a check is made to determine if the service request is
part of an existing context. If decision block 718 returns true (yes), processing
continues at step 724. In step 724, the context control b}ock is retrieved. Processing
then continues at step 726. Otherwise, if decision block 718 returns false (no),
processing continues at decision block 720. In decision block 720, a check is made to
determine if required resource(s) are available. If decision block 720 return false
(no), processing continues at step 722 and an event is posted. Otherwise, if decision
block 720 returns true (yes), processing continues at step 726.

In step 726, processing specific to the service request is carried out with
respect to the service request state. Operation guidance and interaction may be
provided, where required. Processing then continues at decision block 728. In
decision block 728, a check is made to determine if this is a new context. If decision
block 728 returns true (yes), processing continues at step 730. In step 730, a new
context ID is assigned for the coupon, and a new context control block is created.
Processing then continues at decision block 732. Otherwise, if decision block 728
returns false (no), processing continues at decision block 732.

In decision block 732, a check is made to determine if there is a redemption
coupon for the client. If decision block 732, returns false (no), processing continues
at step 736. Otherwise, if decision block 732 returns true (yes), processing continues
at step 734. In step 734, a redemption coupon is created. Processing then continues
at step 736.
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In step 736, an event message is assembled. In step 738, a service server
event is posted. In decision block 740 a check is made to determine if processing has
ended for the service request. If decision block 740 returns false (no), processing
continues at step 726.
Otherwise, processing continues at decision block 742. In decision block
742, a check is made to determine if the end of the context has been reached. If
decision block 742 returns true (yes), processing continues at step 744. In step 744,
the context control block is deleted. Processing then continues at step 746.
Otherwise, if decision block 742 returns false (no), processing continues at step 748.
In step 748, the context control block is saved. Processing then continues at step

746. In step 746, processing of the service request terminates.

Processing of Service Server Event in Service Client
Fig 8 is a flow diagram illustrating an example of processing of a service

server event at a service client that is network centric. Processing commences in step
800. In step 802, the next service server event is obtained from the service server.
In decision block 804, a check is made to determine if the service server is valid. If
decision block 804 returns false (no), error processing is carried out in step 806.
Otherwise, processing continues ai decision block 808. In decision block 808, a
check is made to determine if the server event is valid. This may involve checking to
determine if the event message including the client context token is valid and has not
been tampered with, the source is authenticated, etc. The digital signature, if
available, is used here. Again, if decision block 808 returns false (no), error
processing is carried out in step 810. Otherwise, if decision block 808 returns true
(yes), processing continues at decision block 812.

In decision block 812, a check is made to determine if the service server
event is unsolicited. If decision block 812 returns true (yes), processing continues at
decision block 816. Otherwise, if decision block 812 returns false (no), processing
continues at step 814. In step 814, the context is retrieved using the client context
token. Processing then continues at decision block 816.

In decision block 816, a check is made to determine if a redemption coupon
is available. That is, a check is made to determine to determine if a coupon is
available to subsequent redemption by the service client at a service server. If
decision block 816 returns true (yes), processing continues at step 818. In step 818,
the redemption coupon is saved for later use. Processing then continues at step 820.
Otherwise, if decision block 816 returns false (no), processing continues at step 820.
In step 820, the event is processed. This may involve extracting event data elements
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and decrypting selected ones of them. Processing then continues at decision block
822,

In decision block 822, a check is made to determine if the next service -
request is to be submitted to the service server. If decision block 822 returns false
(no), processing continues at decision block 826. Otherwise, if decision block 822
returns true (yes), processing continues at step 824. In step 824, a new client context
token is created and a service request is submitted to the service server. This may
involve generating a client context token, assembling data elements (including
encrypting selected ones), obtaining a redemption coupon that was saved earlier, and
building a digital signal signature. Processing then continues at decision block 826.

In decision block 826, a check is made to determine if the service server
event is an unsolicited one. If decision block 826 returns true (yes), processing
continues at step 830. Otherwise, if decision block 826 returns false (no), processing
continues at step 828. In step 828, the existing client context that had been associated
with the processed service server event is deleted, and processing then continues at
step 830. In step 830, processing of the event terminates.

Only one embodiment of the invention has been described. However, it will
be apparent to those skilled in the art that modifications and/or changes can be made
thereto WithOl'.lt departing from the scope and spirit of the invention.
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CLAIMS:
1. A method of communicating between a service server and at least one

—

service client in a network, said method comprising the steps of:

publishing a service specification of said service server which uses a mix of none,
or 1 or more of standard or non-standard devices, said service specification being defined in
accordance with a service specification model for a service server in said network;

submitting a service request by said service client, said service request defined in
accordance with said service specification model; and

either generating a solicited service server event by said service server, in response
to said service request, or generating an unsolicited service server event by said service
server, said service server event defined in accordance with said service specification model
and incorporating a redemption coupon.

2. The method according to claim 1, wherein said service specification
model defines a framework of semantics for modelling message formats and flows between
said service server and said service client, both of which are independently developed with
respect to each other.

3. The method according to claim 1, further comprising the step of
incorporating a client context token in said service request.

4, The method according to claim 1, further comprising the step of playing
back said client context token in said solicited service server event.

5. The method according to claim 1, further comprising the step of
incorporating said redemption coupon in said solicited service server event or said
unsolicited service server event.

6. The method according to claim 5, wherein said redemption coupon
contains information from said solicited service server event relating said service request to
another service request.

7. The method according to claim 5, wherein said redemption coupon
contains information from said service server to enable said service server to later
determine if one or more prerequisite conditions for accepting a service request have been

satisfied.
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conditions comprises at least one of the group consisting of:

a set of service server events, where acceptance of said service request by said
service server occurs with prior occurrence of one or more events of said set for said
service client; and

accumulated mileage points from one or more prior service server events, where
said accumulated points are reset when said redemption coupon is used.

9. The method according to claim 7, further comprising the step of
submitting another service request by said service client in response to said server event,
said another service request including said redemption coupon.

10. The method according to claim 9, further comprising the step of
determining, by said service server, a client context for processing said another service
request by using said redemption coupon of said another service request.

11. The method according to claim 1, further comprising at least one of the
group of steps by the service server consisting of:

validating said service request for a supported service and matching service
specification of said service server;

validating and/or authenticating said service client; and

validating and/or authenticating said service request message including its
redemption coupon.

12. The method according to claim 1, further comprising at least one of the
group of steps by the service client consisting of?

validating and/or authenticating said service server event message by said service
client;

validating and/or authenticating said service server.

13. The method according to claim 1, wherein said service client
implemented in a computer system implementing said service server.

14. The method according to claim 13, wherein said service client is
implemented using application software downloaded to and executed by said computer
system.

15. A system for communicating between a service server and at least one
service client in a network, said system comprising:

means for publishing a service specification of said service server which uses a
mix of none, or 1 or more of standard and non-standard devices, said service specification
being defined in accordance with a service specification model for a service server in said
network;
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service server, said service server event defined in accordance with said service

specification model and incorporating a redemption coupon.

16. The system according to claim 15, wherein said service specification
model defines a framework of semantics for modelling message formats and flows between
said service server and said service client, both of which are independently developed with
respect to each other.

17. The system according to claim 15, further comprising means for

A

incorporating a client context token in said service request.

18. The system according to claim 15, further comprising means for playing
back said client context token in said solicited service server event.

19. The system according to claim 15, further comprising means for
incorporating said redemption coupon in said solicited service server event or said
unsolicited service server event.

20. The system according to claim 19, wherein said redemption coupon
contains information from said solicited service server event relating said service request to
another service request and also contains information from said service server to enable
said service server to later determine if one or more prerequisite conditions for accepting a
service request have been satisfied.

21, The system according to claim 20, further comprising means for
submitting another service request by said service client in response to said server event,
said another service request including said redemption coupon.

22, The system according to claim 21, further comprising means for
determining a client context for processing said another service request by using said
redemption coupon of said another service request.

23. A computer program product comprising a computer readable medium
having a computer program recorded thereon for communicating between a service server
and at least one service client in a network, said computer program product comprising:

computer program code means for publishing a service specification of said
service server which uses a mix of none, or 1 or more of standard and non-standard
device(s), said service specification being defined in accordance with a service

specification model for a service server in said network;
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means for submitting a service request by said service client, said service request

defined in accordance with said service specification model; and

means for either generating a solicited service server event by said service server,
in response to said service request, or generating an unsolicited service server event by said
service server, said service server event defined in accordance with said service
specification model and incorporating a redemption coupon.

24, The computer program product according to claim 23, wherein said
service specification model defines a framework of semantics for modelling message
formats and flows between said service server and said service client, both of which are
independently developed with respect to each other.

25. The computer program product according to claim 23, further comprising

e,

means for incorporating a client context token in said service request.

26. The computer program product according to claim 23, further comprising
means for playing back said client context token in said server event.

27. The computer program product according to claim 23, further comprising
means for incorporating said redemption coupon in said solicited service server event or
said unsolicited service server event.

28. The computer program product according to claim 27, wherein said
redemption coupon contains information from said solicited service server event relating
said service request to another service request and also contains information from said
service server to enable said service server to later determine if one or more prerequisite
conditions for accepting a service request have been satisfied.

29. The computer program product according to claim 28, further comprising
means for submitting another service request by said service client in response to said
server event, said another service request including said redemption coupon.

30. The computer program product according to claim 29, further comprising
means for determining a client context for processing said another service request by using

said redemption coupon of said another service request.



