1 00\

102— |

1/5

\

/
108
Memory 206
Modules/Routine 208 » [ Second Detection
Data 210 Module 218
-
NETWORK 106
0(0 o o O\o
104-3 104-N



1 OZw

2/5

Processor(s) 202

I/O Interface 204

Memory 206 \
Modules/Routine 208
. : —
Integration Module First Detection
212 Module 214
User Action Tracking Central Module
(UAT) Module 216 220
Other Module 222 )
- /
4 Data 210 )
Integration Data First Detection
224 Data 226
User Action Tracking|| Second Detection
Data 228 Data 230
Central Data 232 Other Data 234

\

=7

FIG. 2

Computing Device
108

Second Detection
Module 218




3/5

300\

302/

Integrating a user action tracking (UAT) module into a plurality of global keystroke and
mouse hooks of an operating system (OS) through an integration module

v

304/

Detecting a plurality of user action events initiated by a user through a first detection
module to generate a first detection data

v

306/

Capturing a foreground application process Identifier (ID) on detection of the user action
events through the User Action Tracking (UAT) module to generate a software signal
based on the first detection data

v

308/

Recording the plurality of user action events and the application process Identifier (ID)
into an Operating System (OS) logging facility through the User Action Tracking (UAT)
module

v

310/

Detecting a plurality of hardware inputs pertaining to a keyboard and a mouse through a
second detection module to generate a second detection data

v

312/

Recording the second detected data and an operating system (OS) instrumentation
service through the computing device to generate a hardware signal

v

314/

Determining a physical interaction of the user based on the software signal received
from the user action tracking (UAT) module and the hardware signal received from the
computing device through a central module
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