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prescription. All of these examples require the individual to know their own current

location or that of someone else. To date, we all rely on asking for directions, calling
someone to ask their whereabouts or having workers check-in from time to time with
their position.

[0003]  Location-based services are an emerging area of mobile applications that
leverages the ability of new devices to calculate their current geographic position and
report that to a user or to a service. Some examples of these services include local
weather, traffic updates, driving directions, child trackers, buddy finders and urban
concierge services. These new location sensitive devices rely on a variety of
technologies that all use the same general concept. Using radio signals coming from
known reference points, these devices can mathematically calculate the user's position
relative to these reference points. Fach of these approaches has its strengths and
weaknesses based on the radio technology and the positioning algorithms they

employ.
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[0006] Assisted GPS is a newer model that combines both GPS and cellular tower
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techniques to produce a more accurate and reliable location calculation for mobile
users. In this model, the wireless network attempts to help GPS improve its signal
reception by transmitting information about the clock offsets of the GPS satellites and
the general location of the user based on the location of the connected cell tower.
These techniques can help GPS receivers deal with weaker signals that one
experiences indoors and helps the receiver obtain a 'fix' on the closest satellites
quicker providing a faster “first reading”. These systems have been plagued by slow

response times and poor accuracy --greater than 100 meters in downtown areas.
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reference locations. Because individuals voluntarily supply the data the systems
suffer a number of performance and reliability problems. First, the data across the
databases are not contemporaneous; some of the data is new while other portions are
3-4 years old. The age of the access point location is important since over time access
points can be moved or taken offline. Second, the data is acquired using a variety of
hardware and software configurations. Every 802.11 radio and antenna has different
signal reception characteristics affecting the representation of the strength of the
signal. Each scanning software implementation scans for Wi-Fi signals in different

ways during different time intervals. Third, the user-supplied data suffers from
3
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every square foot of the campus to measure radio signal propagation. They also

require a constant network connection so that the access point and the client radio can
exchange synchronization information similar to how A-GPS works. While these
systems are becoming more reliable for these indoor use cases, they are ineffective in
any wide-area deployment. It is impossible to conduct the kind of detailed site survey
required across an entire city and there is no way to rely on a constant communication
channel with 802.11 access points across an entire metropolitan area to the extent

required by these systems. Most importantly outdoor radio propagation is
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Fleet management <10 meters 95% of the time

Indoor asset tracking < 3 meters 95% of the time
Summary

[0012]  The invention provides methods and systems of continuously optimizing
data in WiFi positioning systems. For example, data is monitored to infer whether a
WiFi access point has moved or is new. In this fashion, data is continuously
optimized. Likewise, suspect data may be avoided when determining the position of
the WiFi-enabled device using such a system.

[0013] Under one aspect of the invention, a location-based services system uses
5
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<10 nmeters 95% of the time I ndoor asset tracking < 3

rreters 95% of the time Summary [0012] The invention

B SRR o S T Rotsn PR 4t Yargs o indicate

eééﬁé'fﬁéﬁa WalBit s céss point hhomeded @ldtiveas 1m:bmvit&rslyareWrEed location. A
access gm nt has noved or is new In this fashion,

dWiBi-¢ngbleddevica semmpnisgtes Withe Wik aoegspipomts wiilpapsgaf the Wiki-
ﬁ%bﬁﬁ d@f%é g@ PPN a@beﬁg gBﬁx‘?s ROy 1R Qi vels N reference

enabl evice Uusing suc system “[0013] Under
adreataspBiccabed toabian arfvoimationspkdtyng e nedoateddosationiforeach
system usesW Fi - enab) ed devi ces mnni(%ﬁﬁjre1 W Fi .af:cests .
e WiTh agcgsyRRinin i 126" Atk I8 TR Capiog Rformation i
el ?%' 6%911 of tﬂ%%sé'f@é’@w 1F€£&Eés\’;ﬁ)1ﬁt9 i EhjiicEvh M predefined rules
recor de ocat i on. Fi -enab devi Ce conmunicat es
vﬁotiinfevmethac aieelssep\@d 1\ §1m¢dss pomah@emovedt nglative to its recorded

Fi ena evi c t hat .obser v Fi.
gl of eretrcates Baibage i raneiet he a7 653 BpRRLAL Wirs
t&c@ﬁtp%hﬁ thaﬁﬁ@fn@a%dd% hapeflok¥d.ng a recorded Iocat| on
for each observed WFi access point in the targ

ali0834] Th éJnd@t mcmhfa appashof &8 YNGR Rk losaflqnsb%g@ aermps system

each YRt

e LB ARE U S M PRIFP BRSO 1RG40 i
Wit th@CCWaBi ELB:@bSBtpoiTESS navigcbbsatvad.i MeWili-dntbsled dem‘cded

| ocation. The_ reference database is i for‘&e}g bigd

| RERRIgalgs WaRWY B aeeseROINSHVIthp faee Ingfiabled device so
It LeSHsedelt ‘Wﬁ@ﬁ@cc (ﬁﬁlts 1&&%%&&6%@%5 apqbReincE ARABAseqs

e 1 nventi on, a 1 oNn ased services syst em uses
\iicEessed abd)taalmdeﬁmmmn spenifying arresnrfied leatéansfop eraltabspryed Wiki

a%ctc%g%%;ntg% t@xéga arﬁa S@éi;erg%gg\h Er cgg%é\r pE)Iéntsa ESSoRcIP Rle N ference
database has no information specifying a corresponding recorded location are
identified. The recorded location information for each of the observed WikFi access
points is used to calculate the position of the WiFi-enabled device. The reference
database is informed of the WiFi access points (for which there was no information in
the database) and is provided the calculated position in conjunction therewith to serve
as location information for the newly-observed WiFi access points.

[0015]  Under another aspect of the invention, a location-based services system for
WiFi-enabled devices calculates the position of WiFi-enabled devices. A WiFi-
enabled device communicates with WiFi access points within range of the WiFi-
enabled device so that observed WiFi access points identify themselves. A reference
database is accessed to obtain information specifying a recorded location for each
observed WiFi access point. The recorded location information for each of the
observed WiFi access points is used in conjunction with predefined rules to determine
whether an observed WiFi access point should be included or excluded from a set of

WiFi access points. The recorded location information of only the WiFi access points
6
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[0016] Fn the“drawm ng, Figure 1 depicts certain
earlodi nents of a W-Fi positioning system Figure 2
depi cts an exenplary architecture of positioning
software according to certain epbodi nts.of the
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in certain client device centric
Detailed Description

[0017] Preferred embodiments of the present invention provide a system and a
methodology for continuously maintaining and updating location data in a WiFi
positioning system (WPS) using public and private 802.11 access points. Preferably,
clients using location data gathered by the system use techniques to avoid erroneous
data in determining the Wi-Fi positions and use newly-discovered position
information to improve the quality of previously gathered and determined position
information. Certain embodiments communicate with the central location Access
Point Reference Database to provide the location of newly discovered access points.
Other embodiments notify the central location Access Point Reference Database of

access points whose readings fall outside the bounds of what should be expected,
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enbodi nents; Figure 4 depicts the data transfer
process in certain network centric enbodi nents; Figure

wo 20086 the data flows for the quality filteei/ng2oa6a06041

feedback process; and Figure 6 depicts the operation
of the Adaptive Filter in certain enbodi nents.
Detai |l ed Description [0017] Preferred enbodi nents of
the present invention provide a systemand a
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\%Big]enal?}n gr gr?evei:m eo 11t'r.1ie1|1ti ozfi tﬁg invention, a WPS client device scans for
access points to determine the physical location of the WPS client device, then it
calculates the quality of the current access point locations in the Access Point
Reference Database by comparing the observed readings against the recorded readings
in the database. If the client determines that the observed readings fall outside the
bounds of what should be expected based on the recorded readings, then the access
point is marked as suspect. That suspect reading is logged into a feedback system for
reporting back to the central location Access Point Reference Database.
{0020] Under another embodiment of the invention, a WPS client device filters
identified suspect access points out of the triangulation calculation of the WPS client
device in real time so as not to introduce bad data into the location calculation.

[0021] Under another embodiment of the invention, a WPS client device scans for

access points to determine the physical location of the device and identifies access
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such services. In the present case, new techni ques are

di scl osed for continuously nonitoring and i nproving
waeoh/ogiss@, for exanpl e by users detecting newe@rUs®®e6/006041

points in a target area or inferring that access

poi nts have noved. The present techni ques, however,
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the incorporated patent applications. |Instead those
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(55 EOREn 1 P MRt IS5 PSRRIV B BHLLY Of he Actess
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[0025]  Figure 1 depicts a portion of a preferred embodiment of a Wi-Fi
positioning system (WPS). The positioning system includes positioning software
[103] that resides on a user-computing device [101]. Throughout a particular
coverage area there are fixed wireless access points [102] that broadcast information
using control/common channel broadcast signals. The client device monitors the
broadcast signal or requests its transmission via a probe request. Each access point
contains a unique hardware identifier known as a MAC address. The client

positioning software receives signal beacons or probe responses from the 802.11
9



to downl oad the | atest access point data. The WPS

client device also uploads all feedback data about
woewipsosbser ved access points and suspect acceBGT/US2006/006041

points. This data is then fed into the central

| ocati on Access Poi nt Reference Database processing to

recalibrate the overall system [0023] Under anot her

enbodi nent of the invention, a network centric WPS

clhent device di i61R5n8 B8Mpnting devi
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uaR PR s mgeion iRy B proptE SRR aRe M o Bifuser for example,
d84hd BierbAVE i ORcATAVAPPECAIH RIS %@Q%I.?i $rads pbétioning
ensure that the Access Point Reference tabase i s

softivatrefur ithegloeatibnad|tiie doviceratitiel pagsicelar @ramenépi herdgcation

posi.tioni ng,dat.a that continuall L

kRl gd o et P S Seme et B GRIRhE LR 1 second
abl eimpleyVerans tRicotiéahaaesk addier applidatipn of utde Access

Poi nt Reference Database inproves because infgr mat i on

i[A02He ddn Hignse2.Be lpsaternepnhsreon makkieneayest phppsitioning
SR ARS8 5 RSB A TR TRS
Sdesdraving which desesp psints ;0 sunpestdfetavse ¢hd di8ivet ldata does not

resi des on a user-c utin evice [1 .. _Thr haut
FRFESRANP thespes eaon fhabe ﬁ&fﬁé@%@%ﬁ%ﬁfﬁr-eﬁgﬁmmﬁm on
M idati @fo ptimde th
e pRRL ks LI 12 QRO A Spp RN Floclfo bptie the
desitive infominaosin the Algeesa Poin Ref¢rgnes| Daspbase gifleastis r¢al sime or at

trangn\jﬁsg on via a probe request. Each access point
SOREAAYTE "B uni que hardware identifier known as a MAC

J00283SS . IT iR cahbcdtheR @Spictedin Figio D] thaleration applécation or service
si gnal beacons or probe responses fromthe 802.1

Ta@esssinitresibe searnpriRgel. rdcl mrked isean fqEcsyelfng SHPd I radio
BTG e ORI P Bt IR BGL S 8
[ 12026 [ 208 evifhiss kdnigen Argordfet toahe80% 1 Mpetacioh ¢lbseraccess points in
grggg%)tecgf adperggei: Leq\lllm.estt r\;vifl %‘fagsrneur% %%rga%cast beacon containing information
about the access point. That beacon includes the MAC address of the device, the
network name, the precise version of the protocol that it supports and its security
configuration along with information about how to connect to the device. The 802.11
radio collects this information from each access point that responds, calculates the
received signal strength (“RSS”) of each access point observed, and sends the
identification and RSS information back to the scanner.
[0029] The scanner passes this array of access points to the Locator [206] which
checks the MAC addresses of each observed access point against the Access Point
Reference Database [205]. This database can either be located on the device or

remotely over a network connection. The Access Point Reference Database contains
10



Figure 2, which depicts exenplary conponents of

positioning software 103. Typically, in the user
walenwogi3ssrbodi ment of Figure 1 there is an appPCT/EE20061006041

or service [201] that utilizes |location readings to

provi de sonme value to an end user (for exanple,

driving directions). This |location application nmakes a

request of the positioning software for the | ocation
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the Access Poi nt ) ) . .
Smoothing engine [209] which averages a past series of location readings to remove

any erratic readings from the previous calculation. The adjusted location data is then
sent back to the Locator.
[0030] The calculated location readings produced by the Locator are
communicated to these location-based applications [201] through the Application
Interface [210] which includes an application programming interface (API) or via a
virtual GPS capability [211]. GPS receivers communicate their location readings
using proprietary messages or using the location standard like the one developed by

~ the National Marine Electronics Association (NMEA). Connecting into the device
using a standard interface such as a COM port on the machine retrieves the messages.

Certain embodiments of the invention include a virtual GPS capability that allows any
11



Ref erence Dat abase [205]. This database can either be

| ocated on the device or renptely over a network
wa@oestssen. The Access Poi nt Ref erence Dat abaBeT/US2006/006041

contai nsthe raw 802. 11 scanning data plus the

cal cul ated | ocation for each access point that is

known to the system Figure 5 describes the access

poi nt eval uation process in nore detail. The list of
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APﬁ’é érﬁ&;thﬂ@ algorithms include simple position averaging as well as advanced

Bayesian logic including particle filters. The velocity algorithms calculate device

'{sgiocation

speed by estimating the Doppler effect from the signal strength observations of each

access point.

Optimizing the guality of current access point data

[0032] The Quality Filter [207] component compares the data from the observed
access points against the known access points in a local or remote Access Point

Reference Database. For those observed access points whose MAC address is located

12



Interface [210] which includes an application

programm ng interface (API) or via a virtual GPS
w@apalosissey [ 211]. GPS receivers conmuni cat e tPET/1S2006/006041

| ocati on readi ngs using proprietary nessages or using

the location standard |ike the one devel oped by the

Nati onal Marine El ectronics Associ ati on ( NVEA).

Cbnnecting into the device using a standard interface
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poi nts observed at that noment. .
[0034]  If the distance of any individual access point to the reference point is
calculated to be more than a given distance, it is ruled as a suspect access point and
recorded in the Feedback File to be sent back to the Access Point Reference Database.
Those suspect access points are then removed from the list of access points used to
calculate the location of the user device.

[0035]  Identifying suspect access points for a client device when there is a history
of user movement is based on the previous location of the client device. An

exemplary implementation of this determination is shown in Figure 6. In an

embodiment where there is location history, the client device location calculation is
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The snoot hing al gorithns include sinple position
averagi ng as well as advanced Bayesi an | ogi c incl udi ng
w@anoziogizses filters. The vel ocity al gorithns cal BOi/asmo6/006041
devi ce speed by estimating the Doppler effect fromthe

signal strength observations of each access point.
Optim zing the quality of current access point data
[0032] The Quality Filter [207] conponent conpares the
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cloutstier twaf fat e, arthe suinpuimnenbenpbigaiifed drseyaronKa elocate a user
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HSie 358080 Rl BRI AR B 8k prm e
CRRSHALHRE sae Witethe WEhasem Residl@6f dikahbe Wingast of access
cluster of access points is used as the reference

nmnms within {has distanpei abava e anigivaie sU B RSO gecessary
ﬁf‘ e fe %Elgﬁiq?ga?lpg%tﬁgﬁ f'cheé)xp LmWabRcd Nattinthad Cleo&fxample

ess poi n east one nobre access pol nt
I m vxelfmdcﬂwesaoeesslmsrﬁs twhich aze Wllﬂmsit(bi_ndte_rschfethc pbriet xendling, then we
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B 5 MR LSRR B GHEE R et o e
AUE G QleQfce 2 TNR] Ackdsypodit chin®Be maammﬁh fiesmaximum threshold of
distance [604] from the previous location, then no location is calculated.

[0036] The positioning software continues to attempt to locate the device based on
its previous location up to a maximum given duration of time. During this timeout
period, if no location can be determined, the maximum threshold of distance is
adjusted using the calculated velocity of the device. If the vehicle is known to
accelerate at a maximum of 6 m/s/s and it was previously calculated as traveling at 20
mph, then it would not possible be more than 42 meters away from the last location
two seconds later. This 42 meter distance limit is used to adjust the outer boundary of
the distance threshold if the earlier time period adapter filters did not work. If it is too
difficult to calculate the actual velocity of client device, then 2 maximum velocity

threshold is used. If any access point is calculated to be more than the maximum
14



[0034] If the distance of any individual access point

to the reference point is calculated to be nore than a
w@Rawensdsst ance, it is ruled as a suspect acceBGI/pSiNG/006041

and recorded in the Feedback File to be sent back to

the Access Poi nt Reference Database. Those suspect

access points are then renoved fromthe |ist of access

points used to cal cul ate the |ocation of the user
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Tieof MIRPOMEAE 28438 p6int M’Gﬁtfdhslaioﬂgs\ﬁ!ﬂh ﬂiéui Iémbtﬁey&gnal

suspect access points, is changed dynani cal |y based on

tstrengibprbeg caleulaies & dxjitydsi wgonﬁmde@i@gcm p dtorizgnig} Position
%I C@H@ r}lé(te P thceaac?l#J (Br At %a{t %r{?ént} kt‘f‘le ‘Elllér%ﬂklttl% process

ere ore ptive er’ cont al

faagt takeés, infb) conbiderakioh priot msﬁhﬁfs tohdd edditioed faereeshe scanning in
points to | ocate a user de%béﬁf and 2) the m ni mum d
SR PR YGT SR SR AR PO IPHRE %ﬁ&a&eﬁt BfcEisotts we provide

é mé‘xgtﬂgﬂ D %%%Hﬁhﬂ 8 hdrk %fﬁfabi%t Rt Bﬁreﬂréﬁbetﬂb@nt@t@éMte against.

res St ance. mber of access p0|nts
vﬁlmt'a avcedsgtoints sammoee aisanamm% Pokigioming Safrvare mvet acgpunt for the

cess point nec a te the c
haam RSN e rsronne Rbialt Sl e pp paicutaed
ﬁ@éaﬁ%&&%@ﬁideresﬁlﬁ vne,?cfsam Hun¥eeds O Bfhsdels BF snilbiaghyar
Wi t hi meters the prior _reading, then we filter

d093$i| | 6@@1@%@@6@@@@% apoiaidiscgided cempletddyy Bothgptheipewly
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Uliffedent dreribites intiontingives suspeapalesding diedesverr $o determine whether fo

consi dered .or. the maxi num accept abl e di stance
move the official location of that access point or just keep it on hold until its new

location can be verified. By keeping it on hold, this access point will not corrupt any

other user's location calculation.

Adding new access point data

[0039] Observed access points found in the Access Point Reference Database of
known access points are used to calculate the location of the client device after the
elimination of suspect access points. Observed access points whose MAC address are

not found in the Access Point Reference Database represent new access points
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I's reached, and then the access points within the
threshol d di stance are used to | ocate the user device.

wo toonossscess poi nt can be | ocated within the PERUANG/006041
threshol d of distance [604] fromthe previous
| ocation, then no location is calculated. [0036] The
positioning software continues to attenpt to | ocate
the device based on its previous location up to a
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%)Bfn@ssﬁlﬁ gl indhSkRRAEAbCes@HbinG Refbrerme Miptatage amladdéditoetie
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m@agy SREH SECHACESH PO i PUTFRAS %F“P‘ib deplyyegn S YigHteY sttice the
' ' feet. | Thik is msito?Rndhd &dse dhé to the
?%@gfgfsgcu ééatgﬁ{ (e@latg‘tb’ %ﬂi\?%lf%git tri);hlofs cl.isent nde\(i ge, _
trdysd eRpamBicrof (Wi, doiother bhseeshioicdesspointarpy hefsitaatpd deep in the

access, poi, S | cul at ed.t o be ne,t :
S PHEaR R BF SEEIEIost Hday R i AR U asesss point from
R sgfeet. | AndtBerBlakfie Rhat aH RS poidthaly ®8 deshiddu drea high floor
Feedback File. If "no access point can be_ |oc

t ed
wit atalhbuilsingreXhesamredss painimasobe difécud @tdsﬁégach%“ on the
t he ti.meoyt peri.od ive fii i h
o WEEEI S0 DB R BB B LM R s
FRtedBHenas ihebudding byQrshisSndoyt arabat cared theshuilding etk t o
the clustering filter described preyjous| e Real - Ti ne

[

EDP40r | nBy drvisgshreistent celsexpandit @ thggasych g pprage area of

¢ | i it B WRmgs. Tt also
R e R
lloeeides it large nuseer bhndw hargupeints thitaraidsplexedsysin dayrpcross
[502]. The inputs to the triangulation algorithmare
ttheWe8¢- of valid access points returned fromthe
Quality Filter [207]. The triangul ati on conponent

reads in the |ist ©pdaviab it @aeeraeshascsasa point
| ocations along with their respective signal strengths

PRI MG B AR R T
figffkfé’lfen&I ?Léa@;se%? ggm .acc-@??(ﬁiﬁis%ﬂtﬂe&lbbﬁéh o Q‘égfgcﬁal abSRork

es Into consi ration prior pOSIt.I ons t_O a .
adtlict ropnab fioi therciiettaleyive. Thaprovigoning of this canmeetif goudd be

SErarh 419 Brdgngetwork tonneSlion Shd ¥ ndHERLE) nR15HS Exchange
Component [303]. Once authenticated, the client device [103] identifies all the

suspect and new access point data from the local storage Feedback Files [212] and
uploads that data to the Access Point Reference Database [205].

[0042] In other embodiments the client device is connected to the Access Point
Reference Database all the time using a network connection. Figure 4 describes how
the Network Centric embodiment works. Rather than store the reference data locally,
the Locator [201] uses a set of Real-Time Network interfaces [401] to communicate
with the Access Point Reference Ratabase. The Locator sends the list of observed

access points to the network interface which returns the list of observed access points
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the triangulation algorithma nore reliable set of

reference points to cal cul ate against. Since access
w@einwsg13s@an nove at any tine, Positioning SoftMar/@Smieboco41

account for the dynam c nature of the reference

poi nts. Wthout conducting filtering, the cal cul ated

| ocation could result in a position hundreds or

t housands of mles away. [0038] Suspect access points
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ate Those observed access points_no
f devieb'si lncahha rkquasm ’llktccee@s apwinther REteehiAues toieai@iue

added, t t he Fe e as._.ne RE
n%rg.lz? o s £e g gcqcp tzh? sugpect %&(ﬁéagg’ %ts\wﬁ)loc#]erusﬁcé anit?lﬁg'ﬁve the
Obvelr 18 qied# £ b the A¥iabseC athetd MbpBe Byotihe sqlﬁﬁletbyamhm@ access points
systemitself along with the observed si

sate el §0 NI ipesig PRy if masp thagpne @ssil ochﬁesggﬁ AcASSS PYAL in its new
p]f?% a0 g%onlp{ dmg%@% g%g%ﬁﬁke% lﬁg \ﬁ’cc,ae§§ﬁ§1ﬁt ROlyabeck fhen tllle access point

e vicihity since the | ast
PRYSdrked a%mlmgu)bgeaﬂ]hg is uanawrp@sﬁﬂoaeoncahs SGWQOEI@@@ is

g{(%gﬂgtqtvdgg@glgtshgﬁgg éltg‘glst{'x?) gpq.r][{at? ﬁﬁg}glﬂgagﬁ} Sﬁgf%g p\év tis 1n011egsed to
t E?Jb ?tetﬂé ﬁfggglf lefelUtich At ca Rt dydRnSKANA Kithdw p@éitltwﬁsl‘he more

e to detect that access point fromthe stree
Apmpﬂmwhe xammboeatb $he Mcssmm@a@svqu@mqmthwhggh%thp &Bé‘t‘t& devel.

of . a
t ver
ol Oy b BB TSP R
S%@@Ehame%qo&v&eq@g tings.f | eet operates, but rray be
recei ved by client devices that pass cl oser ‘{S{?‘r E? Point
b§004#Ing Inynth@,rethg devics erptrieer ha etk &P0IR&IGgH R figoess Poin
| {{eﬁsrence Database collects the access point identifying information, client device
location and access point signal strength information of newly discovered access
points from client devices. Once an acceptable number of readings of newly
discovered access points is collected by the Access Point Reference Database, it can
calculate a location for the new access points based on the systems and methods
described in the related applications. The newly discovered access points can then be

supplied to client devices for use in their location calculation.

[0045] It will be appreciated that the scope of the present invention is not limited

to the above-described embodiments, but rather is defined by the appended claims;
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[ 0040] By having the system "self-expand” in this

manner, the coverage area of the system slowy expands
waele@p/08135@© bui | di ngs and upwards in tall buil dPELES2006/006041

al so | everages the |arge nunber of new access points

that are depl oyed every day across the world. Updating

the central database server [0041] Wth reference to

Figure 3, in sone enbodi nents the Access Poi nt

Ref.er ence t abase of known cess ints will be
DO RS SRR RET SHCoMERPRILE AT § e Trabiavmeifdo what has
WHek£REscHB¥d Ce. The provisioning of this connection
coul d be done via any avail abl e network connecti on and
is managed by the Data Exchange Conponent [303]. Once
aut henticated, the client device [103] identifies al
Rpg susPect and new access point data fromthe |oca
stBridy&lapEediSack Files [212] and upl oads that data to
t he Access Point Reference Database [205]. [0042] In
ot her enbodi ments the client device is connected to
the Access Point Reference Database all the tinme using
a network connection. Figure 4 describes how the

Net work Centric enbodi nent works. Rather than store
the reference data locally, the Locator [201] uses a
set of Real-Tine Network interfaces [401] to

communi cate with the Access Point Reference Ratabase.
The Locator sends the list of observed access points
to the network interface which returns the list of
observed access poi ntsand whet her the database has
recorded | ocations or whether the access points are
new y found. The process continues as before with the
Quality Filter marking suspect access points but the
list of suspect access points is sent to the Access
Poi nt Reference Database in real-tine. After the

Cal cul ation nodul e determ nes the user device's

| ocation, the list of newWy found access points is
marked with the current |ocation and sent back to the
dat abase in real-tinme. This allows the database to be
up to date at all tines and to renpove the need for a
Dat a Exchange Conponent. [0043] After receiving
feedback data, in either the device centric or the
network centric nodel, the Access Point Reference

Dat abase determ nes whether to place suspect access
points 'on hold so as to prevent them from corrupting
anot her user
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device's location request. There are a nunber of
t echni ques being explored to optim ze how this

wo e@dlosiske dat a of suspect access points will beCESINOE/@6041
i nprove the overall quality of the database. There nay
be a voting schene by which access points are noved to
new positions if nore than one user |ocates the access
point inits newlocation. If only one user has marked

the access point suspect then the cess it i

o ke dngaoatoarbegEae Lo adsalhg i & b iebled
Gices %@m@ﬁiﬁ(frpw Stk Qs hin¥dini AtatoRflaly tARal ARy whisRdr a WiFi

then the quality attribute of the access point is

i access poid haomoséd wiative e ith prgtviquslyapeorded losaftign. disnaethod

t he syst eBw hg? iI._n t he new position. The nore people

VISR HIEIBB A4E 8%t he access point's new position the

hi gher the quality level. The systenis client software

then favors access points with high quality ratings

over tlyos@itiRAkLIRAUSyiLOVGhmaHRbihY Wit W SccdsOPéidls Within range
either 'the device centric or the network centric

model , t he ofdhe¥EFiraiahtedRstivesndeat Disaeds Wikndcrsmeints identify
t he access tBOi nt1 i dentifying information, client

devi ce | ocatfB¥™ 4t access point signal strength

informati on of newWy di scovered access points from

cl i entb)devdssiag a iERecadaabaenbd ablaim mfiorbertion kpecifyitigaysecorded

of newly discovered access p g\pts is collected by the
Access Poi necaondpiesich opsaryesh ¥l aocessAointan Hip 14est gfea:
| ocation for the new access points based on the

syste u@ﬂl% gﬂ@fa‘&@fé@d ?\c{bﬁﬁbﬂl RE8rh&tidnT8r E@haf €k observed WiFi

applicatio The newly discovered access points can
t hen be supgstessghoints ol dosjunctiew wibopredsiingd sulpntorintsy whether an

| ocation cal.cul ati.on. [Q045]. It wil]l eci ‘o
that the ScUpE et "LReasresaip! tasfhonedRafP iR e tpeation
to the above-descri bed enbodi nents, but rather is

def i ned) ibforinhie Bp pEe@ack ddighags phthd iddratty bhaseotsEniedBV ikl

w || enconpass nodificatigns of and i ovenents to

what has betSRe§@ouY thééf in tp dayg myo is:l. Ih a

| ocati on-based services system a nethod of utilizing

W R- enabl ed devices to nonitor WFi access points in a
target area to indicate whether a WFi access point

has noved relative to its previously recorded

| Dcat i Bre, methed péclabel 1 vdpsein shapredefinedanles gpoludg) (gules to identify

\F%F#?rg %%%{)%?Y]e%?\éfi' glzacgeosg%ﬂxitsc, ?ﬁj R&:SV&) tthc%e tRECGHSEr with the
largest number of WiFi access points, (iii) rules to calculate a reference point location
from the average of the recorded locations for the observed WiFi access points within
the largest cluster; and (iv) rules to infer as moved any observed WiFi access point
whose recorded location stored in the reference database is more than a threshold

distance from the reference point.

3, The method of claim 1 wherein the predefined rules include (i) rules to
calculate a median location of the observed WiFi access points, and (ii) rules to
identify as suspect any observed WiFi access point whose position stored in the

reference database is more than a threshold distance from the median location.
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of the WFi-enabled device so that observed WFi
access points identify thenselves; b) accessing a
wo edoegrsse dat abase to obtain i nformation specPdPURYIG006041
recorded | ocation for each observed WFi access point
in the target area; c) using the recorded | ocation
informati on for each of the observed WFi access
points in conjunction with predefined rules to infer
eth an e :
T ac i e B i f S BBl mIEF cERUEL) yles o store 2

rgéRt pohgorlat @b Wﬁk@ﬁaﬂlétﬁddvﬁi@b"ﬁsl ahysfdnénca ryombafelr(mz l:hles to
W Fi access point that is inferred tqQ have noved

THentifE nh ospett asy absarved WaFieicaess et Pépas PAEOR Gpieg T the
WPERE el et B Rl SRt Abagti i
cluster with the |argest nunber of WFi access points,
(iii) rules to calculate a reference point |ocation

fromthe average of the recorded |ocations for the
dbser VB téthpd af dleiss 4 pdiertis the methad further defgegines the velocity of

t d I fe

o8ty i TiteSh PR RSt BuPY BicRPataR e
tReoditgfEHRIWaFdaiadlasRvics. nore than a threshol d
di stance fromthe reference point. 3. The nethod of

claim1 wherein the predefined rules include (i) rules
to calculate a medi an | ocation of the observed WFi

ces nts [ rules to iden as,su
kSR g B B S 4R oty
d,@mhb@d&%%@%ﬁﬂ@&@@%@ is more than a threshold
stance fromthe nedian | ocation.4. The net hod of

claim1 wherein the predefined rules include (i) rules
to store a recent position of the WFi-enabl ed device

f t, and les to
s pocticmgingn ob b luperein L LELsErs o b BB ot Ripect ar

tsfﬁlr ke or}gl g@@rern@é% HeR islpleabage |s more than a

I st ance ron1the medi an | ocation. 5. The
nmet hod of claim4 wherein the nethod further
determines the velocity of WFi-enabled device and
wherein the threshold distance is selecte

b d .
the velkscmethodpf elaem Wvidieraip AWiFd gocesy PRIgts 1 8ent$’rs‘?§ aﬁg'trllsr?(?ﬁt in the
?\é/nlglt—ég’{agiea ADLE hE nidtE d i ! RRGEn LA AASEat aleP GRTE

9. The method of claim 1 wherein the reference database is part of a location-
based services system with a large plurality of subscribers each having WiFi-enabled
devices with logic to determine the geographical position of the WiFi-enabled device
of the respective user and wherein acts (a) through (d) are repeatedly performed by the

large plurality of WiFi-enabled devices using the system.
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relative to the WFi-enabl ed device. 7. The nethod of
claim1l wherein W-Fi access points identified as

waaspest3sar e marked in the reference dat abase PCT/US2006/006041

i mredi ately. 8. The nethod of claiml1 wherein WFi
access points identified as suspect in the
W Fi - enabl ed device and narked in the reference
dat abase at a later tine. 9. The met hod of claiml

reip t.he ref re ce dat abas art WiEi
B Bl RLEHET 8 e 8 SRERE o BrBEE b it Wi papled

Ofle8468 %6 FloRRHS WEBCAcER \Holtls WY iar €0 akdaqe ifioute Rhethed HWiFi

| ogic to determ ne the geographical position of the
WGCESseritllis dewevohserved, t gﬁmet@pf@mpm@gﬁe pctaAll wher ei n

acts (a) through (d) are repeatedly performed by the

| arge plurality of WFi-enabled devices using the

syste '

et hod ot ek Pl AR e Ro AR R o KRR IRELaT o, within range
W Fi aafdbs Wrﬁn}embied device sarthattobaereed WOiFi adiessgicdnts identify

whet he access point is new y-observed, the

met hod E‘G’ﬁ%\g’?ssl ng the acts of: a) a W Fi-enabl ed

devi ce conmunicating with WFi access points within

range ®fact&BindlaefpbirRldatbaRMb ©Bt3PirbdatdRSEN BN Fdcorded
access points identify thensel ves; b) accessing a

r ef er deeaticnonpacheobserved WaFhagorsspaiat indhe Wpset pTop] ng a
recorded | ocation for each observed WFi access point

in the,tas o L&y

access )p0| n gmg O%&%V?%Wlﬁﬁ%%%ﬁg?g%g% zﬁv’}g g\s%i}: AS. No database
i nf or niesinorinfopmatidry spegifping arcoaspmndinpgec@ded eation;

| ocation; d) using the recor ded location information

for ea h of the ob rve acc oi.n ain

| act Dy e EeePB AP oS BE BT BFeH fane Shoered WiFi

W Fi - ea%@ésg@nﬂ%bﬁﬁmd ) adtThPloalGldid) thelR5RI0RRE the WiFi-enabled
dat abase o he WFi access points identified in act

(c) arfiﬁVmeDw ding the position calculated in step (d)

in conjunction therewith to serve as | ocatl on

i nf or - | ' .

) OB Pl b R 4 ARREOY B Wt acB8e BBl ArR in act
si gnal (chaudepovidingithe position nalbmlratewlﬁlstegc(d)ems:opminmﬁm theckwith to

usi ng the sign trength [ nformtio ] cul atin
t he g serve as lgcaatlfonsm orm éon or the newly-o servecp V\Fﬁl access points.

11.  The method of claim 10 further including recording signal strength information
for WiFi access points and using the signal strength information when calculating the

position of the WiFi-enabled device.

12.  The method of claim 10 wherein the reference database is located remotely

relative to the user device.

13.  The method of claim 12 wherein Wi-Fi access points identified as new are

added to the reference database immediately.

14.  The method of claim 12 wherein WiFi access points identified as new are

stored in the WiFi-enabled device and added to the reference database at a later time.
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position of the WFi-enabled device. 12. The nethod of
claim 10 wherein the reference database is |ocated

WO eovoglsge rel ati ve to the user device. 13. TheP@rURmA6/006041
of claim12 wherein W-Fi access points identified as
new are added to the reference database i medi ately.
14. The nmethod of claim 12 wherein WFi access points
identified as new are stored in the WFi-enabl ed

CEve. 1Ehe el o B R 0T HEN, HORRES b aer g ddgeation-
\‘j'm B%%H ReiRices sm[&ﬁ wqfh Plat QG ABPFSATsF RN 268 haviak WiFi-enabled

arge” plurality of subscribers each having )
ViEiieasniti ogicte\deteming the gbagyaphicad pasitien pf the Wild-enabled device

hi cal it] ft . Fi - | ed_ devi
? et abpecive/Betand “hndinar el TP Ler 45 Rl fp flyrmed by the
a_[aggé SRpateal WikesdBldRvRYs ififg tRlsgetepl ural i ty of
W Fi -'enabl’ed devi ces using the system 16. In a

| ocati on-based services system for WFi-enabl ed

dé6i celn a lpcagembancd peryiges SYMEM Aef WHE-9dbledidgwices. a method of

W Ei -.enabl. ed devi y S hG; ) A :

Wi AR ERoREh ST ER IR LRI SRR Bt &

points within range of the WFi-enabl ed device so that
observed WFi access points identify thenselves; b)
access aygWiFi-edablehdwyictaoapagacatiogotittaWiFi aecessmeints fyithin range

SPeo R Sh L Tt bl BheB N SRS Kt By
i nf or ﬁﬁ{ehgelvggr each of the observed WFi access

points in conjunction with predefined rules to
det ermi ne whet her an observed WFi_ access_ point, should

be i nchuesassing exaftigneaatzhong t eitin pfoppaiiongpeedens 2 recorded
poi nt S'}]oecg%rgf&r%gcﬁ Q&e%ﬁ%ﬁﬁ%céﬁgﬁg%igﬂﬂ I nformation of

only t access polnts’inc in the set and
omtting the recorded |ocation information of the .
excl udeynshigihcacaedsi lpoativnsinfaymetide friraneh ohide observed Wiki

geographi cal .position of the WEienabl ed device. .
The hobsrse BeibeR e tactiom Vi PeAHERAT R tf BelbiRing dhcther an
si gnal oBderRRIOWiF J3E&Y%s P8kt 9ould be included or excluded from a set of WiFi

access points;

d) using the recorded location information of only the WiFi access points
included in the set and omitting the recorded location information of the
excluded WiFi access points to calculate the geographical position of the WiFi-

enabled device.

17. The method of claim 16 further including recording signal strength information
for WiFi access points included in the set and using the signal strength information

when calculating the geographical position of the WiFi-enabled device.

18. The method of claim 16 wherein the predefined rules include rules to
determine a reference point and to compare the recorded location information for
each of the observed WiFi access points to the reference point, and wherein WiFi

access points having a recorded location within a predefined threshold distance of the
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for WFi access points included in the set and using

the signal strength information when cal cul ating the
w@e@gnsyshé cal position of the WFi-enabl ed devPCERUSH86/006041

The met hod of claim 16 wherein the predefined rules

include rules to determne a reference point and to

conpare the recorded | ocation information for each of

the observed WFi access points to the reference

oi pt, and. wher.ein WFi, acces oi nt s.,.having a. .
P aklrenct Brint e BrOaF i e ST APE aRRIotR SR hfyftiats having o
di St RAEL100AtdHTRRESK B ER Peddined ifedHdtd dldRdcd Bf thb gefefince point
and wherein WFi access points having a recorded
| ceacxdwdedriran dessst.of the predefined threshol d
di stance of the reference point are excluded fromthe
sef. 1 {7 is in. '
o8 o QBT M0 AP SRR IS Sl RS
aieRESyinEod clusteBORIWAR a2tess Poings @l dererdgiag posveiagapodition of the

the WFi access points in the cluster.
WiFi access points 1n the cluster.
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