DESCRI PTI ON TERM NAL- DEVI CE AUTHENTI CATI ON SYSTEM 5 Techni cal Field The
present invention relates to a term nal-device authentication system and
the like. Particularly, the present invention relates to association of
device IDs with authentication servers for authenticating devices to
perform 10 the authentication by an appropriate server. Background Art
Recently, consuner electronics (CE) devices have.been in w despread use.
The CE devices include audi ovisual 15 systens including a video cassette
recorder, a hard disk recorder, a stereo set, and a television set;

el ectronic equipment including a personal conputer, a digital canera, a
cancorder, a personal digital assistance (PDA), a game machine, and a hone
router; hone el ectroni c appliances 20 including a rice cooker and a
refrigerator; and other el ectronPESEBYFEERN The CE devices incorporate
conmputers and use services over a network. Users can access a server and
downl oad content by using the CE devices to utilize the services provided

by the 25 server. - 2; ﬁ@ﬂﬁu?%ﬁ%&%%SAﬁ&gE ﬁ%ﬂ% B%s&?ﬁ server to all the
d on

CE devices and sone services are provi to certain CE devices that
have been aut henti cat ed.

5 Techniéal Field
The present invention relates to a terminal-device
authentication system and the like. Particularly, the
present invention relates to asscociation of device IDs with
authentication sexrvers for authenticating devices to perform

10 the authentication by an appropriate server.

Background Art
Recently, consumer electronics {(CE) devices have been
in widespread use. The CE devices include audiovisual
15 systems including a video cassette recorder, a hard disk
recorder, a sterec set, and a television set; electronic
eguipment including a personal computer, a digital camera, a
camcorder, a personal digital assistance (PDA), a game
machine, and a home router; home electronic appliances
20 including a rice cooker and a refrigerator; and other
electronic devices. The CE devices incorporate computers
and use services over a network.
Users can access a server and download content by using
the CE devices to utilize the services provided by the

25 server.



When the server provides services requiring device 5 authentication to CE
devi ces, the CE devices are authenticated by authentication servers and
the services are provided only if the CE devices are authenticated. Fig. 8
shows an exanple of the structure of an authentication system 100 of a CE
device. 10 This authentication systemis disclosed in an unpublished

pat ent docunent (Japanese Patent Application No. 2002-144896).
Conventionally, in the authentication of a CE device, authentication
information (inportant security infornmgtion, 15 such as a passphrase or a
device ID) is directly transmtted to a service server. However, a service
server is usually managed by an individual or an arbitrary organi zation
and, therefore, the service server has a problem of security.

Accordi ngly, afcBadferoirds de@ pscualde@nty ddid eeryervee ahhtti® Ger f or ns:
device authenticatigon as a substitute for the service server is provided
in the abdRYEFheRt EFPF 0P G\ &% M STRECRLEPR MM datticoFe&§at Bnfa00 has a CE
devi ce 10%Eﬁ@%esa%hggn£icaiiéglser er 102 gnd a service server 103 that

can 25 be connécte toa%%c 0 ﬁ€F 89E%C?ﬁ% Internet 104. A user connects

the CE device #Rln!Ohd N SRIVIHGRyI8EYClerdldd HfiiRinkouthidd 28 @ service
provided by the service server 103. en the user want's provision of a
Servi c6 refidiHenitgcation to CE devices, the CE devices are
authenticated by authentication servers and the services are
provided only if the CE devices are authenticated.
Fig. B shows an example of the structure of an
authentication system 100 of a CE device.

10 This authentication system is disclosed in an
unpublished patent document (Japanese Patent Application No.
2002-1448986) .

Conventionally, in the authentication of a CE device,
authentication information {important security information,

15 such as a passphrase or a device ID) is directly transmitted
to a service server. However, a service server is usually
managed by an individual or an arbitrary organization and,
therefore, the service server has a problem of security.
Accordingly, an additional device authentication server that

20 performs device authentication as a substitute for the
service server is provided in the above authentication
system.

The authentication system 100 has a CE device 101, an
authentication server 102, and a service server 103 that can

25 be connected to each other over the Internet 104,



5 the device authentication, the service server 103 transmts the

i nformati on concerning the authentication server 102 to the CE device 101
and requests the CE device 101 to receive the device authentication in the
aut henti cation server 102. 1In response to this request, the CE device 101
receives the 10 device authentication in the authentication server 102.
The service server 103 confirnms that the CE device 101 has received the
device authentication in the authentication server 102, and provides the
service to the CE device 101. In the_aythentication of the CE device 101 in
this 15 authentication system the serVice server 103 can know which

aut hentication server (the authentication server 102 in Fig. 8) the CE
device 101 requiring the authentication is authenticated in, because there
is a single aufhBRtF catTBiftsséhpefE18oviod ehde thkesstvitessorrer 103
can trans 'q t.he info natiggggoncernin t he aut hentication server 102 to

the CE deViteé™ BT hen®tiet S it §°E8FT8r PADRLIes (s F8et FETVHRRi ce

aut henti catd,Qn. lhpscontrast, when there are multiple authentication 25
servers 102, the service server 103 has no schene for - 4 transmtting the

i nformati on cCoRReRNiMg Bk ARRKRR' babei s fi hantd %%&quees%cﬁﬂri%g? to the CE
device 101 that has accessed the authentication system Accordingly, the
CE deWi cecHe) Hevdrpohuthemtiat iageotdky saequts esdRed nfoar RRLhOR: s
the information concerning the authentication server 102 to
the CE device 101 and requests the CE device 101 to receive
the device authentication in the authentication server 102.
In response to this request, the CE device 101 receives the
10 device authentication in the authentication server 102.
The service server 103 confirms that the CE device 101
has received the device authentication in the authentication
server 102, and provides the service to the CE device 101.
In the authentication of the CE device 101 in this
15 authentication system, the service server 103 can know which
authentication server (the authentication server 102 in Fig.
8) the_CE device 101 requiring the authentication is
authenticated in, because there is a single authentication
server 102.
20 Hence, the service server 103 can transmit the
information concerning the authentication server 102 to the
CE device 101 when the service server 103 reguests the
device authentication.
In contrast, when there are multiple authentication

25 servers 102, the service server 103 has nc scheme for



5 concerning the appropriate authentication server 102. Since the CE device
101 is manufactured and distributed by nultiple conpanies, there is a need
to provide a mnechanismin which nmultiple authentication servers 102 are
provi ded and al |l ocated based on the CE device 101 that has 10 accessed the
aut henti cati on system Techniques in which nultiple authentication servers
are provided in a systemand the authentication servers are .allocated
based on the user who has accessed the systemare disclosed in the
foll ow ng publications, although they 90_15 not relate to the device
aut hentication of a CE device. Japanese Unexam ned Patent Application
Publ i cati on No. 2002-197061 discloses a technique in which the
aut hentication process of a user is allocated based on whether the user
regi st er ed* TSI YOS HBE LRFOFREL IOWCHELTRHNG | BP)aRRyrorsigéRer al user or a
specific user,. The al.location i erformed in the follow ng manner. First,
tﬁe tel eph%%%"%&ﬁﬁgiéof}f SGehet a#%gé’r §%§n8Et Agvitel ¥hhdhetnlifBers of
speci i ¢ USRI AL dilel 0GRS0 1 b @by AYsR6ALT ORoSELY A1 NXhe ERE allocalion
et u

server determ nes 25 er the user “i s a genera or a Specific user

based - 5 d&nidd ﬁ/dle%_ahﬁbﬁp@%m%%oagﬂyaéé%ﬂ@%ﬁéqgn'fggﬁxa{‘.@oﬁhe
correspondi ng aut hentication server. The user D and password of the user
are transnidriedfingmthesidbet op eratienalutheati bet pbit aaticen 18K ver .

Since the CE device 101 is manufactured and distributed
by multiple companies, there is a need to provide a
mechanism in which multiple authentication servers 102 are
provided and allocated based on the CE device 101 that has

10 accessed the authentication system.

Techniques in which multiple authentication servers are
provided in a system and the authentication servers are
allocated based-on the user who has accessed the system are
disclosed in the following publications, although they do

15 not relate to the device authentication of a CE device.

Japanese Unexamined Patent Application Publication No.
2002-197061 discloses a technique in which the
authentication process of a user is allocated based on
whether the user registered in an Internet service provider

20 (ISP) is a general user or a specific user. The allocation
is performed in the following manner.

First, the telephone numbers of general users and the
telephone numbers of specific users are allocated in an
allocation server. Next, the allccation server determines

25 whether the user is a general user or a specific user based



5 Japanese Unexam ned Patent Application Publication No. 2000-331095

di scl oses a technique in which, when a user accesses an authentication
system the authentication server that has issued the IDin registration
of the user allocates the user. 10 The allocation is perforned in the
following manner. First, the user transmts his/her user |ID and password
to an allocation server. The allocation server determ nes an

aut henti cati on server that has issued the user ID based on a certain digit
of the user ID. The allocation server 15 then transmts the user ID and
password to the determ ned authenticalion server for authenticating the
user. As general business structures, there are cases in which the

aut hentication targets_of CE devices are allocated for every conpany that

provi des Mt HyF/EBeRutRLARRRR iTOHLEE 8BAvatsocates £he pEREUE® ER° acconnodat e

t hese cases even b§. usin t@g tﬁghni%ues di scl.osed i n_the patent docunents
descri bed GBEVEPR &BPd??éh?R LGP O CELEPT 1 he (i 836 H TPn@BHtion is to

provide a .da%daBEhfﬂéi& :éQQxi¥§%ﬁgh§Egeaikﬁaﬁqﬁﬂph%rgkeaé§nal

appropriately allocating the authentication target o Vi Ce.

D scl osur ecofrHaNwenbEPi b HHR-.1 0 achi eve the above object, the present 5
i nvention provides a term nal -device authentication system characterized
by inckbudi ng aJspanvése Bexeerinkbdr Patden Zpplication Publication No.

2000-331095 discloses a technique in which, when a user
accesses an authentication system, the authentication server
that has issued the ID in registration of the user allocates
the user.

10 The allocation is performed in the following manner.

First, the user transmits his/her user ID and password
to an allocation server. The allocation server determines
an authentication server that has issued the user ID based
on a certain digit of the user ID. The allocation server

15 then transmits the user ID and password to the determined
authentication server for authenticating the user.

As general business structures, there are cases in
which the authentication targets of CE devices are allocated
for every company that provides multiple authentication

20 servers. It is difficult to accommodate these cases even by
using the techniques disclosed in the patent documents
described above.

Accerdingly, an object of the present invention is to
provide a device authentication system and like capable of

25 appropriately allocating the authentication target of a CE



service requiring device authentication is supplied to a termnal device,
transmtting connection information for a first allocation server to the
term nal device and receiving 10 an authentication result fromthe term nal
device; the first allocation server receiving first allocation information
fromthe termnal device and transmtting connection information for a
second al |l ocation server corresponding to the first allocation

i nformation; the second allocation 15 server receiving second allocation
information fromthe termnal device and transmtting connection
information for an authentication server corresponding to the second
allocation information; and the authentication server receivVing

aut hentication information fromthe term nal 20 device to performthe

devi ce autdfSHiG%ation and transnitting the authentication result to the
term nal device (a first structure). The term nal device that utilizes the
service provided by the service server in the term nal-device

authenticq%%&gffétesg§t§ﬂ%é£%£ggafirst structure may be structured so as to

- 7 inclu receiving nmeans for receiving fromthe service server

the connectionrhnfesdBti O dlevkhenti b8bval biofatd 0RneSELYELnt i T St
transmtting nmeans for connecting to the first allocation server based on

t he cosnecitrvamtimhoprati Qs Sa reaeiived -aygvi be futisdntieeRiivnngyBeans to
transmt the first allocation information to the first allocation server;

characterized by including a service server for, when a
service requiring device authentication is supplied to a
terminal device, transmitting connection information for a
first allocation server to the terminal device and receiving

10 an authentication result from the terminal device; the first
allocation server receiving first allocation information
from the terminal device and transmitting connection
information for a second allocation server corresponding to
the first allocation information; the second allocation

15 server receiving second allocation information from the
terminal device and transmitting connection information for
an authentication server corresponding to the second
allocation information; and the authentication server
receiving authentication information from the terminal

20 device to perform the device authentication and transmitting
the authentication result to the terminal device (a first
structure) .

The terminal device that utilizes the service provided

by the service server in the terminal-device authentication

25 system in the first structure may be structured sc as to



second receiving neans for receiving the connection information for the
second al |l ocation server corresponding to the transmtted first allocation
information fromthe 10 first allocation server; second transmtting neans
for connecting to the second allocation server based on the connection
information received by the second receiving neans to transmt the second
allocation information to the second allocation server; third receiving
means for 15 receiving fromthe second all ocation server the connection
information for the authentication seryer corresponding to the transmtted
second al | ocation information; authe chation-infornation transmtting
means for connecting to the authentication server based on the connection
20 information received by the third receiving neans to transmt the

aut hent i caMcIHInfSF fht FRAP G NI @e2a6t ReRt TR UM S Erpey the service

aut hentication-result receivin ans  for_rec V|n fron1 he
aut hent i catS™dF*s 9e?°??ﬁ?t%ﬁ{ﬁ€EEF@3F?%% st BE%@B Gﬁl?ﬁ%tlon

aut hent i catd rQ;ar25f59;9r£@ga JoanspLLEededy dOe AukentLeghd opr LY or mat ! on
- aut n

8 transnlttlng neans; i on- res nsm {ting neans for

transmtt 'a!l@iofca%léﬂté@f'&éxc%d% ro%s%te &&%?éé’tﬁ%nbﬁnfb%atlon
aut hentication-result receiving neans to the service server (a second

struct 8r e)reckitba byrshe af ioAtrceRisehyenedfatt privendes tt hRe £OANECti ON
information for the second allocation server to

allocation information to the first alleocation server;
second receiving means for receiving the connection
information for the second allocation server corresponding
to the transmitted first allocation information from the

10 first allocation server; second transmitting means for
connecting to the second allocation server based on the
connection information received by the second receiving
means to transmit the second allccation information to the
second allocation server; third receiving means for

15 receiving from the second allocation server the connection
information for the authentication server corresponding to
the transmitted second allocation information;
authenticaticon-information transmitting means for connecting
to the authentication server based on the connection

20 information received by the third receiving means to
transmit the authentication information to the
authentication server; authentication-result receiving means
for receiving from the authentication server the
authentication result based on the authentication

25 information transmitted by the authentication-information



the termnal device in the term nal -device authentication systemin the
first structure may be structured so as to include receiving neans for
connecting to the term nal 10 device to receive the first allocation
information fromthe termnal device; and transmtting neans for
transmtting the connection information for the second allocation server
corresponding to the received first allocation information to the term nal
device (a third structure). 15 The present invention provides a
term nal -device authentication systgn%cbaracterized by including a service
server for, when a service requiring device authentication is supplied to
a termnal device, receiving allocation information fromthe term na

devi ce, receiving connection 20 information for an authentication server
from an al PGt LngyBeans baard sorrhers icatépreredl odaanemithteg mat i on,
transmtting the received, connection information to the term nal device,

and recei VRgSart CZutRERETEREIh Thes GUERPREIEARL Rt TRStc ABFBAVERR&r from
the term nl?ﬂef %%Véht%ﬁft&g@ig§—§ééx9ftatxje%@&%%(%t ex%é:?%eéo\’it[nk% Lhe alLocation
r 0

. . . Sﬁerce .
information Trom e service server an nsm 1 ng the Service server

the connecidqnd noERELENsE Pt & )aut hentication server corresponding to
the received allocation information;, and the authentication server

recei visng aut henti eatsonal dddftabrabeovef romat -dvedgsnahe devi ce to
aut henticate the termnal device and transmitting the authentication
result ofcarmeatdwincénfarhebiérafanriheosehend ez Mo tidevseevén to
the terminal device in the terminal-device authentication
system in the first structure may be structured sc¢ as to
include receiving means for connecting to the terminal

10 device to receive the first allocation information from the
terminal device; and transmitting means for transmitting the
connection information for the second allocation server
corresponding to the received first allocation information
to the terminal device {(a third structure).

15 The present invention provides a terminal-device
authentication system characterized by including a service
server for, when a service requiring device authentication
is supplied to a terminal device, receiving allocation
information from the terminal device, receiving connection

20 information for an authentication server from an allocation
system based on the received allocation information,
transmitting the received connection information to the
terminal device, and receiving an authentication result in
the authentication server from the terminal device; the

25 allocation system receiving the allocation information from



fourth structure). The allocation systemthat provides the connection 10
information for the authentication server to the service server in the
term nal -devi ce authentication systemin the fourth structure nay be
structured so as to include allocation-information receiving neans for
receiving the allocation information fromthe service server; and 15
connection-information transmtting neans for transmtting the connection
information for the authentication server corresponding to the received
allocation information (a fifth stryc%uje). The service server that

provi des the service to the 20 term nalf device in the term nal -device

aut hentication system in the fourth structure may be structured so as to
include allocation-information receiving nmeans for receiving the

al | ocat i orFlienfserivdcroAefvomante wranginharlagvie cthal3°gFACRORSI TS or mat i on

transmtting nmeans for transmtting the received 25 allocation information
to the al I'‘GEaGoBREEFEPRMPETMAECFoACr £B° FRERFHGSHOPeEBFVRRg nmeans for

receiving fram.the .allgca%ion systemt connect.i inLornatiqp for the
. orres ondlng o] he re&%lve? a EOC?thH L orala l?? ar%
aut henti cat1'on server corresponding to the transmtted allbcation

rhor | s SSORSEELIOn It ol AR R (o
si xth strucifyejatibhefabhoend iininkor GBYies td ddthedldieaati eResystemin
terminal device and transmitting the authentication result
of the device authentication to the terminal device {a
fourth structure).
The allocation system that provides the connection

10 information for the authentication server to the service

| server in the terminal-device authentication system in the
fourth structure may be structured so as to include
allocation-information receiving means for receiving the
allocation information from the service server; and

15 connection~information transmitting means for transmitting
the connection information for the authentication server
corresponding to the received allocation information (a
fifth structure).

The service server that provides the service to the

20 terminal device in the terminal-device authentication system-
in the fourth structure may be structured so as to include
allocation-information receiving means for receiving the
allocation information from the terminal device; allocation-
information transmitting means for transmitting the received

25 allocation information to the allocation system; connection-



the fifth structure may include first allocation information and second
allocation information. The allocation systemin 10 the fifth structure
may be structured so as to include a first allocation server receiving the
first allocation information fromthe service server and transmtting to
the service server connection information for a second allocation server
corresponding to the first allocation 15 information; and the second

al l ocation server receiving the second allocation information formthe
service server and transmtting to the service server the connection
information for the authentication server corresponding to the second
allocation information (a seventh structure). 20 The service server that
recei ves the connection information for the authentication server fromthe
al | ocat i oniHiFmERIcR FRESETEVR PSS dFeFurechiyine fSoruéhEred so as to

i nclude allocatign-information receiving neans for receiving the first

al | ocat i o HAGHER S¥SERR tiHe CREGSEL98 APFOrMAtHR ifFothEtion fromt he
] %cgkggdto the first

term nal dewice, ifciagt%E,P 1de r‘tféztanc[sc{?éetsi %gldggg n?? ];‘%Ee ;ﬁoﬁ%n

n
al |l ocation sServer ransm e recelve 6cati on i nformation

to the first;diaeat i RRSRIVEA ; fAdSledhBEet YbAG: IBARShRL  receiving from
the first allocation server the connection 5 infornation for the second

al | ocatsi onc:safsrdEitear ASRENAFdsY tiahshie ti hgnsha t taskifvddS toahkeeabh on
information; second transmtting neans for connecting to the second
al |l ocati oninformation to the terminal device (a sixth structure).

The allocation information in the allocation system in
the fifth structure may include first allocation infermation
and second allocation information. The allocation system in

10 the fifth structure may be structured soc as to include a
first allocation server receiving the first allocation
information from the service server and transmitting to the
service server connection information for a second
allocation server corresponding to the first allocation

15 information; and the second allocation server receiving the
second allocation information form the service server and
transmitting to the service server the connection
information for the authentication server corresponding to
the second allocation information (2 seventh structure}.

20 The service server that receives the connection
information for the authentication server from the
allocation system in the seventh structure may be structured
so as to include allocation-information receiving means for
receiving the first allocation information and the second

25 allocation information from the terminal device; first



server based on the connection information received by the first receiving

means to transmt the second allocation 10 information to the second

al l ocation server; second receiving neans for receiving fromthe second

al l ocation server the connection information for the authentication

server corresponding to the transmtted second allocation information; and

connection-information transmtting nmeans 15 for transmtting the

connection information received by the second receiving nmeans to the

term nal device (an eighth structure),; The first allocation server that

provi des the connection information for the second allocation server to

20 the service server in the allocation systemin the seventh structure may

be structured sa . as to_include receiving neans for receiving.the first
b i

aIIocapiopt?%ﬁ%ﬂ FEn"FEBM tTe CXERAERIsEPVERS Bttt PdAeRRELPY means for
(e g e’ songgchion o anclon. e secand o Focal  Srver

25 corresponding to recerve I st

ninth strued W) £ithe seconsk fdd Qeatlon seryver Lhal, proyides koe

connection information for the authentication server to the Service server

in the al |osativdngsysbamhe fhessemapthtdost sdeédl e HRY-oRge8L gt ured so as
to include receiving neans for receiving the second allocation information

fromtihe befaimedicnr feor; thads¢camsmllibcayiopansriar doraespbhiiing t he

to the transmitted first allocation information; second
transmitting means for connecting to the second allocation
server based on the connection information received by the
first receiving means to transmit the second allocation

10 information to the second allocation server; second
receiving means for receiving from the second allocation
server the connection information for the authentication
server corresponding to the transmitted second allocation
information; and connection-information transmitting means

15 for transmitting the connection information received by the
second receiving means to the terminal device (an eighth
structure}.

The first allocation server that provides the

connection information for the second allocation server to

20 the service server in the allocation system in the seventh
structure may be structured so as to include receiving means
for receiving the first allocation information from the
service server; and transmitting means for transmitting the
connection information for tﬁe second allocation server

25 corresponding to the received first allocation information



connection information for the authentication server corresponding to the
recei ved second allocation information 10 (a tenth structure). The present
invention provides a nethod for a termnal device, adopted in a conputer
that utilizes the service provided by the service server in the
term nal -device authentication systemin the first structure. The conputer
15 includes first receiving neans, first transmtting neans, second

recei ving means, second transmtting neans, third receiving neans,

aut hent i cati on-i nf or mati on transnltthg means, authentication-result
receiving means, and authentication- result transmtting means. The method
is 20 characterlzed by including a first receiving step of receiving, by
the first rece|V|ng nmeans, the connection information for the first
aIIocatloni%éPﬁﬁ#-ﬁFéHFFHée%erV|ce server; a first transnmitting step of
connecting to Epe first Ioc tion server based on the connection

i nformation 25 8c§?9@§9| L1958 OPs PET BRI §idTg REedFdes tR@nsmit the first
13 al locald o ddifor FRELERat £od e f 5t afLhOfAILAN AECKELBY b e T St

transmtting neans; second recelving s receiving, byt e second

recei ving $@anse %Q%vgenﬂﬁ%ﬂ@rhndga%%t L—.ggtéﬂ?rlﬁ hfhes%%%Qtﬁl I ocati on
server corresponding 5 to the transmtted Tirst allocation information from

the fisr ststadtdcacaki eayseevetrudtiseeosd ksatsSmddliude teepidingcmamecting to
t he second all ocation server based on the
for receiving the second allocation information from the
service server; and transmitting means for transmitting the
connection information for the authentication server
corresponding to the received second allocation information
10 fa tenth structure).

The present invention provides a method for a terminal
device, adopted in a computer that utilizes the service
provided by the service server in the terminal-device
authentication system in the first structure. The computer

15 includes first receiving means, first transmitting means,
second receiving means, second transmitting means, third
receiving means, authentication-information transmitting
means, authentication-result receiving means, and
authentication-result transmitting means. The method is

20 characterized by including a first receiving step of
receiving, by the first receiving means, the connection
information for the first allocation server from the service
server; a first transmitting step of connecting to the first
allocation server based on the connection information

25 received in the first receiving step to transmit the first



connection information received in the second receiving step to transmt
the second allocation information to the second 10 allocation server by
the second transmtting neans; a third receiving step of receiving, by the
third receiving nmeans, the connection information for the authentication
server corresponding to the transmtted second allocation information
fromthe second allocation server; an 15 authentication-information
transmtting step of connecting to the authentication server based on the
connection information received in theg third receiving step to transmt

t he authentication information to the authentication server by the
authentication-information transmtting neans; an 20 authentication-result

recei ving step of, receiving,. by the authentication-result receiving nmeans,
{ho. aut harft 1SR LBSHFIE bbb hond 14GEhRbL LAt Iaoh SRVEFENRYI Bhe

transmttegd. | ntication-information transmtting step fromthe
aut henti ca |roén{13tgré\?fe5r%§£ttg§ an-au ’heantslegéjglgoﬁ??%%‘{ﬁrfg SEePy Sgsn‘i tting step of

Lransm (1 fho f dofie HRUENENA G QRceildng! RS, LHANBRHELRGHEANS, L he

authentication result”™ received in the authentication-result receiving step

to the seinfmafneEorThRe PERSAIY d1NVRALLBA PEAVdHemraekbbatiiall ocation
5 nethod of providing the connection information for the second allocation

server 3t o thetheertranahidesd cBirat téid oched phnahfckend tdenalfirchentheat i on system
inthe first structure.

first allocation server; a second transmitting step of
copnecting to the second allocation server based on the
connection information received in the second receiving step
to transmit the second allocation information to the second

10 allocation sexrver by the second transmitting means; a third
receiving step of receiving, by the third receiving means,
the connection information for the authentication server
corresponding to the transmitted second allocation
information from the second allocation servér; an

15 authentication-information transmitting step of connecting
to the authentication server based on the connection
information received in the third receiving step to transmit
the authentication information to the authentication server
by the authentication-information transmitting means; an

20 authentication-result receiving step of receiving, by the
authentication-result receiving means, the authentication
result based on the authentication information transmitted
in the authentication-information transmitting step from the

authentication server; and an authenticaticn-result

25 transmitting step of transmitting, by the authentication-



The first allocation nethod is adopted in a conmputer including receiving
nmeans and transmtting neans. The first 10 allocation nethod is
characterized by including a receiving step of connecting to the term nal
device to receive the first allocation information fromthe term na

device by the receiving neans; and a transmtting step of transmtting, by
the transmtting neans, the connection information for the 15 second

al | ocation server corresponding to the received first allocation
information to the term nal device. The present invention provides an

al l ocation nmethod of providing the connection information for the

aut hentication server to the service server in the term nal-device 20

aut hentication systemin the fourth structure. The allocation nmethod is
adopt ed i FEEUESNPEEBFMEGSHMNSFEISudithg 2aFrerat G-I EEFRAEI on recei vi ng
means and connect,i on- hnfor tign transmttjng neans. The allocation nethod

is charadt®7Ed BY FREI U a4 PBc AR P Bht | TREIYE % t88 FBCERYi ng step

of receivifg.,sy% the, gLl ocation-information - 15 receiving neans, the
al 1 ocation information from the service server; and a

connecti on-i nf haBb+Ofedd ARSIkl bR L eI & tFiaRSMLE i LAY Yy the
connection-information transmtting mneans, the connection information for

t he authenididaid of breeidbmg citie espaadingn t Dntdeatdeai ¥ed ahkocati on
information. The present invention provides a service providing method of
provi di ng gerenseptilegatpor nrereamitvathdevpreinagl device in the

terminal-device authentication system in the first structure.
The first allocation method is adopted in a computer
including receiving means and transmitting means. The first

10 allocation method is characterized by including a receiving
step of connecting to the terminal device to receive the
first allocation information from the terminal device by the
receiving means; and a transmitting step of transmitting, by
the transmitting means, the connection information for the

15 second allocation server corresponding to the received first
allocation information to the terminal device.

The present invention provides an allocation method of
providing the connection information for the authentication
server to the service server in the terminal-device

20 authentication system in the fourth structure. The
allocation method is adopted in a computer system including
allocation-information receiving means and connection-
information transmitting means. The allocation method is
characterized by including an allocation-information

25 receiving step of receiving, by the allocation-information



the term nal -devi ce authentication systemin the fourth structure. The
service providing nethod is adopted in a 10 conputer including

al l ocation-informati on receiving nmeans, allocation-information

transm tting nmeans, connection- information receiving neans, and _
connection-information transmtting nmeans. The service providing nethod is
characterized by including an allocation-information 15 receiving step of
receiving, by the allocation-information receiving nmeans, the allocation

information fromthe termnal device; .an allocation-informtion
transmtting step of transmtting, by the allocation-information

transmtting neans, the received allocation information to the allocation
20 system_a connection-information receiving step of receiving, by the
connect i orF§SFOrREt MEATF ecBh%idld arddder fRéorpanimttinem theosrarien for the
aut henti cation serVﬁra corresponding. to the transmtted all ocation

e“a §§%P

i nf or mati on frorm 20 & ox- Vo1t Al ERATARAR SRS RENSERP ofFrat | on 25
transm (1idie3haR Ohgt [ BPSEAL e Y hNEAFOINLELLON oD cLOL QY AL ON
i erm na

transmtting neans, ?he ecel ved connection 1Tnformtio

device. Theddsent LONEALE QAL RNEWASS 1 8n MBI Yy esh ¥hESonSer ver, of
recei ving the connection information for the 5 authentication server from

t he al bocatdmrersystresspondhey tsewtiet Resbived Us Bl ocEhe ottt Redrinsragopted in a
- computer including allocation-information receiving neans, first
The present invention provides a service providing

method of providing the service to the terminal device in
the terminal-device authentication system in the fourth
structure. The service providing method is adopted in a

10 computer including allocation-information receiving means,
allocation-information transmitting means, connection-
information receiving means, and connection-information
transmitting means. The service providing method is
characterized by including an allocation-information

15 receiving step of receiving, by the allocation-information
receiving means, the allocation information from the
terminal device; an allocation-information transmitting step
of transmitting, by the allocation-information transmitting
means, the received allocation information to the allocation

20 system; a connection-information receiving step of receiving,
by the connection-information receiving means, the
connection information for the authentication server
corresponding to the transmitted allocation information from
the allocation system; and a connection-information

25 transmitting step of transmitting, by the connection-



transmtting neans, first receiving neans, second transmtting neans,
second recei ving neans, and connection- 10 information transmtting neans.
The nethod is characterized by including an allocation-information
receiving step of receiving, by the allocation-information receiving
means, the first allocation information and the second allocation
information fromthe termnal device; a first transmtting 15 step of
connecting to the first allocation server to transmt the received first
allocation information to the firsL_q]chation server by the first
transmtting neans; a first receiving step of receiving, by the first
receiving nmeans, the connection information for the second allocation 20

server corresponding to the transmtted first allocation information from
the first HUTRTOR SEpRIPLtH NG IGRES t FRASFPIIHIRS So8pe6Fie®nnecting to

t he seconthchpc%pgon sg@ve{ basegnon the connection information received
in the firstCPeceiVihg Step T8 t¥and't °the second al | ocation 25

information toghhe,second Ald06ath0P, S8 V&L §)¥nettlﬂ%ds@89 nd %e;/rwi]:',[? e

transmtting neans; a second recelving step of receiving, e second

recei ving d@ans,, bitereesnetid athd HRheRkion {Rforddie AUtebenthgation server
corresponding to the transmtted second allocation information fromthe

second 5al | addtergn cBtsenveervand mnc aheeel L ovat hdrorsyaitean ihr ahsm tti ng step
of transmtting, by the connection-information transmitting neans, the
connect i orf§ trertveeei vErR inetied s8cedepted in a computer

including allocation-information receiving means, first
transmitting means, first receiving means, second
transmitting means, second receiving means, and connection-
10 information transmitting means. The method is characterized
by including an allocation-information receiving step of
receiving, by‘the alleccation-information receiving means,
the first allocation information and the second allcocation
information from the terminal device; a first transmitting
15 step of connecting to the first alleocation server to
transmit the received first allocation information to the
first allocation server by the first transmitting means; a
first receiving step of receiving, by the first receiving
means, the connection information feor the secénd allocation
20 server corresponding to the transmitted first allocation
information from the first allocation server; a second
transmitting step of connecting to the second allocation
server based on the connection information received in the
first receiving step to transmit the second allocation

25 information to the second allocation server by the second



receiving step to the termnal device. The present invention provides a

first allocation

10 nethod of providing the connection information for the

second al l ocation server to the service server in the allocation systemin
the seventh structure. The first allocation nmethod is adopted in a
conputer including receiving neans and transmtting nmeans. The first 15
allocation nethod is characterized by including a receiving step of
receiving, by the receiving nmeans, the first allocation information from
the service server; and a transnltthg step of transmtting, by the
transmtting neans, the connection information for the second allocation
server 20 corresponding to the received first allocation information. The
present invention provides a second allocation nethod of providing the
connect i orFIHF B FELPENTEBRST e Seapfederedving stval recehvingr Wite server
in the aIIocatlon s¥sten1 [n the sevepth structure. The second_25

al | ocat i onr HetIF&E s

888b¥%ﬁﬁ|W?%P%ﬂ) ﬁtﬁ?n??ﬁﬁ%ﬁﬂrﬁfforTéth%cE?Qlng neans

and transiiid 146, R85 flie SeSAd coALLasaldan, Rt had Ls character | zed by

including a receiving step o receivin

e receiving neans, the

second  aldQeild gmbegewatirofbrfﬁa%ornheréﬁryh&esé&rn\ae il@@gt@oé
transmtting step of transmtting, by the transmtting neans, the

connecti onsdmfear;mahboa &ﬁmnédﬁidﬁﬂlhebtmaai¢ﬁntﬁﬁﬂ§m1&tlﬁgré@époﬁﬂlng to the

recei ved second all ocation information.
transmitting, by the connection-information transmitting

means,

the connection information received in the second

receiving step to the terminal device.

The present invention provides a first allocation

10 method of providing the connection information for the

second allocation server to the service server in the

allocation system in the seventh structure. The first

allocation method is adopted in a computer including

receiving means and transmitting means. The first

15 allocation method is characterized by including a receiving

step of receiving, by the receiving means, the Ffirst

allocation information from the service server; and a

transmitting step of transmitting, by the transmitting means,

the connection information for the second allocation server

20 corresponding to the received first allocation information.

The present invention provides a second allocation

method of providing the connection information for the

authentication server to the service server in the

allocation system in the seventh structure. The second

25 allocation method is adopted in a computer including



The present invention provides a term nal device programused in the
termnal device including a conputer 10 that utilizes the service provided
by the service server in the term nal-device authentication systemin the
first structure. The term nal device programrealizes a first receiving
function of receiving the connection information for the first allocation
server fromthe service server; a 15 first transmtting function of
connecting to the first allocation server based on the connection
information received in the first npqggyjng function to transmt the
first allocation information to the first allocation server; a second
recei ving function of receiving the connection 20 information for the
second al | ocat,ion server corresponding to the transmitted first allocation

i nf or mat i ST oM Ch&eanpr 8pd oF ¥ JFGr’r“ﬁ’eF‘@@Ps a The steqomghsni tti ng

function o C tin t he_.seco d al L gcati on er based. on the
connect i onil n %;yr%% r&ﬁg?ecel vec]jarr?ct 1482 0RY 14T ]Z“?C{ﬁnr?gazgef:ﬁhgf?%n to

transnit tiesegondcahbong!ioy i Uemlbohgl foand, dnd Recsggond al | ocation

server; a third receiving function of ‘rec i ving the connection information

for the auilesddtaan OAFoHREVESN CRIGESRENdERE: 6@ dde,d;anshi tt ed second
allocation information fromthe second all ocation server; an 5

aut hentdi catiarsniitftdrngatsiep ¢f ansmistiitndgniunoy i tre dfranconnedhiyngedts t he
aut henti cation server based on the connection information received in the
third receﬁﬁﬁ,ﬁ?nnectlon information for the authentication server
corresponding to the received second allocation information.
The present invention provides a terminal device
program used in the terminal device including a computer
10 that utilizes the service provided by the service server in
the terminal-device authentication system in the first
structure. The terminal device program realizes a first
receiving function of receiving the connection information
for the first allocation server from the service server; a
15 first transmitting function of connecting to the first
allocation server based on the connection information
received in the first receiving function to transmit the
first allocation information to the first allocation server;
a second receiving function of receiving the connection
20 information for the second allocation server corresponding
to the transmitted first allocation information from the
first allocation server; a first transmitting function of
connecting to the second allocation server based on the

connection information received in the second receiving

25 function to transmit the second allocation information to



function to transmt the authentication information to the authentication
server; an authentication-result receiving 10 function of receiving the

aut henti cation result based on the authentication information transmtted
in the authentication-information transmtting function fromthe

aut henti cation server; and an authentication-result transmtting function
of transmtting the authentication 15 result received in the

aut hentication-result receiving function to the service server. The
present invention provides a first allqcation programused in the first
all ocation server that is a conputer %eriding the connection information
for the second 2D allocation server to the termnal device in the term nal -
devi ce authentication systemin the first structure. The first allocation
progr am r edis Aecoadr adépod el wrotviean ef thibdneetdimg noo fuhetienndhal device

to receive the first allocation information fromthe term nal device; and
a 25 transtRIHAGIF Ghet FORPIFEAMaASHPERA RECR WPk ditfe GtHRNE 198 19T  or mat i on

f th d al | ti dj to t ived first
Al ocati ot T (TP EBRPOSTRE Lo HionAFSNOBUTCE! SRS BAGRCTRYEnt | on

oo 22 SR OF RS rUe BT b0, A megt) ap System hat s o
server st 0 adthRn¥e¥kEEn SEAFE md th dh@ rhasil Bet nglomia 1kt Bent i cation
connecting to the authentication server based on the
connection information received in the third receiving
function to transmit the authentication information to the
authentication server; an authenticaticon-result receiving
10 function of receiving the authentication result based on the
authentication information transmitted in the
authentication-information transmitting function from the
authentication server; and an authentication-result
transmitting function of transmitting the authentication
15 result received in the authentication-result receiving
function to the service server.
The present invention provides a first allocation
program used in the first allocation server that is a
computer providing the connection information for the second
20 allocation server to the terminal deviqe in the terminal-
device authentication system in the first structure. The
first allocation program realizes a receiving function of
connecting to the terminal device to receive the first
allocation information from the terminal device; and a

25 transmitting function of transmitting the connection



systemin the fourth structure. The allocation program realizes an

all ocation-information receiving function of 10 receiving the allocation
information fromthe service server; and a connection-information
transmtting function of transmtting the connection information for the
aut henti cati on server corresponding to the received allocation
information. 15 The present invention provides a service server program
used in the service server that is a conputer providing the service to the
term nal device in the terninaI-devchoagthentication systemin the fourth
structure. The service server programrealizes an allocation-information
receiving 20 function of receiving the allocation information fromthe

term nal device; an allocation-information transmtting function of
transnittiifForRetieef QB dLRE IR0 ALLAFBE HeRt | THF Va0 CORESaPPRERT on syst em

a connection-information receivi unctiop of receiving the connection
Tnformati o 1P BRECIESALTHTR ARAECal L gRr ¥R O%trj@é‘pEHdFﬁﬁ beripel

transmtted.~ 21 allocation information fromthe allocation system and a
connection-information transmtting function of transmtting the received

connection i nfoRABLEHBAO itRRNEeLAI Padv AR G aTDNE-REE£SEPrdgpuantion
provi des a service server program used in the service server that is a

conput &r neseel vnnght hellconnient isgstienf ensatiom fempieraptbendimwat i on
server from the allocation systemin the seventh structure. The service
the connection information for the authentication server to
the service server in the-terminal—device authentication
system in the fourth structure. The allocation program
realizes an allocation-information receiving function of

10 receiving the allocation information from the service
server; and a connection-information transmitting function
of transmitting the connection information for the
authentication server corresponding to the received
allocation information.

15 The present invention provides a serviée server program
used in the service server that is a computer providing the
service to the terminal device in the terminal-device
authentication system in the fourth structure. The service
server program realizes an allocation-information receiving

20 function of receiving the allocation information from the
terminal device; an allocation-information transmitting
function of transmitting the received allocation information
to the allocation system; a connection-information receiving
function of receiving the connection information for the

25 authentication server corresponding to the transmitted



server programrealizes an allocation-information receiving function of
receiving the first allocation information and 10 the second all ocati on
information fromthe termnal device; a first transmtting function of
connecting to the first allocation server to transmt the received first
allocation information to the first allocation server; a first receiving
function of receiving the connection information 15 for the second

al l ocation server corresponding to the transmtted first allocation
information fromthe first aIIocatLp@lsgrver; a second transmitting
function of connecting to the second allocation server based on the
connection information received in the first receiving 20 function to
transmt the second allocation information to the second allocation

server; a JeFRFIPBCARIPHRAFATEIITOR P preLRPITIRF thete8nnatei dn
I nformation for the au%hentication ser rrespong#ngﬁto the fransmtted
i

second al ISEHIGHONATSPRET 6P TGS CERE Nt ST Gb &t OF=BEFYEr " Gind & 25
connect| OnEHenf:%rdEVeanEﬁﬁ@éﬂeéd{ 0@ ol HAEE LN Qf tifd %%?ﬂihfapnaeﬁ@@. the

connection I nformation receiv in the second receiving unction to the

term nal devi Cene THLe $E:0S SHventV@RAt bOBv LY | daferdilder 8braét Q64 @M pProgram
used in the first allocation server that is a 5 conputer providing the

connectsi onusenf dmmathieonefoict hesseooniiatal kogatdrmpuiser vercetioihhetser vi ce
server in the allocation systemin the seventh structure. The first
al | ocati orfeonnection information for the authentication server from
the allocation system in the seventh structure. The service
server program realizes an allocation-information receiving
fuﬁction of receiving the first allocation information and
10 the second allccation information from the terminal device;
a first transmitting function of connecting to the first
allocation server to transmit the received first allocation
information to the first allocation server; a first
receiving function of receiving the connection information
15 for the second allocation server corresponding to the
transmitted first allocation information from the first
allocation server; a second transmitting function of
conhecting to the second allocation server based on the
connection information received in the first receiving
20 function to transmit the second allocaticon information to
the second allocation server; a second receiving function of
receiving the connection information for the authentication
server corresponding to the transmitted second allocation
informaticon from the second allocation server; and a

25 connection-information transmitting functicon of transmitting



programrealizes a receiving function of receiving the first allocation
information fromthe service server; and a 10 transmtting function of
transmtting the connection information for the second all ocation server
corresponding to the received first allocation information. The present
i nvention provides a second allocation programused in the second
allocation server that is a 15 conputer providing the connection
information for the authentication server to the service server in the
allocation systemin the seventh strugture. The second allocation program
realizes a receiving function of receiving the second allocation
information fromthe service 20 server; and a transmtting function of
transmtting the connection information for the authentication server

cor r espondifity CHPEREL PR cEF IR AE OO eGP E BRAL F B nFhsh fRSeRRe SRCSFRENDr esent

invention:pro i.des. a gﬁora e.negjun1.readable by a conputer storing any of
unc 8 e Eé& i de
e 2 W, S

t he prograis &S V25% The terninal device in the second

structure nmay @Hétﬁ'ﬁéseﬂﬂ‘cﬂﬂ%ﬂt%ﬂnﬁ?&%é ry%rih%tti 9Ny SELEI LY neans for

storing the connection information for the authentication server received
by the thigrbgregeusbagiAneens; fiand canbtafiog f8anRs thakor scanfirm ng

whet her, when the connection information for the first allocation server
i's recéi verbrpugert peogtding echeseroneectibe tofimerdt om ifiekothat semrid st or ed
'n the allocation server to the service server in the allocation
system in the seventh structure. The first allocation
program realizes a receiving function of receiving the first
allocation information from the service server; and a
10 transmitting function of transmitting the connection
information for the second allocation server corresponding
to the received first allocation information.
The present invention provides a second allocation
program used in the second allocation server that is a
15 computer providing the connection information for the
authentication server to the service server in the
allocation system in the seventh structure. The second
allocation program realizes a receiving function of
receiving the second allocation information from the service
20 server; and a transmitting function of transmitting the
connection information for the authentication server
corresponding to the received second allocation informaticn.
The present invention provides a storage medium
readable by a computer storing any of the programs described

25 above.



connection-informati on storing nmeans. The term nal device my be
structured such that, when the confirm ng neans 10 confirns that the
connection information is stored, the authentication-informtion
transnitting neans connects to the authentication server based on the
stored connection information to transmt the authentication information
(an eleventh structure). 15 The term nal device in the eleventh structure
may be structured such that, when the authentication-information
transmtting nmeans is not able to conngct to the authentication server
based on the connection information stored in the connection-information
storing neans, the 20 authentication-information transmtting nmeans uses
the connection _information for the authentication server, acquired by
usi ng the firsther Bp¥AiRat (fpvicandr the seUrd Strrél%ilv.en@aweﬁmthetrhe second
transnlttgﬂgagy ns, and the HréPlrd rece|V|n? neans ed on the connectlon
9

informati e COPUEHTHY T At OPe §EPY FoSEBRMRSLERD the - 2
4 - aut NenldLAld QRS SLYBENPELA TANSTLS AL Mmg&%@r@@ i nf ormat i on,
and such t e connection-1 nformation ?orlng means useés the ach|red

connecti orkédgl%raaﬁoyorahé%hif@ Laésenef%l;caéaﬁ@ SE&LY &orq HRHS ReLhe stored
connection 5 information (a twelfth structure) According fo the present

i nvent ison, féihecftikenhcabhetiter t anget the tbhan&ieviiGFgarthenappropri atel y
al | ocat ed.
the first allocation server is received from the service
server, the connection information is stored in the
connection-information storing means. The terminal device
may be structured such that, when the confirming means

10 confirms that the connection information is stored, the
authentication-information transmitting means connects to
the authentication server based on the stored connection
information to transmit the authentication information (an
eleventh structure).

15 The terminal device in the eleventh structure may be
structured such that, when the authentication-information
transmitting means is not able to connect to the
authentication server based on the connection information
stored in the connection-information storing means, the

20 authentication-information transmitting means uses the
connection information for the authentication server,
acquired by using the first transmitting means, the second
receiving means, the second transmitting means, and the

third receiving means based on the connection information

25 received by the first receiving means, to connect to the



Brief Description of the Drawings 10 Fig. 1 illustrates a network structure
of a device authentication systemaccording to a first enbodinent. Fig. 2
illustrates an exanple of the logical structure of a device ID. Fig. 3
illustrates the relationship between a CE device 15 and each server
according to the first enbodinent. Fig. 4 is a flowhart show ng a process
in which a service server provides a service requiring the authentication
according to the first enbodinment. Figs. 5A and 5B illustrate exanpl es of
protocols used 20 as device authentication triggers. Fig. 6 illustrates
the relationship between a CE device and each server according to a second
enbodinent. Fig. 7 is a flowhart showi ng a process in which a service
server praoyvide rvice re uiringﬁéhe 25 aut henti cati,on according to the
[

second enﬁ%ﬂ‘ﬁ%ﬁ?F%-lﬁg SEFYET $%¢hHRE PRE TSt PR 1t 18Rt A8 hent i cat i on

cystem offChavhcechs abanA st paLeniodogusl, Bt Mode for

Carrying Qut the Invention irst and second preferre
present iduitgOmewhk! ubss dasCrdRed bl dehabdt Md hfehaLenss Q- the

attached drawi ngs. [Summary of First Enbodi nentj A CE device 3 stores a
devi ce | Dthe ianthedihgatDspadrver to update the stored connection
5 information {(a twelfth structure).

According to the present invention, the authentication

target of the CE device can be appropriately allocated.

Brief Description of the Drawings
10 Fig. 1 illustrates a network structure of a device
authentication system according to a first embodiment.

Fig. 2 illustrates an example of the logical structure
of a device ID.

Fig. 3 illustrates the relationship between a CE device

15 and each server according to the first embodiment.

Fig. 4 is a flowchart showing a process in which a
service server provides a service requiring the
authentication according to the first embodiment.

Figs. 5A and 5B illustrate examples of protocols used

20 as device authentication triggers.

Fig. 6 illustrates the relationship between a CE device
and each server according to a second embodiment.

Fig. 7 is a flowchart showing a process in which a
service server provides a service requiring the

25 authentication according tc the second embodiment.



10 information 15 that identifies a conpany and attached information 16
that can be freely set by the conpany, as shown in Fig. 2. Referring to
Fig. 3, when a service server 10 provides a service requiring device

aut hentication to the CE device 3, 15 the service server 10 transmts
connection information for a conmpany-information allocation server 6 to the
CE device 3. The CE device 3 transmts the conpany information 15 to the
conpany-information allocation server 6 based on the transmtted
connection information. 20 The conpan? information all ocation server 6
searches an allocation server table % for the conpany information 15 and
acquires connection information for an authentication- target allocation

server 8. In tHe aléo ation server table 21, the conpany information 15 is
associ at ed wi t h*he® 25 Al &%t SEALPFEREE P h it AUtHERE!BAT 5%} vBfS B hmanaged

for every - 26 .. The co -informption. all ocation server 6
transmits 1 éié%ﬁﬁ??gggc%%d%%ﬂ?%ﬁ%ﬁﬁFéFﬁangﬁnYdd??ﬁ§%ﬂ§- device 3. The CE
device 3 connects to the authentication-target 5 allocation server 8

managed by the correspondi ng conpany based on the transmtted connection

i nformat i Bestamddet Eapsohtsyidie cdevicee tRrdS:ish the authentication-target
all ocation server 8. The authentication-target allocation server 8 searches
5 First and second preferred embodiments of the present
invention will be described in detail with reference to the
attached drawings.
[Summary of First Embodiment]
A CE device 3 stores a device ID 13 including company
10 information 15 that identifies a company and attached
information 16 that can be freely set by the company, as
shown in Fig. 2.
Referring to Fig. 3, when a service server 10 provides
a service requiring device authentication to the CE device 3,
15 the service server 10 transmits connection information for a
company-information allocation server 6 to the CE device 3.
The CE device 3 transmits the company information 15 to
the company-information allocation server 6 based on the
transmitted connection information.
20 The company-information allocation server 6 searches an
allocation server table 21 for the company information 15
and acquires connection information for an authentication-
target allocation server 8. In the allocation server table
21, the company information 15 is associated with the

25 authentication-target allocation server 8 managed for every



10 an authentication server table 22 for the device ID 13 and acquires
connection information for an authentication server 9 being in charge of
the aut hentication of the CE device 3. |In the authentication server table
22, each device ID 13 is associated with the authentication server 9 being
in charge 15 of the authentication of the corresponding CE device 3. This
is because the CE device 3 for one conpany can be associated with nultiple
aut hentication servers 9. The authentication-target allocation server 8
transmts the acquired connection infgrmation to the CE device 3. 20 The
CE device 3 identifies the authentication server 9 being in charge of the
aut hentication of the CE device 3 based on the transmtted connection

i nformation. The CEngVICG 3 connects to the_ authentication server 9 based

on the conf@ttidn inf8r iBtPHmY ™ rFF&ﬁQﬁl?él%@FEﬁRQNiﬁF V€%t Pon i nformation
required f%%ﬁﬁgﬁﬁtqe%hge Ei e&‘ thenticati on 9 hcgiggnggssggrase or the

device ID t e alt NentT catl on server t he
transm tt egbahentication information, the authentication server 9

aut henticates the 5 CE device 3. As described above, according to the

first enbodi menhe Ckhgedleviconndctioe rase futhkateespasy-td¥qyration
all ocation server 6 about the authentication-target allocation server Bto

be conrectadocatdonngarves Hfmareged by the corresponding company

based on the transmitted connection information, and
transmits the device ID 13 to the authentication-target
allocation server 8,

The authentication-target allocation server 8 searches

10 an authentication server table 22 for the device ID 13 and
acquires connection information for an authentication server
9 being in charge of the authentication of the CE device 3.
In the authentication server table 22, each device ID 13 is
associated with the authentication server 9 being in charge

15 of the authentication of the corresponding CE device 3,
This is because the CE device 3 for one company can be
associated with multiple authentication servers 9. The
authentication~-target allocation server 8 transmits the
acguired connection information to the CE device 3.

20 The CE device 3 identifies the authentication server 9
being in charge of the authentication of the CE device 3
based on the transmitted connection information.

The CE device 3 connects to the authentication server 9
based on the connection information, and transmits

25 authentication information required for the device



10 authentication-target allocation server B about the authentication
server 9 to be connected. The conpany-infornmation allocation server 6

al l ocates destination servers based on the conpany information, and the
aut hentication-target allocation server 8 perforns the 15 allocation based
on the device ID 13. As described above, the conpani es perform conmon
processi ng before the conpany is connected to the conpany- infornmation

al l ocation server 6, whereas each conpany perforns uni que processing after
t he conpany receives the 20 connectio& information for the

aut hentication-target allocation ser dr 8 from the conpany-i nformation
allocation server 6. [Detail Description of First Enbodinent] Fig. 1
illustrates a network structure of a device 25 authentication system1
accor di ng awhemditatienenboch @ pasgghrype devile devtlisentPchdi ofe system 1
has the CE devices 3, the conpany-information allocation server 6, the

aut hent i cattoAeGétcarl e al§ 0 sérvers 8a, 8b, 8c, ..., the

aut henti cation_servers 9a 9% 9 Ser Vi rvers 10, 5 and so on

: , P | e.S
that can be CoRReETERLRST SSorTs: HEPSUEFEThET TRPEEREETST Al t hough one COF
device 3 aﬂﬁaﬂ%éfﬁﬁ Vi £fe SEEMAINthQ 235 8n §QQ¥Qr'§‘Jﬂﬂﬁen{iSHHEE'Pﬁg CE

devices 3 and nultiple service servers 10 exist In the device
aut hentsi catg ey em 1. One

As described above, according to the first embodiment,
the CE device 3 ingquires of the company-information
allocaticon server 6 about the authentication-target
allocaticn server B to be connected, and inguires of the

10 authentication-target allocation server 8 about the
authentication server 8 to be connected.

The company-information allocation server 6 allocates
destination servers based on the company information, and
the authentication-target allocation server 8 performs the

15 &allocation based on the device ID 13.

As described above, the companies perform common
processing before the company is connected to the company-
information allocation server 6, whereas each company
performs unique processing after the company receives the

20 connection information for the authentication-target
allcocation server 8 from the company-information allocation
server 6.

[Detail Description of First Embodiment]
Fig. 1 illustrates a network structure of a device

25 authentication system 1 according to the first embodiment.



10 conpany-information allocation server 6 exists in the device
aut hentication system 1. The authentication-target allocation servers 8a,

8b, 8c, ... are hereinafter sinply denoted by the authentication- target
al l ocation server 8, unless otherw se specified. 15 Simlarly, the
aut hentication servers 9a, 9b, 9c, ... are hereinafter sinply denoted by

the authentication server 9, unless otherw se specified. The CE device 3
is an electronic product, such as a television set, a video set, a
recorder, an audio set, a 20 gane qa%@ige, a PDA, a rice cooker, or an air
conditioner. The CE device 3 includes a conputer having a comunication
function. The CE device 3 is a termnal device that can comruni cate with

various servers (the  service servers 10, the conp g information
al l ocation 25 QE?VQ?V%Fet4ﬂ$W%9FH€ﬁFF€%t$¥ﬁF@%ﬁb€@5aF BcekivisE@siér 8, the

- 29 aut ntlcatlon se Sﬂ' r servers r the Internet 5. The
CE devi ce 3'StOTEs"{ 48 ?E%FF%?? FPﬂ1ﬁ%fY @eCE device 3 from

ot her CE %)‘dh&e%lcyﬂgoﬂe§éfcf@é a&.&o%a%gﬁﬁeg&@%éw ok Ig‘bv ghe CE device 3

based on the vice ID received from As “fesctri ed bel ow,
the devi ceydtReintelHEeSH COMPRAIYS daNf OBNBLEON | epfLSRNLIIRG 8 PROHS agdurer or

a sal es conpany of the CE device 3 and attached information that can be
5 and so on that can be connected to each other over the
Internet 5.

Although one CE device 3 and one service server 10 are
shown in Fig. 1, multiple CE devices 3 and multiple service
servers 10 exist in the device authentication system 1. One

10 company-information allccation server 6 exists in the device
avthentication system 1.

The authentication-target allocation servers 8a, 8b, Bc,
. are hereinafter simply denoted by the authentication-
target allocation server 8, unless otherwise specified.

15 Similarly, the authentication servers %a, 9b, 9¢, .. are
hereinafter simply denoted by the authentication server 9,
unless otherwise specified.

The CE device 3 is an electronic product, such as a
television set, a video set, a recorder, an audio set, a

20 game machine, a PDA, a rice cocker, or an air conditioner.

The CE device 3 includes a computer having a
communication function. The CE device 3 is a terminal
device that can communicate with various servers (the
service servers 10, the company-information allocation

25 server 6, the authentication-target allocation server 8, the



10 freely set by each conpany. The CE device 3 also stores a passphrase for
the device authentication. The passphrase is used in the device

aut henti cati on. The passphrase is a character string having the sanme 15
function as a password. A character string |onger than the password is
call ed the passphrase. Either of the password or passphrase may be used
for the device authentication. The service server 10 is a server having a
service site set up thereon for providing services to the CE device 3. 20
The service server 10 transmts con[eg% or provides services to the CE
device 3 that has accessed the servic site. A user can utilize the
content, receive provision of the services, or use the services provided
by the service server 10 by using the CE device 3. 25 The content provi ded
by the serdHidensdraéionoseiedudes andzopher peyitersonte@ae, theavel information
content, movie content, and recipe content. The services provided by the

service s DEG 'nclude provi sion of personal information including a
oDy and o PrEREr 00y 4BV Log biLer R OOl 08, Oy 68y A
information including a setu arane of COnNEct ron-t Q%llv%ternet

mai nt enangg, Hfcst @%v%edng&a c?d?l‘ri_ruléﬂah@v%es SOf'IthV@rd%stL_Ha@ijgﬁt' on, the

service server 10 can provide an online storage service and an afflnlty

servi cé (aamiedhicAg identify the CE device 3 based on the device ID
received from the CE device 3.

As described below, the device ID includes company
information representing a manufacturer or a sales company
of the CE device 3 and attached information that can be

10 freely set by each company.

'~ The CE device 3 also stores a passphrase for the device
authentication. The passphrase is used in the device
authentication.

The passphrase is a character string having the same

15 function as a password. A character string longer than the
password is called the passphrase. Either of the password
or passphrase may be used for the device authentication.

The service server 10 is a server having a service site
set up thereon for providing services to the CE device 3.

20 The service server 10 transmits content or provides
services to the CE device 3 that has accessed the service
site. A user can utilize the content, receive provision of
the services, or use the services provided by the service
server 10 by using the CE device 3.

25 The content provided by the service server 10 includes



10 service of the specifications or services of the device with the
specifications or services required by another device). Wen the CE device
3is atoilet bow, the service server 10 can provide a service in which
stools of a user are sensed by using a sensor to check the health
condition 15 of the user. Wile sone services provided by the service
server 10 do not require the device authentication, sone services

provi ded thereby require the device authentication. Wien the CE device 3
requests a service requiring the 2Q dgvi.ce authentication, the service
server 10 requests the CE device 3 to connect to the conpany-information
al l ocation server 6. A service in which nusic data is transmtted to a
stereo unit including the CE device 3 will now be described 25 as an
exanpl e ofM4HE CERERE: oFrTTR) SETAATEE T BRUPPRHRP T 1T L1 CORERN b

aut henti cation by _the device 3. In this case, the service server 10
transnits%ggfégﬁgpaaFggf%n%é di spl ayed on a sel ection screen for selecting

musi ¢ to the sgpeefetPides Piovdakd HiSPhAVRA- AR BB 350 FCLiON HET EEN IS

described in a conputer |anguage, such as a hypertext markup Ianguage
(HTM.) . Therstiefies b pefdsid s Aditassbaeindaidi o & Rebbehggt i on screen

for selecting nusic in a display provided in the stereo unit.

5 preference, device information of the CE device, and
information including a setup parameter for connection to
the Internet; maintenance of the CE device; and update of
software. In addition, the service server 10 can provide an
online storage service and an affinity service (a matching

10 service of the specifications or services of the device with
the specifications or services required by another device).

When the CE device 3 is a toilet bowl, the service
server 10 can provide a service in which stools of a user
are sensed by using a sensor to check the health condition

15 of the user.

While some services provided by the service server 10
do not require the device authentication, some services
provided thereby require the device authentication.

When the CE device 3 requests a service requiring the

20 device authentication, the service server 10 requests the CE
device 3 to connect to the company-information allocation
server 6.

A service in which music data is transmitted to a

stereo unit including the CE device 3 will now be described

25 as an example of the request of the service requiring the



10 On the selection screen, the nusic to be downl oaded can be narrowed
down stepw se based on the nusic genre, the artist nanme, or the nusic
nane. This narrow ng operation can be perforned w thout the device

aut henti cati-on, and the corresponding screen is 15 displayed each tinme the
user narrows down the nusic. A downloading state after the nmusic is
narrowed down is set so as to require the device authentication. This
setting can be realized by enbedding, in the screen data, a tag for
notifying the service server 10 of theoperation to 20 be perforned, which
requires the device authentication. Thé tag is associated with a

downl oadi ng button di spl ayed on the selection screen. Accordingly, when
the user clicks the downl oadin button, the CE device 3 transmits a

noti fi cat i Vi@ UHENt252HEM R fhehéRt Ae%EFdN is required to the service
server 10. - 3& #E.reﬁﬁgns to the.notificati%n, t he s?rvice server 10
transmts inforfabtdh $HE tTi%GEFE TR TeXAtce’ ATPRERE FEaTF 0T her ei naf t er
referred 19,35 @ gavis6 DS LA ABL0h00E ded NG TR RN, CE 3. 5 The

1
CE device 3 recelves tﬁ% %%%ICE authentication trigger fromthe service
server 10 gusiRerdormeasseréssudfc. authenhtsali S N[RRY akhi eAs. The device

authentication trigger includes the connection information for the
conpany- |sdleramEtcnorcakbochs | descEbeer i6. aThemilt ddeizeguidgeansuch
as a hypertext markup language (HTML).

The stereo unit displays the screen data on the
selection screen for selecting music in a display provided
in the sterec unit.

10 On the selection screen, the music to be downloaded can
be narrowed down stepwise based on the music genre, the
artist name, or the music name.

This narrowing operation can be performed without the
device authentication, and the corresponding screen is

15 displayed each time the user narrows down the music.

A downloading state after the music is narrowed down is
set so as to require the device authentication. This
setting can be realized by embedding, in the screen data, a
tag for netifying the serxrvice server 10 of the operation to

20 be performed, which requires the device authentication. The
tag is associated with a downloading button displayed on the
selection screen.

Accordingly, when the user clicks the downloading
button, the CE device 3 transmits a notification that the

25 device authentication is required to the service server 10.



10 connect to the conpany-information allocation server 6 based on the
connection information. The conpany-information allocation server 6 is a
server instructing the authentication-target allocation server 8 to be
connected to the CE device 3. 15 The conpany-information allocation server
6 stores the allocation server table in which the conpany information is
associated with the authentication-target allocation server 8. The
conpany-information all ocation server 6 receives the conpany infornmation
included in the device ID fromthe CE..20 device 3, and transmts the
connection information for the authentication-target allocation server 8
to be connected to the CE device 3. The authentication-target allocation
server 8, which is provided for_ every conpany, isS a server instructing the
25 aut hentiTt &ESERTSEr For the (P icahntet ebht o HE CE S§&VEEe18. - 33 The

aut hentication-target _allocatiqn server 8 stares, the authentication server
table in \%ﬁﬁa&?mﬂﬁgg&&g%@a?ﬁ? 3ha§s§5698‘?3éﬁ % H$'HEaut hent i cati on server

9. The a”%&g&%&%@%&g?aﬁéﬁgﬂgeﬁléﬁﬁt ir%@e%?éé(e{o &4 6CQe¥es .t he 5 device ID

fron1th¢ _ ransmts the connection |nfornation for the
aut hent i cajranteEu et of ££ﬁ§§%f@0&QﬁQ%%dCEt&b%i&b‘55 device 3. The

authentication server 9 is a server for authenticating the CE device 3.
One or 5nul ti pl Bhe CE device 3 receives the device authentication
' trigger from the service server 10 teo perform a series of
authentication operations. The device authentication
trigger includes the connection information for the company-
information allocation sexrver 6. The CE device 3 can

10 connect to the company-information allocation server 6 based
on the connection information.

The company~information allocation server 6 is a server
instructing the authentication-target allocation server 8 to
be connected to the CE device 3.

15 The company-information allocation server 6 stores the
allocation server table in which the company information is
assoclated with the authentication-target allocation server
8. The company-information allocaticn server 6 receives the
company information included in the device ID from the CE

20 device 3, and transmits the connection information for the
authentication-target zllocation server 8 to be connected to
the CE device 3.

The authentication-target allocation server 8, which is
provided for every company, is a server instructing the

25 authentication server 9 to be connected to the CE device 3.



10 aut hentication servers 9 are provided for every conpany. The

aut hentication server 9 perforns the device authentication based on the
device ID and the passphrase of the CE device 3. The conpany-infornmation
al l ocation server 6, the 15 authentication-target allocation server 8, the
aut hentication server 9, and the service site of the service server 10
described above are identified on the Internet 5 based on their uniform
resource |locators (URLS) or unique resource identifiers (URIs). 20 The
connection information, which the CE dgvice 3 transmts and receives to
and from each server, includes such s or URIs. The CE device 3 uses
this information to connect to the correspondi ng server. In other words,

t he connection information includes 25 information, for_ exanple,
"http://abc. Zohjecaufpentigatdien-tagget dehtegateont Feruest § nakxnf server (the

conpany-information_,allpcation serv 6, the authentjcation-target
T Doar on i Rt EhESR AT CRDLonLachYE: Gheberhge FRETS of the CE

device 3 S fdidiie data Lianamidedcandoegeiyad 4o aad from the CE

device 3 or each server i s encr I'n-order to prevent. an illegal access
by a third,paldnticAsidaSe4t ADQG i bRe sePFRANY -Iddarmt kg al | ocation

server 6 and the authentication-target allocation server 8
5 device ID from the CE device 3, and transmits the connection
information for the authentication server 9 to be connected
to the CE device 3.
The authentication server 9 is a server for
authenticating the CE device 3. One or multiple

10 authentication servers 9 are provided for every company.

The authentication server 9 performs the device
authentication based on the device ID and the passphrase of
the CE device 3.

The company-information allocation server é, the

15 authentication-target allocation server B, the
authentication server 92, and the service site of the service
server 10 described above are identified on the Internet 5
based on their uniform resource locators (URLs) or unigue
resource identifiers (URIs).

20 | The connection information, which the CE device 3
transmits and receives to and from each server, includes
such URLs or URIs. The CE device 3 uses this information to
connect to the corresponding server.

In cother words, the connection information includes

25 information, for example, "http://abc.Zony.co.jp", which



10 serve as a first allocation server and a second allocation server,
respectively. The service server 10 transmts the connection information
for the conpany-information allocation server 6 to the CE device 3. The
conpany- information allocation server 6 transmts the connection 15
information for the authentication-target allocation server 8 to the CE
device 3. The authentication-target allocation server 8 transmts the
connection information for the authentication server 9 to the CE device 3.
Fig. 2 illustrates an exanple of the l,gqgical structure 20 of the device ID
13, with which the CE device 3 is provided. The device ID 13 includes the
conpany information 15 that identifies a conpany and the attached
information 16 that can _be freely set by each conpany. A variety of

i nf or mat i orfierdddhessthpedaeringtinin5erveF (oie (IRPrepYaéviesnatiethe type of

the CE d 3, dthe d f act | uded th

at?achedeﬁﬁfe agnseﬁéér eﬁﬁ? FPFEF ganu o ﬁF&g?ﬁaQéES%%ﬂgﬂylﬁfolzatlgn

16 includingdhe S‘Eﬁéaéu{c}lrl%fpﬁ thgegepeé” Sch'e lﬁém% {¢eed The CE,
ased IS

device 3 can be identifie on 5t ser Specifically, for
exanpl e, ad4diilceext ended unique identifier (EUI-64) nanaged by the | EEE
is adopted as the device ID 13. The EU -64 is a standard for managi ng the
CE devisce 3 All the data transmitted and received to and from the

CE device 3 or each server is encrypted in order to prevent
an illegal access by a third party.
Az described above, the company-information allocation
server 6 and the authentication-target allocation server 8
10 serve as a first allocation server and a second allocation
server, respectively. The service server 10 transmits the
connection information for the company—information
allocation server 6 to the CE dewvice 3. The company-
information allcocation server 6 transmits the connection
15 information for the authentication-target allccation server
8 to the CE device 3. The authentication-target allocation
server B8 transmits the conneqtiqn information for the
authentication serﬁer 9 to the CE device 3.
Fig. 2 illustrates an example of the logical structure
20 of the device ID 13, with which the CE device 3 is provided.
The device ID 13 includes the company information 15
that identifies a company and the attached information 16
that can be freely set by each company.
A variety of informatiocn, such as the serial number of

25 the CE device 3, the type of the CE device 3, and the date



10 by using 64-bit information. Particularly, anong the 64 bits, the upper
24 bits are called an organi zationally unique identifier (QUI), which is
supplied to each conpany (vendor) by the I EEE. According to the first
enbodi ment, the QU corresponds to the conpany 15 information 15. The
remai ning lower 40 bits can be freely managed by each conpany and
correspond to the attached information 16 in the first enbodi nent.
According to the first enbodi ment, the conpany 20 information 15 serves as
first allocation information used by ghe conpany-information allocation
server 6 for acquiring the connect i of°i if or mation for the

aut hentication-target allocation server 8 The device ID 13 serves as
second allocation informati-on used by the authentication-target 25

al | ocat i omfsornafagthoe, acapibe Agctlhdedoimethd @t tiashesmanferma@sionf or t he

aut hentication server 9. Fig. 3 illustrates the relationship between the CE
devi ce 3 drft ed&hther ferst ﬁwlﬁ%ret bacrttrded defarPakve® a service
from 5 the aerV|ce éerver ?ﬁ qﬁi |bed Step 1: Wen the CE
devi ce 3 Sr-89, 8. 37 eF.ﬁgl & fe\iTe Suthshtication of the

Service Seryeh 1Q, .4t hergerad %%ﬁ%rv%rc%? 1%% %@éﬂttl%lfegebﬁggﬁegﬁ' on
i nf ornati on or tﬁe conpany- | nfornmation allocation server .
5 this serial number.

Specifically, for example, a 64-bit extended unigue
identifier (EUI-64) managed by the IEEE is adopted as the
device ID 13.

The EUI-64 is a standard for managing the CE device 3

10 by using 64-bit information.

Particularly, among the 64 bits, the upper 24 bits are
called an organizationally unique identifier (OUI}), which is
supplied to each company (vendor) by the IEEE. According to
the first embodiment, the OUI corresponds to the company

15 information 15.

The remaining lower 40 bits can be freely managed by
each company and correspond tc the attached information 16
in the first embodiment.

According to the first embodiment, the company

20 information 15 serves as first allocation information used
by the company-information allocation server 6 for acquiring
the connection information for the authentication-target
allocation server 8. The device ID 13 serves as second
allocation information used by the authentication-target

25 allocation server 8 for acquiring the connection information



10 Step 2: The CE device 3 connects to the conpany- information allocation
server 6 based on the connection information to transmt the conpany
information 15 to the conpany-information allocation server 6. The
conpany-information all ocation server 6 has the 15 allocation server table
21 in which the conpany information 15 is associated with the connection
information for connection to the authentication-target allocation server
B. The CE device 3 is associated with the authentication-target

al l ocation server 8 managed by each _caqppany in the 20 allocation server
tabl e 21. The conpany-information all 6Ccation server 6 searches the

all ocation server table 21 by using the conpany information 15 received
fromthe CE device 3 as a key, and transmts the connection information
for the aLﬁCH?er?tfiec&PFBﬁn’QBCEE%Pfﬁbtseél‘ﬂeécat| on server 8 searched in the

al l ocation server - table 21 to t evice 3. Step 3. The CE device
3 uses the conﬁé%tl%)nll]lurﬁt&raﬁﬁﬁ Bﬁerjé% 5?%’ EiEe By nf or mat i on

al  ocati ony  server 8,t0 A0 the corresponding authentication 5
target all ocation gerve?&gr%lng in charge of the CE device 3, anong the

aut henti cat i OnSE@}%Q%eﬁH@%@ er a@w@é S3 BreceliR@sCE d8M,£8 3rdgads out its
device ID 13 and transmts the device ID 13 to the authentication-target
al | ocatsi ortigersesfyi@e server 10 will now be described.
Step 1: When the CE device 3 requests a service
requiring the device authentication of the service server 10,
the service server 10 transmits the connection information
for the company-information allocation server 6.

10 Step 2: The CE device 3 connects to the company-
information allocation server ©& based on the connection
information to transmit the company informaticon 15 to the
company-information allocation server 6.

The company-information allocation server 6 has the

15 allocation server table 21 in which the company information
15 is associated with the connection information for
connection to the authentication-target allocation server 8.
The CE device 3 is associated with the authentication-target
allocation server 8 managed by each company in the

20 allocation server table 21.

The company~information allocation server 6 searches
the allocation server table 21 by using the company
information 15 received from the CE device 3 as a key, and
transmits the connection information for the authentication-

25 target allocation server 8 searched in the allocation server



10 The authentication-target allocation server 8 has the authentication
server table 22 in which the device ID 13 is associated with the
connection information for the authentication server 9 being in charge of
the authentication of the CE device 3. 15 The CE device 3 is associ ated
with the authentication server 9 in the authentication server table 22.

Al t hough the authentication server 9 is associated wwth each CE device 3
in the first enbodinment, the present invention is not limted to this
associ ation. The 20 authentication server 9 may be associated with a
broader group including the corresp@iding CE devices 3, for exanple, the
aut hentication server 9 may be associated with the CE devices 3 for every
nodel nunber. For exanple, the CE device 3 having a nodel nunmber XXX may

be aut henti cat it Scbhgeqitdentication server 9 identified by
connectioﬁabl%gﬂLﬁ%?gﬁéaF?onel and the CE device 3 having a nodel nunber

YYY may be awhenti.capgd ok tdedine autbent that¢TmMsE /@ 9 identified by

connection information 2. In other words, each _conpany can freeLy
associateihhgrggig@yh@@eavnﬁtﬁrometh%<§%%%%%TF85FF%%t%e fggﬁga The

authentication-target allocation server 8 searches s authentication
server tahkeve?2 astogedrmecteiocEbpDEaBEeF ;ngaPF%%Q? e CE device 3 as a

key, and transmts the connection info i I sFhenautheds i i on
seyver59 target allocation server B Belnérgﬁ Marher okhe et

3, among the authentication-target allocation servers B8.

The CE device 3 reads out its device ID 13 and
+ransmits the device ID 13 to the authentication-target
allocation server 8.

10 The authentication-target allocation server 8 has the
authentication server table 22 in which the device ID 13 is
associated with the conneétion information for the
authentication server 9 being in charge of the
authentication of the CE device 3.

15 The CE device 3 is associated with the authentication
server 9 in the authentication server table 22.

Although the authentication server 9 is associated with
each CE device 3 in the first embodiment, the present
invention is not limited to this association. The

20 authentication server 9 may be associated with a broader
group including the corresponding CE devices 3, for example,
the authentication server 9 may be associated with the CE
devices 3 for every model aumber. For example, the CE
device 3 having a model number XXX may be authenticated with

25 the authentication server 9 identified by connection




10 searched in the authentication server table 22 to the CE device 3. Step
4: The CE device 3 receives the connection information for the

aut henti cation server 9 fromthe conpany-infornmation allocation server 6,
and connects to the 15 authentication server 9 based on this connection
information. The CE device 3 then transmts the authentication

i nformati on, such as the passphrase or the device ID 13, required for the
devi ce authentication to the authentication server 9. 20 The
authentication server 9 has an authentjcation information table 23 in
which the device ID 13 is associated "with the authentication information.
The authentication server 9 conpares the authentication information
received fromthe CE device 3 with the authentication information in 25

t he aut hentftiamedd onnt oppdit tivh GRasleyizs Bohpeifdranmagel nggbegey¥Ee

aut hentication. The authentication server 9 then transmts _the

aut hent i cd1a% S 88GPERELCEHRA o tdeFhee a8 theR bpCaE 1o Seg”ededi ce 3 transnits

Lhe authenidGaliqng pesullatecelved Loamthe aut heniGall gn, gerver © to the
5 service server 8 and reque§%s provi sion of the service. Re service

server 10 JL4pideSahlecatt PRI Cald0R 1 ak8SHhE &F alsfidd adfirgmibe CE
device 3 and determnes the authentication result. If the CE device 3 is
aut hentsi catwatherlty chliecausberdt cat i on server 9, the service server 10

The authentication-target allocation server 8 searches
the authentication server table 22 using the device ID 13
received from the CE device 3 as a key, and transmits the
connection information for the authentication server 9

10 searched in the auvthentication server table 22 to the CE
device 3.

Step 4: The CE device 3 receives the connection
information for the authentication server 9 from the
company-information allocation server 6, and connects to the

15 authentication server 9 based on this connection information,
"The CE device 3 then transmits the authentication
information, such as the passphrase or the device ID 13,
required for the device authentication to the authentication
server 9.

20 The authentication server 9 has an authentication
information table 23 in which the device ID 13 is associated
with the authentication information. The authentication
server 8 compares the authentication information receiwved
from the CE device 3 with the authentication information in

25 the authentication information table 23 to perform the



10 provides the service to the CE device 3. If the CE device 3 is not

aut henticated by the authentication server 9, the service server 10
transmts, to the CE device 3, an alarm indicating that the CE device 3 is
not authenticated by the authentication server 9 and provides no service.
15 Fig. 4 is a flowhart show ng a process in which the service server 10
provides a service requiring the authentication to the CE device 3 in the
device authentication systeml1l. The CE device 3 and the .
conpany-information allocation 20 seryer 6 follow steps surrounded by
rectangul ar boxes in the flowhart. éirst, the CE device 3 requests the
service server 10 to provide a service requiring the authentication (Step
5). In response to this request, the service server 10 25 transnmits a

devi ce autdwstitdec auitbantitybent o Thige agthgpyieztpn seqyergAdthast ructs t he
CE device 3 to connect to the conpany- information allocation server 6
(Step 50).traremeEsqEhe causheniciafdson KEsHeGi ER TR IEntdeTaCPoA" trigger from

t he service seryer 10 (f,ir recei vi ng, neans,), 5.and_connects to the
conpany;inforné%?%n%élf%g%?#bﬁe§é93¢? Bhen %5%35% eenge% treR Feads out
the device.dd) i3 r%‘é%éwgtﬂ?om ErdeVieend 80 ¢ Al A RS he cogpany

information 15 I1n t evice ID 13 to transmt the acquired conpany
i nfor mat | okl cet @ebher CONPRARY -Hdfustat beBvabtl @cads AheSekyetich. (first

The service server 10 receives the authentication
result transmitted from the CE device 3 and determines the
authentication result. If the CE device 3 is authenticated
by the authentication server 2, the service server 10

10 provides the service to the CE device 3. If the CE device 3
is not authenticated by the authentication server 9, the
service server 10 transmits, to the CE device 3, an alarm
indicating that the CE dewvice 3 is not authenticated by the
authentication server 8 and provides no service.

15 Fig. 4 is a flowchart showing a process in which the
service server 10 provides a service reguiring the
authentication to the CE device 3 in the device
authentication system 1.

The CE device 3 and the company-information allocation

20 server 6 follow steps surrounded by rectangular boxes in the
flowchart.

First, the CE device 3 réquests the service server 10
to provide a service requiring the authentication (Step 5}.

In response to this request, the service server 10

25 transmifs a device authentication trigger to the CE device 3,



10 transmtting neans). The CE device 3 requests the conpany- information
allocation server 6 to confirmthe authentication-target allocation server
8 to be connected (Step 10). The conpany-information allocation server 6
receives 15 the conmpany information 15 fromthe CE device 3 (receiving
means), and searches the allocation server table 21 for the connection
information for the authentication-target allocation server 8 to which the
CE device 3 is to be connected by using the received conpany information
15 as a 20 key. The conpany-informatigg allocation server 6 then transmts
t he searched connection information to the CE device 3 (transmtting
nmeans) (Step 70). The CE device 3 receives the connection information from

t he conpany-information allocation server 6 (second 25 receiving nmeans),

and conned@? f@stREChat HeRitGE AavéiFet ar et connact f1q 564t FeMPaR_YVer 8 based

on the receiyed connec infornatiog. %@e qg)device 3 then transmts the
gé ¢

device.IDlnf§rF8 t-he 3%%%%%ﬁ%%ﬁnﬁ%§ﬁ?Fa W Ibcation server 8 (second
transmtting s&E dée%u§§E§i§Q§ E%ErHﬂyfc%aEFgﬂ'ﬁfiéE%iéi al | ocati on

server 8 to confirmthe authentication server e connected (Step 15).
I'n respon&&jbge&hE§oﬁeﬂw@S§er4ﬂa% adt-hent i gatF onsd afQRt viakl Acatdon server 8

receives the device ID 13 fromthe CE device 3, and searches the
aut henti cairidorcs@rees tabti®es 2Zbmpany-information allocation server 6.
The CE device 3 then reads out the device ID 13 set to the
CE device 3 and acgquires the company information 15 in the
device ID 13 to transmit the acquired company information 15
to the company-information allocation server 6 {(first
10 transmitting means). The CE device 3 requests the company-
information allocation server 6 to confirm the
authentication-target allocation server B to be connected
{(Step 10).
The company-information allocation server 6 receives
15 the company information 15 from the CE device 3 (receiving
means), and searches the allccation server table 21 for the
connecticn information for the authentication-target
allocation server 8 to which the CE device 3 is to be
connected by using the received company infermation 15 as a
20 key. The company-information allocation server 6 then
transmits the searched connection information to the CE
device 3 (transmitting means) (Step 70).
The CE device 3 receives the connection information
from the company-information allocation server & (second

25 receiving means), and connects to the authentication-target



10 for the connection information for the authentication server 9 to which
the CE device 3 is to be connected by using the received device ID 13 as a
key. The authentication-target allocation server 8 then transmts the
searched connection information to the CE device 3 (transmtting neans)
(Step 15 80). The CE device 3 connects to the authentication server 9

based on the connection information for the authentication server 9
received fromthe authentication-target allocation server 8. The CE device
3 then transmts the authentication_quiQfornation to the authentication
server 9 (authentication- information transmtting nmeans), and receives the
authentication result fromthe authentication server 9

(aut hentication-information receiving pneans). In this manner, the CE
devi ce 3 OMARTTAPeEeTERh & RAsash RentReat ol B SanpertdoRo perform a

devi t.henti cat.i St -- 42 20 d . ,In.,this d
aut hont | ot TR "EedEncel F OFF GKAMSIo. TPRE EEUR Co 2ot PRRERAL DO he
aut hent i catd qn, itﬁafeo@mhéf;@ica@ltlﬁgtt%ggeleeagf&ﬁg&rp bRk %h%s@@é%@hrase, to

the 5 authentication server 9 _ npares t transmtted authentication
i nformati airaMsnll tithagi RESKER] | O il duBe tsadhbentdicaldiencishorgpséon table

23 for confirmation. The device authentication system1l may be structured
S0 as St o aldsureeibhessecer i § ytofcdnfd rini hbe countiestt iara tiehwsenvéhed
to be connected (Step 15).

In_response to this request, the authentication-target
allocation server 8 receives the device ID 13 from the CE
device 3, and searches the authentication server table 22

10 for the connecticn information for the authentication server
9 to which the CE device 3 is to be connected by using the
received device ID 13 as a key. The authentication-target
allocation server 8 then transmits the searched connection
information to the CE device 3 (transmitting means) (Step

15 80).

The CE device 3 connects to the authentication server 9
based on the connection information for the authentication
server 9 received from the authentication-target allocation
server 8, The CE device 3 then transmits the authentication

20 information to the authentication server 9 (authentication-
information transmitting means), and receives the
authentication result from the authentication server 9
(authentication-information receiving means). In this
manner, the CE device 3 communicates with the authentication

25 server 9 to perform a device authentication sequence (Steps



10 CE device 3 and the authentication server 9 using, for exanple, a

crypt ographi c technique including a secure socket |ayer (SSL) before the
data transm ssion and/or reception involving the device authentication is
performed. In this case, the communication path is encrypted using the SSL
to 15 realize a high-security communication. The authentication server 9
transmts, to the CE device 3, the authentication result corresponding to
the authentication information received fromthe CE device 3 (Step 95).

Si nul t aneously, the authentication server 9 20 issues a one-tinme password
used when the service server 10 subséauéntly confirms whether the CE
device 3 is surely authenticated by the authentication server 9, and
transmts the issued one-tine password to the CE device 3. Issuing the
one-tinme paEssamer @3¢an prevent spoofing 25 including a counterfeit server
having a function simlar to - 43 that of the authentication server 9. The
aut henti cati onIsetlybs dpvssoavghestipet] s fegiuense t foe $8HIEWErd With the

device 1D 13 of the CE device 3 to _which the one-tinme passwrd is issued
and st or e & Ag¥dEEI At FornsTiS EBCdaVFRRN B S i OFRE t At hent i cat i on

result and ne-ti assmorfbr ei v from t.he aut hentjcation server 9 to
t he servié%“:eﬁfeFH%O fgﬁ?%en f@%f?b%gFegﬁf?pQF%ﬁ%ﬁﬁﬁft%hé nmeans), and

requests theRefiMicGeisRr YeFvdD  AAtObABakbS the transmitted
authentication information with the information in the
authentication information table 23 for confirmation.
The device authentication system 1 may be structured so
as to ensure the security of the line connection between the
10 CE device 3 and the authentication server 9 using, for
example, a cryptographic technique including a secure socket
layer (SSL) before the data transmission and/or reception
involving the device authentication is performed. 1In this
case, the communication path is encrypted using the SSL to
15 realize a high-security communication.
The authentication server 9 transmits, to the CE device
3, the authentication result co:responding to the
authentication information received from the CE device 3
(Step 85). Simultaneously, the authentication server 9
20 issues a one-time password used when the service server 10
subsequently confirms whether the CE device 3 is surely
authenticated by the authentication server 9, and transmits
the issued one-time password to the CE device 3.
Issuing the one-time password can prevent spoofing

25 including a counterfeit server having a function similar to



10 corresponding service (Step 25). Also in this case, a cryptographic
techni que, such as the SSL, may be used to increase the security of the

| i ne connection. The service server 10 receives the authentication result,
the device ID 13, and the one-tine password fromthe 15 CE device 3. The
service server 10 then transmts the received device ID 13 and one-tine
password to the authentication server 9, and requests the authentication
server 9 to confirmthe authentication in that the authentication result
20 received fromthe CE device 3 is_sg ely issued fromthe authentication
server 9 (Step 55). The authentication server 9 receives the device ID 13
and the one-tine password fromthe service server 10, and conpares the
recei ved device I D 13 and one-tinme password 25 with the device ID 13 and
one-ti ne ﬂ%%%m&ﬁdtagséEF%ﬁQﬁPQQ$l9n4&erE$€p995 to confirm whether the

aut henti cati on f db h th t t 9. Th
aﬂthent:cat:on E%r%égﬁ%ﬁ%H#%ﬁEPg;ggﬁY?g %ré?%?éﬁ% . Ifﬁ kﬁﬂ?i Verof thee
aut henti catiion ta%sh@?dsﬁlyﬂ CE S YN8 L 19n (5 epr t}the é%?‘éeé%uidf‘y of the

connunlcatlon etmeen the service "server 10 an ntication server
9 in St epsﬂﬁ%m%e%ned@%éI;ta%@»@l%avgs%as@@dlm 2a%edsUshag a

cryptographic technique, such as the SSL.
5 association.

The CE device 3 transmits the authentication result and
one-time password received from the authentication server 9
to the service server 10 (authentication-result transmitting
means), and requests the service server 10 to provide the

10 corresponding service (Step 25). 2Also in this case, a
cryptographic technique, such as the SSL, may be used to
increase the security of the line connection.

The service server 10 receives the authenticaticn
result, the device ID 13, and the one-time password from the

15 CE device 3.

The service server 10 then transmits the received
device ID 13 and one-time password to the authentication
server 9, and requésts the authentication server 9 to
confirm the authentication in that the authentication result

20 received from the CE device 3 is surely issued from the
authentication server 9 (Step 55).

The authentication server 9 receives the device ID 13
and the one-time password from the service server 10, and
compares the received device ID 13 and one-time password

25 with the device ID 13 and one-time password associated in



10 The service server 10 receives the confirmation result of the

aut hentication fromthe authentication server 9, and confirns whether the
authentication result transmtted from the CE device 3 is surely issued
fromthe authentication server 9. If the service server 10 confirns that
the 15 authentication result received fromthe CE device 3 authenticates
the CE device 3, the service server 10 starts to provide the service to
the CE device 3 (Step 60). The CE device 3 receives the provided service,
such as content, fromthe service seryer 10. The user utilizes the 20
received service (Step 30). If the co#ﬁirnation of the authentication is
not received fromthe authentication server 9 or if the authentication
result received fromthe CE device 3 does not authenticate the CE device 3
in Step 60°t¥hEXs&rvreRILER VR (hsr sVFHeRt Fentsiaryilsesuseine CE devi ce

3. - 45 Fi 5A and illustrate exanples of protocols used as the
devi ce autéégﬁqﬁ§59?§H.?E%é@ﬁﬁheqﬁﬁfagiﬂnrgeEﬁ?%x%ﬁpF%P%ﬁ: a protocol used in
bt | c MRS AL 0 TS RLaRGh LA ROt EmRte L 0L D ey
aut hentication server, the nang 32 of a sérvice (authentication service)

provi ded byedne @yt Bt hGakd O c8leho thHEe LRy 33 AfeRe3i 18 [8:¥phich the
CE device 3 is to be connected after the authentication succeeds, the URL
34 of 5a deptination if the authentication fails, and a device

The security of the communication between the service
server 10 and the authentication server 9 in Steps 55 and 98
described above can be increased using a cryptographic
technigue, such as the SSL.

i0 The service server 10 receives the confirmation result
of the authentication from the authentication server 9, and
confirms whether the authentication result transmitted from
the CE device 3 is surely issued from the authentication
server 9. If the service server 10 confirms that the

15 authentication result received from the CE device 3
authenticates the CE device 3, the service server 10 starts
to provide the serxrvice to the CE device 3 (Step 60).

The CE device 3 receives the provided service, such as
content, from the service server 10. The user utilizes the

20 received service (Step 30).

If the confirmation of the authentication is not
received from the authentication server 9 or if the
authentication result received from the CE device 3 does not
authenticate the CE device 3 in Step 60, the service server

25 10 provides no service to the CE device 3.



10 authentication version 35. There may be several versions of device
authentication, and different services are used in the service server for
di fferent versions. The device authentication version 35 represents the
used version nunber. 15 As descri bed above, the known protocol includes
connection information (URLs) to the authentication server, and the CE
device 3 connects to the authentication server based on the connection
information. Fig. 5B is an exanple of a protocol used as the device 20
authentication trigger in the first enhodinment. This protocol includes a
primary protocol 41 and a secondary of ocol 50. The CE device 3 usually
uses the primary protocol 41 to connect to the conpany-information

al l ocation server 6. 25 However, when the CE device 3 cannot connect to the
conpany - 46 Fhg&rnehiand JB deaupbnaberasne drecdupeotorlexmns e, a
failure occurs in the co an -informati on allocation server 6 or the
conpany- |rﬁ§nqﬂﬁlqﬁﬁl&FI6E Wﬁ%ﬂﬁaﬂ&'tﬁlggeﬁusy the CE device 3 uses the

secondary prot I connect .to an a X|I|ar o] information
B8 7 RO A D P e o B P otBes 1B ar

al | ocation servé sica VP "t he secondary

protocol 5Q.Jrave ahQﬁeﬁ@ﬂ@af:ﬂgxpr mﬁflgnprgbgccpi | RN R OttﬂgobRﬂ]‘Bi n%Udes the

URL 42 of the conpany-information alfocation server 6, the name
5 an authentication server, the name 32 of a service

(authentication service) provided by the authentication
servér, the URL 33 of a site to which the CE device 3 is to
be connected after the authentication succeeds, the URL 34
of a destination if the authentication fails, and a device

10 authentication version 35,

There may be several versions of device authentication,
and different services are used in the service server for
different versions. The device authentication version 35
represents the used version number,.

15 As described above, the known protocol includes
connection information (URLs} to the authentication server,
and the CE device 3 connects to the authentication server
based on the connection information.

Fig. 5B is an example of a protocol used as the device

20 authentication trigger in the first embodiment.

This protocol includes a primary protocol 41 and a
secondary protocol 50.

The CE device 3 usually uses the primary protocol 41 to
connect to the company-information allocation server 6.

25 However, when the CE device 3 cannot connect to the company-



10 service (allocation service) provided by the conmpany information

al l ocation server 6, the URL 44 of a site to which the CE device 3 is to
be connected after the authentication succeeds, the URL 45 of a
destination if the authentication fails, and a device authentication
version 46. 15 As described above, the primary protocol 41 includes
connection information (URLs) to the conpany-information allocation server
6, and the CE device 3 connects to the conpany-information allocation
server 6 based on the connection infornmation. 20 According to the first
enbodi ment described above, the foll & ng advantages are offered. (1) Each
conpany being in charge of the authentication of the CE device 3 can be

al l ocated as the device authentication target. In addition, the allocated
conpany 25ircfanmaltiovatdlobet devise vaut feheczate orfdmo egaghle, 49

aut hentication server 9. (2) Confidential information that is uniquely set
in each dorpare Pscusaalnythe aPmrenyeipéPRRE HORIAA1GsatagPrhentYehat i on. | f
the information _concerning, a s that are subjgcted to the

| the 5 d
e bo o g RERLERRY: Aol o RIS kS ok Lok ate e LRL B P En { ot o

.al | ocati Oq:h > Ev%fe’vit QeBC Q{faé dtq'Pet is%lcoln aggnEHDQ & %@U%BHH%@EU{@N uring
|nfornat|on€?t e nufber ~of ~ nanufacture roducts can be foun ased on the
devi ce gl D d3)af1183¢% company-information allocation server 6.
Basically, the primary protocol 41 and the secondary
protocel 50 have the same information.
The primary protocol 41 includes the URL 42 of the
company-~information allocation server 6, the name 43 of a
10 service (allocation service) provided by the company-
information alloccation server 6, the URL 44 of a site to
which the CE device 3 is to be connected after the
authentication succeeds, the URL 45 of a destination if the
authentication fails, and a device authentication version 46.
15 As described above, the primary protocol 41 includes
connection information (URLs) to the company-information
allocation server 6, and the CE device 3 connects to the
company-information allocation server 6 based on the
connection information.
20 According to the first embodiment described above, the
fellowing advantages are offered.
{1) FEach company being in charge of the authentication
of the CE device 3 can be allocated as the device
authentication target. In addition, the alloccated company

25 can allocate the device authentication to each



10 conpany can |l eak into other conpanies. However, since the device

aut hentication system 1l of the first enbodi nent can be set such that only
t he conpany-information allocation server 6 for allocating the

aut henti cation target based on the conpany information is shared between
the conpanies, it 15 is easy to nanage the confidential information and a
high security is achieved. (3) The time and cost required for detecting
the authentication server 9 can be reduced. (4) Separating the

determ nation protocol for 20 detegnhqigg t he authentication server 9 from
the authentication protocol used in the authentication server 9 allows
open accommodation to various and uni que authentication nethods. (5) In
the connection of the CE device 3 to the 25 conpany-information allocation
server 6, ayfdeatisapponederter -2.48 transnit the passphrase or the device

ID 13 to the coppany-_information all ocatiqn server 6, fhus increasing the
security. (6) KgPt%%“%Hﬁﬂ%&?ﬁoﬁngPrPﬁEl?ﬁi i ¢ FPEgUEHe BT A

Phe oncL SUd BN AEARY 2L OGHIAN RBAVED BorEORK A A3.RE0d o tranST!

the passphrase 1o _ tion-tar ge | ocation server 8, thus
i ncreasi ng Jherngecdtiby. Afhouon, rRCRAEELN0cERcdNE dJ B3t eabodi ment, a

case in which the authentication trigger fromthe séervice server 10
5 products that are subjected to the device authentication

concentrates on one device-authentication-target allocation
server, the confidential information or product
manufacturing information {(the number of manufactured
products can be found based on the device ID 13) of each
10 company can leak into other companies. However, since the
device authentication system 1 of the first embodiment can
be set such that only the company-information allocation
server 6 for allocating the authentication target based on
the company information is shared between the companies, it
15 is easy to manage the confidential information and a high
security is achieved.
(3) The time and cost required for detecting the
authentication server 9 can be reduced.
{(4) Separating the determination protocol for
20 determining the authentication server 9 from the
authentication protocol used in the authentication server 9
allows open accommodation to varicus and unique
authentication methods.
(5) In the connection of the CE device 3 to the

25 company-information allocation server 6, there is no need to



10 does not include the connection information for the authentication
server 9, that is, a case in which the authentication server 9 is not
specified is described, the present inventionis not |limted to this case.
The device authentication system| according to the present invention 15
may be structured so as to enter the allocation phase only when the
aut hentication server 9 is not specified and so as to bypass the
al l ocation phase and to directly performthe authentication between the CE
device 3 and the authentication server,,9 when the authentication server 9
is 20 specified. There is a good prospect of popul arization of the CE
device 3 in the future, so that the device authentication system 1l can be
adopted as a basic nmethod of a device authentication standardization
schene. 25-ZANHdighhieheaatRNetts O ithf deVver siD altiebRcaPTPRRY~ 49 the
nformati on, allocation server 6

CE device 3 are allocated in the conpany-j
and the adtHEHTFEAProR: (EFBEICTAGTRE, O FOer VEICTS AT BnEnF 1t enbodi ment

t he conneq%kggJE tornation for the authentication server 9, which has been
transmtte frém t he conpany-information all ocation server 6 and the

aut henti cati onygar geted | Qeald-@Rosep¥ernd @ndiahicenshas een acquired by
the CE device 3, nay be stored (connection- information storing neans). In

this case,aithenCEcdeybtoetargem\aldidcactiba sennectd,orchetreps st fot heed
conpany-i nformation
to transmit the passphrase to the authentication-target
allocation server 8, thus increasing the security.
Although, according to the first embodiment, a case in
which the authentication trigger from the service server 10
10 does not include the connection information for the
anthentication server 9, that is, a case in which the
authentication server 9 is not specified is described, the
present invention is not limited to this case. The device
authentication system 1 according to the present invention
15 may be structured so as to enter the allocation phase only
when the authentication server 9 is not specified and so as
to bypass the allocation phase and to directly perform the
authentication between the CE device 3 and the
authentication server 9 when the authentication server 9 is
20 specified.
There is a good prospect of popularization of the CE
device 3 in the future, so that the device authentication
system 1 can be adopted as a basic method of a device

authentication standardization scheme.

25 Although the authentication servers 9 authenticating



10 allocation server 6 and the authentication-target allocation server 8
and may read the stored connection information for the authentication
server 9 to connect to the authentication server 9 based on the connection
information. In order for the CE device 3 to directly connect to the 15
aut hentication server 9, the device authentication trigger received from
the service server 10 nust include information indicating the
correspondence to the allocation service. Specifically, an QojectID for
identifying the allocation service, Q r exanple, a device authentication
service 20 protocol (DADP), nust be described in the nane 43 of the
service shown in Fig. 5B. After the CE device 3 reads out the ObjectID for
identifying the allocation service in the device authentication trigger,
the CE devékﬁaQ§ Sevi-cens %ﬁ%t#k%OQQ¥§d25nd§b¢C%Pmﬁﬁqﬁﬂﬂﬂf@éﬁﬁ§ﬁovr|gger

i ncl udes t connection - formation for the authentlcatlon server 9,
whi ch aut%@rﬂqa(?&f’éls S?ﬁgeéﬁg dae‘%):{1 %a&ﬁﬁe%?%%t% YEERtaPLORGR P i n

advance by, éﬂ?era'é %%h&“fff%ﬁe’s%ﬁ?%i%@k'tr c%t:l.og nEhE 1‘4%

aut hent i ca ron tri e conné | Ol’l ornatl OI’]

aut hent | cafalorth%era\a%egtlég@l&ﬁ d8vjiege o3 wﬂiéﬁcﬂéé’ &%@,n%%asmtw&

aut hentication server 9 for authenticafion, w thout connecting to the
conpany- i fifdd rdel Qﬁm@hh9€ﬁﬁfdﬂmaﬂﬂdwehl@oaﬂﬂléﬁKSéﬁﬁdrEWtBﬁattﬁ@ t ar get

al |l ocation server 8.

authentication-target allocation server 8 and which has been
acquired by the CE device 3, may be stored (connection-
information storing means). In this case, the CE device 3
may skip the connection steps to the company-information

10 allocation server 6 and the authentication-target allocation
server 8 and may read the stored connection information for
the authentication server 9 to ccnnect to the authentication
server 9 based on the connection information.

In order for the CE device 3 to directly connect to the

15 authentication server 9, the device authentication trigger
received from the service serxver 10 must include information
indicating the correspondence to the allocation service.
Specifically, an ObjectID for identifying the allocation
service, for example, a device authentication service

20 proteocol (DADP), must be described in the name 43 of the
service shown in Fig. 5B.

After the CE device 3 reads out the ObjectID for

identifying the allocation service in the device
authentication trigger, the CE device 3 confirms whether the

25 device authentication trigger includes the connection



10 If the authentication server 9 is changed when the CE device 3 accesses
t he known aut hentication server 9 in the connection information, error
processing is perforned. In such a case, the allocation service in the
steps described above is utilized to acquire the connection information
for 15 the authentication server 9. After the CE device 3 receives the
confirmation of the authentication fromthe authentication server 9, the
CE device 3 caches (updates) the connection information for the

aut henti cati on server received fronttg% aut hentication 20 target allocation
server B. Although, as described abové,” according to the first enbodinent,
the CE device 3 transmts the device ID 13 having the structure shown in
Fig. 2 to the conmpany- information allocation server 6, the CE device 3 may
25 transminigEatéeanppre, timl driheatisrsiaat foRvehd cabiigl which - 51
conpany manufactyres the CE device 3, that is, the conpan i nformation 15,
totheycor?d%V-qtﬁFSFﬁﬁt Fon & 103G%7 8B v@lc%,hq%&ggdai%o??ﬁ?%m tting
all the infor i ' V] . 1 D, n at .ach L bf or ion 16
IS furthepjgiV| S%Q Fﬂt%ﬂgé%ﬁ%%§$§ﬁé'Fﬁ?g¥%§tF%%ST%%%ﬁénﬁg?%%%Vi ual - devi ce
i denti fi catfomdyifcQr ABELOR: 18:2.0rf e 1GEdOVACRI R IMNe LHARSHEIPNI Y the

device type information 16-1 to the audthentication-target allocation
server 58 antfdmpattibangsrtthe authentication server 9, the CE device 3
directly connects to the authentication serxver 9 for
authentication, without connecting to the company-
information allocation server & and the authentication-
target allocation server 8.

10 If the authentication server 9 is changed when the CE
device 3 accesses the known authentication server 9 in the
connection information, error processing is performed. 1In
such a case, the allocation service in the steps described
above is utilized to acquire the connection information for

15 the authentication server 9.

After the CE device 3 receives the confirmation of the
authentication from the authentication server 9, the CE
device 3 caches (updates) the connection information for the
authentication server received from the authentication-

20 target allocation server 8.

Although, as described above, according to the first
embodiment, the CE device 3 transmits the device ID 13
having the structure shown in Fig. 2 to the company-
information allocation server 6, the CE device 3 may

25 transmit, for example, only the information indicating which



10 the device ID 13 only to the authentication server 9. The determ nation
whet her the entire device IDis transmtted or mninmmpart of the device
IDis transmtted is performed based on whether the conpany-infornmation

al l ocation server 6 and the authentication-target allocation server B
have, at 15 least, the information sufficient to determ ne the subsequent
destination. In order to determ ne the necessary anount of infornmation of
the device ID, the service server 10 and the conpany-information

al l ocation server 6 may specify the_Z% anount of information required by

t he conpany-information allocation s dvér 6 and the aut henti cation-target
allocation server 8, respectively. Alternatively, the conpany- information
al l ocation server 6 and the authentication- target allocation server 8 may
inforn1tW?QHP%MNF@@UQECF%r?%1éuwéﬁbéﬁvéﬁetﬁe "munits ofthentompary on of the
device ID -- required in the connection. In the specification of part

t he deV|ce%qﬁﬁrqﬂﬁéoﬁuﬁﬁertooﬁ i PRSIy sinbPFRatiRR Q¥§°Fé&&PFeﬂe¥ﬁﬁF'be

speC|f|ed o&ngp%age Qfgrggélqﬂjhggagatkggv ?£3EmJ£ |nfor $n$%$ng gn

required pdrt may pr ovi tain ue glve
arithneticypperation by using the mask information and the deV|ce | D 13.
For exanple, if the device ID 13 includes "1010" as the conpany information

15 5 When the attached information 16 is further divided
into device type information 16-1 and individual-device
identification information 16-2, the CE device 3 may
transmit only the device type information 16-1 to the
authentication-target allocation server B and may transmit

10 the device ID 13 only to the authentication server 9. The
determination whether the entire device ID is transmitted or
minimum part of the device ID is transmitted is performed
based on whether the company-information allocation server 6
and the authentication-target allocation server B8 have, at

15 1least, the information sufficient to determine the
subsequent destination.

In order to determine the necessary amount of
information of the device ID, the service server 10 and the
company-information allocation server 6 may speclfy the

20 amount of information required by the company-information
allocation server & and the authentication-target allocation
server 8, respectively. Alternatively, the company-
information allocation server 6 and the authentication-
target allocation server 8 may inform the CE device 3, in

25 advance, of the amount of information of the device ID



and "110001101" as the attached information 16 and only the 10 conpany
information 15 is required, "1111000000000" rmay be provided as the mask
information and a | ogical AND of the device ID and the mask information,
that is, "1010000000000" may be transmtted. The nethod of specifying part
of the device IDis not limted to this. Any nethod nmay be adopted 15 as

|l ong as it provides necessary data. Sunmary of Second Enbodi nent Referring
to Fig. 6, when the CE device 3 requests the service server 10 to provide
a service requiring the device authentication, the CE device 3 transnmts
the device ID 13 20 to the service sefvér 10. The service server 10
extracts the conpany information 15 fromthe device ID 13, and transmts
the extracted conpany information 15 to the conpany-information allocation
server 6. 2&nilredconpiny -¢arfrerotedionen al | ocati on server 6 searches - 53 the
al l ocation server table 21 for the conpany information 15 to acquire the
connecti on i nf 8rnEle ciPggficadiocguphepi e ditiosieracgetDal o tytieser ver G

The conpany-information allocatiqn server t he 5 transm.ts the acquired
connect | oiPS REGPRAERBR TETS (TREC adt KL ESR i TR (25 GBECAPRB8at Pbn server 8

to the serviGe ; $8LYEE:dY i &38Ry G815 CINE" 1., GUMIGR 31 Q the
aut hent i cation-

5 required part may be provided to obtain a value given by
performing an arithmetic operation by using the mask
information and the device ID 13. For example, if the
device ID 13 inclgdes "1010" as the company information 15
and "110001101" as the attached information 16 and only the

10 company information 15 is required, "1111000000000" may be
provided as the mask information and a logical AND of the
device ID and the mask information, that is, "1010000000000™
may be transmitted. The method of specifying part of the
device ID is not limited to this. Any method may ke adopted

15 as long as it provides necessary data.

Summary of Second Embodiment
Referring to Fig. 6, when the CE device 3 requests the
service server 10 to provide a service requiring the device
authentication, the CE device 3 transmits the device ID 13

20 to the service server 10.

The service server 10 extracts the company information
15 from the device ID 13, and transmits the extracted
company information 15 to the company-information allocation
server 6.

25 The company-information allocation server % searches



target allocation server 8 managed by the conpany having the 10 CE device
3 based on the transmtted connection information, and transmts the device
ID 13 to the authentication-target allocation server B. The

aut hentication-target allocation server 8 searches the authentication
server table 22 for the device ID 13 to 15 acquire the connection
information for the authentication server 9 being in charge of the

aut hentication of the CE device 3. The authentication-target allocation
server 8 then transmts the acquired connection information for the
authentication server 9 to the servicé3server 10. 20 The service server 10
transmts the connection information to the CE device 3. The CE device 3
identifies the authentication server 9 being in charge of the CE device 3
based on tfie: talarsatt brdsc e acibilen 20 nfor nehé atomp2hyThe feEmdevoce 3
connects to the authentication server 9 - 54 based on the connection

i nf ormat i orb ti tacapsmet théecormedtamn cafpomatidorimat itdee, such as the
passphrase or the device ID 13, required for the device authentication. In
response tdiheEticatiant tautHdmceddProRe5Yehior mati on, the

aut hentication_server 9 authenticates CE device 3 descri bed above,

e
according to aTEECSﬂﬁP%ﬁﬁiﬁﬂQﬂgﬁﬁFloPh%ig%ﬁaﬁ%ﬁ?sﬁ?FWSF S0“B%Rntifies the

aUthen%iCaéféﬁgnﬁ%gv%kegacquired connection information for the
authentication-target allocation server 8 to the service
server 10.
The service server 10 connects to the authentication-
target allocation server 8 managed by the company having the
10 CE device 3 based on the transmitted connection information,
and transmits the device ID 13 to the authentication-target
allocation server 8.
The authentication-target allocation server B searches
the authentication server table 22 for the device ID 13 to
15 acquire the connection information for the authentication
server 9 being in charge of the authentication of the CE
device 3. The authentication-target allocation server 8
then tramnsmits the acgquired connection information for the
authentication server 9 to the service server 10.
20 The service server 10 transmits the connection
information to the CE device 3.
The CE device 3 identifies the authentication server 8
being in charge of the CE device 3 based on the transmitted
connection information.

25 The CE device 3 connects to the authentication server 8



based on the device ID 13. 10 Detail ed Description of Second Enbodi nent The
network structure of the second enbodinent is the sane as in the first
enbodi ment (Fig. 1). The sane- reference nunerals are used to identify the
sanme conponents. The device ID used in the CE device 3 of the second 15
enbodi nent is the sane as one shown in Fig. 2. Fig. 6 illustrates the
rel ati onship between the CE device 3 and each server in the device
aut hentication system 1. Steps before the CE device 3 receives a service
from 20 the service server 10 will now be described. Step 1. The CE device
3 requests a service requiring the deVice authentication of the service
server 10. The CE device 3 reads out its device ID 13 and transmts the
readout device ID 13 to the service server 10. 25 Step 2: The service
server 10 baseal vos thhecodewvi el drDinZormgsiof riom ttemsgE tdéhece 3. The service
server 10 extracts the conpany information 15 fromthe device ID 13, and
transmit s auHEendicpidPedlebrethlathf SRRt RHnths RassPheaesnpantRe i nf or mati on
| ocation server 6 has the

|l ti 6..5 Th -i.nof ti I
al | ocat | o SERTer Dt ABY e ST AP T Te EOHERrT THFOLAGEROR- 15 i s
associ ated w tEntPS%;I?%eCéd We! ‘E‘EQEQR%{\gé‘d [QenhRINGELLON Lo the

aut hentication-targ ocation serve
5 information, the authentication server 9 authenticates the

CE device 3.

As described above, according to a second embediment,
the service server 10 identifies the authentication server 9
based on the device ID 13.

i0 Detailed Description of Second Embodiment

The network structure of the second emboediment is the
same as in the first embodiment (Fig. 1}. The same -
reference numerals are used to identify the same components.
The device ID used in the CE device 3 of the second

15 embodiment is the same as one shown in Fig. 2.

Fig. 6 illustrates the relationship between the CE
device 3 and each server in the device authentication system
1.

Steps before the CE device 3 receives a service from

20 the service server 10 will now be described.

Step 1: The CE device 3 requests a service reguiring
the device authentication of the service server 10. The CE
device 3 reads ocut its device ID 13 and transmits the
readout device ID 13 to the service server 10.

25 Step 2: The service server 10 receives the device ID 13



as in the first enbodinent. The CE device 3 is associated 10 wth the

aut hentication-target allocation server 8 managed by each conpany in the
al l ocation server table 21. The conpany-information allocation server 6
searches the allocation server table 21 by using the company infornmation
15 received fromthe service server 10 as a key, 15 and transmts the
connection information for the authentication-target allocation server 8,
searched in the allocation server table 21, to the service server 10. Step
3: The service server 10 uses the connection information received fromthe
conmpany-information allocation 20 SePver 6 to connect to the

aut hentication-target allocation server 8 being in charge of the CE device
3, anong the authentication-target allocation servers B. The service server
10 then transiithe Cheddevdees ] DThd seeeetyesefvomithexCEadeyi€ee 3 to the
aut hentication-target 25 allocation server 8. - 5 6 - The

aut hent i catdmpenyaigéoradt bmatliorfrer e 8ehase tHe lhuehdntisasibes server

table 22 in which the device ID 13 is .associ ated with the connection
i nf or mat i g @IXtFﬁéteﬁu‘t:W@?ﬁl?lédﬂ%“@éH’@r 9 Heithyf i99™BRAYGe of the 5

authenticatlj_%n of .t he t ce 3, as in the first enbodinment. The CE
device 3 i &i8Ped (Eﬁh Jt%saﬁﬁﬁgntb-l cation server 9 in the

aUthen%icat'OnTﬁgrggﬁpéﬁvufaf%%matlon allocation server 6 has the

allocation server table 21 in which the company information
15 is associated with the connection information for
connection to the authentication-target allocation server 8,
as in the first embodiment. The CE device 3 is associated

10 with the authentication-target allocation server 8 managed
by each cémpany in the allcocation server table 21.

The company-information allocation server 6 searches
the allocation server table 21 by using the company
information 15 received from the service server 10 as a key,

15 and transmits the connection information for the
authentication-target allocation server 8, searched in the
allocation server table 21, to the service server 10.

Step 3: The service server 10 uses the c;nnection

information received from the company-information allocation
20 server 6 to connect to the authentication-target allocation

server B being in charge of the CE device 3, among the

authentication-target allocation servers 8.

The service server 10 then transmits the device ID 13
received from the CE device 3 to the authentication-target

25 allocation server 8.



The authentication-target allocation server 8 searches 10 the

aut hentication server table 22 using the device ID 13 received fromthe CE
device 3 as a key, and transmts the connection information for the

aut henti cation-server 9, searched in the authentication server table 22,
to the service server 10. 15 Step 4: The service server 10 receives the
connection information for the authentication server 9 being in charge of
the authentication of the CE device 3 fromthe authentication-target

all ocation server 8, and transmts the received connection informtion for
the authentication 20 server 9 to the 38E-device 3. Step 5: The CE device 3
recei ves the connection information for the authentication server 9 from
the service server 10, and uses the received connection information to

connect to _theTﬁgtQ@ﬂ&é&@gxd@lo&e&aegee-aﬂlk&ace&o@lle%geeé @5hddemd ransnits
t he aut hentication information, such as the - 57 passphrase or the device

| D 13, remittechtigathendsyiear taitlilrenti ¢at whbch oclideleadtideenbi tation server
9. The authentication server 9 has an authentication infornation table 23
in which tdesdeted WDth3the cysmritdad inSompeatiehefcgutthent i cati on
information, as in the first enbodi ment. The authentication server 9
conpar es t3EhenfiRetiPRafFBYLT nt SiHAY dR FBREFZ L ¥ t he CE device 3

with the aaltﬁt Ei\errllttii%% iigg éPf&[enBé]g Ocpeviirg:et B? g.gt{lﬁnéﬂec iir%ri]_
embodiment.

The CE device 3 is associated with the authentication
server 9 in the authentication server tabkle 22.

The authentication-target allocation server 8 searches

10 the authentication server table 22 using the device ID 13
received from the CE device 3 as a key, and transmits the
connection information for the authentication server 9,
searched in the authentication server table 22, to the
service sexver 10.

15 Step 4: The service server 10 receives the connection
information for the authentication server 9 being in charge
of the authentication of the CE device 3 from the
authentication-target allocation server 8, and transmits the
received connecticn information for the authentication

20 server 9 to the CE device 3.

Step 5: The CE device 3 receives the connection
information for the authentication server 9 from the service
server 10, and uses the received connection information to
connect to the authentication server 9. The CE device 3

25 then transmits the authentication information, such as the



information table 23 to performthe device authentication. 10 The

aut hentication server 9 then transmts the authentication result to the CE
device 3. Step 6: The CE device 3 transmts the authentication result
received fromthe authentication server 9 to the service server 10, and
requests the service server 10 to 15 provide the service. The service
server 10 receives the authentication result of the CE device 3, and
determ nes the authentication result. If the CE device 3 is authenticated
by the authentication server 9, the service server 10 provides the 20
service to the CE device 3. If the CE2device 3 is not authenticated by the
aut hentication server 9, the service server 10 transmts, to the CE device
3, an alarmindicating that the CE device 3 is not authenticated by the
aut hent i cadd phyaseebrIthangkpircavildes 3norsguvted. i Ghas ddeseei bed above,

t he conpany-information allocation - 58 server 6 (the first allocation
server) i suwiwmitiedtwpnhte hehe auttthenti.cation-s@rygst %l | ocati on server 8

(the second allocation server) to serve as an allocation system for
transnitting tRBeconHRAHGREFPoPREYRBN 7S e 24HPE6RAEFBR LB t arget to the

CE dov1Ce e, AL ogal | on, SYaL S . 211 ooRtl ol QLTaLl oD et vi g
conpany inf9f 1BL A0+ARh+ LM DG FREMLECoS T ¥ET 5 G rRNE s ¢QpNect i on-
embodiment. The authentication server 9 compares the
authentication information received from the CE device 3
with the authentication information in the authentication
information table 23 to perform the device authentication.
10 The authentication server 9 then transmits the
authentication result to the CE device 3.

Step 6: The CE device 3 transmits the authentication
result received from the authentication server 9 to the
service server 10, and requests the service sexrver 10 to

15 provide the service.

The service server 10 receives the authentication
result of the CE device 3, and determines the authentication
result. If the CE device 3 is authenticated by the
authentication server 9%, the service server 10 provides the

20 service to the CE device 3. 1If the CE device 3 is not
authenticated by the authentication server 8, the service
server 10 transmits, to the CE device 3, an alarm indicating
that the CE device 3 is not authenticated by the
authentication server 9, and provides no service.

25 As described zbove, the company-information allocation



information transmtting neans for transmtting the 10 connection

i nformation (URL) to the authentication server 9. The function of the

al l ocation systemmay be realized by one allocation server having both the
function of the conpany-infornmation allocation server 6 and that of the
aut hentication-target allocation server B. 15 Furthernore, when the
conpany-information allocation server 6 is conbined with the

aut hentication-target allocation server 8 to serve as the allocation
system the service server 10 has allocation-information receiving nmeans
for receiving the allocation infornmat®8n—fromthe CE device 20 3,
allocation-information transmtting neans for transmtting the allocation
information to the allocation system connection-infornmation receiving
means for deg&eirvisngthé hel eannadicanibifl o med it o s eonblhigeduirhemtieat i on
server 9 fromthe allocation system and connection-information 25

transm tt iawgheeansatbontrangst wtlilngathenr eeerared dohresecond- 59
information for the authentication server 9 to the CE device 3. In the

al | ocat i orpldpsa&apnt ﬁ%rwipérwﬁﬁﬁvarﬁﬁt%rﬁllma&é&ﬁ SHSE¥RVERT 6 (the first

al l ocation server) ,recei ves the fi al | ocat i for tion, (the conpan
i nf or mat i GFanFEy-t %F8ﬁ1Y%% %ﬁﬁqﬁQEéogeFQ ?r%ﬁtﬁﬂhj%Fhﬁ g??ﬁ% td nectigﬁ g

| ntormetl Qg tcg pRUTBeNd Akl an-t apgel, ablocal] QstehvRls 8 (the second

al | ocaf'i on sérver service server
allocation-information receiving means for receiving

allocation information (the device ID 13 and the company
information 15) from the service server 10 and connection-
information transmitting means for transmitting the

10 connection information (URL) to the authentication server 9.

The function of the allocation system may be realized
by one allocation server having both the function of the
company-information allocation server 6 and that of the
authentication-target allocation server 8.

15 Furthermore, when the company-information allocation
server 6 is combined with the authentication-target
alleccation server 8 to serve as the allocation system, the
service server 10 has allocation-information receiving means
for receiving the allocation information from the CE device

20 3, allcocation-information transmitting means for
transmitting the allocation information to the allocation
system, connection-information receiving means for receiving
the connection information for the authentication server 9
from the allocatioﬁ system, and connection-information

25 transmitting means for transmitting the received connection



The authentication-target allocation server 8 receives the 10 second
allocation information (the device ID 13) fromthe service server 10 and
transmts the connection information for the authentication server 9. Fig.
7 is a flowmhart showing a process in which the service server 10 provides
a service requiring the 15 authentication to the CE device 3 in the device
aut hentication system1l in the second enbodi nent. The service server 10,

t he conpany-information allocation server 6, and the authentication-target
al l ocation server 8 follow steps surrqounded by rectangular 20 boxes in the
flowchart. First, the CE device 3 réqégsfs the service server 10 to provide
a service requiring the authentication (Step 105). |In response to the
request, the service server 10 transnmts a device authentication trigger
to the CEigddwrget3pn2boanthe epidsnsithei @k skenvege 93 tbo theabs Mdvitdse devi ce
ID 13 to - 60 the service server 10 (Step 130). The CE device 3 receives

t he deviceé-authentication trigger fromthe service server 10, and reads
out its device_ 1D 13 to transmt the readout device_ID 13 to the service 5

server 10 (St ep”11tfj .2 HRE P EESERTY L CFRERYvERTPTA* ek ce 1D 13 from
the CE deviqe 3. (Lhealy O%aéi(gc’?{é M QLiaL | 0N LeCE! WG JFang).; Jhe service
server 10E?hen extracts e conpany i nfornmatl on
5 the first allocation information (the company information
15) from the service server 10 and transmits the connection
information for the authenticaticn-target allocation server
B8 (the second allocation server) to the service server 10.
The authentication-target allocation server 8 receives the
10 second allocation information {(the device ID 13) from the
service server 10 and transmits the connection information
for the authentication server 9.

Fig. 7 is a flowchart showing a process in which the

service server 10 provides a service requiring the
15 authentication to the CE device 3 in the device
authentication system 1 in the second embodiment.

The service server 10, the company-information
allocation server 6, and the authentication-target
allocation server B follow steps surrounded by rectangular

20 Dboxes in the flowchart.

First, the CE device 3 requests the service server 10
to provide a service requiring the authentication (Step 105).

In response to the request, the service server 10
transmits a device authentication trigger to the CE device 3,

25 and requests the CE device 3 to transmit the device ID 13 to



15 fromthe device ID 13, and transmts the extracted 10 conpany
information 15 to the conpany-information allocation server 6 (first
transmtting nmeans) (Step 135). The service server 10 requests the
conpany-information allocation server 6 to confirmthe

aut hentication-target allocation server 8 to be connected by the CE device
3. 15 The conpany-information allocation server 6 receives the conpany
information 15 fromthe service server 10 (receiving neans), and searches
the allocation server table 21 for the connection information for the

aut hentication- target allocation sér¥8r "8 to which the CE device 3 is to
be 20 connected by using the received conpany information 15 as a key. The
conpany-information all ocation server 6 then transmts the searched
connect i onthienfsgrvdceonefver t e (Sgphddficati on-target allocation server 8
to the service server 10 (transm tting means) (Steg 160). 25 The service
server 10 recelpesCkéetidimetriesfives1the mevriest PORRERBRFa Hon

conpany-i nf or mati qn aI%ocation,server 6 ﬁfirs rec iving,rreans%f,i and
connects t %9%?ragfﬁgn PRatTor-cq &°F&ETalPoct (ﬁ?%é%wﬂ%t 8*5aSRE Bh t he
recei ved e} ' | Q. Vi ryver then transmts the
5 device I%%p?%cﬁté)cglr\?lé‘glfnﬁ g%% %a&éﬂge\??@é&%%%%{%go z;liiglteh%ﬂf%% i on-target
al | ocatsi ons8feh 08 (c8eE0NHy) transmtting neans), and requests the

aut henti cation-target allocation server 8 to confirmthe authentication
server 9 The service server 10 receives the device ID 13 from

the CE device 3 (the allccation-information receiving means).
The service server 10 then extracts the company information
15 from the device ID 13, and transmits the extracted

10 company information 15 toc the company-information allocation
server 6 (first transmitting means) {(Step 135).

The service sexver 10 reguests the company-informatiqn
allocation server 6 to confirm the authentication-target
allocaticon server 8 to be connected by the CE device 3.

i5 The company-information allocation server 6 receives
the company information 15 from the service server 10
(receiving means), and searches the allocation server table
21 for the connection information for the authentication-
target allocation server B to which the CE device 3 is to be

20 connected by using the received company information 15 as a
key. The company-information allocation server & then
transmits the searched connection information for the
authentication-target allocation server 8 to the service
server 10 (transmitting means) (Step 160).

25 The service server 10 receives the connection



to be connected by the CE device 3 (Step 140). 10 In response to this

request, the authentication-target allocation server 8 receives the device

ID 13 fromthe service server 10 (receiving nmeans), and searches the

aut henti cati on server table 22 for the connection information for the

aut hentication server 9 to which the CE 15 device 3 is to be connected by

using the received device ID 13 as a key. The authentication-target

all ocation server 8 then transmits the searched connection information for

the authentication server 9 to the service server 10 (transmtting neans)’

(Step 170). .20 The service server 10 %lecei ves the connection information

for the authentication server 9 fromthe authentication-target allocation

server 8 (second receiving neans), and transmts the received connection

i nf or mat i cmfdmetilbe uthetie campenysénfern®dtion tdid oCEtdeni serd2%

(connection-information transmtting nmeans). The service - 62 server 10

al so transriiest Fecaéviee BRATYnt 208t FORNEEEYJed  thansiughensieaelemf or mati on
device 3 to receive the device authentication in the

Ut hent | O E S01PEF L6on B THYE GEDABGRCEn S LSS CEPTREEEE devi ce 3
connects tQ dhe achito?l?”t hﬁé‘téeor%% ryet 2, Pased on the C%rs‘.”%ﬁ“ on
i nfornmati on Tor e authéntication  Server 9 recei ve(fmflr om ﬁe service
server 510,géAte GOMIYNLERL LSV £t REcABENGD i &A1 QN gkver 9 to performa
authentication-target allocation server 8 (second
transmitting means), and requests the authentication-target
allocation server 8 to confirm the authentication server 9
to be connected by the CE device 3 (Step 140).
i0 In response to this request, the authentication-target
allocation server 8 receives the device ID 13 from the
service server 10 (receiving means), and searches the
authentication server table 22 for the connection
information for the authentication server 9 to which the CE
15 device 3 1s to be connected by using the received device ID
13 as a key. The authentication-target allocation server 8
then transmits the searched connection information for the
authentication server 9 to the service server 10
{transmitting means) (Step 170}.
-20 The service server 10 receives the connection
information for the authentication server 9 from the
authentication-target allocation server 8 (second receiving
means), and transmits the received connection information
for the authentication server 8 to the CE device 3

25 {connection-information transmitting means}. The service



devi ce aut hentication sequence (Steps 115 and 180). 10 In this device

aut henti cati on sequence, for exanple, the CE device 3 transmts the

aut hentication information, such as the device ID 13 or the passphrase, to
the authentication server 9 that conpares the transmtted authentication
information with the information in the 15 authentication information table
23 for confirmation. The device authentication system1l may be structured
SO as to ensure the security of the line connection between the CE device
3 and the authentication server 9 using, for exanple, a cryptographic
techni que including the SSL before 20 %he data transm ssi on and/ or
reception involving the device authentication is perfornmed. The

aut hentication server 9 transmts, to the CE device 3, the authentication
result corgesieondiOngleso thensmiktshems cdavioa awfloemmidadnoneteigedrfromthe
CE device 3 25 (Step 185). Sinyltaneousl¥h t he aut hentication server 9 - 63
i ssues a dJfE-H A §§§sﬁﬁﬁﬂr@éﬁﬁpﬁMﬁﬂﬁtﬁﬁé sBgvike Pedpdice03 §absequently

fi whet h devi 3.1 ely, t henticated by the
Gt hent | CAT O er 08T S8 GHCE FAHTHES S OPY & | ST Al BHEE e, Bsewor d o the

CE device 3./ @u%ggtﬁgecgngé‘{]iigge 3pat§§*\gﬁ:]g%ig)an prevent spoofing

i ncl udi ng a.countér eit server having . on simlar to that of the
aut hentsi cati onTser ¥eradvi e avhheptscad i gk SAIRht9.a8so%1 B8t e i ssued

one based on the connection information for the authentication
server 9 received from the service server 10, and
communicates with the authentication server 9 to perform a
device authentication sequence (Steps 115 and 180).

10 In this device authentication sequence, for example,
the CE device 3 transmits the authentication information,
such as the device ID 13 or the passphrase, to the
authentication server 9 that compares the transmitted
authentication information with the information in the

15 authentication information table 23 for confirmaticn.

The device authentication system 1 may be structured so
&5 to ensure the security of the line connection between the
CE device 3 and the authentication server 9 using, for
example, a cryptographic technique including the SSL before

20 the data transmission and/or reception involving the device
authentication is performed.

The authentication server 9 transmits, to the CE device
3, the authentication result corresponding to the
authentication information received from the CE device 3

25 (Step 185). Simultanecusly, the authentication server 9



time password with the device ID 13 of the CE device 3 to 10 which the
one-tinme password is issued and stores the association. The CE device 3
transmts the authentication result and one-tine password received from
the authentication server 9 to the service server 10, and requests the
service server 10 15 to provide the corresponding service (Step 120). Al so
in this case, a cryptographic technique, such as the SSL, may be used to
i ncrease the security of the |ine connection. The service server 10
receives the authentication result, the device ID 13, and the one-tine
password fromthe 20 CE device 3. Thé&3s&rvice server 10 then transnits the
received device ID 13 and one-tine password to the authentication server
9, and requests the authentication server 9 to confirmthe authentication
in that tHesagishenrheatinn pasiard28sedceherdilie grarvigeCEedverck0 3 i s
surely issued fromthe - 64 authentication server 9 (Step 150). The

aut hent | catsedeniéy 9orEbErs s R rdEDNRCEE ITPVESe AndSt ABTBRE-ti ne
password fr the s rver_.10, .an ei ved, device ID

3 and ondiire CgaRERr B OO 1 TRETAB0T Le8 TP ot GRE: EPRBBAESvor
cose o Sl e, S BB g e oot on s sy
transmsts the ¢98hifdBdHO®Bne-time password can prevent spoofing

including a counterfeit server having a function similar to

that of the authentication server 9.

The authentication server 9 associates the issued one-
time password with the device ID 13 of the CE device 3 to

10 which the one-time password is issued and stores the
association.

The CE device 3 transmits the authentication result and
one-time password received from the authenticatiocn server 9
to the service sérver 10, and requests the service server 10

15 to provide the corresponding service {Step 120). Also in
this case, a cryptographic technique, such as the $38L, may
be used to increase the security of the line connection.

The service server 10 receives the authentication
result, the device ID 13, and the one-time password from the

20 CE device 3.

The service server 10 then transmits the received
device ID 13 and one-time password to the authentication
server 9, and requests the authentication server 8 to
confirm the authentication in that the authentiéation result

25 received from the CE device 3 is surely issued from the



result of the authentication to the service server 10 (Step 10 190). The
security of the communication between the service server 10 and the

aut hentication server 9 in Steps 150 and 190 descri bed above can be

i ncreased using a cryptographic technique, such as the SSL. 15 The service
server 10 receives the confirmation result of the authentication fromthe
aut hentication server 9, and confirns whether the authentication result
transmtted from the CE device 3 is surely issued fromthe authentication
server 9. If the service server 10 confirnms that the 20 authentication
result received fromthe CE device 3 ®uthenticates the CE device 3, the
service server 10 starts to provide the service to the CE device 3 (Step
155). The CE device 3 receives the provided service, such as content, from
t he servi ceadentdicatdonTheruser9 utdtepzds0the 25 recei ved service (Step
125). - 65 |If the confirmation of the authentication is not received from
t he aut henti cafPgnagbheriiartgon perier AurersiniesatthendevsoetIP ki ved from

the CE device < does_Eot authentjcate the CE device 3 in_Step 155, the
service setver™% £G%provf RS HE Cettd FREVEES deFves 30, agRdrding to

{he econeREAlTIIL CBREL e Ahote oot 1S SAATEAVAN BSBAR(Y) 0 (9
5 with the device ID 13 and one-time password associated in
Step 185 to confirm whether the authentication is surely
performed by the authentication server 9. The
authentication server 9 then transmits the confirmation
result of the authentication to the service server 10 {Step

10 1990).

The security of the communication between the service
server 10 and the authentication server 9 in Steps 150 and
190 described above can be increased using a cryptographic
technique, such as the SSI.

15 The service server 10 receives the confirmation result
of the authentication from the authentication server 9, and
confirms whether the authentication result transmitted from
the CE device 3 is surely issued from the authentication
server 9. If the service server 10 confirms that the

20 authentication result received from the CE device 3
authenticates the CE device 3, the service server 10 starts
to provide the service to the CE device 3 (Step 155).

The CE device 3 receives the provided service, such as
content, from the service server 10. The user utilizes the

25 received service (Step 125).



In addition to the above advantages, the second 10 enbodi nent has the
foll ow ng advantages. (1) Wien the CE device 3 requests the service server
10 to provide a service requiring the device authentication, the CE
device 3 transnmits the device ID 13 to the service server 10 and receives
the connection information for the 15 authentication server 9 fromthe
service server 10. Since this operation perforned by the CE device 3 is
the sane as in known device authentication systens, a known CE device can
be used as the CE device 3. (2) In the connection of the service server 10
to the 20 company-information allocat®®on server 6, there is no need to
transmt the passphrase or the device ID 13 to the conpany- information
al l ocation server 6, thus increasing the security. (3) In the connection
of the servicelIsethercdd¥itrmathen 25 et hanilieaticanibar getnet | ocati on server
8, there is no need - 66 to transmt the passphrase to the
aut hent i catdaedvedr getmathocatihmtdentern8setthars 9 mor édsithg t he security. -
67 CLAIMS 1. A term nal -device authentication systemcharacterized by
conpri si nGUtReRtdERTieR ERWdr TeGeivRAeAT AN sEi% i e deddGrr Pngoteviate
aUthentICQ£itréﬂéicgggpLﬂgdCécﬁé%fégwy gglsgg¥|f§%, the service server
5 10 provides no service to the CE device 3.
According to the second embodiment described above, the
same advantages as (1) to (4) in the first embodiment are
offered.
In addition to the above advantages, the second
10 embodiment has the following advantages.
{1) When the CE device 3 requesits the service server 10
to provide a service requiring the device authentication,
the CE device 3 transmits the device ID 13 to the service
server 10 and receives the connection information for the
15 authentication server 2 from the service server 10. Since
this operation performed by the CE device 3 is the same as
in known device authentication systems, a known CE device
can be used as the CE device 3.
(2} In the connection of the service server 10 to the
20 company-information allocation server 6, there is no need to
transmit the passphrase or the device ID 13 to the company-

information allocation server 6, thus increasing the

security.

{3} In the connection of the service server 10 to the

25 authentication-target allocation server 8, there is no need



transmtting connection information for a first allocation server to the
termnal device and receiving an authentication result fromthe term nal
device; 10 the first allocation server receiving first allocation
information fromthe term nal device and transmtting connection
information for a second allocation server corresponding to the first
allocation information; the second allocation server receiving second 15
all ocation information fromthe term nal device and transmtting
connection information for an authentication server corresponding to the
second al | ocation information; and thé&®%adthentication server receiving

aut hentication 20 information fromthe term nal device to performthe
device authentication and transmtting the authentication result to the
term nal devitgensitTheetmasapialasdeviocéhehattharitiicaesohhtasgstvi ce provi ded
by the service server in the term nal-device authentication 25 system
~accor di ng aldograipr1server thor ihvigl ineypesingithy seg8ritHaracteri zed by
conprising: first receiving neans for receiving fromthe service server

t he connection information for the first allocation server; 5 first
transmtting neans for connecting to the first allocation server based on
t he connection information



received by the first receiving neans to transmt the first allocation
information to the first allocation server; second receiving neans for
receiving the connection 10 information for the second allocation server
corresponding to the transmitted first allocation information fromthe
first allocation server; second transmtting nmeans for connecting to the
second allocation server based on the connection information 15 received
by the second receiving neans to transnmt the second allocation
information to the second all ocation erver; third receiving neans for
receiving fromthe second allocation Server the connection information for
the 20 authentication server corresponding to the transmtted second

all ocation information; authentication-information transmtting neans for
connecting to the authenticati on serGiéxIMyased on the connection
information received by the third receiving neans 25 to transmt the

aut hentication information to the - 69 authentication server;

aut henticatipn-result.receiving ne ecei Vi fromth

ns for e
aut henti cation server the %%Y%enf?%ﬁ??ﬁﬁc?ééﬁ?tsw%%?b&hﬁﬁaFﬁérled
authenti caty Qi f;Qrgtion transmtted by the 5 authentication-information
transmtting nmeans; and authentication-result transmtting neans for

5 a service server for, when a service requiring device
authentication is supplied to a terminal device,
transmitting connection information for a first allocation
server to the terminal device and receiving an
authentication result from the terminal device;

10 the first allocation server receiving first allocation
information from the terminal device and transmitting
connection information for a second allocation server
corresponding to the first allocation information;

the second allocation server receiving second

15 allocation information from the terminal device and
transmitting connection information for an authentication
server corresponding to the second allocation information;
and

the authentication server receiving authentication

20 information from the terminal device to perform the device
authentication and transmitting the authentication result to
the terminal device.

2. The terminal device that utilizes the service provided
by the service server in the terminal-device authentication

25 system according to Claim 1, the terminal device being



transmtting the authentication result received by the

aut hentication-result receiving neans to the service server. 3. The first
al l ocation server that provides the 10 connection information for the
second al l ocation server to the termnal device in the termnal-device
aut hentication systemaccording to Claiml1, the first allocation server
bei ng characterized by conprising: receiving neans for connecting to the
termnal device 15 to receive the first allocation information fromthe
termnal device; and transmtting neagg for transmtting the connection
information for the second all ocati on®Server corresponding to the received
first allocation information to the termnal 20 device. 4. A
term nal - devi ce aut hentication system characterized by conprising: a
servi ce samhpmacterizefehpy acamniis¢adgrequiring device authentication is
supplied to a termnal device, receiving 25 allocation information from
the terninal d&iFel, recsdgilviongeanyofor orifeditiied FAPBr Hg i IFHSGE an

thenticati f . all ' t th i ved
21 ocati oS RFOPHRL PBRSTH AR ATEPPRGCERS Tec Ved LE8nBLEPORELhi of mat i on

to the terggnal..device, and receiving an 5 authentication result in the
aut hentication Server fromthe term nal device;

5 first transmitting means for connecting to the first
allocation server based on the connection information
received by the first receiving means to transmit the first
alleocation information to the first allocation server;

second receiving means for receiving the connection
10 information for the segond allocation server corresponding
to the transmitted first allocation information from the
first allocation server;
second transmitting means for connecting to the second
dllocation server based on the connection information
15 received by the second receiving means to transmit the
second allocation information to the second allocation
server;
third receiving means for receilving from the second
allocation server the connection information for the
20 authentication server corresponding to the transmitted
second allocation information;
authentication"information transmitting means for
connecting to the authentication server based on the
connection information received by the third receiving means

25 to transmit the authentication information to the



the allocation systemreceiving the allocation information fromthe
service server and transmtting to the service server the connection
information for the 10 authentication server corresponding to the received
all ocation information; and the authentication server receiving

aut hentication information fromthe termnal device to authenticate the
termnal device and transmtting the authentication result 15 of the device
authentication to the termnal device. 5. The allocation systemthat

provi des the connection infornationfég the authentication server to the
service server in the termnal-device”aut hentication system according to
Caim4, the allocation system being 20 characterized by conprising:

al l ocation-informati on receiving nmeans for receiving the allocation

i nf or mat i R UGRE198r §PEESBRer ver; and connection-i nformation
transmtting nea of transmtting the connection information for the 25
aut henti cati on §g$9%Fl%%F¥§5ﬁ@ﬁ&#ﬁgr?ﬁe%ﬁ%ngé%%FWeéOf Fecehvingati on

| nfor Mati forf-cnENG SRENE P8 SELY Y LAl tggggﬁghg%%hcgaﬁgg;rg%ﬁo the

term nal device in the termnal-devicé au Eccording to

A aim4, thessernd %esgﬁyﬁén%ﬂ&h%&%&%&% tl%ngnl%%gHr b§| Ple

aIIocatlon i nformati on receiving neans recei vi
5 authentication-information transmlttlng means; and

authentication-result transmitting means for
transmitting the authentication result received by the
authentication-result receiving means to the service server.
3. The first allocation server that provides the
10 connection information for the second allocation server to
the terminal device in the terminal-device authentication
system according to Claim 1, the first allocation server
being characterized by comprising:
recelving means for connecting to the terminal device
15 to receive the first allocation information from the
terminal device; and
transmitting means for transmitting the connection -
information for the second allocation server corresponding
to the received first allocation information to the terminal
20 device.
4. A terminal-device authentication system characterized
by comprising:
a service server for, when a service requiring device
authentication is supplied to a terminal device, receiving

25 allocation information from the terminal device, receiving



the allocation information fromthe term nal device;

allocation-information transmtting neans for transmtting the received
allocation information to the 10 allocation system connection-information
receiving neans for receiving fromthe allocation systemthe connection
information for the authentication server corresponding to the transmtted
allocation information; and is connection-information transmtting neans
for transmtting the received connection information to the term nal
device. 7. The allocation systemaccording to Claim5, the allocation

I nformati on being characterized by ZD'V%61uding first allocation

I nformati on and second allocation information, and the allocation system
bei ng characterized by conprising: a first allocation server receiving the
first 25 edrinssdtioon infponabtéwnidr em ehshsetvizel gerssveandron7n

transmtting to the service server connection information for a second
al | ocat i o@Jg‘é?QP&lOEOFVéE%WW 1@ tthe FpEeivedlablanatdrni nf or mati on; and
t he seconqhgéloc t.ion server. receiving _the ond 5 allocation information

formthe service ¢8Mert ang™ % it Fﬁge%g hePEESHIOE server the
ConneCtiorﬁnformation to the terminal device, and receiving an
5 authentication result in the authentication server from the
terminal device;
the allcocation system receiving the allocation
information from the service server and transmitting to the
service server the connection information for the
10 authentication server corresponding to the received
allocation informaticn; and
the authentication server receiving authentication
information from the terminal device to authenticate the
terminal device and transmitting the authentication result
15 of the device authentication to the terminal device.

5. The allocation system that provides the connection
information for the authentication server to the service
server in the terminal-device authentication system
according to Claim 4, the allocation system being

20 characterized by comprising:
allocation-information receiving means for receiving
the allocation information from the service server; and
connection-information transmitting means for
transmitting the connection information for the

25 authentication server corresponding to the received



information for the authentication server corresponding to the second
allocation information. B. The service server that receives the connection
10 information for the authentication server fromthe allocation system
according to Caim?7, the service server being characterized by
conprising: allocation-information receiving neans for receiving the first
allocation information and the second allocation 15 information fromthe
term nal device; first transmtting nmeans for connecting to the first

al l ocation server to transmt the recejved first allocation information to
the first allocation server; first féé@iﬁing means for receiving fromthe
first 20 allocation server the connection information for the second

al l ocation server corresponding to the transmtted first allocation

i nf or mat i ontlezatcmg tridasmitiémg neans for connecting to the second

all ocation server based on the connection information 25 received by the
first receiVing Theaservdcer apswet tied peevhdes -ths segmiseatPohhé nf or mat i on
to the second .al l.ocati.on server; second receiviqﬁﬁ?eans for receiving from

the second &3 CEV§Er VRr “E R TIMEL FERLFiif SRR ST ot dPnt pgsten
authent ! cald ok felveb ERLERSPONAINALQ bhe LIANSTILLED 3 aeeond, &l | ocation
i nformation; an gonnect| on-infornmatiTon transmtti ng ans FOI’
5 by comprising:
allocation-information receiving means for receiving
the allocation information from the terminal device;
aliocation~information transmitting means for
transmitting the received allocation information to the
10 allocation system;
connection-information receiving means for receiving
from the allocation system the connection information for
the authentication server corresponding to the transmitted
allocation information; and
15 connection~-information transmitting means for
transmitting the received connection information to the
terminal device.
7. The allocation system according to Claim 5, .
the allocation information being characterized by
20 including first allocation information and second allocation
information, and
the allocation system being characterized by
comprising:
a first allocation server receiving the first

25 allocation information from the service server and



transmtting the connection information received by the second receiving
nmeans to the termnal device. 9. The first allocation server that provides
the 10 connection information for the second allocation server to the
service server in the allocation systemaccording to Caim7, the first

al l ocation server being characterized by conprising: receiving nmeans for
receiving the first allocation 15 information fromthe service server; and
transmtting means for transmtting the connection information for the
second al | ocation server correspondin% to the received first allocation

i nformation. 10. The second al | ocation?sérver that provi des the 20
connection information for the authentication server to the service server
in the allocation systemaccording to Claim?7, the second allocation
server beitmarchEtddingr tzeth®ysecaingr issrngr cecetoting fadnsmbdion ecei vi ng
the second allocation 25 information fromthe service server; and - 74
transmttifRF fe@ssoner af t apshd en | IRy Vieke copnpeeendimyg itef ¢hamfiont f or t he

aut henti catj.on server corresponding to the received second allocation
infornaticﬁEIQEEt%RnnéPﬁ8ﬁm? °TY % nal device, adopted in a conputer 5
that utilizes the gﬁrvi&eéﬁfovided ggrthe service server in . the

terninal - devi c& aut ReRET CatiOn eyt 8FYF L2t ordity ¥§ OF&i rpcend
5 allocation information form the service server and
transmitting to the service server the connection
information for the authentication server corresponding to
the second allocation information.
8. The service server that receives the connection
10 information for the authentication server from the
allocation system according to Claim 7, the service server
being characterized by comprising:
allocation-information receiving means for receiving
the first allocation information and the second allccation
15 information from the terminal device;
first transmitting means for connecting to the first
allocation server to transmit the received first allocation
information tc the first allocation server;
first receiving means for receiving from the first
20 allocation server the connection information for the second
allocation server corresponding to the transmitted first
allocation information:
second transmitting means for connecting to the second
allocation server based on the connection information

25 received by the first receiving means to transmit the second



1, the conputer being characterized by conprising first receiving neans,
first transmtting nmeans, second receiving 10 neans, second transmtting
nmeans, third receiving nmeans, authentication-information transmtting
means, authentication-result receiving neans, and authentication- result
transm tting nmeans, and the nmethod being characterized by conprising: 15 a
first receiving step of receiving, by the first receiving neans, the
connection information for the first allocation server fromthe service
server; a first transmtting step of connecting to the first allocation
server based on the connection inforndfi 6n 20 received in the first
receiving step to transmt the first allocation infornmation to the first

al l ocation server by the first transmtting neans; a second receiving step
of receivialgodeyitheistoomtiqrede whegseeand, alheaddmmeskirear; nf or mati on
for the second 25 allocation server corresponding to the transmtted first
- 75 all ocat i BACPRE OFSRALVERf REANS hEOT | ¥eteidingc ArPBntBersasonda second
transnittiqi st%p of connect o the secopd allocation server based on

Lhe conneciiSHNESr FRETOh b HE LR KoL CERATPA 468 UPRg Step 1o
transm t tgqﬁﬁgﬁEgggtgoslgg§€%i(%%gr%gogggahgntéc%ﬁé“%f%%%%ggtgélOcation
server by e secon ransm]ft| ng m?ans,
5 second allocation information; and
connection-information transmitting means for
transmitting the connection information received by the
second receiving means to the terminal device.
9. The first allocation server that provides the
10 connection information for the second allocation server to
the service server in the allocation system according to
Claim 7, the first allocation server being characterized by
comprising:
receiving means for receiving the first allocation
15 information from the service server; and
transmitting means for transmitting the connection
information for the second allocation server corresponding
to the received first allocation information.
10. The second allocation server that provides the
20 connection information for the authentication server to the
service server in the allocation system according to Claim 7,
the second allocation server being characterized by
comprising:
receiving means for receiving the second allocation

25 information from the service server; and



a third receiving step of receiving, by the third receiving neans, the
connection information for the authentication server corresponding to the
transmtted 10 second allocation information fromthe second allocation
server; an authentication-information transmtting step of connecting to

t he aut hentication server based on the connection information received in
the third receiving step 15 to transmt the authentication information to
the authentication server by the authentication-information transmtting
means; an aut hentication-result rece|V|ng step of receiving, by the

aut hentication-result receiving neans,’% he 20 authentication result based
on the authentication information transmtted in the
authentication-information transmtting step fromthe authentication
server; and antaatbeitiisd imernse$obt ttamsmsinttinignghset epnoeéctidgmnsmtti ng, by
t he authentlcatlon result transmtting 25 neans, the authentication result
recei ved |%PﬁQﬁ@aIlPHGfoauﬁkﬁnﬂuﬁﬁﬂﬂbéﬁﬂﬁé§alﬁervﬁ%ﬂqnnﬁgsgpeplng the service

server. rst .alloca hod of providing the connection
i nfornatio ?(ﬁEQﬁﬁgegeﬁfﬁﬁFéﬂ%ﬁkﬁ%ﬁqﬁﬁnsé?§£¥mﬁ?f931e ternminal device in the

term nal - deV|ce u cation.s 5 ccordln to Cla|n11 t he flrst
al | ocati on netho%’bgﬁﬁéaadg éém rr}:Lonpu adbpraaif' & cempute

5 that utilizes the service provided by the service server in
the terminal-device authentication system according to Claim
1,
the computer being characterized by comprising first
receiving means, first transmitting means, second receiving

10 means, second transmitting means, third receiving means,
authentication-information transmitting means,
authentication-result receiving means, and authentication-
result transmitting means, and the method being
characterized by comprising:

15 a first receiving step of receiving, by the first
receiving means, the connection information for the first
allocation server from the service server;

a first transmitting step of connecting to the first
allocation server based on the connection information

20 received in the first receiving step to transmit the first
allocation information to the first allocation server by the
first transmitting means;

a second receiving step of receiving, by the second
receiving means, the connection information for the second

25 allocation server corresponding to the transmitted first



including receiving neans and transmtting neans, and the first allocation
nmet hod bei ng characterized by conprising: a receiving step of connecting to
the termnal device 10 to receive the first allocation information from
the term nal device by the receiving neans; and a transmitting step of
transmtting, by the transmtting neans, the connection information for
the second allocation server corresponding to the received first 15
allocation information to the termnal device. 13. An allocation method of
provi ding the connection information for the authentication server to the
service server in the terninal-devicéanthentication system according to
Claim4, 20 the allocation nethod being adopted in a conputer system
i ncluding allocation-information receiving nmeans and
connect i orelilndcariahi DNfdredtsian tireg BrRaNSirsndlleatabhosatvemn; met hod bei ng
characterized by conprising: an allocation-information receiving step of
recei ving, 25abyecdrel dideocatitgangnsorprati eennecéingnge ngansseddnd - 77
al l ocation information fromthe service server; and a )
connect i orEPCEEARE DR TP RRTIRS i98g CEEepOMFC T et HEOrRgtinY t he
connection-intorgatiog%transni tin means, the connection information for
n

the aut herfti€arP8n"8 EBF VETEGt FESHOTURRGS I t1Re TEOSMYEd TP | BEeti%on
'nforn@t'cglloc%éioé §§f8!ﬁ§%ﬂ%h@%bdkﬂg QE&Q&? éﬁldyg%{bqlggr%gglﬁfrVICe

the seceond transmitting means;

a third receiving step of receiving, by the third
receiving means, the connection information for the
authentication server corresponding to the transmitted

10 second allocation information from the second allocation
server;

an authentication-information transmitting step of
connecting to the authentication server based on the
connection information received in the third receiving step

15 to transmit the authentication information to the
authentication server by the authentication-information
transmitting means;

an authentication-result receiving step of receiving,
by the authentication-result receiving means, the

20 authentication result based on the authentication
information transmitted in the authentication-information
transmitting step from the authentication server; and

an authentication-result transmitting step of
transmitting, by the authentication-result transmitting

25 means, the authentication result received in the



to the termnal device in the term nal -device authentication system

accordi ng
conmput er i

to daim4, the service providing nmethod being adopted in a 10

ncl udi ng al l ocation-information receiving neans,

all ocation-information transmtting neans, connection- information

recei ving

means, and connection-information transmitting neans, and the

servi ce providing nethod being characterized by conprising: 15 an
al l'ocation-information receiving step of receiving, by the

al l ocation-informati on receiving neans, the allocation information from

the term nal device; an al | ocat i on-inf'ér mati on transmtting step of

transmtti

ng, by the allocation-information transmtting 20 neans,

received allocation information to the allocation system a

connect i orritifeariichgAonecesvihgstdpiol skeri Vo nghe seyrviihe server.
connection-information receiving neans, the connection information for the
aut henti cat ildn sér \ﬁéF525a2eb<P%fsﬂmmeﬁ§0fiooi hier ¢yihisd tthed cahheeltdmon

informatio
transmtti
transmtti
devi ce.
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Service server
according to Claim 1,

the first allocation method being adopted in a computer
including receiving means and transmitting means, and the
first allocation method being characterized by comprising:

a receiving step of connecting to the terminal device
to receive the first allocation information from the
terminal device by the receiving means; and

a transmitting step of transmitting, by the
transmitting means, the connection information for the
second allocation server corresponding to the received first
allocaticn information to the terminal device,

13. An allocation method of providing the connection
information for the authentication server to the service
server in the terminal-device authentication system
according to Claim 4,

the allocation method being adopted in a computer
system including allocation-information receiving means and
connection-information transmitting means, and the
allocation methed being characterized by comprising:

an allocation-information receiving step of receiving,

by the allocaticn-~information receiving means, the

t he

5



connection information for the authentication server from the allocation
system according to Claim?7, the nethod being adopted in a conputer
i ncluding 10 allocation-information receiving neans, first transmtting
means, first receiving neans, second transmtting neans, second receiving
means, and connection-information transmtting neans, and the nethod being
characterized by conprising: 15 an allocation-infornmation receiving step
of receiving, by the allocation-information receiving neans, the first
all ocation informati on and the second allocation information fromthe
term nal device; a first transnittiﬁg7§tép of connecting to the first 20
allocation server to transmt the received first allocation information to
the first allocation server by the first transmtting neans; a first
recei vi ng stlggadfionecefvrmytidy fides thesterviceisemgureans, the connection
information for the second 25 allocation server corresponding to the
transmtted fifsEonngutioigdarmanipnaf brananidtingortenecfirrst all ocation
server; a second %ransn%ttin step of, conngctin .to the second allocation
n %CF?% A

server baseéd A &80 IWESHRPT OREOTeTE Fed PR SPRES I st recei ving
oL, L S cSERO AN e P B S
5 server corresponding to the received allocation information.
l4. A service providing method of providing the service
te the terminal device in the terminal-device authentication
system according to Claim 4,
the service providing method being adopted in a

10 computer including allocation-information receiving means,
aliocation-information transmitting means, connection-
information receiving means, and connection—-information
transmitting means, and the service providing method being
characterized by comprising:

15 an allocation-information receiving step of receiving,
by the allocation-information receiving means, the
allocation information from the terminal device;

an allocation-information transmitting step of
transmitting, by the allocation-information transmitting

20 means, the received allocation information to the allocation
system;

a connection-information receiving step of receiving,
by the connection-information receiving means, the
connection information for the authentication server

25 corresponding to the transmitted allocation information from



a second receiving step of receiving, by the second receiving
connection information for the authentication server correspon
transmtted 10 second allocation information fromthe second allocation
server; and a connection-information transmtting step of tran
t he connection-information transmtting neans, the connection

received in the second 15 receiving step to the term nal device.

first allocation nethod of providing the connection informatio
second al l ocation server to the service server in the allocati
according to aim?7, the first allocd®i on method bei ng adopt ed
conputer 20 including receiving neans and transmtting neans,

first allocation nethod being characterized by conprising: are
recei vithgy diyokcheiveceysterg means, the first allocation inf
fromthe service server; and 25 a transmtting step of transmt

of

80
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i nf or mat i FaRPRitEIBECRY %ﬂ?(ﬁﬂﬂﬁ%ﬁﬁlﬁﬁfhBEOEWaEﬁQﬂanaﬁﬁmﬂﬁél%gconnect|on
i nformatiqon for %e authent catlon server .to the §%J¥ ce_serve

al l ocati oﬁ“esaﬂ}%st e

SCESF%f%% ErEgtyey Information

5 device.

15. A method for a service server, of receiving the

neans, the
ding to the

smtting, by

i nfornati on

16. A

n for the

on system
in a

and t he

ceiving step

ormati on

ting, by the

econd

on

r.in the

terminal

connection infeormation for the authentication server from

the allocation system according to Claim 7,

the method being adopted in a computer including

10 allccation-information receiving means, first transmitting

means, first receiving means, second transmitting means,

second receiving means, and connection-information

transmitting means, and the method being characterized by

comprising:

15 an allocation-information receiving step of receiving,

by the allocation-information receiving means, the first

allocation information and the second allocation information

from the terminal device;

a first transmitting step of connecting to the first

20 allocation server to transmit the received first allocation

information to the first allocation server by the first
transmitting means;

a first receiving step of receiving, by the first

receiving means, the connection infermation for the second

25 allocation server corresponding to the transmitted first



t he second al | ocati on nethod being adopted in a conputer including
receiving neans and transmtting neans, and the second allocation nethod
bei ng characterized by 10 conprising: a receiving step of receiving, by
t he receiving neans, the second allocation information fromthe service
server; and a transmtting step of transmtting, by the 15 transmtting
means, the connection information for the authentication server
corresponding to the received second allocation information. 1B. A

term nal device programused in the ternlnal device including a conputer
that utilizes the service provided by %20 the service server in the

term nal -devi ce authentication systemaccording to Caim1l, the termna
device program realizing: a first receiving function of receiving the
connect i orelliodagrhiwat infofreatidre friomstthal Edcat | ol s@tien sepmet he service
25 server; 81 a first transmitting function of connecting to the first
al | ocati on ser9eﬁeﬁa%%dtﬁﬁﬂﬁm¥§téagnééﬁpo@f|Qﬁnﬂﬁ@§ﬂh6nt0rbh@lw%gbnd1 t he
first receinving function tqbtra smt the first allocation information to

the first HIGEILENSERYRrE Fe dORIPRERF MY FFRETRSAOBf recei ving the
ConnECt'c”}ecelv Engklgﬂeffﬁrs h%e%%%%Qggag 853%6c¥}é%?ﬁﬁ%r ﬁgrggggggdlng
5 allocation information to the second allocation server by
the second transmitting means;

a second receiving step cof receiving, by the second
receiving means, the connection information for the
authentication server corresponding to the transmitted

10 second allocation information from the second allocation
server; and

a connection-information transmitting step of
transmitting, by the connection-information transmitting
means, the connection information received in the second

15 receiving step to the terminal device.

16. A first allocation method of providing the connection
information for the second allocation server to the éervice
server in the allocation system according to Claim 7,

the first allocation method being adopted in a computer

20 including receiving means and transmitting means, and the
first allocation method being characterized by comprising:

a receiving step of receiving, by the receiving means,
the first allocation information from the service server;
and

25 a transmitting step of transmitting, by the



to the transmtted first allocation information fromthe first allocation
server; a first transmtting function of connecting to the 10 second

al l ocati on server based on the connection infornmation received in the
second receiving function to transmt the second allocation information to
t he second allocation server; a third receiving function of receiving the
connection 15 information for the authentication server corresponding to
the transmitted second allocation information fromthe second all ocation
server; an authentication-information transmtting function of connecting
to the authentication server based on®he& 20 connection information
received in the third receiving function to transmt the authentication
information to the authentication server; an authentication-result

recei vi ng famcinianial meesel ity doheecatibenin fadraaiohegukt thased on the 25
aut hentication information transmtted in the - 82

aut hent i catdaymd afldppation searsmidoriregrbodtng ore fabemrebeivedt hergt cati on

server; and an authentication-result transmtting function of transmtting
t he aut hertilC&AteR™r e-EPT 4T ved in the 5 authentication-result

recelving f%ﬂﬁtlansggog eé fgégéﬁzn %%Eggé'of providing the

5 connection information for the authentication server to the
service server in the allocation system according to Claim 7,

the second allocation method being adopted in a
computer including receiving means and transmitting means,
and the second allocation method being characterized by

10 comprising:

a receiving step of receiving, by the receiving means,
the second allocation information from the service server;
and

a transmitting step of transmitting, by the

15 transmitting means, the connection information for the
authentication server corresponding to the received second
allccation information.

1B. A terminal device program used in the terminal device
including a computer that utilizes the service provided by

20 the service server in the terminal-device authentication
system according to Claim 1, the terminal device program
realizing:

a first receiving function of receiving the connection
information for the first allocation sexver from the service

25 server;



19. Afirst allocation programused in the first allocation server that is
a conputer providing the connection information for the second allocation
server to 10 the termi nal device in the term nal-device authentication
system according to Caim1, the first allocation program realizing: a
receiving function of connecting to the termnal device to receive the
first allocation information fromthe 15 term nal device; and a
transmtting function of transmtting the connection information for the
second al | ocation server correspondin%é to the received first allocation
information to the termnal device.” 20. An allocation programused in
the allocation system that is a conputer providing the connection
information for the authentication server to the service server in the
term nal - devi ce dutrbentraaniotisgsfencatcoraf nprinecCiagmd, thd he al | ocati on
programrealizing: 25 an allocation-information receiving function of - 83
recei vi ng instaldldegritonni a¢ovemtbiased ponthhecounradideon dafoenataom a

connection-information trapsmtting function of transn1tt|ng t he
connect i orF§SfdEfatfof F0F1¥?ﬁa?FQQhﬂ%QﬁtﬁEﬁFFbﬁ“é%ﬁ\FﬁanéBﬂFe B®nding to the

recei ved fﬁéé%: ﬁ%@atgggrfg%ormatlon to the first allocation server;

5 a second receiving function of receiving the connection
information for the second allccation server corresponding
to the transmitted first allocation information from the
first allocation server;

a first transmitting function of connecting to the
10 second allocation server based on the connection information
received in the second receiving function to transmit the
second allocaticn information to the second allocation
server;
a third receiving function of receiving the connection
15 information for the authentication éerver corresponding to
the transmitted second éllocation information from the
second allocation server;
an authentication-information transmitting function of
connecting to the authentication server based on the
20 connection information received in the third receiving
function to transmit the authentication information to the
authentication server;
an authentication-result receiving function of
receiving the authentication result based on the

25 authentication information transmitted in the



21. A service server programused in the service server that is a conputer
providing the service to the termnal device in the term nal -device
aut henti cati on system 10 according to Claim4, the service server program
realizing: an allocation-information receiving function of receiving the
allocation information fromthe term nal device; an allocation-information
transmtting function of 15 transmtting the received allocation
information to the allocation system a connection-infornmation receiving
function of receiving the connection information for the authentication
server corresponding to the transnitt &4 all ocation 20 information fromthe
all ocation systenm and a connection-information transmtting function of
transmtting the received connection information to the term nal device.
22. A ser\dughesdrivertipnoinfommegeicn nrhhemseringefigerhien f2émttled is a
conputer receiving the connection information for - 84 the authentication
server frothentdicagéani earsgst éind according to Claim 7, the service server
rogramrealizing: an allocation-information receiving function of
Fece Pty &

receiving the ffr8t Wﬁﬁﬁﬁq¥9ﬁ'FﬁfH?ﬁaf??RF@%ﬁf%Pﬁef§§ he %fallpcation
Lg;g;g??hgpa%£%qg&&%gtgﬂg1gﬁ%hé¥%gé% ﬁo% Léééittééggﬁﬂéd”iﬂ tLgnCtlon of
5 authentication-result receiving function to the service
server.

19. A first allocation program used in the first
allocation server that is a computer providing the
connecticn information for the second allocation server to

10 the terminal device in the terminal-device authentication
system according to Claim 1, the first allocation program
reallizing:

a receiving function of connecting to the terminal
device to receive the first allocation information from the

15 terminal device; and

a transmitting function of transmitting the connection
information for the second allocation server corresponding
to the received first allocation information to the terminal
device.

20 20. An allocation program used in the allocation system
that is a computer providing the connection information for
the authentication server to the service server in the
terminal-device authentication system according to Claim 4,
the allocation program realizing:

25 an allocation-information receiving function of



first allocation server to transmt the received first allocation
information to the first allocation server; a first receiving function of
receiving the connection 10 information for the second allocation server
corresponding to the transmitted first allocation information fromthe
first allocation server; a second transmtting function of connecting to
the second allocation server based on the connection information 15
received in the first receiving function to transmt the second allocation
information to the second all ocation server; a second receiving function
of receiving the connection infornati8n=for the authentication server
corresponding to 20 the transmtted second allocation information fromthe
second al |l ocation server; and a connection-information transmtting

functi on ofecdirvdngnihéi ayldde: iconnedoranti oh of rai itk seceived in the

second receiving function to the termnal device. 25 23. Afirst allocation
program uskkveritBedfirst - 85 allocation server that is a conputer
providing the connection information for the second allocation server to
the service sefvEPPRFFHIRE AMIFGERAFHA YT G EHLIERGCEEOR PRI m 7, the

first aIIocationt@pogrgﬂ%realiz[{ﬁﬁ 9 2 receivigg}fu ction of receiving the
first all ocdt 1B i RBot Hat FIPIT oM™t ABEEETITER V&P and
5 authentication server corresponding to the received
allocation information,

21. A service server program used in the service server
that is a computer providing the service to the terminal
device in the terminal-device authentication system

10 according teo Claim 4, the service server program realizing:
an allocation-information receiving function of
receiving the allocation information from the terminal
device;

an allocation—-information transmitting function of

15 transmitting the received allocation information to the
allocation system;

a connection-information receiving function of
receiving the connection information for the authentication
server corresponding to the transmitted allocation

20 information from the allocation system; and

a connection-information transmitting function of
transmitting the received connection information to the
terminal device.

22. A service server program used in the service server

25 that is a computer receiving the connection information for



a transmtting function of transmtting the connection information for the
second al |l ocation server corresponding to the received first allocation
information. 10 24. A second allocation programused in the second

al l ocation server that is a conputer providing the connection information
for the authentication server to the service server in the allocation
system according to Claim7, the second allocation programrealizing: 15 a
recei ving function of receiving the second allocation information fromthe
service server; and a transmtting function of transmtting the connection
information for the authentication seBfer corresponding to the received
second allocation information. 20 25. A storage nediumreadable by a
conputer storing the term nal device programaccording to Claim18. 26. A
st orage nedicumuthadabtet byn asaxapuifebmstioe | alfldderichi sgstahl ocati on program
according to Claim19. 27. A storage nediumreadable by a conputer storing
the 25 aldawadiiog peogtaibmatcdidi sgrvocel akrwe0 prog@em 28alizsn®r age

medi um readabl e by _a conputer storing the service server program according
to Claim2l oraEZ‘?l%@?a%%%"éflé@ém%ﬂ?%n’ﬁc@&d’&ﬁlgefBE}CE\l%% ter storing the
first allocati,on progra accorqing to Claim23., 5 30.. A storage, nmedi um

( eadabl e by ORBUEL? StOTT i (e I EBCHREC I Hhegt 17 SPBgPERvacor di ng to
a a'”‘%4' allocation information from the terminal device;

a first transmitting function of connecting to the
first allocation server to transmit the received first
allocation information to the first allocation server:;

a first receiving function of receiving the connection
10 information for the second allocation server corresponding

to the transmitted first allocation information from the

first allocation server;
a second transmitting function of connecting to the
second allocation server based on the connection information
15 received in the first receiving function to transmit the
second allocation information to the second allocation
servexr;
a second receiving function of receiving the connection
information for the authentication server corresponding to
20 the transmitted second allocation information from the
second allocation server; and
a connection-information transmitting function of
transmitting the connection informatlon received in the

second receiving function to the terminal device.

25 23. A first allocation pregram used in the first



31. The term nal device according to Claim2 further conprising:
connection-information storing nmeans for storing the 10 connection
information for the authentication server received by the third receiving
means; and confirm ng nmeans for confirm ng whether, when the connection
information for the first allocation server is received fromthe service
server, the connection information 15 is stored in the
connection-informati on storing nmeans, the term nal device being
characterized in that, when the conflrnlng means confirnms that the
connection information is stored, thé&%aathentication-information
transmtting nmeans connects to the aut hentication server 20 based on the
stored connection information to transmit the authentication information.
32. The tellicrakidaveeves ctiadi 1 &octhputedprowi@mactkeei zed in that, when
the authentication-information transmtting nmeans is not able to connect
to the 25 cunrneernticvatnborsetrier ﬂ@asehEOﬁe@h@dcdwmﬁwﬁﬁon pafvematd on - 87
stored in the connection-information_storing nean
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information from the service server; and

a transmitting function of transmitting the connection
information for the second allocation server corresponding
to the received first allccation information.

10 24, B second allocation program used in the second
allocation server that is a computer providing the
connection information for the authentication server to the
service server in the allocation system according to Claim 7,
the second allocation program realizing:

15 a receiving function of receiving the second allocation
information from the service server; and

a transmitting function of transmitting the connection
information for the authentication server corresponding to
the received second allocation information.

20 25. A storage medium readable by a computer storing the
terminal device program according to Claim 18.

26. A storage medium readable by a computer storing the
first allocation program according to Claim 19.
27. A storage medium readable by a computer storing the

25 alleccation program according to Claim 20.



received by the first receiving nmeans, to connect to the authentication
server and transmts the authentication information, and 10 in that the
connection-informati on storing nmeans uses the acquired connection
information for the authentication server to update the stored connection
I nformati on.

28. A storage medium readable by a computer storing the
service server program according to Claim 21 or 22,
29. A storage medium readable by a computer storing the
first allocation program according to Claim 23.
5 30. A storage medium readable by a computer storing the
second allocation program according to Claim 24.
31l. The terminal device according to Claim 2 further
comprising:
connection-information storing means for storing the
10 connection information for the authentication server
received by the third receiving means; and
confirming means for confirming whether, when the
connection information for the first allocation server is
received from the service server, the connection information
15 is stored in the connection-information storing means,
the terminal device being characterized in that, when
the confirming means confirms that the connection
information is stored, the authentication-information
transmitting means connects to the authentication server
20 Dbased on the stored connection information to transmit the
authentication information.
32. The terminal device according to Claim 31,
characterized in that, when the authentication-information
transmitting means is not able to connect to the

25 authentication server based on the connection information



10

stored in the connection-information storing means, the
authentication-information transmitting means uses the
connection information for the authentication server,
acquired by using the first transmitting means, the second
receiving means, the second transmitting means, and the
third receiving means based on the connection information
received by the first receiving means, to connect to the
authentication server and transmits the authentication
information, and

in that the connection-information storing means uses
the acquired connection information for the authentication

server to update the stored connection information.



