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relationships between contracting parties. One of those challenges springs from the fact that

20 the parties to the transaction cannot see or hear each other, and cannot otherwise easily
confirm each other’s identity and authority to act.

One remedy for this problem is to provide each contracting party with a private key
for signing transmitted messages. The signing party makes available an associated public
key that decrypts messages signed with the party’s private key, and thus enables a receiving

25 party to confirm the identity of the sender.

But the sender’s public key may not be known a priori to the recipient. In that event,
the sender may transmit with its signed message a digital certificate issued by a certificate
authority. The certificate is itself a signed electronic document (signed with the private k’ey
of the certificate authority) certifying that a particular public key is the public key of the

30 sender.
In some cases, the recipient may be unfamiliar with the public key of the certificate

authority or may not know whether the certificate is still valid. In that event, the recipient
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One known protocol for checking certificate status is the on-1ine
certificate status protocol (OCSP). 5 Summary of the Invention A system
and net hod awe odiisel osed for facilitating el ectroni c commeemesdpsssecurel y
providing certificate-related and other services including certificate
val i dation : r o]y i.pent . .4 he services are
provi ded Wﬁﬁﬁ%gﬁ%ﬁm&%&(ﬁl I§/ aﬁé‘g{rl{d@gro ﬁg;rgg%ggtr‘ﬁlsﬂ% g}‘n‘%’?gl t.gat'fin%us .

f our - cor nerOmekdedn potpol eecheekitgigeatificateafarns ixtle bolitscetifRar hag hidibday

cust oner, ?Bﬂ g%sel ler, referred to as the relying custoner, who engage in
an on-1line Pohsaction. The buyer is a custoner of a first financial
institution, referred to as an issuing participant. The issuing

partici pant acts as a certificate authority for the buyer and issues the
buyer & hardware token including a private key and a digital certificate

signed by the issuing 15 parti cg T Tﬂﬁef%l | er is a custoner of a second
financial institution, referred—igv-ﬁ's'l%‘h'e—ﬂr-é%g participant. The relying

partici pant act 4 systera andimeshbd aradRclased e thdibtafig eldchOnis ebrhRérc@P@secinggues t he
buyer a hardware token including a private key and a digital certificate
si gned by PrfY&ingseitificgtepalrted andeihar servises iag/udingeespficsteivalidatige andavareaty -

certificat ¢, aulRRkh tebbliftent, ﬁﬁmeg%x% Blovide§ Withi! tﬁ@éo%&ﬁ]cg aLfB&-Joﬁx%yi ng and

relyi ng parti Cipants. 20 At the tine a transaction, uyer creates a
hash & t hdrustmagdsh ckhedenrdamar medeljpamnprises 2 hasihrefared ¢ assthssubscsibinge

transactio Lhe sl gnat .and.its digital, certificate,.to the seller.
The seller QH’%}%}’{}?}%}% ar"’%‘%&’g’é mgﬂi/%ta(sa%%%?\?g SR he DR BN GHIRG th it s
financial itasdaétiaat Taabuieh a cii@tbitédvd a fiest fihacRpBmbtitufidh, f@fd kiR dssgRBodi ment ,
t hese system servi %Es may include a certificate status 25 check service and

a war r ant y PEEFPHe thersas IfRapkACES a8  gertidcatyragheriseion the buyer pasiissuen@er el yi ng
cust omer t Gupedh hetalvBrekél@n MeRRGT YN Gte RESIHRIRE i &?ﬁﬁc}a{eisﬁ;ﬂgﬁy %g" %ﬁ% ranty

service allows the relying custoner to receive a collater
warrahly t Baticipas. Shibssleniph aptames phmssconst fingeaial iifstibéive réfsrraddb iesithe Det ai | ed

fl . i A ' ided in, the detailed
deser ot on Tt et DO PIRERE MK H ALEARBORH f Bl 4 oo
entity is psuesitiduystiatardavard tbiendadidin e gpbatedenaidd difiod caanbikd¥ig@d 5T Vi ces

and operati i nt o .a Si nﬂ‘e transaction having -2 WO 01/18721
Sy

PCT/ USOQ! 2&%8%3’1]“{5 REFLERAt drRludes §roopesHificateantbgrityjtas fsgues gigitaland
durabilit ycer{[ﬁ@tgs&@@g@gﬁih@ﬂl&g@{ngipg@'g%mpr ovi des a single consistent
interface for certificate-status nessages and requests, as well as
20 At the time of a transaction, the buyer creates a hash of the transaction data, signs the
hash, and transmits the transaction data, the signature, and its digital certificate to the seller.
The seller may then request system services via a connection with its financial institution, the
relying participant.
In a preferred embodiment, these system services may include a certificate status
25 check service and a warranty service. The certificate status check service allows the relying
customer to validate the subscribing customer’s certificate. The warranty service allows the
relying customer to receive a collateral-backed warranty that the subscribing customer’s
certificate is valid. Detailed message flows for providing these services are provided in the
detailed description.

30 In a preferred embodiment, each participant and the root entity is provided with a

transaction coordinator for combining services and operations into a single transaction having
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messages and requests relating to other services. As a result, the present
i nvention provides the necessary flexibility to permt cent raI i zed and
consi stent WASVIFE of transactional 5 information relati RG™U8*EPurality
of offered services for audit and non-repudi ati on purposes. |In addition,

t he pr esetite qualitees bf Yomicity, dohsistensy, isdlatianpanslyhuzabilisy ‘Glie tatdictipo pedrdisatori ces
and prOVISIO of. t.hose. v ramsaction
coor di nat B ot PBEE ST SiRRlHsRaR o et leRE R nfeSfeel W REE, VNS

comuni CakhieSyagesan® RGaéstsralaking wiothek E@t‘llcésl. naraesult, the piesdnt invemtbn@roviddsween
banks or 10 other financi al |nst|tut|ons and their cystoners. The

transact i 81§ neerssa AeniBhtyde eyt cspiralized %!’ds‘ioﬂﬂ§t%“té?'ﬂt?r§ gﬁi“ﬁ?"t\"B‘i‘ customers to
obt aign Ceh&br}ﬂaﬁaﬁ R1AAE e PEFalily D neRE st RY BPfudithRd néd-RpbdihddnlphriResadd new
busi ness application Services, such as warranty service, paynent guarantee
servi ce, &raddgionj the p&smﬁnﬂvexg@mfaaxletatem»e lingeggation|of piditiingl wngsgndngl e entry
poi nt for these %9 t { ces. It is preferably designed to be

easi |y exPENFSR o oéiuf)ebvd?ets 08‘ [%Shal 15 services as they are created. The
di scl osed trangacdisdiided0R1sakitIdA LEdrdinator prdeidedisglOBterfabte falitheeol , and error
handling for the present nessaging infrastructure and acts as a nmessage

swi t ch t oclegEanic cqmt%@%sm&%hw%maﬁr finspsigl dpstitytiong orhepysen Lagks g (e g.
to afy OCSE EFE&BEi Bhstit\¥nE A8H their SRS, BleGrahsactidh @flidatd? Aso p}ov%}L Lat es
responses ronlt ese services Into a consolidated 20 response and

di spat chesmglhenﬁrjegqamrfseelsmmerssq abigini cayifichte-ghtok services ahidpedvides thet r ansact i on
coor di nat ord blllln service or
ot her ser e’é'gjé' |tr? aa CENTTAL %)aﬂcagﬁé?%rliz% asl}'},ﬁgﬁsfa%@%i‘é&apﬁﬁﬁ% t he banks
and ot hegudramédwetvide, bmﬁiﬁeatnaﬁmervha,v\elutehelllprmdingeﬂngle empnicintffarthdse| | i ng,
the billing, data can be f d. and nodifi ed H% an individual financial
instituti® ’§°”r‘i‘b§§ﬂ‘§°%ylt\ﬁi’rf ﬁ’%y ped tode gasily gxtendse t9 SRRt aditiong), o

di sc{psed gt iRASAGRyQAR: GOfdadi nat or aI so allows banks or other financial
institutions to cross-charge each other for different types of
transactions aShedsdesad trasagtiea coordinator proxideurasting, flawsartrdlcmdeger di nat or
allows fo
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In addition he .di sc].0sed transaction ordi nat or_ i o ates.all, core

Servi ces. SPéie&5y" B BHPEs oS F5beRt AR e Sk I AEIRRURAY Che

mai nﬁ(ﬁnan@&pﬁﬁéaﬁ{lﬂm&ﬁmﬂé Eesﬂi‘nséshesdquesi;xﬁg\th@ﬁﬁ The di scl osed transaction

coordi nator does not require, chang g the on-| {)
The disclosed transactlon coordinator also records billing data for the certificate

check service or other services in a centralized general fashion. Because all of the banks and
other financial institutions have their own requirements for billing, the billing data can be
extracted and modified to an individual financial institution’s needs by writing simple

25 extraction functions.

The disclosed transaction coordinator also allows banks or other financial institutions
to cross-charge each other for different types of transactions as needed. Further, the
disclosed transaction coordinator allows for the integration of commercial off-the-shelf
software applications and provides a single electronic signing service to electronically sign

30 and verify documents.



certification check functionality that would render it non-standard and

m ght result in vendor 5 |ocking and inplenentation delays. Brief

Descri pti on w6 et/fee21iDr awi ngs These and ot her obj ects, featroraspo/ang

advant ages of the present invention will be better understood when taken
i n conjunction I\P{'aﬁ«ﬁitl&h%efd?éclo@ﬂ Msé@ﬁ&@édo‘?{ﬂnﬁ&%foﬁdté&taliQBre%@waeQ—%e?&?o”pany' ng
drawi ngs in which: Fig. is a bl ock di agram of a preferred enbodi nent of
t he four - cpregotingrkyse of@mppweta am;g/sxmhlefyplgélseelmmtsw@eamd ephagcenpenisofghebt ock
dlagramdelctln ¢ nent refer rovided. nt i in the

f our - cor nef - hodel; %gai?—seg a@uon Co?f?ma goeén?tare m Chaeflﬁmg?éero?lég’ “enbodi ment
of at ransa@ﬁﬁ@ﬂo@mﬂﬁmamamy t}ﬁt ould rérdertit ﬂmﬂmﬂand)hﬁghkx‘eﬁmﬁmvdﬁc&gr am

t hat denonstrates certain aspects of transaction coordi nator operation in
a preferr elpcking g wmplgmentafion deta¥ss 3 conposite bl ock/ f1 ow di agram depi cti ng
preferred operation of the signing conponent of a transaction coordinator;
20 Fig. 6 is a conposite bl ock/flow d| agram dem)nstratl ng a preferred
enbodi ment of the steps per BaoefiBeh o) DWings coordl nator in
performng a c tlflcaestatuze& heck ock/fl ow

i agram i 11 ust r REHGSEUS BUEFS ué%%&ﬁ%%?ﬂ%&%of’ R b BRI TRTRC Y | or

val i dat i ngbétet giidetstdod ahen takérlin cBnjiufction GRARRTLHN SR Qf&lel esetistioagh@m
illustrating the transaction flow for one 25 preferred enbodi nent of a

warr atty secompayingdgawingsjig whickonposite bl ock/fl ow di agram of a preferred
embodi ment of sgpv ide hd elfSur oI ROSH t €

bl ock/ fl ow di agr ﬁ% %zf p?lg%& gtpke?rg{egggrfg%&: ?m%?‘ gnt gl i

aut hent i caemdnyed:}ﬁ'tﬁcgesemlsystsma corrp05| te bl ock/fl ow di agram il I ustrating a

preferred nessage Jcatl 87 24663

B o 12T e o ELRER ek SR HeXsR R bael eV al SRR R0 the
security rﬁjue,v@ﬁ&rrﬁddews associ ated with conponents of a transactl on

coordi nat or; é; is a conposite blaock/flow di agramthat depicts the
(estilfat ed) si 288 %*ﬁab}?é%élagé@ofﬁafefeaﬁeée@&@@@@*@éﬁ%éw@yg?@ﬁwﬁh ties in a

preferred e”bo%g.f‘d“ﬁ% & composite block/flow diagram that demonstrates certain aspects of

L

transaction coordinator operation in a preferred embodiment;
Fig. 5 is a composite block/flow diagram depiéting preferred operation of the signing
component of a transaction coordinator;
20 Fig. 6 is a composite block/flow diagram demonstrating a preferred embodiment of
the steps performed by a transaction coordinator in performing a certificate status check;
Fig. 7 is a composite block/flow diagram illustrating a preferred embodiment of the
transaction flow for validating a certificate;
Fig. 8 is a composite block/flow diagram illustrating the transaction flow for one
25 preferred embodiment of a warranty service;
Fig. 9 is a composite block/flow diagram of a preferred embodiment of server-side
authentication;
Fig. 10 is a composite block/flow diagram of a preferred embodiment of client-side
authentication;
30 Fig. 11 is a composite block/flow diagram illustrating a preferred message

authentication process;



5 Fig. 14 is a conposite bl ock/flow diagramthat depicts the transaction
flows for an QOCSP-proxy centric enbodi nent of the present system Detailed
Descri pti ofW@P1/BRH Preferred Enbodi nents The present di sE‘F’Bgé}“@“Q“%I ates to
a systemthat allows financial institutions to securely 10 perform

el ectroni c cerRigfi2dai eorspasite/bloclifak diagranh aftalpeferserenibodsnehbof thdicurity-
custoners. In a preferred. enbodi nent,. the disclosed system enploys a

f our - cor nEtevaptilops ﬁi?ﬁ%‘?teg & *‘gFB\?P%&ENSPF}%g@“@%&"f)i%‘é@%ﬂ“ﬂ‘

preferred enbodi ment
of the four- coer3NPsedmsssit BadnsY diabRmRhATSHIbts tiy(Eitaddy sisds@p in Fig. 1.
As shown in Fig. 1, the four-coner nodel conprises a first institution 102
and a 15 messegrd thahareipessed batweansystemn entities insa prefered pmboshment; r ef erred to as

t he "d ssuing rty,Gl ) (7% o 1. Gl s ent
systesm and isgﬁ ’51451%?{}}1 ogﬁggﬁpgﬁ?‘?gﬁé}&élttgﬁer ‘,usgl?q egagl%g{;i@s @gﬁgw Second
i nstituti OCSEQfodyesnitéit embediment cishetphaeritisgdtam.ng parti ci pant” because it is a
participant in the present systemand its custoners rely on representations
made by issuing participant 102 and issuing participant 102's custoners,
as descri bed bel ow. Parddiflcd PaliSintdh ke PréfefredEMmbbYiRlea@! | Y banks or ot her
financial institutions. so shown in Fig. | are a first custoner 106, and
a second cust ofterprdsed® diselosere relatestodrusiem 8@ allnvsdmannial instisitigntle seyeelyr e

pr ef gr abl ust rs of .kLssui i Cl : i ticipant
0, Tt aoplertat o bRt (bl BAR s Mol Ghiiebd. R4 C PPN
cust omer " pleétRd smbodimsntpthe disblesedispstar emplogsa fouoverderdrusymodsd to prgvigar t i ci pant
102. 25 Second customer. 108 is referred.to as the "relyvyi ust oner"
because i thepeeraesoft Pr?fmpﬁ?ﬁ“b?féﬁmﬂ‘écwrﬂﬁﬁl ?@éeﬂgyg}ng?sg?tpant 102
and subscgjsRing sktaf AR, 1106. Al so shown in Fig. 1 is a root entity 110.
Root entity 110 is typically an organization that establishes and enforces
a comon set ohs hesman Figg lythe fyr-peypermpdel qomprisesg teptdpstitiiond 02 enddver ce and
el eciq oni [&al10QN$: enti ‘ W R @Y 30

ol ar 5 1y SespRO ARG AR Firal R ALY K red B S IR Bilos? 20 1
adher e t oittihepeticipge inahe pgsantibystem Dddssecsempitaands tritsoulstomens, asfdessnibed a r oot

o | bat 1 BHo%G Sreape gshufoh S0 Reereat fLe FR AP e B €Y ) ca oyt em

and Met hoga&i@igam @etht pfdsé bystim Bl iatcastomead rd} hietepfieentitivas maddbyciksuing her eby
incorporated by reference. Fig, 2 js a block diagram.depicting conmponents
pref er abl ya’E)‘F’tB%‘itd%%‘s%‘Htgi Hafté’épaf‘hmiﬁéuﬂ?%ﬂf’-a&BTFEPEWE%' Cﬁﬂét‘ tn in Fig.
2, pagti CiigRNbS arkQppicali)adBGr bt firkAtihltiXstihtdn@r € each 5 provided with a

transacti on coordinator 202 that serves as a gateway for transmtting and
Also shown in Fig. 1 are a first customer 106, and a second customer 108. First

customer 106 and second customer 108 are preferably customers of issuing participant 102
and relying participant 104, respectively. First customer 106 is referred to as the
“subscribing customer” because it subscribes to services provided by issuing participant 102.
25 Second customer 108 is referred to as the “relying customer” because it relies on
representations made by both issuing participant 102 and subscribing customer 106.

Also shown in Fig. 1 is a root entity 110. Root entity 110 is typically an organization
that establishes and enforces a common set of operating rules for facilitating electronic
commerce and electronic communications. Root entity 110 may be owned jointly by a

30 plurality of banks and/or other financial institutions that have agreed to adhere to these

operating rules. One exemplary embodiment of such a root entity is described in copending
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receiving all inter-entity nessages related to services provided by the
present system As described in nore detail below, transaction

coor di nat or sw20Rd/npnovi de a single interface to issuing paet/usioRaat 102' s
and relying participant 104's on-line services, and inplenent safeguards
necessary t : [ %RW InGat] ansaction 10
coordi na?ora?p%gb%%alggfyhg?/sgiﬁ?ﬂ’ :ﬁg}sﬂ P:élr)]l% e Qgﬁ@%@%ﬁgf}gﬁoggﬁ .Me e %rr eferred
enbodi ment Gftiffcation-Relstad tidoMthaderdiasavinch i2 Q2ebysincheparated byl relfeémw i n

connection with,.Figs. ,3-6.,.Parti,ci.pants 102, 104 d roqt. entity,. 110 are
each further pr gfge?éﬁﬂ %O%rd&ﬁr%ﬁe%%f’ﬁ °W°%ﬁe%@§5ﬁa\§88%&m&ﬁama? dwar e
security nuout-@nicHaMiel 286 shoWraR il YoattR it SNE MSand 06t eﬂmy@@@aegs&ponder

204 are described bel ow. HSM 206 1s adapted to sign nessages an 15 verify
si gnat 8ir es RpVidpdydtgetansagtionrogrdinates 20D tiabaarves a5 acgatenay fordransmittingéind). 6. I n

addi tion, : L:] '_Qﬁx’ﬁ; nd_root enti.t 10 is further

pr ef er abl y%e%pg%a%lelh&\‘mt rgésgigqef ?Eg%e 3'? %wgga%’tpé Vééseg b%é%e ‘(rﬁ%ﬂttfét%fr&dg‘?o a bank
bi | 1'i ng applesariatd inma2d @etdilbeldve tratastonabofdinglors0p privide kQglelild)facedo I aW
transaction Iog, 212, ?agiusto s data database_ 214, a risk manager 216
(connect ed 'T°8'E fEPEREL _aé‘dd_ Yiag aedcipant f 4 sormling sseicshandimRisane security
20 rodul e 33f8gualRGBecddary¥diehdhrd cEe BREFINRLohthuhicARa BLie &ﬁgflfcqbﬁ'at or 202.
As further shown in Fig. 2, relying custoner 108 is pre erajy provi ded

wi th &0 web coerdinglers 202 and gthar eptities drmibe fuir-cormeranmiel Ormmueferraimsmtiotinent aftamat i on
via the In : [ r..108 .is further. preferably provided with
a bank int g’r%?%g%mfg?d%ﬂg{rw%%%%gﬁ%di bﬁg"” 1\r/1mc?rﬁlecru§f’9"|"tr§’3r 1%sa?,[6r ci pant 104, as
descri bed in noPatidpines 102pKand rddnentity ef(ei¢ @oh fbadiraenbly2povided Rathkn

interface (as I s .additional, co nents preferahly provided at the
rel yi ng cﬁ’s?,‘fsﬁ ﬁﬁﬁpf‘g\%é 5%"2%‘8%?’%&’81% SRe g@ﬁ%@*sﬁﬁiﬁé@&r@&i@g IRgAHTRIRgntS

appl i cat i oforsRIOGHP rd@onder $04 a@@dé},@ﬁ&%@mdﬁmm%@%aa@ed%@Eigﬁ }rﬁgga giEm and
Met hod for Facilitating Access By Sellers to Certificate-Related and O her
Servi s, WAk Signause premgsseges.as gescebasddeloyy, incohrecdorcwith Rigl §i ng cust oner 108
is preferably fyr V] | re securkty 30 ule 230 for
si gning and ver%ﬁfag?lﬁén’gé%tdgﬁﬁ a}é\es@g’eg}.tt%‘g g)\é%nﬁtsy @r?])else RS rﬁléglﬁiyl?epl aced |

| QU 11111 pfovided with b billingRiaGdatad a2 DOPEBAISEOI AR bilksg dpplitdten 2Riawe i n Fi g.

2, b i bi . i f er apbl i ded with Wb b 224

For *br owsi H5EERERER 07 104k s Farptctin og 536 finmen ddo drataeiehdor ) 1 or

si gni ng di gii aknagBSe 8QRGnecRE (60K 84la %&&%Zlﬁﬂaﬁdﬁ«%@:ﬁ Kl E0Redpent ,
igita

each sOystem entity is provided with two dig
2 module 218, each of which is connected to transaction coordinator 202.

As further shown in Fig. 2, relying customer 108 is preferably provided with a Web
server 220 that is adapted to receive and transmit information via the Internet. Relying
customer 108 is further preferably provided with a bank interface 222 for communicating
with relying participant 104, as described in more detail below. One preferred embodiment

25 of bank interface 222 (as well as additional components preferably provided at the relying
customer) is described in copending United States patent application serial No.

, filed on even date herewith, entitled System and Method for Facilitating

Access By Sellers to Certificate-Related and Other Services, which is hereby incorporated by
reference. Relying customer 108 is preferably further provided with a hardware security

30 module 230 for signing and verifying system messages.
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5 certificates (and corresponding private keys) to facilitate
authentication: An identity certificate (also referred to, in sone cases,
as a warraWQOUBHificate) and a utility certificate. |RCHUMOPHSA, in a
preferred enbodi nent, each transaction coordinator 202 is preferably

provi ded with AsBirthenshpweinFigy2, subseritingeustomen d0aiis prefarably provided withe and

G oical SMGRRIPECT v afe b Hbal sl o s Bh St u RO B HET

an enti t ysignia® Bigltalahessdges; @sistrilzdbelow. t he contents of an el ectronic

transaction. A certjficate chain iis needed to su, rt. oper.ations using this
key. The stat u® a(ﬂ“?fe’trﬁ’ee“i‘llﬂ’émqnf’fr'a“@e*?’ftF'f‘ieefé?'é? Pfﬁvggcgw’é}bl"gﬁ ‘;1%‘{?] by aut hori zed
entitq es, ce’%éﬁ&&%wd%ﬂeéﬁs{m& privag Kabdleh Fakilfeatk ¥@h&hiikfidni AntdRtint 0 produce
digital signatures that "allow additional transactional security.

Typi cal | ygertifidatd (piso ceferrddftp,dn sase cases, aprcvlarrantysespfisate) g@ca}méltbs@méla_ tet ayer 15

sessions, . to..sign S/M nessages, a for,.ot her,.utili anol ations. A
certifi ca{r’e&gﬁlgaﬁniaémffv’g%i eﬁgoggig}fn%’ Sacgl Srpaﬁ%arc Ponoché)Fdé?ﬁ %r"l)‘gi ﬁs |rngmtJ e utility

key. The glorided wath itk B&n identifytcyrtificstt hdd wiitite certificaveing bssocintgd povatdkeyavai | abl e
to a requestor. Throughout this docunent, .the term "certifig:g(ijt()e}'('a refers to

an identity ceFhqifeniy E“‘@FFII@.%?‘%?F E—?rRKﬁ"@ée Q'{gé?lééﬁna?‘f?sg‘ab?féfeé}“fr 8bdi ment
subsgy i bi Bt Y1 B de QB rSin Bt s BbntGEhhll olinRtricht RN RRteARTP A ALQfbnRy | Vat e
keys are provided to it by issuing participant 102. Issuing participant 102
pr ef er abl yransaations Aseertificatcghals isgieedsidfie suppoit Opgrhtéons nsing isdkiey s Thostatupeicr i bi ng
custoner 106.that _include.at,]e t he | ' d with the
subscri bi ﬁﬁl%e& o‘i‘er“c:;'tfd?:gteimc'flgrtl’f3 f’Ptf}mg%hla %aeg?éﬁh%?’%géess?}?%gf%e?}yg smart card
may al so i ncl uTig dtiligy privateiel i wsed wyBdduce digitall signaties yhac dltdw ddditinal.
Preferred specjfications for the smari_ card, its manufacture, a d contents
are descr FbreéactmalzsscwbeTm%BY’wHPEYeC&@Ca%?eb‘chS\}P SYPRRY SeYr SaHe E?Efffl i cation
seripd NOgessiohd {cf'éil%n %@Nﬁ?méﬁag&:@,m@for%m& GHIRY applRtions ARE@IGERE Ghain is

r

RequiTtements, Smar d Conpliance Requirenments, Warranty Service
Funct i onaplsReesded orpprost opsrationrauing it ittilin kaye | Ths siats offhe ulity certifieate by

i ncor pora fSf 6 Rilatd @- leStoff i et el €rred
enbodi nen%l&g?‘}ggi rﬂéa?éﬁgact [ é%ﬁéc%grr%'%g?ﬁrl%@OH%ggs S ot\’/vnei n Fig. 3,
t ransact i 6eertifivatel] refers ¢o adiGéntity eftificatel uplesootherwssestated. | nt er f ace 302

conprising two, co nents; .a TC request na 3Q4. and .a trangport
servi ces corrpo“‘earﬁqpfg‘f?dqelrﬁli")éh géf‘bsgﬁgm%ggsﬁor?fggPg%glélta?ﬁrfﬁlﬁfaf 1111 1111
LT 2011 Wsofldted Briviate K¥yT dldDROARE G613 by BSGing participara ¢ 62. ISRinpamsiizipant 102
comuni catiqgns to and froma pl ural_lé% of service, nodul es 308 1'08 d core

conponent Srefereply Sgyes swart Rds grothes pitable dastuments 1q subICTgIDS SUSIPEY; e status

check include at least the private key associated with the subscribing customer’s identity certificate.

4

If desired, the smart card may also include the subscribing customer’s identity certificate.
Preferred specifications for the smart card, its manufacture, and contents are described in

25 copending United States provisional patent application serial No. , filed

August 14, 2000, entitled Signing Interface Requirements, Smart Card Compliance
Requirements, Warranty Service Functional Requirements, and Additional Disclosure, which
is hereby incorporated by reference.
Fig. 3 is a block diagram of a preferred embodiment of a transaction coordinator 202.
30 As shown in Fig. 3, transaction coordinator 202 preferably comprises an interface 302

comprising two components: a TC request manager 304 and a transport services component
-7-
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nodul e 312, warranty service nodul e 314, a paynent guarantee nodul e 316,
and may conprise other service nodules 318 for providing additional
services. Cowesggsmponents 310 5 preferably include a | oggiorgisemmpsanent 320,
a billing conponent 322, and a signing conmponent 324. Transport services
conponent g6 Igzéx@afc'e%’z’ g@ssés'cﬂ&hﬁnﬁéﬂowf&%% DhiBralif S L ABESAGHIQ 08

coordi nator and acts asS an isolation layer between a requestor and the

t ransact i oand wemodipnaantr318. Sevice medulexlifi8esefembly ishude 6 osrfificatastatus dRecjuest
manager 304 recejves service 10 . reguests fromtranspaqr,t rvices conponent
306 and T oPRATES1% NETRTLAPSs BRMSTE Seppencelert Rodb AL aid B8F o
conponent s corffisél 6her et thédultd B B8 fdeprovidinBatidivional Rgvitdsn Cble@BmPbneaR3L0f i cat e
status check service 312 is to validate the certificates of _entities

wi t hi ® syspefrabboing/uday lgeging coppponent 424,  billieg compopeh 832, seda3igings14 is to
guarantee the ldeptity of an entity that signs an electronic comunication
relating to particul ar business 15 transaction. In a preferred

enbodi ment, t heTrapbit sérpiagstcomponchi 06 grdvides waingrrhtyy pdigtpnto #leltsansacssui ng
partici pant 102, acgeé)ts fi.n?nci Zalr res‘%gnsi bi | i{%y (flg{ﬁ sone. or all of the
transact i ofPOTHRRIRNARC P§S Ay anyisolqtio layerdieliest & ree Yo Ard DG FEMRF 9 g cust omer 106
did not exgsoMifatét’sHeBidedhodufel BB Bripb Rt RedhdstimbdaerSUD febivel sB@rice
custoner's private key. The function of paynent guarantee service 316 is to
furt htt deteaeassdromhisanspakserviers sempaapB8¢and forvads them appiosratd §eriFdovi di ng
relying custones ] | i oyclal il | subscri bi ng custoner
106' s abi l ?{Oy tom%;??# F%ﬁﬁgﬁ%?egfribggﬁgg{éﬁ%{ﬁﬂ%ﬁ& addi tion, issuing
parti ci pant 10ZIheeyncties ofcegtiffpaty st clgosavite?] Xioto widae e catificasds of he

transaction amount. if for s eason swbscri bi ng cust r 106 fails to pay
T e o B isternort e 207 RS ionas Warey v 5 e g e

descri bed idanieppeainag thitislo@landiattefic ommadiCition 20RInk G4 pRAcusR budhesNO.
filed on even date herewith, entitled System and Method for Providing

Paynmett Sefdsection In amreferpdambodimsaiiiepalticipppigrovidng e syranty. Avdalisr at ed by

ref erence. ; oVl 0 | f L AREY 1 ooVA | rt
off-line t}sglﬂn'gga%a%&% ns{.)fbcz)‘ %c-c |%%ﬁak%lfﬁgﬁsgg%%?lg sf&i)sggﬁ:ré}%]%ﬁh% tﬁaél%réggxgi Vi ng
entity, i nstemtifdfis kterdiscoverdthabsubsgibmgtcustomrendiObdel not exe@@e pdigdalt he r equest

in a processin ueue. . Typi cal |. an_acknow ceil%rrent of receipt is sent to
the reques f%’??ﬂgﬁ'igff’%e{‘é’%ﬁg isgbsﬁ%tz}lﬁ%)“ruétf’g’lﬁ%%?’?/vage "hpl ement ed when t he
transacti on volTIHEsactioSof peitinsntgheaitedRE/id2E28 i BhraeLdtcrease the risk
11111112112121171112111211111 WO 01/ 18721 PCT/ USOQ 24663 . i
20 assoctated with a transaction by providing relying customer 108 with immediate

confirmation of subscribing customer 106's ability to fulfill a financial obligation. In

addition, issuing participant 102 may issue a payment guarantee for some or all of the

transaction amount if for some reason subscribing customer 106 fails to pay relying customer

108. Payment services may also be established as described in copending United States

25 patent application serial No. , filed on even date herewith, entitled System

and Method for Providing Payment Services in Electronic Commerce, which is hereby
incorporated by reference.
The function of certified mail service 318 is to support off-line transactions. Off-line
transactions occur when the receiving entity, instead of servicing the request immediately,
30 puts the request in a processing queue. Typically, an acknowledgment of receipt is sent to

the requestor. This scenario may preferably be implemented when the transaction volumes
-8-
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are so large that it is not feasible to provide on-line responses to every
request. Certified mail service 318 may preferably be used to satisfy
requests bea¥QBEWHe| yi ng customer 108 and relying parti BFFYMY2443%, rel ying
partici pant 104 and issuing participant 102, and any request nade to root
entity 11fe sblafdgrahdtitichotdensible topuayidepnelowpespenses ®2Ferygequest] Egrtified ser vi ce

requests and OCSP_._responses.in a raw transacti.on | 0gq,58 (see Fi 5) for
non- r epudMat SgKics AP BACRIF ef%lyalifdfsfci W&at‘%?eﬂlbeggsb?&leﬁ'égﬁflﬂﬂ %‘fsé)rrln 36? @%i I'1ing
conponent o RPvird dallicpafalion, @l}%gsgaﬁi@paﬁt 1042R6 Redih@partitibrit 102, atd atyor y f or
messages (responses and requests) received by transaction coordinator 202.
10 Pr ef er requesbpadetoireni entity th@se nodul es and conponents is further described

bel O\gi s Fig. 4 +hse ﬁncﬁi%%f) 1%8%1?1% Q&xﬁ?&(sy ﬁWigl)?%memtrefg{;@&ﬁ bakes certain

aspe of transaction ¢ I'nator operati In a preferred enbodi nent. As
shown in Fdsponsés ina favetractiéf 0 58 (seerfipd) forsen-vépudigticroamdoranity 808ingf
transaction coordi nator 202 receives a service request from another system
entity an8BY®8¥%¥&s t he service request to request manager 304. In 15 step

4004, request R on 39&1]9@%&?0&&& $26s idf crédieana@iord & Rarsadioadillidgdr mat i s
valid. If the service request format is valid, request nanager 304

request s histooy foaiessages fresprasesand seaments) received i Famsargom seadingtiPPhe servi ce
t t by cal ki ) TockiMe |
Lol bRt loéé"‘rﬁ%diln%a s%%ﬁnﬂg@an\’i%fngﬁr%hﬁ s ﬂﬁgéoi éﬁsé@éld beldpssage

val i datio S'a parser cC onent to extract the rel evant
i nformati on frPBig 4 Ba composite bldcklomaliagest thabdemonstsatespertdio speeteqliest manager

304 calls an authentjcation nodul e 408 .t o, aut hent,i cate . the requestor.
Aut hent i c FRPBFHONSqoRdInalPp@Pperationdn a prefitred FWb?fﬁ?’gmd@tsgﬁ?mbl l%%\'/.4’ 1“%?? t ep 4008,

aut hent i c3bhR frafpeid s@vidQGoRpbRan s 0& st tRssat i dobiiifatir 202 feyeivedd servicesi gni ng
conmponent 324 of transaction coordi nator 202 which, in turn, calls hardware

security mesmest&omzngthengygemicatityand sqodsthe serxicaFrquesh i Tsqyesmangger S04 ninn g
conpppent j LRed: 4 Lehvi fofin 10R1E O

aut h%t ic géﬁégb%eggfsg&%grc%% d;ﬁgikg rt(flg? ?&ggfég }‘g%égr%%ﬁc heck co r;po nent 414
that in tsemice adqnest fomm@iSRlidemguestimenaperB g gequests farmationsen the Fegugstorst at us

check on the..requestor. A prefer r Lo i2dufeQloa

certifi catﬂéeebékhﬁ? aéa’@ﬁggﬁ s?:r(‘)'r?ﬁg;h “ﬁ{t?ﬁ)f}&icgﬁ;’%ge@g%? e‘gllﬂlﬁnt more detail bel ow.
30 I n st epekehbe valdlatibrembduladd4ocallse garker cdififonentl 406 taextast thereaievanit hor i zat i on
check nmodule 418 to verify that the requestor is authorized to place the

servi ce répfomaation fopythe BB sEryIcedeqNBSln1/ 18721 PC f USOQl 24663
20 In step 4006, request manager 304 calls an authentication module 408 to authenticate

the requestor. Authentication module 408 is described in more detail below.

In step 4008, authentication module 408 authenticates the requestor by calling signing
component 324 of transaction coordinator 202 which, in turn, calls hardware security module
218. A preferred structure and operation for signing component 324 is described in more

25 detail below.

In step 4010, authentication module 408 calls certificate status check component 414
that in turn calls an OCSP responder 204 to perform a certificate status check on the
requestor. A preferred structure and operation for certificate status check component 414 is
described in more detail below.

30 In step 4012, authentication module 408 calls a customer authorization check module

418 to verify that the requestor is authorized to place the service request. A preferred

9-



structure and operation for customer authorization check nodule 418 is
described in nore detail below In step 4014, request nanager 304 calls

| oggi ng conpawanitis’3d?0 to | og the raw service request forpgpdsopRRgsli ation
purposes. In a preferred enbodi nent, nessages stored in the raw 5

: in.either ASN | X mat. In .step 4016,
s it e L LR e

bill for sekwuildelswprovided to billing conponent 322 to for logging in the
billing |og. I? StezP 4018, request manager 304 forwards the service
R

request to a sefRFERAAJeuEs mangeer g0 ealls i.ngF?FnE‘t“é?f32@2‘1)‘,°£§f’§%‘i";@"’i€équest'
router 426 | FhfosSE YL 8 o eaquest .
In ste 405%§$%€{&3?§§H?gidponse8§§y? %&&/}gglﬂbgfﬁggr}ti/%%gs#éghees'g rglrj er 426
from tge deapsacite lnp ahg storedhimeithen 4 SN dr XML forsietep 4020. Ser vi ce.r equest

router 426 forwards service r nse .back.fo request manager 304
which, in tur n%%sg?déﬂqgﬂgqug%tmn%er ?@‘E@B\?@@%%{It‘% “SH8Y Ler vi ces
esponse Lo B o Ly P e T oy ERehi (REbillnge
response to the enti : :

corrgosi te BPck/flow d?/agr am depicting preferred operation of s: gni ng f
conponent 324. & gni . i d e jnterface
tongi fferent s?ig%yn‘g}g%g%%g@l éﬁg%&a@@%{tﬁ? %eg?l%;rgidﬁ%%ﬁg?eﬁmﬁggqgcééuri ty
modul €&, ameliter4@s. brysjaptd620. aphice req@8t mutee é26¢atigarnt appropriatt yersicg natiule 363 _

Tur ni ng totﬂuﬂillébr"‘“&? a request is received by signing conponent 324 in
step 5002, " signi ngeq(u,or'rponent 324 determ nes whether it is a request for

signature or f oln sugr4002,@akivieB respdnse fshecelvRll UL ShrviteSred iRt r¥@ES 426G @B, Si gni ng
conponent 324 sends the request to a hardware securi Egﬁrmdul e 218 for

veri ficati SHVICERepusHEUYas caliedsp 5P 40498 Serviedrmips rapw 326 foyvadeliheservies 218
responds t @shitss AR IR hestVhldiod 384 WARLUnQu! ehcts'tﬁeastem&.résﬁggs%qg farsQorp! 9N NG
conponent 60. |If the request Is to sign a docunent, Sig I'ng conponent 324
sendsld he puHigessompoRentsi306.hBrahgpoit mwuebscaﬂpenamoﬁﬁm’tbnvards;lhdommgﬁ@d%sga 8

har dwar e secur | 18 for_signature (step 5006). In step ,

har dwar e sgoc%!%%‘%tgyaﬁg%%%t%lsgwﬁcggﬁ%lﬁgs to this request by signing the

docunent and r eFigrhis athepsigblotk/dee di¥gRin depiciiOittRBeCORRABLBE sigdd:  Final |y,
in step 30 5012, gizgni%ig%écorrponent 324 returns the signature-veritication
0

L ) . .
response of°RRYHY pEompogentJ4 pistasherrovidera singledatetipre tp diffsrsst . - 10 WO
01718721 PhighibloEViced&ch as smart cards and hardware security modules, and uses cryptographic

20 processing to verify signatures.

Turning to Fig. 5, when a request is received by signing component 324 in step 5002,
signing component 324 determines whether it is a request for signature or for verification. If
the request is for verification, signing component 324 sends the request to a hardware
security module 218 for verification (step 5004). In step 5008, hardware security module

25 218 responds to this request with a signature verification response to signing component 60.

If the request is to sign a document, signing component 324 sends the request (which
should include the document to be signed) to hardware security module 218 for signature
(step 5006). In step 5010, hardware security module 218 responds to this request by signing
the document and returns the signed document to signing component 324. Finally, in step

30 5012, signing component 324 returns the signature-verification response or signed document

to the component that made the request.

-10-



Fig. 6 is a conposite bl ock/flow di agram denonstrating a preferred

enbodi nent of the steps perfornmed by a transaction coordi nator 202 in
perf or mi ng WOAEIY2¥ i cate status check. In step 6002, cePCHfUSRAE3check
service nodul e 312 receives an unparsed certificate status check request
from servi ce rbigt &fs addmpasicd blaxkifldmdiagrim demanspatiger prefermpabemeudind6 of hat

extracts 5 the relevant custoner i nformatjion omprising.the certificate to
be checked)s sfspyRsTiarmed F%E]Hé%sf“?t‘ofll‘f°%’fi§’ﬁ"°6 @4‘“ Pé’g?'i'qﬁ'?g %&?’%ﬁ%ﬁeﬁ&?‘%‘ <K ce

modul e 312, 8} eonScetiticardtlbdkl sBRitle nfddMei 30 8 rectREFAr inparked dettlfica® Bandsnf or mat i on
froma custoner database 606. In step 6006, if the certificate to be

checked beheskgeues framecgnicsrevterf26tand faywands Bitgpa parser gpropanent494 shat extmnsts

coordi natgr. 202 recei ve e,.l - rtifi i nodul e 312
o ooyt SSFhbASF fuiphang BELUbERL M5Bt B8 o0

certi fi catr®ueddehkstepad0oi,aertifieats checR $ctvicanddult B2 orajnesiy adliftiohd) service-

non-1| ocal - cust oner. handlLer 610, In those c seesg(ig(mre | ocal - cust oner handl er

602 hand| &eecifisdulidgsaidipformpfiondiom a pystqmes dafa step 6008, where | ocal

cust omer handl gy H%06ENMHS carifieid lofdeChl ke £ BEGHEs IEHRRINe thh@p&ﬁéi&éﬂ‘ti cate
status check conponent 312. Certificate status check conponent 312 then 15

obt ai ns a whesettransastiomcaordinaler 203 recetved tereduestoeertificats checksrvisk wdnle g2 t s
assogi ate P_res en 204 (] ing to
he S trmeDie e BRARNHIoalfutdnd pandel R0z DRAIEL MR BRI 10 00
312) . Fl owoddale3h2 hignds drasqiektaiff to @mbh-acalcusioider Bardfer 68032 bel ow. | n

contrast, in those cases where the certifi et e checked does not
belong to a zbltE%P&%?éWhﬁqe??%bc‘ﬁmeFE?“ﬂlfﬁg%d&égﬁir%’ﬂﬂt BS¥BFbest, then,
in step 6Q1fdecdd @stdPEIRB; Whité RIR custhdfidafdleobR skikiRaTerificitd hebreddskt RSS Of
the issuing participant that issued the certificate that is_ the subject of

the requesgtcetificie stetss theclonmnpansntd180Qertifieain status thspk eapaaeridd dthepo2x | is
pr ef g% abl yAfiRRLEAGER. Uals Fd the/deAiritt R Mokl BmiRlahighia@cap0 1 dent I Ty
rssurng p 02. Tn step ,

the [ocation 0o articl pan non-1ocal - cust oner
handl er 61&pémien24dse.f the QI8P respbnd®s 2@cbdldrfgingao thetsamea haG@Iienceopdimgtor

formul ati nodul e 608. | tep 6014 P request fornul ation.modul e 608
f or nul at ega%lﬁs “(Tge aﬁgég‘ﬂ‘g§geci(§?&?ﬁ'§“&3elr2 i F1PYaE g"eien?sessetﬁ%lscof'%neue? Vevagot& to
si gni ng ceoprmdsv. 324 for signature. In step 6016, signing conponent 324
returns the signed request. In st e& 601,‘8, OC%P eﬁue%t formul ati on nodul e
608 sends the K ‘fgj’ﬁH%Ft’r%Hlﬁ’é%?aS?Sd”lieFFe © PN 5"_&5 ¢4 daepasibelpBe A hat i ssued
the gybj echuGRE I tHeGRIRIpaht WIR) B8 RA4Rb refn2at tHes SH 51 60 101 ndMAoBA L &SAdr
PCT/ US00/ 24663 participant 102 returns an OCSP response to the request to
OCSP r equédstdidré tidoks ppthe IP address of the issuing participant that issued the certificate that is

the subject of the request in a static DNS table 604. Transaction coordinator 202, is

preferably adapted to use the AIA extension in a certificate to identify the location of issuing

participant 102. In step 6012, non-local-customer handler 610 forwards the subject

25 certificate to an OCSP request formulation module 608. In step 6014, OCSP request

formulation module 608 formulates an OCSP request for the certificate and sends the request

to signing component 324 for signature. In step 6016, signing component 324 returns the

signed request.

In step 6018, OCSP request formulation module 608 sends the signed request to the

30 issuing participant 102 that issued the subject certificate. In step 6020, that issuing
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nodul e 608. In step 6022, OCSP request fornulation nodule 608 forwards the
response to non-local-custoner handler 610. In step 6024,

non- | ocal - custcaneg7zhandl er 610 | ogs the raw 5 response dagdutdariay
transaction |l og 212 for non-repudi ati on purposes. In s;ef 6?26,

non-1| ocal - aadl, ar ser
conponent Zdégkg%ﬁﬂél)?? ract g%?lgégg?igp %ﬁ%gopg%{e%\és{tgmrg%uggtf?ﬁugaatﬁf’ 102 and
its transacnedue 608oor di nator 202w from the response. In step 6028,

- | - toner, h I 10 val.idates the i in rticipant's 10
tn ?gnsgg? i o(rzluioo?'gft?a?dég’ @é?"t@feﬁ}‘?,sé%‘)ém t“?"é’ﬂ‘@g‘ﬁ@g¥%‘i‘”gﬁ§%§di?9’@eﬂ but
transmitti n@nlibiel-s4skher hAAULS10. OhaR) 8L4) Horﬁfo@é?—c@ﬁéfﬁerthgncﬂ&‘%% gdg& tHelavi 10

rather than issuing participant 102. Simlarly, in step 60:
non- | o€al - CEPeRwErtafkaH tansstion loaRi 2 for sen-repedistioppurpgsesar t i ci pant ' s

certificate b | t - rapsmttin téihe OCSP request
created in st gpﬁ%@%ﬁﬁ@gg}o@g?&éﬁﬁﬁr ?%ﬁf gﬁsee{rﬁdstatﬁ%ﬁvﬁ rgipﬂlq‘ﬁ B P pant
102. 15 | n ohppneGOBB, to bhimcCtbe tdrfificat bdissuidpgakicipaPonsed fakasicgegi ved by
non- | ocal - cust.oner andl er 610 or generated by | ocal -custoner handl er 602
is sent tochrQWWQZQ%‘%Ghﬁ’ﬁFCSB%C' whi ch signs the response. In step 6034,
the signed respansge 038 SRAtodAREKt Ry BRkle b1 CAliBuENEE Ksui Oc%@d“' e 312

which, in turn, transmts the response to service reques r r 426. Fig.
7 i s a0conmt@ssacionopEinator eertiftagypyampdating sieps 461 16P2%4 bpt tedmemittng tberDG8Pment  of

2 i f i LDl St ar, validat.in certificate. As
sgo%a??\ag}rgﬁgs},c}e?%dm%%éb}%éicgtgéﬁég'crllbfial‘ﬂﬁeé%‘@ﬂésts'gﬂ%gﬁﬂ%a‘éﬁ tes a hash of
dat a represent i Bgnitarlyriassp60itpnokptaleesioma bhsdldricho nﬂiéﬁtzégg@?ﬁﬁinéoﬁ an;j
| yi tomer 108 and sends the hash .t smart car, Qr signature.
n Stop 700 OB APt SSRGS | A0 B EersaRting Se QRSPIPREd  dat &
al ong Wi t h creafee isc@ed 4071t EroBt éﬁiigﬂqbsﬁﬁérlﬂiaﬂgssﬁikléE%H&ﬁanl@@z.and Issuing
participant 102, 25 In step 7006, subscribing custoner 106 sends the signed
data &hd the twh $@803%itkesedification qheqkymgnssdstamirvedb»snonkincaétmg)n?@08,
| yi CUSL QAR A ] [ n the data sent
gﬁbglcpigbi ﬁg Clljst6(1)%gir3ge¥%é€e§ #ﬁ?’gh\t}g?t?#’?{:}ga%ﬁﬂgﬁcgrﬁse Br S nE ﬁ%rpﬂod'gg%@ﬁecki ng
t he val i diwhichpigns the rasportshielnrseapai0 ¥4 cheosgned fesmmbaeis sen@\bicﬁrtdilaéﬂiﬁf@{e}lbggckb
ificatign .m ovi.ded as a service to relying customner y
(el yi ng. partrEr parte T HEER Ry S icspote st Saiapes A osch
request cont ai NFRY7 &ARoApéHE blobk/New Qg MBGsuBtiR Work RFEd Ofbdahdd: 6F Pant ' s
-12 01/ 18721 PCT/ US0Q/ 24663 certificates and transmts the request to
har dwélt e sERHRTHOD Tewaithn systemy 200 far vglidating e certificat. o shown bn Findh ivetape

security moghil Qibe3Bido@hsthie: f0BRredle9 DR oGS Rbresenting a transaction between

subscribing customer 106 and relying customer 108 and sends the hash to smart card 226 for

signature. In step 7004, smart card 226 signs the data and returns the signed data along with
the certificate of subscribing customer 106 and issuing participant 102.

25 In step 7006, subscribing customer 106 sends the signed data and the two certificates
to relying customer 108. In step 7008, relying customer 108 verifies the signature on the
data sent by subscribing customer 106. This verification preferably includes checking the
validity period of the received certificates. Alternatively, verification may be provided as 2
service to relying customer 108 by relying participant 104. Relying customer 108 then

30 creates an OSCP request containing the subscribing customer’s and issuing participant’s
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In step 7012, relying customer 108 transmts the signed OCSP request to
relying participant 104, along with its own certificate. In step 7014,
transacti orfW@88B@Inat or 202Rp of 5 relying partici pant POHURWEENes t he
si gned OCSP request and checks custoner database 214Rp to nake sure that

t he reque&drtificfes ahdBasgmity th@teqrest 36 hargwairekgciung mmmnecﬁ’ﬁﬁrfoxtségmme. Ipsepessi ng
the request. In a preferred E:rr%% di nent participant 104 does not
process r &eieBardware seauriygngdu r@ﬁ@fm?é}g% Pfferent participant. In

step 7016, trﬁ%&ﬁ@bl?%lﬁﬁ?&@t&ﬁé%sﬁ%ﬁ@ts%ﬁ dg?ﬁdb‘ﬂSPrréﬁﬂeitrt@féﬁaﬁélon dat a

(i.e., the unparsed reques gnature acconpanying rel él ng
cust omer patitipdnt ded, @)ong withatsown gertifieate ok stepf 034, dransaptipn coprsinatay 282w 2hy
billixng data Vv ed is

ot or i B PAGE b 104 e R AR By dhaestsRl FREKIEERP ISP B¢ o
fromthe ppay tol’rﬂﬂ&aﬁﬁeltMtHeegnueh)Waamgﬁédbﬂ anrmwpngmeﬁsng dustoimecbefaree syst em
performance. In step 7020, coor dj nat or 202 qf}sq%rlfies t he

rel yi ng cB@F??ﬁ’BBﬂ?TE‘i‘kjﬁathb?E‘ea’I‘S B‘HL? erled (51 YR8 RaEifipant R"he rel ying
cust oner' rogg'slé td txés@@tre@mveti%n{ ﬂ:dé’to'ﬂg:rQ%@lff@l‘&ﬁ?ﬁhl&panﬁqwsief) hepd, e, and the
root publ key.” The relying participant's certificate and the root public
key may ptrgisetrta)blcymldela@t %(lelstoms tharamapnsaction dpt(ie.rtbriuniparsed BATESt | n st ep
7022 transa t|on coor di WE‘ ai ni ng
t he reI yi ﬁg ’s%ngr?ceco"? ere {4)%%2({39 m&%p&mﬁ&@ an Sené@&ﬂ? E? Pfsn OosCP
responder stB@Z/lOl 82&hyAilliag dath necebsyry tb hpprhmdmmhﬁla”ont deovices prvilied it storediind OCSP

r esponder co-] ocate a Si t er not be . necessary.
In step 78 ,!Pg Eﬁ%& b"d?ﬂl’é{fely@ B?tiafl?ag eteﬁtéa“eg(}g’ﬁh{hﬁfaé’yg SpeHen IR, et |
checks it gy LIQSﬁJlmEER)QésH&hUreis@sf’s@én?f»éffd?@aﬁdée validity of its relying

cust oner' s certificate, and sends a resg;)nse back concerning that

certificate s btsap7920.dransactinseperdingtor 284 yPTfas dhe rolyimsustomer 9(5‘%%8%5? d be
not ek t Naby uASeRAL hedibo S¥iiL HELARRE BdHler oA didte MiRlafictfeyd || of ten

need to va e cer cate a subscr| I Ng custo 106 that is a
cust omer oémﬁcatqaand ihe rqpé publigtkaer Theralyinggiagticipgnosertifsasand thk()dot pBeliause, in

t hat case rtici t 104 suing participant that

i ssued thgeyc@?’?/ &Eag’?yebetsgorg@nr\;‘a dgv&retsegm anogmegh%&t have first hand

know edge of t hakepcroR?,itfaheadfich chofditfitot 2023 Qereratés AarGCSH requbstuvhnidtingete, t he
present system addresses, this, probl em by hayin t| ci pant that

h
recei ves HlYingapiomsyseetificyle, signg dyand sends jtdo %98@ 6}%90%@%{)%91& partici pant,
- 13 %P 0l/al@dadvery: stmﬁgoorﬁﬂﬁtWrﬂ GESP fe§i5tn8&Tard @-lbEied, 8 Sighdibre

participant for that certificate. In particular in step 7026, rel ying
parti ci paon thegdqugstimaymonbsnecessary.ubsden Wﬁ@@@%m’@ﬂefszoﬁs’%ﬁqfrghepart i ci pant .
I f the

signature of the request, checks its local repository to determine the validity of its relying

customer’s certificate, and sends a response back concerning that certificate’s status to

transaction coordinator 202gp.

25 It should be noted that, as part of system operation, relying customers 108 will often
need to validate the certificate of a subscribing customer 106 that is a customer of a
participant other than relying participant 104. Because, in that case, relying participant 104
is not the issuing participant that issued the certificate to be validated, it does not have first
hand knowledge of that certificate’s status.

30 In a preferred embodiment, the present system addresses this problem by having each

participant that receives an OCSP request for a certificate issued by another participant,

-13-



subscri bing custonmer is a custoner of a different participant, relying
parti ci pant 104 generates a signed validation request for the subscri bing
custoner's cerddifiseate and sends it to 5 the identified i sefy§@,Rasti ci pant
102 along with its own certificate. Alternatively, rather than sign the
val i dati on r |ns oVi j ent - si de
it hent | oot oy B pechitfl i Kbl R lahl 85 IR EC R BlePl B e,

OCSP- pr oxy rclemtpamcmaﬁtém ddmmdslﬂmiutmehﬁﬂg cds‘ionﬁelﬂ’e :mtbg partidlpadg Kust omer and
the relyi ng hxgrrer are,both custo%s of the same, 10 partici pant,

val i dat | on Scf‘ 8 SYHRIRST 15 GHgromaseia 1%*“E@?‘fl?ﬁtcra‘t/@gupémﬁ’aﬁali% by

| ocal - hand| @herateDaliihied 0Qati8Pred S CHH 16 TRBMIG cokBmel €818 and §e%Hé
participant 102 checks its custoner database 2141P to make sure at t he
reques? wadhsideniified ispuingipastinipany 1 G alongrvithdts ova mﬁiﬁeate helwm:qwelst rathbmhsrt ep

7030, issuig tores.the rece rans ction (i.e.,
the unparsé rt}ééé%é &“9‘?‘8‘%%%8? Iée%magrpc?nfg)agtc%@'n‘ﬁ%ﬁ@ pﬁ%‘“ ‘f‘i“fst%at e) inits
raw tr ansacahthenmclamgt t3 1s3iiytg pdrticifdn® POA3Rr exabiplh, Bﬁh@@CBP-@l‘ditg@énmclﬂgdét ores
rel evant billi g% ta for the request inits billing |og

Al ternati véifsif"” ‘?"ﬁg data may be extracted fromthe rawtransactl on | og
by an of f-1ine prRCESSrbRgRFSREIRd %?élﬁﬂ% R fIde? @ﬁ'xecusté)lgggkgﬂ
t S SlI gnature

i ssui ng participant 102 verifies transactfon coor nator
20 onl¥he maggivent, vadidatipniofithe selsyiitige patotrier' s patificas 1s hawdied by ieal-leadiedi nat or

certificat t request) and the root public key (which nay be
stored in ﬁnaogdgﬁpévggg?ﬁ%p%abmdul e 2181P). In step 7036, the issuing

participant's t Iestpatons, onumgpmlmpatmoz H2W igRON6:A4ri8taBass R OAH nfkSRire F €qUEST
for the reltﬂ}/ {}‘g %rtlm ant s transacti on coordi nator certificate and sends
the reques B WantipAsg by #p entyy aythorized o makgghe requepts At HterorP3L.devuitisnat or

202a of ro@hrieRkittiy2 QtézQsﬂﬁG&kM%ramﬁtﬁa‘éﬂé{F@E BB Unpa?de® réifiod Apnke@W LRAUEST N

its raw transaction 2128. In step 7 fransactl on COO%EI nat or 202R
st or 8 bi | PFGgPaRYing Cferit lcﬂfhbmrﬂéqfu’emnsamﬂmidglﬁlhg Inatep 703y isp@igBpartiaipasit ep 7042,

{ransact ! ooz SGRE gk Pl B tn*}?s@gtgg“%ggbgtgg ey ges "

t hen sends e reques res onder

responder ﬁﬂd Rag Ibe eksciet fomabetawrtepesiismloy by an 6l plobls @Qndréise %@ws of
t he subj ect gertlfl cate and sends a response back concerning its status to
transact i oR*CBBfnat or 2028. In step 7046, transaction coordinator 202R

sends a signed inskp 7963, BLhidSfAdciFlal 635006 gﬂ%@‘acn&?%%ﬁa@ortﬁZ %ﬁgtﬁltei on

coordi nator 2021P i ndi cati ng the status of the relying part ¢
transdtbt i ofi® B EPET #8ing the sglying pastigipant’s transaction coordinator certificate (sent with the

request) and the root public key (which may be stored in hardware security module 21 8p).
In step 7036, the issuing participant’s transaction coordinator 202,, generates a signed OCSP
request for the relying participant’s transaction coordinator certificate and sends the request
to root entity 110.

25 In step 7038, transaction coordinator 202; of root entity 110 receives the request and
stores the raw request in its raw transaction log 212;. In step 7040, transaction coordinator
202y stores billing data for the request in billing data log 208,. In step 7042, transaction
coordinator 202y, verifies the signature on the request and then sends the request to OCSP
responder 204;. In step 7044, OCSP responder 204y, checks its local repository to determine

30 the status of the subject certificate and sends a response back concerning its status to

transaction coordinator 202;. In step 7046, transaction coordinator 202, sends a signed
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In step 7048, transaction coordinator 2021P of issuing participant 102
stores the OCSP response fromroot entity 110 in raw transaction |log 2121P
for non-reMRPEBIHN purposes. In 5 step 7050, transacti oRCEERMAHGAt or 2021P
generates an OCSP request for the subscribing custoner's certificate,

si gns it, regpalssendasactiont @ordimtan02 ), dixhtifgChPstates pitheletyi@Dpkiticipdntng Wit h

its own certifjcate. Alternatively, if transaction coordinator 2021P and
OCSP respgﬁﬁéﬁtmﬁﬁ‘lﬂﬁmata?‘é@"t@-afeocat ed, a signature on the request may not be

necessary. Al Sgstep7048) @ath6tich @offmatdr 002} Edssuinf aitic PAKAOD sOFes@RAOSMat or
may sinply act as a pass through, as opposed to re 10 signing requests and
r espons esrespasssirerp rau sotity bitdsin rawdrgnsagiian log21de forpansrepudiation puiPgstst h e on t he

[SAUSSt . GEPSIS! Eiohioh ERANEE. 20, HRrkly cn N RLUIR: LSUBLARRY T esPOnSe

to transacti on toof "D step 4, "transacti1 on coordi nat or
2021P ver dstopter’s bertifiGEE sigas poamd sends it3o gsnawni foeal 0CSH grntére 04 eloppwitk, and

returns it to trapsaction coordinator 202 al W ils o rtificate.
15 I'n st efs YUBE ol AtEpr . 6{36_?%%\%‘?“%‘?#853@%??‘@’5?%‘_ P Bnt 104
stores. thﬁrercali\bca{e@,sa%g]ﬁﬁuéi@d fhe k06 HAY nbt' R Mebcsiey. NAIsHAF the GhP@Blo-102 in raw
transaction [ og 212 for non-repudiation purposes. In step 7058,

transact i tocated diredtansacion crdipatoranay siEply apleas gipassakrguegh, apepropedie Bt i on

coorgi nat gr .2021P onse using the issuing participant's :
tran]giacti SRR 591 |Sna??)e%p6cr§§{?i ficate (sent with the request) and the root
public key (whincteprmay2, GxCSH respedddr2080vdnifiesithe signaae onitherequest, penetBRp) . | n

step 7060, transactjon . coordinator, 202 nerates a ..si request
for the i ESPRTAG Sjga? 130 SEpps e BHeBFL e O LB BT £ RSP g

sends it H@s4; @asadidhicbordihi@r 202, vetifies tROOLSP kesphiiacs signnnaoaedigm3akeoor 202R of
root entity 110 stores the raw request data In raw transaction |og 2128.

In step 708RONSE.EahIAERS bl tee@éwﬁp%mwinazwﬂﬁzg@éﬂnssw@é}smmﬁzs%i I ing data
in bjdling | Ogln%%?%%é,%aﬁéa@@on7&§ﬁﬁnartdfr90§ ack f’e%gcﬁ%ﬂid?ﬂaﬂaiw storbBe MOV 1 fi €s

the signature on the request and sends the request to OCSP responder 2048.
In step 7688qnsOEEPreceivshiprm suil@pticiba k62 intraw fraesastiondp@3iZkefoy t o det er mi ne

the status of the.issuin articihant's.. tr . | i .

certifi cal@ ERIVAURPLEY S%e@’btg)te 26 a@%%‘s%%‘ﬁ}& 8‘?‘%?‘%%5% %Hsi‘“’g‘}t%g? ggs{ﬂ? (E)l%%nr“gnsacti on
coor di nat of traigadotion tébrdih&pr 24 0n the raspeactusing tledssubhgpattcipa@Odfansatiols a si gned
30 response concerning the status of th ubject. .certificate to transaction
coor di nat 6?°TQ'GQ‘FH:‘?°“‘£ 5 (W&w@ﬁ}efms_@ @%ﬁ%&?‘%&%g@ e“ihff%é’f‘aé'pbe'f 1
trangpct i QRrqGaRIseiuRat AbAAOZIRS. ™ sté£1060 NEinRALIéN EdoRdittor 04,  Yedrass 4 he _
response in raw transaction i“og 212RP for non-repudiation purposes. At this

poi nt, pr eigeeskPAIP reanest fos thedssyngippitispantisdrapsastionscoortingtyr cerifisate and o np| et e.
sends it to root entity 110.
In step 7062, transaction coordinator 202 of root entity 110 stores the raw request
data in raw transaction log 212;. In step 7064, transaction coordinator 202y stores relevant
25 billing data in billing log 208. In step 7066, transaction coordinator 202, verifies the
signature on the request and sends the request to OCSP responder 204;. In step 7068, OCSP
responder 204, checks its local repository to determine the status of the issuing participant’s
transaction coordinator certificate and sends a response back concerning its status to
transaction coordinator 202. In step 7070, transaction coordinator 202 sends a signed

30 response concerning the status of the subject certificate to transaction coordinator 202gp.
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In step 7074, transaction coordinator 2028, now processes the second half
of the 5 request: the issuing participant's certificate, by generating a
si gned OCSP wequesti for the issuing participant's certifpegi®eand sendi ng
it toroot entity 110. In step 7076, transaction coordi nator 202R of root
entity 110 stor : hn . IcL 2. In step
7078, transacti §5t£@7gﬁﬁx§%a§?b%%b%§diga?%?ggwf gﬁy\lfgftﬁﬁﬁ‘%l 1 nngg%ttéeli n billing
| og 208. 1CeipanstiepwWagBesction lnp 22 fomor-cxprdintimtpprpoR32 Rt vs pdintesrotdbsng

si gnature o‘%&%h!e‘1 J.eguest and, seﬁds i he re uest to OCSP responder 2048. In
step 7082, & ?59%3%8‘5?0%%?’8 EKS PRI ocal repository to deternine
the status of thestsgpiaj7ectansRid édo&ﬁ&aeor@ngl,ﬁas@(gﬁm@ssés&ﬁao&e&ﬁ HaAGK 0
transaction coordi nator 2028. In step 7084, transaction coordi nator 2028
sends & si graugst: the Spengparicipant s ershiaaicohy ewvertitgmiigned AESRyeques forthst ep 7086,
transactio (e I i, Vi G, RaNnt 104 stores the
response fp%s%&gg%'ltngig%@istcé& ﬁ%elg%ls%%lvx ?g)nrggie%':mgrﬁﬁog 212RP for

non-r epudi at i on Ipsteyp§ 6 ransantiorsdoeplindlB &02¢ ofades amity 010 taes e At RGued028,
creates an OCSP response {r ;he re7 zq(:nses _received fromtransaction

coor di nat orf3%3% 7Y fpnsqclien, Oﬁgﬂ% e § fransgetion gepringtor gfi2s stopeg ggievant sj gns
it, and sengifing 8atd @ iiGhyloBgogust oner 108 along with its own certificate. 20
In steg 7090, relying custoner 108 verifies the response using the root's
publ i &%key cer {1 fi¢pcABR tmpselean doprdinatad Be2reves Besuhd signatvocion e &80¢st imil st ep
7092, relyi I re nsact i on,£opr di nat or
202RP 1 or  Chas PR e OER SRRer S B Db OB aRaRNEr BPA 2B Y cace i
order to déteelmpasgoryfto dermireahd stitucaltibe subRclrerificie wakeds d BspeheDadi094,
transaction__coordi nat or verjfies the signature on the request and
sends a r edﬁﬁsffminow?%@&for %%Eﬁ?%epr &56&?83”"%%51‘13@r gﬂ%&?ﬁ%dstaﬁéﬁ“e‘ﬂ he relying
cust oner' s résh@is acidnedkticPotiimadr@o2gertificate has not been revoked. In

step 7096, local OCSP responder 204RP responds to this request from
trans&tti on coolditapai086. trEBRipn cpprdinetop 2006 relying peticiphwri 0¢ stored theat or 2028,

sends an OCSB, 184U ShotleRbty i Min o YDt i pant ' s _transaction
coor di nat or %rst ?Jtdx?lca?g t% ?‘?lgr{g%ctl o‘?ltmtl?:lg(E i| ﬁ"fi)f?lbéon 6‘%‘]’-@?&5’ "Po8 Sesé’n’t"i ty 30
110. | nst eptef T0RB, transagiiva codrdinatom2gli anastes an DUBR rasesrisé fres thhesghgRat ure on

t he request_and, checks with | qcal P.tesponder. 204R tqQ.determ ne the
status of f%gw?%ﬁwgransﬁg i°8‘?r§%?ﬁ‘f’f gi‘s"-ofﬁss W‘i@?ﬂ%l‘t@g@@/"?ﬁ@%
transact i osighoigradi Bation telytdgfchfaher 108 AloRE Mth Tid Bn cdfifdd®act i on coor di nat or
202R forwards the response received fromlocal OCSP responder 2048 to

trans#ttion coolrdieRa0dh r9upg sustomer d0%ysrifiente respanssusing tharaeBopwilinkeior 202, x,
forvards tBgfiesPRsefin BfiSat88euitP Mb&R0330. In step 7092, relying customer 108 sends

a request to transaction coordinator 202, for the relying participant’s transaction coordinator

certificate in order to determine if that certificate has been revoked. In step 7094, transaction
coordinator 202y, verifies the signature on the request and sends a request to local OCSP
25 responder 204z, to ensure that the relying customer’s transaction coordinator certificate has
not been revoked. In step 7096, local OCSP responder 204y, responds to this request from
transaction coordinator 202,.
In step 7098, transaction coordinator 202, sends an OCSP request for the relying
participant’s transaction coordinator certificate to transaction coordinator 202y of root entity
30 110. In step 7100, transaction coordinator 202y verifies the signature on the request and
checks with local OCSP responder 204, to determine the status of the relying participant’s
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entity 110 to relying custoner 108. In step 7106, relying customer 108
provi des 5 acknow edgnent to subscribing custoner 106. In connection with
steps 7092-W2O¥18iBove, it should be noted that, as part EFTASUYeH
operation, relying custoners 108 will typically need to obtain the status
of relyi ngrafsattionopritator t&ficatd. rianten d102) ramsactiogh coatdnatoe 202;ifbiwaatsehe W t hi n

t he four-corner node t he actiqgn oordi nat.or an CI:%:D r esponder
certificaf®BORSf rch‘_é’?A ﬁ%‘“ﬁ%ﬁa{ é_@%éﬁwmgﬁzmgntf ?@FV?‘H@CTG&?%% %%epant 104 are
si gned Dby r oot 1epdy 7194, hidAsac¥il éRrdiRedr ﬁ%iféwﬁ&%ﬁﬁﬂoﬁk@&eMd Eo@htoot

n

responder, this sérvice is accessible only to participants. Consequently,
rel yi ng certitydid torelgingcastamer ¥08qlresiep 1146i ghvinegnystgmer 108 prastidasng

partigi pant, L el mroot entity 110. In a preferred
enbodi man??kﬁ%wgeﬁéé’g&stetﬁ?}bgénsbt%ein&g%ﬁreisdstsgs this problem by having each
parti ci pant 10 cohficttiopetithseps?92d1 04 stwpeaitshouldibe nyted Hat, as paroofisysiemept s

requests from 15 custoners on _behalf of the root, typically through a

di ff er ent OBHRYRSy FRARGBTIRE @@dﬂ@ﬂplcaﬁbfl rtﬂgbtﬁﬁéher%%ﬁ%‘gjfelyﬁgf’ﬁgc‘g over
an aut hentjp®atrGflaGih dbstdRAek&dfidaRRY Withih & Feikr-cofRFmod e ! thE Ashshdidn ' €SPONSe
(still signed by the root) to the requesting party. The four-corner nodel

descr i bed cadrdinatonand QCSRrepponderagrtificatpy ofiissuing patiigivaet 0y andwglyiigce t hat

i he i 1 ieul Ci o b
cust Srer ) PeapeIf? e pProBRb O AR bl ooplrifs SHEESES 119 (o
a warr ant yesperdder, s sesvickeis acdelsttile tvdy avpartiudghintsi @oabeqeertigdielybigtcastbmer H8ovi di ng

warranty services are described.in copending..United States provisjonal

pat ent apSPPCLEALAT wRFeRAn ofieys re?y‘?gl’ lmag%lﬁ}&%tes dfﬁﬁg',ﬁgﬁfqof Py gcgni ng

I nterface Requif£prefied gmmelﬁaﬁapmgmmdﬁmyuﬁmm by hiihg afthy
Service Functional Requirenents, and Additional Disclosure, which is hereby
25 i ncor porgicipantd)2 198 operatea roqtiresporgier proxy- (T hig Proxy afcentheequestsfeost i on 1 ow
for e pr ' . - Viug DoWBtb) Fig. 8, in
ot ep Boop et BN U BRtbor e Blob P Kk Rl B S oML TLD: Dy &
t ransact i dorvasisviesaquestis theirbotvgercnstithamicattd Secarecsorkstslayeg channeloandr 108 and
sends the hash.,to snmart rd 6.for signature. In step 8004, smart card
226 signs™ nfﬂ'gr%fgf"éseéﬁ@asi‘%’teﬁE’ﬁg’etr?loet)stgiqlbenrg WPAERNy with the subscri bing
custoner's cer fThé foant&nébdehdescribed Wbdve nalalso bk Rssdlto Frofide hivfairamty €.

Optionally, this nmessage may alsq inclyde card and -17- This Sheet Has Been
Repl aced ISPIVice that waranties the i e“ﬁ“i?’P?P Patficwigs ent (882 elﬁﬁbsﬂ‘ﬁ'%ﬁ‘f?mgﬁ‘at

20 signed a transaction. One embodiment for providing such a warranty service is described

below. Additional embodiments for providing warranty services are described in copending

United States provisional patent application serial No. , filed August 14,

2000, entitled Signing Interface Requirements, Smart Card Compliance Requirements,
Warranty Service Functional Requirements, and Additional Disclosure, which is hereby
25 incorporated by reference.

Fig. 8 is a diagram of the transaction flow for one preferred embodiment of a
warranty service. As shown in Fig. 8, in step 8002, subscribing customer 106 creates a hash
of date representing a transaction between subscribing customer 106 and relying customer
108 and sends the hash to smart card 226 for signature. In step 8004, smart card 226 signs

30 the data and returns the signature along with the subscribing customer’s certificate and the

issuing participant’s certificate. Optionally, this message may also include card and
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signature security data (CSSD) to inject additional security such as
protection against duplicate nessages. In step 8006, subscribing custoner

106 sends thgoehgeed data, the signature, the subscri bi ngGuabe@Er ' S
certificate, and the issuing participant's certificate (and optionally the

5 CSSD) to_r I S - . 008.. relying, cust oner, 108
verifies ¢ RETE A RIBISSEY Brpief oBlifShal S it U BB 106
Al t er nat i v@hpicaredesdapesat i on may be provided as a service to relying

custonmer 108 by relyin arti.cipant 104. Relying custoper, 108 then creates
a warranty r equg’ssfei’érqeg’tsﬁlét‘ﬁ%‘i’fﬂg Qustofer F%cfﬁ%‘gsttgﬁt %g’}’?ﬁzéfﬁé%s*%’@ﬁ‘ﬂ“f’iﬂtey nmodul e

230 for  signatutLoustothe’ 8RR and 1R HUR ’%aﬁ%&%&{’é&ﬂfﬂ%%&d%ﬁ@orﬁﬂ% Wens the
signed request along wth 10 a copy of the relying custonmer™s certificate.
I n step 80LBSD) &l iglyimg costememi®B. kOBpROD8 selying castgmerd 0dvesrifanthy sigegwest and

relying cust r certificate tor i rticipant. 104.. I1n step 8014,
Tansagti ol Bt s St Gustoel e Al RR Y. SeRE o 0% s BeRiPasder onrer
dat abase 234pe irelBigRustbhe: T0BBY rdififs pRGINSE 104 ReByifg\R6toR¥r M8 texl Sti ng
custonmer 15 before processing the request. In step 8016, transaction

coor di nat ofre2gPRyaEansy Beueshand igpsmiis dhpraeuerion hard ware sequatyi mrsluted? 30 fier
transacti o, (i...2. B THARH iy d‘,.ﬁag i ﬁ[lgl SOy ng
certifi catg g%t%l%.r gnwgt%brege(l}rllg’actl on e%g }ﬁ%e zﬁnlg@?{esgﬁ 8 g{f%ﬁlrl%ﬁsacil on

coor dithat or coOT R rslytngesstomérdvanificigel | i ng data in billing | og 208Rp.
Alternatively, pilli data may be  extracted fromthe raw transaction |og
by an ot to11 e DiotsoaD.r8he FioE 10Rbiifn Senes Tihed i pid DR 5020,
transacti oaum@grd&ﬂﬁgmmz»gggihg\;saﬁi;ibmsm,he rel ying custoner's signature on
thé request using the relying custoner's certificate (sent with the

request), the r&iSEPRgl4.saperensaprdingtor % ofireling pagipigant 84 FhseS publ i c key
(both of Weﬁge&ne;rgxm@scéwr@%ak@ sHe Vet & uégeevysrga%aeggp%&m%gmmer o
Transacti on coordi nat or beRp t hen genergt es an reques cont ai ni ng
t he r &} yi ngeforegrammingsherntdst. ilo step $01$| garsaction camdingen i istorasdha raw | ocal

OCSP 25 responder 204Rp. Alt.ernativel i f.the transaction coordi nator and
OCSP 1 espo BB e dRa s Rngh ARG (e bt whdfrsid R EE AeBR R ot be
necessary. atddmphrgingdlRAdicateGhraw ea3suNde log204Rp Ivasy §0183rabbieticH @BafinatR on the
request, check its local_repository for the status_ of_ the relying

cust oner ' s 284y $iPfeF calevant billne data drsbilling iag?f8ere Altsmadehh pilina a8t us back

to transact| hOALO andde S : j i nat or
202Rp cal | %ktgaratre?g%ﬁﬁhaﬂ%ger 21%%1"?293%%?&%1‘?%8@%%’?&5%?%&?&? Sﬁn%g’[:él!os is

finangd al | y autlnctpB82D, tronsaetion cobtrdinatar 202a yerifiesithe sdlying usfomei’ssigtdan, in
-18 VO 01/ %g’ Zh% %‘*eqﬁecs-[éigr?gge %éi%gé” customer’s certificate (sent with the request), the relying

participant’s certificate, and the root public key (both of which may be stored in hardware
security module 218p). Transaction coordinator 202g, then generates an OCSP request
containing the relying customer’s certificate, signs it, and sends it to its local OCSP

25 responder 204g,. Alternatively, if the transaction coordinator and OCSP responder are co-
located, a signature on the request may not be necessary.

In step 8022, OCSP responder 204y, verifies the signature on the request, check its
local repository for the status of the relying customer’s certificate, and sends a response
concerning that status back to transaction coordinator 202p,.

30 In step 8024, transaction coordinator 202y, calls a risk manager 216y, to determine if

relying customer 108 is financially authorized to make the warranty request. Ifit is, then, in
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step 8026, transaction coordi nator 202" determ nes the participant

responsi ble for responding to warranty requests concerning subscri bi ng
customer 1@ ¢W1sw1, the participant of which subscribi nFEEPHET 106 is a
custoner). In the present exanple, this entity is issuing participant 102.
Transact i sdp 8026/ tehnsatied codfiifhtort202,G defefminesthapanicipanhtegponsiplecfot for 5
subscri bing custoner 106, signs it, and sends it tq.Lssuin articipant 102
al ong wi tT§SROPGIng {G WarkaBp: IPqY sty CanceymnepsT n%ﬁustlﬂi’f‘eégo{s ﬁ:ft’ ﬂi“’fqpa?tffépa%? i ng
cust omer Qg %QMdg@u&gmepﬁkqw Eustdn®erP ah bhe praseht @RS, Qhis ehdty $i8Ring
participant, the warranty request may |1 nstead be processed |ocally by the
parti ci paparticipant 32 Jr86agion cocrdivator 2Bre therirentesa WaTantyxequestfet ks cust omer
dat abase 2141..to ke 0.sure at . t.he . . j . ntity
aut hori zesd’%f%‘bﬁﬁlfgsq'?’ﬂ%r 1r0éqsﬁ%n§ ¢b aéﬁsegcgselg%é%gg,gﬁl{“? nsal?? ?@ﬁg gg%){rl%?"nvgt or
2021. st Ogepsficatee If sAvuld bapsted thanifl thdaélfing customer ahd subseribingsmstomeraye bath,
signature, and acconpanying certificate) in raw transaction.log 2121.. In
st ep 8032customgriafthe same pYHF AN NS IV FequgsHmaK Insteq Pceﬁﬁefill‘?‘ﬁ'@' ta for

t he requeﬁk Qrﬂci%: billing log 208l.. Alternatively, billing data may be
extracted TFom the raw transaction |l og by an off- 15 line process to

i ncrease syst dmsep 8028, transgctiongoerdingtos 8024, chegks gusierner database Réthmiatmeake 202, p
verifies trapsaction coordinator 2 ' ' usi ng
tradQact i Yie %%ﬁﬂfeﬂ‘é"tsg as %‘fg{%’y%n ecrgehr%?fplftﬁ%gl% (g{z’?égégg?h e\?\lnj'8 9%&%@%@3‘2@&), and
the root pashdtion kevrdinmbi 202, yeshie mivarashciion dake(.elye Suspresad tequespdul e

218, .). Transaction coordinator,. 202, p then gener S Si OCSP r equest
for the r#gsAE 3pdAIPEPHEHE @qfwétﬁ%‘&d?‘f’ﬁﬁ“ségwg?;@?& ?’2:8?‘? ?&gt:at e and sends
it to 20k R0kioRRbdriiNatdrddb2, stbr&irBBvAPBifling da@FSraRd feqiesEMAhébiNRp06g 202R of
root entity 110 stores the raw request in_ raw transaction |og 212g. In

step 8038208y avicmetivaly) biling dithmapbe oraged fromdhe raw|tpsastionglop by Ay offyat a f or
the request in hill.i . 8 ig@n coor di nat or
50283 q fx?q oceg#g mc@gaséjﬁ}sf%rrl e?ﬂm%lﬁ:g. ;ne %]t{}) ﬁﬁ@ﬂr%@q{%ﬁon EJ&&%&GMO@W

ver 15 8 si ghat’ure on est an en sends the request to
OCSP r es postiies traidd@ion 260rdinRer 202 g o sigmatur 0 Readrpeit 9sing transeetinn coendisgiorory to

determ ne_the status of relyin rtici pant's.t.ra ' . nat or

cor t1 1 capPeanceransiikSept i i iEeRd, st e ppflis e (afAEh 2P pE RBfe

transact i gpawae sehuffimsdul0A,.). Trramaaivhicosrdinaer 2i2pahar geniafes 4 bignedsends a
signed response back to transactign coordinator 2021.., In step 8042,
transact i & SEaesuast fertthg rehinepartigipant § iansaFteR FRqr Pﬁ%‘i"“iftf?tesaf‘a F‘ﬂ’@s i raw 30
res se ik t{@nsaction | og 2121P for non-repudi ation purposes. In step
8044, transaction coordinator 2021. then generates an OCSP request from
the request i tInrsep@03G transasticn aoprdinatan @02, of goopentisy A 1@ stores theTawisguysP 663

raw transaction log 212;. In step 8038, transaction coordinator 202y stores relevant billing
data for the request in billing data log 208;. In step 8040, transaction coordinator 202
verifies the signature on the request and then sends the request to OCSP responder 204y.

25 OCSP responder 204y checks its local repository to determine the status of relying
participant’s transaction coordinator certificate and sends a response concerning that status
back to transaction coordinator 202;. Transaction coordinator 202, then sends a signed
response back to transaction coordinator 202;.

In step 8042, transaction coordinator 202y, of issuing participant 102 stores the raw

30 response in raw transaction log 212, for non-repudiation purposes. In step 8044, transaction

coordinator 202, then generates an OCSP request from the request it received containing the
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subscri bing custoner's certificate, signs it, and sends it to its |ocal
OCSP responder 2041p along with its own certificate. Alternatively, if the
transacti on swosidsmat or and OCSP responder are co-| ocat eger@Sooniiggpat ure on
the request may not be necessary. Also, if the two are co-located, the
transacti onueRaLR SOl t Mﬁ' dtore-
5 signing requggt gegér‘&?eég%g‘ﬁ’ggfg S%ér?gg’taélg%%%ig%%@respgh 8’?&%28%%
verifies t rpéongivjeitsaven coriificite. Alieruetbely, éraraatsetorecoordiemorseOCSPgns it, and

returns th i r e to transaction coordjnator 2021 . In step
8048, tran?g X ig%gqrggg'ﬁ%%{ré’t%ls’g%%,m% P é?ssﬂ-a';ﬂswéthaé‘f'%rm ne
whet her or an®to-Jobated, SRURNACHRY dodflinatd: Blay § dck B A\sSMARORES ophB&d td R- ST EpP
8050, risk manager 2161P returns a 10 signed nessage to Transaction

coor di Rat orSIPYEIFIUSHE PUAIIOAYSwhet her a warranty should be issued. In step
8052, transacti [ a3l . S response in raw
transaction Iog@rgit%g‘q% (?1@%5}?%3;0 8‘5%42,0&‘{’ ?%xﬁ%gﬁéﬁﬁﬁét%%%ﬁ&enrg u(g%}’ FH5t*eS 8ends a
si gned r equegpbnseosignsanaaiotiuoms thesigned raspdnes to2RR%RcHIn dooinawniZy 1A d@pt 0

det er m ne isﬁmé sui n partichgz& 1 Z.Q%?\ enoggh 15 col |l ateral to issue the
warranty. [0 etBpsaseEoorng 1 BHS EEIRMPEE 0 DESRMIAE Bhetberor pptie i sk
manager 216&ut @ wdgimy fr BdsirbieShstoner MRT th &éPeU3h, rﬂs@gndﬁge?g?%%s)é
collateralized and, 1f so,  decreases issuing participant 102"s coll ateral
| evel By afearbuRIaseIp Hapsastion e0grdinaton202nandicating whishéragrameaty ebbulet r et ur ns a
response t Qg i ticl . t S transact.i on coordi nat or
2021p veri 19 Slsgé;é'? ?gﬁgg?tzi’ %%s%%g}r' 8(902(5?11{' %t!?%ﬁgéggeggjfgiggférﬁ%qomeel? feates a
warranty r éepesism lopereturns it to transaction coordi nator 20281, al ong
wthits certifl cst%stbz steﬁg 8060, tra&;act' on,coordi nator 202RP of
relying partici %"an?p ragsagyoncoplinajor o072y ssadsdvigaed Frapesiio iR i on | og
212Rp for rostdinerRizRbf @6t QUEPDES detdrihifd i€ BB ZariciRS ABHaOMhougPor di nat or
202Rp éeri fi %2 transaction coordinator 2021A' s signature on the response
usi ng!25 t PRt SuedbovTaREL dR siep 8Q39, ansagtion Feardinaion 20@n intepicts withhisk
response), I |: 4 o [ I K-0_har.dwar e
Goouri Ty et SRRl SR bard sk o TR B MER R R

si gned OCSPReqreagerdssuing perticipenti1§2 sicaligtepd taveldiypa atnosnt apmrogrined fopthe o@aty nat or
certificat Bei to root .enti.t qustep 8064, transaction

L 110. |
coor di nat or g@%&g;ﬁgrxg earff37pto9sef‘1(§s‘§?%’7’aé'§°‘?*’r% aw request in 30 raw

transaction | oginicp®058, rassa€fon@06/inator 20MAEH =6 0RESH WRIdHat2 988, St Or es
relevant billin data in billing log 208g. In step 8068, transaction

coor dfthat of'8B8%8. GeAeS AV TRty ESBOTR ¢ FBIrBRt to-trgsagiprocpoIdBRior 20%F AlBP 0/ 24663

with its certificate.

In step 8060, transaction coordinator 202y, of relying participant 104 stores the raw
response in raw transaction log 212p, for non-repudiation purposes. In step 862, transaction
coordinator 202p, verifies transaction coordinator 202,’s signature on the response using

25 transaction coordinator 202’s certificate (sent with the response), and the root public key
(which may be stored in hardware security module 218g,). Transaction coordinator 202
then creates a signed OCSP request for the issuing participant’s transaction coordinator
certificate and sends it to root entity 110.

In step 8064, transaction coordinator 202y, of root entity 110 stores the raw request in

30 raw transaction log 212;. In step 8066, transaction coordinator 202, stores relevant billing

data in billing log 208;. In step 8068, transaction coordinator 202, verifies the signature on
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t he request. Transaction coordi nator 2028 then sends the request to its
OCSP responder 2048. OCSP responder 204R checks its local repository to
det erm ne MHROKBRYs of the subject certificate and senBSVYSM2453nse back
to transaction coordinator 2028. Transaction coordinator 202R then sends a
si gned r ethpexgsest.t Srahsasticambrdimtea @02 dherasends the Rigpest B itsrOCIRpsBDA€r, 204,

transacti oordin r 202RP of _rel yin ticipant 104 stores the raw
response §§§§rqsnor}d§€é(%#§ﬁe§§%{t§ lgrpl F?@&%ﬁgﬁgwl%@f—#%&tﬁﬁubﬁ“pur poses. In
step 8072¢ertifidaftthacéride B réspérise bivkite trand@etion cobrdmdtor 202, h Thdns4attiagt i on

coordi nator 2028 of root entity | 10 to ensure that the jissuing

parti ci parordisaori0R4 then sands 2 sippedirespansettd transactioncperdipgior 8%y, 1 n step 8074,
trangaction ¢ ;s%bgg’%dé tiragsr%@onsctoi?{dﬁﬁt& h62 rﬁi"fefﬁ%";%gtgc%gaﬂt f(ﬁWtJré?tPéPaW' on 10

|l og 2128. In s ansacti on coorti nato stores rel evant
bi | 1i ng dfesponkeddnd inlraw grahsactiond68312,) for sereppédiatdn purmmessads stem8@dor di nat or

202R sends a yes or no r onse ta.transaction, co i nator 20 of
relying pafisRciopsprrdipger g@ﬁb&ﬁeﬁ?sﬁﬁﬂ\/m‘?‘f@?“ f%"&lﬂ%‘c’i&g&* P%ar(?f’tpeéfﬁ{yzlll?géo has
suf fi i engnsalthA 4R iShingPaitRfpdft Hab Suftiért 2Bliaterall tb isshetRe AFhty.t r ansact i on
coordi nator 202R1l, stores the raw resEonse data in raw 15 transaction | og

212RP for non-Insisnd0# itiepsaplinnseerdinator 402 stqsesghBAW requesisin 63 BaNsedi®Rdi nat or
202 4 i :
Ry cr ?Fbﬁ%@z@ﬁ’?ﬁé@@?&f %@g%}%@%ﬁo&fn%} 6L s éﬁ&@ﬁﬁ%bﬂﬁ&%&q bﬁﬁxg%st orrer

transacti o signs It, and sends 1t to relyin

108 al ong208i;t n stepS0Yactransaction coatidinatoi202; ¥MdRpYys or @p réspersatotransastisn ep 8084,
relying custaoner 8 verifies .the r onse. usi,ng the.root.publjg . .key 20
stored i nc‘??é‘ﬁmr%)(%&f’é’éﬁ?]ylf‘§ PHYERIY lglggqnc?rﬂl%tvg‘ﬁg‘ﬁb%%{mgr Fﬁ’ﬂl ic(% ner 108
sends a r ggH@stt colferhltaisacht Mama@@r di nat or 202RP for transaction
coordinator 202R,'s certificate to see if it has been revoked. In step

8088, transactlnsiepB98Y drpwetinn cpouimstoy 8P et thed 28 resRASEFE2 SaPhe 1 equest
and ;sendg, 8,484 ll'%%%l,ﬂswofgl- fl(ﬁl—lleﬁlﬁiﬁ;{tiogg&%oge@.s BPAYPS082 AttRRaction E8b3dihAod hat

rel yi'ng custoner 5 transaction coordinator certificate has not been
revoked. PRORgstrepes308@TantyrssHongdREn thesesppies receiveirifom transectipnceerdipa®e to this

request t ransaction coqQrdinato tREIqB' . ction
coor di nat ?i‘?8§ﬁjgéa3ns§ﬁ%ﬁ t‘tfi@%’gr%atﬁg"s% oarldrllrétv@hggarn?‘%ﬁ g%g%og&?gogr?r ansaction
coor di nat 002,202&tifitate.St ep 8094, transaction coordi nator 2028 verifies the

signature on the cks.with its |ocal onder 2048

re st and 30 ¢ OCSP res
to determ ne t‘rﬁ‘éte?tggggs‘eléﬂ‘[“gtc\‘%?fgﬁéB?B?f‘fEPSHFdFWQ{‘%r“S'Hgff TR pO‘B“l Y21
PCT1445001 2463 h28@kte sccufif théduleCB0€ In FEPEURECHelyirE 9B} TUR!sOhds2Gedhebthen

forwards the response received from ) L
to transaction coordinator 202, for transaction coordinator 202,’s certificate to see if it has
been revoked.

In step 8088, transaction coordinator 202, verifies the signature on the request and
sends a request to its local OCSP responder 204, to ensure that relying customer 108's
25 transaction coordinator certificate has not been revoked. In step 8090, local OCSP responder

204, sends a response to this request to transaction coordinator 202g,. In step 8092,
transaction coordinator 202, sends an OCSP request for its certificate to transaction
coordinator 202;.

In step 8094, transaction coordinator 202 verifies the signature on the request and

30 checks with its local OCSP responder 204, to determine the status of transaction coordinator
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| ocal OCSP responder 204R to transaction coordi nator 202Rp. In step 8096,
transaction coordi nator 202,p forwards the response received from

transacti on woaeimgdimat or 2028 to relying custoner 108. |n stepsadRRS relying
custonmer 108 5 sends an acknow edgnent to subscribing custoner 106. In a
preferred 06l) e . : | i , r ovJ icity,
consi st enc?@ ’?”ngo‘{ggﬁcgtﬁ', %ga%%atcéﬁpg%%]%a?og 2? %‘qp%{afég’g%ﬁ tggéséég%rll&lgeﬁ%fl 2}89{)[; t he
t ransact i oriocat OGBH re3pdraer 204 ankahbiciiom®ardinadid02al | actions required to
conplete a transacti succeed or . all fail; the transaction js an

i ndi vi si bl e uni t* 8P %@FW&“@SH%’?w&wfﬁﬁgﬂ@f?’ﬁfgf‘h&ff‘fséi’nsaf%“’?dr $action is

execut ed, tHBsIH&T @Bidiratdr b3, t%’??l ng Qlstolfeh 1os§tra%§8§§s§tﬁe§yzn&o&s&ﬁwro@s to the

state preceding initiation o e transaction. lsolation neans that each

t ransaét i orseids anacknpwlisdgmerhyo subsdnbingcrsiemadfPf.ons that may execute
concurrently. rabi Li as_that, the effect { h..transaction are
per manent aft e?fq %%re%elr'r%gné cfad?%%ng’i egéhc%aﬁgqcﬁ?%(a)%rd?%agorg g%f"ﬁ'gﬁ% %ﬂﬁ%’i&y ‘atom city,
consi st encyeondi§@citisodationpdnd ddtabii o inbaisadtions savi@hatedly thefredsiatidnt 0 as ACI D
properties. 15 Transaction coordinators 202 (gt;ef erably provide ACID
properti es SPArdEaF-sAoPAtivarans BAtAECIRYS &M IPLRIFERPICR TaRtasHIONSIERE a
transact i onyRtRGRSHH0LHSPR bh Haividible & . Cld:RRABERLAR HiPAHd gr - Suitable
transaction lgéldg}ge?%?lnglnoni torxs rlr%y l|mricl ude BEAS\ TUQFEDO Td{rggmeBEA Syst ens,

| nc., 1/BMQ tfansaationl is exesuted, thelype@nglieft ironcdiER, Tallpssatatdrostyrnatedhe E@iei na from

| BM Tr ansarC. ui £ abl.e ¢ nent. tr ction itors i ncl ad bi x 20
TV 1 1 om 1 s Rk S PR teRcich | RRRAH ais (RMaHF hpeliithn WIRptiERa Sy 20,
conbi nat i orotiek tr&isefdng Halifaycaedutd dvatedntdy PurhBiBfaaahs O thodifedispltar My be
conbined to forma transaction having,the ACID ‘i)r operties. Preferably, one

or nore pr‘@ﬂﬁé??%ﬁp?m%hﬁﬁq Bisdransagtiqn s canyBiged- of heggmbingtion ‘?fémﬂ}‘_ﬂﬁ’ess
fl ows depi %ﬁgstén'ay,ﬁéxﬁa?inn,%z duragilﬁwsare go%etiﬁ%mlrzz?d td %@E@Sﬁfﬂ?&eﬂ%@.ur ring

between the request and response ‘depicted in g. _nmay be combined to
f orm &5t r ansact iTeansdetion gegrdkerd@s pilopefenably provide ALCIPrmbrertics i @dibiobintadnt |

transactio i nat ar nent s..inter i .he 1. actio

b ocecat ng SRR AR RRRAER Rk d B aG il P SBERLE: ¢
flexible armadctiaohetier Vst yratdadionFpicessg nethitbds aky andide BEN TEXEBONQ
nonitor may. be_repl aced wth n. alternate_transactjon processi ng nonitor,
libraries WBEA%WF%A%M%M@J@ Mg cT‘?&ﬁf‘@EP%N%&‘S‘%P‘?‘Y@’f-%%I or
functi onal igngink GRNBMNEBEnatc. tﬁﬁaﬂ?@é&ﬁ(%%zﬁha&ﬁém f¥hnithrs 30 dddde ®Rk 0cessi ng
moni tor used. -22 WO 01/18721 PCT/USOQ 24663 Each of the above-listed

t ransa@t i oy dovdonnechemogiesise. hodBEA Weblagit SamBRA Sysiems, Inc.

Any combination of steps to be coordinated by a transaction coordinator may be

combined to form a transaction having the ACID properties. Preferably, one or more

pre-defined transactions are provided for each of the process flows depicted in Figs. 5-7.

Thus, for example, the steps occﬁrring between the request and response depicted in Fig. §
25 may be combined to form a transaction having ACID properties.

In a preferred embodiment, transaction coordinator components interact with the
transaction processing monitor via a transaction processing library. To facilitate a flexible
architecture whereby the implemented transaction processing monitor may be replaced with
an alternate transaction processing monitor, libraries may be written to access transaction-

30 processing-monitor functionality regardless of the particular brand of transaction processing

monitor used.
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relate to its suitability for incorporation in a transaction coordi nator of
the present system For exanple, TUXEDO transaction process nonitors are
desi gned t ¥Q¥#§72e: (1) a high-performance nessage- pasSrHPitthe (2)

di stributed transaction managenent, allowing 5 clients and servers to
partici pate i Each off th¢ atioyeHisteld mmiaopmynssmgdnqr@tomilnaqetamtpmaﬁlet conmi t

Tanager rieiedr e Suapunyr REE T TRe et FRuRBRK F Bl AR fone
regar dl esgpr@faniple mm@’t&da&ﬁiﬂ}ﬂg:essnﬁﬁﬂfoﬁﬁré dosigdlydarprevide (Klaoad bal anci ng

that automatically generates and manag parallel _copies of aﬁgl j cations

and ensurb@-pﬂﬁlﬂnﬁmyﬂfd%e'é%séﬁgﬁn%{“’r v ﬂ’éH‘b(‘E?ji “W%ﬁ%d?%&e‘%ﬁﬁé& W€hat 10

al | ows di gelelel o

onndot | TPkt hd PR Pk e bRkl chAGBIdAhA Idnfihs AN DO A

cont ext, Iﬁmts@mrangmnmy tomppifcatizng (3)Gn adplucatlord’@ﬂsn@emn maggenigtetfacst  enabl es

e R

fai | ures, profeh @) dynhiid workiSad GulGicing @it hatbibtically géherdtis@hid ilagageepatsllel manager
restarts 't he falled process 15 and recovers the failed programby rolling
back the topigsobenplieationnand eRgises that ghey greavenly uilirad (6) saqsagtion ﬁ?f’umgdg?ésm ng
moni(or s %§OWer%u?e?%§h]lc§ﬁ&sqg%ﬂ&8 the? up&péé&'x%mn()&s) cornttdonfesMagagponent
supp re ( access a range of programm hg | anguages (e.g. Visual C++,
Vi sual J+anf tlQaS))riﬁmmes Aikiuss l(asq:ﬂsmm@slsmepntmetc@ntﬁat agcbtirde obday (Flodsata e)

provi di ng, advanced, ssa eui n efits 4 prot ocol s,
recover ab‘fe(l?e BYTayEne r%?ﬁﬁ%i?ec?q% %‘815?%83 PR |‘%/heer nesa{s%%cae“sb%q‘g\rll% on-time,
i n-order ¢m&sapAutiREd (79 Extoraitic rbdiRedtiidn ippht:ﬂlohe'allulrd’spﬂralﬁﬁﬁomfdiﬂnreﬂ
transactions that contain other activities, such as database &dat es (6)

the abi | netyorkdaibwesnand node faures ‘%%F%@‘Fé?@er\ﬂ“i'ﬁg%fﬁ@m thed; %% preserve
dat i nt eﬂd'r&%vgt’ﬁ 'iﬁe%ledéﬁ@g@éﬂ%& i‘(ﬂﬂ?g I(a@ tﬂ?:%ah.‘.ach&h tﬁﬁsv%@g@;t)x%ﬂﬁ&y ption,
|ntegr|ty, signature support and (8) admnistrators the ability to
speci fy which IW@AQMMIQH pleoessicis moaiers fram Miraespft peecdspigngdito preyided) W ndows

NT Securi I W ndows
NT Ser ver%“}/léttgﬁézgmg Mgf:ﬂ SutpP tzjg%e%n%%%mﬁﬂﬁﬁgg é@ru,géegggé E‘F{%{E} prise
Edi ti on 4C®8+, Vlﬁua‘hlﬂ-ﬁir)(é]!)tﬁvfeo’{ﬂﬂmpen clobe meceive send, nd/ locat) peoniding edwncedased
routing, or the I s .needed refera run on NT

Ser ver anﬂei??ﬂee‘lr“ﬁ?‘i“g Be'f:eg (Ebsﬂ‘dﬁ‘gﬁvm‘? W B‘iﬁ%iswgéovﬁrat’lgamﬁﬁ’tgg%ﬁough 30 MBMQ
i s ayohi ghrdgnd Wd&ﬁ?&@négﬁ%ésaﬂﬁrdh&ﬁﬁé ngoﬂegma@ageldew@ﬁ@ mtabhﬂye» peecessary
features of -~ 01118721 PCT/ US00/ 24663 a transactlon ocess

moni t or, mbdtﬁ‘én}@ﬂgﬁ@aﬁws thet coptainsether aptivtiespsuch apdatabasepdales system

ability to commit or abort operations with other resources to preserve data integrity durmg

transactions (7) built-in message encryption, integrity, and signature support and (8)
administrators the ability to specify which MSMQ events should create an audit record in the
25 Windows NT Security Log.
MSMQ is typically included as a feature of both MS Windows NT Server, Standard
Edition 4.0 and MS Windows NT Server, and Enterprise Edition 4.0. If support for more
than twenty-five clients, cost-based routing, or the MSMQ Connector is needed, MSMQ is
preferably run on NT Server and Enterprise Edition 4.0. It should be noted that although

30 MSMQ is a high-performance message-passing engine, it does not have necessary features of
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| BM Encina is available from Transarc on many hardware platfornms including
Sun, IBM Digital Equipnment Corp., Hew ett Packard, and W ndows. |BM
Enci na transaobi/215 processing nonitors are designed to gomwsosisisss( 1)
interoperability to allow the devel opnent of distributed transaction

rocessin ' i I , I.de i 2
Bonour r ent »(aRat R ph RS b, il G Aol e UE B Bkl SRRLEIE atrs,
such as Orawtedy. Ingres, Inform x, or Sybase through an Xl OCpen XA

| i ti i.ng. i nt.erf d id i nf LUG.
et oner i 1 LM ERunS:saflic F6% Afercin My Sl a® plafifasatlofie Skt 10
requi ring asidhi bighmitquieh\@6:8., PewlcR Pa8BId) bk PWRidow3. 1B ERdiRBR#Sacansl

reliability required by transaction processing applications (4) an
ef fi ci%ent, pfogéssipg erositers pigtdesignedir pravides (Dontafoperabiiyiealioynihe ggve peafi ¢ | oad

bal . _ . . ; i . .
ond o o i ARRLEER e bt essBBAbNERIGr ha? BRI S hide VAR B E) OF oS
of the undaichiyérn gsdXmiltipds EAycomiplimadanigbabaton resburedvhanagss ssavag@racid,0 verify

the identities and 15 privileges of partjcipants in a transaction (7)
addi ti onal E%éf‘éd“f"t"&?“‘nﬁ% edfygueh wﬁmﬁma fcangesr%mwmsﬁmz%%cﬁaﬁéchecki ng

and faci | bioRte hirliahR WU EinfeRphbfis! iHefdRb sﬁiéQE\}?el b 2hid 7 AR Swittodd

enterprise-w de scalability in"order to support |arge nunbers of users and
| ar geltnourageiring edditienal sefivaiePp tee roeinframd (3) petfoadericn pat rehabilgn refqaietd it y to

permt effective managenent, T n an I QN .pr OGess| nitors are
desi gned t%gnﬁ?”col\?flgéch%fg%’r)% cﬁt§%955%8%133ﬁ1§@ ‘f(%%%&egig rgip h%?ém {nﬁtansacti on
managenent mgdjanisini (B dutahedtiv doad ibalhssigCdnt odplicatjonlohpplibdtien sérvdretotinaasé er (5)
dynam ¢ wor k|l oad bal anci.n 6) recoverable transaction.queujng (7)

appl i cat i oRSTFATAIF &p ?fk’f’\?f??_{e(_%')gﬁet?ﬁb@tb?ﬁg’g‘rﬁ “‘ﬁ‘!a SREER i“f‘?ﬁg”(“g’)'"sé’lgf}f?rmti c
recovery ( iflerlyidBDEaBesi8 S loling@oltikbhtd Shd sbhkrstibdrp i@ iglatigiane support
(Mcrosoft SQL Server, O'acle, and Sybase) and (12) Internet application

scal abi | i t privilegesef apttigippnts inye trapsaction @) gidistosnlseqrignmesdpniamy including
transactio | ] . ' £QY 1 a
ol arai ity SRt S bni Ao REe S SRS BIRL SRl JUINGAR 0
sessi on se@)enteiyriseiwRis acababiing itrdrdey to support fpedmbére of usam dndilathetaimbgats | N a

preferred epbodi t, the transacti.on.coordi nator_uses PKI X authentication
based on aoﬁfa a&gﬁﬁﬁecamﬁ@@ %ﬁﬁt‘ﬂ/fﬁiﬁ]@f e S TRGE YRR b nechani sns
for services 3fbpRHiSHG AN rileSHR thoritbtl8dIBYedI8 pPvRIROM1Y 96bugs det ermi ned
by the entity operating tthe}g] transacti on cooérg%i nat gr. - c2)(2§V\10 01/18721

PCTI 3800/ 2@l wara{2hdigiribnted kangactinn management (Bplimefserverdpteisatiqnd4rebiahleled
v s U GUbeBi kAl P o o (e
application parallelization (8) two-phase commit processing (9) automatic recovery (10)

message-sensitive routing (11) multiple database support (Microsoft SQL Server, Oracle, and
Sybase) and (12) Internet application scalability and availability.

25 In a preferred embodiment, each transaction coordinator in the present system is
adapted to provide a plurality of security services including: authentication, authorization,
session security, message security, non-repudiation, and auditing.

In a preferred embodiment, the transaction coordinator uses PKIX authentication
based on a PKI defined by root entity 110. Other authentication mechanisms for services

30 outside the present system may be supported as determined by the entity operating the

{ransaction coordinator.
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In a preferred enbodi ment, the secure socket |ayer protocol provides
session | evel authentication. The secure sockets | ayer grot ocol consists
of two pha®¥@eus@ver-side 5 authentication and opti onal PEVV¥NR46E} de

aut hentication. A given transaction coordi nator 202 acts as a server when
it receives regnupdférelcabodinens bathaticationdnprbiided throngh detusoof digigt di nat or
and as a client when it transmts a reguest to ?égther t ran cbi gn

coor di nat #gnatyresy Authegicatiop may ik place ptihe se3HoRJAYS ?‘SSrsrageAe pthy

receives a r eCIH‘i }eférfe‘aréhﬂ’:o&h{eﬁmthe securd SRR la@@ﬂg‘}mc@l%ﬁ&@‘Q&sbh&vﬂﬂl lity
certificate to e client (step 9004). In step 9006, client 10 95

gener at esalahqnutﬂtxpm Klesysecwrn sookpts dayex profoed| consistsefitye Pil%?esp sVeresideey and sends
It t ser V%ﬁﬁ‘ggﬁﬂgﬁ fi?cp oq(lggg)cher%t r}bd%taﬁ@lf:rgggt?on E’FQIV&{ tr:«gxgac}l[:iﬁﬁ %0dr&1ﬁ319{ idéat e key

to r covef™ Sen and aut henticates 1tself to

client 95adW/asiagktverWwiRg 1ﬁre6@$ﬁ&@ﬁ1emjﬁhﬁlatcuﬂahﬁcbrmdtlmruﬂaasacqmﬂxiomdma&y
received fromthe client. Subsequent data is encryptéd and aut henti cat ed

with keyandgsaicher Whes Hhippsmits)a IERestJe ARMLIEr SAnACHAN ROMEROr 5 Secure socket
| ayer server- SF% ﬁ:ﬂ%@g&lﬁ&é QBhlit 08, &lsbOBL90FeceiRs k RQjiiestifoth AR it 1S

conmuni cat i ng r st de authentication is preferabl { reqw red for all
sessi ons 8¥6step %W)cdmdrsstdﬁms hatitityzamsificate trihe eligkb(sisp 204). Imsten Y6, glignt

aut henti c % Tﬁ.hs]alpgatc keghé[nﬁlgftptsqé wﬁyﬁlg serpé%ss%ggﬁc lgé'emp Qéydg ft t(lf?éfv ght ificate

of the ro 'ty in Server certl icate
chai n. 20(stdp®004)0 Ielstey 2008, @pster Qmaiesttk pﬁntelayd@reaonelndmtpublaakcmscntlbm step

10002, server 90 sends a ‘ﬁg client 95. O t ?ut nticates

i tsel f toclisst %@@@Wﬂ%‘ﬁﬁﬁ%& Ry Irehge W?Sﬁagetagﬂlﬁ? R z’QF and
returning me k%%ﬁk@éideocﬁ’cﬁﬁ kRngent, Wh{séeqdehﬁda@ﬁb bhypteyandaiihehticant aitht 0 t he
server (s ep 1000 Secure socket |ayer client-side authentication ensures

that cli ehtyswmim@esh@tﬂmemed pbligkeyt ity certificate and the
accoppanying p e!c\lfr%tsgcléé YerA? hen%@e%utﬂeﬂtn%n&{ Sl cﬁg'ft@gwmmﬁh whéh Ul €

socket |ayer cTient- rcatron 1s option s enployed if
relying aisd:omnﬁmuamg; ;&mer-mdpamhcmumwnme&@mydgqmd foratjsessiongipygrrt al | y

i gned ts f lients i d 202w, , and
209R must NreEREr AN Bxlieee b BRFIE AR EAERENAN RN e TP - 21

authority bs@es*s Srﬁlbh@lEHy caniﬁcathbfmemurhﬁ@mmmmmsenvelogo&amhtyo det ermi ne
that 30 c |ent 95 holds a valid root certificate. -25 WO 01/18721 PC
| USOO 24 66Stifisaie ¢haiss ef erred enmbodi nent, at the session |evel, issuing

par thgi pant 10g; amid ﬁsya R i dok SiaD ARhentiBioRUINASY 10000 QeivBEIERhAES 10 -
their custoner €lien Ssui ng Eartl ci pant 102 and rel yi ng partici pant

104 may akhadlengecaichient emsel@m P5 suthenticatexitselfitn seevier PO by dgningthe hallenge o
with its private key and returning the signed challenge, with its public key certificate, to the

server (step 10004).
Secure socket layer client-side authentication ensures that client 95 possesses a valid
25 utility certificate and the accompanying private key. As noted, in a preferred embodiment,
secure socket layer client-side authentication is optional but is employed if relying and
issuing participants 104 and 102 do not require digitally signed requests from clients 95.
Transaction coordinators 202y, 202gp, and 202; must possess the public key certificate of the
root certificate authority in the client’s utility certificate chain in order to determine that

30 client 95 holds a valid root certificate.
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transacti on coordi nators 2021P, 202,p, and 202R at the tine a session is
established. Thus, if 5 client 95 is not an authorized custonmer of the
partici pant wotkisss ch it is communi cating, the transactromusseersei nat or
for that participant may term nate the session before processing a _
message. Part i cipARke iR plR Rt GOl CesibH B OTRLG! faRtisaai 0 ANIAAAY | cat i on
at the session level in lieu of requiring nessadge | evel authent’ication. As
not ed, aut hparticipastt i0d authetivaie thetnselves da theip nustaaar diigntet dsssing Paicip202Pandand
2028 may 10 occur. eit at .the session |evel or .at.the, nessage |evel, or
both. T conyPRSRtepan e e Fant e S Ry GRIRRRAE provi de
aut hent i catyzQéhcidn dobRIMARSSAQS, 108Y,SindR02dhtdhd tahd ¥/sessidrdp bdigblighdd. MBGRIESt S sent
to transaction coordinator 20212P. However, as previously nentioned, a
part i c? pantcligihyps i nppan athsrized quatopienef theparépans witlhwhieh  igfommynistiog thee

aut henti caty : | Mo I bSi L ock/fl ow
di agrami| jefihed ‘1%8‘%5@%?2‘?39% g%i{(ﬁ as“é"a'%é@“gﬁ‘? eé‘%"‘tsik’%‘@é’?‘ibgﬁg%}oa‘lf:erégrég As will
be descri begkssdghi Barjiriprmesssayayberatuirs chomerichienside aitkennesiva gethe sgssiasponses or
requests) sent.to transaction cqordinataqrs 202 by applying a digital

S gnature 19 P CbERTAREEE IS CHLARESOSEE | n ot op 1102. an

aut henti cati on RS adfiBntkAMdnbehes WalBetg Codrihiio R0, QOZ"R%,?anH 002.4hyverify
t he S|8nature on a received nessage using the sender's public key

certi ¥ cat @ceuygitesapi the sesvon levi! pratihranepsags dgyel, on hoths tlp gortrpgtgrelydn hent i cati on
nmodul e 408 I AL t : der
posseases Siaants MG, OGN froB b et pERE s B0 1L BRAIRETE.
certifi cat esigningiall redoegys seni to gransattionicherdinaot 282, ¢ didwelercatmeviousiyne sender' s
chain. Portigns of the sender's chain,.such as the s(f:?fﬁer' s, public key
certifi cat &eNEPIFdsLpAticiRapHmeY AlsoIBAYHELEILING UL OREPEIFHEN Y he chai n may
be previ oushimesiconieadt tha séSh 206 and/ or cust oner dat abase 214, such as the
root's certificate, In step 1106, authentication nodule 408 calls a tine
sourc&S| 1 to oBigai hisgsempesite blaek/flow disswpdlivapiinga prpfaredivessesst t he

certificat GeEQNDEdShddsst NS Wik Bg?%'crgbe‘&h@d&gx&@%%ﬁ&gtgé {oStheftdat nﬁ@%&&i pant s

and root entity O "are prefera rovvi ded wt nchroni ze sour ces.
-26 WO 01/ 18¥Rhsd8CT teyBEIS) 466 Srandartitoprdink®ss 202 by hppiying atligital stigmdutedo 408
calls OCSP respondey. 204 to check that the certificates in the signer's
chain, ot h&F2¢ %fﬁm?‘{fa BEHEd i n hardware security nodul e 218, have not

been revoked. Massapdq 02 4h B@RntieRlonQibdAle0MB IR hardShifc RRASITy heaifd 218fto
aut hentication than session 5 authentication. Session authentication uses

utili g@, ke3Y§f?fY|ﬂPF q'ﬁﬁ@reaqq a regeiyed message usipgthe sander’s public key certificate typically
sent with the message. In step 1104, authentication module 408 calls hardware security
module 206 to check that the sender possesses a valid root warranty certificate by validating
the sender’s certificate chain, beginning with the root’s certificate in the sender’s chain.
Portions of the sender’s chain, such as the sender’s public key certificate, are sent with the
25 message. Other portions of the chain may be previously stored in HSM 206 and/or customer
database 214, such as the root’s certificate.
In step 1106, authentication module 408 calls a time source 11 to obtain the current
time and verify that none of the certificates comprising the sender’s chain have expired. All

participants and root entity 110 are preferably provided with synchronized time sources.
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performed on utility keys, therefore neither a client nor a server wll

| earn during the authentication process if an SSL certificate has been
revoked. | WQe#STHon, utility keys are stored unprotect BdVEW2H8 anyone

i n possession of the token on which the key is stored can nmasquerade as

t he aut hor i zednsspr 108)avthenticgtidnayasiulech9s chlls QE FReresprader, 206te disclathat theed to 10
provi de ness ent | cal i on, Q essing the
token is ?F&tacggﬂ tﬁ‘% PERE 5" alB tlﬁerél%:ag@lsoss g‘ 8;6? ﬁ%d&&ggﬁﬁﬁn%%yudg%gzag as the
aut hor i zeghvdn6tbeen fevakddl ef erred enbodi nent, custoner authorization check

nodul e 418 (see Fig. 5) .checks to nake s lquhe re uest r of .a service is
aut hori zed to M%@Wﬂ?ﬂ%ﬁt‘%@fwlé{‘é“FBPE“E“LYF a’é‘@’tt Ahiciiiey

aut hori za dtﬁéﬁméutlﬁ éé‘sgfaﬁ%mﬂémﬁaﬁdméé deiYity By s.bf gLRkSY, BCRP dndck ik hot Sessi on

| evel” aut hentication or nessage | evel authéntication. Preferably, custoner
aut hor i zapérformedercitilitp BeiscthaeBromeithararliertmony sarvr vl leamrduche ik by

d f
U or oot Prget s Y et cnered fen sl JMakARIATERRRL IO

a list of g3l APrbeed SSBhSankSheGh §6§§é§§16n dﬁmal&a&e oR Mlch Itlna lay }iHsﬁcfred e

enbodi nent, the customer authorization check ma qlﬁ ed on a Egrt of the
di sti ngui BRMerade sdheauthorized wssr- AWprrantekeys; qniheo Frsllap IChAZG USRS

subofgli na fildon, 1S protekied dltht t Eée&ﬁigﬂh@déké}ﬁﬁ hby' S

di s?llr(ﬁgw Eﬁ? ggn}e%,géhnﬁ%ﬁt %{gﬂ elg based on trﬁgglgr?tol re di stingui shed nane,
such t hat suffitigntspgmn hdcessus thekepansl masgheradezas the a@thorigedeuseraut hori zati on check
nodul e 418 may perf t hori atl on_ch I I For
exanpl e, ?;On?rar%n% gB%ﬁI)ll ’l |Stt°mefr g‘ﬁﬁ%\}ﬁ’) rg b l'&’d{sﬁerg'\l/# @4@#; Dt he user
25 | evel ,cK&kitﬁ nﬁiklaﬁmfeﬂfe réiﬁié;tox&ﬁ'ra\se:@hﬁ 1stm;stmﬁzed’tofredee/eﬂmsdmce &Forsuch as the
anount of coIIateraI a. user has. referred enbodi rrent %}{gansactlon

coor di nat Brgosspof dstcsmining aghacizatipn ‘L.'E[ﬁq}‘ sipr's idsnfity 'Ha%%e feEmnsd oM | ayer

(SSLys SSLCS%IMIPIGQQ LitheREAMbES: hdisa 8 1dvaalRnitatisie St RMbESEIstdnley :
confidentrality, data integrity, and session authentication. Preferably,

al | comumitberizatienscheck BOdn fil & pesfarmes anrautherization chesk &y GairasHES e Rsexise
ted t
e T L e A

the present Sys y Provi ded use of digital
si gnat ur esnd dongpiating this agmatunrltstsofpamthmﬁw usewo il @soner ddtabasstidgdn & preferted y :

aut henti cat | op data inteqgr ita atur al | rovi de
aut hent i c&‘?‘}’?fﬂlmf'f‘}r £ G IINE ag@@r %‘E‘XD %‘FB‘?%‘S’( é%lgaﬁgl Vat %fi}?s{éjél\%mg"%h%r e used
for @dd g nid R&méTBShaE Qfy uder ﬁﬁh a@%]sﬁﬁgh@éhe& ﬁame}fhx@bﬂd&iateﬁb g'feéﬁnulicﬁﬁ iptiakien'abl y )

provi de data_integrity throug e use 0 sh or est that is
gener at ed c@nﬁvwﬁm%ﬁ gistingpsieRapce It cw@aﬁg ogithfernpiee di fie disting uishel

name, such that only specific users are authorized.

Customer authorization check module 418 may perform authorization checks at
multiple levels. For example, it may have the capability to allow or deny services at the user
25 level, or to allow or deny services based on finer criteria, such as the amount of collateral a
user has.
In a preferred embodiment, transaction coordinators 202 provide session security
using a secure socket layer (SSL). SSL typically provide three levels of session security:
confidentiality, data integrity, and session authentication. Preferably, all communications to

30 and from transaction coordinators 202 are encrypted using SSL.
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provide a "fingerprint" of the data such that if any bit of the signed data
is nodified, a. different "fingerprint™ will result and the recipient of
the data w Iyongts7he able to verify the signature. 10 | ne@rnmsetgsy ed
enbodi ment, confidentiality is provided at the session level for all root
conmmuni cat i ons. God JeANRS ! I % I&=10]| Li Wi th
confidentiali tyM-rg%z%etssre speg}t#}?gﬁg egggyg%‘g?:’t %}%tc%% 9’@1\8 dl)éﬁ%géﬂgr e?%ror ed
enbodi nent digitaldiprituzess Bigilabsigmonestiravddedwo 2021s oBmessase saturitdatthemieattbed t o
ensure non-repudj ati.on _of. a perforned . service jn logs and ensures the
ntegrity 8 toREEys gl sERseL YR g ity e FERgLRE
pref er abl Ypﬂftéb\ted%%tg!d%b,ﬂ@i@h&%ﬂ%lf&tsigﬂlhgfnﬁssagké. services it perforns for
relyi ng custoner 108. Thus, for each service perforned, transaction

a

coor di hat or 202&pnoted abeie.igiebsignabises prefesatin prowide date dntgaritthrough Sewpe afo8 but
al so retai | 1 : r ] f Ies
vl ved 1 A 04 seb@he HPREEAER phek oo tIa] B Rl BBReR, MeNBRORRELST o
servi ce. 2@rdvidea “fingdngrinteol thaBurdiuar thit if aliygiit oflthe)sighed daelismpsifeges provi de
the basis for thj non-repudi ati on. As noted, for, exanple, in. the context
of the val Flferenbr ey villasel muite eaiste! tiedahaslmpte e ¥ s 202
mai ntai n agaguef all received messages for non-repudiation purposes.

Preferably, transaction coordinators 202 | og nessages e>_<act|i; as_ received
and d&0 not par sk a pefeirddembpdimenp cenfidensintityds providadhst theosepsian lovchfr 2l tnoh t he
format in W . .ecel A 1 I ages
renders théémes slg%g}lg%e\g%ﬁbgal&&sﬁaﬁdgq ﬁjf gg ﬁeﬁg\%}f %Hpglgf g:ﬁg%%&?%%gﬁ%@gg t he
nmessage unspacifizhibe rdooentirpt0. epudi ati on purposes. |In a preferred

enbodi nent, each recgi ved ssage is tine stanped ar f.the

non- r epudi at i on"ddt 'Fﬁﬂeﬁggwgéghé’i&%sa&%%‘d@?r “éﬁ’r&ﬁ% “?i_éﬁi‘cﬂafaz“&f"?eén checks
performed ad erdure @65-tephidiatfi dla peiforiredBorvily 8 f60s AR Ynsukeh BreliAtbRitPof thék@

aut hori zation check is a signéd attribute in 30 the response and is

capt ut®d i fegsalipneramplacelying prigivantd 04 preferaply mayidgrnah aTeRYSBOPPDE8R |1 n a
‘ q " . " _ . on &
preferred ebadl lﬂﬁéﬁérmé {o?@ﬁﬁa%@g{aq%mfs. R ng egc%%gﬁk%%gnlg%g%?,' LRt 1 on for

audi ti ng purposes. Secu 0gs nmay’ be use potenti al

att acks agaoaréinatbiiz®2, st rprovideda gspoasesol sgdying cussonren riEbut also reteiusadlt S from
non- custongrs or a suspi cipous nurmher of.invalid sjgnatyres.. Security audit
ogs ay ares sy shuf Geteay Bafpet Ol R e e R U SRRy oy bo
conpr o segedaghRmBvihd ploSidk®Mekérede.and its associated certificate is
revoked. The securitfy audit logs may preferably be used to determne if

transéttions obB@neieged pmheginent digiplbraigned meesgges provide the basis for this

non-repudiation. As noted, for example, in the context of the validation service described

above, transaction coordinators 202 maintain a log of all received messages for
non-repudiation purposes. Preferably, transaction coordinators 202 log messages exactly as
received and do not parse, modify, or store messages in any format other than the format in
25 which they were received. Modification of received messages renders the message’s digital
signature unverifiable and thus makes the message unsuitable for non-repudiation purposes.
In a preferred embodiment, each received message is time stamped as part of the
non-repudiation service. Responses are associated with authorization checks performed at a
certain point in time. Preferably, the time of the authorization check is a signed attribute in

30 the response and is captured in raw fransaction log 212.
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An audit trail is maintained for purposes of dispute resolution,

non-repudi ation, and billings. In a preferred enbodi nent, a transaction
coor di nat ow0 @¢8728very nessage that it 10 sends or receP&EE8SAA$53 ogs t he
entire nmessage. Messages nay be logged in "raw' format. Alternatively, the
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address, the U a‘@f‘“{%ﬂé&gﬁ@@%kﬁﬁhﬁ?%? Mls%lgg%eyéll'?éorﬁg%}?febservi ces
conponent biBi@s. (Intapneferired embydin®nt, prtrahsactdy sporskinator lags svery smessggethat it

co ni cati gns component that .establishes a e t essi on
bt den' RS SEGeOR S Jop i ey s Aol oY bEIoBRIE it >
conmmuni cah jtéifatively, the Aafsattion@dordiratd i bieak e nidseags énalitecastituentipadst i on
conponent perforns session_ authentication, .above. Thus, when

rn as descr.i be
t ransact i 84 skseitdn mighema ush that the e&%reé"?&geé"fns@d?wf‘ﬁﬁ‘c? %P BapRsiithi cat i ons

conponent %;9£e9\vés AL FEANE Th § bR SRibOMmRHE [R9hrk ©BLIcAR nafiet HEMof QRNGS!
client-side session authentication. In contrast, when transaction

coor di nat cmn@(e falsified added /delietsd { alyged)prithouteheing deteptedminiddiiondhd conponent
is responsible. for thenticati . : ' ; ction
coorth nat Byeegion Shor Rl §Bbispft 8 ! Bl prliofily el 6 porkb@BRE” | O
security &avegeneral datgino s fosmatosadably bapCEEwivtignt Hkis key bewloastlyi s
encrypted

o 1 ho. ¢ reHHelsbily cxaarapt breadrsrosiros BReirery PR Fh el 7o or

Subs equenfndRmEgSiowdt ity PRicME6ind! fi6cebs\dt May ilbctinahen entirelytmated t h t hat
session key. Fig. 12 1s a conposite block/flow di agr%gcnthat depicts a
preferreds)émdi(kﬁ’éwswCPW@n@%é%Fqlﬁt%ﬁoé?%‘Wﬁﬁmﬁné JILi‘wt®®Bd with

conpgnent g, ol t’iq%r}ﬁa%qﬂél&{l, &A% 4 lé}g&é?ﬁ $p 2diZess, e URD OPMhe pbst SMTP héadet N St ep

120Z," a requéest 1s recelive y transport services conponent 306. In step
1204, traasport services conponent 306 delivers the request to request

ranager 304. Transport services component 306 (shown in Fig. 3) preferably comprises a secure

communications component that establishes a secure socket layer session between transaction
coordinator 202 and the entity with which it is communicating. In a preferred embodiment,

25 the secure communication component performs session authentication, as described above.
Thus, when transaction coordinator 202 acts as a server 90, the secure communications
component provides server-side session authentication and may request client-side session
authentication. In contrast, when transaction coordinator 202 acts as a client 95, the secure
communications component is responsible for authenticating server 90.

30 As a client, transaction coordinator 202 is also preferably responsible for establishing

session security by generating a session key and sending the key, which is encrypted with the
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Preferably, request nmanager 304 ensures that all security-related functions
are perfornmed on incom ng nessages before the nessages are processed. 10
In step 1206womegiesst manager calls | oggi ng conponent 320edtudeagisthe raw
request data. Logging conponent 320 gathers the data required to support

non- repudi gl an A8 KAl dd et BRGNS o Bl L PAYERLT, and responses

are preferably 1°ogged-as receive request manager 304

det er m nes cohmanisatgnSthueqeirominanicapue bdtwesn the sgiartiesiare encrgtepwitR @ | f

request manager . 304 determ nes that the request does not need to 15 be

si gned, re{ 1§’E’kf"1>fanager 304 calls custoner authorization check nodul e 54

with the clientigsidikshlcbhyosf@blobil/NSRBRgalthadRcd 2 hferiel chBSHIRSH oBRRAgET
304 determ nes that a sighature is required, request mnmanager 304 calls

cust oner astdyEhticlesant Sawserdediatedagith compogerapofiranspctiqnsoerdingiors 23t Went i cat i on

cortifi cat SOBGERE b B R B A A ERo@ eI LB BRAPE 1) o1 g

conponent 34 1 P04 uhithpsit SERESR Gemp@Rh 306 eliveek thelznudst 1B réquest naegst 804, and
message aut hentjcation services. Signi rrla% conponent. 324 interfaces with
har dwar e s&EIFRRIY, TRBSHTeRnoees S04 drswrs el sraitarelated Aystioppaspprriormehent i ons.

Root 110 mcg&ﬁgqmsyag&p&q&g%%&Qge%x%@gssegi_ gnature nethod that will be

used to sign all” transactions. 25°Si gning conponent 324 preferably

i ntert@ces wi t hinstapdhiBé.eeavest nanagpr eadld lgaing tempenepléy2 ¢ hog thelrkw eqappt ogr aphi ¢
functions involved in th } re.verlfi i,on. .pr S L 1216,
cust oner a&%ﬁ'e}ﬁ%{%%%ﬁotgnﬁ °ﬁ%“§%%£ﬁ{ %(1: %Eﬁ(rfq@%é tos?“ﬁ?%rg&%fé?%éﬁgﬁtsa Cgmer' S
warranty cenditidd. 4 rotddyabsensll fequeats aadittesinsdsQreHetrable $qpoadiarreddPAdVi a

certificate status check conponent 414, as descri bed above. 30 In step
1218, cust omer a‘%\ﬁ%e‘ﬁﬁé%%?%ﬁ#%% 0&F 118 SEntIE R CAEAYAYNAS zati on check
nmodul € 418;%:&%11. t10 8tep Y100 11BEqusst WRhdeRPE04 elizhinkd Gatlge reﬁﬂlstﬁio@@nol%?é&toCUSt oner
aut hori zation -30 01/ 187q21 PCT/US00/ 24663 check nodul e 418 checks

cust ober da¢ sibreslereguest manageidd4 sallssustorperrapthgdzation eheek medile & withieoner

aut hori zed _t 9 _.Qhf: @l . equested service. In step 1222, a response
regar di ng cgéglttgg{r]@g#lg%t%’s returned to request manager 304 and processing

of system provi betkpdet 3 iitreguestonunhgen 085 daamites dfat beighaahoiseequiredreafuestr ed
coouri Ly SLEETROLS, L tetuerk cormnleahl i Releeg ansaction
ot her trangagdnieRionGRALRIJ0AVEIRs WelslgnROW JAehTRek A8 ValidiRE &R chtigtfE r ed
O T chin by calling signing cotmponent 324.

Preferably, signing component 324 provides message security and supports the
session and message authentication services. Signing component 324 interfaces with
hardware security module 218, which performs all cryptographic functions. Root 110
preferably specifies the digital signature method that will be used to sign all transactions.

25 Signing component 324 preferably interfaces with hardware security module 218 to perform
all cryptographic functions involved in the signature verification process.

In step 1216, customer authentication module 408 checks the status of the customer’s
warranty certificate by sending a request to OCSP responder 204 via certificate status check
component 414, as described above.

30 In step 1218, customer authentication module 110 calls customer authorization check

module 418 with the customer’s warranty certificate. In step 1220, customer authorization
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context of an exanple in which relying custoner 108 subnits a request to
relying participant 104. 10 When transaction coordinator 202 of relying
partici panWOOMI872dcei ves a request from a relying cust oRelU

transacti on coordi nator 202Rp aut henticates the request. Si gnatur es are

t ypi cal | yche@mbdideld Brchatils cnstermerglambase 214 toamikeansdlod zieqmest:@med"ronraa or 202Rp by

relying custoner, 108 addi tion ransaction or di nat or

require r%ﬂsE?Fﬁga‘&FfFﬁqr@P%%g‘;W:gLﬁffﬁfm g‘bﬂzzlégci’gfp:;ﬁey%im 1I';z‘(ei Se}ap si de
sessi on aykie teflitned &5t 81 ¥ 304 dnd PEREsINGdE € ro@dided

provi des aut hgnt%clﬁgatel one of réal rressgges |t@ sendﬂsg toﬁ?rel t))ll ng c?Jstorrer 108.
| n addi tlmunueﬁaﬁé@embedﬁb@@ordl nator 202Rp provides secure socket |ayer
server-side seg Sf‘e dosgkﬁrpﬁ “efgb?é}h n?i‘fo)“@e%& n%%énﬁﬁlﬁﬁh{? sibStwes] Alllshcidd Wi th

relyirng cust one er re Iment, transaction coordi nator

202Rp perédbfdﬁat(ﬂ'klhlﬁmﬁm fotlioivirig enﬂﬁesChBtdnﬁarst, OC0Setrespondees, add othdryanspctianst oner

108 is an exi sting_ cust in rticlpant r action

coor di nat W’Q%WEW‘%&Q&“WOWS&Q?%%%&W e@ﬁ@'g%gscpg ‘@8?}& mne if

relying cysiisy anJeQ§n¢l§ 1@Nﬁl@9félﬁﬁ‘§icdsfbn{e9m éﬁBm‘itE'@réqﬁ@é? td¥elyifp\Rtticgfans €r Vi Ce

bei ng requested. Preferably, relying custoner 108 has an entry in custoner

dat abase PM4Rp that lists the services to which it is entitled.

Preferably, i nane
9 ﬁyx‘%,{kgmg%ggq%&d&8§ré e gt flbibg gﬁﬂc@m(ﬁ odlvald BoiR !

as It exists certl cate al so by its
di sti ngui shnglanwnis 108, tr&nsiaai(ﬁl coordina®r B3} mtthenticatési the mqucﬁst |Slgrsmn'esr e socket

| ayer client-si e Sess aut henti cati on i s .aspect of t he
transacti A Ty Fequir 0%&}“??@356?1?%?0&{%6“4%?’1 ‘H’”%Eﬁ%o %&2}@’3’ r ol

aut hor i zagisRihed 264 A8 A8ditidr) tranAERIYobRhaBYROZL, fiRP tequirt Byifg &ﬁtoﬁﬂ:ﬁ 1(1185"[ ween
relying customer 108 and 30 transacti on coordi nator 202Rp are encrypted in
accor dancte papyide szpleequketdﬁxeéﬁ%e%ﬁéﬁqsﬂ%a%‘}eml?%? entity 100 and
servgl-side ay bepkicq L:h&?&lohc%{ c%rﬂﬂﬁﬂof Wﬁ%dé’é‘a%eﬂ&c’a&&? Sfallheskdgedf)/ 21663
Typi €al | y, nmessages "éxc fel yi ng custoner 108 and transaction
coor di nat mnds?ﬁzapmgrcestom@ 1th1 Iryadshtgmetchnsa@neri eqoasbtla}or J02erprerdddsseruroor di nat or
202Rp veri f ned .mess S_frec cate
chai n, anﬁockﬁjﬂ're&e"feﬁé S'm(‘:g‘r’tﬁg? eopes en‘?x%{ egs&&i%%& gl}’n avlreewrllJI been
revoked b@t@mmt)s on, transactl on coor di nat or 202Rp signs all 5 nessages
it sends to relying custonmer 108. In_a prefterr di nen tr.ansacti on
coor di nator 208 &P’%F‘B‘?ﬂ%‘g? &‘%N"‘Pﬁ?ﬁ‘ﬂfﬁ‘i P’l’dﬁﬁmg& P'E’g"”fnﬁra 4’@‘79"?1% cust oner

108. 5o ang@kid BRALARAEIMAVRE AR 108 B Makishind Q8Gma} bf eBHRPARRant

104. Transaction coordinator 202z, may also perform authorization checks to determine if

relying customer 108 is authorized to receive the type or level of service being requested.
Preferably, relying customer 108 has an entry in customer database 2145 that lists the
services to which it is entitled. Preferably, relying customer 108 is identified by a

25 distinguished name as it exists in its warranty certificate and may also be identified by its
distinguished name as it exists in its utility certificate if secure socket layer client-side session
authentication is employed. This aspect of the transaction coordinator may be integrated
with COTS access control / authorization packages.

In a preferred embodiment, transmissions between relying customer 108 and
30 transaction coordinator 202, are encrypted in accordance with specifications specified by

root entity 100 and server-side authentication is required.
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relating to requests for service received fromany root conponent. This

i ncl udes ot her conponents of transaction coordi nator 202Rp as wel |l as
conponent s oWwaoithenripartici pants and 10 root 110. Prefer ablivsochedsyi Ng
participant 104 logs all requests for services fromrelying custoner 108

and 21t asknowl Q9B Rl SER Al REMEE] ¥y SUSHOITSs A0 fadadig 2t | 19, L he

receipt of are Inorder to romrep 241°n cl ai ns
fromits cumbsimete 202pam dpielesiped. Erdfodilyrentsactiohansditiatop RO rdicH Al Or
202Rp logs all .requests fo rvices fromrelyi custoner 108 for

audi ting pusl’%gg‘f%a%é&ﬁcﬂf‘g@f@‘%ﬁ t%f”@ﬁ?‘igh%ﬁfcﬁ%‘ﬁ% theeertifirated ot
potential akias ke cBgRhf8hot h¥8n FYeERMANRIIA! BMA6h éJord’i%gZ@ﬁﬁ stoQf ?II

services were received after a key conprom se occurred. Auditing o
requesPs neesEALEHit prads togelying sustempedf8. any billing disputes that may arise.

In a preferred i - i coardi nat.rs 2021P, 202Rp, and 202R
comuni cat e resgxgigg %%/eg'? @E%b%%ﬁ%%&ﬁagg%noc g%?‘?pofgﬁ%woﬁ' f%a NOLISRITIRR onl y
i.e., OCSP seBfrerfasplgindensorhdrd08.aTansatidii cdotdhgior 202, e pRbia) lokdwal fedpdhdeon. TO
request a reﬁgonse froman QCSP resgq%nder 204 at anot her fI nanci al

i nstituti o SeRMRETRNESS FOBIFEVIFRISTeIYFA d1oBY BB Pt GyRaTeBu s inchelenether fi nanci al
i nsti tuti onompbiedR SR &hdsAiof @6d:HinRat B i rs
2041Pi 204Rp, ~and. 2048 know tﬁe_i_deﬁ{zi“’t%g%"g%la%ﬁ%%’%ﬂ%?@@ﬁﬁ%@ Rley are
recei ¥Png dostddfeBrelezably. relinspactidipant tMdogi allacquesss RO Sk FicesIo@Relyimnd 202R 25

know t he i LLV:nef ' fromwhich they. are recejyi an OCSP
response. %ﬁ%{:ﬁg&rg@??n d %g%cﬁg%:‘}g%%%ne f%arﬁcse%%ggrﬂ re?%l(‘}? ﬁli’sﬁoé?edﬁéé/ﬁ‘ggfﬁg B02Rp, and
202R and OGSRipt eSpesebesesin 3fiédto, prétert Riplf framspRidBnlcnoms frhatits thfmad e

recei ving nessages_f cal process wthout_any explicit

oma J [
aut henti cation. %prf’{‘?frgg ehogiment, tapsartion coprdmaiop 2iar lopsgibreaussisiient i cat i on

nor si gned stQRBESSH radfify cusRMHeE | 6Ffor SIRNEY Phrpo SRl ESR Set041p, 204Rp,
and 2048 may typi calﬁ/ﬁgsi gn all responsé? FSDB andctranésaas@)fglt(:?s:&o(rell coordi nators

202w, 1202 RFdmighgratop oar deiegt Rojeptielarthsks againspihe sistpreahdrdetepoins éseduests faccor dance
with the InLer CXSR PR i.on.. - 1/ 18721 PCT/ US00Q/ 24663

| transac'zg i&oﬁzgsﬁ%eorg |cﬁatorse§§8§}léfb%%%fcﬁr§e§h%ﬁ@?ﬁogﬁﬂue Y88 8Bnder s
20411., 204s8et tp suppdrt 204851 ling disputes thatnhayaditeed and cannot ascertain

unambi guously w th om they. are  conmuni cati ng,. authentication between the
conponents is \m’"eafpé?vg‘ﬁﬁﬁr?mé’é’tﬁet%E{ansaﬁl?flr‘f@?f?’inétﬁfsizg rdP2rctidedts may be
either at thamagisat ABpdceWd with OCREe rag&ﬁeﬁqo?,gm@& -,aﬁdé%&mm Leabbop of

respoglses is preferably at the nessage | evel and nay be at the session
| evel 2V as Vgspendersthat prs withingheir Eeanginl ipgtitutiona o request atsspanse Sowrad OGHPor s

2021P, 202 ré&po@@zdmaggﬁlo%r Bfncial institution, communications must preferably go through
the other financial institution’s transaction coordinator 202.
Preferably, OCSP responders 2045, 204y;, and 204, know the identity of the entity
from which they are receiving a request and transaction coordinators 202, 2025, and 2025
25 know the identity of the entity from which they are receiving an OCSP response. Preferably,
co-located transaction coordinators 202, 202, and 202, and OCSP responders 204p, 204,
and 204, know that they are receiving messages from a local process without any explicit
authentication. In this case, neither secure socket layer authentication nor signed requests are
required. However, OCSP responders 204,p, 204;, and 204, may typically sign all responses
30 and transaction coordinators 202, 202,, and 202 may typically accept signed responses in

accordance with the Internet PKI OCSP specification.
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typically perform authorization checks on OCSP responders 2041x, 2041,,,
and 204R since OCSP responders 204,,,, 204R1,, and 2041, do not typically
request se™@B¥¥7Hrom transaction 10 coordi nators 2021PPCHESM2663 3nd 2028.
Because OCSP responders 204 are preferably co-located with their respective
transacti on cdétrahisaaiooreordidatorst202p20R5sandr203 candQEYP responders 80y, AWrp0t

typically to be rovided for co ni cations b en them Because the
t Wo conpoﬁ@ 3 8°tc°t5’h‘5%ﬁ“?‘?é’6‘8 °W“P{ﬁsﬁe‘§r‘%w&%tg§P"i¥m%f’ \é\vﬁﬂxgﬁlﬁcytaﬁ%t i's

conpl et el yonithelBéatihf Qudenida@bn Btwanehd donpoadntd is bRefdrildy kdglirédon, prot ection
can preferably be provided througg policy_as opposed to |nplenentation of

: p
security Aubentieptionsof requgmtymay be eithert dhe ssEigda) pethe msssags levd- | ocat ed, the

trangm ssjket?lﬁntﬁﬁﬁoxflfgéesﬁ{)x?sg% i tp;e?%?&lf&tttﬁgm Q%él‘l?gel Qg:% M@%Ke AlheAgkont hat coul d

conproni se the con e Integ e transm ssions.
Pr ef er abl yelSfslwells used to provide this protection. 20 In-a preferred

enbodi nent, each OCGSP responder 204 j.s co-].ocat | | t spective
transaction cglbfr‘l'tﬁ’?" dFeog ?e‘gtﬁﬁlqafl%?ﬁg%fb‘folob‘i\“ %8?@%‘%2@%?’ aﬁ%%o{"ﬁ&ng* ore need
not Si gNyflesily fRBNR abihoriZdNBPUREKs FHSESF RSRAAESL0£) 20418 DO siReponses i f
required By specifications specified by root entity 110. In cases where
OCSP r espORSRsesperlersi 20hed04thand 28t edqras ipically yeapesy sravicesifiom ransaction
signature_ of ..t er, | ct, in particular when the response is

di rgl?t ly Fe %%‘teags?gf‘{?ge ”’saél}rig?%'e bei ng provided. However, if transaction
coor di nat or 2(Rechass OEPUregoedera204@BSpreferabhypmrseatedswithatheir ofspeetive

aut henti cati on. check. on equest .for service .the r onse J s

typi cal | ytrﬁH?CtPBQ&gémf‘mSazﬁ ht%n%ﬁap%ch%ty&ﬁcg%gs&s_ d“cﬁ%ﬂs:;'picgﬁ@éag 5305%6 t he OCSP
check is pREKEPTNESminAnidRioNE BitWeenthieh NBécatse thotwd @mpofsheste édhtainedcoNni ng
request, not as part of 30 processing the request itself, Only information
rel ati ng wihingehysien exdionmentithat precomplftdy indet the gapten ehene fingngiddt o n f or
non-ysepudj aki b6 bRIvided 1R SRR s ophSedto OCSP -33 VO
01118721 3%@%0@%‘%@%’2‘?@%?5%@%%% typ?&c%ﬁoﬁnsl?bl oggoed when relying
parti ci paivpldehtition af segwiity snachapispsr t i ci pant 102 of the certificate in
question and the OCSP. requ ' I R - L ol a
service, e.g. ,ﬁ%‘ﬁeevgk ilfntéesg ﬁgrﬁé?ﬁggté rr‘)‘%b“%hg‘f 1(?&% %%ﬁ?a@%ﬁg%ﬁsﬁ?{:%t}%ﬁgl}?l ng a
val i dat i oproteezd@gdinst aétwotkmatacicaldt céld edrepromisk theacopfidehtalite dr therbuegritent |
there are no requirenments_to. | OCSP. r espanses for . security auditing
pur poses B@‘@%H@‘EWS'%@%E%%%L soredle Hﬁg‘f‘d"rﬁlfd’é‘é‘f"t’g@‘r vi ces of

tr apr@)a(:t i on  COoRaJiréted&f dmbdinent, RachAICSP RBpontEENR ifdRlobited Wity ement s to | og
OCSP requests
q respective transaction coordinator 202 and transaction coordinator 202 therefore need not

sign OCSP requests. However, OCSP responder 204 may sign responses if required by
specifications specified by root entity 110.
In cases where OCSP responses are signed, they are preferably logged with the

25 signature of the responder intact, in particular when the response is directly related to the
service being provided. However, if transaction coordinator 202 has requested an OCSP
response as part of an authentication check on a request for service, the OCSP response is
typically not logged for non-repudiation purposes. This is because the OCSP check is
performed to determine whether or not to process the incoming request, not as part of

30 processing the request itself. Only information relating to the processing of the request is

necessary to retain for non-repudiation purposes. In a preferred embodiment, local OCSP
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generated by transaction coordinators 202 for security auditing purposes
because transaction coordinator 202 cannot audit itself. 10 Preferably,
transacti on wg@kfsiypat ors authenticate all requests from opdggsehsRESacti on
coordinators. This is typically acconplished either by secure socket |ayer
client-sid ' ] O Lo a ftin Al I [ QN,..cont.i ing its
transacti o%s%%g%%? ér}gblggﬁ}{%& lgﬁﬁla)r("éhm g%haﬁ%ﬁ%rﬁééggﬂg?‘&é% !fﬂ%r g%&@?%% ot her

t ransact i ohgTafahakenificatedn qlastian 4ad dieadCSrequibnid paresfithe @odess & povidingact i on
coordi nator that recejves a yequest from 15_.a second transaction

coor di nat ofe"HER £&r TREC 198 S HERCTIDIBE Frstoroeh S CREFERCIBTER A Hidefipn Fepuest PEquesting
transacti opacQetfbaaator i s authorized to nake the request. This
authorization check is facilitated by providing all authorized transaction
coordihat ors 20@REprefonaiRmbodintnt, 2ERGrewa lequirements to/log POSReespossedi®er dat abase

of the transaction..coordi nator f whi ch, t desire.to obtain service.
Pty ens noreennyending Rifosnetatit DESP IpaRel O 4o AT S th BB 1 ooV 8
requires atsisgiiinvhdbdinkidss 202.014L8HM6n, Thfe € b eiqliddnyenBo loeDTSH tegubsdy its
di stinguished nanme as it exists inits warranty certificate. If not,

i dent i fi caB$nsrRieuiyiansastion Gopidpptors202iTey seeirity audiing|pyrpees PegaNts HPRssiTer i t t ed
only if segii@na0cH0lcadRY &ldiGhdieNt - si de authentication is required.

Preferably, transm ssions between relying custonmer 108 and transaction
coor dithat or  25Pr2fBgably, hiansacting ryqudinaioaaathendicate pll iqukstsdorsother transabiéant | cat i on

[ ired. el . i | | . i
transact | oRooRBBRan SRR ooty soioRbiotf sty esirerb PRI e BPRSE sl gnea. 1

i eu of thighenticdtidh ot by PAMinciaBiist@ibnicoafifeiag teiraSatike bodrdiyRor t6 kdgaizé - si de
session authentication. Prefer a&?b?l }/ transactjon coordinators 202rp, 202Rp,
and 202R sFigReHPY o liEeFste Fopeiieg ramsattiop GoPHiREPSt r ansact i on coor di nat or s.

- 34 WO 01/ 1872 ki, RGLAIRAQAA4GG3nt, PHRE fhARKY cb:@RR8Gh 800 dhhai f6e 2021p,
202ar, and 2028 provide a non-repudi ation service. To this end, transaction

coor difnat o secopbtramsaction goordingtet pRUOIRIS| a0 guthbizatiensghseislesteterreinaifihey to a

request fof..s %fh‘{é &&&%@SLVo‘%‘s%nétérolénmﬂﬁo@;%d L R0 gh%tr!:& 0 COREAMAL S
Pref er abl vy, al Tequests ToOr services recelve byutransach on coordi nators
2021, , 202check Iz fanilitated Birproviding laét alithgied thosactindbérdingtopROPRI0%,., ahlli S enabl es

a system adm ni.strator, tp detect otential attacks against th stem and
al so_enabl g@*‘t"‘ﬁ @f&%ﬁ‘gﬁ?ﬂsﬁfr@’fﬁi i ‘{r}gled@f‘?%‘?”rf@?dfn%‘qg&mlé‘ 1?’%/%

Servi ces Wedsge fLbRdiy Savied. 1HarRadtiBY cSRIRINT03 SroRCRII Rikviccldfliteingg Of
requests may al so be used to support any billing disputes that nay ari se.

Pref 640 ed waedsied exuiresd sigrampo fheneanegér raax preferebly te lentdléndriaiisdistpgwshed now

di scussed hdbne as it exists in its warranty certificate. If not, identification from its utility certificate

should preferably be permitted only if secure socket layer client-side authentication is
required.
Preferably, transmissions between relying customer 108 and transaction coordinator
25 2025, are encrypted and server-side session authentication is required.
A participant may require that all requests sent to its transaction coordinator from
other transaction coordinators be signed. In lieu of this, a participant may require secure
socket layer client-side session authentication. Preferably, fransaction coordinators 202,

202gp, and 202y, sign all responses being sent to other transaction coordinators.
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10 greater detail. Conponents of a transaction coordinator are preferably
| npl emented as custom zed software code al though ot her software products
may be use®Q®V/1§B4cribed herein. In addition to this cotfe/UNV%Et i ci pant
may wite and inplenent its own additional service nodules. Thus,

partici pants rregfedably] teamsation bairdingtons 2025 205 s2nd B2y firodde aih@esrepediatione

certificate status 15, check.servi.ce descrihed ab nd..ot her services that
may be of?eé‘f‘%’*’d%i@sfﬁje%?t3°8cff’ﬂrgfnato %@P”. il 5““3%/0%20 ragdesé’ﬁ%sggi nent, a

cust omer l%%ftihg%raereﬁiﬁk’ﬁbpﬁﬁﬁwreiéi\tediffn‘)rdkﬁﬂéi tAfsadtidrobrdiitors.t 0 facilitate the
i nterface between transacti on coordi nator 202 and customers or other

transaction cdbeferahlys dl ssquestsdorservicgareseined k) tppastion gqordipators 202w 282ry

i nt egrated w.th t rt s ' CREP r

deve oprre?ﬂdvzgh wf%gbeplg’%l' g ?%&59'ﬁ§%§%?§5§s't 0 i&{r%ltS fe‘l'% %g%%gmﬁégg?%g%wt ransf er
prot ocol paeitiabitacidaghinnelt systemand alspénabks thersysgem rdmginistrhtonmdetesmingaf at a

b sit intal ned b | yi ust q 108. . Th f.t e d | t kit
br of er abl FAMBISAPHREISES MBS RS AKEL SYRPRIBIN S5 BB AL RR B BA%EH on o

defined sghy Ao bd dk&& su HilaARdissidsttantydaye! opnent kit al so
aut hent i cat)és 0si ghat ureismgtnegﬂpubﬁ?c %géy 25 certificates with the hel p of

har dwar e securRreferredhatchitectamd companeris af ¢ EanssHipp apardinatorAre B disewsssd IvpK j s
descri bed ier}ec&%pa%ndi ng United States patent application serial No. , filed
on en dEFE°her®with, entitled System and Method for Facilitating Access
By Sellers to Canponttsof etrdiesctive coondidatal dreprefdeably immismentedeh custorhigede by

I ncorporated by reference. 30 Dependi ng upon the . br th of +he.f.eatures
provi ded W%c@BFmgléoiﬁW@gHWﬁ‘gﬁ“ﬁgF? FHized 38 gﬁsgﬁ%%hef)er]%f%rag% V" be
expanded {QhRCHES a BarEEPar inaly FaRE aklimpRneACtsiwinddaitionsl Sertice fbdules.35 Thi s
Sheet Has Been Replaced 1111111 |11l 1111 11 111 WD 01118721

PCT/ USOQ' Thecparticdpantsanay implamenttieir eWa busipesysnsrific gHen for tha certifrals $%)s ar e
typigall'y |8 ads it A65velalll ofhBEserviQb tARMSy BENBL QPR e fiiricobder be used
W t hll(\sﬁ th%l{e?gggﬁglg%ﬁs%h&ggorvgi na?or. eA M cr osg}fltTM éq_ server may preferably
be used aswotitle dat abase for storing billing data. Preferably, transaction
coordi nator 2 I s adapted ,fo [ nt | o M t.abase
library. Al te?ﬁ'aatﬁr?}g eyfi,oemﬁor?fi lé’}eé‘%{; icgﬁaﬁrts%%ghgge}o@geﬁﬁ%?ﬁgge S%etgﬂss?tﬁg
JAVATM Dgi Réifte thomtetd betveenitfandabiont doardérmatr 20harslomstdmesstop othedevel opnent i s

o ey HersaiprsBoeOT 0 et devslopment It s preteibly integttied Wil  Of Ot her

20 transport services component 306. The software development kit is preferably adapted to

intercept all hyper-text transfer protocol requests destined for an application’s original web
server at a web site maintained by relying customer 108. The software development kit
preferably determines whether the message needs to be signed based on a defined set of
rules. The customer software development kit also authenticates signatures and public key
25 certificates with the help of hardware security module 230. A preferred embodiment of one
such SDK is described in copending United States patent application serial No.
, filed on even date herewith, entitled System and Method for Facilitating

Access By Sellers to Certificate-Related and Other Services, which is hereby incorporated by

reference.
30 Depending upon the breadth of the features provided by the software development

kit, its usage may preferably be expanded to other areas of transaction coordinator operation.
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repl acenent of a Mcrosoft SQ server by another database w thout inpacting
transaction coordinator 202. 10 Preferably, Mcrosoft's Ms SQ Server
provi des t hewbakhsivé ng features and functionality: (1) Gudduseodesd ytical
Processing (OLAP) Services to efficiently analyze conplex information

essenti al @néaﬁ%&ﬂc%nﬁ% 0303k -c%gn%f%r;é%ﬁ[&aﬁ}uﬁ Fehmbot 8iag- g nodel i ng

(2) on-disk storage architecture ase ery I'mzer (4) auto
statistics sbbwandblebpmhEt kiile by usp tithinabs transactisecdondindtart est i nf or mati on and

ber for mance onl PHMEBSER S BFHTRT AR e Bt Subat i arelits (o)
nerge repliga@t PRferkily, MahQWidATBbRirafdr YOV i addpetaRE MERRE With tHeRERer wO4DI Ne their
work later (7 bui I t-in priority-based conflict resolution to resolve nerge

confli%ts (dpbasbiiblany Alsmatinily. dheraetion vath thftféwmax by doge geinJAYAHSf or mat i on
service to ﬁdgé’ﬁ@ée' GohinediDfy 9&1%‘%%%&8%560%8{%0# P?&g{e@o’ﬁﬂxeﬁi 1%@&1(? \rf‘ﬂﬂ@' gha from

mul tiple, erogeneous ‘sources ysi cal "and
| ogi cal dataddidse deabse Bbretissynddy bk writgn fovother @weksali@tbyl ;mﬁkm:mg th{ 17) a query

optim zer tht mana statistics therin nd aranteeing an efficient
ol an (L13) TEHPPRERAL UGBt 11T B BRHET Gt e IPE A Py e s

mul tiple pregameefsoto inprove performance; steps in a single query are
executed in parallel thereby delivering an optinum response tinme (14) a

redest@ned quer Jrefraidy deresafics WSSy Sestrs prowvides te follaping feriwahandes and 25
conpl ex quey gnafh E'lﬁ dnﬂnéj gél cgpPrgyegﬁ% &)&ﬁ?%%ﬁ%%%@?ifg?énﬁg let'n Onl ' ne

Anal yti cal roce sn g app I ons ["'e triggers
per tabl e ansipidk Erﬁ?mnat’msmxdno Mpoﬂ®g,l@g@hﬁy{1i3¢cxﬂmm amduaty to optim ze
par al | el

menory al | ocat j.on and e an enment

backup and “ffﬁsf%?l?w ?39’? R}XW&E gp&“& H’é‘%ﬁ%@ga‘g eeds (19)
smart readsahgaadd Qabie tik%ué%ﬁ%ﬁerﬂ@ LR RRGENnRAAtTA afid loThdiekeqidae need for
30 manual tuning and (20) run-time checks of critical structures., -36 WO

01/ 18¥21 Peffcigman(52asiyg bimkup oruapnide mﬁm@a@@camlwwg&@amtﬁ méeimahinpsetor ed t o
al l ow the %Htogéerésfu%xﬁst%é {b@ Hell? réblicitloRIS AN & s%’ h&rdeﬁt& geperate

billing invoi ransacton basls. s en a preferred
enbodi nent comhimhtlmhdvodvbky(ﬂ) hailtdin pgorayrﬁasadhgﬂhmgesms&atgee@@nmeageed by a

transaction ¢ n t,s en tored in cce ecord
RS Aot hoaeEnOh RS plflich bt R e GERb'R) 4 G e P SR SIS T Soust s
made, all HkesP @uagﬁﬂ‘llgﬁneﬂsga&ﬁdmmﬂu@g data ﬁ&ﬁﬂ@nwh&z%@n&@g sodrBdsg1®NsSur es

avai |l abi l'i tg of all necessarai/ data to generate invoices on a per
t rans#tt i oRbllEp shechphysicabasdyogia %@&qqoaﬁstmm) gEiagpc povleyd deskig bil i ng

data in a ¢eNLLAl 26EmPE RS Manages statistics gathering and guaranteeing an efficient plan

(13) an intra-query parallel execution of a single query across multiple processors to improve
performance; steps in a single query are executed in parallel thereby delivering an optimum
response time (14) a redesigned query processor to better support the large databases and

25 complex queries found in decision support, data warehousing, and Online Analytical
Processing applications (15) sort speed (16) multiple triggers per table and direct recursion of
triggers (17) dynamic memory to optimize memory allocation and usage and dynamic
memory management (18) parallel backup and the ability to restore utilities scale at device
speeds (19) smart read-ahead logic to improve performance and to eliminate the need for

30 manual tuning and (20) run-time checks of critical structures.
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fashion. Participants may obtain records by witing their own routines to
extract the billing 10 data relevant to the participant_fromthe

central i zeWYIBIZhg data. In addition to providing data YnVYit¥%445 abase,
data nmay al so be provided in EXCELTM spreadsheets In a preferred

embodi nent, T\RreGeblycaddqiatddta FicamurBe andestor¢d ID\ABWNE riTikg thet madafeigs | nc. i s

used as the transaction coordinator'.s time stanping..coopon .. TYMSYNC i s
2 e s, VRWRRUAT SO GHOR SRBRgR PIE R PRd PP RS R ISR R Taip st

Posi tioni 'Qgre%rﬁ& EibddmbiR VSt RindeS/ ihdofing sautlolnih @Bagéigbiradisml a1t e
accuracy to the nearest mcrosecond relative to the Universal Tine

Coor di nat wansationapardinatar én itsentirey, iysteredinsueressiveNscrads ingdatabase-oSWFh Thi s
prodyct may be adapte i f] | sm SSi on
Cont ol PEBREE o By e RS REpaT s Stk pERSndries BeRirhE ek AUOT S

net wor ks. refjjoab@redeived. Thisensuses adhilbitityboftali dheniecéssary titte tngeneratelinvoidengn t he
Network Tinme Protocol., TYMSYNC may be 20 configured to continuously
synchroni %Eeré'aéi?ﬁib‘l{’c@?‘ssyst ems clock to the Universal Tinme Coordinator.
The tines wherpLRAURShensaAdnESMAGES0XE rEIBIa Ued itacknwhicld gaRsdges are
received and sent are preferably stored for non-repudiation and, auditing
pur poses. fasiiom Partidipantsodaycohitaielrasends by writing hedannsentinghie exjrackthe biiagict i on
coordj natQr, 202 are r : a6 tq s rahly, the
sec uﬂie sogiff%fe?ﬁv%?/et? m&%@‘?@%ﬁ t?ﬁong%ﬁéﬁxgﬁﬁ%gg%f‘lgggg@%cﬁ?&ﬁ‘gﬁ?ﬁ%ﬁ%cat ions is
used. Secuiteinthe Baibaba dath snagaBo bs prdvidad i EXCHL Mrspoedshatts-bl e wi t h

commerci al / web, server jnpl enent ati ops d pr.ovi de, securd B Lyacy
over el ect ron@@%%%#&ﬁw%?ymgeﬁgsvﬁ&%% cuYS H?&hﬁse?ﬁga?yek are
appl i cati i AEGPESRE A he trhMBEERRNCoBIdiRW R GnelsRindi Gnipondne TEVSYRCis
transparently on top of them Secure socket |ayers praovide gonfidentiality,

data i nt egfimepynchraizatieeackags shat aruirey tirag from My Global S PRURYARRNHTAL i ons.
Sec U{%es OR¥ Gdtar s :éeZcoLéiQﬂa@i@h Wih @GP e adc Aty (QRY hedtelst MicR¥eRRE Feytive RO al |

dat a i ng passe tween the communicating entities. Wien a secure socket
- 37 WO 014HSFverdaCTimeSTRrdinge3as magyainedhyLht Haited Statas Nawl Qhseretqry.eFhigo fjr st
communi cat e,, they.agre n a proto I _ oypPtion

al gori t hBrOdBst &y rbﬁgfl%??edﬁtgts W KEéR o%kgt\eé‘gs%ﬁggﬁp ?(Strrlégngsgitrolnt(? ﬂrﬁrfs and key

| engt hs  apgtcpBsief intinddprotaot) apdLANy(lotbdiGreaSetwnrk) moedcks. Rrefpmbly, tithe &

typically ensure data integrity through the use o lon.. 5 1If a
nmessage dé&é‘ﬁﬁ@ﬁVﬂ@é’r‘?ﬁf‘“&’@?“r‘éﬁ‘lﬁlﬂ%ﬁ?‘%@"‘rﬂ%%@?}“ﬁ"cﬁﬂw PA4PE soneone has
tanpgg ed \@%ﬁfr buredRE cABRSARE syREFdHi R axBRIpBiePsysRIE clockt6 the Utijeesal TiRr ver and
client authertication, negofiate encryption keys, and authenticate the

server beﬁpp@imaThgﬁ@mWegyaqqusmpgﬁ ate.gesraipd and when messages are

received and sent are preferably stored for non-repudiation and auditing purposes.

In a preferred embodiment, all communications with transaction coordinator 202 are
conducted over secure connections. Preferably, the secure socket layer encryption scheme
25 for synchronous communications is used. Secure socket layers are used in a fashion
compatible with commercial/web server implementations and provide security and privacy
over electronic networks such as the Internet. Secure socket layers are application
independent, thereby allowing protocols to be layered transparently on top of them.
Secure socket layers provide confidentiality, data integrity, and authentication for all )
30 network communications. Secure socket layers typically ensure confidentiality by encrypting

all data being passed between the communicating entities. When a secure socket
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application. Authentication is preferably provided through the use of
digital signatures and 10 public key certificates, which are exchanged at
the tine an whegigeni ¢ communi cation session is first esiaalsghesg In a
preferred enbodi nent, each transaction coordinator is capable of accepting
and sendi t iC._| rnet i P VE
nessages aﬁeﬁ%@ﬁﬁggﬁ% gglﬂrﬂﬁi S\Q/ﬁglpét{ﬁflgs’:ﬁ?zﬁ%‘tuglrco? ’oﬂé‘jfrillsz{g(p)e\(%é’r§ ﬁoﬁéﬁ/%gg%%{ndycti on
(HTTPS) . | meledt bmaryption digorithinse Beelferdbly Ret@otk antdors@iandtypidrodigdrhry ati&enbl y
adapt ed to%sé‘féggort thfe f ol | ow ng 5\/\/0 nodes of comunication: HITP over
Secure Soc prgyRscifieddyyant entitkd0.oy nchr onous communi cati ons (i . e.

HTTPS). HTTPS i : j ure
sockets | ayer %%c?ﬁﬂé\f/%g&é2%%/???@%%%%%%%@????%&Egﬁ%ﬁégﬁéf er
Wb pafes sbamessigp dotssnot décryp? CorkdTR thegeqipianticontell that swronehasdainpeSAWINE v2 -
For asynchrig)nous comuni cation using SMIP. In a preferred enbodi nent, each
transacti o dB8rnat or acts as an HTTPS server duri ng communi cations with

the relying cusgeimsockets [Agrslsotdlgds seiveremtl cidie ButhdntibRIcBnefotiateequest to a
transaction coordi nator at another financial institution, In either node,

al | SSL 25 eBritnkFesatidaRtreicatsRaser tafors fae ifsxemaesd ighhhigheaiFoy only
server aut BEGehER L hentihifn RpRIGhE Pm@f&@@@xh{ﬁ%mhe 188644 PRS AR O

coordi nat or 'nay accept nessages elTvered via other transport protocols
(e. g. 1011 Opybligiey osrtiticateg, which are mxdhtnged 40he ime anielédtiopis, companicatipnsessios nmay

i npl enent ot her t{ﬂ?rﬂs(gort protocols locally by arrangenent. In the absence
of prior aéréérﬁgtﬁ SHbwever , only HITPS support should be assuned. -38 WO
01/ 18721 PCT/ USQQ p2éfeeit dniibodinfth€ ksvhitaasacidaadbidintor is\iapdbleesflacpfdsCndP
responder is used for certificate status__check service 312. However,

access to E¥NEPEIESIEATRYET Do auigynisaetysme SMED e sei/ MIMERsseages anghys, by
Wi ting newsdnBitdting Sia e otdcBERVeNERISI VS RaRESiRRM TRES). TRh@RBREd.
Preferably, OCSP responder 204 determ nes certificate status w thout using
a 5 ctftifeechttansacanceepidgntor isgrefergidgRdaptadio suppert e folirymgnwpangdss of of t he
pr ocessi ngc(i)nvgzlﬁgagdn, to a certificate authority, a conponent that issues,
verifies, &nd"revok8s certificat es, and elimnate the need to downl oad

potential | y | ar géTTre6er Sécutd Sock@yDo@E (SShvl)i-Fossynfirbsius admmediyationd lese
functionalitie be divided among different conponents which nay be
provi ded FTIRSS SRLFER i » v RATegraREProtpest ek ARSPIAeY HEUF SPRKEN Baeior i ssui ng
certificat ggweBywhE scHirS£RAVA Bifwldr O oldeEtot RUIEANV LD PagkiRELEPN Usébd

conponents for perform ng these functions may
20 HTTP keep alive is recommended.

- S/MIME v2 - For asynchronous communication using SMTP.

In a preferred embodiment, each transaction coordinator acts as an HTTPS server
during communications with the relying customer and as an HTTPS client when it makes a
request to 2 transaction coordinator at another financial institution. In either mode, all SSL.

25 communication for credential status checking may employ only server authentication.

In a preferred embodiment, each transaction coordinator may accept méssages
delivered via other transport protocols (e.g., IIOP) approved by root entity 110. In addition,
participants may implement other transport protocols locally by arrangement. In the absence

of prior agreement, however, only HTTPS support should be assumed.
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be provided with separate signing keys. In a preferred enbodi nent, a

har dware security nodule is used as a signing conponent. The hardware
security novdubstd preferably a high-speed device for si BF/PP0VAIE
verifying signatures. The hardware security nodule is typically a networked
har dware 15 dquia¢peeférhalembbditichleValidep™® QCHPHEsposder iswsedbfor cerdfitalresttuc at ed
entities. A suitable hardware security Brr‘ggulﬁ IS r@ngﬁ.ac%ur.ed Bly .NCi pher.
In a prefdedeserdetdi Foweveriacesss IiQC SR respondgs 204(eay bs@shiped ising JBranes,i | ap| e
to proce r@;wﬁ s dd¥9mhy BEFnpleHlintdd. may be
twenty-fgtf}}ush ursﬁr?igsn g};fugggg’r{kgaﬁgsﬁr%gﬁgﬁ@bro&ﬂak% sqrpe the system neets
avai |l abil ity rRrefeiablyn©GSR respordet 204l dettrmings gertéfipatetstang vthapiusing aof

systemavai lability shqu conducted. \ff e . cLpants may
Rt o R R S e e A ety
As i s known, cefiHitite atthbrite! £ddinpondnt it Bsirgdefifés sl revokesctotificawt,fand di f f er ent
options for high-availabiljity systenms. However, these options. or may
not be avelimiagp themged QON@WH'QF%M?%“HH@FW&%P@ "f“r?&?tmflgmsc %ﬁ“‘%@:a gi ven
i nanci al b Ahhdidhdlfils maybe BFHdEd AhénglifttiehtomBonchRAWAHAEPSY pratiadar dvar e
failures at may affect” a transaction coordinator. For ‘exanple, the power
suppl y t owith sepamtesigningekeys. s dr exanpdé, sheafohgtionaf issuing garéficates snapidant hot - swap

power supply aytomatically s s to redun t .| f e

Cer gy b opmen aaoeatnt KPSonk o) pRRARngTBE beydr sl oo
for high Qé/ﬁ-bbiﬂ&i{yﬁﬁyepaﬁ{els@]ﬁfgild&gs_fOI’ automatic fail over. In addition, the
transaction coordi nator preferably 30 conpri seéva se%{asr e.start capability

for automati camaprefemsiambagiment adadyare serprity,modulg jfusestas2 SIBAG o k oper at i ng
syst em ( NQR), ARIThe IRAWMR &é&%@ﬁ%_&m@@ﬁ:&%@%y At deed B&idefors@fid £

coordi nator ‘al so preferably conprises nultiple redundant hot-swap disk
drives anwerifyidg signatnmesyThedwatdwatd sepurity medwe istypically #ngtwerked hpdvraishes. The
transaction. cogrdinator alsa. rl 0t RLiaee (Lonrovi de
support fg‘?v“'reég%l%oé’h ©S HPReY %uggﬁgésﬁgggﬁ%@??\é@%‘ﬁl\n&%Eis{fﬁl the event of NIC
failure. }deutityeneiiiis matufacnatd bgNEjheem failure, the 5 transaction

coordi nator preferably uses. redundant hot - ol.ing Sys o] I Si ng
hot swappabl éww%?aéw%ﬁ%%ﬁ%%%%@@% & g%lsl a%/“’%é ﬁ%@%@fz e &? %E
transact i QAuERhHinp &b ﬁénna%p%ﬁitiﬂ% Fnes, alioh 1BQ R tivemts-four houdsaldhy gt ddlsat f or m

Managenment Interface to detect hardware. . and software f elé{ ures. The
| nt el | i geaweek.afq walkn Neathgmemmests arability reauiements A ds‘ﬂ@ FALEMERh whi ch

sinmplgfi eg%&gse ofrfggg; U6 Ry AP BE EHabQBe BQhuR¥kEE: PRAGEATEARy hdve 10

t he ‘event corruptron, the transaction preferably uses
sel f - cor r differeantrexyminmuents, fimy different types of failures may occur. As is known, many

different hardware and software vendors offer different options for high-availability systems.

However, these options may or may not be available for the hardware and software that is
chosen by a given financial institution.

25 There are a number of known potential hardware failures that may affect a transaction
coordinator. For example, the power supply to the server may fail. Preferably, a multiple
redundant hot-swap power supply automatically swaps to a redundant power supply. If the
server fails or crashes, the transaction coordinator preferably provides for high availability
clustering for automatic fail over. In addition, the transaction coordinator preferably

30 comprises a self re-start capability for automatically rebooting the server in the event ofa

network operating system (NOS) hang.

-39-



self- correcting nenory is preferably a managed error checking and
correcting system nenory and cache nenory. In the event of application
crashes, traweagtsian coordi nator 202 preferably uses tr argami/p@Ees
processing nonitoring to restart the application. The transaction

coordi nator mayTplonal ‘ ' t ' [RolrR t he
transaction process nrmcﬁ?rtl%#m%gﬁgggg%gggﬁgkﬁgggstI?@ﬁ@g?%dugﬁ reégﬁgant
copi es. Cedishidrivasppd b dizk pmay @umollealyi Handly disk &dilureas crashes.r Egputkaneactiomat t he
application tq. be coded in a specific whi ch nma | s el p_address
2bbl | cat | ofelriPASH A Corprzes 180 nisrrAit gtk pirgH S5 Sy Befork
transact i ORgerfice cHEMNECHh theleVein 661610 Rk Olrithe &RnedfabsiiY syseph Fanare] hat | S
supported by the network. Directory services, including mddleware I|ike
CORBA, 5 may tansagigpeoprdingtor prefegablyi ysecredundgnt et ap£AQHEISY H1S OHPESIE helo t he
new MBCNi N Gopphfle 38KlhddnORod ShitDGe RAMANANS aliBCTRAlah IS YRiMART 111
products, a nrtoring 1nfrastructure 1s” preferably used to nonitor the
appl i cat i oako areferathecongirisesrae Intkliigent Pradben Madagenbadintodat to detxohdriaure
nmonitoring tool (such as Jrivqgl.i) |s used to 25 nonitor applications. This
Lol 15 pr anEsmtte e g Lo T St e SR aeL S 7 ofhe—event  of
appl i cat i ogpdeichtinBvhiéh MHBHNIRE KndRANAQIA DS QTLATHCRYRE mahdlemeRd ey by Net
View) may also be used to allow adm nistrators to nonitor the network.

Pr ef et&ibl y thecyent gfmampryicenuriiop) the Bansention amimhly useeselfsoresting siemornt Ehe

i or mod. RS reabEERRehERRRH el R R ER BRI PoRESh Sy akE T O°

noni t or i ngmehbst andabcbaeemrpr ovi de dat abase-nonitoring tools that detect
deadl ocks and o hgr dat g.ba es.({j)xr obl ens. -40 WO Q1/ 1%3%}?52 /, USO0/ 24663 A
di stribution apPrtaehtto PR P S TS HRD BT AR HEPE abl y be

defined t hahnsattfonPrdcdidflinnitofingth adstaftQRY applitdtiby. THOratbaidScdofitbisrinidybut e to
participants. Application distribution may typically be perforned via

Web- dbwnl oal§e ringedundet camigsiof gn appiicatipn and the Barfalion FERFCSTEIOREPT B84 HaR§Tehr ovi de

f | ect ibE RO, i ik ‘
o 3ol RO UL O AT, 00 S

enbodi nment , e transaction coordi nato

i nt egr at i othatsht hppéicatiinitobe apded mta sperdfic wyswians mayialbo kedp £1AESs afphBatand ot her

| egacy systens. Participants may choose to use the entire transaction
coor di nat of’mg&ﬁ*hi tecture and functionality descri bed above, or may instead

choose to use cRARONEM T apbperdting bysBnsatdh, @ihsadtiony 4é pafeaiblyarmsRaed el r own
i npl enentations to those conponents. The Web-downl oad 10 approach is

pr ef ettabl ystawiey mpchiagithelos puppeitad byithronefmierlii Rirester) devisere inclidine npddlewaE pant s.
The like CORBA, may also be used to re-direct any new transaction requests to the new machine.
In addition to the hardware and the software availability products, a monitoring
infrastructure is preferably used to monitor the applications and the network.
In a preferred embodiment, a software monitoring tool (such as Trivoli) is used to
25 monitor applications. This tool is preferably configured to page the administrator in the
event of application failure. A network monitoring system (such as that made by NetView)
may also be used to allow administrators to monitor the network.
Preferably, custom written application daemons are used to simulate transactions, If
these transactions fail, system administrators may be informed. Also, database vendor tools
30 may be used for database monitoring. Most databases provide database~-monitoring tools that

detect deadlocks and other databases problems.
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downl oad nmechani sm preferably provides at |east three downl oad options: (1)
a downl oad transaction coordi nator executable option (2) a source code or
bi nari es ofW@ #é18fHansacti on coordi nator option and (3) BCYBIPRH®SEode of
transaction coordi nator classes option. The first option preferably
accommodat es padistribufiemnipprdablafor tiromasaction woeslitdie nidy prefenablydeidefmeddlmat di nat or

inits entirety. This option vi des ions for. different platforns. The
second optSi %P%PQY’%B I"S})’tﬁ’ét%mg gido Bgf’t‘ﬁ“@itﬁaﬁ%m’t"ﬁar AE‘H‘S&@"@ to plug
conponent gis@butidnRayl tFBARNMe RffomRANVH Wab-abwhlestfrorResbt 3ty 210.MTke t heir own

I npl ementations. Thi S downl oad nechani sm al so provi des options far

di f f er ent Wsbalofvoload megtmaismrmnsyipreyids ©n sghective dewnlada authentisaiioncndiagking i al

i nstigutions that f - RIBRS nqﬂqj Q to 20 use
certasf n pi ecesl“(%‘fpm%}Jerr%)‘Tde‘%;ebr?%J 'gl?e%rtlﬂ(t){k%?ﬂgyﬁognsactri 0 g%g%g?(ﬁtgt (E)lé];6 escri bed
above.  PrgdgediahMyth ekistinglaperdtional systamimesntisas GICSoIMS fndetherilegacy systeimsut i ons t o
not only downl oad .t he exe%ut abl e Eut al so the sour.ce co%}ﬁ%‘éBeca se the

downl oaded ex GipANES Ay, chopse to, Lse b Ftir (Cangaghion FoPrdifaotAeiies e A nay be

used to dﬁ%ﬁi&ﬁlitﬁ%@?&ib&@&o@@)o@%& lifsthd SHbDse tofud@Eonfidhidty ofthOtritisadtivhabl y
provi des downl oad access only to those institutions that are trusted 25

partners wadrdingtorend@dd theiy ovnimalemenfations tathaseggmpenanise dhe Vebsdovniad

transacti on_copt di . t LS. ' i

bt hBne | o AR iR ARlRly conBh AR e ylind o BfeHSUGT pitiBoRy. The
whi ch par dowilpanhechaitism peesigtalip ptovitles aticasicbrep doremibad grtionh €l tardemaboedi on
coordi nator. This y root entity.1 my determ,ne .th versions of the
transact i HﬁnSEHWP(TP‘\Pvaag‘STr‘” ?fﬁ‘]?tg‘?le P¥%°nglg}ﬂ)§9ﬁ§ﬁfg‘?ﬁ%§’fna£{?5e&%ﬁ %@nsﬁé{éo& at any
given 30 thdiBinatRosptioR Bhd (3Y a dchlcd RMe btantdttion édokdindtil dlpestoptignl) charge a fee
fromthe financial -41 WD 01/18721 PCT/ USQOQ 24663 institutions for the

downl oaded conPsrfirstqpsipn pieEratly fpymmodates Raicinaps hap Fhaosptoppaieact i on
coor gﬂ hat ?rransfaafongg%{afélg{&?gﬁgs IR0 Shs optibf gx%';/ﬁilaé U}gio‘hg' for Wl RRHR Bt fSths.

coordinator 1S a e scdl abl'e to acconmodate a grow ng user base
W t hout siThesdcbmbanttiop prefayabin acemawdateizrticipants eat chaospto plug eoimfrongrityef t he 5
scalability requj.renents.for al | i cat | S. t k- tial
arowth | n Heieniteton gangsaoriesRle PR G hEPohT b A BARAR Thifobbl C
ar chi t ect weGhdniai dlio prowedestvpg buer fosdifferaini platfoymé yTheahirduptiog piferably but ed

mul tiple instances Qf he ly.l oaded conponents.to, be runni at a iven
time. | The afoaModaies BRecibisthtans fal pre P ERpoHLY feyelsPment a8 eho0s ORI 4 P but ed
one gfd, uEéﬂ&h%Lgie%es SHYRBRIeRtafSAd faRY thankattion EboRdiRtitér d2Boribkd ghdvead- capaci ty

of the transaction coordinator is 10 preferably base-lined on a chosen
devel opment naBiefenably, The downfad meghanism 4llows Siaanciad insiutiens to aptabpr i at e

hardware 0, SUDPRE LdelEnB Nk G1sP e SGurMATRE" BOhud ANGRGNIQBS exebiBlIERAP! V. the

be used on its own and the source code may be used to develop other custom applications,
root entity 110 preferably provides download access only to those institutions that are trusted
25 partners with root entity 110 and hence are authorized to use the transaction coordinator.
Preferably, this is achieved via an authentication/authorization process.
Root entity 110 may preferably track which participants download particular
components of the transaction coordinator. This way root entity 110 may determine the
versions of the transaction coordinator and/or its components that are being used at any given

30 time. Root entity 110 may use this information to (1) charge a fee from the financial
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transacti on coordi nator (and OCSP responder) are adapted to reliably handle
up to 1000 validation transactions per mnute. As noted above, OCSP checks
are typical | womtisperformed on utility certificates. If pbrak@Radstir €S are
not required on requests, there is no nechanismin place to ensure that the

secur e socket: i | Il ve not be evoked.
Pr of cr abl y. 1 NS for e BRbIoSu Mo fiBblenl 3R LR vHSons BRe FEVEEEY.
financi al istditatdr fonsiderenceduppasesd out of band (e.g., a broadcast

nmessage) and th ffected users are remved fromthe participant's custoner
dat abase. 20 Ea?ﬁg. 'F@ﬁéﬁ%?%ﬁﬂeﬁa?oaﬁhﬂ%{?rdﬁ a‘gﬁtﬁi’ tope sgaleble tor agcamppedatesa  of

certificat eéoﬁih@hse?-b@seﬁiﬁbﬁ@ig@xmcaﬁt?p%:f&ﬁfaﬂ%e%a&ﬁﬁ!{r bhy itgpﬁll%ﬁiﬂi Qp ISP
a

checks are performed on these certificates. revoked certiTicate
exi st sSon acHabibtiapairements for gn anplication is to fagedast thaypotdpialdmoeitie the dsar barg.

on-line pr ' f finaneial. instdtutjopns . are notitied if a
certificat gﬁgﬁég%ﬁgﬁﬁlgﬁiﬁmglgﬁag@g?Ilc{uvcwgcflﬁ(fl}élw{’?ﬁglgh%réﬁal%él\% %d so that
they can r estiowingtdiseribmedtmifliigiainstafices b lidadily 135det asrayRRERs Sbeltadding ARdul e.
Transaction.coordinators, when acting as clients, authenticate servers with
whom t hey &¥& ‘%ﬁﬁﬁé‘&?‘i"r‘?@ coptiinatonirhiiepiies prylstabln a Jstobitsd epeardnt ees t hat
the server hashom, GRpésstAMisy. 1A ﬁ%ﬁ%g&% &tk&q%éa{%{g%ﬁéo%rfﬁgtob?” ty

that the transaction coordinator trusts. re no ¢ S regarcﬁ ng the
i dent 19y orpreferably basgflinehen sehoser developshént machie. Jihifieformatioaninsedd menket t he 30

t ti . (] i t |ist of t t
ond per f or EERREA ARk, BS5NH B LUEIFR R BENT bt Pentactions Bstiebll e nce | her o
is little tonbetigaionethaty (aad OTSPatspondt?) MRMAPE B 1AlabBTEhEISOQ 42 ARG 3

i ntercepti r{’g%@auests,. t he degradation of performance resulting fromthese
addi ti onal EHIRIRE ransaCtiopsper BifWe not warranted. Typically, the transaction

coor di nat or doegsAgkd SEAVE mwm&@%&pﬂ%§3,s§pe§@ﬁned%tm}y AgiRatenti al

attacks. Preferably, systemand security adm™nistrators I'nspect audit |ogs
5 pertddi c&igngtuteaig nelaequined prleaguestsy thesdhngpoedkatismin pledede kssureTympiteal |y,

ts t : k | j ept-side..aut henticati
RO e B RSB L B O

occurs at tshikst layey edriifidatedme beearrevoked, fiagfiat Distitefc @RGRfrhel dut BrRhe(d £d
enbodi nment , transactingg cgﬁr dinator is protected by a firewall. 10

Preferably? b%‘?h?gcaﬁ PesREF) EiRE UFE 4% maEed figa the partinipant stystPeefuest s.  The
transacti ogdagle@s.di nator is preferably provided with autonmated intrusion
det ection
20 Each transaction coordinator typically trusts some set of certificates that are stored on
its hardware security module. No OCSP checks are performed on these certificates. Ifa
revoked certificate exists on a hardware security module, it will not be detected during
on-line processing. Preferably, financial institutions are notified if a certificate stored on a
hardware security module has been revoked so that they can remove the certificate from the
25 hardware security module.

Transaction coordinators, when acting as clients, authenticate servers with whom they
are communicating. But this check typically only guarantees that the server has a certificate
that was issued by a certificate authority that the transaction coordinator trusts. There are no
checks regarding the identity or status of the server itself. In a preferred embodiment, the

30 transaction coordinator checks servers against a list of trusted servers and performs OCSP

checks of the server’s certificate. However, since there is little to be gained by a server
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mechani snms. These processes typically watch incomng traffic or scan audit
| ogs | ooking for suspicious activity, and take appropriate actions if
necessary. WOBVIBHnsacti on coordi nator preferably mai nt aPAYUFUGEss? or
non-repudi ati on purposes. 15 Oten, however, the systemw || not include

f unct i onsintescepting rsqueatsythe degradatiat ofi pesformpntheswtingfrom dessaiitionalchsakspor t
non-repudj ati.on. The user. manual |y searches through the logs to find all
the suppolStYPGLYAPEYaTRCEt her enbodi ments, aut omated non-repudiation tool s
may be used tRpaaBYy,3he trdhSacksiSEoordindthr dbephdt@ssautdniutal poebgs fed enbodi nent,
transaction coordi nators and OCSP responders enpl o 20 pormal | nternet

, ¢ . Y. [
time out deictiogpetentialaitacks: jPreferably; system and sequripyrsadisteatorpyppest sudit 1gs, vi ces,
the  ine . ] pate for the service. In a
pr ef eSr redpegl{régl(‘)%@rr’gﬁotn?@ﬁ l?%‘é@fgucggrﬁg@lgﬁéeékgonfi gurable in the transaction
coor di nat or. Thypidaliy, requiestsjthadi docnes passia sexutd sonlest layeqpalisat-sidemutigntibationr and
software i npl enentatiqn..for transact.i qn coordi pat or. . The in server
used for ?hrr‘r?gk FF&H%‘S%%QOF a(?(?&?%i(ﬁ‘ﬁt’ﬁ e\ T gvige ?@%F%‘Ff"‘ﬁéﬁ‘gﬁlﬂel’@ Server
LH4. Pref geablosstd ReersRever has the followi ng specifications: 4 P2-450 MHZ

processors, 51Z2-768MB RAM 40 - 60 GB HD with Raid 5 Array, UPS, and an
external DLT 40g prafarredomibodiaisat. thejtipasactipn ¢ogplinaiordkprgtected &Y afisymall. at | east

five work i i : i speci fications:
P2400MHz %{e%%‘ie" sgl}egf,ﬁ'g‘igg&?fﬁ“’waﬁaﬁn%hgggg &gﬁ&’ﬁ{[’)}.‘é) s 01118721
PCT1USO00/ 2466 3The Hraasdctiamematinator icprefediblyagrovidedswithh aftemated iptrpdiont detection

DTSRl S AUBOSI  Shua 8L 5 B5F g bSAPRI

| mpl enent aispigidut sctivitpfaad &k ¥ppepitatd dotid\iPndtessmyer sone coding may be done
in JC++ as well. 5 A Wndows NT Server w Seryvi cte Pack 3. may be used as the
operating syst Eintranfclipmeqerdinaprreferably maintains koegion nopstepRliatifOYIROsEs- sour ce

contyl . E4lefiRil MR IncluF b iRihs B Kkl LK IRALAS: hd @it Ver si on
1. 2)f5(r)ray ggﬁéégg?%’?hde@g oplr(ent .nc§SL/J SDPS< frmom RSA Security stens may
be used f uecessaryue suppos iev-rdpadiation. e ez manuilbyrsearpleps thyoughghe logeigfinded by
XETl's JKI 10 Far sjgnat ure rificati i bher ' s | ity
modul o g Be StRped et 3 b Shobineif ablinabadiEhudtudRiIBhG SO Y
smart car ecasgi\thdssetinahis pfocaber abl y, OCSP responders are provided with a

tool kit that p{nczxvplre er?'e errlnl;og}n?ern{, %rgigsatct?onccrox%tugagorrg 81%' (9C§l}J rrele(s:l;golnggrg employ

20 normal Internet time out values for certificate status check requests. For other services, the

time out value may be set as appropriate for the service. In a preferred embodiment, timeout
values are configurable in the transaction coordinator.

The following discussion outlines a possible hardware and software implementation
for a transaction coordinator.

25 The main server used for the transaction coordinator may be a Hewlett Packard
Netserver LH4. Preferably, the server has the following specifications: 4 P2-450 MHZ
processors, 512-768MB RAM, 40 - 60 GB HD with Raid 5 Array, UPS, and an external DLT
40E DLT 4000 tape drive for tape backup. Preferably, at least five workstations are used
each having the following specifications: P2400MHz processors, 128 MB RAM, and 6GB

30 HD.
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and for ASN. | Comuni cation. In a preferred enbodi ment, XETI's JKIX may be
used for this purpose. 15 For digital tinme stanping, Datumis TYMSYNC or

ot her trustewadingnzsource my be used. An M5 SQL Server payubwrused for

t he dat abases descri bed above. Code Warrier from Metro Wrks may be used
for the devel opmgsy ot ; @&?ﬁ J may be
used to perform co%aérgiIl n?ggé??bﬁgl%g}ﬁ?%gy@érl yﬂi%gjggggr‘g?{alt??ﬁ@ey

Typi cal | y, supnorted gesesfers bpseddut Mictdseft Windopa Ee4108680\8emSairfsf axddidwiant i ti es

is instru j he r.f or mance ,of. a. i,c key infrastructuyre
syst em Ng?égl%%dng-SE{mW{x%pé%n%@%g i) re'g%%“?’ ??’&R ;‘g{éAﬁﬁ E’F‘)éf e ‘iﬁ’?@g &3 gﬂey
anal yzed t dossihigr@tead hdl.si ze of the data that is transmtted. The

anal ysgs may be done on the basis of the certificate fields defined in
RFC2459 al ong i YHdepelilSeeer werviss Patis masbe andastheenerating aysieshgt hs of t he
certificat gsitjogdfFicuRbeR o ' |y taken into
account duril_n_é) themésti m?%. ﬁ’l—% b%‘/zgs?dk‘fﬁgérge ??g&m%ﬁi‘g#ﬁgéf?g%?ﬁs%?na?Mi ch

t he | engt h Bdition @<, frdfo BymirdsJdva Sedion 12) Inialp de ateddat denaibpnaan 38167 SDKe i s
preferably_ na i.e | arger rather. than snpller). Al so, .estinates of
overal | ne%’é’%‘égsé &%%“B’r%ﬁsgpgﬁfa?/' b H%ﬁéﬂéec%@c ‘?‘iaé@‘).’f“@}e”&ma“%’éﬁ%‘?l%s,

i.e., if arsmiesdgexpiromgxiive different extensions, the size is

preferably calculated on an assunption that all five extensions are being
sent Wth the 30ersiggautsveriicaiopnCrhed SpdwpeTcudpnicduigssy bEuspd. F8r depi ct s
the differgnbiRSHAM SusestihdBiRHkrsSH R en.sy, nihikhbes in a
preferred e%%di ment .uAs sihown ?%mF?thQ&ﬁ&a?E%d?%%%\%%gflIﬁ%%g%g’rrégg ge size
of messagesspders et rrovidadsvithectoolhit thgt presideser inteffBeetto cryployiapige Gunsticmger 108

is 2610 by ssage. .typical l onpri,.ses ,C jficates, each 1146
bytes, t hegﬁd:%ﬂ‘ggg'lp%g?wglgﬁgﬁg% a@‘”%é?@i%c?%n% %‘g&éﬁlw mEbke wrd fory 110,
128 byt es, #idhwrpRsui ng partici pant's signature, 128 bytes, and an HTTP
heade 62 by':“eﬁ. The total estimted nessage size of nessages passed from
relyi Lsg cust omeror fliggaktyne ?‘%’PR}F&@%‘&’(%TXWC qther yusigPingsoures mayibe message
typically GQRAPRLIESSONBFRAMESESuse LR he Qﬁg&ﬁéﬂe%b&i@oo@g é:drel\pa!trzr*}?r

the 1's g parti s 10

custoneir's certificate and one concerni ng sul n Ci pan
certifi cat Bomddgite Workp gap be used fiw dheatyeel eprhann of mumtabl2 DIC-bydeeslpopraenter si on

nunber, 4 o i rticipant. s .n 1 byt es,..L.he relying
partici pantexése%g?’grﬁgﬁﬁ}f é;gh%ggg%e%?@éfo egr’tt‘éfwa%éb 3?%%8?1‘%&”?‘8@% ificate,
1146 bytes, andiypivabilThe sheadeie dat Zhab¥tpsed UdtRednQlifdre® ShtitidB etk iiBSS@0E Si ze

of sages passed fromrelying participant 104 to
mal% 9 mﬂ[))e perf%rmance o apub}/lc ktsg)' nF])frastructurg system. Messages submitted between

entities are therefore preferably analyzed to estimate the size of the data that is transmitted.
The analysis may be done on the basis of the certificate fields defined in RFC2459 along
with specific root extensions.
The exact data lengths of the certificate fields, which have a fixed length, are

25 preferably taken into account during the estimation. However, there are many fields for
which the length varies. For these fields, a liberal estimate on the size is preferably made
(i.e., larger rather than smaller). Also, estimates of overall message size preferably include
the sizes for all extensions, i.e., if a message allows five different extensions, the size is

preferably calculated on an assumption that all five extensions are being sent with the

30 request.
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I ssuing participant 102 is 1601 bytes. The nmessage typically conprises a
request concerning 15 the subscribing custoner's certificate or the

i ssuing parWQeVaHt ' s certificate, 55 bytes, a nmessage eXEEHEIG#63210
bytes, the root entity's signature on the relying participant's

transacti on cofipdidrdepiots tieadifferbntandseage (R8mbigd)esizes piwsed letwéengygbem enttiepant ' s

transaction coordinator certificate, 6 byte d an HILTP header, 62
bytes. Thi&aRrs Fe‘g%%%ﬁ?eé‘& %ﬁ%&’é’én Efgzi}g °tﬂ%£%s§a‘é§3§§§?éas‘ﬁ i ssui ng
parti ci paffesshfed phfded Bbn sEsyHitify ARidnes il DG direlIE cufiod8@8 Ry21A6 byikheTessage
typically conprises a response concernlnglelther t he subscr.i bi ng

cust oner ' messege typicallreomprises fiwo pertificaigy. ¢ash {146 bytas: the issying participapt’'s ~ 456
bytes, a nessage.e ' . _ i SSUL G nartici -
e et i cafBUROR Sl Bt P, Y B HOSl AR UGB AL by es,

HTTP headgid and2T T header, @higytésot al esti mat ed nessage size of nmessages passed

fromrelying particjpant 104 to .25 relying custoner, 108 is 22 bytes. The
message typi caﬂ“’fc"@ ?fﬁ?‘?@ég‘eﬁaﬁ%ilﬁ) é%es{aéﬁ%@'ﬁﬁﬁﬁ@m 'ieh'é“gsiﬁ‘ﬁt_gﬂ‘ﬂ f)qogﬁ&

cust oner’ {iaRg pddidipdt 005 2601y&SS The theBapd tyicRAR Yompris&itivb rdquadtg ond5 byt es,

a nessage extension, 210 bytes, the response fromthe relying = |

parti ci pasercemingdhssubscribing cogemer yrertificate apd ong qopeernipg, the isspipg participant’s

partjci pant .. ra ' ' . C [ Ji.C . , thk.he root
bt 116 7 i, PRAGS IS R Bk on 310 bl Bl itber WA, b or Vo 30
certi fi catetyind patidipine’s nara¢)d 32 bytks] THe rhlging participatitist ségnature, 428 WBeQthe 18721

PCT[ USCO 24663 The detail o ssage Si timatjan of different fields
i s depict WIP&CQquéﬁ?%h%sgﬁWﬁr%@ adgr, ®hessage bei ng passed
bet ween the enthdd@ibestifalldmMiBRPe silfe iflessagks %&bﬂﬁfr&m&lyﬁﬁg’ﬂp’m&ﬁﬁﬁommm ume has

been projected, this information is preferably used to estimate the
net wor k | ésaeing partieipant 4025 601hyses. ThegmessegetyBicalsCORIPIIES R regijseiGopserning

A Lt S
Al gor i t hmmekgage éxténdions 210ibgtes, |thelroot entity’s signature on the relying participant’s
transaction coordinator certificate, 128 bytes, the relying participant’s transaction coordinator
certificate, 1146 bytes, and an HTTP header, 62 bytes.
The total estimated message size of messages passed from issuing participant 102 to
20 relying participant 104 is 2086 bytes. The message typically comprises a response
concerning either the subscribing customer’s certificate or the issuing participant’s
certificate, 456 bytes, a message extension, 294 bytes, the issuing participant’s certificate,
1146 bytes, the root entity’s signature, 128 bytes, and an HTTP header, 62 bytes.
The total estimated message size of messages passed from relying participant 104 to
25 relying customer 108 is 2213 bytes. The message typically comprises a response concerning
the subscribing customer’s certificate or the issuing participant’s certificate, 55 bytes, a
message extension, 210 bytes, the response from the relying participant’s transaction
coordinator, 127 bytes, the relying participant’s transaction coordinator certificate, 1146

bytes, the root entity’s signature on the relying participant transaction coordinator’s

30 certificate, 128 bytes, and an HTTP header 62 bytes.
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Paraneters Defined by 32 Signature algorithm paraneters are usually NULL

but since
for it
names.

{ notBefore { Zghy&eg

not After { utcTine i

Name 132 Thelswi Sypichilygberize sf mesige bemgpﬁ%&k!bdﬂﬂﬂéeﬁdaefaﬂmtclé inetean 2Koamd
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paranmeters are allowe
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32 bytes have been assigned for it
subj ect Publi cKey BIT STRING 128 }

USE

p @roigetad,

15 Al gorithm paraneters are all owed, 32 bytes have been assi gned
i ssugbolNagT®r 132 This is a higher estinmate -- apprexiyesiedss or 4
Nane is defined as sequence of Relative Distinguished Nane

3l Pty

validity
32
é%g&:{@gﬂt@nera 1?4;%5%92-{21 2 subj} ect

is

esS,. subj ect i cKeyl nfo 30
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Usual Iy iflssuer is

et nod. ql@§%§?‘6§% %Gg ot

hi st mat e.
f’%%’eec’ﬁ‘g r?ﬁ?&%; ect Uni quel D BI T STRING

132 This i &)
subj ect Uni ‘_ =5k er 0
Certificat ¢FEs2 - s t ake
Il bytes. ¢riti cTéHCmﬁ&f} F AN 0 BOO_EAN Wou I d take 4 bytes
VYersion Integer 4
10 Sertal Mumber 4
integer
signature {
Algorithra Object 1dentifier il
Parameters Defined by 32 Signature algorithm paramerters are usually NULL but since
15 Algorithm parameters are allowed, 32 bytes have been assigned for it
}
issuer Name 132 This is a higher estimate -- approximaied for 4 names. Name
is defined as sequence of Relative Distingnished Name
validity ¢
notBefore {
20 uteTime UTCTime 32
generalTime  GeneralizedTime 32
}
notAfier ¢
uteTime UTCTime 32
25 gereralTime  GeneralizedTime 32
}
H
subject Narme 132 This is a higher estimate - approximaied for 4 names. Name
is defined seguence of Relative Distinguished Nanses
subjectPublicKeylnfo ¢
30 algorithm {
Algorithm Object Identifter i1
Parameters Defined by 32 Signature algorithm parameters are usually NULL but since
algorithm parameiers are allowed, 32 bytes have been assigned for it
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extriValue OCTET STRING 0 W I

Si gnature

Al gorithm;

al gorithm Qoj ect

depend upon the extension
| dentifier

10
11 pararreters Def i

ned by

32 15 Al gdYQ ®¥A§728 gnat ure Val ue BI T STRING 128 This mayPGHPSMPRHAT si gner to

si gner. \Wen S|gned by root, the size wll be 256 mhen S|qned by _the root
Total 989 7zZTk et g Ext : i 161 angs.Extiensi ons
12 0 Stzgy 5 S epeot fi
n | N 4t . - e Nl % o~ S i o B o AR T2 2 --,. 13 i 5 Cont a| n
Subj ect Uni_ que’1 D - 132 Contaln a Sufpj ect [DN Q,Alrpadv present in
certificate Ex@ﬁ&e%mmWSprminjthbnvsmis supported as e-mail 47 Cons| stsfa
nunber of Tera/ Names - root entity W I support only rfc822 - ensdl
addr ess -lestimated-at 32-bytes—=—31 byftes—For—extr-bB-and—4—bytes—For
critical [flag Bst@nsiPon Ke?EﬁH@@ shquizd apiredrreieimas| Youathdispsr & #&%ﬁes 147 2
bytes for{the bit string + 15 for e)ten5|an"%awéﬁbﬂéﬂ§"Wﬂ7 WD 01118721
PCT/ lésm 240063 subj?c{Unin-)'-ucI[b ts © BIT IS'l-'Rﬁi&:‘r; f .11;2~; I WAaigher estimate. UsS?ly JSIE/ecI is deﬁned.. I " - I
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nts . 41 Extended—key—tsage—shottd—gppearwhemappropriatet5Comstst s of
O D. Estijmtede#r*s{Q D = 55 Bytes + 15 flor extension paraneters
Certificate Policdas shoul dviladefpseesgnt W|ickrinkdeDsediesibidiedlpybuasy chedlonsre@ab| ent ity
QD + 15 for extension paraneters Basic |Gaastlagpnts shoul d be presept 19 4
byt es forftheBootream— 01 for(che Rarh 1s  not berng used
+ 15 byt e tical . %X&I? . %B& woud?ak 35 20
byt es based on 16@=¥alt SHAOITEREEBING + |P5 b thékifreyd wondbsseifisi on par aneters 5
Aut hgyityl Key 10 shoul d be present 103 2Q bytes for the hash + 64 fof the
Cener al e —
signatureAlgorithm {
algorithm Object Identifier 11
parameters Defined by 32
15 Algorithm
}
Signature Value BIT STRING 128 This may vary from signer to signer. When signed by root,
the size will be 256 when signed by the root
)
Total 985
20
Certificate Extension - with Root Instructions and Extensions
25 Must not contain Issuer Unique ID -132
Must not contain Subject Unique ID -132
Contain a Subject DN 0 Already present in certificate
Extension subjectAltNames is supported as e-mail 47 Consists fa number of GeneralNames ~ root entity will
support only rfc822 — email address — estimated at 32 byles
+ 11 bytes for extnID and 4 bytes for critical flag
Extension KeyUsage should appear in all Certificates 17 2 bytes for the bit string + 15 for extension paramelers
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assunption

t hat

it could be URI

+ 52 + 4 for

serial + 15 for extens

i on

paraneters Mist not contain Nanme Constraint 0 O Mist not contain Policy
Constrai nt Ow0 ofksserrust be used for OCSP and RM 90 64 bytws/dsos2dgesner al

name 4-11 bytes far A D+ 15 for

ext ensi on pararret ers Extension -

Subscri ber REpRss. D By e T T GUETH T+ R0y EEE T Or
device id $= 4 | ] S G %@'%‘Fﬁf _93"%’@“‘? Jest -
Wi th Root g -'a=§=1 %rﬁq@-_m i EY&E@%&xﬁ b B < SRRk o ’%&Pw 1
i ' Cat cuf ati lEﬁdﬂlKhym should appea:Eheﬁl'ab@R@ques tss  Verere nfomnzs@g@ra: s4pip = Remuesftfa@r Na e
Name 132 Request { The Request structiure riepeaiss«t@r each request inja
particul ar },L,; S Cert FUl \ nm__Agorirghm A D
11 Par anet ¢re—Dets ﬁ%%h & befp mﬁggmfgm* ed e%g 0 L)l bg.re 24 mﬁmm Ogu ;{15 e fmfmé'és sed-on the
25 Al gori t i Grptiemrt nrton. - 48 WO (17 187 zwm#mewmmmmqué-st (
Size;,( tn] S ~" culatQnunott 7t [PCs |heSusNatieldshe@@rdasyer KeyHash
20 Seri al NgBRALy Wshoubbehresd T © TOU Al (WY T NAUE,, XL 2N 00 OREA1 adsPiLrs bytes for
exiension parameters
5 Authority Key 1D should be present 103 20 bytes for the hash + 64 for the General Name -
assumption that it could be URI + 52 + 4 for serial + 15 for
extension paramelers
Must not contain Name Constraint 0 0
Must not contain Policy Constraint 8 0
AlA must be used for OCSP and RM 20 64 bytes for general name + 11 bytes for OID + 15 for
extension paramelers
Extension - Subscriber Information 55 20 bytes for warranty account + 20 byles for
device id + 15 bytes for extension parameters
10 Total 193
OCSP Regquest - with Root Instructions & Extensions
15
TbsRequest {
Version Integer 4
RequestoriName Name 132
Request { The Request structure repeais for each requess ina
particular OCSP request.
20 ReqCert {
CertlD {
HastAlgorithm {
Algorithm  OID 11
Parameters Defined by 0 Estimated as O since no parameters passed on the
25 Algorithm implementation.
!
}
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Request Extensions { Nonce O D Il Nonce Value 24 No requirenents have been
| nposed on . Nonce Value. Estinmated at 24 bytes 10 ( ServicelLocat or
| ssuer Nane M@OI/18MIA 32 O D Il 15 Total (Wth Extensi on8§T/Y¥2466%p
Response - mnth Root Instructlons & ExtenS|ons mom_. (o nIs" me- Si ze

cull n  (QEEREIE GFTE

Responseh; 5

ThsResporfs€

Gener al i 2cdTi rrés“?s’?““”“"
IssuerKeyHash 20
SerialNumber 4

I T B
5 Total (Without Extensions) 191

RequestExtensions {

Nonce {
oD It
Nonce Value 24 No requirements have been imposed on Nonce Value.
Estimated at 24 bytes
10 )
ServiceLocator {
IssuerName ) 132
AlA 32
oD 11
15 ) }
Total (With Extensions) 401

OCSP Response - with Root Instructions & Extensions

20
ResponseStatus {
ResponseBytes {
ResponscType QID 11
Response 32
25 }
BasicOCSPResponse {
TbsResponseData {
Version Integer 4
ResponderlD Name 132
30 ProucedAT GeneralizedTime 32
}
Responses { Repeated for each response
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} Responses { Repeated for each response -49 V\D 01/ 18721 PCT/ USQQ 24663

.QGSt ?Res ate ; .. RO, ., ~-~.- p~ St-ii- - - Siiein - Mie

Cal'cul ation' Gomaents bl ~ ~} -:.e":Y ".,r ~ti-'- t4~ - Yet¥sonraes -
[ ..~ ..t "s'",~s:.;pi- OertID{ Algorlthm{ algorlthmOD22 pararreters

Def i ned by gz ATy >
seri al Nunb ‘F}G U at us"fg Thi st’ﬁp S s ‘t‘)gfﬁ‘ai?’éﬂe Rot 't be
used in rog B B e tionec: | natﬁ%eﬁq% f8nI %H.ﬁ)rét HEdl<gfri t hm

%—“
11 Par am>t ers 0 }Cer}]DO 20 Si gnat ure Val ue {128 i} ot al (Wthout
Ext ensi ons} 456 Respon ST = ensTons—{Nonce {25 OrD—tt—Nonce—Vat-twe{24
algorithm oD 22
parameters Defined by Algorithm 0
3 }
issuerNameHash 20
issuerKeyHash 20
serialNumber 4
}
10 CertStatus 8
ThisUpdate 32
NextUpdate 0 Not t0 be used in root entity Responses

}

SignaturcAlgorithm §

15 Algorithm {
algorithm 13
Parameters 0
}
} 0
20 SignatuseValue 128
}
Total {Without Extensions) 456

ResponseExiensions {

Monce {
25 oD 1
Nonce Value 24
}
CRLEntryExtension {
Reason oD i1
30 ReasonCd Enum 4
HoldInstructionCd Oib 11
Holdlnstruction oI i1
InvalidityDate GeneralizedTime 32
Cerificatelssuer (0)13] 11
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} CRLEntryExtension { Reason OD Il 30 ReasonCd Enum 4 Hol dl nstructi onCd
AODI 1 Holdlnstruction AOD1 1 InvalidityDate GeneralizedTinme 32
CertificatcWeduy7210 D 11 -so WD 01/ 18721 PCT/ US00/ 24663 PCTUSHRE6Posse;
zz.s: x =s: eze { s :a%$~ze clilaiion oments' ..;.:.:a.~. ;

cLo,~ s B = i P T o R

Certificaf eEssger At g%éson e A5 I

Enum 4 ThkiEEdsnead i ot R AT g

request ahd_r ey N@ESP transact

and confifmgtion tinmes for all transactions [are preferably specified]|by
root enti T30 —The—fottowng Section degCrT ogs preferredperformance

targets ffpr .SRH{EFSOPF ansaction coordinator The resiponse tines noted refer
specifically testnhe systemres@nse tine. Prlgterably, |apsed tinefranes in
whi chy manpal pgogesses are conglgted (notinggthe jneed for verificatipn and
15 requestH .‘ ; +H . ; t':.tb:) are—arso—estabtshet—Pref-er ly,
the val i dati on"™fequest and resAEESY e (i |62 _QCSP) is ten secands|or
less for hll response tine transactions within the root control
|nfrastru,%MQQMEM%okpatlon out§|de Ene Lpot,ﬁptrastructure (Trom cugt oner
t 0 cust onker—e+—edstorer—to—Foot—preferably—does—not—exceed—si—xty—stconds.
The total round-trip tine preferably does not exceed seventy 20 seconds.

Pr gf B abl 3(; t hevalgheQiatant irésponse Ciies & JCBParmyactitnstane wafrhuety Miehsactione
end-to-en response tine preferably includes the | ongest valiga | on path
(i.e. subdedsonfipationdimsder afl sransaehiars ary RECfeBprsPoctiipd ¥ gt Tg B AN P ﬁ“‘pam to

i ssui ng Pagiiowiid’@Bionl Rscifded prefeirbd Yarformance targets for the transaction coordinator.

The response times noted refer specifically to the system response time. Preferably, lapsed

timeframes in which manual processes are completed (noting the need for verification and
15 requesting it, filing claims, etc.) are also established.

Preferably, the validation request and response time (i.e., OCSP) is ten seconds or
less for all response time transactions within the root control infrastructure. Validation
outside the root infrastructure (from customer to customer or customer to root) preferably
does not exceed sixty seconds. The total round-trip time preferably does not exceed seventy

20 seconds. Preferably the response time includes latency on the Intenet. The end-to-end
response time preferably includes the longest validation path (i.e. subscribing customer to
relying customer to relying participant to issuing participant to root entity).

An illustrative performance requirement may be as follows: No more than 6 seconds
between the post of a certificate status check to a relying participant’s transaction coordinator

25 and receipt of a response and no more than 3 seconds to turn around a response to a
certificate status check where the data for the response is locally available in a case where
caching is in effect, proof of freshness (i.e., including status of participant certificates in
messages transmitted by the participant) is in effect, a certificate chain of two certificates is
being validated, the transaction is a four-cc;mer transaction, and the system entities are

30 connected to a 10 Mbps LAN (rather than the Internet).
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An illustrative performance requirenent may be as follows: No nore than 6
seconds between the post of a certificate status check to a relying
partici pant 'wobrsngacti on coordi nator 25 and recei pt of mvesspmEsie and no
nore than 3 seconds to turn around a response to a certificate status check
where the data wiPe I S . 0C i 3 e
caching is in emct , r%@%&g?s% ? }rl%gh%g?é‘hc%f .g%l?d,e t?‘ﬁ%:algtlﬂél hgrﬁmﬁé

parti ci pantfiies trarkactiatsed riohexcamiomapight haur amsdoiv stasithglny thelvad pla bustiegsalay.) is in
effect, a certi igcate ol ai n.of two tcer{gﬁf i[.caitlfeis ic% boei.n vquliaﬂgt ed, the
transaction is &% GtREGT e FrREReR I a Aol PR TP FER A 8s are 30
connect ed ftcertificatés PImEblk Ahdead Bk tahabtidnd EPlefttBIy) Giede offlin® frad¥Ertdh/dd8721

PCT/ USQO0/ 24663 The warranty request response tinme includes offline
transatti omgtexppediose B¥Ity, these of fline transactions do not exceed an eight
hour wi ndow st a él@gocﬁ'{ior{&?er%ﬂgat%falﬁ éfét’aﬂlgﬁglu‘éésyominm%%&ﬁmnse time for
response to notification of lost, conprom sed, or 1nvali certificates

pr ef er abl y Preferabigabese bfflinenmntacinsaombonseed@neharabl y, t hese offline
transaction do not exceed..one hour. The revocation of certificates al so
preferably incl ng‘e%a"a@f’? ?p@rqzyaéq{ggsgtpfegqg HY pfgygf%qogbp%nop ﬁg@%’sﬁﬁtﬁ"ﬁ- ne
transact i oRmliel@traRhctioN R8sk s By keceilb Statub BTiRaAtioA inEla@Ihg idahpleteal SO
preferably provides confirmation of transactions. Online transaction
requed® s prespes aplegpopess withis seveatywecordhf Theimpsagion coprdingtor alge PEEERH ete 10

request or Ipéﬁ&%?Qﬁl%mog’bm&%ﬁe%ﬁé’rQ%*e%l %ESBPQ?&-&%&&% rt@(;]&é‘r%{ %Eboﬁ&?,rﬁdi nator

al so prefe provides a tho storing to I eval 1'nconpl ete
t ransact i omece@qoisqBstaatusaspnmwepiste @quesarespiopte, ofd trnegudst qustiag s, an

i nconpl ete.requ §t response, and transaction queuing for inconplete
transact i oﬁ'.’co’cfl’ﬁg ettfaﬁﬁ?g?ﬁ‘i on coordinator also preferably conprises

transaction recyyekansaktion QttifiadTRAb prefANHIY CiprRELraYRiiSiReESRAUN CE _
al l ocation preferably allows for transaction roll-back. The transaction

coor dihat oFeeHireraenty SERPFOPRRIP Sy redascedlispation prfarabiy dlovws doruirapeasdon s.  1n a
preferred egppdiment, the transaction coordinator is provided with system
redundancy, systeni hot back-up, and redundancy within the public Internet.
20 During the dEhetraparbon coofdinate atsp predaatly provideaystemdaibover seqpeerhantsance
envi r annent . This

pase- | i ne. Tht BEFAET BROTER el TR RpT i Soe: Farar Thoa cBr v asey.
appl i cat i ogysepihe ek gp, aml ehadary elitpr@apubreciemna. i tsel f.  However, to
Ao ey A T e e e i e op e ofthd Fassadtion toordimaton & pelormance baseline 1 the . ©
development environment is preferably established. This base-line information is used to
improve the performance of the application components on the development machine itself.
However, to achieve a preferred target performance, appropriate production hardware
capable of supporting the anticipated number of transactions and a network with appropriate
25 band-width are typically put in place.
The following sections discuss preferred tuning strategies for higher performance of
the transaction coordinator.
It may be possible to reduce the size of messages being passed between entities by
eliminating some or all of the certificates sent with each message. Typically the recipient of

30 a message knows the identity of the sender (i.e., his distinguished name as it appears in his
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capabl e of supporting the anticipated nunber of transactions and a network
with appropriate 25 band-width are typically put in place. The follow ng
sections di%eA¥B Hreferred tuning strategi es for higher BeFUREe of the
transaction coordinator. It nmay ‘be possible to reduce the size of nessages
bei ng paswadantetenificated avd has @asceksto hésl fullcertificatign pathe Many af the odededhe

certificates.sent with e ssage. Typically the recipient of 30 a
nessage kmcqqﬁér'ﬁ%ﬁtvﬁ'ﬁ\%gﬁ"f f?é §8‘??(§%$‘e€'i .e., his distinguished name as
it appears in OCSP cieks¥erfdirhddkphrt BEhe BN AProcesy hay Be)eligtidtddfif hat €) and

has access to his full certification path. Many of the needed certificates
are al so eustimesdntabase isidesigred|to reflseigeyoked eestificarespnd if antherizatios Gepksdreas part

of t au nt i i : el i Hust goer dat abase
IS dreggi gné%ﬁ{"%%?%ngg%%egggégn ce?‘?l |cdglg] gé&ﬁgﬁaﬁe,ia%o%bﬁdor ?%at%rgn checks are
5 per f or na@tigp@ishedsnange. user ' s di stingui shed nanme and certificate, as opposed

to just its djstinguished nane. In referred embodi nen escri bed above,
the transacti J?%%gﬂ?m L %g‘é?ggl?eg\ﬁgo‘fer%ﬁgﬁ‘&staftb%cﬁgrfa ﬁ%"feﬁéaﬁ” par ses
the data {ohs381R7datahd theh gax@esahéab%@tseﬁatélﬁ Stoftad sabePbf th Hath fof bily poses.

Al ternatively, however, this function may be of fl oaded to an off-line

process t perposes Alernatively, hoveeverthis functipacnaydi ofdnadedhvan sffdinepracassitiaty e| evant
DIl 10 ARl Bkl A FallaliReShOhed and Bulalle rABRANRTE AR THAGR dfttublf

transacti on coor a responder elimnares the nee sign and
verify reimthstiaatmased t o0 establish secure socket |ayer connections between

t hese conponents. 15 i ng secure.socket r between.financia
institutions aﬂﬁ?qya?qa{bjgggﬁﬁﬂwpeg?@@ﬁtgr%é@fg&mg?{teﬁ{n f/naiefg‘et%? +t(9al |y

el i m nat egigh bl N@@Frel Qestliafll tdstaplish @oure stRetBQHOSHineARASBFReen tidgyever
digitally signed requests provide a higher degree of security. Each

partici pap@mpaggnts.pr ef erabl y assess the risks involved with trading off

secufd ty for pﬁgi{ggém%(éﬁckegﬁgﬁib@ﬂve%fan@ﬁ?iﬁgﬁﬁﬁﬁlsra&ph&ﬂg|c¥mhl'mkﬂyc§1§ the
turnaround tine reducl ng e 20 tine it takes to send and receive an
OCSP r equesth roas entite 1k @typicelly ¢linyinatesthe ngrddé digitelly sigmdsolalteqrest messegs f i cat i on
of OCSP r onses .i s perfornme A i i :

opposed tgl%g'gﬁrbdrsl%h% PETS {Eﬂ%eaFﬁ%orYt] %ga }gg{re? d{??eef eedgﬁ- I iér?g}? ?%E%éﬁi ?8n

pr ocessi ngrefdriblyiageése tierriskslineoivediwite tradingoff seans@don mrfosuamceli nat or nmay cache

¥ﬁgi glef. iyoéefs gfegﬁr@ﬁé{&. %g;fp&tﬁeggy T 9gtgprro$essp cnt%(ransérc}u?ld \/iglle ibg %d%cigé ﬁ%ent tal's.
20 time it takes to send and receive an OCSP request to the root entity. In a preferred
embodiment, verification of OCSP responses is performed as the data is put into the cache as
opposed to performing verification as part of the on-line transaction processing.
In a preferred embodiment, a transaction coordinator may cache validity responses
and use the cached responses to validate credentials. The period for which a response may be
25 cached is preferably set as a policy matter by root entity 110. This period may preferably be
within the 4 to 5 minute range.
If a transaction coordinator implements the ability to used cached responses it is
preferably adapted to log their use for billing and audit as well as non-repudiation purposes.

The logged information preferably indicates that a cached response was used to validate a

30 credential rather than a freshly acquired response.
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25 cached is preferably set as a policy matter by root entity 110 _ This
period may preferably be wthinthe 4 to 5 mnute range. If a transaction
coordi nat or wepliagments the ability to used cached responsgsgribosiafsss
preferably adapted to log their use for billing and audit as well as

non-repudi ati ongRuL; o jnf:ornation prefera indi cat es that
a cached res ponge \ s§fg§cetaan tl%ﬁ?}g[ i&g%ﬂ te?{p gfl%gﬁr’é i ?aeuf%%ﬁgfesgﬁeéﬁonée
freshly acqetherabbnraempmdsesponse52cidfdifply, 187 prefdied LGaihad Giasaciier hi gh val ue

transactions, .a clie plication prefer the use of a fresh response

r at her tharfogrdglg{éﬁsé’&%’@glg@ﬁ?é’. uﬁ?c%%’?%ﬁﬁ?‘?@&’ﬂ“&”ﬁ?@?‘@? PREFRIRH EARSSEIR |

transacti orise & @eshdespohRirahR ih ALy rlgfins@nd use a freshly acquired

validity response onf eg{s)l icit request to use a fresh response rather than
e

a cachéd respon&earms embadiment, teerecipioidif reasponse bhecksahé patenef tf a r esponse

checks the : r's.certificate. Alternatively, to

ol m nat o (EPodiEs Srihoif, ARRRYRG'S PurfBl b S80nd sebepiad Benstrlgh

aut omat i calcbyrdinatol mapatttraatichidy instudd the §tatus efitsi ckhigiodte (6 aignéd lNBSkoBY t he root)
whenever it ,sends, a response to _either a relying custoner or to another
transact i of"RCRYET PR HIesPons toithar relyng Frstosise of 9Anether ¢a%eion; est i ng of t he
transacti oRo&O@et nator. Preferably, the transaction coordinator is tested
for the itenms |listed in this section. In order to provide architectural
flexi B®1ity, th&hefolewinesscsinn disanssts teatingrofithe tppetteradvbidinaor Petrdbly, her € t han
one har dwar, f : oft W ndows.NT 4.012000, Sun Solaris and
Hew et t Pagﬁgéﬁ%f%hﬁgéj%n%ﬁﬁ%it‘)éslt\ég%ﬁg\%‘fteﬁ%srlfsggil V@hstsgdfog choose their own

har dwar e 15 pl abfopdantd providé lrehiteimial Aéxibilie, i pRMRiRE cBbrainhof Rprefdagys are

preferably rformed,to ensure hat the _transaction coordinator is
i nstall ed Eﬁ*ﬁe&‘ﬁWf%%%%ﬁ*ﬁ@%{%&@&ﬁ&&%ﬂ%%%@% NTH2¢00aime such

testing appgslafs rdtiewiat PhoRi8 HPSUXY PigibWs bﬁﬂ%&b&n@éj{o cﬂ_cﬁo%aé &gig%%n @51%@? leab ly

perforped to ensure that the transaction coordi nator y Installed and
uni nstal | edlEpmpfrem dedisvphibowspagrd pietfhimse Tesioare brefirably parfesmed foensure

coor di nat o, ; [ rating,systens, .,tests.are
pr ef er abl yﬁlgiat?li? gﬁﬁg(gg'? goirg?%?g@?#ﬂlg{ eeoggggrﬁ aéléPg‘hag‘pr%%&’ W@Eﬁ‘%ﬁ@ sanme
sour ce codenablersutietesting spprbpriad: lanivakd is ofpidatiereguipgor t ed operating syst ens.

Appropriate har re with appropriate oerating systens may be required to
perform t hese tﬁ%@&m ‘T—r’?ftgﬁaggé’gﬂ{?f%e? FP&“PWSH?&@F FEIFARSB cORTRIRRIST MpYber f aces
wi th ot her inktali¢édhnp @hin¥taNeAAQ clean WARIWRINTRES 400l s. The interfaces to these

softv\%re tools are preferably tested on the
If the transaction coordinator is extended to support other operating systems, tests are

preferably performed to ensure that the executable derived from the same source code can be
installed on all of the supported operating systems. Appropriate hardware with appropriate
operating systems may be required to perform these tests.

Preferably, the transaction coordinator interfaces with other third party vendors’

25 software tools. The interfaces to these software tools are preferably tested on the
development site during development and system test phase. In addition, elaborate testing is
typically done at the customer site to ensure that the transaction coordinator interface with
these tools is stable. This may be done during custorer/functionality testing, described
below.

30 The functionality of the transaction coordinator is preferably tested during

development and system test phases. During these tests, appropriate tools are used to ensure
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devel opnment site during devel opnment and systemtest phase. In addition,

el aborate testing is typically done at the custoner site to ensure that

t he transacWP@HI&Yordi nator interface with these tools PSTEPWER®3 This may
be done during custoner/functionality testing, described below 30 The

f unct i onaltat 11 of th¢ fistoht wtisandodeis exeroised atddastroncs pragheothedyryfetrebstestthgdur i ng

devel opment and system test phases.. During.these.tests, appropriate tools
are used Pbasé’rfé‘ﬁf’@ers-t@hﬁ‘@"@{i‘?@?ﬁ O SWEHRAOL hat 4l | of the custom

witten code i §eGxfliSh atitablicdettMe tRAGR o Ebofdifdie! Pesferiblf Bhin8 % doRst | NY
phase, custoners test the functionality of the transaction coordinator.
Security iteemmursithat daais tansferedofecurgly frompenspeint thranether. diestragss arePr ef er abl vy,

testing is_do t S . I.S-tr f r. one poi nt
o art heProerady ceRe i hsbne) ufithu i bR IR RPEN kb 0T, PO
security aspech mdssdglig ppatbdol defitdtyon fof mashges atmsndtted wWithi® syseegi 209 gndat ocol
definition fgor nessages trapsmtted wthin system 200 and.a_ . certificate
status pr Gei5EgAtE Haps Prrore)de IB‘Fm’éﬁ%rtSé‘FFF’?g@gé?eéleﬁ“é’?ﬁ‘finﬁ@Be wgéaﬁfgﬂé}aﬁg Uni t ed

St at es p'i:%s%n‘ﬁf@a'ten?@ﬁpﬁ@itioﬁ@ﬂﬁl fRti on serial MNfed on évch @fte BBe@URN date
herewith, * entitled Transacti on Coordinator Certificate Status Check (CSC)

Prot ocol  BetitlediTransaction Cotdinaton EettificateStatusi GhaekoiCS(R SratefiohBefmiiens c ol
e tolor oiuifiiof ERARRRKE MieBRE SAMP Der AL WP TERL:on Bldiliphie 17 0

i ncorpor at Yy T Eererence. erre eac ransacti on
coor di nat Mequitdpears] whithishereby frgippaatadrbyirefehced dh aiprefdred emBpdimieft, eahl y, each

transaction coordi nator accepts,and routes all, val.id XM, sages as
defined i ﬁfa{l%ét_mnﬁ@g@mj}%@“%f’gi @‘b‘d?esa"e%r’igrﬁf?ﬁ"% ,deﬁllfaﬁ%“- aﬁ&*ﬁé%@r 0 ;| 1t or med
nessages, @idclich Abidfhato? 2SS bid Butk’ alY Al MMmdtepsapaRfihed ih@gPonse to
requests. In an alternative enbodi nent, the S%stem may instead be

i npl ement extssegingpragrgidefwitiony fogs snddeports ildformed mesragesednd|insble togeaeatei on
coorgg nat %ﬁdﬁgﬁ‘ Jﬁ%g%sﬁ)lr"e&r Hé%ttb\’eﬁlu &bodi ment enpl oys enhanced OCSP
p RN q Fic

responder s ada provide sig Icantly nore functionality than
normal | y provi thedh ditgmatiteygpibodime@CEIe syssp amayansteat] e paplement¢das, antQESF20
enhanced Pre nder is adapted t rovi.de t fal. owi ng. additional

f unct i onal’FtY¢ mﬁ%ﬁ‘tf‘?g%“fé‘a‘ eé“@ﬁ%]%“é%ct%f’gﬁ°oﬁglpaﬁt§r52§f‘. %IE%\%? a?ilg‘;'gof raw
transact i @awodiglenttaiploys eahudsddSOCSHIresmmpers adpted to provide eighificaftlyanarti f i cat e

chains with responses. Verificatjon of signatures on requests preferably
usi ng an. MIO‘E‘tYW?%Pﬁlmowe 'é*?WPlcé]acPéSéWé?‘Wge’ag’&Bﬁ‘?g%{'ﬁ i‘i@ requests
(pargs of -w.Eb: Ggp p:@ponder is adapted to provide the following additional functionality:

+ Encrypted communication using SSL.

» Logging of raw transactions for both requests and responses.

+ Providing of certificate chains with responses.

» Verification of signatures on requests preferably using an HSM.

25 + Validation of certificate chains accompanying requests (parts of which may be

stored in a local database or on an HSM).

» Creation of new requests based on:
» A value in a service locator request extension of a received request.
» An authority information-access extension in the certificate accompanying a

30 response.
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stored in a | ocal database or on an HSM. Creation of new requests based
on: A value in a service |ocator request extension of a received request.
An aut horit ywofiastmt i on- access extension in the certificategus@esgpanyi ng a
30 response. -55- This Sheet Has Been Replaced 111111111112111111111111 WO
01/ 18721 PCT/ USOY 2 : @@Rﬁ i f ' r t.until
responses are recei ég on th seQ%]n%gpgrﬁ%%%@@Z%s?gnfggggﬂeggi?%?gﬁt.hgs.e, ability
to synchroni ze respotiseswpcreaelieqtests, i.c., abilityeto dyneroaize FBpNOERIE Soquadien
appropriate. This_ altern tivfe enbodi nent proyvi des only portions of the
certificate status ﬁ%"c’?ﬁ‘g“%o JEPORER ‘?m‘g?p“ﬁ?eovi ding the flexibility of
addi ng new ser ViTaRSlterAhtH@ embbditetGrédded 8hly poRhESMAL @dtiflche kS cRlcker nati ve
enbodinent. In addition, this alternative enbodi nent may cause vendor

| ocki nd. A BBiiWibgunravidiag the flexipilicofadding peve sevficeshddsoabittiog fratot ve

enbodi nent [ b Oy epi he.transactipn flows for
this alterna fe\?{e%{eg%gﬁg%@w?ﬁgbﬁdé‘é‘%gg"apdfg%" g dle angflaﬁm‘éﬁ‘é“ﬂy

summar i zed dansetviasdok tdckiogi Agletafidal 1t of thdpres Sudsas ¢hhis ltechisivo BBk isends

si gned dat a ‘}%2 s)ﬁ nature, the SC and the IP certificates (and optionally
CSSD) to tHE "1%)})? ‘Custoner (RC). 2 The RC verifies the signature on the
data sent by thgisS¢ 138k ek e d : ' hen
creates an OCSP rg_gqugé;‘?)t(ijc cont ai n(?%ah?ﬁseﬁggﬁscaeﬁrétﬁ{a%{i’{:éﬁhg%erﬁl{]:P‘B n?]ég%gér_ Thi s
data 18 serflowsdn Figel 4mnsumpnarizpdjinghafoBowidg Whés: OCSP request for the SC's

certificate aiﬁiucd by—the—RE+s—sent—to—t-he—Rely-rg—~PRar-t+ei-pant—{RR) OCSP

Responder ( ®R)| Becgsoribing CublemRASE) sods igried dute, thhaigmtwd e SGaklithelP
certificate cheierifiveiss (ahdopmpabydC D)Mo tha Relybeigemed(R)e RP OCSP Responder
| ogs the re%ues]é]l |t§, P Tog. Tie” RPOCSP—Respunder—vertfies—th
signature ¢f tlh er‘&ﬂﬁé? s R eRiE ga thedatsent Rnthe SCoandivalidatps ghe SHain, Al |
verificatign ilfPEFHs Fhrnanddhensreaiss pp OCPR sequpst pomsaieinghs SG eswifisete serial he
root) nust |be |JN&0sH ThisdatainenhiedaeddeMifer signgwre.f or verification of the

si gnat ur eell gerftf.i . i O RL f ornmed. [ ,No, CHECKS  ar forned to
engure tha1§ t%ﬁl—%@sﬁ" 'f”;'%%gs gl%h’ g‘f’ Sigagl-oy b Eé .e.milgpﬁ? FaiRp OCSP
Responder ¢redt s a2 5 gjgg{fﬁp‘jﬁ §£ long i th‘E gl ertiflcgig ehggn. The

P I en ecern%catec n must be passed with tﬁ: message.

4 | The RP OCSP Responder logs the request in its OCSP log. The RP OCSP
Responder verifies the signature on the request and validates the RC’s certificate
chain. All verification if performed is software. The entire chain (including the
root) must be passed with the message in order for verification of the
signature/certificate chain to be performed. No checks are performed to ensure that
the RC’s certificate has not been revoked.

15 5 | The RP OCSP Responder creates a new request, containing the single request
received from the RC, and signs it using its HSM. Signed requests between financial
institutions are not required. Instead, the root entity (ROOT) may require SSL
client-side authentication in which case the verification/validation/customer look up
is based on the certificates associated with the SSL connection.

6 | The RP OCSP Responder sends the signed OCSP request to the appropriate Issuing
Participant’s OCSP Responder based on the value in the Service Locator request
extension of the received request.

7 | The IP OCSP Responder logs the request in its OCSP log. The IP OCSP Responder
verifies the signature on the request and validates the RP OR’s certificate chain. All
verification if performed in software. The entire chain (including the root) must be
passed with the message in order for verification of the signature/certificate chain to
be performed.
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JR2aiFeas defin.t 1 eibulEbd Hobsl, hdvavere haothee niay robee dndughCSP Res
information maintained in the logs to support non-repudiation. The entire certificate

chain must be passed with the message.

HS

M 5 12
bonder .

14

HSM.

The IP OCSP Responder then checks its local database to determine the status of the
SC’s certificate. The IP OCSP Responder generates a response and signs it using its

15

The IP OCSP Responder sends the signed response to the RP OCSP Responder.

16

message.

The RP OCSP Responder logs the OCSP response in the OCSP log. The RP OCSP
Responder verifies the signature on the response and validates the IP’s OCSP
Responder certificate chain. The entire certificate chain must be passed with the

17

The RP OCSP Responder creates an OCSP request containing the serial number of
the IP OCSP Responder’s certificate and signs it using its HSM.

18

The RP OCSP Responder then sends the request to the ROOT OCSP Responder
based on the authority information access extension in the certificate associated with
the signature on the response received in step 14.
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13 The I P OCSP Responder

Responder verifies the signature on the request and validates the Root's
OCSP Respondgo oy@eft ificate chain. It should be noted, howausstoikdzat there
may not be enough information maintained in the | ogs to support
non- repudl Hre—enttre——tcer-ti-Heat-e—ehara—tust—be "GSSCU”ﬂ#fh—fﬂe
message. 14 lﬂ'h eT he ROOGSPCRR Keeneddar lagh éhe revh eagiest intits (O Falog dBeatAQE t o
det er mi ne {he {SAGRRRBespéndeheerifiSCths sigaatire bn tatrauesthnd vald@ESRe BespRAder
generates @ reprSsResandiess contfidate chisihNThd dnsire defi¥icatd ShalinmubtBe &ESE& Wels ﬁ)onder
sends the s$i gneﬂe ﬂhegsa:ganse to the RP OCSP Responder 16 The RP OCSP
Responder ogs—the—CCSPresponse—rn—the—CESPtog—Hre—RP-ECSP—Responder
verifies thaodigeRAHeO6RP Respondas ghaskwitsdpel @a&haméstetrme thpstgtueciShe
Responder ¢er t}ilPi0EPRespraider’s cErtdicataf thengt geerates a ccpense bad sgomitesin &s pagsed
with the messa‘w 10 17 The RP OCSP Responder creates an OCSP requegt
cont ai ni ng fthe—seriarmumber et P~ OCSP—Responder s certifitatejand
signs it u$ izhg m‘F§Q£I§IW 38 RW“#@S@E!:S&‘? REBETRTEPSSLAENR Q(\e'?r?o%est"ﬁ'éf’fr equest to
t he ROOT O he aut hor.J for t
extension i t er %?ﬂ’gmgr 1 s(’:{lhgfes%o E”t“h Pq ’PE%RIQBC he r¢sponse
recei ved ip st 31102? CrVgZi &q}gg&mq ﬁ‘ﬁ%’gfy oCSp
Responder [ ogs onder
ver! fies t1egs CEHAIP Y resifls %ﬂraﬂ ﬁﬁ a&eé’ée W Ygrdicien opsp
Responder' $ ceg ?aP?SEat e chain. The ent ire certificate chal n rrust bebaassed
W th he n abase to
det erm ne 1?3 a’?‘ h 8195(3?3- the%@é?%&n%a%ns ] fi& t
generat es h rdg f)gwsimasm e “”i"“if Bgﬁ %g&s
Responder $endd FHEeEihHEY SRS i upp s P Resoonder 22 The R‘T OCSP
Responder | 995 1l RPIRIREBorkdlr fehitnsBeHspoR o BAREP OCSP Responder
Ver|f| es t he cwgngf U-e—oh n rncnnnca E=Yal \lﬂl i :\fnp fhn Dnnf' S mgp
Responder ¢2% t|iThe (RéZtLees:tséHSM td bmfgéietsngﬁatmam t}ehespnnmyd bdidpaged®P’sM th t he
nmessage, oOr QaydsP Rdspdrider zhtificate @Rain. I Bl celtifieatt bitin @fy bdyasddBMithithd N t he
Certificate Vamdsiagelor patts of @lefalif enay reside on the HSM.
26 { The RC creates an OCSP request containing the IP’s certificate serial number. This
data is sent to the HSM for signature.
27 | The OCSP request for the IP’s certificate, signed by the RC, is sent to the Relying
Participant (RP} OCSP Responder (OR) along with the RC’s certificate chain. The
entire certificate chain needs to be passed with the message.
10 28 | The RP OCSP Responder logs the request in its OCSP log. The RP OCSP
Responder verifies the signature on the request and validates the RC’s certificate
chain. All verification if performed in software. The entire chain (including the
root) must be passed with the message in order for verification of the
signature/certificate chain to be performed. No checks are performed to ensure that
the RC’s certificate has not been revoked.
29 | The RP OCSP Responder creates a new request, containing the single request
received from the RC, and signs it using its HSM. Signed requests between financial
institutions are not required. Instead, the ROOT may require SSL client-side
authentication in which case the verification/validation/customer look up is based on
the certificates associated with the SSL connection.
30 | The RP OCSP Responder sends the signed OCSP request to the ROOT OCSP

Responder based on the value in the Service Locator request extension of the
received request.

~58-

| ogs the response in its OCSP | og. The | P OCSP



5 23 The RP OCSP Responder creates a response for the RC that contains

i nformati
i nformati

on it
orwonisi SC s certificate

received in step 2 (e.qg.
it received in st epPEHUNA4SE gns i t

the nonce) and the status

using its HSM 24 The RP OCSP Responder returns the response to the RC. 25

The RC u
the RP's
passed w
The RC cr
nunber. T
for the |

RO QetFhenks

SPO%%@CS% Sl
eyt

rqpi)aust be pas theme

s

th {
eat ¢
hi s
P's

g

Particip
The
The RP

Responder| veli

recei ved
fi nanci al
client-si
veri I cat
associ at e
si gned

Servi ce Lembadimentarp mmagzedindhedablepeloe

PCT/ USOCO
| 0g.gThe
vaI| ates
sof t war e.
nmessage

per f or med

15

entifr

éiemttnm’ce@ﬁeate §‘Pa§fh@(§’e B

g

"’é‘%fﬂ‘? I

iR
YRECRC

yah

ULtGn BOOERP
ol

pid S
aféy, A g GRS ches fe.
e g e iton fierheaocsﬁe? eq

RC, is sent to the Rel ying

?c?u

&t{"gy

dat e
be
M 26

Lest

2

P R

s fertip

b@g& fider é 1@ lg&g dm&;age {ohl%
ca €, g‘s 1t| %n

tHeStdnisl df e ©

el s,

ﬂ

vr

& Eftaglinp Dl

S the S|qnature on_the reauest and valldateq {he RG

chai n.
D 28

S

%ﬂé‘k@ot’%bs

tz

nnflr\ fLLn L

R Eép%h&%ﬁ‘tﬂeﬁ 'i’ethrfns ﬁf%&és@f)ﬁ?@‘?o the RPQj(tJMaR&poﬂ_&é? e

R‘éﬁboﬁﬂ&%ﬁﬁéshﬁd sigiiatige 633h6 re3porise fidadidattethe ROOTHEOAGSP VO
BNE8 cetifieat Bifird 106H0uldasd WOkl that Gidtexhali ivgbé &ivugh ngl e
DS REn malHhifddaR theildgs s supgort hén-FpMliathing TR citfre Yasficatb e
bR a%@@wﬂmhern?égkﬂgfz ed.

Instead the ROOT may requ

ntire

f or
checks
Ked. 29
bquest
ween
re SSL

ion/v
d wit

ﬁ%c‘i%%?x&%%%%@e Pt Recaiin

24663 31 The ROOT OCSP Respo

oTC T ot ||| v II\.:II \JG.QC LIIC

|s ba on. the certlfl

abhoye pt; s Mscﬁtﬁﬁ? PGS

Ve i
recei ved request. -58 WD O
der logs the request

%?GS

he
n the
1/ 18721

in its QCSP

m%nglgnature on the request a

ALl o

hd

%@P Responder verifies t
RP-OR s certi+Hcate—ehairh
Tikes awdy soeeal diervofnplesitychi ng t
Ningplétrentihe the \tandabticredobriinatir a |
an initial phase by reducing functionality

and pushing code changes to the
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Allows the basic security infrastructure to
be put in place and tested.

No authorization checks are performed.
Signatures are verified by the OCSP
Responder but there are no checks
performed to determine whether or not the
request is from an authorized customer.

There are no OCSP checks performed to
determine if a requestor’s certificate has
been revoked.

All certificates in a requestor’s/responder’s
chain must be sent with the request/
response in order for the OCSP Responder
to verify the signatures. This significantly
increases the size of the messages.
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i he size of the nessages. - 59| The IETF ¢ OCSP Responder specification
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additional functionality.

a}

Technical and security requirements for OCSP responder 204 are preferably
specified by root entity 110. An exemplary set of requirements is described below.

Technical Reguirements

In a preferred embodiment, each OCSP responder 204 operates pursuant to the Online
Certificate Status Protocol (OCSP).

In a preferred embodiment, when an OCSP responder 204 receives an OCSP request,
it validates the requestor’s certificate, authenticates the requestor, and verifies that the
requestor is a contracted system user with the participant that received the request by
performing a local status check on the requestor’s certificate. Authentication of the requestor
may be accomplished using the signed OCSP request, in the case of an inter-institution
request, or through secure socket layers client authentication, in the case of a customer
request. In addition, secure socket layers may be required to ensure the confidentiality of all
requests.

In a preferred embodiment, each OCSP responder 204 selects peer servers when

making inter-institution requests based on a locator extension of the requested service and a
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WO 01/18721 PCT/ USOQQO 24663 Pros Cons The RC nust send individual requests
tothe RP - multiple certificate statuses cannot be requested in the sane
nessage i f WOeyiFided to be processed by different OCSP PETH8MWPdES. Not
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sery ges W1 i hreRb-QYLAIARAR chth OCYP ?A@é&a@%@ mag/cvagar&@ﬁfﬁ%awésui; g | ETF

OCSP Responder "specifilca S not require Responder to provide this
addi t i onalo fulssspécified by roat edtitgAbd.cal and security requirenents for OCSP

responder 204 are ef er abl speci f ] by root entity 110. An.exenplary
set requir eﬁ‘érﬂrgfreﬁ"gde‘a’éa@éﬁ%cfa%b{)ggﬁ refé"“f‘@c#%"&ﬂh"%@ﬁb‘?‘?ré‘ﬁgﬁ?@nl n a

pref erred QERQE KRObeenRMEd AR RSond@4 e Rifiestat B ilb-mistattiord 0 t he
Online Certificate Status Protocol ( P). In afreferred enbodi nent, when

an OCSP r wﬂmstg,ohe PEeR respandsiofdnaplyingpagisipant 204 pyefprablyresinyibe
e o AL L ER SauU b TR SRS ety [0 (1oL e
t he request byIn me&padw&q@d&ném@th OCAaP uspaidercdupportsiticefollewing :sd:spoﬁsss: .
OO CaLg el 200 0 U ST MRl B SECOUBL 0P uSing (e
through segpbRe saHaly 4 RNRURr 6driifidite BUAREBMAI 2aR%d Othen thR cliflf OtsPe Of a
custoner request. In addition, secure socket |ayers may be required to
ensure t heespenser eheymasabat that esrtifigate, opymesqiidisats in the cestitigalst chpined thatrh odi ment |
each OCSP c&%ﬁ@é?é‘@%f redkdd ﬁﬁ!)recg titheRE RS sudh! he L RentORISP responder does not possess
sufficient evidence to transfer liability for documents that have been digitally signed after
15 time t using the private key corresponding to the checked certificate to the server OCSP
responder.
If a client OCSP responder receives a “good” response regarding a particular
certificate, produced at a time t, then the client OCSP responder assumes that that certificate
and every other certificate in its certificate chain was in good standing at time t. As such, the
20 client OCSP responder has sufficient evidence to transfer liability for documents that have
been digitally signed prior to time t to the server OCSP responder.
If the client OCSP responder receives an “unknown” response regarding a particular
certificate produced at time t, then the client OCSP responder assumes that that certificate, or
a certificate in the certificate chain of that certificate, is not known to be in good standing.
25 As such, the client OCSP responder does not possess sufficient evidence to transfer liability
for documents that have been digitally signed using the private key corresponding to the

checked certificate to the server OCSP responder.

Security Requirements

In a preferred embodiment, each OCSP responder 204 stores its private keys in a

30 hardware security module that meets requirements established by root entity 110.

-61-



maki ng inter-institution requests based on a | ocator extension of the
requested service and a -60 WO 01/18721 PCT/ US00/ 24663 | ocal table. In an

alternative @@igdiAent, this information may be obtai ned Byptideghiseei ght
directory access protocol (LDAP) look up. In a preferred enbodi nent, each

OCSP responder 204 ache.certifi S subj to rules specified by
Foot entity | 158 BeHed SR e Bt 204 1P Bere e B 204
verifies tRatud Rt 1dyBS difestistQRe sobRS ROBE A5 06D rBpekesi gned by an

aut hori zed responder certificate. For inter-institution OCSP requests, the

OCSP r esponder &f a prstpdenbadimenireashcPpSihtesmder 306 hesthoabjlity do eniegaison he
response fr.om ' ' L.GhRpant, 102 { L td ff.qt0 the
request or . vy adele b, Al linR A Nk AR bed\ipd i 0

fol | ows ng nesgdqisfesn thalB apprevadlifeyst withipad instiauidn’™ firdeadiwn. " I f a client OCSP
responder receiyves a_"revoked" resp ere rgian a parjicular certificate
produced at a t?%Prf’fmfﬁq"éﬁbﬁdﬁ'ée”él?Me%ﬁ"’%a‘,’é. 6%@3?4?%;‘%&4%%1%%%&1& hat
certificat gioned reg QIR ab@Febjonb&diLexethtibhCorefbisi i aA b8mEMaveindt hat _
certificate was revoked prior to time t. As such, the client OCSP responder °
does not pceosflmmatiogaétionsi ent evi dence to transfer liability for docunments

t hat have been dj gi | I I | Ll .e key
correspondi ng t%%ﬁé%ﬁ%%’ﬁéeogﬂg%rt’% #hleéé:% eregé)o q?ﬁtezoggére\gg?é@ﬁemr%é%mder. | f
a cliedt OGHR ssesmewdeker lagere chisms aahehtjaumidi, to exshantisee emigias bk i) a parti cul ar
certificate, produced at .a time t, then the client OCSP responder assunes
that that @ q’%‘ﬁaﬁ‘éﬁté"'“sa&Hﬂ“Severy other certificate inits certificate chain
was in good stapdifefeAtd &hiBRithent, ARchSHCLP rebidRdet Q08 e Ini e e@s@pnder has
sufficient evidence to transfer liability for docunents that have been

di gital |y gSeawiremens ¢stablithsd by st entity! t0h dn gdditiosy thelsituies thetrdeintaing thet he

Certifi cat oy aauand 27 SRS Bacthnal OC QG ERRAAREIELT et Rsbumes ¢ hat

that ¢®rtificat iy apeferred enalyodinkant atch OCSR Repoadsr 204 iscabfigurddad be bighlyhat

certificate, .js, not kno to be.in . goad standing. .2 such, th i ent
G051 eaportibl iRl cobli s b eaidal g o eBu P Sh OGS RPSRIEPIeTad | 1 1y
for documenéspodddad alhRy@sh@eRssthal dnlséc¥n&i gned using the private key
corresponding to the <checked certificate to the server OCSP responder.

Security Requir BfeRrespondess apsnof bivjcally wawtsditopsriorm shecks oyodpity esstifinatesr 204
t Y . ) . |
stores 11s me&e ;}Sﬁ%@]o%g%g éa'e Eglzﬁirgu?eﬁ t@ﬁf&{%fe%&%ﬁ?&{ab{%nt@ga a6oeld18 the TRRKS

requi renents oot entli
20 of a utility certificate.

In a preferred embodiment, an OCSP responder may be required to serve as an
authenticated interface to an institution’s repository. Implementation details of this preferred
embodiment may be left to the entity that maintains the OCSP responder.

In a preferred embodiment, each OCSP Responder comprises additional interfaces to

25 support additional functionality. In particular, each OCSP responder preferably comprises an
additional interface to make information available to support a participant’s customer-service
requirements. In addition, each OCSP responder preferably comprises an institution-defined
standard interface for exporting system and event logs. Each OCSP responder may also
comprise an interface for export of information for billing applications. Billing data may be

30 exported in any format including logs but preferably enables the requestor to determine the

type and volume of the request.
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-61 WO 01/18721 PCT/ US00/ 23663 In a preferred enbodi nent, each OCSP
responder 204 uses separate keys for server secure socket |ayers, client
secure sockeool/wyrars, and OCSP responses. I n a preferredpenosaingnt, each
OCSP responder 204 has the ability to operate on institution-hardened

pl atform conf i |yl edembBRintens bhribibhR 1697 8L HRMnRA Plaf PLiPrifnd based and 5
tested platformthat is approved for use within an rnastrtutiron’s tTirewall.
In a pref svelege patioiganiebrcause thel agdsmed digpalreduificaexdireaiinbaiontentigs bid. ed | ogs

of all sj d.r.espon .all .exceptiogns.or. errorsg, and all
adni ni st rég‘{b \?&einéﬁ’g}{gg%t?#c%%ucrh 315 iog%mg%%t i6ipant begins tﬁ?@fe@r’?é&&eﬁ@&'} nt, each
CCSP r es paieduarticifadt reB&onTbst@Agy W0 fedbtdin eHeistifus of $ifiched3 oBSthelevl dne OCcket

| ayers client authentication, to authenticate entities for all

adni M st r BATYYRANS: ansactions. In a preferred enbodi ment, each OCSP responder
204 nmeets m niURGSIRE Pefdnéd emBOMInERTTRE bits&Rt by isk OffiuiGlaf |ty 110. In
addition, the insti tu?ieon tﬁat mai nt al ssﬁeﬁw&gggﬁgégﬁnﬁ% specify
addi t i onapar@xismts; ealled hnveltwogaticipagts.r Baahdevel-5vd participanefsereferdblg idsoeti arent |

each OCSP,.r er, 2041 s, confi.gured.to.he highly. agvajl abl e and

depl oyabl %gféj\%é;rﬁggaﬁlg %Fg‘g'oﬁﬁa@lg‘?ﬁﬁgﬂ%ﬁ ‘Y}?’%hl,t l%iﬁ%‘af%sgkﬁé Y5hes

pr ef er abl partidcigmpanaisthtmseddelas catfiens suthotitieefos tHeltaespastive s@ERSs addCSP

resp%nders are not typically re%ui red to performchecks on utility
|

cer th0f i ca?’@%‘.de SYFIREYSERASES IhRRS FUFIOMBS: conf i gur ed to allow a requestor
unaut hent i cat ELQ:_Vé!QEl@%%i%ﬁ%eﬁ}ﬁ]Woviapthgmi eéfﬁabﬂn{ $Mru§f3foll feldiG@be: In a
preferred enbodi nent, an responder may be rfequired to serve as an
aut hent i ceartégipants: &ysfsuels lavel twe patisipaats pieGmatdy reppnt direetly yo theinppomsarivizat i on

d il £ ' - | b ft.t he .enf i h
i nt ai noc e Ep@Tbat: Eebel GRIBRIGTRRG ool i it orah s onkp

Responder pattiviganise sbtaihdthd stanedf cemnifiestécafher partidiparis) P prefered dinbbdin@ht
functionality. |n particular, each OCSP _responder preferably conprises an
addicl{Si 0 na‘lndf‘%‘f'% L’f"ﬁlc‘g‘etaﬁ‘?#ﬁ%éw P RFBPIRAS 1§ M\?g&s&%@eé R @%W%i}{m“é’@ms

parti ci pagtitens applisitiNRErif MoV 097502,4500fled BEBGAS 11 2008QdiiflddNysteRiBml OCSP
responder_preferably conprises an institution-defined standard interface
for expo rMEﬁl?@d ty Sriding HertifieationiRslpted and etherBstpicese whish isdierabuyncatpoeated onpr i se
an inter fRcerfdke export of information for billing applications. Billing
data may be 30 exported in any format including |ogs but preferably enables
t he request or Ihe prtreadrembedimest, edch partiaipanticollectieelp implermemeandandintains a

20 hardware and software configuration baseline that identifies the operating environment of the

hardware and software components of each participant. As such, the configuration baseline
serves as a configuration reference which facilitates the daily operation and management of
the system. The baseline facilitates the integration of configuration changes made by one or
more participants on a system-wide level. In addition, the baseline facilitates system-wide

25 service recovery in the event of hardware or software failures of one or more certification
authorities.

In a preferred embodiment, a master copy of the configuration baseline for the
present system is maintained by root entity 110. Typically, the master copy is kept by an
officer of root entity 110, such as the Vice President of Operations.

30 In a preferred embodiment, root entity 110 keeps a true and accurate record of root

entity 110's hardware and software configuration. At least three copies of the root
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-62 WO 01/18721 PCT/ US00/ 24663 In a preferred enbodi nent, participants

102, 104 shown in Fig. 1 are referred to as | evel-one participants because
they are i sswaxhidsmital certificates directly by root entptdudedRisss
Accordingly, the certificate chain of each participant begins at root

entity 110. : : i Cl ' entity. 1 0 obtain
t he s%lat us CS C%xro![n ?¥'§{’;’§{" gsrl 8’5‘?&%%4?%?9%2{%{@ Ijﬁgﬁb@}f)%?’%l&g lboé#] rgs(l.ty f’% atzta further
preferred ehbfoliowinpthred haatipnse (&t tix\same physizy! lcarips ofthe addidtifizandn

articipants, called |evel -two participants. Each | evel-twy participant is
Br ef er aEI y quglgﬂgélxeé&y@ﬁawgppgrgtyqqa# ‘%%&é“’o%‘? Ieforasy as g‘&)ﬁ%""t}ﬁ@ia&? $FAFE with
which it i doaa606itadate pHRRAIG0dEYEbE th¥Rot RAIfchEdrPANRL RY id \SRrsifkEVE as

certificate authorities for their resgectl ve customers and 10 provide
syst en? ser oBlager; and (Bhai en effsitedneation witk vast ensitie] I95headkip paharshipr ef@dabl v

provide th I I [ or level. twy articipants. As such,
| evel two 3%‘9 rlqz(giri% %S;Or#@é %Irr% %? g%#%hﬁearﬁgf’?ﬁ%lf qHaR Ay b?Bm'E’ ﬁlgﬁl! g’a}g‘ﬁ Hr i ng
| evel one patificatiopamhoriticewithe Hieeretardfiradic painy s100ust al so rely on their
sponsoring | eve|l one rticipants to obtain the status of certificates of

other partici patt&Preiryh BRodraat satdechenspattisipapianaiptainga fregaxd agveatand | evel
two parti CirRRRE 6 thehatdwatd B sOBR&E EQEG IR ARE REHiA IR iRk at ent
applicati orllr serial No. 09/ 582, 450, file OFeb{rgE%Py fl, ‘%tgg%t}stmghﬁwée)d System
and ket hodatlvlevebors pagtioippnQuelerablyqutrams, rReins apd maimthinstan east Beeasiopies of Whi ch

i s hereby i reference..l,n a preferr.ed. odi ment , each

parti ci pantleggrff%g{:a? %’lge e\}mllgr?‘}% énfgn%ngﬁeafrﬁ’gmﬁlﬂ %F%ellﬂcsangns' gigghtg? SRgPhY sd?fg

sof t war e cdorhiigLofaiie level besettificatidntaathotigyahdrétyiatiowing @p&ptinal dhaggeefMjer onment

of the hard\/\%gg%gd sof t yare COfTE nents of, each participant. As such, the

confi gurat i PrFours ) geAseqre ocainnrautside dhe Ripsical faspligned therlevehone
faci | it at egedifieatidabbtior@PBitah h BohtRNEY SRRBRIL @E@EB%Qtfan drfdRe %xa%{gﬁ Rim Hpe baseline
e

facilitates the integration of configuration changes na y one or nore
parti &3 pantevelpme gergiientiomputharity s beakip anderchitgiredoods, In addithmsesch leeelfoaci | i t at es

system w de, 25 I | e ent. of _hardware ot twar e
failures o? méglgég %%Ecg%g @‘gﬁég%’%g? P%%r?is chgﬁlﬁ%tlrolgtbfiseeg{le ﬁoﬁocg € ?%?gé’r ed
enbodi ment, a ninstrecferomipmbolinteht leveinivb gartiibimyaliaasihtaie thefand ReurafRr esent

systemis nmaintained by root entity 110, Typically, the pmaster copy is kept
by an of f FRRIR O3 Fhe B por £qf e conGgpionst el cortiieatop autha archiecture
Qper at i ons Eadledevid RERIRATREbLRDRAINRRAN malfis £ RhbtiMed ik eRs a true and

accurate record of root entity 110's hardware and software configuration.
At | edkt tﬁ?@!@»@@fﬂ dogugent ixhike followving three locations: (1) at the same physical location as

the level two certification authority thereby allowing operational changes to be recorded as

they occur; (2) at a secure location outside the physical location of the level two certification

authority but in a controlled container; and (3) at an off-site location with the level two

certification authority’s back up and archive records. In addition, each level two participant
25 preferably provides a copy of its configuration baseline to its sponsoring level one

certification authority.

Forms may be provided to facilitate documentation of hardware and software
configurations. In a preferred embodiment, the hardware and software configurations of root
entity 110's and each participant’s certification authority directory, OCSP responder, and

30 Internet firewall are also documented.



-63 WO 01/18721 PCT/ USOQ 24663 certification authority's configuration
baseline are preferably retained by root entity 110 at the followi ng three
| ocat i ons: wayumpzit he sane physical |ocation of the root PEBUBIRHEGAL | On
authority thereby all ow ng operational changes to be recorded as they
occur; (2) at @ aSRaur& enh&ﬁﬁ‘ﬁdn@@o&'éﬁt&ydﬁo heﬁeprﬁl’b)‘ﬁe%nmb fokon of the root
certlflcatlon authority but in a controlled cont ai ner; and (3) at an

of f site | codigimatiomineragement oaaisystgm-wide 19"%@1&19 pesamlbalrtnhtmcaﬂards gafed Ot her
copi es of, thi [ sQf dto |evel
one certfofalmcg“fegﬁp% ct)lr%{'ﬁo &Cﬁ gg?%:’%%:r e%%fn@%f@%%?agﬁ%&wgi In a
pr ef er r eda@hdrivg pregsnibly eﬁiﬁﬂhsbﬂ/tel:hnmabopkmtﬂonmtﬁﬁwhlcmmaDp’ﬁat&nklr ue and
accurate record of the hardware and soé re confi ion, of its

cer ti% i cateRAPSIRIth Brimataiping ap aecpiapegcor of ths cariifieat a‘Bﬁ‘é‘%éPﬁ’fi&'ﬁ?éﬁ@

pref er abl Y, SP@nBisuratii, @i NS, and maintains at least three copies of its
configuration basell ne docurrent inthe followng three locations: (1) at
the same physiloal prefemedenitodinant, ﬁhﬁénitieb@nﬁgwetimfﬂhb obeach pertificateor i ty

t her eby al | ng operational .chan e (2) at
a secure ?‘bt@(gft?'% r%ﬁ 23 i(’jyecot e’s‘% For} gratlf’%ﬁasel?ne? ﬁﬁgalceve mg’ﬁag

certifi catdriificatith b@hority. but in a control led container; and (3) at an

offsite location with the 15 | evel one certification or i ) backup and
ar chi®e recor d8.2 Arefestefgmbo éﬁne“ééc?ﬂ“ gé%’l""& Ruge B‘A‘Ftt‘i"mpg' ‘{&' @/

provi des @rlt‘éﬂpgl)chfcohﬁ Qt%fdh%%ds%kr@é’tﬁx%h't@ﬁ‘d&é%sﬁ@éﬁne&@}shéxﬂ/ 110. In a
preferred enbodi'nent, | evel two participants also maintain a true and
accurat e rqqemm@t,dﬂ)qmﬁammhen@mssm memm@er@@ﬁbv thercertifigaiiont t hei r

certificatl repares,
et ai ns, - MR opbdnt s b b uon BRGR: o Eonek iy B AR BT
docunent apsprds\hd bjreh bffiver) guchhas ¢e ViccRitsidans of Qferatimins inhhe caeraf tph;aot cal

| ocatj on as vel two certi tion authority

ool Rty (a8 § S gnepser SRgHIEhlE Bt IpBER g R feeriBration mBEHT  ocat i on

out si de t be BNY Rv&dne bPIRHM] 0 céfifidation h@u&ity,t(mcﬁleé bff Johfig@irhtton chaigediori ty but
in a controlled container; and (3) at an off-site locatiqon with the |evel

two cert PRSREIEH taaabierted partiess (R agpntigyeption change mugidakedato 2F5uBlddi t i on,
each | evely &%%draioﬂ%ﬂangzén%sfﬂo@m 8y RveMhilAtI & stRlMdOletinkDodies;
conflguratlon asefine to I'ts sponsoring Tevel one certificafion

aut hor i t yandi6) arsorﬁ'myraben ghraogd niadl be rechrded by sesting b the date ofithe changé adthelwar e
and ftware iguratio l.n_a ef err e hardware and
Sof 13 o Rifoe S il sPurtedn SR AICAEGRORT IRl sl CIR
certifi cabdnﬂ]guﬁubxlndfamggs vdtHcﬂhﬁr@fcmvedXﬁSEnalesmmdbaqkupmﬂes’so I nternet firewall

are al so docungnt ed
Ina preferred6 embodiment, the configuration baseline is implemented in conjunction

with the root entity’s system security policy and is an audited component of each certification
authority.
25 While the invention has been described in conjunction with specific embodiments, it

is evident that numerous alternatives, modifications, and variations will be apparent to those

skilled in the art in light of the foregoing description.
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WO 01/ 18721 PCT/ US00/ 24663 1In a preferred enbodi nent, root entity 110 has

primary responsibility for confi Lon _managenent on a systemw de |evel.
Thi s responsi®histy 1s typicall ﬂﬂ%gﬂ”ﬁi’wuﬁlﬁn of fi cerpcafustgbssentity
110, such as the Vice President u 'oslifach certificate authority
pr ef er abl y&iqﬁgri ses a technical operations staff which has the operational
5 responsi y for maintaining an accurate record of the certification
aut hority' $. har Awansactiomchrocessirtevsasten canprisipg: at i on. In a preferred

enbodi ment, the jnitial configuration baseline of each certificate
authority is proQBEBECBIPEEHmM ssioning the configuration baselines of each
subordinate cef bitifdoGaibaRnaut hority. 10 In a preferred embodi ment, a
configuration change nust conply with the following criteria: (1) a

confi duration chsigrjeg earponénd required to address a defined system

requi rement; (2 conf k.qur.at | | J d t
certification %&?aaﬁtoér%ief’%}'gs% a%%rgggﬁr?xgﬁggg gl? %E Sta@? E%%%E?&gﬁ?%?%&“ﬁgﬁhange to
t he oper at i onal gipkatkeemise;mét be approved By an officer, such as the Vice
Presi dent of Operations in the case of the root 15 entity, and a senior

manager accountaBAEaqtgR PRORESSING MERHTYr cOmbIRg QPETRRPYSioL HEICBRPARTTHAPS By, in
the case of a JoRY6he @RGceMhito ofY & mdr¥BarksSitiohf;i cation authority; (4) notice
of configuration changes nust be given to any affected parties; (5) a
confi Yurati on cthengeormst ranskationstaying deouepertias of atorieity, eensisieguy; &elation change
criteria irrposedd%gﬁi ernmental or standards setting bodies; and (6) a
configuration czﬂ]ange St be recorded by setting out the date of the change
and the 20 period of each previous configuration. Each certificate

authority typicall achiv S onfiguration changes with other archived
mat eri al s éuch §C%‘_’a‘-‘c'¥2€f_ o‘if_ﬁb@g.ﬁu fifg & _?@feeﬁt%w%s%samrﬁ%ﬁkeﬁrqnwenﬁwor

confi gur at tQRppah icBQ ohSelbdHahie WBRMoBd af 1Bast ORY UREHbIAR cust¥intdd, 2 REstlAOT

enti t;/' s systemsecurity policy and i's an audited conponent of each
certi¥i cat relwing eustomst.iat f}ast on ipingpartisiwantgidensi ava riixisg bateipadsod pUSH! i n
conjunctio ' 'y g;}}g [ it is evident that nunerous
alternati vgrée\,,vo%?ﬁ??’g% é|1§°n ) g‘ﬁ%%&’?g{'i ons will be apparent to those
skilled in the art in light of the foregoing description. -65 WO 01/18721

11111121111121111121112721111111 PCJ/ USOO 246%3 hg,s d ai IS ., 1.b A._transacti on
processing syst Cl&:gﬁ)rgi 1o said at least one subscribing customer; said subscribing

customer sending data to be signed to the smart card; and the smart card

20 generating a signature and returning the signature along with the subscribing

customer’s certificate and the issuing participant’s certificate;

{b) sending the signed data, the subscribing customer’s certificate, and the issuing
participant’s certificate to said at least one relying customer; said at least one
25 relying customer verifying the signature on the signed data and creating an
OCSP request containing the subscribing customer’s certificate and the issuing
participant’s certificate; and the online certificate protocol request containing
the subscribing customer’s certificate and the issuing participant’s certificate
being sent to a hardware security module for signature; and the hardware

30 security module returning a signature and the relying customer’s certificate;
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a | oggi ng conponent; a billi nglmmm i gni ng conponent; at | east
one-of a warranty service, a c ﬂﬁ"’”#’!ﬁﬂg check service, or a paynent
guar ant ee swswi/sezi and a transacti bn brotessi moni t or PEFUMEAHSHi ng
operations of the conmponents and at |east one service into one or nore
transactions; @ ts@if e OCIPIEQuCIBRERGE R bAABINRGutbRer aekd | es of
atonicity, consistency, isolation and durability. 2. A secure method for
conduct i ng certi f iigssing paxtigipgnt’ ciseificatepipehe whying RAEIGiRARL & rasesii®Pk  conpri si ng
at |east one el ecty oS Al ifslusRRRr§UhEREDLAg custoner at

| east one 15 relying custoner, at [edst one Issuing participant, at |east
one relying participant, and at |east one root, said nmethod conprising the

steps of: (a) issuing a snart to sai.d at l.east one subscribing customner;

sai d Ssubscri bi nghe rﬁlﬁg‘ﬁ@ﬂﬁﬁc‘@%ﬁﬁa@acﬂ%’f ‘é"QF%" ‘é"’é‘F‘gW&f ‘Eu8t°f‘ﬁéda§%§fet%car d; and
the smart card 20xg8REHAE i BeqRest WASSEMEIDy AR exis@igeRinptubtb@etefitat ur e al ong
with the subscribing custoner's certificate and the issuing participant's
certificate; (b)prosessivgriks reauestprfhed data, the subscribing customer's
certificate, and the issuing participant's certificate to said at |east
one relying custoner; said at |east one 25 relying custoner verifying the
si gnature on t hehestlgigoarlizipantstansactian covgdinatoGEBAgraw trassactonrdatiintoag t he

subscribing custoner's certificate t he .issui.ng, participant's
certi®icate; and®¥ Hansaiioniee ‘H’élrsfqnl“ggﬁg‘ég %?%‘P&i’mm&q o8 d’%r(? % ning the
subscri bi ng cust,gh@ipast’ tfinbdclibe &dofdiadist veRSingStheltel@n@aistonter’p sighatére on

certificate being sent to a hardware security npdule for signature; and
the hardware 30 theserviderrgquesionging theelyingicagornerss grificaicewhighy wehgent with ths g

custoner's certif] et Thi s Sheet Has Been Repl aced
111111111111111f§l]f%%&e%ﬁsi’ a%?111111 lid%ii (11!'?Y 1212121 iii WO 01/18721 C L
Ms * 1 PCT/US00/ 24663 (c) sending the OCSP request containing the

subscri bing custonmer'.s and.the issujn articipant's g0 es to the
rel yﬁ]g parti ci ﬁlé‘?ff"fyé“gtﬂa’éL}fépﬁBﬁ%eﬁ"ﬁc@%@ﬁgiﬁ?&?%??&éﬁq%eﬁgb%ﬁ?i‘%ﬁgﬁéeI yi ng

custoner' s cert isfor&iih@s haddalfe skdigity bdilei@ngar ti ci pant' s transacti on
coordi nator checking a custoner database to

the relying participant’s transaction coordinator generating an OCSP request
containing the relying customer’s certificate, signing it, and sending itto a

20 co-located OCSP responder; and

the OCSP responder verifying the relying customer's signature on the request,
checking its local repository, and sending a response back to the relying

participant’s transaction coordinator; and

25
the relying participant’s OCSP responder generating a request for the subscribing
customer’s certificate, signing it and sending it to the issuing participant along with
the relying participant’s certificate;

30 (d) receiving said request for the subscribing customers certificate by the issuing

participant's transaction coordinator; and

-67-
This Sheet Has Been Replaced




make sure that the request was sign .51l ng relying custoner
before processing the request; andE} ,}rﬂ@ﬂ’@ﬁéﬁ‘)fﬁgﬂl cipant's transaction
coor di nat or wbet/ks?gx raw transaction data s LO%raw tramsssetisesn | og and
storing billing data in a billing log; and the relying participant's
transaction Coorﬁé}éshﬂitg Wftlc }\Xd’éiganéééﬁoﬁ %&diﬁh%&ﬂ&k?@% cést&hvﬁﬂﬁh%gmon the
servi ce request using e el ying custoner’s certifrcate, I ch was sent
wi th the servi cenakequrest exiging sdisciithing cuatopiensjgmedrtid seivic@médusstbefbtel fi cat e and
the root public ke‘%/, bot%arof whgﬁ%; are stored in its hardware security
nodul e; and the PEYSSHIS PREPEYSEH H%¥ht ' s transaction coordi nator generating an
OCSP request containing the relying custonmer's certificate, signing it,
and sending it to a 20 co-located OCSP responder; and the OCSP responder
verifying the reltyd isgpingpattisipent’sstranaghion enocdivatoristpaing thgyess transagtiapditeng it s
| ocal repository,. an I response back to the relying participant's
transaction coordrlnﬁg&g(r)ar ;g%'ﬁ%gaglolgh%ﬁrel ying participant's OCSP responder
generating a request for the subscribing custoner's certificate, signing
it and sending it to the issuing participant along with the relying
participant's cerk§ ‘Pﬁ%t@‘,‘lcﬁﬁm(sg‘)m‘?aé'&% ‘R?P%ﬁ"aéoéf"ﬂr‘?ge%@g?“ﬁ&r thafgquest
subscri bi ng cust qggggugﬁrkgé.%é:at e by the issuing participant's transaction
coordinator; and -67- This Sheet Has Been Repl aced
11111¥¢112211122112221122211 12111221112211122112221111211111 WO 01/18721 C L
M s PCT/ US00/ 24663 . t he i SSul rtil-cipant' s transaction. rdi nator
checking its cusS}gerr%srum&ﬁagﬁ?g%gsttga%saﬁé?inegjg ﬂc%lréa%oéﬁ e@&fngﬁ cnfgg”s“%%’s Cr iPBi nsg
custoner signed thiaasasidnvoodinamed eighatine o tle requestd® siSing thetrdiging paticigant’sand 5
the issuing participant's trans,acti,gn cog‘rgi_nat or, stori n% tég(f raw
transaction data " %‘_’“i“t"%"df"&erF S MO I‘%ﬁ?‘_‘ﬁ‘ﬂh‘ f FREUTSE Q1Y 1hg root
part It Ci Ea|n|t st lr%a&qzez%am@gwaaﬁ e iShiah bRciBAdtS 1R BadRh Bodr@hatbNg T €quest
inits billing |I0g; an

15 hardware security module; and

the issuing participant’s transaction coordinator generating a signed OCSP request
for the relying participant’s certificate and sending it to the root’s transaction
coordinator;
20
{e) receiving said request for the relying participant’s certificate by the root’s
transaction coordinator, said root’s transaction coordinator storing the raw
transaction data in its raw transaction log and storing billing data in its billing
log; and
25
the root’s transaction coordinator verifying the signature on the request and

sending the request to its OCSP responder; and

the root’s OCSP responder checking its local repository and sending a response

30 back to root’s transaction coordinator; and
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10 the issuing participant's tr | I nator verifying the relying
participant's transaction coorcaiﬂmﬁﬂma!&ﬂﬂ j!l!)e on the request by using
the rel yi ngv@ervtsizai pant's trans L Y r's cer PET/UEML2€563 Whi ch 1S

sent with the request, and the root public key, which is stored in the

i ssuing partiCi gaitbotSs tdnSRB8E EdoPlinAGQERHINPA Shned rdspoR@h6lMAd Bsubgeurity

modul e; and the issui ng participant's transaction coordi nator generating a
si gned OCSP r eqmeicipantytranpastipre¢oprdipptosar t i ci pant' s certificate and sending
it to the root's transaction coordinator; 20 (e) receiving said request
for the relying participant's certificate by the root's transaction

coordi nator, s@ d recitingtherapase by dr issoing Gantiaipant’ s3tansactien ¢oosdimason, the
transaction data in its raw transact.ion Iﬂgﬂatand storing billing data in its

billing |og; and BHingharticiapt stransagtion eqqrdifatenBerethe Grroapsisie¥ng t he

signature on the rt%%%n&%ftor&ﬁr}%daﬁﬁm urp6saal to its OCSP responder;
and the root's OCSP responder checking its local repository and sending a

response 30 back to root's transaction coordinator; and -68 This Sheet Has

Been Replaced 1311111111113 111101 L. L] !]}. 13458 Sl
PCT/ US00/ 24663 %iﬁbssb‘i”/g Eipaﬂtl%ﬁ'asf‘s?%g‘l‘ F00 l%%t%rtléeé%%é‘#tl%lon cﬂo‘c??‘!éﬁsh% Or
sendi ng a si gnethereqreriscéivedsdnhidinirgIbe subscribigt dustomeand cestificarnsigdg 2N

coordinator; (f) recejving the response b I ssyi ng participant's
tranfaction coo FF&EW,“‘PHE"SSB‘“SQWW@“ Q{:gﬁﬁﬁ%ﬂ?ﬁer Q‘\géﬂé‘da‘%
coordi nator st oll@gcitbianfiesponse its raw transaction log for

non-repudi ati on purposes; and the issuing participant's transaction
coordi nator generating an OCSP request from the request it received

cont ai ning the b |.hi.ng.: ' [ £l SLan | £ 0 and
sending it tot ?\% l?%@ﬁr?gt gﬂ%ﬁ% @?%%F\et%p @%%bhﬁgég% rsl%}éérlwglragrt#ge r\?\?"{e Its own
certificate; ang@enerating aresponse, signing it, and returning the signed response to said issuing

15 participant’s transaction coordinator; and

the issuing participant’s transaction coordinator verifying the OCSP responder’s
signature, resigning the response, and returning it to the relying participant’s
transaction coordinator along with its own certificate;
20
(g) receiving a response by the relying participant’s transaction coordinator, the
relying participant’s transaction coordinator storing the raw response data in its

raw transaction log for non-repudiation purposes; and

25 the relying participant’s transaction coordinator verifying the signature on the
response using the issuing participant transaction coordinator’s certificate and the

root public key, which is stored in its hardware security module; and

the relying participant’s transaction coordinator generating an OCSP request for the

30 issuing participant’s certificate and sending it to the root’s transaction coordinator;
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the issuing participant's OCSP res r ifying the signature on the
request, generating a response, sﬂ%@ﬁ#’ﬁiﬁﬂﬂﬁﬂm turni ng the signed
response to sw@dngBsuing 15 particiy 8% on coerflusmhass and the
i ssuing participant's transaction coordinator verifying the OCSP
responder's sigpat .- [ eSL gn] the r onse returni it to the
relying partici g‘gnt %é:gwi“r‘%g‘%és“g‘g%‘i%gr‘%] eég%trsgfaﬁ% c%?ﬂ%f %rwi]ngdlio\f\ﬁt %rof}?sgtr%ns ction
certificate; 20 é ) cdi«ﬁdieﬁtwhsmgir@ ﬂiliea_aw@mestlaytaﬁmﬁ; a@ltiphdagtiquebg ke e’ 3
transaction coordinagtqr, the  relyjng participant's transaction coordi nator
storing the raw res%&?ﬁ%‘@“@%‘nilﬁbﬂ‘% OBt r ansaction 1 og for
non-repudi ati on purposes; and 25 the relying participant's transaction
coordi nator verifying the signature on the response using the issuing
parti chpant transtéerdotn trersertidh neardinater waeifying the sigbatumdn theeequestpandpubl i ¢ key,
which is stored in its hardware security nodul e; and the relying
participant's transaction coordi nator generating an OCSP request for the

30 issuing parti cihpeddt’s Famsedtioh osrainfopdRbdisg fldirfi@iedt to tsOC SerebsAHErS and
transaction coordinator; -b9- This Sheet Has Been Replaced Il 11t I 111
(e 1 1111121112111211121121121121121112 WO 01/13721 ¢ L MS * CT/UB00124663
(h) receiving ar S j ndLal.Qr root's
transaction coor@?#%? (E)P%%) té%lﬁ%%dgfﬁeea?%%v@ggag}eé&g g}tgg}?%d?%@g% lFsaP\t/?/nge
transd@tion | og abpedk &t the foayjs trasisection Fédraigatdated in its billing log; and 5 the
root's transaction coordinator verifying the signature on the request; and
the root's transaction coordi nator sending the request to its OCSP
responder;. and thBeot’sahnsactiokShordiaapORadihg 0 eskéRtd thérelydgidaricgRa@ss t ory
and sending a response 10 hack to the root's transaction coordi nator; and
the root's transdfdSHORERSFHR4RIt or sending the response to the relying
participant's transaction coordinator; 15 (i) receiving the response by
the relying participant's transaction coordi nator, the relying

parti dfpant' s tfnstestiviog theaespoisaly the relyiog ipajciphrd’stespctimecpminates, thaw

transaction log for rel n[x]g_ 5 F clilggah Hrgnrsla oh BS5idinato s?cgﬂng the response in its raw

transaction log for non-repudiation purposes; and

the relying participant’s transaction coordinator generating a signed online
20 certificate service protocol request for the issuing participant’s certificate and

sending it to the root’s transaction coordinator;

(3)  receiving the request by the root’s transaction coordinator, the root’s
transaction coordinator storing the raw request data in its raw transaction log;

25 and

the root’s transaction coordinator storing the relevant billing data in its billing log;

and

30 the root’s transaction coordinator verifying the signature on the request and

sending the request to its OCSP responder; and
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the relying participant's transaction coordi nator generating a signed

online 20 certificate ser e protocol request for the issuing

partici pantW@oywfli fi cat e H!B, E’qmmmum‘o the root's PCHUOS®EEGON

coordi nator; U) receiving e root's transaction
coordinator, the root's transaction cdordinator stori ng the raw request
data in its raw transaction log; 25 and the root's transaction coordi nator
storing the rel deRetHPESY rf‘gmgsreshmm&@ lp¢al repagjtoroand sending B@spdnee r oot ' s
transacti on cookgli A SlQr re on the request and sending
the request to ib?%ﬂ%ﬂo¥§i$%%%g§?L%gﬁﬁét%gﬁl‘ﬁi s Sheet Has Been Repl aced |
120201 122222 1260l 121 WO 01/28721 1 1t 2aar trrart 1112 hiltb rrorrnl
PCT/ US00/ 24663 s the root's CI?P respander, checking its | ocal repository
and sending a r E&FEAHrANSAURN QpT{ipgion sERIng a pigndIEsPONssi0 585l Bat or; and 5

the root's trangagicipam’ iRRkRtioRrdisReli Ng a signed response to the relying
participant's transaction coordinator; (k) receiving the response by the

relying participant's transaction coordinator, said relying participant's

t ti di : ' : in it 10 tr. t |
For non r opudiG i Gopurb e Rehafie by s PR NS el fniellil e RIS o °°

coor di nat or gener atlying participafdf ttansqtios eodrdinator stéringrtsiespoaeSn i€ &ty ved from
the jssuing participant's transactiqnp.coordinator, signing it, and sending
it to relying cust tigh {9g dor fopreRudiRtiPR PYPOSES A t i ci pant's 15 certificate;
(1) receiving the response by the relying custoner; the relying custoner
verifying the response using the root's public key certificate stored in

its hardware sé&eurlying nagisineat’s trangaction eqosdipatpngeneratnesmdMesP wepesibngom
request f or t hetlLeEiL:Qb'oH&s RALLES R Me i%uﬁl‘é&)&ﬁfclpﬁ@ttseﬁngactigﬁ &%Ediﬁaﬁor?et ermne if
the certificate has been revoked, -

signipg it, and sending it to relying customer along with the relying participant’s

15 certificate;

(I)  receiving the response by the relying customer; the relying customer verifying
the response using the root’s public key certificate stored in its hardware
security module; and

20
the relying customer sending a request for the relying participant’s certificate in

order to determine if the certificate has been revoked;

(m) receiving the request by the relying participant’s transaction coordinator, the
25 relying participant’s transaction coordinator verifying the signature on the
request and sending a request to its local OCSP responder to ensure that the

relying customer’s certificate has not been revoked; and

the relying participant’s local OCSP responder sending a response back to the

30 relying participant’s transaction coordinator; and
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(m receiving the request by the relyj | 's transaction
coordinator, the 25 relying parti CWHWIHEE”I}W on coordi nat or
verifying theosi/gmature on the requestcand sengli a requaaised/misdst s | ocal
OCSP responder to ensure that the relying customer's certificate has not
been revoked; and the:r i LGl : : .sending a
response back togteh%@‘%§£¥%@%t%3¥%%?{’%%5@ ltogg?lrd g%ggcf‘{egﬁgg%gra fn%at or; and
-71- This Sheet pasicipasis chitificate wdhd bbild dankdctibd ddordihator; 1 11 1iii WO 01/ 18721
S PCT/US 0 4663 the relying participant's transaction coordi nator sending
a request on the relying participant's certificate to the root's
transaction coomsli Natifing §:81eqhREBY it Ribts BEnhQARARSSrdiMol R bRQL 'S
transaction coordinator, the root’s 5 transaction coordinator veri fying the
si gnatiure on the r etpnesstiomgngrditetar vpmyingithe-signatuse orgbafeq@sSmdichensingdeth t o
determ ne the statu r i l.C , £ 2 d the
root's transaction lgsolggra%jlbgg{) &f £ %/ng?%/gfggl%%@g% ﬁ’g%%lgﬁ%tﬁhgéehrn&%a%czpcfn ??om its

| ocal 10 OCSP respeniiiteiamdt he rel ying participant's transaction

coordi nator; (0) receiving the response by the relying participant's
transaction coordinator and the relying participant's transaction

coor di nator for weyedbie i GSddBiiid: SorwhRling! 1 Miiddsc bt REBom i3odaP)
receiving the response by the relying customer, the relying customner

provi ¥ ng acknoWGPgespander to théwshingraiciehiytransactioneqordidatorA syst em f or
provi ding one or nore services via a network, conprising: 20 a root
entity, the root entity operating a root entity certification authority,
the root entity) P&Mﬁﬁ%ﬂ@s@#ﬂ@@mem;iéﬁg/pmﬂﬁdngﬂfrﬂfsh@iﬁn ?@ﬁﬁhﬁa@nﬂor t he
root entity certification authority, the roqgt entity copfiguration

basel i ne conpri si ng®¢ 1%&3%@%%@?@%%&““%&0%‘? ?reg?ﬂ“ﬁ&‘?me
certification authgeifngcudom@t | east one level participant, the |evel-one
parti 1(:5i pant operating a |evel -one

(p) receiving the response by the relying customer, the relying customer providing

acknowledgment to the subscribing customer.

3. A system for providing one or more services via a network, comprising:

20
a root entity, the root entity operating a root entity certification authority, the root
entity maintaining a root entity configuration baseline for the root entity certification
authority, the root entity configuration baseline comprising the operating environment
of the root entity certification authority;

25
at least one level participant, the level-one participant operating a level-one
certification authority, the level-one participant maintaining a configuration baseline
for the level-one certification authority, the configuration baseline for the level-one
certification authority comprising the operating environment of the level-one

30 certification authority;
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certification authority, the |evel-one participant maintaining a
configuration baseline for the | ejﬂlﬂﬂﬁlﬂ"i',ﬂumlmtl on authority, the
confi gurat ivemolsessnl i ne for the lev i on BOT/HENO02¢663
conprising the operating envi ronment” of the level -‘one 30 certification
authori y; - 72 cHiche BhemwoliaicBRRNBIALRERMakidpshl deralibd 114001 18721
11111111 1111111111111111 PCT/ USOQ 24663 C L M sphgf{gﬂl eas% one | evel -two
partici pant tméiﬂcew authewity thetlevel-pranartigipantmpiatpining woanbigusaiion baselinef i cat i on
authority, I, €1 asel i ne
for the Ievel V\gxggeézlg#%c@ﬁ{f{c!&}%&n&%@hnﬁath@tc&%%p%gﬁ ?sgglﬁéa ?g]%tl asgfb I ne for
the | evel -two ceaxifichtidn ﬁﬂtomqmomptrmgmewpemmgemmgnemwmpéwanwmg envi r onnent
of the level-two 5 certification authority. 4. The system of claim 3,

wher i n t he cdsrtifgaion a0Basel i ne of each entity's certification
authority is recorded on a form 10 5. The systemof claim3, wherein a
copy of each entity's configuration baseline is naintained by the root
entity. 64. TheTlsassstam%fslamll 4iwhegin the configurationpeselinary eacheastifigur at i on
manager, the.canfi ag eing an officer of the root entity,
the confi W%‘ial‘?)'h '%g?{é &r e olrf?t%%er q%%rgl ng primary 15 responsibility for
configuration managenent within the system 7. The systemof claim 3,
wherein each certification authority co r| ses a teﬁhnl cal eratl ons

staff0 thé techi vetpmeierm F-opheren %F?PY Akt SReP g‘f‘%‘é"ﬂd’ﬁ ?}su ty for

mai nt ai ni ngmtd_’“%q;’thé)lfoo@é}mgl‘ltl ty certifi catl on authority's configuration.
20 8. The system of claim wherein the configuration baseline for each
entity's certl fication authority is mai ntal ned at the sane physical

| ocation t en t of
claim 3, er glﬁll’le %tgﬁlcocf)glfﬁrgé’rﬁaﬁeggsﬂog& 14 n {rug%%lcrﬁémﬁer’ Eﬁ@@oxﬁ‘&ﬁaﬁ%
certific ahiaﬁdgeﬁbﬁnli’g)dﬂ dfﬂcer of thaireut antnyz,dh«actonﬁgwanm managerdiution hmugprd'eaw he
physi cal | ocatj on ?P entlt s certificati on authority. 10. The system
of ~cliai m wspepsibrley %FISW‘B‘&%} AE'¥Br each entity's 30

certification authorlty |s rral ntained at an offsite |ocation. -73-

7. The system of claim 3, wherein each certification authority comprises a technical
operations staff, the technical operations staff having primary responsibility for maintaining
record of an entity certification authority’s configuration.

20
8. The system of claim 3, wherein the configuration baseline for each entity’s

certification authority is maintained at the same physical location of the entity’s certification

authority.

25 9. The system of claim 3, wherein the configuration baseline for each entity’s
certification authority is maintained at a secure location outside the physical location of the

entity’s certification authority.

10.  The system of claim 3, wherein the configuration baseline for each entity’s

30 certification authority is maintained at an offsite location.
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WO dl /13721 L s PCT/ | }&ﬂ gm MBHL“Ehe system of claim3, wherein
changes to twheow@mii gu egklf an entity's cerpcirfusaatiésnn

authority are nade to addr ess a systemrequirenent. 12. The systemof claim

3, wherei f 1y, (8. notif h to.the 5 . .
cont i gur a1 on CgeSTraRoRRiles. WrRR el EEthe BoB0PRRE e Pty totys e

system of ektificaidh authriteira madebaddesstagyithie re@iémhair at i on basel i ne of an
entity's certification authority takes into account configuration change
criteria inposed by governnment bodies. 10 14. The system of claim 3,

wherein a ghanggelgs _xﬂ%f{ig f9, QL8 RFPASE) I 8 &fxiﬁé‘@oﬁﬂhk&%'t&m

certification authority es I nto account configuration change criteria
i nposéd bycafigmdiaordmselme vf anmytitytacicsdicatidn abBorik. syst em for providing a
certificate status check service via a network conprising a plurality of
entities including at | east one root entity, at |east one issuing

partici panf3, anthedysterh 6BG34im®)&hérein\aichghgRas thi CorFptiatioeREElIRIBE bt dtiGPHPT i Si Ng:
a transaction_ coordinator; 20 an online certificate, status_ protocol

r esponder , Seftification Juitoripetekes e agcaund corfiparabion chapgs criteriadePBEPY checki ng

st atus of vgmeh{ém&.e, the online certificate status protocol responder
receiving online certificate status requests fromthe transaction
coordifnator, the online certificate status protocol responder sending

online cerfjficate stat .25 responses t he transactiqgn ceordi.nator; and
o | oast ol nataesie el YRRER Gebtes & Be pu PR ottt R LD wher of
the onl i necegigichiidd fmicRinsthis itfo Ricoim eOfighRSPR Bikae GRATSMpSRd By sevdlkdRd
response regarding a checked certificate, the revoked response indicating
that the Se#ingbefiEs Sheet Has Been Replaced 11111111101111111111
111111111112121111221112, 1111111

15 15. A system for providing a certificate status check service via a network comprising a
plurality of entities including at least one root entity, at least one issuing participant, and at

least one relying participant, each entity comprising:

a transaction coordinator;

20
an online certificate status protocol responder, the online certificate status protocol
responder checking status of a certificate, the online certificate status protocol
responder receiving online certificate status requests from the transaction coordinator,
the online certificate status protocol responder sending online certificate status

25 responses to the transaction coordinator; and
at least one hardware security module.

16.  The system of claim 15, wherein the online certificate status protocol responder sends

30 a revoked response regarding a checked certificate, the revoked response indicating that the
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WO 01/18721 CL MS * PCT/US00/ 2466 T Pl @ certificate in a
certificate chain of the certifi catﬂ"mgmgmawﬁlﬂed prior to a
particul ar WO®/1872¥. The system of clai‘m 16, t he HCIFIPOH Y663

partici pant does not accept liability for 5 docunents that have been

si gned af toghifitl€ oPRLirtifkdt&n 4 deFRicke Ichin 8f tRE batRfiCatd BYs Kbt feSoRAMLD a 1O the
checked certificate. 18. The systemof claim 15, wherein the online

certifi catpertistlattirse.pr ot ocol responder sends a good response regarding a
checked certificate, the good response indicating that the 10 certificate
and every other certificate in the certificate chain of the certificate is
in good g7andThgsydlerPoflediti 16 Whdreih thelssuih@ parlibipastyddtenot adcegtl labiltyl&r Wher ei n
the issuing participant, accepts liability for docunents that have been

si gnedl pr id8rumeRtsithat have beep sigagd afte eB%‘PHéa'a‘"?ﬁ PSig aPTRl ke crErsPIdsndi ng t o
the checkggie@hdckid Gaiffeate20- The system of claim 15, wherein the online
certificate status protocol responder sends an unknown response regarding
a certificate, the unknown response indicating that the certificate, or a

certificate indthe certificate chain of..the riificat IS not. kno to be
o good” 38 st IhRGELr el sty edpiils Vool Eidiacel Spfiier HRAT

wher ei n t hgobs fesponge Rpadingiaphedked artificat] thea @e6diesponsdinbicitingftigt thedocument s

t hat have been signed prior tg the particular ti ge using a private key

cor r 4 pondFligeate aqd ryeryi L sertifigats inthecertificatschain of ths certificateiingoad) aj m 15,

wher ei n t hgn@Rb biepaeRiuldr tibfeat © status protocol responder stores its
private keys 1h a hardware security nodul e. 23. The system of claim 15,

wherein the online certificate status protocol responder neets 30 a set of

Shoet Ths oen e bR SRIERYS, FRGER LS He Bl B Bty */°1 1113, ¢
ff 11 I1f dobundntsithdt hhveMef tigA@iARibr @ the FarfROTa UBAOEREGGBvRdkey N @ Syst em

conprising a first rticipant,._a second participant, a first custoner, and
a sééond ceus?P %'P’S]P@hFi’lgegtce fieSmer being a customer of the first
partici pant, the second custoner being a custoner of the second
parti ci par}.t, each enti tfylbei ng provided with a

C

The system of claim 15, wherein the online certificate status protocol responder sends
an unknown response regarding a certificate, the unknown response indicating that the
certificate, or a certificate in the certificate chain of the certificate, is not known to be in good

20 standing at a particular time.

21.  The system of claim 20, wherein the issuing participant does not accept liability for
documents that have been signed prior to the particular time using a private key

corresponding to the checked certificate.

25
22.  The system of claim 15, wherein the online certificate status protocol responder stores
its private keys in a hardware security module.
23. The system of claim 15, wherein the online certificate status protocol responder meets
30 a set of minimum security requirements established by the root entity.
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digital certificate and an associ at [ e key, a nethod for validating
a certificate 5 conprising: a) the amm!mnﬁgﬁimmfgm ng data with its
private key; Wooitbm1first custoner trx #hgkisi gnedcdatm it he
second custoner; 10 c) the second custoner generating a validation request
for the firgt JRIRT ¢ L il . t jtting
the vali dat?onmrji%questco?lg‘rﬂ%? gfﬁﬁg stclg%%’taggngpagggg %‘?’ﬁ%@gmﬁéﬁd@ second
parti ci pantsecorg cajtomereths et mebtqueer béing peaustonfeopivhe Gisnpartidigany allei sdainion r equest
to the firs rticipant. f e first participant fransm.ttjng a response
to the vali 5‘? ?’S}r\ger?né'gaucélg%omte%Gtttﬂeese‘éoé’gSﬁ‘a‘%pﬁ%ﬁ ?alcgfrﬁ%{’?mgaﬁa"‘gﬁf‘&?“‘i he second
parti ci pantdigitahostifidate 4ig ah BEodIREPHNER e, A h@hSERONMS RS QR TicateD- The

met hod _of cl ai m 24, wherein the second custoner uses a hardware security
modul e t o CMEASIP%e val i dation request. 25 26. The nethod of claim 24,
wherein each participant stores data relating to the validation request
for non-repudiation. 27. The nethod of claim 24, wherein each partici pant
st or es dat @) thelfusticnsgiomer sighingvalaivdthtiisprivat8Rey, equest for billing. _76_ This
Sheet Has Been Replaced 11111111112111111111112111 WO 01/218721 | 1111l
1111211 01212 121t 11 il PCT/USOO/ 24663 M s 28. The nethod of claim 24,
wher ei n ead) tRArticEipBR rabHHIGKS ik SHed MBT HAlRHRRsbReverify that the

val i diéi on request was recei ved from an authorized enti ty before processing
t he gquest. 5 29. The nethod of claim 24, wherein each participant uses
an online ik . . rate the validation
oquest 307 SR e bRl Aol £1RMAAR: R ARALAL EbiRis
participant, a first customer, and a second custoner, the first customner

bei f, the first partjcipant, th 10 [ bei
cust oner o (et siiope trurfia eliffon ity Mkl spont e |

to the second participant;

15
€) the second participant forwarding the validation request to the first participant;
f) the first participant transmitting a response to the validation request to the second
participant; and

20
g) the second participant transmitting the response to the second customer.
25. The method of claim 24, wherein the second customer uses a hardware security module
to sign the validation request.

25

26. The method of claim 24, wherein each participant stores data relating to the validation

request for non-repudiation.

27. The method of claim 24, wherein each participant stores data relating to the validation

30 request for billing.
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digital certificate and an associated private key, a nethod for providing a
warranty service corrprllﬂ ﬂ!l"lﬂlmmjm m t customer signing data with its
private kewoousB71) the ansnmitting the BEYH2¢8662 a and its
certificate to the second cust onmel ; c)’ the second custoner generating a
war ranty $eapRShetiodlof uam b, rvﬁ{er&rpéfcﬂ PRficiParkt Shdck{ 4 &itdiner dgtgbﬂé tolvagfysecond
customer transmtting the vvarranty request to the second participant; e)

t he secontiathe validatpmmequestiwaa resicivgd from apanthomizedl eptétybefore procestieg e r st

parti ci pantﬂ f) the first participant determ ning whether or not to issue
a warrantﬂ‘/‘ &k g) the first participant transmtting the determ nation to
the second participant; and h) the second participant transmtting the
determnation to the second custoner. 30 31. The t hod, of cl ai m 30,

wher &i n t 2% Begentpdof w2, wheesin each aarticiaant uses@n ppking cepifisels stafus sign t he

Warranty rgﬁ)uasrggponduto él}hé*mél@ﬁee‘tahmﬁ, ptReplaced | Iflhlit 111111 111 |11
ARREN IﬂS 1171211717211 10 vl /18721 r Ms PCT1US0012 663 32.

The met hod of cl aim 30, wherein each parti ci pant stores data relating to

the warr y est Q r.epudi ation. t4had m 30,

wher ei n Zgi: I‘bﬁf’f . %owsglg(g:{'g ! cg’all’ o 3P d’gspatl%m?aﬁ’g%\/\fllgg cusf%?mgr %’dr equest
for billifgenddhstorhbe theHirit@UstoherMeiighi custbmuhuftied firstgnedtipant, tHece@adt checks a
cust oner database to verify_ _that a request was received from an authorized
ent iy befustomeppeipeacysipgner Rbthe srgpdpartiopang sach eatiy belng RN ided Wt &i ng a root
entity, ag ita(l%&mﬂ@z{lé bl RN ociaRd PREAL PeyD & iettioll B Providing b wakrantf Usligser, and a
second custoner first customer béing a customer of the first

parti ci paedmprisinlge second custoner being a custoner of the second
participant, each entity being provided wth a digital certificate and an
associ ated private key, a method for validating a certificate conprising:
15 a) thea)ammdclﬁuaﬁieﬂﬁ@mngmwahimgnmkeai i dation request containing the
second participant's certificate;

b) the first customer transmitting the signed data and its certificate to the second customer;

c) the second customer generating a warranty request for the first customer’s certificate;

20 d) the second customer transmitting the warranty request to the second participant;

e) the second participant forwarding the warranty request to the first participant;

f) the first participant determining whether or not to issue a warranty;

25
g) the first participant transmitting the determination to the second participant; and
h) the second participant transmitting the determination to the second customer.
30 31. The method of claim 30, wherein the second customer uses a hardware security module

to sign the warranty request.
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b) the second customer transmttin val i dati on request containing the
second 20 participant's certifi ca? f{
I

ﬂ ﬂ& m&wgmpart i ci pant; c) the
second partiwbpamrzgenerating a val' i} BLif or t herpemonfss

participant's certificate; 25 d) the second' pérti’ci pant transmtting the
ificate to the

val i dati on ,Leqyest .cont.al ni he. second. .partici pant' s cer

root enti tx}rz g‘;ﬁefrﬁ’ 0?6%{: a@?‘uﬂgt e qu‘%ﬂ{ﬁor?% ao???&“ﬁﬁ’t{‘%‘gawm dati on
request to rtdiestS@condemdiatib:ci pant; and 30 f) the second partici pant
transmtting the response to the second custoner. -'78- This Sheet Has
Been Replaced Il 1111f1\ WO 01/18721 PCT/ USO0/ 24663 36. The net hod of

claim 35 what ehemkfia SRAARB0PARGLG ERAMUBER sResQBlalIRirfah e afigh§ STt US
\

protocol responder to generate t I on reques 1 UP
I N 11311 TédusstBirdbdllingdas Been Repla ed | [I1I11I1fl | -79

34. The method of claim, 30 wherein each participant checks a customer database to verify

that a request was received from an authorized entity before processing the request.

10 35. Inasystem comprising a root entity, a first participant, a second participant, a first
customer, and a second customer, the first customer being a customer of the first participant,
the second customer being a customer of the second participant, each entity being provided
with a digital certificate and an associated private key, a method for validating a certificate
comprising:

15
a) the second customer generating an validation request containing the second participant’s

certificate;

b) the second customer transmitting the validation request containing the second

20 participant’s certificate to the second participant;

¢) the second participant generating a validation request for the second participant’s

certificate;

25 d) the second participant transmitting the validation request containing the second

participant’s certificate to the root entity;

e) the root entity transmitting a response to the validation request to the second participant;

and
30

f) the second participant transmitting the response to the second customer.
-78-
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36. The method of claim 35 wherein the second participant uses an online certificate status

protocol responder to generate the validation request.
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