WO 2004/ 054180 A DATA TRANSFER PROCEDURE FOR TRANSFERRI NG DATA OF A DATA
SEQUENCE BETWEEN A TRANSM TTI NG ENTI TY AND A RECEI VI NG ENTI TY 5 BACKGROUND
OF THE | NVENW@RP04S41B) ¢| d of the Invention The present invention relates
generally to a data transfer procedure for 10 transferring data of a data
sequence between a transmtting entity and a receiving entity. The

i nvention al so AATASITRANSFERPROCFDURE EQBIERANSHERRING DavBAiQR Ang

of and ' apparat ubA R FREQENER BeRWEENGE TRA RS T GNRLRY 9 47 Teeru
for inproving the reliability of EtEBIVING FNTFIWery in a packet radio
systembut is not limted to such an 15 application. 1l. Description of the

Rel ated Art The general packet radio system (GPRS) is a packet data based
communi catyon systemthat has been devel oped for GSM networks with the aim
of C 20 providing networ ks BACKGROUNDI QF SRR INVENTHION a way to handl e

hi gher data speeds and packet sw tched connections. GPRS can al so be used in
time division multiple access (TDMA) networks (1S-136). It is intended to
provide a transitional path to third generation (3G wreless data services
It enables th li'igﬁiro?%iﬂv%ﬂ? packet switching and Internet Protocol (IP).

The GPRS standard i s now we defined and is currently 25 being deployed in
exi sting GSM basedTholprésenn @iventides relates ogetlerally otopa odatal eraasfen ypréaxiureGhivi
operators to neet the growi ng denmand for wrel ess packet data services. WO
2004/ 054180  transferring data of a data sequence between a transmitting entity and a receiving
C entity. The invention also relates to a communication system and to a transmitting
entity in which the procedure is effected. The invention provides a method of and
apparatus for recovering data lost in a transmission, and is useful for improving the

reliability of data unit delivery in a packet radio system but is not limited to such an

15 application.

1. Description of the Related Art
The general packet radio system (GPRS) is a packet data based
communication systém that has been developed for GSM networks with the aim of
(,, 20  providing networks built to this standard with a way to handle higher data speeds and
packet switched connections. GPRS can also be used in time division multiple access
(TDMA) networks (IS-136). It is intended to provide a transitional path to third
generation (3G) wireless data services It enables the introduction of packet switching
and Internet Protocol (IP). The GPRS standard is now well defined and is currently
25  being deployed in existing GSM-based mobile networks,- in ordér to provide a way for

GSM operators to meet the growing demand for wireless packet data services.



2 The GPRS standard defines a logical link control (LLC) |ayer which
provides a logical link between a nobile station (MS) and a serving GPRS
support node (SGSN). The logical link control (LLC) provides services
necessary to WaRMWHA54I8k ciphered data |ink between the M5 and the. SGSN. The
logical link is maintained as 5 the M5 nBves between cells serviced by the
sanme SGSN. When the M5 noves to a cell being serviced by a different SGSN

t he existing connédeiGPRS standdrd slsbuksanidzimalnavk cdntgl GALC) lapdr wiicnpotvides i s

est abli shed. The logical link control (LLC) provides for acknow edged and
unacknow edged lg¥fdantlink Obep@eédii adabbilesuitiad (MSE apdod ee®ingdGPR SUsliphsrt (fdk)s)
between ~-° 10 the nobile station (MS) and the serving GPRS support node

(SGSN) and pojspisnyOTRM iRk dbby BrYCPhroRffek &bsjdet GRSy S ﬁ,au{ Qe VS.

The LLC | ayer alsé provides tor detecting errors from corrupt

d
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over a header and inforpation fjelds 15 in a frane. For the acknow edged
mode of t PanstheMS moxes betwgen, cellsgated Byeihe spReSCSN When thedVIb mayss R dat a
for which an acknow edgenent has not been received. Network | ayer protocols
are intended ¢ell bopgrsarvacedvbyra differant 86Sethé exidting connactioni id ecleased end/a oéw
sub-networks and data |inks. GPRS supports several network |ayer 20

protocol s pr OMgﬂh]ﬂg]knjbﬁﬁ&ﬁ@h id ésabfgtedency for users of the service. All
functions relating to the transfer of netvvork protocol data units (N PDUs)
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10 the mobile station (MS) and the serving GPRS support node (SGSN) and point to

multipoint delivery of packets from the SGSN to the MS. The LLC layer also

provides for detecting errors from corrupted PDUs by checking a frame check

sequence (FCS) in the LLC frame format. The FCS contains the value of a cyclic

redundancy check (CRC) calculation performed over a header and information fields

15 in a frame. For the acknowledged mode of transfer, the LLC may request

retransmission of the frames of data for which an acknowledgement has not been

received.

Network layer protocols are intended to operate over services derived from a

wide variety of sub-networks and data links. GPRS supports several network layer

20  protocols providing protocol transparency for users of the serﬁce. All functions

relating to the transfer of network protocol data units (N-PDUs) are camried out

transparently by GPRS network entities. A layer known as the Sub-Network

Dependant Convergence Protocol (SNDCP) provides this protocol transpércncy and

support for a variety of network layer protocols. The SNDCP is logically situated

25  below the network layer and above the LLC layer. It performs multiplexing of data



25 bel ow the network | ayer and above the LLC layer. It perfornms mnultiplexing
of data WD 2004/054180 3 comng fromdifferent sources before the data is
sent via the logical link control (LLC) layer. Data to be transmitted is
first nul ti plvexesi/dayisphe SNDCP. The data is then segnmented to nmaxi num

| ength LLC franes that are then sent ovey the LLC to the 5 nobile station
(or other network entity). At the receiving entity the SNDCP | ayer

reassenbl es tdagigatdn Biffelisht lea@cfef B theN @atNDSE CAR tﬁ@%@&fd lfRadontde data
be transmitted in an acknow edged node or an unacknow ed ge node. In the

acknow edged E?,@?l the receipt of data is confirmed as delivered by the LLC
| ayer ¢ and Pansni ssi on and receptl on between the SNDCP and LLC | ayers

is done in 10 or t he unac vvled o, th ei f data is not
confirnmed. The na%‘ae t%g Itrﬁﬁ?'@étle ESIdB‘ﬂflngFd((jﬁX_&)e gg@@ f@ﬁ aga IS BN ¢ hat
for an acknow edged operati on, netvvork protocol data unit (N PDU) delivery
confirmat i onssegmesed 50 Swnmug lgngth LhG frgmesthat geEndiemgerjueren shenbk® tadprendant
convergence protocol (SNDCP) entity may be given in a non-sequenti al

manner . NS5PDUnokglei stardne®r loyhea nebvork camitivy)n it ItheCreznivirigy ettty athe SNOCR teye SNDCP
entity, on the other hand, nust be given sequentially. In the case where

nul ti pl e N-PRehdaethbies krgddts it el DVE drdrfest Mhe SMBEP Gan Rt @at ihk atd be
currently specified SNDCP operation is flawed under certain circunstances.
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delivery COI’]fII’ITB.tI or a buffere ere copy
but, due to

f Link LLC
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recei ving SNDCP entit Under the
C J and data trar}/smlssmn and reception between the SNDCP and LLC layers is done in

10  order. In the unacknowledged mode, the receipt of data is not confirmed.

The nature of logical link control (LLC) operation is such that for an
acknowledged operation, network protocol data unit (N-PDU) delivery confirmations
from a sending LLC entity to a sending sub-network dependant convergence protocol
(SNDCP) entity may be given in a non-sequential manner. N-PDU deliveries by a

15 receiving LLC entity to a receiving SNDCP entity, on the other hand, must be givcn
sequentially. In the case where multiple N-PDU buffering is employed in the sending

SNDCP entity, the currently specified SNDCP operation is flawed under certain

C : circumstances.

These circumstances may arise when the sending SNDCP entity has received

20  delivery confirmation for a buffered N-PDU and discarded the buffered copy but, due

to a loss of an earlier N-PDU on the radio link, the receiving LLC entity has not yet

been able to pass on a completed sequence to the receiving SNDCP entity. Under the

GPRS standard when a radio link deteriorates below a ;:enain level or simply is

broken, the system may initiate a link reestablishment procedure. Aliernatively, an



GPRS standard when a radio link deteriorates below a certain level or sinply

is broken, the systemmy initiate a |link reestablishnment procedure. )

Al ter nati vehyo 200382004/ 054180 4 MS nmay nove to another cell served by a™ -
different SGSN, and so an inter-SGSN rquting area update procedure ained at

reestablishing the link may be invoked. As a result of these procedures, the

recei ving LLGy§Rdyt HoTe k& aRGASRH S9veddtyf BecﬁffWeH SGSNPYURISEH anl @te?.fs , the
logical link is réset before continuing wth the 5 data transfer. wever,
if one of th . pr.oc I | d. r r..th endi ng, entity, has

recei ved del ﬁ@‘g‘%‘g’ acc?ﬁ‘&’l P %xsﬂr?c%g"}lmﬁ‘ﬁrﬁ&gefrgeraS(eatb?‘ﬁl@“ggrkeéfn\lfirﬂ T@V% dity has
passed on the conpl eted se nce to the receiving SNDCP entity, the m ssing
N-PDU will be | og¥ ?ﬁeﬁqi‘egfgﬁte&e.l’f%ﬁglu%b %cfﬁ‘éehY‘“gelyw'%r?é‘Hys%F%‘ﬁe‘kué%V%ry
procedures will fail to recover the lost data. 10 The problem may be better

under st ood f riwffec wis bel@usgedoln effeathibe lagied nipdnigi mzpt bietpre onttinuing withshows an
exanpl e of how the SNDCP and LLC |l ayers at a nobile station (M5) and a

servi ng GBRS daedeardsBESMNowendrgifacte of @iest iphatednde sholdexcedr ithe @®E eegiRrat i oned
circunstances. Figure 1 is divided into two parts. Figure la shows the

uplink transfgfinohasdetavéd dively CHREIRBA,! &t%@&r}e Qhe &&em?gﬁw e@g%s 15

normal and deteriorating conditions, and Figure | b shows How an 'rnk is

reest abl i shed, and recove | |1 owi failur.e l.in Fi. gur shows
oo Hines. t dPo oRRBREHERled Syl ticthiellifp SpcBendsf the Figiaebrfty; o
(M5) 13, and time lines for an LLC layer 17 and an SNDCP | ayer 18  for a
serving GPRS ¥ lpssisiie prsge- BﬂthPa%eﬂﬁem A TFARgMISsion TeRovERYHIPCashires il dpil st or e
21 in 20 the SNDCP layer 11 in the M5 13 has two network protocol data units_
(N-PDU5), sHowgrousgy theelpsedata [5, 0] and [5,1] for transfer to the SGSN 19.

The GPRS standard B

10 The problem may be better understood from consideration of the
accompanying Figure 1, which shows an example of how the SNDCP and LLC layers
at a mobile station (MS) and a serving GPRS node (SGSN) interact over time under
one of the aforementioned circumstances. Figure 1 is divided into two parts. Figure la
shows the uplink transfer of data (i.e. from a mobile station to an SGSN) under

15 normal and deteriorating conditions, and Figure 1b shows how an LLC link is
reestablished and recovered following failure of the link.

Figure la shows time lines for an SNDCP layer 11 and an LLC layer 12 for a
mobile station (MS) 13, and time lines for an LL.C layer 17 and an SNDCP layer 18
for a serving GPRS node (SGSN) 19. Initially, a register or other buffer or store 21 in

20  the SNDCP layer 11 in the MS 13 has two network protocol data units (N-PDUs),
shown as segments [5,0] and [5,1] for transfer to the SGSN 19. The GPRS standard
refers to these segments as sub-network protocol data units (SNPDUSs), but the term
“segment” will be used herein for the sake of clarity. The legend [5,0] represents the
0™ segment of the 5™ N-PDU in a sequence of N-PDUs. At this point in time, the

25  segment [5,0] has already been sent from the MS 13 to the SGSN 19 and the segment



refers to these segnents as sub-network protocol data units (SNPDUs), but
the term "segnent" will be used herein for the sake of clarity. The |egend
[ 5, 0] repres%§00t4}3§4ls(pth segnent of the 5th NNPDU in a sequence of N PDUs.
At this point Intine, the 25 segnment [5,0] has already been sent fromthe
M5 13 to the SGSN 19 and the segnment WO 20041054180 5 [5,1] is about to be
sent. The segg’pgt, [5,0]. is held_.in a regi ster (or _other suitable storage
medi un) by thé I\R§)C‘3|g°'i‘ta'}‘?etl’e et The segmenk [SRpDepeld i pregeies (Toptherr siiablsn
that all segnents of the NPDU have been received by the receiving entity
(i.e. the SCSnragemediimhey BHRIXFDCRayer untik érithe SNDEF loydr) gets lconfatmtioequest
20 to the LLC layer 12 and that causes the LLC layer 12 to transmt an

i nf or mat i on- ang all gegreémOof thel NEPU havarteed 2edeivetity theGedelviag ehtiy (HESNe19.
The 1+S frame 22 contains an acknow edgenent request (A) for the receiving
SGSN 19 aski nggisiy 9. send back an acknow edgenent when the data has been
received. The |+S frame 22 also contains 10 both information in the form of

t he SNPDU segnent L SOr Y. ich _i.ngl udes e
sequence m%rrber N( is?e %%’D?%‘ej‘a’?eigqf%{é%e{. %ﬁﬁ%[ "ék gimaﬁ%qﬁg%tn@htgqﬁ%%aggéﬂggce
nunber is 54. R(? ei pt of thﬁ*(JF\IJrS fra)rre 22 at the LLC 17 causes the value in
a-register V(B I%E‘t Grsesther I Gydagjer 12 torfmangmpt an pfqematippapd-syresvisery (iohber
N(S) of the next in sequence expected to be received. N(S)=54 15 has just
been recei vedfrgmet B2 taethe iﬁh@bég atx e tXHPN n12: héhe dgSe fremei 22 N¢®failB6 aand
therefore the value in the register V(R) is set to 55. The LLC 17 passes the

segment [ 5, 1hckrpwicgtrhentSbijeRt (4D fopgiad feeeivivigt SGEN 19nabkinat it oo sénd-HadK Anl ND 23
indicating receipt at the LLC |l ayer of all segnents in sequence of this,

the 5h, N-PDekbknbbedognentuiing the dathhad!beén RRBHEd. ATRURS YARORY aRofbans24
back down to the
10 both information in the form of the SNPDU segment [5,1] and supervisory data,
which includes the send sequence number N(s) of the I+S frame.
In the example, the send sequence number is 54. Receipt of thé I+S frame 22
at the LLC 17 causes the value in a register V(R) to be set to N(S)+1. The value V(R)
indicates the number N(S) of the next in sequence expected to be received. N(S)=54
15  has just been received so the next number expected in the sequence is N(S)=55 and
therefore the value in the register V(R) is set to 55. The LLC 17 passes the segment
[5,1] up to the SNDCP 18 together with an indication LL-DATA-IND 23 indicating
receipt at the LLC layer of all segments in seduence of this, the 5, N-PDU.
The receiving LLC 17 also sends a supervisory S frame 24 back down to the
20 sending LLC 12 in the MS 13, which S frame 24 includes a receiver ready RR flag
and a next in sequence field N(R) indicating the number of the next frame in the
sequence expected to be received by the LLC 17, in tl;xis case field 55. The LLC 12 at
the MS 13. reacts to that S frame 24 by sefting a régister V(A) equal to 55, i.e. the

value V(A) of the next in-sequence frame number to be acknowledged as received.

25  That, in turn, causes a confirmation of receipt LL-DATA-CNF 25 to be sent up to the



20 sending LLC 12 in the M5 13, which S franme 24 includes a receiver ready
RR flag and a next in sequence field N(R) indicating the nunber of the next
frame in thewosmouesisd expected to be received by the LLC 17, in this case
field 55. The LLC 12 at the M5 13 reacts to that S franme 24 by setting a
register V(A) equal to 55, i.e. the value V(A) of the next in-sequence

frame number sigdiela9&knou ISR BariFRRS it Botilse oAk 0 dnd I o fle sOQPEY) 2
confirmation of recéipt LL-DATA-CNF 25°to be sefit up to the WO 200 4180 6
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copy of the 5 h: NPDU fr its buffer 21. The next N-PDU segnent in the
sequence is ?ﬂf%’fromdrsm%g}égke of this 5 exanple, the segnent is shown as
being transmtted in an 1+S frame 26 without a request for an

acknow edgnent . THke neRDY-PBUOegment rinnbe eseqeancevier[610d. For theesakievoithis SNDCP
18 of the SGSN 19 in the sane manner as previously described, except that

there is fo agknpiel egegment is shdwhas eincrarishitadbinnah &S bage 2 eathyada A
register 27 in the LLC 12 of the M5 13 holds a buffered copy of the frane

N(S) =55, t hatdigqhAsh &XnbPRUghES. FhE N-PPE F[gﬁﬁr-as §8MferfidovaPlo @€ K&&wiﬁgged as

recei ved by the receiving LLC entity 17. r "t he purpose of explanatTon,

assume now t it ri Qrat. re t y the
Br okcen 11 ne S6TGP g SE RGN SR he iRy et st Ao ARUE 3ERRE DS 1
istransferredfromtgeﬁg | ayer of the 13.to 15 the LLC | ayer_12
where 1t i {heshiAOCKEPYIRISEPeR] Tk bakeonss t YR hat begnerebiere egifiet €M dat a
i ncl udi ng an acknow edgenent request A. An entry, N(S)=56 is added to the
regi ster 27 iimtheddiG hyof HgiM$ Haholilstacbuf eeedeopy|oé élre ame NaRFSAothayrecords

acknow edged as
10  that the data has been sent but not acknowledged as received by the receiving LLC

entity 17.

For the purpose of explanation, assume now that the transfer cond-itions
deteriorate, as represented by the broken line 28 in Figure la. The next N-PDU
segment in the sequence [6,1] is transferred from the SNDCP layer of the MS 13 10

15 the LLC layer 12 where it is transmitted in an I+S frame 29 together with other
system data including an acknowledgement request A. An entry, N(S)=56 is added to
the register 27 indicating that that data too has been sent and not yet acknowledged as
received.

Normally, the receiving LL.C entity 17 would in due course send back an

20  acknowledgement of receipt of the segment [6,1], as requested. Receipt of the
segment [6,0] is implicit in the receipt of an acknowledgement of the segment [6,1].
However, in this example, the segment [6,1] has not transferred to the receiving
SGSN and therefore no acknowledgement is sent by the feceiving LLC layer 17.

Next, the SNDCP provides N-PDU [7,0] to the LLC 12 for transmission.

25  Buffered frame N(S)=57 is added to the register 27 for the segment [7,0] and the



received. Normally, the receiving LLC entity 17 would in due course send
back an 20 acknow edgenent of receipt of the segnent [6,1], as requested.
Recei pt of the segnment [6,0] is inplicit in the receipt of an

acknow edgenanp 2@f/08480 segnent [6,1]. However, in this exanple, the segnent
[6,1] has not transferred to the receiving SGSN and therefore no

acknow edgenent is sent by the receiving LLC layer 17. Next, the SNDCP

provi des N-PDkdrdor®ls frhstited bdewden theLIICANSMHS B Aan 1145k g@.r Eﬂlatfff e
f [ 7, 01]r and the V\B

N(S)=57 is added to the register 27 for the segnent
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frame 30. That f get's ough er, the

receiving LLC 17 can_ determ ne f regi ster V(R)=56_that the next in
sequence fra e@ﬁB’GF(ﬁmﬁét@Gr,eg‘SEFﬁc}; (%g%gégg'?t &'%é‘eébﬂhé‘?% qsufrsRs shawld h%%?’r ame
that it has just received. It therefore 5 determines that the 56 h frame in
t he sequence 1#8d nAb$7.yiBe segiten¢enpwyplgs. inABe fremeithafeldl hps st oagsived.hlé theireforeone of
the tasks of the LLC layer is to order the data in the correct sequence

bef ore passi ngleietmings that thé 56 SNRGR in iHeasedulenicelHas roh getafootteodphl ds ont o segnent
[7,0] and does not pass it up to the SNDCP | ayer 18 of the SGSN 19. It

does, however, sendshagiionéd N?fé'&ﬂﬂ%%&@m& of\EiE abksat the u@nlﬁyéjf(?s lorder

together with an indicator R) =56 The acknow edgenent 1s for the frame 57

for which an.ac e t . i N i €& e
Sendi g LLc 5° HRR1h TOETEDL URnlEBUER BinB0F uplE b ST S 1715
55. Implicit ip this i.s that the n{ ,conveyed . by fr =56 |
there]trgre Iost{’]‘?re Wehcgisnmtﬂ@egﬂl@t i.ggfe @E‘{)‘Eﬁ?&é‘of ﬁasﬁﬁﬁé’ﬁ"n‘gg&aﬁ&% ker Jré?ﬁ on by
I ' h ' f th ff f ' =

N 2?%9? L SRS, Firnutover. sond back m acknowledstmons ACK I an'S Home

10 31, together with an indicator N(R)=56. The acknowledgement is for the frame 57
(for which an acknowledgement was requested) and the indicator tells the sending
LLC 12 that the receiving LLC has received all frames up to frame 55.
Implicit in this is that the segment conveyed by frame N(S)=56 is therefore
lost. The sending LL.C 12 responds to this implicit information by clearing the register
15 27 of the buffered frame copies N(S)=55 and N(S)=57, because these have been
acknowledged as having been received by the SGSN 19, and by sending information
LL-DATA-CNF 33 confirming delivery to the SGSN 19, First, the LLC 12 sends up a
receipt of the [6,0] segment and next it sends up a delivery confirmation for the [7,0]
segment. The SNDCP deduces from this that segment [6,1] has not been received and
20  so holds onto buffered copies of both it and segment [6,0]. Together segments [6,0]
and [6,1] make up the 6™ N-PDU and all of the information fof that N-PDU is
retained by the transmitting SNDCP 11, until delivery has been confirmed.
At this point in time the LLC 12 at‘tempts to retransmit the missing segment
{6,11, as represented by broken line 30’. The SNDCP 11 provides the LLC 12 with the

25 next segment [7,1] in the sequence for transmission to the receiving entity. The



acknow edged as having been received by the SGSN 19, and by sendi ng
information LL-DATA-CNF 33 confirmng delivery to the SGSN 19. First, the
LLC 12 sendswaosu/osifeei pt of the [6,0] segnment and next it sends up a.
delivery confirmation for the [7,0] seggent. The SNDCP deduces fromthis
t hat segnent [6,1] has not been received and 20 so hol ds onto buffered

copies of both it seqnent [ 6, 0]. Toget.her ] nmake
o the & h NBBER A ITHORT Sl i %%?aﬂa?is%ﬁ"f%ow?ha? ko] weea by by

t he transmttl SNDCP .11, unti | has been confirmed. At this point
intime the L& E%tat“én%‘Fssetc@er"ét[?éﬂusﬁ( JRb ﬁf‘sﬁ%gfraé’éf‘gr%nﬂs trggsmitted
represented by broken line 30'. The SNDCP 11 provides the LLC 12 with the

25 next segnesantdining jegment WeH%dt!l@hél@%& receingrbby theireneiving LhE. r ecei vi ng
entity. The WD 2004/054180 8 register 27therefore contains retransni ssion

copi es of both t heTieeRmeiving 0.0 kendsNaS) #5G)anrBb tohke sagMAing[1L.C wHidW §) =58) .
An | +S frame 35 is transmtted containing segnent [7,1] and that frame is

recei ved by tfhgnt @@%man@ dolﬂpa sm%n%saan\swmc%&n%@@ﬂb@fc%ﬁe%ﬁ sfeéﬁ‘éﬁ%e36 to

the transmtting LLC, which 5 frame 36 cofit ai aselectl
know ed t (S S 8 dth
|a(r:1d|n gat gr gerrenjg% A&@Q’%e@gncearbdf chaﬁ%rl c@#"?f’erﬁ%%d%f’%?m? ﬂ{ﬁ fﬂg{’] f raﬁe

56 is still Iost The retransmssmn copy of frapme of N( %1 |s renoved
from the regi &5} ippliegtbat fragmefuis still lqshTlAe coransmission copyPhijame of NERXFS8of t he
segnent [7,1] is sent up to the SNDCP 11. The segnents [7,0] and [7,1] are
10 t her ef or e soemphdriean the registesSRDER [azpjgnal LL-DATALMNF B8eontishingdebverand ar e
renoved fromthe retransm ssion buffer of that |ayer. The nobile station
then waits foof theRegteait§7,1] estnpap it theoSNDCREL 1aThe degments 12,0] byd (7, Blystem

timer 40, known as "T201".. When the T201 tiner period
10 therefore considered by the SNDCP layer 11 to have been delivered and are removed
from the retransmission buffer of that layer.

The mobile station then waits for a predetermined period of time as
determined by a system timer 40, known as “T201”.. When the T201 timer period
expires, another attempt is made (Retx#2) to transmit the I+S frame 30’ containing

15  the segment [6,1]. That attempt also fails (as determined by a lack of a reply by the

time that T201 40” again expires) and so a further attempt is made to transmit the I+S

frame. This is represented by the retransmission (Retx#3) 30°*’shown at the bottom of

()

Figure la.
The timeline is continued at the top of Figure 1b. When the number of failed
20  retransmissions is equal to a value held in a register 41 known in the GPRS standard
as “N200” (in this example N200=3), the LLC 12 at the MS 13 responds by
abandoning the retries and attempting instead to reestablish the LLC link. The LLC 12
at the‘transm'itting mobile station (MS) transmits an unnumbered or “U” frame 42

containing an LLC layer 2 initiated SABM command (set asynchronous balanced



expires, another attenpt is made (Retx#2) to transmt the |+S frane 30"
containing 15 the segnent [6,1]. That attenpt also fails (as determ ned by a
| ack of a repV@2a9y/0380 tine that T201 40' again expires) and so a further
attenpt is made to transmt the I+S frafe. This is represented by the
retransm ssion (Retx#3) 30"'shown at the bottomof Figure la. The tineline

i's continued mbdé)®hd pyrpode dfitlgiy ietol dauséthe LU Enltontetesé fpribatd 6 link Being
retransm ssions is equal to a value held in a register 41 known in the GPRS
standard as [A8ishéd. N this exanpl e N200=3), the LLC 12 at the M5 13
responds by abandoning the retries and attenpting instead to reestablish

the LLC Iink. The [ b it ile stati )~tLransmts
an unnunbered or Jrﬁaq‘%réfrtrgﬁ e4598¥%1ﬁ?§§§r§{ %%sbgﬁds‘%ef]g?%rbaéf\ ?gnm(e:\@f%a{ @KBM
command (set azénch.r Orf\@ SLF)?| anced WD. 2004/ 054180 9 m)de?. The purpose of
this is to calf@smiyasMea Y frape s qatainiaggn gppugpoerest 3okpoyefgerpent frgponse
reestablished. The LLC at the receiving SGSN responds by sending back to the
LLC at thed t(Admier 2) mdrivsisdakgnf asaaneackgovisdgement of than SABM sommagd. Both
acknow edgenent response 5 (UA layer 2) which is taken as an

acknow edgenehLCefl12f b2 thABMndomsignal. LBAITABIASHLIND &d théie RespediiveaSDORA
LL- ESTABLISH-IND to their respective SNDCP |ayers 11, 18 containing the

information XiheNone, 18WicrbidifP!th@Snform@¥&l XAD=-Non6! RAE&H ilnpfds UClhano i . €.
an LLC originafing instruction. The registers at LLC layers ff in both the

transm tting NE.Qd G EeGRLY 0% ISCENeALGS BERLHSIRICLSN ST Leskt | 10

to zero or ot qui escen ate) a e s res

R T ACRENC T St E 3 L A NRR SN L
Hoat 10  to zero or other quiescent state) and the LLC link is thus reset.

The next few operations serve to recover from re-establishing the link. Note
the similarity with the first few exchanges shown in Figure 1a. First, the SNDCP 11 at _
the MS 13 resends down to the L1.C layer 12 the data for segment [6,0] in the form of
a logical link data request 44 that causes the LLC layer 12 to transmit an information-

15  and-supervisory (I+S) framé 45 to the receiving LLC 17 at the SGSN 19.

This I+S frame 45 (N(S)=0) is received in-sequence, so the data for the N-

PDU segment [6,0] is simply passed by the LL.C layer 17 up to the receiying. SNDCP
- 19. The I+S frame 45 contains superviscsy data, which includes the send sequence
number N(s) of the N-PDU. In the example, the send sequence number N(S) is now 0
20  because the LLC layers have been ;eset. Receipt of the I+S frame 45 at the LLC 17
causes the value in a register V(R) to be set to N(S)+1= 1. The value V(R) indicates
the number of the next in sequence expected to be received. The LLC layers have

been reset to zero so the next number expected to be received will be 1, i.e. V(R)=1.

The segment [6,1] is next resent down from the SNDCP layer 11 of the MS

25 13 to the LLC layer 12. The LLC layer 12 reacts by transmitting another information-



the M5 13 resends down to the LLC layer 12 the data for segnent [6,0] in the
formof a logical link data request 44 that causes the LLC layer 12 to
transmt an wief@os@hison- 15 and-supervisory (1+S) frame 45 to the receiving
LLC 17 at the SGSN 19. This 1+S franme 450(N(S)=0) is received in-sequence,
so the data for the N PDU segrrent [6,0] is sinply passed by the LLC | ayer

17 up to the f t rYLSOry
data, which |E£1nglcsg égg@t e send a?&fﬁgﬁc&e@ﬁb %7 R?R?SéﬁNcﬁ;g ’ﬁggﬁ@@g I¥§
exanpl e, the nd yenc nummer au e LLC Iayers
have been res@? ﬂé@@e ciongafm f"ﬂé’elinﬁg @e"i’gt ’t‘??{ge EY_%Y?. m° JECYIRE val ue
in a register_V % to be set to N(S)+1 1 The val ue V(R |nd|cates t he
nunber of th 19 sendcdhagl A aclaiaydedssmeplovhan thedataheg . q’h@"t‘l!@lé‘?ér@ have

been reset to zero so the next nunber expected to be received will be 1,
i.e. V(R =1. frimee 4@glserconfatisthe sendrreguence sembed DiB)=f r Receipteof SNDIFS frager 11
of the M5 25 13 to the LLC layer 12. "The LLC | ayer 12 reacts by

transmitting 4atheell.Cnf endeas thervallle V@44 664 862 IPhe 1AINC 19 paKEY the QEymédt+S)
frame 46 to the LLC 17 at the SGSN 19. This tine the I+S frane 46 does

contain an aCﬂ%ﬁ?‘g@?@@:@@gﬁCﬁ'lﬁ’laglt'%;as?écfeﬁféﬁ'nﬂ@é%gﬁéﬁ' ng the receiving LLC 17

to send back know edgenent when the data een received. The | +S

frane 46 al so cont uence nu Recei he | +S
fram 546 at the ﬁ@%@'fiaﬁseésn PR G ¥ B s hick oo ate REG 128 17
passes the s %rrent up to the SNDCP 18 as it was_received_ in-se uence
The LLC 17 al 51\é§r}§smalu§m§e? wrestyey ready BiRdlaggansth a eoith seayenasefield &V

the M5 13 including a receiver ready RR flag and a next in sequence fi eI d

N(R) i ndi cat i mdicatire thamvebendf theeneabiramerinthe sequenes apetiedtebergseiveedyt o be C
received by " 10 the LLC 17, in this case field 2. The LLC 12 at the M5 13
reacts tol@ hathe BLO Eiyen éhis dage field 2. The LLC 12 at the MS 13 reacts to that S frame 48 by
setting a register V(A) equal to 2, i.e. the value of the next in-sequence frame number
to be acknowledged as received. That, in turn, causes a confirmation of delivery LL-
DATA-CNF to be sent up to the SNDCP layer 11 of the MS 13, confirming that both
segments 0 and 1 of the 6™ N-PDU have been delivered.
15 The SNDCP 11 was “told” earlier that the receiving SGSN had received the
7" N-PDU. When the receiving LLC 17 received segments [7,0] and [7,1] it sent back
an acknowledgement SACK=57+58 in an S frame 36 (see Figure la) and the
retransmission copy of NPDU 7 was deleted from register 21. The 6™ N-PDU has also
been received and acknowledged as such, so the SNDCP “thinks” that the next
20  segment to be sent is [8,0] and behaves accordingly.
However, the truth is that the 7" N-PDU never got sent up to the SNDCP 18
layer of the receiving SGSN 19 because the LLC 17 thereof was waiting for the
V receipt of segment [6,1], so that it could pass all of the segrﬁents [6,1], [7,0] and [7,1]

up to the SNDCP layer 18 in-sequence, as it is required to do. When the 1.1.C layers

25 12, 17 were reset the segments [7,0] and [7,1] in LLC 17 were deleted. As the sending



setting a register V(A equal to 2, i.e. the value of the next in-sequence
frame nunber to be acknow edged as received. That, in turn, causes a
confirmation of delivery LL- DATA-CNF to be sent up to the SNDCP | ayer 11 of
the M5 13, condheodiotdss hat both segnments 0 and 1 of the 6'h N-PDU have been
delivered. 15 The SNDCP 11 was "tol d" eafjier that the receiving SGSN had
received the 7th N-PDU. Wen the receiving LLC 17 received segnents [7, 0]

and [7,1] it sBcpag masaﬂreﬁﬁy%l&eQQ&e@ﬂ?s%?%ﬁ?%fi NFEU ‘g»}{/l{éﬁ”&lrﬁ@r (see

Figure la) and the retransm’'ssion copy of NPDU 7 was del ete romregister
21. The 6th N h : ' o 5 . the
SNDCP t hi ke et Test EgyEiEfion RASRVEEGEISHAMEATH 72 P EROBE TS cRiaherE0)
accordingly. ve .truth is that the 77" N-PDU never got sent up to
the SNDCP 18 Wa\s@é?kgpt[?ﬁés Peé@é?‘iﬂﬂﬁé)osé T{SBOSELECY he LLC 17 thereof was
waiting for the receipt of segnent [6,1], so that it could pass all of the
segnents [6, 1], [7HoWessr tfiy isignsatighactery theeauspiterpyragser of1te LA.GsagBNDEP as it
is required to do. When the LLC layers 25 12, 17 were reset the segnents

[7,0] and [7, TayersninLth€ atknmveledgedemedecdf oparatidieissenpioniie AOhidlB4Ateliaid Sthkl 1
SNDCP 11 has already deleted its retransm ssion copy of NPDU 7 when earlier

del ivery confiyiffui @dia 1&S, r\8S bh YadeihtlB@nt dfplitAionsNEhe staRd:R@ a¥RYrré Iy €send
NPDU 7 and so NPDU 7 is permanently | ost under these procedures. However,

this is unsatiéﬁg&tigg% &%ﬁiﬁoﬁ&‘ﬁsﬂ&l@@%ﬁ of the LLC and SNDCP 5 layers in
mode o

t he acknow edge operafion 1s to provide a highly reliable link
W t hout data |loss, for use by fault intolerant applications. The standard as

currently defined is therefore failing inits stated task. SUMVARY OF THE
| NVENTI ON
C SUMMARY OF THE INVENTION

10 According to one aspect of the invention there is provided a data transfer
procedure for transferring data of a data sequence between a transmitting entity and a
receiving entity, which entities each comprise a higher data handling layer and a
lower data handling layer, the procedure comprising: transferring down from the
higher data handling layer of the transmitting entity to the lower data handling layer

15  of the transmitting entity a data unit of the data sequence, which data unit comprises
at least one segment; transmitting via a transmission link between the transmitting
entity and the receiving entity each of the at least one segment from the lower data

& handling level of the transmitting entity to the lower data handling level of the
receiving entity; sending an acknowledgement of receipt of the at least one segment

20  from the lower data handling level of the receiving entity to the lower data handling
level of the transmitting entity; transferring up the at least one segment from the lower
data handling layer of the receiving entity to the higher data handling layer of the
receiving entity in data sequence order; and wherein the higher data handlin;‘; layer of
the transmitting entity is arranged to retain a copy of the data unit until such time as

25  an at least implied acknowledgement of receipt of earlier segments in the sequence is



10 According to one aspect of the invention there is provided a data
transfer procedure for transferring data of a data sequence between a
transm tti ngwerdood/as4@09d a receiving entity, which entities each conprise a
hi gher data handling | ayer and a |ower gata handling |ayer, the procedure
conprising: transferring down fromthe higher data handling |ayer of the

Lransimi (1 EOEEH it 10 Fede MR of1R) B BRIl ANBnd By or e GRRREL 19

entity a data unit o nce, a unhit conprises af | east
one segnent; transmtting via a transm ssion |ink between the transmtting
entity and t K Pecei vi ng entity each of the at |east one segnent fromthe

| ower data C handling | evel of the transmtting entity to the | ower data
handl i ng | evel of A¢erdingtxangthey aspact of thedeyeating thase screviled agletadrnster

recei pt of the at |east one segnent 20 fromthe | ower data handling | evel
of the recei vpiogederet farytrarsfdrhing tove rectating bonitg datg df ew elataofequbmeet framsai tti ng
entity; transferring up the at | east one segnent fromthe |ower data

handl i ng |5y efrahittiR€ erit@¢ @bMipfging Athi gher UitahBdIdBRs: adaladowardid Rendligyer of
the receiving entity in data sequence order, and wherein the higher data
handl i ng | ayef, Qf et dudhsBhbliling £l d Q8% tioret atn py of
the data uni t{a&nt f']e @‘E(C:% u’?‘?rre gs 1§% an Szlfi%l%?%agt@%i ﬁp&ﬁﬁgg hg‘élf?goﬁ ae%%éﬁrrlgﬂt of
recei pt of eaylier segnen in the sequence is .\ 2004/054180,.12 . sent back
from the. T ol U ey e nCLRE LHER it 4 2618 i Seaulce oy high gatd on
transmtting entity. According to another aspect of_ the invention there is
provi ded a datUmBrisgh3ay least qRe ceBMERte tRRBYMIttngQIF a tranggissign dinkde@n e ipveast i t y
data of a data sequence froma 5 transmtting entity conprising a higher
dat a handl i ngddtahadliagdevel bhHthe tragsmutihgendity narphl cfytbe at lehst que cegolent dor the C
conprising: transferring down fromthe higher data handling |ayer to the '
| ower dat g0 hafdtiving enfitye receiviag at thei loweF dith dafldling BeglUaNScknowltdgdnéslatol uni t
receipt of the at least one segment from the receiving entity; and wherein the higher
data handling layer of the transmitting entity is arranged to retain a copy of the data
unit until such time as an at least implied acknowledgement of receipt of earlier
segments in the sequence is received from the receiving entity at the lower data
15  handling level.
According to a further aspect of the invention there is provided a
communication system comprising: a transmitting entity for transmitting data of a
data sequence, which transmitting entity comprises a higher data handling layer and a
lower data handling layer; a receiving entity for receiving the data of the data
20  sequence, which receiving entity comprises a higher data handling layer and a lower
data handling layer; means for transferring down from the higher data handling layer
of the transmitting entity to the lower data handling layer of the transmitting entity a
data unit of the data sequence, which data unit comprises at least one segment; means

for transmitting via a transmission link between the transmitting entity and the

25  receiving entity each of the at least one segment from the lower data handling level of



conprises at |east one segnent; transmtting on a transmssion |link fromthe
| ower data handling |evel of the transmtting entity each of the at | east
one segnent wonodswss8d 10 receiving entity; receiving at the | ower data
handl i ng | evel an acknow edgenent of reggipt of the at | east one segnent
fromthe receiving entity; and wherein the higher data handling |ayer of

the transmt ttliné]ﬁlarﬁﬂﬁthﬁé’eli\tﬁy@ﬁﬁ HRNBGAr b W&l MG 18vcF Bf)me%céinﬁg gfﬁﬁtga rrn]HQAst unti |

such tine as an at least 1nplied acknow edgeffent of recei pt I er

segnments in e .S Lve mthe r i ving entict t .the | ower
data 15 hang{)}i Sﬁgﬁﬁ%\%@% "K@(l:ec‘)j%%i%%é %qcr)&;c? BIF Bﬁeart ?eglg[poélgts 6’$e'itr{re°¥ri' ﬁ'\%?ﬁ'?ron
there is provjded a. communjcati on system conprj sing: transmtting entity
for transmt thFi‘ghaﬂalﬂ%g %P’e]a"# st CLUG Y touHiECIWET %ﬁ@ﬁ]i‘q"fiﬁ% leygh pt 318
conprises a higher data handling layer and a |ower data handling |ayer; a
recei vi ng entifapymitting endibyimeang farnemnsfgrmengofp thhat ast&ng Gegoenidrove thewpweh
receiving entity conprises a higher data handling |ayer and a | ower data
handl i ng bayeiata immdlives fager of ehesiesiving@Endgwa the diighehelati ghdling #dyer baa@ i ng

| ayer of the transmitting entity to the | ower data handling | ayer of the

transmtting ré‘&”iﬂé’erﬁity HedaRa Y En&foraé}‘?argﬂvﬁeréﬁ%@ﬂl%ﬁer M rdhatlak f’arxkllnbft

conprises at |east” one segnent; neans for transmtfing via a tTansm ssion
l'i nk bet ween t pitti ntity and the 25 :receiyvin e%}igt each of the
at |east one téé;g??esh}%? ¥ S%EIItyﬁg aﬁ%\/geep ‘85&%%%0 iorﬁéﬁﬁ g%}elu"of‘m L535(5‘53}6"0??594180 13
the transmtting enti t[\é 4}0 t he | ower gpgta hangl ing level of the receiving
entity; meand ¥ §RSBRHPhEFKRAVACRABI A SRt OF BaTliFTeegMsnisdp theriequance éast one
segnment fromthe |ower data handling |evel of the receivi ngl entity to the
| oner—dat a haaof haplyfip@he regeivingentity tartkedowver defa dandling; leveb ahte ftegpsmitting
transferring up the at | east one segnent fromthe | ower
10 entity.
The invention also provides transmitting entity for transmitting data of a data

sequence for a receiving entity in a communications system, the transmitting entity

comprising: a higher data handling layer; a lower data handling layer; means for

transferring down from the higher data handling layer to the lower data handling layer
15 a data unit of the data sequence, which data unit comprises at least one segment;

means for transmitting on a transmission link from the lower data handling level each

of the at least one segment for the receiving entity; means for receiving at the lower

data handling level an acknowledgement of réceipt of the at least one segment from

the receiving entity; and means for causing the higher data handling layer to retain a
20 copy of the data unit until such time as an at least implied acknowledgement of

receipt of earlier segments in the sequence is received at the lower data handling level

from the receiving entity.

The above and further features of the invention are set forth with particularity

in the appended claims and together with advantages thereof will become clearer from



5 data handling | ayer of the receiving entity to the higher data handling

| ayer of the receiving entity in data sequence order; and wherein the

hi gher datwomndéssmy | ayer of the transmitting entity is arranged to retain
a copy of the data unit until such tima as an at |east inplied

acknow edgenent of receipt of earlier segnents in the sequence is sent back
from the receisidergioanifithy fdllowine derailed dekztiptibiadelbih R¥ehpMe) e@bodifent of
transmtting 10 entity. The invention also provides transmtting entity for
transm tti nghedaldhniBh sefl Mid reRRALE RS Ge h&-onthah @'d}’d\«ﬂgosent' ty in a

comuni cations system the transmtting entit: “conprf'sing: a higher data
handling | ayer; a | ower data handling |ayer; neans for transferring down
fromthe higher data handling |ayer to the | ower data handling |ayer 15 a
data unit of the data sequence, which data unit conprises at |east one
segnent; neans for transmtting on a transmssion link fromthe |ower data
handling | evel each of the at |east one segnent for the receiving entity;
means fob receiving at BRIEFIMESCRIBTHON QA THE DRAMIN&GS acknow edgenent of
recei pt of the at |east one segnent from the receiving entity; and nmeans
for causing the I @gbdfavdagsa handling layer to retain a 20 copy of the data
unit until such tine as an at |east inplied acknow edgement of receipt of
earlier segnentsgidyd E'@sﬁ&%*%‘%ﬁlshﬁo lyr%cko@a &@ﬁn WRStef B AaBARMeL N
| evel fromthe rece|V|ng entlty Tﬁ bove an er eatures of the
i nvention are sg ? rtlcularlt int eg‘:arl%%ejnded clainms and

toget her wi "RTAUE %r\“,‘\fi“?m?"g‘gf“%sﬁs DGRy dgserd Bm WO 2004/ 054180 14

consi deration of the follow ng detailed description of an exenplary -
enbodi nent of  t HESWRENIOYS a@. SRR PROSUN (o resiaishing a@c@ﬁawgrpg ¢

drawi ngs. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS
10  link following failure of the link, as previously described herein;

Figure 2a shows a new procedure for an uplink transfer of data under normal
and deteriorating conditions; and
Figure 2b shows a new procedure for reestablishing and recovering a link
following failure of the link.
15
DETAILED DESCRIPTION OF AN EMBODIMENT OF THE INVENTION
In a GPRS system where reliable delivery of network laye_r packets is
required, it is the function of the logical link control (LLC) layer and the radio link
control (RLC) layer to ensure that where delivery has been unsuccessful, appropriate
20  action is taken to retransmit lost information and so guarantee delivery. The LLC and
RLC layers have limits to the performance of their recovery mechanisms. The sub-
network dependant convergence protocol (SNDCP) is permitted to maintain its own
recovery mechanism of retransmission to sdppiément that bf the lower layers, for use

when such limits are exceeded.



In the drawi ngs: Figure |a shows an existing procedure for an uplink
transfer of data under normal and deteriorating conditions, as previously
descri bed hevenrevs/ofiigure | b shows an existing procedure for reestablishing
and recovering a 10 link followi ng faihure of the Iink, as previously
descri bed herein; Figure 2a shows a new procedure for an uplink transfer of
data under nor nal Onansf dhet fuhttondt ofthecibeietworks deprAdarti @uvageiteSpowson new
procedure for reestablishing and recovering a link following failure of the

link. 15 DETQ\SNE@pEESQRMEéTﬁ@bmaM pabReDIsNENTe et oRk pREbIT iR unitd (. GPRS

system where reliable delivery of network |ayer packets is required, it is
control (RGP erd 8 HshEns WeRfinf  Hhkany shier S¥REnCRhEs SEhuenl

iate 20 action is t t i | i nf i ’
uar ant co. deifro/gry sl ENERIIS o enEipaating 736 i BieT O PR Pt PBitrance
of their recovery nmechani sns. The sub- network dependant convergence

B C A Ve

prot ocol OSNOERPDUs), pduich are egivendiorthe A& layen r sransporicioothe receivtnghSNDSIR of
retransm ssion to supplenment that of the |ower |ayers, for use when such
limts are exandagded. WO 2004/ 054180 15 One of the functions of the
sub- net wor k dependant convergence protocol (SNDCP) is to take network | ayer

packets, so-cal | edhaetdpike BNDICEC Bhitd 3t whgsémﬁi&m?@&g)wm@mmﬁ%w nt

these into potentially smaller segnents, so-called subznetwork protocol

data units ( %E’Blﬂﬁ)fbr (gnq{'arg HS]?J%?V loalthl: 'ﬁgt\ajo'?ﬁ ﬂ'lyle}. Iitkls lcﬁ.}é%{] tidt %eorggelivigg &_idl nits

(: layer deliver these to the receiving SNDCP layer in the correct sequence for
N 10 successful reassembly. Where segments (SNPDUs) are lost dl;e to error in the radio
link, the LLC layer is responsible for re-sequencing any received but retransmitted

SNPDUs before delivery to the receiving SNDCP.
The sending SNDCP entity is sent confirmation of SNPDU delivery by the
LLC layer when the sending LL.C entity receives acknowledgement signaling from
15  the receiving LLC entity. The nature of LLC operation is éuch that SNPDU de]ivery

confirmations to the sending SNDCP entity may arrive out of sequence, and only

signify the successful delivery to the receiving LLC entity. SNPDUs will only be

k)

r\

passed up to the receiving SNDCP entity when the receiving LLC entity has received
complete SNPDU sequences, i.e. when it has received all of the segments of an N-
20 PDU.

The GPRS standard defines a LLC link re-establishment procedure, which is
of no consequence under regular operational conditions, but which is invoked under
poor transfer conditions when the LLC entity’s link with its peer is lost. The LLC link
re-establishment procedure resets the LLC layer and purges LLC re-transmission and

25  re-sequencing buffers. Under such conditions, as previously explained herein, a



5 (LLPDUs), which are given to the LLC layer for transport to the receiving
SNDCP entity. The receiving SNDCP entity nmust re-assenble the segnents

( SNPDUs) im%z‘"’w’ for onward deIiviﬁry to the network layer. It is
crucial that the receiving LLC |ayer deliver these to the receiving SNDCP

| ayer in the correct I§equence for 10 successful reassenbly. Were segnents

( SNPDUs) aréenriwgt&\g}?fé €3t maY hrye bera gixen eonﬁrrrﬁrre?ntoﬁ‘ébﬂtiéndaym,i Rut
responsi bl e for re-sequenci ng any received but retransmtted SNPDUs before
del i very t obgdauser e diesings INDCHayarhbads apd iyelgc@NpIeRde atietsgquescisgmf the
confirmation of SNPDU delivery by the LLC |ayer when the sending LLC entity

recei ves acRN®BUedgesyendveshgnmabdengddietednbeide tthe reedeingi SNDCPCemity iKad. The
nature of LLC operation is such that SNPDU delivery confirmations to the

sendi ng SNDeRuARtrédeWedBierdl i ve out of sequence, and only signify the
successful delivery to the receiving LLC entity. SNPDUs will only be passed

up to t recei vi EIDQ;P hty.. he r iving LLC entit ecei ved
conpl et 258 SNPDU srléﬂdpljseeﬁcggshﬁﬂék e\ﬁﬂ%ﬁ{éﬁp Ea};ln:ssa r@geerﬁ/g%p%? thgfontgﬁél E@ nts of
an N- 20 PDU. . The GPRg standard .defines a LLC |link re-establishnent
procedure, opff dAesi 8ot geletgothioABEL 38 N8P HG esemeatuoh  the patemal IRBEIPUca%di t i ons,
but which is invoked under poor transfer conditions when the LLC entity's
link with itenfpmed d¢liveragdsThergfose,lanELG ik rerastablishmernt pronedure gpmecwseithe r eset s
the LLC | ayer and purges LLC re-transm ssion and 25 re-sequencing buffers.
Under such SdmdPt emitg, toatrpmsenvit aills BNPBXpkegniats o8 rtae Y-PDNAs 20 00064180 16

sending SNDCP entity may have been given confirmation of SNPDU delivery, but
because t heyjoerRisHl. Howdver, e thadeddls IRDCPOSR G tRteR FBRDRINSPISURY Of tge

10 this recovery mechanism is insufficient to guarantee successful recovery. |

The existing mechanism is flawed in that where a buffered NPDU copy is
discarded, the delivered and confirmed NPDU (as a sequence of SNPDUs) may have
been purged during LLC link re-establishment whilst awaiting re-sequencing, because
of an earlier NPDU not having been fully delivered.

15 This problem can, however, be overcome by modifying the procedure to
ensure that buffered N-PDUs are discarded in-sequence, in a manner consistent with
the in-sequence delivery by the receiving LLC layer to the receiving SNDCP layer.
Thus, when the receiving LLC entity’s re-sequencing buffer is purged during link re-
establishment, the sending SNDCP entity’s recovery process can successfully

20 retransmit all purged data without loss.

An example of how the modified procedure operates in practice is shown in
Figure 2 of the accompanying drawings. This diagram is similar to Figure 1 in that it
shows an example of SNDCP and LLC layers at a mobile station (MS) and a serving

GPRS node (SGSN) interacting over time. Like Figure 1, Figure 2 is divided into two

25  parts that show (a) an uplink transfer of data (i.e. from a mobile station to an SGSN)



SNPDUs, they have now been del eted before the receiving SNDCP entity had
actually received them 5 The sending SNDCP entity maintains a buffered copy
of the original NPDU and does not delete this until all SNPDU segnents of
t he ori gi nalwdRbédossige confirmed delivered. Therefore, an LLC link
re-establishnment procedure can cause thg; SNDCP entity to retransmt all
SNPDU segnents of the N-PDU as a recovery nechanism However, where the

sending SNDCRG! hdrhaPhh SeterlBdrsPdhalohD Bnd (dOLER! fn TEANELY JRGRANi sm i s

insufficient to guarantee success recovery he exi's anismis

flawed i n that. whe fered NPDU co [ i scarded, .t he.delivered and
confirned NP%]?rﬁgfﬁei%@gﬁ&r{ﬁ%"g re%ﬁgﬂ‘}gﬁy'n‘h? f‘?‘l&\)‘@“g BeSHPiR Gé’gccﬂ‘ﬁ?’?tfﬂﬁe LLC
li.-nk re-establishnment whilst awaiting re-sequencing, because of an earlier
NPDU not havidighodtfarencss iy Figane Jered. 15 This probl em can, however, be
overconme by nodifying the procedure to ensure that buffered N-PDUs are

di scarded i n- sequdigtes 2a s islentimah &y Figomesiasinghat inbedins itk thevregtstpréndde thiel | very
by the receiving LLC layer to the receiving SNDCP | ayer. Thus, when the

recei vi ng sSLLGMNDCP 1ayes L [ en SROMSN R&ldiab frive mehborR Wre@co1chktd B&itd (RPD®ES),
establishment, the sending SNDCP entity's recovery process can successfully

20 retransm typght aQFgegﬁ]gntgaB?AV\d;ntghﬁg 102 StPans P tgxtﬂng(_g%ﬁz %&%et cRELT 1 ed

procedure operates in-prac wn in Figure € ‘accompanyi ng
drawi ngs. This dia simlar to. ows _an exanpl e

eraFgcse g | Fig?re 1 .c'ghatlit SF
of | SNDCP and TEEMERgE PeecRbed Prexiuply LT E R FIEHE 1a tdp i EOTCPRET ode
(SGSN) interacting over tine. Like Figure 1, Figure 2 is divided into tw 25
parts that she &7“- Sframs| Jonrontpigingrhoth grselgglive aqknewledegment (FOGKD of dhart i on
to an SGSN) WD 2004/ 054180 17
(- two sequence numbers N(S)= 57 and 58 and the indicator N(R)=56, is received by the
10 LLC 12 and the LLC deletes the retransmission copy of frame N(S)=58 from the
register 27. However, unlike Figure la, the retransmission copies of segments
(SNPDUs) [7,0] and [7,1] are not deleted from the register 21 in the SNDCP layer 11,
but are simply marked as confirmed. As the segment (SNPDU) [6,1] has not been
confirmed as delivered, but that a later segment such as [7,0] has been confirmed as
15  delivered, it is therefore known by implication that the receiving LLC entity 17 has
not yet passed segments (SNPDUs) [7,0] and [7,1] to the receiving SNDCP layer 18,
as it must wait for completed sequences to be received before doing so. The re-
sequencing buffer is at risk of being purged as a result of one of two aforementioned
procedures. It is therefore better for the sending SNDCP entity 11 to retain
20  retransmission copies of confirmed segments (SNPDUs) [7,0] and {7,1] in case of
such an event, and only delete them if confirmed as delivered in-sequence.
The remainder of Figure 2a is identical to what is shown in Figure 1a, with the

LLC layer of the MS attempting second and third retransmissions 30" and 30™of the

[6,1] segment following time-outs of the T201 system timer 40, 40°.



under normal and deteriorating conditions, and (b) LLC Iink recovery
followng failure of the link. In the interest of brevity, the follow ng
descri pti owOonmo40dtiicentrate on the differences in Figure 2. Figure 2a is
identical to Figure la in that it begi¥® with the register 21 in the 5
SNDCP | ayer 11 in the M5 13 holding two network protocol data units

(N-PDUs), shownpphe$68BEPichrd Zb, Bhd @R thelsamtlmimier by ?{@ﬁfoﬁﬂy taesdribed RN 19
The procedure continues as described previously w reference to Figure |la

h
0P, 10 e DRk oilhe 180 Ridh o s aRRe e SOALALS RN ByoBelEct Ve

acknow edgenent WO sequence numnbers 87and the
i ndi cator N(CR) =5 i S. recej t LLC nd th LC del etes the
retransm ss%@?déegwsrﬂ'f”'w%wé&%(é}/h%@?@ 3[21?{ bﬁﬁgrlgd@)ﬁ%&s éﬁ?’q’%‘é%{}%ﬂ]e unl i ke
Figure la, the retransm ssion copies of segnents ﬁ_S_NPDUs) [7,0] and [7, 1]
are not del &taef and giempiing giead & repstablishthe LENDmE. [Thipaesults in theuegiatess si npl y
mar ked as confirnmed. As the segnent (SNPDU) [6,1] has not been confirnmed as

del i veredl, Butat thhadl.Glayeatsd, §egmboth thei chnssitting, MIB 1amndohe necediid 8GBN as 15
delivered, it is therefore known by inplication that the receiving LLC

entity 17 has beiR@flushRl sba@ms BidirOamRRave f8WHSe. [ 7, 0] and [7,1] to the
recei vi ng SNDCP Tayer 18, as it nust wait for conpleted sequences to be

e o as o 002 ARSIl e SPHERGNG B beckBnMndrd g " 09

purged as a result wo af orenmenti o erefore
cont i 1red s YT G SRIsRULS Vo170 Flthedh o btk SRDEE il Sl v ai . and
only delete themif confirmed as delivered in-sequence. The renai nder of
Fi gure 2a i bufferehiagnsmisgonaarics of saemwnatsi[A.0kiapd {511 i itsegister RS, topetliet ayer (of:
the M5 attenpting second and third retransm ssions 30" and 30"' of the [6, I]
segnent 100l mathi thg beffered oeitamsmissioheoped bf sgmtans [6,00eand4[6,1]4Dhus, Whe @i/ 054180
system reestablished the LLC link, the transmitting SNDCP 11 determines that it has
to resend both the segments of the 6™ N-PDU and the segments of the 7" N-PDU.
The next stage of the procedure is reestablishment recovery 52, which begins
with the SNDCP 11 at the MS 13 sending down to the LLC layer 12 the data for
15 segment [6,0]. The data is sent down in the form of a logical link data requesf LL-
DAT-REQ 64 that causes the LLC layer 12 to transmit an information-and-
supervisory (I+S) frame 65 to the receiving LLC 17 at the SGSN 19.
This I4+S frame 65 is received in-sequence, so the data for the N-PDU segment
[6,0] is simply passed by the LLC layer 17 up to the receiving SNDCP 19. The I+S
20 frame 65 contains supervisory data, which includes the send sequence number N(s) of
the N-PDU. In the example, the send sequence number N(S) is now 0 because the
LLC layers have been reset. Receipt of the I+S frame 65 at the LLC 17 causes the

value in a register V(R) 67 to be set to N(S)+1=1. The value V(R) indicates the

number of the next in sequence frame that LLC 17 would expect to be received. The



18 At the top of Figure 2b, and in the sane manner as previously descri bed
with reference to Figure Ib, during a link reestablishnment period 51 when
the nunber of failed retransm ssions N200=3, the LLC 12 at the M5 13
responds by abandoning the retries and attenpting instead to reestablish
the LLC | i nkwvOoTéoumsnssul ts in the registers 5 27 at the LLC layers 12, 17 in
both the transmtting M5 13 and the rece ving SGSN 19 being flushed so that
their contents are reset to zero. However, unlike Figure |b, at the end of

the Iink reegjabhi&HABRIbeRR Fds@do 2dro sBfthehext h@mbér@xk)&)(&f © A& RasRA1Ifgeushed,
the transmtting SNDCP | ayer 11 still has the buffered retransm ssion

copi es of se t 1,0] and [7,1] inits register 21, together 10 with the
qMEORERYLL
buffered retransni'ssion copies of segments (6,0] and [6,1]. Thus, when the

e et e i B G oS R RS BT 75 T
7a' N-PDU. The next stage of the procedure is reestablishnment recovery 52,
whi ch begi ns theyWih 13 fe tenNEeP laser 2. The IS 1oves dAdrarss By wrensmitiinganattier ayer
12 the data for 15 segnent [6,0]. The data is sent down in the formof a

[ogi cal | Bnk icfatreatioeeandsupdriis@ATHREQratnt GhatthcBLIEAS at e SGSN|18y s fizhet 0
transmt an information-and- supervisory (1+S) frane 65 to the receiving LLC

17 at the SGoh 13 frift $6!does thRiM £OadkhowRASEMAH field ACFERBGRly akifd1hedat a
for the NNPDU segnent (6,0] is sinply passed by the LLC |ayer 17 up to the

recei ving SNICE; A9 11189 7hd Rnadcil 5%,,@%@{%%%%‘3% REY decfl Meivelt CN

i ncl udes the send Sequence nunber e exanple, 't

Recel pt of |t REILTS Trmied osS bR e 6 pepis cwnber i TE Resdi St e S ror
V(R) 67 to be set to N(S)+1=I. The val ue &R@ i ndi cates the nunber of the
next(i‘“n sequdrre GG affae Lhgtl71qagses theywalug) VEkbode sebtdhe Thedel & dd passse the

10 segment [6,1] up to the SNDCP 18 as it was received in-sequence.
The LLC 17 also sends a supg:wisory S frame 68 back down to the LLC 12 in
the MS 13 including a receiver ready RR flag and a next in sequence field N(R)
indicating the number of the next frame in the sequence expected to be received by
LLC 17, in this case field 2. The LLC 12 at the MS 13 reacts to that S frame 68 by
15  setting a register V(A) 69 equal to 2, i.e. the value of the last in-sequence frame
number which would be expected to be acknowledged as received. That, in turn,
causes a confirmation of receipt LL-DATA-CNF to be sent up to the SNDCP layer 11
of the MS 13, confirming that both segments 0 and 1 of the 6" N-PDU have been
delivered. Because the segments of the 6™ N-PDU have been confirmed in-sequence,
20  they are then removed from the SNDCP layer 11, leaving the segments of the 7" N-
PDU in the SNDCP layer 11 for transmission.
As can be seen from Figure 2b, the procedure for the transmission of the
segments [7,0] and [7,1] of the 7™ N-PDU from the SNDCP 11 of the MS 13 to the

SNDCP 18 of the SGSN 19 is exactly the same as that for the 6™ N-PDU. Signals 74



WD 2004/ 054180 19 LLC |l ayers have been reset to zero so the next nunber
expected to be received wilt be i.e. V(R =1. The segnent [6,1] is the next
one passedVid044/H34080 t he SNDCP | ayer 11 of the M5 13 to the LLC | ayer 12.
The LLC | ayer 12 reacts by transmttin® another 5 _

i nformati on-and-supervisory (1+S) frame 66 to the LLC 17 at the SGSN 19.
This tinme tke7d rehtingawethé Geglaass ob tea?'h NapDAL koveasberth eqmndi grfaleb4l 168
effectively asking the receiving LLC 17 to send back an acknow edgenent

when the dafefatiigfo theBgh&ebiMRs 6™ NIPBUl +S frame 66 al so bears the send
sequence nunber N(S)=1. Receipt of the I+S franme 66 at the LLC 17 causes

the val ue V(R 6, € a3ahebfan ISedbe 17 HRPRSSNE s thy SERER oL i) UP 10

the SNDCP 18 as it was recelved | n-seéquence. al’'so s s a

supervi sory nme 6 Kk to.the LLC 12 in the M 13_.inclyding a
recei ver reﬁépkkaawaﬁ ‘gﬁge ﬁ&“’f’ﬂ"@é‘édéﬁc@t peamenty Rypnd ?[rﬂfit%ajli % t he
nunber of the next frane in the sequence expected to be received by LLC 17,
in this TasBPVihaveibeen reppivad, thetrangfer ¢ansinpgs indhe esyek manngr B0 for the nexale 68 by
15 setting a register V(A) 69 equal to 2, i.e. the value of the |ast

I n- sequencePDUdmthe sequdnee (ivmmrsﬂ\mmbe expected to be acknow edged as
received. That, in turn, causes a confirmation of receipt LL-DATA-CNF to be

sent up to the SNRGH Betappreclaled Rbmithe fofedide ekomple thattRe Madodbsireagment s 0

and 1 of the 6 h N-PDU have been delivered. Because the segnents of the

66' N- PDU ha i i e romthe
SNDCP | ayer iﬂ%ﬁﬁ@?grgg@%él{a e s&égc}%%zﬁ?éﬁg% e‘:ltt h%%ﬁ]?en'wﬁw&ﬁgtd %%%&I ayer 11
{7 ansim o1 OFOTKITR ARr RGPSy Dl i 8 e SBteetttl) Gem BAT ot ne

SNDCP |1 of the M5 13 to the
10 SNDCP 18 of SGSN 19.

Having thus described the invention by reference to a preferred embodiment it
is to be well understood that the embodiment in question is exemplary only and that
modifications and variations such as will occur to those possessed of appropriate
knowledge and skills may be made without departure from the spirit and scope of the

15  invention as set forth in the appended claims and equivalents thereof.



" SNDCP 18 of the SGSN 19 is exactly the same as that for the 6 h N PDU.
Signals 74 WD 2004/054180 20 to 78 relaiyyng to the segnents of the 7' h ,
N-PDU correspond with signals 64 to 68 felating to the segnents of the 6th
N-PDU. Once a confirmation of recei pt LL-DATA-CNF has been sent up to the
'SNDCP | ayer 11 of the M5 13, confirm n%both segnents- 0 and 1 of the
7th N 5 PDU have been received, the t continues in the usual manner
80 for the next N PDU in the sequence (i.e. the 80'NPDU). It will be
appreciated fromthe foregoing exanple that the nethod described provides
greater reliability of data transfer at the SNDCP | ayer under adverse
channel conditions Ahdsta tansfer procedutey foyobanshirrng diats oHatdata sequenassf ul
delivery of NPDU 7 to 10 SNDCP 18 of SGSN 19. Having thus described the
invention by rebstwesica transtaimingf entity chndn® qeeeiving dntity,  which datities ehch
understood that the enbodi ment in question is exenplary only and that

nodi ficati gns ag%@%ri %915 it GHanAten e I aﬂ%ﬁ of
appr opri atg knowl e ge@igli sﬂiﬁ#l 3 nayg\ll)ag&na euvbo?ﬁlog%}gg‘g?)ar ggéfﬁgmthe
spirit and scope of,the 15.invention as set forth in the appended cl ai ns
and equi val ent sP %dr“!\%msmﬁAl M5 1. A data transfer procedure for
transferring data of a data sequence between a trapsnmitting entity and a
receiving entity, whiTRRSIGHNE ¢ down cfem the Jugher Wagﬂ%‘ﬂ& 1ayst ePfhﬂg/?dl i ng

| ayer and a | ower data handling |ayer, the procedure conprising:
transferring dowansmitingehttytto gheelowsn detahandlinglgyéraof ¢he trinstiiing entity a

data unit of the data sequence, which data umit comprises at least one
10 segment;
transmitting via a transmission link between the transmitting entity
and the receiving entity each of the at least one segment from the lower data
handling level of the transmitting entity to the lower data handling level of the
receiving entity;

15 sending an acknov)ledgement of receipt of the at least ane segment
from the lower data handling level of the receiving entity to the lower data
bandling level of the transmitting entity;

transferring up the at least one segment from the lower data handling
layer of the receiving eatity to the higher data handling layer of the receiving

20 entity in data sequence order;

wherein the higher data handling layer of the transmitting entity is
arranged to retain the data unit wntil such time as an at least implied

1Y

acknowledgement of receipt of earlier segments in the sequence is sent back



- transmtting entity to the |ower data handling [ayer of the transmtting
entity a data unit of the data sequence, which data unit conprises at |east
one 10 segnent; transmtting via a tran%ssion | i nk between the
transmtting entity and the receiving entity each of the at |east one
segnent fromthe lower data handlin g level of the transnitting entity to

the | ower dat a finantHel rageiviag entinf tot the lowa data/haadliag léve) of te thamgittifig an

acl aow edgeni ent of receipt of the at | east one segnent fromthe [ower data
.handl i ng | evel eﬂlfngﬁﬂﬂ receiving entity to the Il ower data handling |evel of
the transmtting éntity, transferring up the at | east one segnent fromthe

| ower data handling_slaver of . the receiving enti t.o.the .hi gher data
~handl i ng | ayer of tl‘@%g\e\ﬂhﬁs %sgm’ﬁtquﬂ%&%%@&éﬁg&agWFQMerei n

. the higher datg handl | n _Iaégr of the trapsmtting entity is arranged to
retain the dat #8%U#&iRO i |m Sgcdata spquense, the dewerodate hapdling dayer of 188 edgenent

of receipt of earlier segments in the sequence is sent back 22 fromthe
recei vi ng ¥nt i transmittingeentityeomptises alstonel for stpring\data peirtairing torthe position ng

entity, and wherein the at |east one segnent of each data unit in the data

sequence has af (e lda§tione RefrientdRindmiRa URASRom] £ the \eWerdRiahandlifg i ng | ayer
of the 5 transmtting entity conprises a store for storing data pertaining

B 03 e of B P BuRRAT ot b U Aty e 27 [
PLOr1 19 9242 PRCKBUR PRl ond 3Pt oS oy 8o B REURY'
10 determining that the transmitting link is broken; and
when the transmitting link is broken, reestablishing the transmitting
link by purging the stores of data in the lower data handling layers of both the

transmitting entity and the receiving entity.

15 2. A data transfer procedure as claimed in claim 1, wherein the higher
data handling layer of the transmitting entity comprises a store for storing the
data unit, and the dara unit is retained in the store mmtil the acknowledgement
of receipt has been sent back, when the data unit is then removed from the
store,

20
3 A data transfer procedure as claimed in claim 1 or 2, wherein the

transmitting hink is determined to be broken by:

"



. conprising: 10 determning that the transmtting link is broken; and when
the transmtting link is broken, reestablish ng the transmtting 1|ink by
purging the stores of data in the | ower dez handl i ng | ayers of both the
transmtting entity and the receiving enti %1 15 2. A data transfer
procedure as dammed in claim1, wherein the higher data handling |ayer of
the transmtting entjty. conprises a store for storing,thg .datg unit, and
the data unit is ret%n@&n‘f“ﬁ‘% W'ewﬁﬁpgl frh @ Mﬁ wP dﬂgﬁefﬂr I&%ﬁ recei pt
has been sent bacgk, \}/:gen the data unit is then renoved fromthe store. 20
3. A data trans#fiﬂ\ow supentcolateceiptiofeal least ngisegment fiom isclowen datae
transmtting link is determined to be broken by 23 the transmtting entity
wai ting for a peandhng tevel ofithe feseividpemitysnowl edgenent of recei pt of at |east
one segnment fromthe |ower data handling |l evel of the receiving entity; the

| ower data handl i ng theueWerafatd hhdiing6vel bf tRdrdiidiig LRiaesmsiining, S the

at | east one segnent when the acknow edgenent of receipt is not recCeived:

repeati ng khe Lt L bl e | 'ngép Lok is

br oken aftér t‘ﬁ@#a??ﬁ‘%égéé@{r@%%@%ﬁ? %gﬂqﬁ%@éeat%gen e’%tené#g%dgk%unber of
times. 10 4. A data transfer procedure as clained,in claim3, further
conprising: when t@?ﬁ“&ﬁ&ﬂ@ﬁ“ﬂ@?ﬁim%ﬁl i shed, transferring down

fromthe higher data handli n%hel ayer, of the transmtting entity to the |ower
data handl i ng deciding that the link is broken after the waiting and retransmitting

have been repeated a number of times,

10 4. A data transfer procedure as claimed in claim 3, further comprising:
when the transmitting link is reestablished, transferring down from the
higher data handling layer of the transmitting entity to the lower data handling
layer of the wransmitting entity a data unit of the data sequence for which an
scknowledgement of receipt was not received before the transmitting link was

15 broken.

5. A data transfer procedure as claimed in any preceding claim, wherein
the transmitting entity is 2 mobile station and the receiving entity is a serving
GPRS suppart node in a. GPRS system.

20
6. A data transfer procedure as claimed in claim 5, wherein the higher
data ha‘ndling layers are both SNDCP layers and the lower data haﬂdling

layers are both LLC layers,



i

4 ayer of the transmtting entity a data unit of the data sequence for which
an acknow edgenent of recei pt was not received before the transmtting |ink
was 15 broken. 5. A data transfer procedgﬁ% as clainmed in any precedi ng
claim wherein the transmtting entity i nobil e station and the
receiving entity is a serving GPRS support node in a GPRS system 20 6. A
data transfer procedure as clainmed in claim5, wherein the higher data
handling | ayers are both SNDCP | ayers and the | ower data handling |ayers

are both LLC | ayers. st ranstestl to a
receiving enti ty?'dat axo Z‘%ﬁf@ﬁ%&ﬁ%ﬁ@%ﬁ% gr{é%a‘('%‘éng é’n‘{aH 99
conprising a higher, data hapdlin Pl.ayer and a | ower data handli | ayer,
+he procedure coﬂg‘FtF&Wc% Pa?‘lg?'%ﬁ‘?‘ mc?‘?m“t‘&ég}é’& mg‘@&’g‘?&ndl i ng
| ayer to the lower data handling |ayer a data unit of the data sequence,
whi ch data unit layerAsdisdewerdats bapdling lnyer daepriocedure comprising:ng on a ,
transm ssion link fromthe |lower data handling |evel of the transmtting
entity eachSof the attrinefesting dewaefomnthe fhigher iata Baralling rligyerto thetlowsr
receiving at the | ower data handling | evel an acknow edgenent of receipt of

the at |east onedfeqERMling 145 ({) Aata® GRit Vo Thé Hatal ¥oqueh@l Shvhich NEath @fier dat a
handling | ayer of the transmtting entity is arraahqged fo retain the data

unit until such &.@sgss?ﬁ&s%nés%%n{;”pl ied 15 acknow edgenent of receipt

of earlier segnen he seque 's received

transmitting on & transmission link from the lower data handling level
of the transmitting entity each of the at least one segment for the receiving
10 entity;
receiving at the lower data handling level an acknowledgement of
receipt of the at least one segment from the receiving entity;
wherein the higher data handling layer of the transmitting entity is
arranged to retain the data umit until such time as an at least implied
15 acknowledgement of receipt of earlier segments in the sequence is received
from the receiving entity at the lower data handling level; and
wherein the at least one segment of cach data unit in the data sequence
has a position in the data sequence, and the lower data handling layer
comprises a stare for storing data pertaining to the position of the at least one
20 segment transmitted therefrom, the procedure further comprising:
determining that the 'transmission link is broken; and
when the transmitting link is broken, reestablishing the transmitting

link by purging the stores of data in the lower data handling layer.



fromthe receiving entity at the |ower data handling | evel; and wherein the
at | east one segnent of each data unit in the data sequence has a position
in the data sequence, and the | ower data hgndling | ayer conprises a store
for storing data pertaining to the positi of the at |east one 20 segnent
transmtted therefrom the procedure further conprising: determning that
the transmssion |ink is broken; and when the transmtting link is broken,
reestablishing the transmitting |ink by purging the stores of data in the

| ower data handlg ng lﬁ?%ﬁé?ﬁgﬂa{t ; "?Rﬂﬁ%fﬁmﬁ‘e&hﬂ 9C Glfatn Q‘?O@ imed in

claim?7, wherein the ayer conprlses a or
storing the data,unit ..and the data wunit i.s retainped, in the store until the
acknow edgenent ‘E#a w§?3%§%5‘ﬁ“51 forSorug, e q‘i‘?e“ﬂéta& Jﬁ?ﬁa‘?s t hen
renoved fromthe store. 9. A data transfer procedure as clainmed in claim?7
or 8, wherein tHEut isyrgiined in;the store pnnk thecacknewviedgement nf TepeiptabasiBeen wai t i ng
for a period of tinme for the acknow edgenent of receipt of at 10 |east one
segment fr ofn t heecaivesd, whemthe dntat unit is kisen remevedifrbm thestatel ng | evel
retransnitting the at | east one segnent when the acknow edgenent of receipt
I's not received; repeating the waiting and retransmtting; and deciding that
the link is broken after the waiting and retransmtting 15 have been

repeated a nunbegy of A'dﬂﬁ%ﬁ%@i@e %%W{‘ ‘-chgﬁﬁdyr& &asvr,ﬂggb;@? in

claim9, further conprising: he transmitin ink'is re i shed,
transferring down fr the . hi gher dat anpdl ing layer to the |ower data
handl i ng | ayer Hﬁ’f’%ﬁ@ﬁ%"%@m togegroricenhy.

waiting for a period of time for the acknowiedgemam of receipt of at

10 least one segment from the receiving entity;
the lower data handling level retransmitting the at least ane segment
when the acknowledgement of receipt is not received;
repeating the waiting and retransmitting; and
deciding that the link is broken after the waiting and retransmitting
15 have been repeated a number of times.

10. A data transfer procedure as claimed in claim 9, further comprising:
when the transmitting link is reestablished, transferring down from the
‘higher data handling layer to the lower data hendling layer a data mnit of the
20 data sequence for which an acknowledgement of receipt was not received
hefore the transmitting link was broken.

11. A dara transfer procedure as claimed in any of claims 8 to 10, wherein



20 data sequence for which an acknow edgenent of receipt was not received
before the transmtting link was broken. 11.~ A data transfer procedure as
claimed in any of clains 8 to 10, wherein "@3 transmitting entity is a
nobile station for a GPP. S system 12. A data transfer procedure as clained
in claim211l, wherein the higher ~data handling layer is an SNDCP | ayer and
the | ower data hmcu-a}mitﬁ@@ﬁﬁﬁaqaob&Mnlﬁy@GPRg?gyﬂemgommni cation system
conprising: a transmtting entity for transmtting data of a data sequence,
which transmtting entity conprises a higher data handling | ayer and a

| ower data 10 handling |ayer, a receiving entity for receiving the data of

t he data sequenc whi, c receiving.entity .conuprises hi.gher .dat.a handl i ng
1ayer and a Iovmfz‘daté&lﬁaw&fd”? E‘F‘,asr%%gﬁﬁrcfﬁ@a fV@&F% &f r om t he
hi gher data handling |ayer of the 15 transmtting entity to the |ower data
handl i ng | ayer ofiate hendling tevar istanSNIRGP layer and thetlewendata bindling layar is asequence,
whi ch data unit conprises at | east one segnent; neans for .transmtting via
a transm ssion |LBElerween the transmitting entity and the receiving
entity each of the at |east one segnent 20 fromthe |ower data handling

| evel of the transmtting entity to the lower data handling |evel of the
receiving entity; neans for sending an acknow edgenent of receipt of the at

| east one segne fr agﬁé]@ Fggﬁgii g level of the receiving
entity to the Ii(;g\/\er g%%ﬂ%cgﬁﬁ eve ie transmtting entity;

a transmitting entity for transmitting data of a data sequence, which

transmitting eatity comprises a higher data handling layer and a lower data
10 handling layer; |
a receiving entity for reccmng the data of the data sequence, which
receiving enfity comprises a higher datz handling layer and a lower data
handling layer;
meang for transferring down from the higher data handling layer of the
15 transmitting entity to the lower data handling layer of the transmitting entity a
dara umit of the data sequence, which data unit comprises at least one
segrment,
means for transmitting via a transmission link between the
ransmitting entity and the receiving entity each of the at least onc segment
20 from the lower data handling level of the transmitting entity to the lower data

handling level of the receiving entity;



, means for transferring up the at |east one segnent fromthe |ower data 5
handling | ayer of the receiving entity to the higher data handling |ayer of
the receiving entity in data sequence ordg;% wherein the higher data
handling | ayer or the transmtting entity 1s' arranged to retain the data
unit until such tine as an at l|least inplied acknow edgenent of receipt of

¥ tsint . , L it
earlier segnents in mSH#%\ggﬁgloé i&g{,‘?@gﬁ&éﬂ o&&%}ﬂt*ﬁ,tﬂ@&qﬂ Rge€Ntity

to the | ower data han trafismtting etlt|ty; an erein
bosi £ on' |t ho SSRPErCRim e dB%E: B8k Tudfichg sébel 38 o hFARLENGY e °

transmtting entity conpriges,a store for storing data pertaining to the
position 15 of ﬁ%@eréﬁtq%ﬁns}%%@éﬁéwmrﬁpﬁéd therefrom and the | ower
data handling |layer of the receiving entity conprises a store for storing
data pertaining to theeanyfoitransfernig uphthesat ldastzone segraentcipre the lowerdatad

t hereby, the systemfurther conprising: nmeans for determ ning that the
transm ssi dh | i hiindlinglaydtest, the fsteRthdRAitg 1d tie Highep datal hapllindlayércof the
transmtting link by purging the stores of data in the |ower dam handling

| ayers of both %ﬁ%g%sﬁ%(%yoﬁad the receiving entity. 2g 14. A

conmmuni cati on system alm 13, wherein the higher data
handl i ng | ayer of the,transitting .entitw.c ri ses,a,store.fo Qring the
data unit, the data W%Mﬁ%‘glwgﬁ&&’% s é“‘@%ﬂé unit in
the store until the acknow edgenent qf receipt has been sent hack, ,when the
data 5 unit is2TARGRd IhETER Rrtenenit ppd such tme as an at least mmplied

acknowledgement of receipt of earlier segments in the sequence is sent back

10  from the receiving entity to the lower data handling level of the transmitting
entity; and
wherein the at least one segment of each data unit in the data sequence
bas a position in the data sequence, the lower data handling layer of the
transmitting entity comprises a store for storing data pertaining to the position
15 of the at least one segment transmitted therefrom, and the Jower data handling
layer of the receiving entity comprises a store for storing data pmg o the
position of ﬂm at least one segment reccived thereby, the system further
comprising:
means for determining that the transmission link is broken; and
20 means for reestablishing the transmitting link by purging the stores of
data in the lower data handling layers of both the transitting entity and the

receiving entity.

n



.15. A conmmuni cation systemas clained in claim113 or 14, wherein the neans
for determning that the transmssion |link is broken is operable to: cause
the transmitting entity to wait for a peri@p& of time for the LO

acknow edgenent of receipt of at |east one segnent fromthe | ower data
handling | evel of the receiving entity; cause the | ower data handling | evel

of the ransim g efibhhluhfard AR ity i chffS, QRErBEEIRALAgheN the

acknow edgenent of receilp nor~ recelve repeat the walting and

retransmtting; lde th the |link is broken.after the waiti and
‘retransnitting t@&e%gg%ﬁygpgépﬁg%" c'rnugf CAppRss af&“k‘“c%?ﬂ% ation
systemas clainmed in claim215, further conprising. 20 neans, oqperable when
~the transmittindam Wit the gatahandiing dajen being arranged-foratain the dat ik ingWet he

hi gher data handling | ayer of the transmtting entity to the |ower data
handl i ng | ayer tort ntiltheackmowiédpement oft receiptches beemadnt back, iwhen dhe datsequence
for which an acknow edgenent of receipt was not received 29 before the
transmtting |i npirSthel fepkdvizd frbf the sfg@8muni cat i on systemas clained in any
of claims 13 to 16, wherein the transmtting entity is a nobile station and
the receiving entity is a 5 serving GPRS support node in a GPRS system 18.
A communi cation systemas clainmed in claim17, wherein the higher data
handiing | avers 137e oLty SRR Yt W0 %uiEs b Ml 4 G 140k} e! V0TS

means for determining that the transmission link is broken is operable to:

cause the transmitting entity to wait for a period of time far the
10 acknowledgement of receipt of at least one segment from the léwer data
handling level of the receiving entity;
cause the lower data handling level of the transmitting entity to
retransmit the at least c_mé segment when the acknowledgement of receipt is
nor received;
15 repeat the waiting'and retransmitting; and
decide that the link is broken after the waiting and retransmitting have

been repeated a number of times.

16. A communication system as claimed in claim 15, further comprising:
20 means, operable when the transmitting link is reestablished, for
* transferring down from the higher data handling layer of the wansmitting |
entity to the lower data handling layer of the transmitting entity a data unit of

the data sequence for which an acknowledgement of receipt was not received



19. Atransnitting entity for transnmtting data of a data sequence for a
receiving entity in a conmunications system the transmtting entity
conprising a higher data handling |ayer; 995 a | ower data handling | ayer;
means for transferring down fromthe higher data handling |ayer to the

| ower data handling | ayer a data unit of the data sequence, which data unit

conprises at | Wﬂﬁ%ﬂﬂ@iﬂ ] transmtting on a transm ssion |ink
fromthe | ower at%rg 20 han Frlllgﬁligh\%e eg'ch of the at |east one segnent for
the receiving entity; nmeans for receiving at the | ower data handling | evel
an acknow edgenent of receipt of the at | east one segnent f nmm the
receiving entity: b, neans for causing the, hi gher data handling | ayer to
retain the data7ni tASAMPURIGIGeN; FyRem 25, plaimed i, apy | ofpelames 43 Ao edgenent

of receipt of earlier tit segments in the sequence is received at the |ower
dat a handl i ng |whaseinthetransmittingeptitwis agnahile ttationand the weheivingentityds at | east
one segnent of each data unit in the data sequence has a position in the

data sequefice, serving GPRSampportiséde iHAGPRSgydténer conprises a store for
storing data pertaining to the position of the at | east one segnent
transmtted therefrom the entity farther conprising: neans for determ ning
that the transm ssion link is broken; and 10 neans for reestablishing the

Fransi g | iggk DY, el kb SRR limedi T Bkl 17 S i3hle N2 1 10
data handling layers are both SNDCPF layers and the lower data handling
layers are both LLC layers.

10
19. A wansmitting entity for transmitting data of a data sequence for &
receiving entity in a communications system, the transmitting entity
comprising: |
a higher data handling layer;
15 a lower data handling layer;
means for transferring down from the higher data handling layer to the
lower data handling layer a data unit of the data sequence, which data umit
conprises at least one segment;
means for transmitting on a transmission link from the lower data
20A handling level each of the at least one segment for the receiving entity;

means for receiving at the lower data handling level an

acknowledgement of receipt of the at least one segment from the receiving

entity;



20. Atransmtting entity as clainmed in claim19, wherein the higher data
handling | ayer conprises a store for storing the data unit, and the data
unit is 15 retained in the store until thg,acknow edgenent of receipt has
been received, when the data unit is then noved fromthe store. 21. A
transmitting entity procedure as clained in claim19 or 20, wherein the
means for determ ning that .the transm,ssiqQn link, is broken is operabJe to:
20 wait for a period d?eaPFﬁg?BﬁmSWér&%h?ﬁg%“@&ﬁ yes o retaipithe dgip UBR | east
gne segnent fromthe receiving entity, cause the |ower data handling |evel
‘to retransmt thdmntil suchdgne enen at dspsteimplicd acknondedgameniiof tepsint rof earlierecei pt
IS not received; 31 repeat the waiting and retransmtting; and decide that

dghe link is brokasgmaédtein the eeqtidndd i gecaivdd ethedowss ddid hendliay devebfiom thepeat ed
a nunber of tinmes. 5 22. Atransmtting entity as clainmed I1n claim?21,

further conprisi Qée'w'HE?{h\?a;'f transferring down fromthe higher data
handl i ng | ayer tg tf’ue 0 ’rﬁgata handling | ayer a data unit of the data

sequence forewhich an_,ackngw enent of receipnt,was .not,recei ved before

the transmitling |i nkvmemgﬁfgg%“%sﬁgp #ﬂﬁ&‘?ﬂ‘iwgl%ﬁ CIEDEE ai ned

in any of clainms 19 to 22, wherein the transmtting entity is_a nobile
ﬁmné‘aus BYET ai m 23

station for a GPRASd PPEWQD jn the, data, sequencs, rAndethei layes data

wherein the higher data 15 handling layer is an SNDCP | ayer and the |ower
dat a handl i ng | ayempiisesastore o sigring data pertaining to the position of the at least one

segment transmitied therefrom, the entity further comprising:
means for dctcmfning that the transmission link is broken; and
io means for reestablishing the transmitting link by purging the stores of
data in the lower data handling layer. |

20. A transmitting entity as claimed in claim 19, wherein the higher data
handling layer comprises a store for storing the data wnit, and the data unit is
15 retained in the store until the acknowledgement of receipt has been received,

when the data unit is then removed from the store.

21. A transmitting emtity procedure as claimed in claim 19 or 20, wherein
the means for determining that the transmission link is broken is operable ta:
20 wait for a period of time for the acknowledgement of Teceipt of at least
one segment from the receiving entity;
- cause the lower data handling level to retransmit the at least one

segment when the acknowledgement of receipt is not received;



10

15

2|
repeat the waiting and retransmitting; and
decide that the link is broken after the waiting and retransmitring have

been repeated a number of times.

2. A transxmmng entity as claimed in ¢laim 21, further comprising:
means for transferring down from the higher data ha.ndhng layer to the

lower data handling layer a data unit of the data sequence for which an

acknowledgement of receipt was not received before the transmitting link was

broken.

23, A tansmitting entity as claimed in any of claims 19 to 22, wherein the

transmitting entity is 2 mobile station for a GPRS system.

24. A transmitting entity as claimed in claim 23, wherein the higher data
handling layer is an SNDCP layer and the lower data handling layer is an
LLC layer.



