BUFFER M ENORY MANAGEMENT FOR A COVPUTER NETWORK NODE BACKGROUN*@F o>
THE | NVENTI ON 1. Field of the Invention The present
invention relates to the field of the networking of conputer syst ens,
in particular, buffer nanagenment between a host processor and a network 5
adapt er. 2 Prior Art Local Area Networks (LANs)
have been devel oped for interconnecting 10 various data term nal

equi prent (DTE) such as conputers, workstlatdi ons and the i ke
(hereinafter coblects wainnrveh@REGENEPr 3SR léﬁt@[ﬂroﬁ‘s 5Tt§§§ C(Ji O;gmmgn type of
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form of access control 'is knovvn as Carrier Sense Multiple Access with
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The present invention relates to the field of the networking of computer

systems, in particular, buffer management between a host processor and a network

5 adapter.
2 PriorAn

Local Area Networks (LANSs) have been developed for interconnecting
10 various data terminal equipment (DTE) such as computers, workstations and the
like (hereinafter collectively referred to as workstations). One common type of LAN
utilizes a shared communication channel, with access to the common channel being
coordinated by the workstations themselves. This form of access control is known as
Carrier Sense Multiple Access with Collision Detection (CSMA / CD). CSMA/CD

access control is described in a number of publications including, for example,
Tanenbaum, A.S., Computer Networks, second edition, Prentice-Hall, Inc., 1988 at

pages 128-130 and also at Meijer, A., and Peeters, P., Computer Network
Architectures, Computer Science Press, 1983 at pages 280-283. The Institute of
Electrical and Electronics Engineers (TEEE) has provided a standard for CSMA /CD

20 which is known as the JEEE 802.3 standard. Well known implementations of
CSMA/CD include Ethernet®, DECnet and StarLan.

In general, CSMA/CD may be described as follows: a workstation wishing to

transmit on the common channel first monitors the channel to determine whether
25  another workstation is using the channel. If the channel is busy, as indicated by the
presence of a carrier on the channel, the workstations wishing to transmit will defer
transmission. This may be thought of as the carrier sense portion of the protocol. If

the channel is not busy, the workstations will transmit a data packet over the




15 access control is described in a nunber of publications including, for
exanpl e, Tanenbaum A. S., Conputer Networks second edition,
Prentice-Hall, Inc., 1988 at pages 128-130 and also at Meijer, A, and
Peeters, P., Conputer Network Architectures, Conputer Science Press,
1983 at pages 280-283. The Institute of El ectrical and El ectronics
Engi neers (I EEE) has provided a standard for CSMA/ CD 20 whi ch is known as
the | EEE 802. 3 standard. Well known i npl enentations of CSMA/ CD i ncl ude
Et her net, DECnet and StarlLan. ‘I'n general, CSMA/ CD may be
described as follows: a workstation w shing to transmt on the comon
channel first nonitors the channel to determ ne whether 25 anot her

wor kstation is using the channel. If the channel is busy, as indicated by

t he pr ebemna, withahe packet comtainidgpar addieed of thkdntendkd redipiens Ifa shing to
transmt wll defer, transm ssion. This may be thought of as the
carrier sensevorssiation dstectsibe shaneal & busyfor if the workstatignsistectsthaba cdllisyn t he
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then again sense the channel to determine if the channel is busy.

In order to participate in the LAN environment, the workstation must have
an adapter. The adapter provides the physical and logical interface functions
between the LAN and the host processor. The adapter typically resides on the bus
structure of the workstation. During the transfer of data to and from the network,

10  the data is temporarily stored on memory associated with the adapter, e.g. viaa
FIFO or a buffer. In a FIFO implementation, FIFO queues for both transmitting into
the network and receiving from the network must be maintained. The FIFO's are
typically on-chip with the primary adapter logic. While sufficient for environments
with limited network traffic, such FIFO management may degrade system

15  performance under periods of heavy load.

In a buffered scheme, the memory may be off-chip to the adapter logic chip.
Moreover, the size of the buffer may be greater than in the FIFO approach. For light
loads, the FIFO management scheme may have performance benefits. But as noted
20 above, during periods of heavy load, the buffer memory is a more desirable

approach.

In known systems, transmission and receipt of data requires that an entire
data packet be in memory prior to it being received by a host processor or
25 transmitted into the network. This may introduce significant delays into both the

operation of the workstations and the network. It is an object of the present



channel, with the packet containing an address of the intended recipient.

If a wor kst ati on detects the channel is busy or if the workstation
detects that a collision has occurred on the channel, the workstation
wi || back-off for a period of tine and t hen agai n sense the channel
to determine if the channel is busy. In order to participate
in the LAN environnent, the workstation nust have an adapter. The
adapter provides the physical and logical interface functions bet ween

the LAN and the host processor. The adapter typically resides on the bus
structure of the workstation. During thg transfer of data to and fromthe
network, 10 the data is tenporarily stored on nenory associated with the
adapter, e.g. via a FIFO or a buffer. In a FIFO inplenentation, FIFO
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20 above, during periods of heavy |load, the buffer nenory is a nore
desirabl e appr oach. In known systens, transm ssion and
recei pt of data requires that an entire data packet be in nmenory prior
to it being received by a host processor or 25 transmtted into the
network. This may introduce significant delays into both the

operation of the workstations and the network. It is an object of the

pr esent -3- invention to
reduce any delay introduced by the requirgnment of having an entire packet
in buffer menory.

SUMMARY
A method and apparatus to optimize buffer memory management in a
computer system communications resource is disclosed. The present invention
decreases the elapsed time needed for receiving data from and transmitting data
5 to the network. Consequently, data spends less time in the communication
resource buffer memory. This allows a communications resource to handle more
data without increasing the size of its buffer memory and to increase the effective

data transfer rate.

10 Communications resources with buffer memory require that groups of
data (called packets) be completely copied to the resource before starting
transmits and completely received from the communications network before
starting to copy data from the resource. The present invention provides a means
for:

15 1) Starting the transmission of data into the network before all data has
been transferred to buffer memory in the communications resource.

2) Beginning the transfer of data from the buffer memory of the
communications resource before the complete data packet has been received and
stored in buffer memory.

20 3) Error checking to insure data integrity.

With respect to data transmission, the host computer transfers an initial
portion of data to the communications resource. Thereafter, a transmit command
is issued which initiates the transmission of data into the network. A second

25 transfef is initiated by the host computer to complete the transfer of data to the
communication resource. The data is stored in a transmit buffer coupled to the

communicatons resource.



-4- SUMVARY A nmet hod and apparatus to optim ze buffer
menory managenent in a conput er system conmmuni cations resource isS
di.scl osed. The present invention decreases the el apsed tinme needed for
receiving data fromand transmtting data 5 to the network. Consequently,
data spends less tinme in the comruni cation resource buffer nmenory.

This allows a communi cations resource to handle nore
i ncreasing the size of
data transfer
require that groups of

the resource before starting

rate. 10 Comruni cag-i ons resources with buffer

t he conmuni cati ons network before starting to copy data fromthe
The present invention provides a neans for: 15
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buffer, the resource aborts the transmit process and sets a flag to indicate to the
host computer that the error has occurred. The host computer may then initiate a

re-transmission of the data

With respect to receipt of the data from the network the host computer
calculates and writes a threshold value to the communications resource. This -
threshold is used by the communications resource to indicate when, during the
reception of a packet, the resource will interrupt the host computer to indicate
that a packet is currently being received. The host computer then may copy all or
some of the data that has been received. After examining the data to determine
the size of the incoming data packet, the host may then wait to copy data until
the entire packet is received (in the case of a small packet) or calculate a new
threshold value which it writes to the resource (in the case of a large packet). The
resource will generate a second interrupt to the host computer when this second
threshold is reached. The host computer then begins the process of finishing the
copy of the remaining data from the resource. The communications resource will
monitor the receipt process to determine that the data received by the host
computer is valid. If it is not, a flag is set to indicate to the host computer that an
error has occurred. If an error has occurred, the host computer may initiate a re-
transfer of the data from the communications resource. Data incoming from the

network is stored in a receive buffer coupled to the communications resource.

data wit hout
its buffer nenory and to increase the effective

menory

data (call ed packets) be conpletely copied to
transmts and conpletely received from
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stored in buffer menory. 20 3) Error checking to insure data

integrity. Wth respect to data transm ssion, the host
conputer transfers an initial portion of data to the comrunications
resource. Thereafter, a transmt conmand is issued which initiates

the transm ssion of data into the network. A second 25 transfer is
initiated by the host conputer to conplete the transfer of data to the
comuni cation resource. The data is stored in a transmt buffer coupled to
t he conmmruni cati ons resource.

- 5- The resource nonitors the transfer process versus the
transmt process to ensure that tHe correct data is available for
transmt. If the transmt process tries to send data that has not yet

been transferr e%%gm&%owmtsg@ré %mgtag{' g@?ﬁggn{%gtm f8lgcaf NE

resource aborts ransmt process a Indicate to the
,hO,SE , C?rmut,%reaNze%rvomwmaama:sfoea@uﬁqrp@der syBem)asbde sHaLhENi-may then
initiate a

processor computer system or any other system in which processing systems are

in communication.



retransm ssion of the data Wth respect to receipt of the
data fromthe network the host conputer 10 calculates and wites a

t hreshol d value to the comunications resource. This threshold is used
by the conmuni cations resource to indicate when, during the reception
of a packet, the resource will interrupt the host conputer to indicate

that a packet is currently being recei ved: The host conputer then may copy
all or sonme of the data that has been received. After exam ning the
data to deterg%g@U%éé%gﬁj@Qﬁhﬁglfﬁu$ggﬁgﬁponing dat a packet, the host may
then wait to UuntT ntire packet is received (in the
case of a small packet) or calculate a new threshol d value which it
wites to the resource (in the case of a | arge packet). The resource
will generate a sdctigue 1 intdilodkpliagramidi ehéostporempsudsfer comtprned dyistens 4pnd
threshold is reached. The host conputer then begins the process of

fini shing t hea Lol Argppliptwerk(RAN) cadaptarsguplge 4o r LdHY ehmay bsdmpiemerthd
conmmruni catLons_ resource will nitor,the receipt.process to determne
Chat the dit ait BEEpvERthpeHEedmapodtent Sk pfesRl B a 1T it 15 not, a
flag is set to indicate to the host conputer that an error has
occurred. If an error has occurred, the host conputer may initiate a re-
transfer of the dagjgufer2gatbiekcRagremi iladtt the &RjirdenctidnbPcdrSeHEnRY from
the 25 network iS stored in a receive buffer coupled to the

communi cat i onsf 4 BAdLadapter as may be utilized in the currently preferred embodiment of

the present invention.

10
Figures 3a and 3b are flow charts which illustrate the steps performed by
the host processor and the adapter for early receipt of data as been performed in
the currently preferred embodiment of the present invention.
15 Figure 4 is a flowchart illustrating the steps performed by the host and the

adapter for early transmittal of a data packet in the currently preferred

embodiment of the present invention.

Figure 5A is a timing diagram illustrating the receipt of data in a typical

20  prior art system.

Figure 5B is a timing diagram illustrating the early receipt of data as may

be performed in the currently preferred embodiment of the present invention.

25 Figure 6A is a timing diagram illustrating the transmittal of a data packet

in a typical prior art system.



- 6- The conmmuni cations resource may typically be inplenented as a
Local Area Network (LAN) Adapter for a conputer system a node for a

mul ti- processor conmputer systemor any other systemin which processing
systens are in -comruni cati on. '

-7- BRI EF DESCRI PTI ON OF THE FI GURES Figure 1 is a

bl ock di agram of the conponents of a conputer systemwth a Local
Area Network (LAN) adapter coupled to a LAN as may be inplenented 5 in the
currently preferred enbodi nent of the present invention.

-8-
Figure 6B is a timing diagram illustrating the timing sequence for the early

transmittal of a data packet in the currently preferred embodiment of the present

invention.



Figure 2 is a block diagramillustrating the major functional conponents
of a LAN adapter as may be utilized in the currently preferred enbodi nent

of the present invention. 10 Figures 3a and 3b are flow
charts which illustrate the steps perforned by t he host processor and
the adapter for early receipt of data as been perforned in t he
currently preferred enbodi nent of the present invention. 15 Fi gure
4 is a flowhart illustrating the stepsgberforned by the host and the
adapter for early transmttal of a data packet in the currently preferred
embodi ment Ghe R 5 SECLRIPHYAIDEPHE PREFERRED EMBOTIMGr SA 15 @ timi ng
diagramill uStrating the receipt of data rn a typl prior art system
Figure 5B is atimng diagramillustrating the early receipt of data as may
be perfornmed in tAemethod &nd dppapstes éorr eptimiration oEblfaf méMerPmaR&tment in

I nventi on. 25 Figure 6Ais atimng diagramillustrating the

transmittal aftoramgaicatipneiesource is des¢nibed. iy phecfallopingdesariptiey stuamrous
specific details are set forth such as the iming of data signals in order to provide a
5 thorough understanding of the present invention. It will be apparent, however, to
one skilled in the art that the present invention may be practiced without such
specific details. In other instances, specific implementation details such as the
physical interface to the Local Area Network (LAN) media or a CPU bus have not

been shown in detail in order not to unnecessarily obscure the present invention.

10 While the communications resource of the currently preferred embodiment of
the present invention is implemented as a LAN interface adapter éupported by a
general purpose computer, it would be apparent to one skilled in the art to embody
the present invention in a fixed function system, e.g. an X-Terminal. Further, the
present invention may be embodied as an adapter to couple to a computer system

15 into any type of environment where processing systems are in communication, e.g. a
parallel processing system. Such embodiments would not depart from the spirit and

scope of the present invention.

The computer system 100 of the currently preferred embodiment is described
with reference to Figure 1. A computer system as may be utilized by the preferred
20 embodiment generally comprises a bus structure or other communication means 101
for communicating information between the various components of the computer
system, a processor means 102 coupled with said bus 101 for processing information,
a random access memory (RAM) or other storage device 103 (commonly referred to
as a main memory) coupled with said bus 101 for storing information and

25 instructions for said processor 102, a read only memory (ROM) or other static



Figure 6B is a tinming diagramillustrating the tining sequence for the
early transmttal of a data packet in the currently preferred enbodi nent of
the present invention.

-9- DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENT A
met hod and apparatus for optim zation of buffer menory managenent in

-10-

storage device 104 coupled with said bus 101 for storing static information and
instructions for said processor 102, a display monitor 105 is coupled with said bus
101 for communication with the processor 102, a data storage device 106, such as a
magnetic disk or disk drive, coupled with said bus 101 for storing information and
5 instructions, an alphanumeric input device 107 including alphanumeric and other
keys coupled to said bus 101 for communicating information and command
selections to said processor 102, a cursor control device 108, such as a mouse, track-
ball, cursor control keys, etc., coupled to said bus 101 for communicating
information and command selections to said processor 102 and for controlling cursor
10 movement. Additionally, the system will typically include, one or more ports for
receiving input signal data. Such ports are illustrated here as serial port 108 and

parallel port 109.

The computer system 101 further includes a Local Area Network (LAN)
adapter 111 for attaching to a LAN 112. The LAN Adapter 111 is coupled to CPU
15 bus 101 and is used to transmit/receive information to/from the LAN 112. The
LAN adapter is further described with reference to Figure 2. In the currently

preferred embodiment of the present invention, the LAN 112 is an Ethernet LAN.

It should be noted that the processor 102 will perform functions that are
hereinafter referred to as Host functions. Such functions will become apparent in
20 the description of that follows. Further, RAM 103 and data storage device 106 are
used to handle and store the data packets to be transmitted to or received from the

network.

Referring to Figure 2, the LAN adapter is controlled by control logic
module 201. Typically, the control logic 201 may be part of an 'ASIC chipora
25  specifically designed integrated circuit chip. In any event, the control logic 201



a conmuni cations resource is described. In the follow ng description,

Nnumer ous specific details are set forth such as the timng of data
si.gnals in order to provide a 5 thorough understanding of the present
invention. It will be apparent, however, to one skilled in the art
that the present invention may be practiced w thout such specific
details. In other instances, specific i ilenentation details such as the
physical interface to the Local Area Network (LAN) nedia or a CPU bus have
not been shown .in detail .in orderﬁggt to unnecessarily obscure the

present i nvenf@HFls ”‘fdece‘?*l and trppsrnidtal pEdata tang é"&f’i Bred-Alds dut-RU bk t he
current|y prefgried Zgggoa}iggs%e %ﬁwy%iaalgzgltteggceotro g%%%c'reg%{)?%% gﬁg é,'é%@'é | ement ed

as a LAN intefface 4 er supp uter, it

woul d be appa[,g%u-mé)[_ AREnfdkl 868 s‘%@rﬁﬂg ﬂger ﬁlg}s?ca?%}%&ions fOﬁmgrchrir?g?ﬁ)Rte

invention in a tixed function sy n X-Term nal . Further,

present inventheANRA ReceprdBiddtcs thras (RBAFZIAMS Bfed (0 ststdlata pakdts GRFRILET
system 15 into any type of environnment where processing systens are in
conmmuni cat onfroen the retwork. TherTxhhsphit BufferAsar(@Bay 20®inussd ehsterddxla tnt S
woul d not depart fromthe spirit and scope of the present invention.
The conput er ¥jHbefFanemitiad from thehest Prospssor & Beregwerbodi ment is descri bed
with reference to Figure 1. A conputer systemas may be utilized by the

preferred 20 enbogien A i S re or, qther
conmmuni cati on rrea(rjlg‘ %f;n %ﬂgégéé%g%{og??ﬁg }lpa;ég %trr%‘rél*jlg%)%aﬁser{“\f\tﬁgr?rt he
various conpoRgRividotheleRBrL d¥RE Bst be in eINSURERBA WiORRIeQIviARARS, 402
coupled with said bus 101 for processing infornmation, a random access
menory (RAM éie TBAROS, Sbotragmitdidng data 13 tHeamtwork. yCleedlg i doénot makeas a
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large data packet is being received, the entire data packet must be received and

stored in the receive buffer area prior to it being transmitted to the appropriate
location on the computer system via the bus. If the receipt of the data from the
network and the transfer of the data to the location in the computer system could
15 be overlapped, an aggregate amount of time from when the data is first received
by the computer system to the time at which it is stored on the computer system
may be significantly reduced. Similarly, for the transmission of data into the
network, the amount of time can be significantly reduced from the initiation of
the transfer of data to when the data is actually on the network could be reduced
20  if the transfer time and the transmit time were overlapped. In both instances, the
currently preferred embodiment of the present invention provides for such

overlap.

The control logic module 201 in the LAN adapter will support early interrupt
generation during packet reception. This means that the interrupt may occur any
25 time after data is placed in the receive buffer. The present invention provides eariy

interrupts to the Host (e.g. the processor 102 of Figure 1) based upon certain events.



- 10- storage device 104 coupled with said bus 101 for storing static

I nformati on and I nstructions for said processor 102, a display
nonitor 105 is coupled with said bus 101 for comunication with the
processor 102, a data storage device 106, such as a magneti c di sk or

di sk drive, coupled with said bus 101 for storing information and 5
I nstructions, an al phanuneric input device 107 incl udi ng al phanuneric and

ot her keys coupled to said bus 101 %or comuni cating information and
comand selections to said processof” 102, a cursor control device
108, such as a nouse, track- ball, cursor control keys, etc., coupled

to said bus ksl ferGOIIUBLEILY Bbuticr ad sl RS QR ARM. BARIPALSRER! 0"

f
to said processor 1 controlling cursor
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receiving input signal data. Such ports are illustrated here ds serial port
108 and thp RBA. | & koyutet cch@®s the number of bytes written into the RBA. When a

predetermined number of bytes have been written into the RBA (i.e. the threshold),
5 the early receive interrupt is generated. The predetermined number of bytes would
be generated by the host dependent on such facts as the Network Operating System

and LAN topology being utilized.

In an alternative embodiment, the event monitored is the writing to a specific

address in the RBA. In such an alternative embodiment, again the host would

10  generate the specific addresses in the RBA to be monitored. Thus, in the alternative
embodiment, early interrupts are generated when accesses to particular RBA
address locations are detected. Preferably, in the alternative embodiment two
independent, programmable interrupt trigger/threshold addresses are provided.
Each trigger/threshold address may be either a receive data location, or a

15  status/command location. Use of both provides flexibility across different frame

types, packet sizes, etc. .

The present invention may also monitor write accesses to the RBA. The result
is a word count indicating the amount of data currently available for transfer by the
host, even though packet reception may not be complete. To support this word

20 count function, the driver must provide the start and end address of the memory
area to be monitored (i.e., the current portion of the RBA). The word count is
incremented by one when the communications resource writes to the area delimited
by these boundaries. If the packet size is an odd number of bytes, the last data write
will actually be a single byte, and this final count will exceed the true count by one.

25  Thus this count is intended for use only while moving early data. A separate count

field is referred to upon completion of the entire data packet.



The conputer system 101 further includes a Local Area Network (LAN)
adapter 111 for attaching to a LAN 112. The LAN Adapter 111 is coupled to
CPU 15 bus 101 and is used to transmt/receive information to/fromthe

LAN 112. The LAN adapter is further described with reference to Figure
2. In the currently preferred enbodi3rent of the present invention, the
LAN 112 is an Ethernet LAN. It should be noted that the

processor 102 will performfunctions that are herei nafter referred to

as Host functi onsin @sehf panket rammnivgion, apesiormaappncesdse mmy Rorealiteel by
description of that follows. Further, RAM 103 and data storage device 106
are us e 8etting HamEATBIMANNFAEPRT ESPWSe FaneM serdrand ertive befergdhe entisd to or

received fromth et wor k. Referring tq Fi 2, the
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5 unable to stay ahead of the communications resource in the use of the transmit data
buffer. If this were to happen, the communications resource would read the

incorrect data, append a valid CRC, and give no indication of an error.

Although the host interface is faster than the communications resource
requirements, the driver could fall behind if it is interrupted or if bus master devices
10  consume excessive bus bandwidth. While it is possible to disable interrupts during
this period, it is not possible for the driver to prevent bus masters from acquiring the
bus. In addition, disabling interrupts for a long period of time may have an adverse
effect on other interrupt driven devices, such as serial port modems. The most
compatible approach is to leave interrupts enabled and provide a mechanism for

15 detecting an underrun condition.

The communications resource can detect the underrun condition when the
Host write pointer equals the communications address resource. Detection may be
controlled by an enable flag which must be set by the host before attempting the
early transmit, and cleared by the host when complete. When an underrun is
20  detected, the communications resource will set an error flag to set in motion the

creation of an erred packet (which is described in greater detail below).

The transmit routine may read the error flag after moving each block, or after
moving the entire packet. If an underrun occurred, the driver need only reissue the
transmit command, because there will have been no corruptiori of the transmit

25 buffer.



controls the receipt, and transmttal of data to and fromthe LAN. A CPU

bus I nterface 202 provides the physical interface to the processor via
t he processor bus. The LAN interface 203 provides the physical
connections for interfacing to the LAN. A Receive Buffer Area (RBA)
204 is used to store data packets received 5 fromthe network. The
Transmt Buffer Area (TBA) 205 is used to store data that w il be
transnmitted fromthe host processor to the-network. I n known

I npl ement ati ons, before a data packet may be transmtted or received,

the entire packet pust be in ejther the A 204, faor receiving data, or

the TBA 205, for tfﬁmmd@f%xﬁs e3P of thA BT HERIOT RITBATIHIRY ARG cais ot
make 10 optirmal l‘!ﬁsg of feitvk\}er t he conputer system bus or the LAN. For
exanpl e, if atersmutRIpew fUOw. 1ot Ti's being received, the entire data
packet nust be received and stored in the receive buffer area prior to
It being trangg}lgt}@gﬁbg the appropriate | ocati on on the conputer
systemvia the bus. If the receipt of the data fromthe net wor k and

the transfer of thEgHais@Bataadidpars A6richers ivﬁi&hﬁu%ﬁ@@ﬁ@ﬁeﬁ?é%%@@% d 15
be overl apped, an aggregate anount of tine fromwhen the data is fifst

received 5 tHahdshprovessouted tisyadapiertfor tdrdy taceipt af a dhiagincket. iFirsgitheed on

t he conputer system may be Si gfni ficantly reduced. Simlarly, for the
transm ssi on béstdetsa fingt receive threshold enddrarsmitsghiavaluetto dhe sdaper atepbe
significantly reduced fromthe initjation of the transfer of data to

when the dat a30k B firat d3tageceiveshrrshalsh ik typiglly daumbeneldeytencomprising

Lransfer Ui meyad LG, LLanemil LLIE el o, over) spbot b boul, Lnatances, i

overlap. on such factors as the Network Operating System being used as well as the

10  physical LAN implementation. For éxample, in the 802.3 format, the header

" information will be received in the first fourteen (14) bytes. So by setting the first
data threshold to 14 bytes it can assured that the packet header is within the
Receive Buffer Area (RBA) of the LAN Adapter. Typically, this data is sent to the
adapter once and retrieved for later use. In any event, the adapter will then

15 receive data from the network and store it in the RBA, step 302. During the
receive and store process a check is made to determine whether or not the first
threshold is hit, step 303. When the first threshold is hit, a first threshold
interrupt is generated and transmitted to the host processor, step 304. When the
host processor receives this interrupt it processes it by transferring this initial

20 amount of data from the RBA, step 305. As noted above this information will
comprise the packet header. The size of the packet is then determined, step 306.
The packet will typically contain the packet size as well as certain addressing
information. At this point, the packet size information is examined. A check is
then made to determine whether the packet is small, step 307. If the packet is

25 small, e.g. sixty-four (64) bytes, it may not be worthwhile to try and receive data

early. If the packet is small, the host processor may allow the entire data packet



The control |ogic nodule 201 in the LAN adapter will support early

I nterrupt generation during packet reception. This neans that the
interrupt may occur any 25 tinme after data is placed in the receive
buffer. The present invention provides eariy interrupts to the Host
(e.g. the processor 102 of Figure 1) based5upon certain events.

-12- These events are observed as buffer accesses into the Receive
Buffer Area (RBA). In the currently preferred enbodi nent, the event
monitored is tthbewedeivedgbeforeigansieming any of thedaRBAhus, bewadaptercoilltesivhe

nunber of bytes witten intg the RBA. Wen a redet erm ned nunber of
byt es have beemdgteretddt? inie 8‘%?@*‘-@“@? petwiogk %?ﬂé@&]ﬁ}cﬁﬂ&k@f theeendarf| y

b generat ed. BEPRYHILE Hhodeng ot Coeh: 1t 8148t BHCPIRe Bae g ailng
onodi ment , ¢ en80un B AP Bl Bolthe bl 4. When el the data i Beth el IR 0°
in the RBAg | NesHGd 8edt bEp A HiteRIPOE BRIk Ied28RL B 10 hovISh ! pack
interrupt is received by the host, it will copy the remainder of the packet data -
from the RBA, step 311. Once the entire data packet is received by the host it will
commence protocol error checking, step 312. This step is comprised of the
normal processing for the protocol being used. -
10
Assuming now that the packet is not small, a second threshold value is
generated and transmitted to the adapter step, 313. As noted above, in the
preferred embodiment the second threshold value is a predetermined byte count
and in an alternative embodiment it is a specific address in the RBA. Referring
15 now to Figure 3b, the adapter will again continue to receive data from the
network and store the received data in the RBA, step 314, until the second
threshold is hit, step 315. When the second threshold is hit a second threshold
interrupt is generated and transmitted to the host, step 316. When the second
threshold interrupt is received by the host it will commence copying data from
20 the RBA, step 317. Concurrent with the transfer of data from the adapter, the
adapter will receive and store data from the network, step 318 and transfer that
data to the host, step 319. During the receipt and storing of data from the
network and transferring from the data to the host, overrun conditions are
checked for, step 320. An overrun condition will occur when the data which is
25  being transferred from the adapter receive buffer memory to the host exceeds the
data being received from the network. Irrespective of an overrun condition

being detected, the processing and receipt of data will commence until the end of



10 generate the specific addresses in the RBA to be nonitored. Thus, in

the alternative enbodi nent, early interrupts are generated when
accesses to particul ar RBA address | ocations are detected. Preferably,
i'n the alternative enbodi nent two I ndependent, progranmmabl e interrupt
trigger/threshol d addresses are provided. Each trigger/threshold

address may be either a receive data location, or a 15 status/conmand
| ocation. Use of both provides flexibili tlﬁ'across different frane
types, packet sizes, etc. . The present |nvent|on may al so
nmonitor wite agcesses,t the3J)%B .The resul rd count

i ndi cating t Hea¢S Fr’o‘aﬁ?acgf Rt H?‘%ﬁ?&?}}é&;l%& fe(gpxp[tp %‘f‘t‘rSFaf%e

hort 26" Counp Rt RARKE g ﬁ\c‘*@é%ﬁw TR0 8RO il eCiere RO e EhR ess
of the eI Yinterry eggenéretetammaeed o&eh&sb%tér?jﬁ 36%@8%4%%! the

RBA). The vvor I ncr enent ed one wherd the conmuni ons
resource writ &k%@mtté}@u @Qec‘é@de'drByt &d host, acﬁé’d@@%%ﬂe%l&w&hhﬁ% wHeftﬁrbeE
packet size i% an odd nunber of bytes, the last data wite

actual ly e ansfthgegobflug is @ dtépdBL. fIf thelerer Ul has beeex@eg? Kdiewdl ue count
by one. 25 Thus this count is intended for use only while noving early
data. A separ simitioturansfer of the éatd fiem tied RBAestep 32% plonthésorask atll the data wile
entire data packet

13-
In case of pabitothedransfersadorf the erevnflaginnetseatibe sasaingey obtherdas invthe by

RBA is transferred, step 326. In either a circumstance, once the data has been
received from the RBA, the protocol error checking is performed, step 327.

10 Referring to Figure 54, a n'ming. diagram illustrates the receipt of data in a
typical prior art system. As indicated in Figure 5A, network data is received
between timing edges 516 and 518. Subsequent to the receipt of network data, an
end of packet interrupt 522 occurs and the host comi:uter begins to read in the
data packet at edge 520. Note that the reception of data from the network and

15  the reading of the data by the host computer is performed serially in the prior art.

Referring now to Figure 5B, a timing diagram of the early data receive
process of the present invention is illustrated. In the present invention, while
network data 554 is being received from the network, a second threshold
interrupt 566 occurs. At this point, the host computer begins to read data at edge

20  568. The host data read occurs concurrently with data coming in from the
network. Thus, once the host completes the data read at edge 570, the present
invention has realized a decrease in the amount of time required to receive data

in comparison to prior art systems as indicated by line 580 in Figure 5B.

Early Transmittal
25 Figure 4 is a flowchart describing the steps performed by the host and the

adapter for the early transmission of data. Referring to Figure 4, first a



setting the conmuni cations resource transmt conmand active before the
entire packet has been downl oaded to the buffer from system nenory
(e.g. RAM 103 of Figure 1). Unfortunately, this nodel has the
potential for failure if the systemis 5 unabl e to stay ahead of the
conmmuni cations resource in the use of the transmt data buffer. If
this were to happen, the comruni cations resource would read the

incorrect data, append a valid CRC, and gjve no indication of an error.

Al t hough the host interface is faster than the comuni cations resource
requirenments, the driver could fall behind if it is interrupted or if bus
mast er devi ces S | ] ILle k. 1.S..pRsSsi bl e
o di sabl o i rRgHrIprERa RSt et Rl ithg nottlo e ThadsiiPB3fer o

driver to prexentTBus ?mt@m afdragfgr?é} '401{7?);%@%%; this pr@&lﬁergﬁf?\e&qmcﬂnqn’

di sabling interrupts'for a long period of have an adverse
effect on ot herdativen indid dihle Rk &tQiel 885plus Wethe dShé&rgireabtePRAIded RERPE of The

nost conpati bl e approach is to |l eave interrupts enabl ed and provi de a

mechani sm f orbyites. Nebwt thetadagterwillrdesiveiand stode theaduta from the host in thETBA,
conmmuni cations resource can detect the underrun condition when the
Host writ €5 postep 402.cthediast phecessomititben isene 2 fmapmitromspand te tramdertei on
may be controll ed by an enabl e flag whjch st .be set, by the host
before att enpdatadrommthe TBA in the kAN adapigrito adegirgd dagaign wyithindhepefvarken
conpl ete. V\hes?teg 2039 erea ner,i 2 transfer command will be issued by the host to transfer
the remainder of the data to the TBA of the adapter, step 404. Concurrently
therewith data is transmitted onto the network by the adapter, step 405, and data
10  is received from the host and stored in the TBA, step 406. During this transfer
and transmittal of data, an underrun condition is checked for, step 407. An
underrun condition will exist if the data being transmitted on to the network is
not "behind” the data being transferred from the host to the adapter TBA. This
will occur when the address of the adapter TBA that is accessed to transmit data
15 to the network exceeds the address to which data is being transferred to the TBA.
If an underrun condition exists, an error flag is set and the adapter is et-up to
cause subsequent packet alteration to insure the recipient knows the transmitted
data is invalid, step 408. The packet being transmitted will further be altered to
insure that the data packet transmission will be recognized by a recipient as
20  containing errors. The manner in which the packet is altered to indicate invalid
data is dependent on the transmission protocol being utilized. For example in
the 802.5 CSMA /CD protocol the encoded CRC field will cause the recipient to
invalidate the packet. In any event, whether or not an underrun condition exists
the data is transferred to the TBA until the data transmission is completed, step
25 409. When the data transmission is complete, the host will check to determine
whether or not the error flag had been set, step 410. If the error flag has been set

the host will issue a transmit command to retransmit the data in the TBA. At this



20 detected, the conmunications resource wll set an error flag to set in
notion the creation of an erred packet (which is described in greater
detail bel ow). The transmt routine may read the error flag
after noving each bl ock, or after novi ng the entire packet. If an
underrun occurred, the driver need only reissue the transmt command,
because there will have been no corruption of the transmt 25 buffer.

-14- A nore detail ed descriptjon of the procedures for early
recei pt and early transmttal now FHH ow Early Receive

Fi gures 3a and 3b are flowcharts which illustrate the step perfornmed by 5

LN T TR T e T
value to the grrgphgé Wag'hspset than the host processor will recognize that the transmission
was without error as a result of early transmittal.
Figure 6A is a timing diagram illustrating the transmittal of a data packet
5 ina typical prior art system. In a typical prior art implementation, a host
computer writes data to a buffer between timing edges 614 and 616.
Subsequently, data is transmitted from the buffer on the network between edges
618 and 620. Note that the host write and network transmission operations oﬁcur
serially in the prior art.

10 Referring now to Figure 6B, a timing diagram illustrates the timing
sequence for the early transmittal of data in the preferred embodiment of the
present invention. As shown in Figure 6B, the host processor issues a transmit
command during timing edges 654 and 656. Subsequently, the host processor
writes a data packet between edges 656 and 660 while data is transmitted on the

15 network between timing edges 658 and 662. The host write of the data packet
occurs concurrently with the data being transmitted on the network. Thus, the
present invention realizes a decrease in the transmit time required for
transmitting data over the network in relation to the prior art. This decrease in
the transmit time is indicated in Figure 6B by Line 664.

20

Thus, a Buffer Memory Management Module for a Computer Network

Node which provides for early receipt and transmittal of packets, is disclosed.



301. The first data receive threshold is typically a nber of bytes
conpri si ng t he packet header information. TheNt@ w umﬂm” t data

threshol d i s dependent on such factors as the System
bei ng used as well as the 10 physi cal LAN i npl enent ation. For® exanpl e,

in the 802.3 format, the header information will be received in the
first fourteen (14) bytes. So by setting the first data threshold to

Buf fer Area (RBA) of the LAN Adapter. Typically, this o the
adapter once and retrieved for later use.-19m any even wi |1
then 15 receive data fromthe network and store it in the RBA, step 302.
During the recei ve and store process a check is nade to determ ne
whet her or noflédM3 | r st threshold is hit, step 303. Wien the first
threshold is hit, a first threshold interrupt is generated and
transmtted to the host processor, step 304. Wen the host processor
receives this interrupt it processes it by transferring this initial 20
anount of data fromthe RBA, step 305. As noted above this information wll
conprise tBe jacketintinteface fortnoupling asbmpidensyskam to 8 nehwarkdlor frnsmistingst ep
306. The packet w || pically contain the packet size as well as
certain addr egsfpgeeiving datg W%Fﬁé?laﬁﬁ %sﬁﬁ@rﬁ@irﬁtsa‘ Kderfageicompsising
information is exam ned...A ch det er m.ne whet her
e packet i s SBARPLer BORIPTREAC & FPeARstigncSRia SHaP D BOBTRA O RIRES! ty- T our
(64) bytes, it mayalagEa pg)a%k\éf)&swi'sﬁgnko%ﬁtef;y and receive data .

a data packet receiving buffer;

14 bytes it can assured that the packet header is w %ﬁ‘ WSBeenReleatel ve
t

10 first error detection means for detecting that a first data packet being
transmitted from said data packet transmission buffer contains invalid data and
setting a first error flag;

second e;rror detection means for detecting that a second data packet being
transferred from said data packet receiving buffer contains invalid data and

15  setting a second error flag;

threshold interrupt generation means for generating a receive interrupt
signal to said host portion when a predetermined number of bytes are received in
said data packet receiving buffer;

said host portion comprising:

20 packet transmission command generation means for issuing a plurality of
commands in a predetermined sequence to cause transmission of said first data
packet onto said network prior to the entirety of said first data packet being
transferred to said data packet transmission buffer of said adapter portion;

first error handling means for detecting said first error flag is set and
25  issuing a fransmit command to said adapter portion to transmit said first data

packet in said data packet transmission buffer;



early. If the packet is small, the host processor may allow the entire data

packet - 15-

be received, before transferring any of the data. Thus, the ad tlaggd Wi II
recei ve and store data into the RBA fromtheThe SB 08 and
check for the end of t he packet, step 309. So I s not at
the end of the packet the adapter w | conti nu g and
storing of data. Wien all the data in the packet is recel ved an end of

packet interrupt is generated, step 310. When the end of pack
interrupt is received by the host, it w lR0copy the renmai nder of the packet

dat a fromthe RBA, step 311. Once the entire data packet is received
by the host it wll comence Prot ocol error checking, step 312. This
step is conprised p#ckeheeceiving meanmfor peceivisgipegtions oft dhdatarpaicketdrodehidg

used. 10 Assum ng now that the packet is not small, a second
t hr eshol d val datg packet receiving buffer responsive to said receive packet mterruptsxgnal

prior to an entire data packet being in said packet transmission buffer; and
second error handling means for detecting said second error flag is set and
5 issuing a transfer command to transfer said data packet in said second data

- packet receiving buffer.

2. The interface as recited in Claim 1 wherein said plurality of commands in
a predetermined sequence issued by said packet transmission command

10  generation means is comprised of a first command to transfer a first portion of
said data packet to said data packet transmission buffer, a second instruction to
cause said data packet to be transmitted from said data packet transmission
buffer, and a third instruction for transferring a second portion of said data

packet to said data packet transmission buffer.

15
3. The interface as recited in Claim 2 wherein said packet receiving means is .
further comprised of:
data packet header receiving means for receiving a data packet header of
said second data packet and determining the size of said second data packet; and
20 threshold generation means for providing said threshold interrupt

generation means with a threshold value if said second data packet size exceeds

a predetermined size.

4, The interface as recited in Claim 3 wherein said first error detection means
25  is further comprised of means for determining that data being transmitted onto

said network is not part of said first data packet.

A O OO



géenerated and transmtted to the adapter step, 313. As not ed above, in the

preferred enbodi nent the second threshold value is a det]_pag Repiyd e
count and in an alternative enbodinent it is a in the
RBA. Referring 15 now to Figure 3b, the adapter WI| M Wﬁq ue to
receive data fromthe network and store the rece he RBA,
step 314, until the second t hreshol dpj.s hit, step 315. Wien the
second threshold is hit a second threshold interrupt is generated and
transmtted to the host, step 316. Wien the second t hreshol d

interrupt is recei Vi ibterfane ahoxitedtin Wildim £ eiheerin saicopygangfodaeterfninimg 20
the RBA, step 317. Concurrent with the transfer of data fromthe adapter,

t he adapthet dati beingetransyritigd drée eaid nebwarkf isewt paet afsnidofitst dstagackdis
and transfer that data to t he host, s% p 319. During the receipt and
storing of datlaf\ﬁ%%qownse of a figst eFPariar for SASPRFINgRytirst adelrase wlherar t o

t he host, over ondltlon ed for 320.. An overrun

condi tion will ‘b’é e%gﬁnf 8&?&%%%??&“Ef%"smrféi%tbﬁ?ﬁf%rr?é@eé $gandr om
the adapterg r ecqiderggs WL Jat?%%%gp%&?nﬁﬂﬁtep%ém%%eggg pagﬁaat t{;ﬂ;ﬁmslat a bei ng

recei ved fromaf net Wor kK an overrun tc
bei ng det ect edbufrfé}e processing and recei pt of data will comrence. until the
end of

6. The interface as recited in Claim 4 wherein said second error detection

means is further comprised of means for determining that data being transferred

10  from said data packet receiving buffer is not part of said second data packet.

7. The interface as recited in Claim 6 wherein said means for determining
that data being transferred from said data packet receiving buffer is not part of
said second data packét is further comprised of a second comparator for

15 comparing a third address where data is being received by said data packet
receiving buffer and a fourth address where data is being transferred from said

data packet receiving buffer.

8. A method for receiving a data packet from a network and transferring
20 said data packet to a storage medium on a computer system, said method
comprising the steps of: |
a) detecting that a first portion of said data packet has been received
and stored in said data packet receiving buffer;

b) transferring said first portion of said data packet to said storage

25 medium;
c) examining said first portion of said data packet to determine a size
of the data packet;

O O



-16- packet is reached, step 322. This is to insure that the receipt
of the entire data packet occurs into the RBA. Wen the end of packet
is received an end of packet interrupt is generated and transferred

into the host, step 323. Wien the end of pack@mlsssﬂe&@” |s recei ved
by the host, a check is nmade to determ ne whet her ﬂ'H %iﬂ ror

flag is set, step 324. |If the error flag has been se

reinitiate transfer of the data fromthe RBA, step 3 se al |
the data w | have to be transferred. If the error flag is not set,
t he remai nder of the data in the RBA-i s transferred, . step 326. In

either a circunstance, once the data has been recei ved fromthe RBA,

th t I hecki i 32 Rf
Lo Flgure SA ‘a ¢ P ng aRRLRaRRREREIdt It bun e abin phresietmined oo

t | t t
ecei ved' wAhg RHE) BB eriteludty SRMENG o BRred B AR o aaaﬁéetr ecei pt
of network dabdivia buffer beRAd nahsRATKELaill Ml Fathlet 348 RO AgRRALRE; hOS!

conputer begins toread in th
e) if said data packet is greater than said predetermined size

5 generating a threshold value representing the amount of data of said data packet
that is to be received and stored in said data packet receiving buffer prior to
transferring to said storage medium;

f) detecting that said threshold value has been réached;
g) initiating the transfer of data from said data packet receiving buffer
10  to said storage medium; _
-l h) - determining if the data being transferred to said storage medium is
valid or invalid;
i) if said data being transferred is invalid, setting an error flag;
i) checking if said error flag has been set; and
15 k) if said error flag has been set, re-transferring said data packet from

said data packet receiving buffer to said storage medium.

9. The method as recited in Claim 8 wherein said step of determining if the
data being transferred to said storage medium is valid or invalid is further
20 comprised of the steps of:
comparing a first address of said data packet receiving buffer where data
" is being received with a second address of said data packet receiving buffer from
which data is being transferred to said storage medium;
if said second address does not exceed an address range where said data
25 packet has been received, said address range defined by said first address,

identifying said data being transferred as valid; and

LU,



dat a packet at edge 520. Note that the reception of data fromthe network
and 15 the reading of the data by the host conputer is perforned serially

in the prior art. Referring now to Figure 5B, atlmng di agram
of the early data receive process of the prese 'S$hﬂétﬁ5ktéeg
illustrated. In the present invention, while ne ”mﬁﬂs
being received fro m econd threshol d 566
occurs. At this poirmll “mmsmwmuter begins to read

568. The host data read oéculs tomcurrently with data com ng in fromthe
networ k. Thus, once the host conpletes the data read at edge 570, the

pr esent i nvention has realized a de@gease in the anpunt of tine
required to receive data in conparison to prior art systens as
i ndicated by line 580 in Figure 5B. Early Transmttal 25

Figure 4 is a fl owtfisaid seteadraiddiresy ektreds saig addeesk oamgaiwhyretsagd Hastpaaket t he

adapter for the early transm ssion of data. Referrg ng to Figure 4, first a
has been received, identifying said data being transferred as invalid.

10. The method as recited in Claim 9 wherein said first portion of said data

5 packet comprises a data packet header.

11.  The method as recited in Claim 10 wherein said predetermined size is

sixty-four bytes.

10 12. The method as recited in Claim 11 wherein said first portion is fourteen

bytes in length.

13. A method for transmitting a data packet onto a network from a computer
system, said method comprising the steps of:
15 a) transferring a first portion of said data packet to a data packet
transmission buffer;
b) commencing the transmission of said data packet to said network
from said data packet transmission buffer;
c) transferring the remainder of said data packet to said data packet
20 transmission buffer; .
d) determining if said data being transmitted from said data packet
buffer is valid or invalid; and
e) if said data being transmitted is invalid, re-transmitting said data

packet from said data packet transmission buffer.



-17- predeterm ned anount of data is transferred fromthe host to the

Transmt Buffer Area (TBA) of the LAN adapter, step 401. Typically,
this predeterm ned anount of data will include the packet header plus
sone ot her predeterm ned nunber of byt es. Next ,ThtSIsaeeaqua@gcgrR i

| |
receive and store host in the TBA, 5 W& host
processor wl| themmﬂmm"ﬂm& t command to transf m’mg’/ ata
fromthe TBA in the*LAN adapters t® a desired | ocation w thi wor K,
step 403. Thereafter, a transfer comand will be issued by the host to
transfer the remai nder of the data to the TBA of the adapter, step
404. Concurrently therewith data i s%ransnitted onto the network by
the adapter, step 405, and data 10 is received fromthe host and stored in

the TBA, step, 406...During.this.transfer . nd transmit of data, an
underrun condhti oﬁ%"%‘ﬁ‘gg@d@gﬁfmiléﬁ“ R)‘f.ﬁ‘%ﬁ‘er compﬂ?ﬁﬁ}e‘?%ﬁsﬁ&ﬁ’gi’ti on
will exist if_t i 1.0 4.ad . 1 i . not
"behi nd" t he %?té?gagg"feﬁ‘gé) f’?‘gﬁé“ft‘{ee?p'géMatr“gﬁa?‘r@]‘é‘ﬁ%égs@?%%aﬁg&gaé%?*é‘r“ TBA. This
w || occur m&ﬁogn%ﬁqgggﬁg,hggsatigngapéjﬁ&kgtragﬁoalmat is accessed to transmt
data 15 to the network exceeds the address to which data is being
transferred to the TBA If an underrun condition exists, an error flag
is set and the adapter is et-up to cause subsequent packet alteration
to insure 5 hel5.eci Pieanethodmssetitesd inrG@asmil4 waerein saidddepnof detemvialrigiif ssidep
408. The packet being.transm tted will further be altered to i nsure
that the dat adgtadeing wansmyred Siosm sidl datppacket byfifer s walig oninvalif s furtheas 20
containing errors.. The nner in which the packet is altered to indicate
invalid C%Pﬁsﬁdsofd'g%éﬁaéﬂt' on the transm ssion protocol being

L1 PO Xl iy oDt SR BS Bo i
event, whet heg,Qris Hhg BAnbfatRH With & 3B&nd! 44dr&%I0358id data packet transmission
10  buffer from which data is being transmitted to said network;
if said second address does not exceed an address range where said data
packet has been transferred, said address range defined by said first address,
identifying said data being transmitted as valid; and
© if said second address exceeds said address range where said data packet

15 has been transferred, identifying said data being transmitted as invalid.

16.  The method as recited in Claim 15 wherein said first portion is comprised

of fourteen bytes.

.20 17. A computer system comprising:
a processor;
a bus;
one or more memory devices;
one or more data input devices;
25 one or more data output devices;

one or more storage devices;



the data is transferred to the TBA until the data transm ssion is
conpleted, step 25 409. Wen the data transm ssion is conplete, the host
will check to determ ne whet her or not the errorTffld% thasdge

step 410. If th een set t he host

transmt corrmanmm"ﬁm rlmglﬂnge data in the TBA. At M ,I
poi nt the adapter* datatwoul ds t transmt the data onto t e | f
t he error flag was not set than the host processor wll recognl ze
that the transm ssion was w thout e23-or as a result of early
transmttal . Figure 6Ais a timng diagramillustrating the
transmttal of a data packet 5 in atypical prior art system In a
typical prior art amgwerkeirtetfacnfor intarfating into a naiwprk eridwetvexkdateafate a
buffer between timng edges 614 and 616. Subsequently, data is

transnitted fooopritieg bokfapteoportien aed adiokt prrtinaeseidddepter porti@l8 and 620.

Note that the host wite and network transm ssion operations occur
comprising:

a data packet transmission buffer;
5 a data packet receiving buffer;
first error detection means for detecting that a first data packet being
transmitted from said data packet transmission buffer contains invalid data and
setting a first error flag;
second error detection means for detecting that a second data packet being

10 transferred from said data packet receiving buffer contains invalid data and

setting a second error flag;

threshold interrupt generation means for generating a receive interrupt
signal to said host portion when a predetermined number of bytes are received in
said data packet receiving buffer;

15 said host portion comprising:

packet transmission command generation means for issuing a plurality of
commands in a predetermined sequence to cause transmission of said first data
packet onto said network prior to the entirety of said first data packet being
transferred to said data packet transmission buffer of said adapter portion;

20 first error handling means for detecting said first error flag is set and
issuing a transmit command to said adapter portion to transmit said first data
packet in said data packet transmission buffer;

packet receiving means for receiving portions of a data packet from said
data packet receiving buffer responsive to said receive packet interrupt signal,

25 prior to an entire data packet being in said packet transmission buffer; and



serially in the prior art. 10 Referring now to Figure 6B, a timng

diagramillustrates the timng sequence for the early transmttal of
data in the preferred enbodi ment of the present invention. As shown
in Figure 6B, the host processor issues a transmt T comand duri ng
timng edges 654 and GEEUIE&' ﬂluj%muht he host pr6 IHasBee nR Ial tes a
dat a packet between ed Il e data |s

net wor k between tim ng edges 558 and 662. The host a packet
occurs concurrently with the data being transmtted on the n

t he present invention realizes a decregse in the transmt tine
required for “transmitting data over t41e network in relation to the
prior art. This decrease in the transm't time is indicated in Figure
6B by Line 664. 20 |l e
for a Conputer Net\/\orionderrorl%aé‘dlwﬁ &E}égstﬁ-ggor earpyy?g%gﬁgggasﬁgg%l

transmttal of paGKEhrankfer dbPehLTOG. tra?@fer said data packet in said second data

packet receiving buffer.

5 18. The computer system as recited in Claim 17 wherein said plurality of
commands in a predetermined sequence issued by said packet transmission
command generation means of said network interface is comprised of a first
command to transfer a first portion of said data packet to said data packet
transmission buffer, a second instruction to cause said data packet to be

10 transmitted from said data packet transmission buffer, and a third instruction for
transferring a second portion of said data packet to said data packet transmission

buffer.

19.  The computer system as recited in Claim 18 wherein said packet receiving
15  means of said network interface is further comprised of:
data packet header receiving means for receiving a data packet header of
said second data packet and determining the size of said second data packet; and
threshold generation means for providing said threshold interrupt
generation means with a threshold value if said second data packet size exceeds

20 a predetermined size.

20.  The computer system as recited in Claim 19 wherein said first error

detection means of said network interface is further comprised of a first

comparator for comparing a first address where data is being transferred to said
25  data packet transmission buffer and a second address where data is being

transmitted from said data packet transmission buffer.



19 CLAIMS 1. An interface for coupling a
conput er systemto a network for transmtting and receiving data packets to
and fromsaid network, said interface conprising an adapter portion and a
host portion, said adapter portion conprising: a data packet
transm ssi on buffer; a data packet receiving bufﬂaﬁﬂwafhsé&B§£

detection neans for detecting that a first data packet lac

from sai d data packet t ,ﬂ!ﬁﬂlﬂ"ﬂm WTHL cont ai ns |nv LHMB,}E@ ettl ng
a first error flag; “ tection neans for at a
second data packet being transferted from said data packet receiving
buffer contains invalid data and setting a second error flag;

threshold interrupt generation neans for generating a receive interrupt.
signal to said host portion when a predeterm ned nunber of bytes are

received in said data packet receiving-2uffer; sai d host portion
conpri si ng: packet transm ssion conmand generation neans for issuing a

21.  The computer system as recited in Claim 20 wherein said second error
detection means of said network interface is further comprised of a second
comparator for comparing a third address where data is being received by said
data packet receiving buffer and a fourth address where data is being transferred

5 from said data packet receiving buffer.
22. An interface for coupling a computer system to a network
for transmitting znd receiving data packasts to and from said

netvork, substantially as hereinebefore described with reference
to the accompanying drawings.

23. A method for receiving a data packet from a network and
transferring said data packet to a storage medium on a computer
system, substantially as hereinbefore described.



plurality of commands in a predeterm ned sequence to cause transm ssion of
said first data packet onto said network prior to the entirety of said
first data packet being transferred to said data packet transm ssion buffer
of said adapter portion; first error handling neans for detecting said
first error flag is set and issuing a transmt comand to said adapter
portion to transmt said first data pakiet from said data packet

transm ssion buffer onto said network. packet receiving neans for
receiving portions of a data packet from said data pacﬁﬂa recei ving buffer
responsive to said _ 1 0 redei ve

i nterrupt signal, prior to an entire data packet being %n saNnd:’ packet
recei ving buffer; and second error handling means for detlectji ng said
second err orconfpugsysemied and i ssuing a transfer comand to trjghgfer said
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second data packet from said data packet receiving buffer to said packet
recei vi ng neans. 2. The interface as recited in Caim1, wherein said
plurality of conmands in a predeterm ned sequence issued by said packet
transm ssi on command generation neans is conprised of a first conmand to
transfer a first portion of said data packet to said data packet

transm ssion buffer, a second instructiy§ to cause said data packet to be
transmtted fromsaid data packet transm ssion buffer, and a third
instruction for transferring a Ff@pkﬁ of, éwﬁ a packet to said
dat a packet transm Q8Touffer el nt cited in Cam
2, wherein said packet rec@lving neans is further wonpri sed of: dat a

packet header recei|visagist®apns {f or recei vi ng hcket header of said
second data packet |aedipd®teswiijni ng the sib m"'f.k 'amdf

: pecond data packet;
and And Transmit To In RBA .
Adapter
305
Copy Initial Amount Generate First
Of Data From (g Threshold Interrupt
Adapter RBA To Host
I
Determine Size Of
Packet Being
Received
308
307 Receive and Store
Data From Network
And Store In RBA
Yes
N 313 End of No
Packet
Generate Second e
Threshold Value
And Transmit to
Adapter
Generate End of
Packet Interrupt To
Host
311
Copy Remainder of
Packet Data From
RBA
l 312
Cormumence Protocol
Error Checking




t:hreshol d generation neans for providing said threshold interrupt
generation neans with a threshold value if said second data .packet size
exceeds a predeterm ned size. 4. The interface as recited in aim3
wherein said first error detection neans is further conprised of
means for determning that data being transmtted onto said network is
not part of said first data packet. /

-21 - 5. The interface as recﬁiSh in Caim4 wherein said neans
for determning t hat datigiehngij%n jtted onto said network i s not

part of said first datﬁ66§Ji.et ADAPTER
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is further conprised of a first conparator for conparing a first address
wher e data is being transferred to said data packet transm ssion
buffer and a second 5 address where data is being transmtted from said
dat a packet transm ssion buffer. 6. The interface as recited
in Caim4 wherein said second error detection means i s further

conpri sed of neans for determ ning tha4/6lata being transferred 10 from

sai d data packet receiving buf ﬁ@uﬁgp%t of said second data packet.

7. The int erfaceaﬁsqﬁl ted i erei APDAAPTERSs for
determ ni ng being transferred fromsaid data packet

recei ving buffer is not par fpof sai d second data pggket is further
conprised of a segq or for 15 conpgr+-rg—a—th-gd address where
data is being recqi dat a packet Ree®€Dan Figh puf fer and a
fourth address V\/nermodab@ataSo fHOB AR Stogk In dat a packet
recei ving buffer. TBAg A net hod for redgeivi rTaAa dagya packet froma

network and transferri Wrage medi um on a
conput er system said hoeb3 conprising the steps of: a)

detecting that a fj nsdesmandniconn of sai d data packet has been received
and stored in said d oketl receiving buffer; b)
transferring said FIree DR FPTgn of said data packet t# sid d storgge 25
medi um & exadi ning said first portron of—3ai d ddta packet
to determ ne a size P Transmit Data On To
405 Network
Transfer Remainder
Of Data to TBA l 406
I Receive Data From
P+ HOST And Store In
TBA
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of the data packet; 22 d)

If said data packet is less than or equal to a predeterm ned
siZe, waiting until the entire data packet is received and stored in said
dat a packet receiving buffer before transferring said data packet into
sai d storage nedi um e) I f said data packet is greater than said
predeterm ned size generating a threshogg val ue representing the anount of
data of said data packet that is to be r @ived and stored in said data
packet receiving buffer prior to transferring to said storage nedi um

L MULTIPLE HOST ACCESSES
HOST READ O READ IN ACKE;
51’0—/ | 516 520 518 i 524
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f)g detecting that said threshold val ue has been reached if said data

packet is greater than said predeterm ned size. g) initiating the
transfer of data fromsaid data packet receiving buffer to said storage
medi um h) determining if the data being transferred to said
storage nediumis valid or invalid; 1) if said data being transferred
Is invalid, setting an error flag. A% checking if said error flag
has been set; and k) if said errd/6flag has been set,

re-transferring said data packet from said data packet receiving buffer to
said storage nedium 9. The nethod as recited in Claim8 wherein

said step of determning if the data being transferred to.said storage
medium is valid or invalid is further conprised of the steps of:

1 o
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conparing a first address into which data is being received in said data
packet receiving buffer to a second address from which data is being
transfferred out of said data packet receiving buffer to said storage

medi um i f said second address is not within a specified
nunber of addresses said first address, identifying said data being
transferred as valid; and I f said second address is within the

speci fied nunber of addresses of said first address, identifying said data
being transferred as invalid.

ABSTRACT
BUFFER MEMORY MANAGEMENT FOR A COMPUTER NETWORK NODFE

A method and apparatus to optimize buffer memory management in a
computer system comununications resource. The present invention decreases the
time for receiving data from and transmitting data to a network by providing for

5 receipt and transmittal of a data packet, prior to the data packet being in a
communications resource buffer memory. Consequently, data spends less time
in the communication resource buffer memory. This allows a communications
resource to handle more data without increasing the size of its buffer memory
and to increase the effective data transfer rate. The present invention provides a

10 means for: 1) starting the transmission of data into the network before all data
has been transferred to buffer memofy in the communications resource, 2)
beginning the transfer of data from the buffer memory of the communications
resource before the complete data packet has been received and stored in buffer
memory, and 3) error checking to insure data integrity.

15

(Figure 2)



10. The method as recited in aim9 wherein said first portion %f4*&aia

dat a packet conprises a data packet header. 11. The nethod as
recited in Claim 10 wherein said predeternm ned size is sixty-four
byt es. 12. The nmethod as recited in Caim 11 wherein said
first _portion is fourteen bytes in | engih. 13. A tting
a datajpacket onto a network from a conputer system”Tg uh'i“ﬂ ﬂj
conpri $ing the steps of; a) transferrlngafl ai
data packet to a data packet transm gsifp buffer; com*renm ng
the transm ssion of said data packet to said netvvork from sai d data
packet |t ransmassi orcdnfdas ;for coupling taanshpnréengsivheemenai rdenewforsai d
dat a packl%rtgrsai d. ... . )
ansmitting and receiving data packets to and from said

network, said interface comprising an adapter portion and a host
portion, said adapter portion comprising:

a data packet transmission buffer;

a data packet receiving buffex

first error detection means for detecting that a first data
packet being transmitted from said data packet transmission
buffer contains invalid data and setting a first error flag; _

gsecond error detection means for detecting that a second
data packet being transferred from said data packet receiving
buffer concains invalid data and setting a second errcr flag;

threshold interrupt generation means for generating a
receive interrupt signal to said host portion when a
predetermined number of bytes are received in said data packet
receiving buffer;

said host portion cowprising:

packet transmission command generation means for issuing a
plurality of commands in a predetermined sequence to cause
transmission of said first data packet onto said network prior
to the entirety of said first data packet being transferred to
said data packet transmission buffer of said adapter portiocn;

first error handling means for detecting said first error
flag is set and issuing a transmit command to said adapter
portion to transmit said first data packet from said data packet
transmission buffer onto said network.

packet receiving means for receiving portions of a data

packet from said data packet receiving buffer responsive to =zaid
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dat a packet transm ssion buffer; d) determning if said data being

transmtted fromsaid data packet buffer is vali i ey - e)
said data being transmitted is invalid, rej‘ﬂ“‘“ﬂ“ﬁ““ﬂ“ﬂﬂl d data
packet from said data packet transm ssion buffer. W ¢ ¢ w s »

24 14. The nethod as recited in Cajgn 13 is further conprised of the
step Lf If said data being transmtted 1s invalid, causinc said data

packet| toresmitve nintEorumt | vgradentifipimd s ainl elmtire platet paskd th\isd i,
in said packet receiving buffer; and

second errcor handling means for detecting said second error
flag is set and issuing a transfer command to transfer said
second data packet from said data packet receiving buffer tc

sald packat receiving means.

2. The interface as recited in Claim 1, wherein said pluralitcy
of commands in a predetermined seguence issued by said packet
transmission command generation means is comprised of a first
command to transfer a first portion of said data packet to said
data packst transmission buffer, a second instruction to cause
said data packet to be transmitted from said data packet
transmissicn buffer, and a thixd instruction for transferring a
second portion of said data packet to said data packet

transmission buffer.

3. The interface as recited in Claim 2, wherein said packet
receiving means is further comprised of:

data packet header receiving means for receiving a data
packet header of said second data packet and determining the
size of said second data packet; and

threshold generation means for providing said threshold
interrupt generation means with a threshold value if said second

data packet size exceeds a predetermined size.

4. The interface as recited in Claim 3 wherein said first
error deteczion means is further comprised of means for
determining that data being transmitted cnto said network is neot

part of said first data packet.
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15. The nethod as recited in Caim214 wherein said step of determ ning
If said data being transmtted fromsaid data packet buffer is valid or

invalid is further conprised of the steps of: corrparing a first
address into which data is being transferred, acket
transm ssion buffer to a second address from whic ‘Z}'@jﬁ ﬁm
transferred out of said data packet transm ssion bu‘ffer vvork;

i f said sqgcond address is not within a specified nunber of ad dredses said
first address, identifying said data2ibeing transmtted as valid; and
i f said sqcond address is wthin the specified nunber of addresses of said
first addriess den said data hein transm.tted nval.i.d 16.
The et hdd " dap et 75 ety b e e ga?ﬂw?qr.4e§%mwst.on i's
conpri sed Jof f@\g{ 455 BeiRY t8Rsmitted onto said network is not part of said first data packet
P P

is further comprised of a first comparator for comparing a first address where

data is being transferred to said data packet transmission buffer and a second
5 address where data is being transmitted from said data packet transmission

buffer.
6. The interface as recited in Claim 4 wherein said second error detection
means is further comprised of means for determining that data being transferred

10 from said data packet receiving buffer is not part of said second data packet.

7. The interface as recited in Claim 6 wherein said means for determining

that data being transferred from said data packet receiving buffer is not part of
said second data packet is further comprised of a second comparator for

15 comparing a third address where data is being received by said data packet

| receiving buffer and a fourth address where data is being transferred from said

data packet receiving buffer.

8. A method for receiving a data packet from a network and transferring
20 said data packet to a storage medium on a computer system, said method
comprising the steps of:
a) detecting that a first portion of said data packet has been received
and stored in said data packet receiving buffer;
b) transferring said first portion of said data packet to said storage
25 medium;
<) examining said first portion of said data packet to determine a size

of the data packet;
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17. A conputer system conpri sing: a processor; a bus;

or

nmore data out put devices; one or nore stora ' X
a network interface for interfacing into a netvvorﬁml g"lmilﬂm”ﬁm
¢ L M S *

I nterface conprising an adapter portiomrzand a host

d) if said data packet is less than or equal to a
predeterminred size, waiting until the entire data packet is
received and stored in said data packet receiving buffer befors
transferring said data packet into said storage medium;

e) if said data packet is greater than said predetermined
size generating a threshold wvalue representing the amcunt of
data of said data packet that is to be received and stored in
said data packet receiving buffar prior to transferring to said
storage medium;

£) detecting that said threshold wvalue has been reached
if said daca packet is greater than said predetermined size.

g) initiating the transfer of data from said data packst
receiving buffer tc said storage medium;

h) determining if the data being transferred to said
storage medium is valid or invalid;

i) if said data being transferred is invalid, setting an
error flag.

3) checking if said error £lag has been set; and

k) if said error flag has been set, re-transferring said
data packat from said data packet receiving buffer to said

storage medium.

S. The method as recited in Claim 8 wherein said step of
determining if the data being transferred to said storacge medium
is valid cr invalid is further comprised of the steps of:
comparing a first address into which data is being receiwvsd
in said data packet receiving buffer to a second address £frcm
which data is being transferred out of said data packsz

receiving bufifer to said storage medium;
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portion, said adapter portion conprising: a data packet transm ssion
buf fer; a data packet receiving buffer; first error detection

neans for detecting that a first data packet bei ' cm om sai d
dat a packet transm ssion buffer contains invali dﬂ&“&ﬂﬂﬂ“\mﬂt a first
error flag; second error detection neams for ecting "t hat a second

data pgcket being transferred from said data packet receiving buffer
contains invalid data and setting a second error flag; t hreshol d

interrupt gengrratd-0R nRRVBSJf QHAYE8ST L1 AG: Awi 8L ¥ espd M &dL Mm@l to
sai d ost portion when a predeterm ned nunber of bytes are received in
sai d dat aadsirsleses r é@dldvi A§rpuf faddress, dgegthéginporsdioh obaipy i deigg
packet trta,%%rgfgsjrgg camyepgds generation nmeans for issuing a plurality of
commands 1 nh a predetermned sSequence to cause transmssion of said

first data packetsant osseont neddwsds pis owithin the specified number of
addresses of said first address, identifying said data being

transferred as invalid.

10. The method as recited in Claim 9 wherein said first portion

of said data packet comprises a data packzst header.

11. The method as recited in Claim 19 wherein said

predetermined size is sixty-fouxr bytes.

12. The method as recited in Claim 11 wherein said first

portion is fourteen bytes in length.

13. A methcd for transmitting a data packet onto a network frcm
a computer szystem, said method comprising the steps of;

a) transferring a first pcrtion of said data packet to a
data packest transmission buffer;

b) commencing the transmission ocf said data packet to
said netwoxrk from said data packet transmission buffer;

c) transferring the remaincder of said data packst tc said
data pack=t transmission buffer;

d) determining if said data being transmitted from said
data packet buffer is wvalid or invalid; and

e) if said data Dbeing transmitted 1s invalid, ra-
transmitting sald data packet from said data packet transmission

buffer.
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to the entirety of said first data packet being transferred to said data

packet transm ssion buffer of said adapter portion; flrstﬂgs g&p
ing a

handl i ng means for detecting said first error flag \B\M“
transmt command to said adapter portion to trans “&

packet from said data packet transm ssgon buffer onte sai d netmork

packet receiving neans for receiving portions of a data packet fronlsaid
dat a pagket receiving buffer responsive to said receive interrupt signal,
prior to ag, entid emdatiod pagkebcbeddgini f188hd1packet rensl VEdg P Eros and

26 second error. handling neans for detecting said second ‘error
the step of if said data being transmitted is invalid, causing

said data packet to contain informaticon identifying said data
packet as invalid.

15. The method as recited in Ciaim 14 wherein said ster o

th

determining if said data being transmitted from said daca packet
buffer is wvalid or invalid is further comprised of the steps of:

compaxrin a first address intc which data is being
transferred, said data packet transmission buffer to a second
address from which data is being transferred out cf said data
packet transmission buffer to said network;

if said second address is nct within a specified number of
addresses said first address, identifyin said data being
transmitted as valid; and

if said second address is within the specified number of

addresses of said first address identifying said da:za being

~“ransmitted as invalid.

[{]]
44
2,
th
pa
i3
n
r

16. The method as recited in Claim 15 wheresin s

portion is comprised of fourteen bytes.

17. A computer system comprising
a processor;
a bus;
one cr more memory devices;
cne or more data input devices;
one cxr more data output devices;

one or more storage devices;
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flag is set and issuing a transfer conmand to transfer said second data
packet from said data packet receiving buffer to said packet receiving

nmeans. 18. The conputer systemas recited in d ai ' mﬁ
plurality of commands in a predeterm ned sequence .gmﬂH“m‘ﬁu“m cket
transm ssi on command generati on neans @& sai d netwo ¢ ntier ffacé i §
conprised of a first command to transfer a first portion of said data

packet] to said data packet transmi ssion buffer, a second instruction to

cause (sai d dapa RAGKRYL t 0ndie Adlcanssit t esk drimssal didal aapackel k! angylyssi on
buffer, and a third instruction for transferring a second portion of said
data |padiesworl shfieedzace pseRerisizdsminsshréachbef f eportiong. afdfie colpster

sYstenLaiorrgg' E,eds.éEdCA&%é;@e]IB p\gﬁ}gg_ghnccfg%%sqq.%k,et recei ving neans of said

networlk irnterrace 1's further “conpriseé 2" data packet header

recei Vi ng neaasdéoa packetvithgramdataon packidr header of said second data

packet) and dege&Q%Q'Sgcﬁgf receiving bufifer;

first erxcr detection means for detecting that a first data
packet being transmitted from said data packet transmissicrn
buffer contains invalid data and setting a first error flag;

second error detection means f£or detecting that a second
data packet Dbeing transferred from said data packet receiving
buffer contains invalid data and setting a second error flag;

threshcld interrupt generation means for generating a
receive interrupt signal to said Thost portion when a
predetermined number of bytes are received in said data packet

receiving buffer;

said host portion comprising:

packet transmission command generation means for issuing a
plurality of commands in a predetermined sequence to cause
transmissicn of said first data packet onto said network priox
to the entirety of said first data packst being transferred to
said data packet transmission buffer of said adapter portion;

first error handling means for detecting said first errcr
flag 1is s=2t and issuing a transmit command to said adapter
portion to transmit said first data packst from said data packes:
transmission buffer onto said network;

packet receiving means for receiving portions o©of a datsz
packet from said data packet receiving tuifer responsive to said
receive inzerrupt signal, prior to an entire data packat bei

in said packet receiving buffer; and
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size of said second data packet; and t hreshol d generati on nmeans for
providing said threshold interrupt generation neans with a thres \val ue

i'f said second data packet size exceeds a predeterm m\m‘“m\m The
conputer systemas recited in Caim19, wherein sai dm S ection
means ;F; said network interface is further conprisedof ‘a tirst conparator

for cofparing a first address where dat%® i s bei ng transferred to said data
packet jtransnisssiond ettbiehandtiny seeerd RAAIRSSWIRE es8d asd okl ididor
transmijtted from said data packet transm ssion buffer.

flag is set and issuing a transfer command to transfer said
second data packet from said data packet receiving buffer to

said packet receiving means.

18. The computer system as recited in Claim 17 wherein said
plurality cf commands in a precdetermined seguence issued by said
packet transmission command generation means of said network
interface is comprised of a first command to transfer a first
porticn of said data packet to said data packet transmissicn
buffer, a second instruction to cause said data packet to be
transmitted £rcem said data packe:t transmission buffer, arnd a
third instruction for transferring a second porticn of said data

packet to said data packet transmission buffer.

19. The cowmputer system as recited in Claim 18 wherein said
packet receiving means of said network interface is further
comprised of;

data packet header receiving means for receiving a data

1)

packet header of said second data packet and determining th
size of sald second data packet; and

threshold generation means for providing said threshold
interrupt generation means with a thresheld value if said second

data packet size exceeds a predetermined size.

20. The computer system as recit=d in Claim 19, wherein said
first error detection means of said network interface is further
comprised cf a first comparator for comparing a first address

where data is being transferred to said data packet transmissicn

M

buffer and a second address where cdata is being transmitted from

said data packet transmission buffer.

REPLACEMENT SHEET

13 JUL 1998




-27- 21. The conputer systemas recited in Caim20 wherein said

second error detection neans of said network interface is further
conprised of a second conparator for conparing a third address where
data is being received by said dat a packet receiving buffer and a
fourth address where data is being transferred 5 fromsaid data packet
recei ving buffer. 22. An interface for coupli n a co ystemto
a network for transmtting and receiving data “‘ ‘@)M om sai d
networ k, substantially as herei nebefore descri bed to the
acconpanyi ng draw ngs. 23. A method for receivi ng a data packet from
a network and transferring said data packet to a storage nedi um on a
conputier system substantially as herei nbefore descri bed.

“27-

21.  The computer system as recited in Claim 20 wherein said second error
detection means of said network interface is further comprised of a second
comparator for comparing a third address where data is being received by said
data packet receiving buffer and a fourth address where data is being transferred

5 from said data packet receiving buffer.

22. An interface for coupling a computer system to a network
for transmitting =nd recciving data packets to and from said
network, substantially as hereinebefore described with reference

to the accompanying drawings.

23. A method for receiving a data packet from a network and
transferring said data packet to a storage medium on a computer
system, substantially as hereinbefore described.
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