WO 03/ 021467 PCT/ US02/ 25746 1 USI NG PERM SSI ONS TO ALLOCATE DEVI CE
RESOQURCES TO AN APPLI CATION Field of the Invention [0001] The present

i nvent i onwoal3akes7t o processi ng of applications for use i rrG/USHONPME er
device, and nore particularly, to the granting of device resources per
application. Background [0002] Wrel §ss comuni cati on has experienced

expl osive growh in recent years. As consuners and businesses rely nore on
their wirel ess devices, such as nobile phones and personal digital

assistants (PDAs), wUSINGPERVISSIONS F ALLOCATEarriers, strive to

provi de addi ti onaDEMICE RESOYROCESHECEAN APPEICGATION. This
additional functionality will not only increase the demand for w rel ess
devices but also increase the usage anong current users. [0003] The
envi ronment of a wirel ess device creates uni que chall enges when one
consi ders Ii}F tetzleguti on of application on a wireless device. Mthods of
downl oadiﬁ'ﬁ Ynae Mﬁl\ ©R i ons and renovi ng the applications need to be

devejoopgd. | n BEpreieAinvehti Rlatés t8 prizewifef applicitiohy f@Rsd fea Wi r el ess
device. Security concerns on the wireless device include controlling the
envi r onnefAMRULRS dsuise, apdyners partisnlarly otorthgagrapting efffsviceaesogrres aefnot |

i ntenti on%; hi¥atRn, Uni ntentional ly, degrade or corrupt other files on the
Wi rel ess vice or the network on which the wirel ess device communi cat es.
[ 0004] Applications, during execution, require various resources on the
devi ce thﬁéc ar'gngecuti ng. These resources include nenory (including
primary a kerp ary storage), CPU tine and/or access, |I/O ports and

pa”@g@wéaf! Y, WiRledd §<ﬂhﬁ%nic§ﬂ?&ﬂkﬁreﬁpeﬁelﬁé‘éfp&@ﬂéii\%r%rb\%mﬁ%&ﬂﬂy@drgﬁ crophone.
If the device is connected to a network, the application may also want to
access a devorsumessodbysinesses oty mhee anetheio wirelass devices, slichlagmobde t he devi ce.

19005T L phbeB5RL 305, GOTALbAS ORI FRROT e B R St o,
have on t&grigle\Wuew toProldadditisiey fumesomlinn@cthest wiclesiededRes.CEhis Thi s danage
ey be | netided?t(ijo%gl Kllngti(?na\l/iltyr \lAJ/ﬁl r?oq otnlhyeincrease the demand for wireless devices but
also increase the usage among current users.
{0003] The environment of a wireless device creates unique challenges when one
considers the execution of application on a wireless device. Methods of downloading
the applications and removing the applications need to be developed. In addition,
there is a need for security on the wireless device. Security concemns on the wireless
device include controlling the environment the best way possible so that an
application cannot, intentionally or unintentionally, degrade or corrupt other files on
the wireless device or the network on which the wireless device communicates.
[0004] Applications, during execution, require various resources on the device they
are executing. These resources include memory (including primary and secondary
storage), CPU time and/or access, /O ports and particularly, the display, speakers,
keyboard or keypad and a microphone. If the device is connected to a network, the
application may also want to access a device resource to use the network, e.g., a dialer
on the device.
[0005] It is desirable control the application’s access to the device resources as a
security measure to limit any damage an application may have on the device, or other

devices connected to the device. This damage may be intended via a virus on the

application or may be unintended where the application executes with poorly written



application or may be uni ntended where the application executes with poorly
witten WO 03/021467 PCT/ US02/ 25746 2 code that unintentionally dom nates
a resour cwoan@2rmkes it unavail abl e or damaged to ot her @pphisoztizeans.

[ 0006] Currently, the nethod of controlling the resources of a device was
based on a wuser privilege level. If the user was a typical user on the
system he or she was provided a |evel of access to the resources that was

antici pate the ed. mat t er what plicatigns the user put on
or execut biitesonB S e rabon nd gRR bR ETe oF Sasttye g
under thq%an§§ﬁ]pﬁhgh§eges t hose appllcatlons were all given the sane
access rights to t he device. [0007] for exanple, the user was a systens

admi 80 r at or <émrrwlsrt énnsn@hsgi We@ntrgkhmgtthrferemmmf ardgwicel il baseda@s aconnect ed,
t hat user Vi | Ie syper user," and
gi ven rmr%seﬁgm”gétlevep hlg tlbeew rwag?’n Pife f gSelr \rﬁ& 3l g‘ége or %’e " Far | y as Wit h
the typi cgbvids@h 1éveDofcedshib theSbdiifces Bk Was piiticrpdi@D®sy WoaRl need. Noe sane
across all the appllcatlons t he super user executed. In this scenarlo t he

sanme  apphpéatThehapplisaiensdhyser put enosiexgeutediat thewlevise agdens sdhaddi t i onal
resour ces, zﬂp?lcat ?%}f&eg%ﬁghﬁld%y Be ﬁk%?gng %QQ%OS Y&tiond Wers JRF actice

does not or t evite to Imt sources per
applicatignmlMbshaeahmmusgﬂsuimeﬂéwuay attenpt tolimt the application's

acce 0 resaurces, rovi ded no securi to those muintaining the
v 0Bnd ¢ hall RECHSFRE U HEUSHE it & sYan URPINFalor RESFEERS S o of o

limting bgetnROtHecRSicBMhs cotnftteaf f%teusefjﬁh'ﬁ?% vag a%@éﬂe@ﬁnb YévegS Of
net wor k resources based on the privilege eve?s defined to e user.

[ 0009] Congegumpet yser,vand given n@@@iwemomﬁed@{rqe and natvsyktr@snu@zmj met hod for
protecti evi and the connected net and al so
Phor east ikl ok STARE FRiral udr kS G Pnd e S R EL BRI, °"5) Fow ng
the grantdang act@@bhB thetappli€ations eHéelsupésr usPredxeaipd.i Tathis@oenabdMBRYmEOF THE

| NVENTI ON [ 0010] Systens and nethods consistent with the present invention

over corme aPpECatigRsxeeuied hyythedypiealiusermay ke greniad additianl sesonegest appl i cati on
access 1o X%Clggd,by ﬁlessuper user.

[0008] However, this practice does not allow for the device to limit a device’s
resources per application. While the user itself may attempt to limit the application’s
access to resources, this provided no security to those maintaining the device and the
network the device was located. The user could avoid limiting the resources and,
therefore, damage the device resources or network resources based on the privilege
levels defined to the user.

[0009] Consequently, what is needed in the art is a system and method for protecting
the resources of a device and the connected network and also increasing the flexibility
of managing the device’s resources by allowing the granting rights to the resources

per application.

SUMMARY OF THE INVENTION

[0010] - Systems and methods consistent with the present invention overcome the
shortcomings of existing systems by allowing an application access to a device’s
resources based on a set of permissions associated with the application.

[0011] In one embodiment, the present invention provides a method for storing an

application on a device comprising the steps of receiving an application at the device,



resources based on a set of perm ssions associated with the application.
[0011] In one enbodi nent, the present invention provides a nethod for
storing awo eapplssTati on on a device conprising the steps @CTNSOBRVTHOG an
application at the device, WO 03/021467 PCT/ US02/ 25746 3 receiving a
perm ssion |ist at the device, whereig the perm ssion list indicates a
resource the application my access on the device and storing the

application .and erm.ssion list on the deyice. .[0012] .1 n anot her

nbod menECeiT g aSEEBHOR H A S S5y DFIRE RN PO iAFAOE ng access to
a devi ce &Rt M8 apPTHAlibS HAY ab&8s 5h BReQlce B8 Sto¥ihp thePppREMRRLand Or the
device resource froman application, evaluating a perm ssion |ist

associ at epermissiontliseomphgldermei on, wherein the pernmission list indicates the

reso s the agppljcatipn.can .access,. and. grant..ng th | j,cation access
o thRFAS, i co PEBIPELNARuERR, RIRERR PR bl g el A GR T 55
[0013] | nageeds tandevies resoirod compitising the sppe s ftkeiivigeie @it furehd divscea net hod

for associating a perm ssion |ist with an application cpnFrising the steps
of recei viehRpremiromEp|applgation, evabrEng p Rgmaissiphsaswsiatesk Withihe pri vi | ege

rights asgpglalddwibieth tﬂgﬁexﬁﬁism ﬁst.ig(ﬁc\!%gs?hé FRBWcESTe ap@gaﬁgﬂc q1€ privilege

right indi'cates access to the associ ate evice resou creating a
per m ssi osccbissindugantingtthe appiraon moes tp thevddvegaesougdetbmsaineh the fi el d
associated with eagh of .the one or nore device resources, wherein, the
per mi ssi offdicpUien indhe, RergUssIgdityi t h an application and is used to eval uate

whet fogiajt he  appjet SRIhG@RIBRYIrAGE RS plebéht ANRNGEn PRVRICHE ickifod fBSOUr ces.
[ 0014] Further enbodi nents of the present invention are al so described in

the fol | @saajingesperingsiondisawith an epplivetionl cempriygng theRiepF oDESERINEANON OF THE
porated in and

he . i ng._dr awi ngs, which '
const i Lut PRIy Reg LAt Y b s R Pt URABRE B e £

enmbodi mendeidcefreddueces WWiRdEinaRe privdlege HighEhbiRbteWhddasd toehgsnediakd desed | pti on
gi ven above and the detailed description of the preferred enbodi nents
gi ven bel B#pures pp@creating@permissiandish psing the g opmare privijggeatahsrand aj n t he

dr awi ngs: fi%lg ?#@Lia@h%it&ed‘cﬁ o?t}Q:l d&kor mo?@amg%g&ﬁééspghgreﬁxy fleem architecture

envi ronmen
permission list is associated with an application and is used to evaluate whether the

application may access the one or more device resources.
[0014] Further embodiments of the present invention are also described in the

following description and attached drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The accompanying drawings, which are incorporated in and constitute a part
of the specification, illustrate presently preferred embodiments of the invention and,
together with the general description given above and the detailed description of the
preferred embodiments given below, serve to explain the principles of the invention.
In the drawings:

[0016] Fig. 1 is a block diagram depicting a system architecture environment in
which an exemplary embodiment of the present invention may be practiced;

[0017] Fig. 2 is a block diagram depicting a wireless system architecture containing
wireless devices having resources in an exemplary embodiment of the present

invention;



whi ch an exenpl ary enbodi nent of the present invention may be practiced;
[0017] Fig. 2 is a block diagramdepicting a wireless systemarchitecture
cont ai ni ngo osioeelkess devi ces having resources i n an exenplpamyusezrivdé nent of
the present invention; W 03/021467 PCT/US02/25746 4 [0018] Fig. 3 is a
bl ock di agram depi cting conponents of ,a wireless device in an exenplary
enbodi nent of the present invention; f10019] Fig. 4 is a flowhart depicting
t he ﬁ??r ocess of_execut]| n%( an application havin erm ssjion list for

. ( g a
resol@PEs on aFigedisaeblPrk GASBREIRRICHNG COMBORAN P2 Yﬂ&elf’?? C¥ICEdRAR i nventi on;

and [ 0020y énibédﬁqem@ﬁhegie@&mme%eﬁ;cti ng the ability to assign
multiple permssion |ist to the sane application for different devices in

an epergl ary eRigodlisnefiowdfarttdepictipg 8wemocasnviexeratimg DEPAliCAEONDESCRAPTI ON OF
THE PREFERRED EI\/SOD% VENT 0021%1 Ref erence wi| | ngw be geﬂﬁ in d?t ail to
the prescRTUSSIARIIHLIESOUICES BF BFRYIFRl G5B FRRoFMeph Y QDR M on as

i |l ustratigdedtidbnt B4 acconpanyi ng drawi ngs, in which |ike reference
characters designate |ike or corresponding parts throughout the several

dr aviOAf8. The Figt hifsea blogk diegromedspiotiarg dlep/ahilitage assign muliplsrRes@IPionnvent i on

Wil I Decors o v, BRRAK SRl F ARS8 dHbichl ikl AhfPELLALLRE GqRS! der i ng

the foll ow ng I escription 1n connec e acconpanyi ng
dr awi ngs. present aogationron [ 0022] Systens and net hods consistent with the
present invention |imts an application's access to a device's resources
on a conputer device. Wiile a privilege |evel nmay be defined to the user

that 1imts SEPATLED BESCREPIFONOF T3 PRIFERKEDHRBODIMIN N OUS
consistent with the present invention [imt an application's access to the
device's resources per application, thus providing increased flexibility

and rity i managi t he device' s resources.  The device resoyrces

i ncl @giﬂal I th]ggfére%‘?rggﬂg%‘f BC “B‘ﬁe frhget?fégﬂ @‘é PSSRSO %a‘écgefége %o or
perfor ms @nbodimbht9Bf thEiBRAtibi6d HUStratbd!in @E GccotPan}ingidAengD in WhRhdevi ce' s
menory, primary and secondary storage, Input/Qutput ("I1/0') ports, network

access, diild iefesence ghaiketers desigape he okesresperdlingpastadhroughout the several
drawings. The nature, objectives and advantages of the present invention will become
more apparent to those skilled in the art after considering the following detailed

description in connection with the accompanying drawings.

Introduction

[0022] Systems and methods consistent with the present invention limits an
application’s access to a device’s resources on a computer device. While a privilege
level may be defined to the user that limits access to the device’s resources, systems
and methods consistent with the present invention limit an application’s access to the
device’s resources per application, thus providing increased flexibility and security in
managing the device’s resources. The device resources include all those components
of the device that provides access to or performs a function. These include, but are
not limited to, the device’s memory, primary and secondary storage, Input/Output
(“I/O”) ports, network access, dialers, speakers, display, keyboard/keypad,
microphones, files and resources whether on the device itself or located across a
network that the device can access.

[0023] The present invention associates a permission list with the application. The

developer of the application, system administrator, or other authority, such as a carrier



m crophones, files and resources whether on the device itself or |ocated
across a network that the device can access. [0023] The present invention
associ at ewop3perss? ssion list with the application. The dexalugoersaé the
application, systemadmnistrator, or other authority, such as a carrier WO
03/ 021467 PCT/ US02/ 25746 5 or devicemanufacturer, may create or provide
input to creating this permssion |ist for the application when used on
the device. In addlu}l on a server used to crea}1 m_.ssion |ist

e
bced o’ SV e SRAOeiT RBY Sl P Rae I I g his BeTGaon T drued wi & h

executi ngint Q?pl?d&ﬂbh GAkh Q8dWh thb8eHEY i [88ddNBR™ sbRR: ﬁﬁ? bk @8dd R R
perm ssion ist is installed on the device, the application when executed

will onl ythb@examllss)must bassskgysthe mpuh&omi;oamtbestm}r emited of partthempelrvnﬁi ssi on
list. It w be.re t hat a device may

Further 1 1 exafng BRADRTeSioR on G iced Whrt e Baicafof ke bdtBhssfng

per m ssi ORstlid wktalléPén MEIVICE, th@apPiRhtidBYhéiDéxcbaee will ghlyDetallodedesour ce  on
the device that the application is granted perm ssion. This alternative

enbodi meniccessfto thearegnusess grantedia ihe pamissionHist. dhwilkes feeegniged byithesede an
addi tionalynd {1, tal ér?{ha?ﬂgew eCBQ?ﬁHJch%F Jath’an a%gﬁéa?loﬂgﬁ&%& t’b%sltomacegesource

even if t e perm ssion een ran ermssion |IIst based on
ot her pri outkidgef thepetsississ listi @beelxam;il&a adser ﬁaynctehaaad@bus to @sesourcE0024] By
associating the resources of a device to an ation.in per m ssi on

C
list, mPtigdeviceHia beiapRligatiop & %Fﬁ?rte%e‘@?‘é%?‘gdﬂ?lé?"ﬂg@‘(ﬁ CHE ane
appl i cati ofthe pfeRltR FAAMLN ¥ hAI G BAY peieGRIABoRAIRRRKichaRGUT COS My

be granted acctess to the sane application. [0025] be recogni zed to
t hose ski ¢dneetjuently,refuse accessdo tltehesdtmqregwengf mesmlmhﬁsbealpgtammtm on file

t bei distrib f A
Yo § cat o=y b bR S ea oy fh ges Bt we BEREL RO ch as:
obj ect cogler. scripts, java file, a bookmark file (or PQAflIes) VWL

scri ﬁ)s, byte code, and perl crlg In addition, an "application”
ref el0P2 to heBpassociaiys ﬁ!egesopﬁ@w edeviceto antapplication imaperaniston A%l e i n

R e, B BBATRS i TR e OB e ot 11
syst em ar Cbhsegudntiy coredivieremn d®vides) different resources may be granted access to the
same application.

[0025] It will be recognized to those skilled in the art that the forgoing describes an
application file type being distributed and executed for simplicity of description. An
“application” may also include files having executable content, such as: object code,
scripts, java file, a bookmark file (or PQA files), WML scripts, byte code, and perl
scripts. In addition, an “application” referred to herein, may also include files that are
not executable in nature, such as documents that may need to be opened or other data
files that need to be accessed.

[0026] Figure 1 is a block diagram depicting an system architecture environment in
which an exemplary embodiment of the present invention may be practiced. A device
115 is capable of executing an application 105. The device 115 may be any
computing device, such as a personal computer, a wireless device, including mobile
and fixed wireless devices, a combination of computing devices connected together.
The device 115 has resources 120 associated with the device 115. These resources
include components of the device that provide a function or access to a function

within or external to the device 115. Examples of a device’s resources 120 include



whi ch an exenpl ary enbodi nent of the present invention may be practiced. A
device 115 is capable of executing an application 105. The device 115 nmay
be any cwopstezng7 devi ce, such as a personal conputer, a wWaTalSe%/357devi ce,
including nobile and fixed w reless devices, a conbination of conputing
devi ces connected together. The devige 115 has resources 120 associ at ed
with the device 115. These resources include conponents of the device that
provi de a functioaégﬁ access to a function wi.thi external to the

devi ce 1 TBSMER iRlwing prigay Apd Secondiy Sitiea MiswPoRs: GRS 63/ 021467

PCT/ US02/ &nfhé&ed B tREABYiYe, didlih HoddeBssithdFieYicad ¢bnhEGaN@ARY d&¥isy, age, a
m crophone, the network connected to the device, dialers to access ot her

devi ces cianhidingaboseongstadiexia the network| filgs pigradip seemwsiriseluding wheacathe
network, files stored in nmemr iacl wei ng. the r i nodi fy
operati on"sm%nans(,j Jep™! }f?peegafnofl?%' %%Crh tf?lgsb?@\je &%grtrmﬁcr)ﬁgﬁs gne%sps%%P&gegi }B'y t he

devi ce, stheldedseauéh adbaGIdbasPdsitumingSdeelied (‘GP8”)fugftfon) function. [0027] The
application 105 is installed on the device via a network 110 or_through
sonel08tHer i nsthy srplicgipidbrainsehed ende deyiogivia anetporOMAithgueh | ocal drive
or a ll&nd ARSI lufidAMARALNSH SRABULA! CHROMURLE IEAMRELEAN. The
application 105 w typically request the use of tthe device's resources
120. For gbcarapkfer frofm dnbther eppputeatia o irsctbObndctinnt Theapdichwordl GN widlt her

devices via. a network, the plication m eguest acce to menory where
the devi cRPE23YERAEY ! usﬂi"g?}fg’ﬁ%"’ﬁﬁr‘?ﬁ%srqé‘rcﬁéz{)'og%rteé‘&fnp%ffstﬁﬁy al so request

access t Oyfpigatflivé 665 finfticH i8%o &ial HheCR vt ¥ala dePvSMOIHBAPpEGYibE raysi Ng  the
nunber received fromnmenory. [0028] A server 100 is one mechani sm used by

t he preseleaudshoenssd tormanaory veness the deviee’s agdresscatdiadimg 10Bbes arhlocaledi ce 115. A
per m sSi O |l Shso(iA8les SRR MYDRAIRALAT ke ol SRNEL b Bf

associ ate applrcation for on 't he device secure

t ransm ssthe Auibet ReciagPifroahdrasty. as wel | as any other data transfer, the
server may incorporate a nodification detection technique, such as a

di gi 0828]si gnat Hrservige 190 isjeng fschanisop yasd hyrthe peeseptinvenijon tq tipsterthe t echni que,
i nformati : l4iiea iISJtem- St %h@e i to
determ neﬂlg’lﬂlc?{ V\}a(g)stﬁo |?e?7e 16?] 1(i)é‘r tolﬁg)?r%}g%?(nﬁgcel vrgﬁn y tlﬂ%\{é&g I ce.

Fur t her nothe serivir BOOcdnelckssaeiptariwitiathe@pplication H05 doraise ve the devkeecdbi &or of t he

appl i cati s%gurtec%ra%grtngsirgn Q)? t}iefap%ﬁ atigg,d ziisfvi/eﬁﬂatlsi acr)lr}]' o?l?e% 'Ejlgltra?gngfgr,ttﬁee server
may incorporate a modification detection technique, such as a digital signature well
known to those in the art. By using this technique, information, such as an
application, can be check by the device to determine if it was modified prior to being
received by the device. Furthermore, this checking can also occur before every
execution of the application to determine if any modification occurred to the
information even after being received by the device.

[0029] The network 110 may be any private or public network, such as a LAN and/or
Internet. The network 110 may also be entirely or incorporate a wireless RF network.
In addition, the network 110 may incorporate dedicated lines, a public switched
telephone network and support data, voice, or any combination thereof.

[0030] Figure 2 is a block diagram depicting a wireless system architecture
containing wireless devices having resources in an exemplary embodiment of the
present invention. A central server 202 is an entity that certifies, either by itself or in
combination with a certification server, the application programs as compatible with a

defined set of programming standards or conventions. As described earlier, these



information even after being received by the device. [0029] The network 110
may be any private or public network, such as a LAN and/or Internet. The
net wor k 1WO osmy14af so be entirely or incorporate a wrel esPCRAUSozam6 k. | n
addition, the network 110 may incorporate dedicated |lines, a public
switched tel ephone network and suppoxt data, voice, or any conbi nation
thereof. [0030] Figure 2 is a block diagramdepicting a wirel ess system

architecture containing wireless devices having.resources in an exenplary
enbodi menRTOBRMINAS SiandarEs may %ﬁt"ﬂ&ﬁe‘%%’i‘éﬁ&?él’ %F‘%W‘@WCP?W entity

that certBREGE™M @R piRifornt, #8ldlofid by QUALIIDNIRA IBrpétdiéi. @ certification

server, the application prograns as conpatible with a defined set of
pr ogitédti ng st lmereddodimensribeantiahservesslatibeeri0dednssts bf @recordafshe WO

03/ 021467. PCT/ US02/ 2574 7,.pr.ogramm ng, st andar ds y be established so
that the lé?B‘ngfécé f”i’sotrz?rﬁﬁ?‘l apgk‘gaé’l?ﬁé’r%ara%og %@P%eeo%? Sﬁc%or m devel oped
by QUALCGVYEIESC@vR@ 23D 66 the[rRBidrk 200, MEleQFMROS @itk Nuniter CEHSN"3lforser ver

dat abase 204 consists of a record of the identifications for each

appl i cat i ba ik wgranyhrodmyrdeaded thetapahigation pEogsameansba Mobilg fdentfeatigayi ce 230
inth 200 an...Fl ect.r oni i
i vt duc URe G By TS EihE Wl RE R LS e hde hpHcalBh prdgiin.

| dent i f i cAlteranti veNynhecenfraMeN/er databape @04 cotthims nedoedsefoseatwiitsdes® 30 carryi ng
that applicatign program rnatively, the ceEt ral server database 204

Al t
cont ai ns $5¥&5rY ‘FHF"??é‘ff‘i’irkv%opéﬂ?g?sw“ﬂ%vi‘@élcﬁwd? Wirsless BEtWSF K CBTR of t he

wireless tﬂ@\‘é:g?@n WRER!the WirEREERRiROBIN Ise@rdl Y othel MofRdioRs¥iEle t he
wirel ess devite 230 is used, and any other information useful to identify

whi ch wi ridestefy wedh waele$0dexiae 238 areGantyinghwhikh applidation pgramesodnans. | n

addition, the central .server database, may al,so.store this devel oper

Gent i £ Har PR SR E R BV P atesf e Riner BT BB35] “The central
server 20f&HaNbnbhskatiagdWithan0pplidtiondr e conmput er servers 206, over a
networ k 208, such as the Internet (preferably secured). The servers 206

al sol00g8rmuni chirecapirehserves 202 FRIpMyBICARSE Kith POe WF Jose ¢RIRpBeNcePEs. 200he carri er
k 2 i ' h d POTS
net wor C}\S%r a%gmgtfg Pﬁgts%(?h W JhQ tllit%?el!(\@(%f%%lly%%ﬁgé)r hlaese]%\?%s?b%earl an

(plain ordinary ephone 'sys entl OB gure 2 as
211) . Thecdnhatioge withQnetdrinetwal 210 etameestwbike208arThe earriee havorokk 210 and t he
VBC 212 tgo%]rrslflr?izgtesd \%}tﬁ ’theal\r/]IgC 212 by both the Internet and POTS (plain ordinary

telephone system) (collectively identified in Figure 2 as 211). The Internet

connection 211 between the carrier network 210 and the MSC 212 transfers data, and

the POTS 211 transfers voice information. The MSC 212, in turn, is connected to

multiple base stations (“BTS””) 214. The MSC 212 is connected to the BTS by both

the Internet 211 (for data transfer) and POTS 211 (for voice information). The BTS

214 sends messages wirelessly to the wireless devices 230 by short messaging service

(“SMS?”), or any other over-the-air method.

[0033] The above network may be used to send an application and/or permission list

to a computer device, such as the wireless device 230. The application, in one

embodiment, has a unique identifier to distinguish it from other applications. The

application and permission list may incorporate a digital signature to detect

modifications prior to receipt by the device, prior to executing the application, and

prior to granting access to a resource to the application. This digital signature may be

bound to the application and permission list and stored on the wireless device either

bound or separate, but still associated with, the application and permission list. The



the POTS 211 transfers voice information. The MSC 212, in turn, is
connected to nultiple base stations ("BTS") 214. The MSC 212 is connected
to the BT\SOwg/obath the Internet 211 (for data transfer) @ocd/URAWS72d1l (for
voice information). The BTS 214 sends nessages wirelessly to the wirel ess
devi ces 230 by short nessagi ng servi cg ("SM5"), or any other over-the-air
nmet hod. [0033] The above network nay be used to send an application and/or
perm ssi on ll.i st to a co illjﬁf'gt:ﬂfde\/i ce, such a ess gevi ce 230. The

t.he. wrel
hppl | cat | EAPICRiPRGIAE PeERSHRR ferfire 9040 the JFelRse op ties fPh B Colreliettngui sh i
from ot heg, FRRF kifeAldri@0Sserve?® 200 MR Ughahd MBCRAE BES 18 the ivareldsk abviday _
incorporate a digital signature to detect nodifications prior to receipt

by the de2d®ke, prior to executing the application, and prior to granting

acce 0 a resaurce. to . the.applicatjon, This digital .sign re may be
boun@)ﬁ%‘g the a %Pfe?:‘[siag)rko%nd a%grr“r%%glgb%c?rfl%?negﬁdg s?t@?%%ss%ﬁ‘%%%l@ W reless
devi ce ei éxe@iplarh @Hibddidiens 6PRE ptesenthukientibn.| A vaisclenidevied 300 téhtaihbe

application and perm ssion |list. The WD 03/021467 PCT/US02/ 25746 8
appl i cat i emtrghBrogeamPa% jappliqatiens H0eagh withiagpermissign list andadigigalf r om t he

central fssqéx?{a re 329 afld ?CSBIEI‘E%%Q 5\[/ gggﬁrﬁﬁgﬁfe? ll?ygﬁ%ste%ch}égl?n m&earé\@g and BTS

to the wrgless devices ck di agram depi cting
conponent spplitatéonsi3n @ ney peconn different aasks.eRemhermose, eachagppheativn 310 htag pr esent

invention. A wirel ess device 300 cont aj a control pragram 305,

appl i cat i G§ 2FERATBEATNHAN Stﬁé?or‘fiaé“sqt %HQ%%?péﬁﬁt’%’hﬂ’dga ?Oj‘g'égtshg“amé‘? gnature
325 and rﬁﬁW{lP@ﬁic§ﬂ%be bliq¥d for R dpRHeAInZRE pimikies BstS i wiledsd he the art
the applications 310 may perform different tasks. Furthernore, each

appl i cat i mpognizedrigythodeskdled is thsartahat theraspurseslisted int3 13 asrxagpias ofi t h t hat

application and.a digital .signature that wll typicall .uni que for each
2bpl 1 cat | BB Gttt TR ey Pt ot i a 384 HE U hose

skill ed iichidfhgahéseldudlide dfehd @5aueItEAIh¢ HSi&OImhacktss, BaCax&phese of  many
devi ce resources. There nmay be many resources associated with a device,

i ncl udi ngsrenisd &0 yuerpligation basebonibgipeEmistar lishe devi ce may access, that
acce@?3ﬁy be In=gn %ﬁ{xﬁen?r}hé@&}tﬂo‘fgﬁtdgﬂﬂn @%%qgtg‘@ec%%ahgﬁé%é% ol ist.

[ 003 one enbo t’he contr program ocated on the device
to hel p rmanggacessasthe raotifees 3 E5s CThecf@sctidhs of Heeohuolgirogram 396 rhdye cont r ol
program 31())e5inggr¥>orated into the operating system for the wireless device, or may be a separate

API, such as the BREW™ API developed by QUALCOMM Incorporate. The control

program 305 may grant or deny access of a resource to an application based on the

privileges awarded to the application.

[0036] In one embodiment, these privileges are determined via a permission list 320

associated with the application. The permission list 320 contains a listing of the

resources 315 and an indication whether the application has permission to access any

of the specific resources 315 on the device. For example, the permission list 320 may

contain a field for “microphone” and “speaker.” The setting of a flag in each of the

fields indicates whether the application has access to the microphone or speaker. In

some instances, a flag set in the microphone field indicates that the application may

access the microphone. In other instances, the flag may not be set thereby denying

access. It is preferable to have as many resources as possible accounted for in the

permission list and a flag associated with each one indicating whether the application

has access to the associated resource or not.



be incorporated into the operating systemfor the wireless device, or may
be a separate APlI, such as the BREWIM API devel oped by QUALCOW

| ncor por awe.o3bberontrol  program 305 may grant or deny a®caassombsiac
resource to an application based on the privileges awarded to the
application. [0036] In one enbodi nenty these privileges are determ ned via
a permssion list 320 associated w tg the application. The perm ssion |ist

320 t ai | isting. of.t 15 and i ndi cat.i whet her th
2pp! (BB} on' nabh e e sty ORIy Db e St riicralier cos 315 on

the devi c@ih BRI apBHiediidh o tHe\Pirdl6dsMesiek 300.! THE petaissigiMist ﬁﬁgtb@icfha&:df ield for
"m crophone” ang "speaker." The setting of a flag in each of the fields

i ndi cat esmamewhys; thowgh dpglbdiog by dhe snpdcainadeyelppertdidntaimagdigit avboaly. speaker .

appl § cat i USROS e BebmPRuSHHL S helfalor s BERLS b Brled BRLEFE 05"y
not be sethotdwitieities Mnitieg or patieSthat hiy bSaffcctddtybdhl enitise b @edise’sBNY

resources as possible accounted for in the permssion |ist and a flag
associ at eX¥seUreeh ERnspausREY i hiditd RETHPuGhes heTigh Baysenireldhe asressigdheaccess to

the assocyalied JGRAUESUPLes BYdefifife PrniestdiR asklclditbR7th 2R 48 icalloh 0037] The
B85 Ry Yoss ettt

perm ssion [Ists reate y a server and transmtted along wth
t he appl i that widlbetexetuted by thel vaisedesd elevice aiB3D@sed Dnehgearresstworkl | st may be

i ke at o aD e e s e i e Rl R D IRE Yol  cat i on' s

access t O%érﬂl?ssflﬁ\ﬂsg )P whEROHITERS TRY dightIOSShadut ROS intdy@ss cr&idd dsifSthe OF
parties that may be affected by the msuse of a device's resource.

Cons equenpdriissiontlist,ragplicatioy, orsombinagomtheraofi Bris prefsrale that digitthe access to
the wrel.ess device's resounces.b ef.i ni [ ssion clated with an
Tork o G ol BRI RucH el ERpBRE BBk B BERAN

applicati v e Wr S devic fsed on the

carrier nehsiédkhe p&a3&]onllie oflhgplicadiorswginabdifies, (B2 Beied Iasdettigieori ne i f the
application 310 and/or the permssion list 320 was nmodi fied. The digital
si gnat ur edezp® qfgpniidence Bt Be othst prgces O apRlfcatiashasntenten o pp| j cati on, or

cort et AR A ssbhol R LS Rl shutatues o sore
per m ssi ogpplicstiondtorapplainiag aceasswasesoodes ihatit wak @oda@vginalyngranted hi gher
degree of pe?‘r?u?sfsgo?x%?‘nﬁ?nctrga%gs rrcle ial?lg 21?(5 s égfe%?ltslor? (r)f t%g%{ni)l?c%%iimgn has intention or
[0039] Figure 4 is a flowchart depicting the process of executing an application
having a permission list for resources on a device in an exemplary embodiment of the
present invention. A permission list is created and associated with an application
(Step 400). In one embodiment, the permission list contains the fields of resources of
a device on which the application will run. The fields contain flags that are set or not
depending on whether the permission is granted to allow the application to access the
resource associated with the field.
[0040] The permission list may be created based on input from the application
developer. Also, it may be based on input from an authority that desires to approve
the resource usage of the device. An authority, such as a carrier in a wireless
network, may want to limit the extent of what an application may do on a network.
By limiting the application’s access to the device’s resources, the authority has
limited the extent to what an application can do.

[0041] A digital signature is then created using the application and permission list

(Step 405). The use of digital signatures is well known to those skilled in the art; it



unintentionally, corrupted the application or permssion list. This
prevents the application fromobtaining access to resources that it was
not ori giwaldp2geant ed perm ssion and increases reliabl e Pard®zabE46
execution of the application. [0039] Figure 4 is a flowhart depicting the
process of executing an application {@vi ng a permssion list for resources
on a device in an exenplary enbodi nent of the present invention. A

perm ssion. list is created. and associate ith an application . (Step 400).
I'n one enBifdysignthe *W&t‘%?ﬁﬁ@ﬂ%ﬁﬁﬁt’é’f‘ t%g‘f‘?tv}&&?%‘ésaaﬁ%g‘%"t@ltﬁ"sd‘&ﬂalr esour ces of
a devi ce GpnatteCvitiRe: &RRAI Safatu?SisWiot hedetary tHighpldd oné ebadimehd &9 t hat
are set or not depending on whether the permssion is granted to allow the
appl i cat i ba presertdoeansionheis prefeblectbatabe digital ssghapire he applicdite bath the040] The

perm ssion |List may be. .created bas on.input, fromithe, a ication

devel oper?ppi{f:%tbo,n qn%i tﬁ%g’gggﬁsb%{lféu&g‘oﬁﬁfﬁgﬂys SRVIER Qs %/hef ﬁ‘gt desires to
approve AipgpHcAtRHOihdaRe pEragaicflist Merdlayditied. Fha@uweremddified Hededscea carrier
in awreless network, may want to lint the extent of what an application
may do onmay aleeirnt ko exepyte|thegrplisgianandthis prevant 8 osupied aRAicRO ¢fe devi ce' s
resour ces e I | .k tent to what an application can
do. [0041?6%%3}03:{[52%}31} %ﬁ%?ﬁlrgéhél (23\{1 gsnxteg(?gg%géd using the application and
per niogijon | i sCrea(ify te pébissiod hiet andeheodigdalgignaturs ngpdt pedsrmiesd amal | known to
those skilled in the a.‘r,t; it \ﬁ) 03/ 021467 PCT/ US02/ 25746 10 allows for the
det ect i onseEYeT RRPT RtRiing thepPlisationenthe deVigfised to create the digital

si gnppudie. Wi TR @viliedhlPlecSvENAE UpRicaoR PerriBE6S Rs ndltke &i?’ﬁilem?n? one
enbodi ment of the present invention, it is preferable that the digital

si gnat ur esipmtapibiced 10 Tos may e pergricddytdownleading this igfoginatadn Epmrat ur e.

Thi | A 10.ch h he . A ' d 1 SSi
st wer dnpan e i RO SR el B bl bt OB bliE: PO 5% "

execut e tagnpudd difedlly 6hnodd td1the deviey 6nby SoriOsthetadfed PRich&aém ackr
perm ssion list fromaccessing the device's resources. [0042] Creating the

per ni ssi o# 4 CBtR@NHvipiadogdl grivel si gnature may be perforned at a server
Pkl | ho 2 0 PR R B0 e v BRR R 2 Lo
410) . Thi spplieytidmoperciaimeefithbye wavinhoditicapnt dfitse applioatiat prin 6 being a
received by the device (Step 415). In one embodiment, the control program executing
on the device performs this evaluation.
[0045] If it is determined that the application and/or permission list was modified
(Step 420), processing ends (Step 455). The device may perform any number of
functions at this point, including removing the application and permission list, tagging
it as corrupted data, and/or notifying the originator of the application and permission
list that the application and/or permission list was modified and to initiate another
installation.
[0046] If in Step 420 it is determined that no modification occurred, the application
executes on the device (Step 425). This execution can occur as a result of an
initiating request by a user or by the request of another application or process.
[0047] The application then requests a resource on the device (Step 430). In this
embodiment, the application wants a resources on the device to perform a function.
For example, the application may want to initiate a call on the wireless device and is

requesting access to a dialer on the device.



network or by installing it directly onto the device using a file transfer
fromanother conputer directly connected to the device or by sone ot her
transfer woohami4sm such as a CD-ROMvia a |local drive. [pQ@A%p2/33Te6 devi ce
eval uates the digital signature against the permssion list and the
application to determine if there was nodi fication of the application
prior to being received by the device (Step 415). In one enbodi nent, the
contraol progr execut i he device perforns this eval uation. [0045]

n on .
i (o009” et er M B DhROLEITR O PE PUISHED BY DOPH-CSTINTE, st was
modi fied afsHtRRn?48)ep 8B5PCR SR RIMBRG lisSinARat? hat thePpHeMicaRady perform

any number of functions  at this point, including renovi n? the application
and per nmi pavilege ko adcesstthgytrquestéd reasurenStent4dd, thaapplicanen will bogiantgdng t he

originator of the applicatio n ermssion J|ist t the application
and/ or pe?%f’%sé?gﬁ rleg)(g'trcev\gieprfgﬁ?f ?ggpré’%sst%}lbe"i shdt k%f%agﬁot her Pﬁst al lation.
[ 004fbad)f i n Stfele fezRhidsioni It HRAiRLIIRE thel dpplicAioniieds hbtaavé gk ppicaegs ed, the

appl i cation executes on the device (Step 425). This execution can occur as
a result Wracegss therfegpastadrigsauesgue StepAtOathgs e 1eguast toraeeess B I8SUIGTIS anot her
applicatign. 0 S i L 3 esource on
the. dovi cd Y GRAGEETS Tre okt HBRERARSRASSP pAd I BTG Sered °2

r esour cesamiortdoatroleptbgrant canpakef severabactiong inaduding feominakiagpkezutitdef
application rr@y want to initiate a call qn the wirel ess device and is
request i n@eae atop, RlIQWIREFXEFURAN tOIGANTANG] W‘%@fﬁ?ﬂ%‘? IBEYES02/ 25746

11 [ 0048] i Bleh 385ty NRatRRE ApHEhih Has $qR8E@G1 ated Wi th
the appl zlar;(?gfri@ﬁ?%( theegfr%gga)%polgp tehe tperttr)r’i s%ti on@r)iﬁs%&inlndisca es that the

appl i cat i meouresantdbat ipwayiérage t 0o access the requested resource (Step 440),

t he icatiop will. b rant ed ccess. to,the resource .(Step 445). The
pr oc@g&j{ hen eﬁlégre(g[sg}lwa%%@épwﬁpg gt 19 dssrEgmy Péfe Reﬁaﬁsé‘?& es that
the appl i gatd e sdReSppIdatibRYs différeft device®Bean dx@mpla ¢ smbblignchesfuast ed
resource in Step 440, then the request to access the resource is denied

(Step 450ptesephinvppiienesEneseater spQisonapeihespplcatipp tpe bisddrdnwplet he devi ce
anal o combpal QLIS SE T e SRS Th AShibg P koL e
access t othelperniiesionltist@ssociated with an application for a device. The server 200 may
use input from multiple sources, such as the network carriers (not shown) that device
A 520 and device B 535 will be connected to, device manufacturers (not shown), and
the application developers (not shown). In an alternative embodiment, the permission
list is generated elsewhere and stored on the server 500. In any event, a permission
list is defined and indicates the resources available to an application for a specific
device or class of devices, such as all devices connected to particular network).
[0051] The server 500 contains permission list A 510 and permission list B 515, for
use with device A 520 and device B 535, respectively. The server 500 transmits the
application 505 along with permission list A 510 to Device A 520. In one
embodiment, the server uses a digital signature 525 created using application 505 and
permission list A 510 information. The application 505, permission list A 510 and
digital signature 525 may be evaluated by device A 520 as described with respect to
figure 4 in order to grant application 505 access to device A’s resources 545.
[0052] The server also transmits the application 505 along with permission list B 515
to Device B 535. In one embodiment, the server 500 uses a digital signature 530

created using application 505 and permission list B 515 information. The application



and/or notifying the originator or other authority that the application has
requested a resource and that it was denied. [0050] Figure 5 is a block
di agram depiostoerag7t he ability to assign nultiple perm ssi ®T/USOE2574© t he
same application for different devices in an exenplary embodi ment of the
present invention. The server 500 confzau ns the application to be used by
mul tiple devices (deV| ce A 520 and device B 535). In this enbodi nent, the

server geperates e SSi n | i st ass ed with an appl.ication for a
devi ce. TP g@w&w%ﬁ%@ ‘gitﬁlpiﬁ“aFWB%(brm %ﬁleéal%tﬁﬁié Q"‘%‘h h as the
net wor k CﬁSrdsQfe:%cr{HEQtwﬁmw‘&t totedurde v Gr‘aert'sgg’grg aﬁﬁl@caﬂ@f'{ bgfaBest3s Wi Il be

connected to, device manufacturers (not shown) he application
devel oper@v(cmﬂ ss¢powrtes S3h an al ter native embodi rrent the permssion |ist

2 B, SR BT el B AT o B8k B0 SR (2

applicati ﬁ@,ronalssaesmsfmzcy hadé\diff&erﬂrresféhﬁ:%?acégss feNts definedSiHahenasifal | devi ces
connected to particular network). [0051] The server 500 contains perm ssion

list A 5mlcbmjthpém theiappliqation 5B Wilk haveqtiffergniaogpssirightshased veB20 and devi ce

wi th por rBEPL Y pork Gl SR PR ASES ek e RIERA ) % OV

uses a dl@pbﬂdlensamtlbra&d&ﬁﬁthemmt ed using application 505 and per m ssi on
list A 510 information. The app|ication 505, perm ssion Ilst A 510 and

di gi 0085415 gnat {itemspel yapother @U%%@F@d’fﬁﬁﬁ RIERANE VAN NELderAtinglBed wi t h
respect t@yidel }Qang rf}Tlh?_lﬁcgeﬂﬁfsmBﬁ 119t§%E&Iocﬁfbgl\ill%ﬁxh%ﬁplmaoﬁcﬁgﬁe% r%s(gle\“ ce A's

resour ces 545. server also transmts the applica 05 al ong
with per na@mnmstancs,ta prdsar peomiBeivn diet BapBhusedwithnan appboddiomdnt , t he server
500 uses a digital signature 530 created using application 505 and

per ni ssi ofﬂ“’f”i]iJ ‘B 515 information. The application WO 03/ 021467

PCT/ US02/ 25746 12 505, perm ssion list B 515, and digital signature 530
may be eval uated by device B 535 as described with respect to figure 4 in
order to grant application 505 ab66MNGLUSIO¥evice B's resources 555. [0053]

510V\fa(‘)b%5]be recﬁ%fs q}"g{ t%@%{en?mvle#t?oql dllg\x{s? r 2L %ssttggtde'ﬂ% Er’10§3| on list A

perm ssion resource ‘access ri ghts
defined itultiphndevides’, ﬁdsﬁhlrchssbatsb@o@&&ea.pphdf}ﬁloﬁrbpinlg(baémméd 8z wkt | have

different access ri ght S .based even
privilege level, While impacting the access to resources across all applications the user
executes, does not provide the increased granularity of resource allocation as
described herein and claimed by the present invention. The present invention allows
for a further refinement of granting access to resources on a per application basis, thus
providing more direct control and flexibility in the device’s resource management and
a more secure environment for application execution.

[0056] Furthermore, the present invention allows for an authority outside of the
device’s control to make decisions on resource allocation based on the application and
independent of the user privilege level. This is particularly useful in network
environments where an application may not only impact a device, but other
components connected to the network.

[0057] The foregoing description of an implementation of the invention has been
presented for purposes of illustration and description. It is not exhaustive and does
not limit the invention to the precise form disclosed. Modifications and variations are
possible in light of the above teachings or may be acquired from practicing of the

invention. For example, the described implementation includes software but one



though it is the sane application. Furthernore, these access rights are
application dependent and not based on the user. [0054] Alternatively,
anot her ewbadioomit of the present invention includes a sirgiraSodeviuee
having nultiple perm ssion |lists associated with the application. Depending
on a circunstance, a particular per g\?ssi on list my be used with an
application for execution. CONCLUSI [0055] In this manner, the present
invention allows far access.to a device's, or |tiple devices', resources
based on GRRPBER QL4 BRSBLITEMEUBE BrimapEenied s 2 EIPRIRFEReT evel | whil o

i mpact i NOh4rfearRGRE IStV frelof HPHArAR fre@fdneS ThelihveRRBh had bk ARplchiRtet Hath _
executes, does not provide the increased granularity of resource allocation
as descr bdsedbjeetrerientesinndoioatabgast-bented piogeasaningispistems. ddditivhdlypr esent

invention_allows for further refinenment .of, granti ccess to resources
on a per %{%‘SP?IE aiPegh OBg’fi p§?sef"hlﬂ¥e“%|gpg\rﬁ |Sﬁ%ber‘rioa?’é) eﬂ‘lgrsgog?ghnoﬁgr%ﬁy’ and

f1 exi bi |'i thysd dkilldian Uevare ¥ilBappREAtE GRt REOGPERH arPdlh bestoRddnDeT €
environment for application execution. [0056] Furthernore, the present

i nvent i ontyaes Hfeompyteraepdablerpgdia. pudiasseerndary storage drsesdike haphdisky: t o make
deci si ons r u é | [ [ i ndependent
of the us%&bgrcﬁéélgl érg)%%ﬁgkaﬁénggggﬁp |ht(t':u %@%Arggge%g%agﬂﬁ)&mr Kk

envi r onmemediumd) er ethanfoappbf RAM onROM/. Tt scopé yf thep@aehtion alefinad byput ot her
corrponentti1 Cl%?fge(:tfﬁ% to the network. [0057] The foregoing description of an
i npl ement BECKIMSANG R CAVKAENSN has been presented for purposes of
illustration and description. It is not exhaustive and does not limt the
invention to the precise formdisclosed. Mdifications and variations are
possi bl e WHATISCAIMED Epove teachings or may be acquired from practicing
of the invention. For exanple, the described inplenentation includes
software but one WO 03/021467 PCT/ US02/ 25746 13 enbodi nent of the present
invention may be inplenented as a conbination of hardware and software or
in hardware al one. The invention nay be inplenmented with both

obj ect-oriented and non-object-oriented programm ng systens. Additionally,
al t hough aspects of the present invention are described as being stored in
menory,



those skilled in the art will appreciate that these aspects can al so be
stored on other types of conputer-readabl e nedia, such as secondary
storage dwoismsi4eti ke hard di sks, floppy di sks, or CD ROWCTaIORIHEr wave
fromthe Internet or other propagation nmedium or other fornms of RAM or
ROM The scope of the invention is defjned by the clainms and their
equi val ents. WHAT IS CLAIMED I'S: WD 03/ 021467 PCT/ US02/ 25746 14 CLAI V5
[cl] 1. A nmethod for storing an ap ic&@%on on a device, conprising the
steps of: receiving an applicatio La e device; receiving a perni ssion
list at the device, wherein the permssion list indicates a resource the
application may access on the device; and storing the application and
perm ssion list on i : - Ih f ki rein the
ber Tl on 11 ok 1's AtiaHtof Storit & abplichth B4 RO copRul e S5 ',

met hod ofofcl ai m 2, wherein the authority is a separate entity from the
device. [c4] 4. The net hod of clﬁi 1 further conprising the steps of:
executing the EﬁﬁVVgéP@BW“@ﬂoPﬁ@:BB%WE%; and granting the application
access to the deMi;g aerBRAVAHS RAKEEVRR, WAGreinRBE PSSl hidt Mdick&d] 5. The
met hod of claim1 fuarther conprising the step of receiving a nodification
det ect i ona tesctme theepplidatiorimaytdeecss pgitheedevigiepanst ure i s created based on

i nformation frﬁnLth% perni?sion Iist.k%q61 6 éT gmnethod of claim 1,
wherein the detPd® g aBPLGapgR dud permission Iist pitfe aVick " jovice for executing an
application, conprising: a control programoperable to interface between

t he handset resources and an_application, wherein the control programis
oper&Bl e to redei velke m@@rgé@f clagp lawa%rglinééﬂ permission list is created using

input from an authority.

[c3] 3. The method of claim 2, wherein the authority is a separate entity from
the device.
[c4] 4. The method of claim 1 further comprising the steps of:

executing the application on the device; and
granting the application access to the device’s resource based on the

permission list.

[c5] 5. The method of claim 1 further comprising the step of receiving a
modification detection technique, wherein the digital signature is created based on

information from the permission list.
{c6] 6. The method of claim 1, wherein the device is a wireless device.

[c7] 7. A device for executing an application, comprising:
a control program operable to interface between the handset resources and an
application,
wherein the control program is operable to receive a request for a device
resource from an application and to grant the application access to the device resource

based on data contained in a permission list associated with the application.



resource froman application and to grant the application access to the
devi ce resource based on data contained in a permssion |list associated

wi t h t he wpplsioess? on. WO 03/ 021467 PCT/ US02/ 25746 15 [ c8]pca/UShbvesdevi ce of
claim7, wherein the device is a wireless device. [c9] 9. The device of
claim?7, wherein the control progran1l§ further operable to evaluate a
digital signature associated with the permssion list. [Cl10] 10. A nethod
of allow ng access to a device resource, conprising the steps of:
receiving a request for the device resource froman application;

eval ygjing a pgrm SghofeideNdf RIFOL WhkREh WeldBvicO & ARRLIeSAddVRR, Wherein the
permssion list indicates the resources the application can access; and

granting the application access to the device resource based on the

i ndi cat i ingth i ssign, list..[Cl 11. Th hod .of ¢l aim 10,
Furt 8 compr % ng AT Taai gkl (e s rel e g i Aaves 58U o e
with at | gashlvaiee: @eitdTissiaite Adsdiate@Rakh thy pdriadsididisthe di gital signature to

determ ne. whether the permission list was nodified. [cl2] 12. The nethod
of claim 10, further conprising the steps of: denying the application

oh : - : g C o
i st L Ta) 1580 TheR e RRLBERoNtIFieoR b UV RENABHE omd I ERER 7 "
| ocat ed oof:a second device connected to the device. [cl4] 14. The net hod

of claim 10, wherejin the pﬁﬁgiss'on li st s received from a server and

the server creXtEYNBRIERUSHIoE SFVIceJEsoHEEEdPRAN PRR|GAH¥Hent s from an

authority. [cl8]adfing4 pRRhi3Qen Akt ﬁidc?a‘ﬁéd]\gitﬁ%%%?li&ﬂioﬂ, H8YkRans esour ce,
conprising the steps™ of: WO 03/021467 PCT/ US02/ 25746 16 receiving a
request f permigseondey ingkcatesguresauréesdhe appligpipdn eatacesss; and

granting the application access to the device resource based on the indication

in the permission list.

fcl1] 11.  The method of claim 10, further comprising the step of:
receiving a digital signature associated with at least the permission list; and
evaluating the digital signature to determine whether the permission list was

modified.

[c12] 12. The method of claim 10, further comprising the steps of:
denying the application access to the device resource based on the indication

in the permission list.

[c13] 13. The method of claim 10, wherein the device resource is located on a

second device connected to the device.

[c14] 14. The method of claim 10, wherein the permission list was received from
a server and the server created the permission list based on requirements from an

authority.

[c15] 15. A method of allowing access to a device resource, comprising the steps

of:



eval uating a perm ssion |list associated wth the application, wherein the
perm ssion list indicates the resources the application can access; and
denyi ng twe mppidetati on access to the device resource bas@edTarsor/bv46
indication in the permssion list. [cl1l6] 16. A method of associating a
permssion list with an application, 1()corrpri sing the steps of: receiving an
application; receiving at | east one or nore privilege rights associ ated

with one or nore. device resoyrces, wherein the privilege right indicates
access to the @%eéb‘é‘gétrﬁ‘&i‘ea%é’fl&@dee?”é%‘?fpl%??’é’ﬁharbg@ﬁ‘???@‘%’a perm ssion |ist

using the one Qp|JARKE aPEinYisdi&dBstlab@iafedith theldpBlichtionSsRGtialRd W th each of
the one or nore devicCe resources, wherein, the permssion list is

associ at epermissiondist sudslafes dte respuaged thesappdieatianean@gedssiand whet her t he
application nma acceiﬁs t he ghe, or o ec%evi ce resources. %c%?é t.17. The
met hod of cl ai TPYEerRY ERRE aé%h%?ﬁ’séi%@’et HICE FEPUEF DAL Y {9 Phe

perm ssi o the fdrmiiRicn Ikevi ce. [c18] .18. The nethod of claim17 further
conprising creating a digital signature wusing information in the
permssion list and transmtting the digital signature to the device. [C

19] 49., The neihod pf ' - h:Sd of : receiving
at I%gﬁét one ofré?m)r‘g nbeﬁl!m\?;dl (F@ea;sgocﬁz}lﬁégta ?eggggg{; ggée\gﬂhwaé]ﬁp%%g@%f nore device
r esour cescdnipristngxe owps ofevi ce, wherein the privilege right indicates access
to the associated second device resource; and creating a perm ssion |ist

using the one BfeIWBEEN 3PP eke rights and a field associated with each of

t he one or nor j SOMEG WhG I Riatdd\GitPEhiddSaben 1st is
associated w tlﬁceﬁﬁ@gggﬁgi&\gg%?{)rﬁ%and I S%ﬁg\gg@tao lea\t/al ulét e ém?ﬁrgtﬁdﬁlrgr t he

appl i cat i davieeaysonmeesshdréie thnpriviegavght indicansiactess todhe assoniateddevithD
03/ 021467 PCT/ US02/ 25746 17 [c20] 20. A systemfor storing an application
on a devi &€V Mtising: neans for receiving an application at the device;

creating a permission list using the one or more privilege rights and a field
associated with each of the one or more device resources,
wherein, the permission list is associated with an application and is used to

evaluate whether the application may access the one or more device resources.

[c17] 17.  The method of claim 16 further comprising the step of transmitting the

permission list to a device.

[c18] .18.  The method of claim 17 further comprising creating a digital signature
using information in the permission list and transmitting the digital signature to the

device.

[c19] 19.  The method of claim 16 further comprising the steps of:
receiving at least one or more privilege rights associated with one or more
device resources for a second device, wherein the privilege right indicates access to
the associated second device resource; and
creating a permission list using the one or more privilege rights and a field
associated with each of the one or more second device resources,
wherein, the permission list is associated with the application and is used to

evaluate whether the application may access the one or more second device resources.



means for receiving a permssion |ist at the device, wherein the perm ssion
list indicates a resource the application my access on the device; and
nmeans f orwetoanengr t he application and perm ssion |ist on trog/deyesves [ c21]
21. A systemfor allow ng access to a device resource, conprising: neans
for receiving a request for the devicg resource from an application;

neans for evaluating a permssion |list associated with the application,
wherein the permission list indicates the resources the application can
access; and neans for granting the application access to the device

resoupgie based2®n tAgysiemdbeqbligan &pplib&idhednd 86li&¥) comptising:c22] 22. A
system for associating a permssion list with an application, conprising:
means for recemomsdonigceiyiigpappligntiopahihs deweer ecei ving at | east one or

more privil egem'é%\rﬁ%tsre@agﬁ)? aﬁ%ﬁqis@fioh r1‘5slo.'eﬂ(?heoﬁf:vtié’g,) Cv?ler%ﬁuvtihg ?eﬁx‘ﬁ§s§6ﬂ f’éﬁs.’

wherein the privilege Ti I cates access to’the associate evi ce

r esour ce; indivdtesaassduice theappdic ativg maypscessssi thedevisd; andi ng t he one or nore
privilege rights and a field assaociated with each of the one or nore

devi ce resour cCEEANSABHENIRE S‘Fﬁéplﬂfé‘n‘lﬁ’i‘ aad e % OndieAevieed wi th an
application and is used to evaluate whether the application may access the
one or nore device resources. [c23] 23. A conputer-readabl e nedi um

cont BRHi ng condlut er Asygemtfabilowing arcass toardevice resstimej egnprrsingppl i cati on on a

devi ce that when execut ed. perfor met hod, conprising the steps of:

Fecei ving- an' ABBFTARt FoY HE AR Or B dey BE S DR ey GFEIET 1 st ac ¢ he
devi ce, wherei ﬂeﬁﬁ%&op@amaﬁﬁgﬁfpeﬂﬁ%éioﬂ Hﬁlaﬁﬁicﬁﬁed with ﬁﬁafuﬂ)bﬁ@atioh?\m&@i_hl catlon

may access on the device; and storing the application and perm ssion |ist

on the delliepermiggymBstonpdignes thergsomeey ths applicatign Fapagcessandy

conput er -r ead I m . ik ter-execut i ions for
al | owi ng acceglgk%os qgld%‘g@i:”g%{ﬂ% gg@%f?g%&?%g% t&kﬁ%enéﬁ%cﬁgdggpep@??%ﬁ@% nmet hod,
conpri si ngdichgosinaps parission list.

[c22] 22. A system for associating a permission list with an application,

comprising:

means for receiving an application;

means for receiving at least one or more privilege rights associated with one or
more device resources, wherein the privilege right indicates access to the associated
device resource; and

means for creating a permission list using the one or more privilege rights and
a field associated with each of the one or more device resources,

wherein, the permission list is associated with an application and is used to

evaluate whether the application may access the one or more device resources.

[c23] 23. A computer-readable medium containing computer-executable
instructions for storing an application on a device that when executed perform a
method, comprising the steps of:

receiving an application at the device;
receiving a permission list at the device, wherein the permission list indicates
a resource the application may access on the device; and

storing the application and permission list on the device.



receiving a request for the device resource froman application;
evaluating a permssion list associated with the application, wherein the
per m ssi omOlod/st146mdi cat es the resources the application caarasersssé and
granting the application access to the device resource based on the
indication in the permssion list. [gg25] 25. A conputer-readabl e nedium
cont ai ni ng conput er-executable instructions for associating a perm ssion
list with an application that when executed performa nethod, conprising
the steps of: receiving an application; receiving at |east one or nore

priviccgge ri ghts asseempued-révdable aneliah comhi@ingderiputricRsaiiasie€s, wherein the
privilege right indicates access to the associated device resource; and
creating @shéEtionsigrgHowing acgess 42 dauceissousee Wal whesy ¢xerpted geoghe s and a

field a§§gﬁkgﬁ$ﬁg¥k%%tﬁ@g@g§3ﬁthe one or nore device resources, wherein

t he perm ssion assocliated wth an application and is used to
eval uat e whet heceiving aapqlascat itterdeniry resoars Sronhan appdicatiomyor e devi ce
resources. [c26]. 6 26. The net.ho wherein the nodification

of claimb5,
detection techalFEng p PeRpissipR “ﬁﬁgﬁﬁmﬁﬂkﬁmﬂﬁﬂﬁﬁk?ﬁwnfWBﬁF?W%eapplication

permission list indicates the resources the application can access; and
granting the application access to the device resource based on the indication

in the permission list.

[c25] 25. A computer-readable medium containing computer-executable
instructions for associating a permission list with an application that when executed
perform a method, comprising the steps of:

receiving an application;

receiving at least one or more privilege rights associated with one or more
device resources, wherein the privilege right indicates access to the associated device
resource; and

creating a permission list using the one or more privilege rights and a field
associated with each of the one or more device resources,

wherein, the permission list is associated with an application and is used to

evaluate whether the application may access the one or more device resources.

[c26] 26. The method of claim 5, wherein the modification detection technique

is created based on information from the application.



