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FIG. 1 is a schematic diagram illustrating the concept of DRM;
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signature, and a Schnorr digital signature. \Wen the
RSA digital signature is used, a sender encrypts a
megig aglesimatiic, i lsﬁheiﬁgltan srgaﬁtarek@[yd @B@hnoﬁ&ngﬁaltstgaature When the

t
GoRSURhEt TERRRRCy biedi o SELRLEE o A Mt RO per priyate key and
pr sondsl theleatrypted mrﬂ;szmge ahrasplbme the meipigtt dderigptsthweencrypted

S eﬁllggsra 1h ﬁﬁ% case %&&gm’&ﬂ Ghe %@ag@h{ls?%gﬂ %ﬁgﬁg&? 'By iR sender.

a sequerce o or character ran
properﬂainé@lesiﬂPﬁlfe it costs a lot to generate a

c 0”D'A€Fa%d6ﬁriﬂ1‘ﬁ[ﬁef‘ WRGuerke BS ﬁ&&ﬁ@erﬁ ap Ql%’ﬂidﬂéfﬁ"ﬁ@t‘h raf@¥n Pperties.
g h é\% P(%lrtablet St or age ice % g({?t abl e b
W&@ ALY 10 EERFTHR ACARP 6‘e’”saé MR RS dPapdpg number

a mapbvakatil e nenory such as a flash nenory which

dat a t read from and deleted from

and V\h% ﬁgg\rq&‘% co\r’#]eect ed to a device. Exanples of '
such Appertabild gogordegec ugdvin e raesensimmenttiomanilades meppryplatile

st hl%ﬁl%ry &QHE@QtﬂaEﬁ QI%HIOQ}C&I)HC?I% BSoan 6P vﬁﬁ{eﬂﬂit/% r@&pfrorg and deleted

tinedia card Her el ‘naf ter, a secure
exﬁP@l e viagh %ﬂd@rqoaa%edsmrd&g@e Beprles offsugh pertable storage
| sdévicecdie Bhit encdi2 @leaibry lstllcukstdo@ﬁpaagﬂashqcppm&ptxméarm%d

o iRttt Hom e ey UM T el by B5orable storage

coddviert s i ssuer 220. The encrypted content is content

pr ot %CI%‘. 1SIC£§C?181?\Qt %%?&OIHB (@i %I?ﬁe g({h%é&%tf%ﬁ%h%% secure

cont ent
ne@@btlnedmcaxz@( Rins a def| nition of a right to

cont & ﬁser Ql@ﬂéé 580 &Insobttzﬁn EH& ﬁtle@ Bénteﬁ%rﬁ 2 IebBhts i Qué®0. The
RO it sel exa ri he cont ent may

e
becrerylied ?fé’é‘?@t i W!E)Fﬂf egote&ﬁedt tht@ueg DRNaF R PGy ﬁ%eyerb?émt%content a
n URtgﬁhts Obje@l RYY AekiBe eﬂcrpﬂ)ta& bafknttis A&ded Nt R%@Wdeﬁmtlon of

ht .t

o Beh18 ot ESRa Byt shoiBetyc i i oo B iR, Afofimple of
ri @htnghbto th@vmtﬁtaynebfdoermpleybacb ]axmpi@rofdhﬁ/ccmtrmntsanay be the
sefih
cortafer e BICT GANEL R0 & piDback dur Y ARTX B of the

i stighfve the R@anaydic yinaxg o aef By @hemeorgpaa RQ containing a right to
d eaelé MAY B nidved to aﬂdwer ReVict £k Eedu?e MM@t&ﬁi R@r cohtdihi@Bt right to
cont ai ned in the RO eI et ed) k%
i sC%PdﬁP%Vd © ‘f%éedotf’uaﬁf’ Sﬁ %eﬁ%’i;? segue 3@%‘? W{“e&ﬁ ¢ RO'is moved, the
acorigaileRD sthirethe \naoveds terctiviied depyhe R@Q}sekﬁfiﬁ életed or a right
Ob&%tam&gm tﬂe R%ng '(11%{1@ e%g I‘fonﬁ‘ttvgli ﬁé\aeh ft (S ]!%6 iS¢ plﬁci,gﬁei (iri%gréarl RO may

uest a i roma ri
23b)e ua@d@mraawvatqdusgem cten affeathe copen t he user device

210 Af?&%bté%ﬁn% eﬁ@a/b%%ﬁéht M (el ViRe Zl@%ﬁ@f‘l%gFésE @Mights

he rlghts I SS user evi ce

t hebigdidR{p {om %Bﬁ]ﬂté Astgrs3Rdo ohleinReighida rlge Ween tﬂr?euser device 210
uskcigleythe RO a)lg@theiawlth RARES ﬁ:&pdﬂ%@ o6 the ridhidS &ucHE30, c& user

ot 2B P ah g Ebrbac SrEeh ot Paie 0} SEmub it ficigefdevice

may1(bmap traedertte RRGo aZlfs@r dl&woerﬁjiOdla@lﬁM af aonespomdingl emcrypted object

t hih?o&gﬁsaepor{agﬁ s%gée &%Ydec?hg&&tﬁ)% Jt&ra@ dgwééjﬁhy BYa secure MMC
260 having a DRM function. In this case, the user device 210 performs mutual au-
thentication with the secure MMC 260 and then moves the RO to the secure MMC
260. To play the encrypted content, the user device 210 requests a right to play from



thentication with the secure;MMC 260 and then noves
the ROto the secure MMC 260. To play the encrypted

W@ vse9s597 t he user device 210 requests a ri ght PEDKRREN/000724

[50]

[51]

[52]

[53]

from7 WD 2005/093597 PCT/ KR2005/ 000724 the secure
MMC 260 and receives the right to play, i.e., a
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MMC 400 can conmmunicate wth the device through a
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r amadwie #afibibe rgdnerminggr bwtbh@electcd Yot oplukayyy of randorn numbers
ge LR 9n.amdul e 450 is encrypted by the RSA nodul e

and then transmtted to the device through the
| nt erlhgAES mdulc 04 porformpsstyayactEe-kgk Ao 1pliqngisingghe generated

r a@s@gml ﬁéWMdSrelpﬁrtIchfhﬂ@nﬁlEMS RRdKeV60|BEr RS eftrypiUb@ncrypt a

th t
ol TR £ PR AR R ARG 2% o T 9 AR §tagjimportant
ThefEfationdutieg dGOmpeiciarmsitls ymtedrrdeeick ey aargeyplarypembodiment
LS LRECATAT b6 e BS5R0, Ko PRUERELE REFgfefnove o e
coRPehe &didrapsryipgan h@ystfamm@pleR@ld/@thw Sb’hén@égiﬁb andgestion such

angk HPS @AGE YRdn PLPBE usdgPor tant i nformati on durl ng
conmuni cation wi th another device. In an exenp
ﬁg@yThe secure

enmbodilkerptenigROrsipsags, medie 470 slarRsieasry PieA éo’été%té .aa%
| sMMEd0DeneRpis ARG ﬁchQlng td the AESV@CQ}fpﬁbh @sinR@unidiR key that

SyrEPT TR ol hifioes ANa AT Bl bl iy g move or
becapyatic Rp?tﬁ]otﬂ'dn dceioes dht bR@pﬁr@rdgm R dsihg tk3thigiedieg siccording
e UBL R e A AL K1 0% 10y
uNPFIEPIREYSIBhAPIiVEa ke tﬂa@ secasiMMC 90R @ng gayibg glscrypgd using a

deﬁﬁﬁliétkt%ybh taqﬁ%@agé Mt MT\khllﬁlénodé@edﬁ : gy.to nove or copy

0O er evi ce e encr |

t he WPMW&W%‘J&%‘P&? ﬁ’ infprmatiog ré%ﬁ‘ﬂg A %CEE e"lce Jthe DRM
en@geylpm(bselecﬁvgzlyqirocmsseenﬁnm.amonkloh«ameatlm el RO aadpfd@ides the
M\% g%éede 1ngor¥rpahgxg r(]ing% 9@ tﬁg n?erka%x n?{dﬁfqhégl OE \ngl}lcgl]?will be

usi ng
théessebaﬁledwmvmﬂorefmemperte&@s&layer [71] When recei vi ng

a regy %é&mf)ﬁ’ rthé PR q%éﬂt 290 Eéﬁg diaf @((ﬁ{b RPefoP8.3n detail, the DRM
devi ce, ect] vel ¥ processes
¥

.n%ﬁlhﬁ%@ @Hledsﬁ@raR Cplﬁhrtgrf@ amenélﬁlan W Riklg hepgmoved, such as an

pr Ié@lem%béﬂ I 1t NEdns @R tdddrdh a ddewt. CHle\&balebétﬁRont %nﬁca@a The
noaul e

o RbkSe e gy i F 35 RS ok it g ne RO
agsnmné@Bsareby cleangmggrartROldrdnfloematemonfebke ROn [id&tdaiidn, the DRM

t h%@ﬁ%ﬁ(}oﬂﬁ%ﬁ%mé&% ({fg)'hgélgeﬁ eﬁl%vﬁg a?l‘iﬁ%c%is%gy kgd'?llrf)spgrrlse toa

nnved suc
anregeedti st, transmitted froma deV| ce. The retrieved

RO i qle?%V@lee-ﬁﬁ@strating the format of an RO according to an exemplary

embodiment of the present invention.



renmoving of an RO may i ndicafse physically renoving the
RO or informng that the RO is unnecessary by

W@ b@ag»3sy7 particul ar informati on of the RO, | nPCT/KR2005/000724

[74]
[75]

[76]
[77]
[78]

[79]

[80]

[81]
[82]

[83]

[84]

[85]

[86]

[87]

[88]

addition, the DRM agent 420 has a function of
physi cal ly renoving an unnecessary RO in response to a
r equeRic.RQ mzludeh GveBionSicdd s@Mlag akdek ﬂéIUTSQDI a@ 4 f@mission field 530.

o S8 B STR0 R0 O RS R BBIP I e

PC‘[TéMﬁZO @BNADO Tidrmatd rE¢geediRO comehiutits e aoaswhptiorf ofedldch is
50@]3 %g%@%ﬁé Rb' ﬂgg g%g%si(gﬂqel@ 5BG Lok ﬂﬁ‘oﬁnlla%oq réggagding usage

ersi on contalins versi
i nfiskaphion gt afe nerDRIOK DY reght isvres veigsespect tOeth@l cgpent protected
comltr@uglm)pmlf ormation regardi ng content data, the

cons n of which.i RO .. The

per m ripalignelerse i taéﬁehgglg%fzg Vﬁhtb%]ﬁsclr’é’ﬁ‘é}‘wi%@l

usag eld' 1aftﬁ}maﬁbm didakea tan adeatifier usetl te idiehyfyahe RGht | ssuer

wWth, 'SIRFO?é‘lattl(())n ! I?Jged: 10,1 e(:“nrelt reoctoﬁ&:‘ﬁl.e &ile u;s 1 0t 31 gglﬁ dominated by

[76] eln Or mti'on St ore € asse
wi the Re2 amsl@carurbf@dnlrcsodmeadetntlﬁet @RI off dontﬁntfd@tarmftal IQRM content
| nﬂir&@i@fc@n identifier used to identify the RO [78]
"urd' 1nformation is used to identify the content the
us agemggntvgﬁf(gﬁlapgn wagtt}gdmbgnta@q@ée R hedwegen assets the usage

ungff Whidh iLEMINERd b9l e ROI8H cOMERInk nﬁﬁrrﬁmﬁﬁsgar&ag a Iﬁf‘enﬁasset If
content . fornma i.nfor

FRREE iAo RERbo B sy BRTh 5l de Hude gl ighis of

t hepmsamsetof whi ch is dom nated by the RO and
cont aﬂ( Al{l‘é ?Jf%e{tf?)ﬂ clgﬁgﬁ{s g tharg k%? 0@[1% uée%ﬁStencM)t the content,

i nher |
aswhich is @f@mdl te aa8 @@@tentrﬂmémptlgn 5y (QEI@htT@e Q‘EK B adey eatue used

as@%ecr)[pg Qﬂcryﬁ%@d’ VR 1o bOL QU R iCONMHRN i @ev@er}@éeyves the CEK
val'ue used to encry t the content, which

oy itecis MG, Tghtish e chBepbt i on key (CEK). The CEK

Ib s a TkﬁynfbﬁhalQ)M@Qd irt e @eﬁm@bn ﬁBEIYS)BDtvﬁﬂ b@cmtc&mied tirDdetail.
e US el v

dev CE
P gt (e ol e R T SR R %afwﬁﬁ%n fhe asset
i nfiddrf@0i on stored in the permssion field 530 will be

descrphgd, Siotill g %t S%'fhlt t%uge%ggtena Ige%&ﬁttédrﬁy%grﬁght%‘s Qf"sry?ﬁseof

ref erence val Pon stored
asEQ’,‘"fmSqunelP@uéfZ@ lay}, d3isplape Eppade oRring . énd BXpgHt t o use

cont eprhy'Res Rkhi B Qh@l/a tlb‘EM dBitdnt irﬁzﬁﬂzﬁfdlo/;riﬂ@@ ﬁ)rﬁ‘icat Accordingly, a

P E{DW §1Ige%g Hégf@g \fl an a%c‘@&i basgﬁ 89 q;i?)é Wét%xrpﬁﬁgt tp &ontent such as
di 50V Aypabislitleo nieot bé Elxpiétssaﬂlﬂi thé uudiemdeorfnﬁﬁat

Accog%elﬁa%;?er&ssmn 1}1]%9 r%1on PRV oo str o 7" s%%&%%ﬁ &Q}}ftraint is

base spec O con suc ]
gapmesent.he DBM Agent lgeansxprigy de Blayraccchrémwd ity specléied constraint. If

f oﬁ(gr%emf[eﬁ%ns-[ﬁ%t? hl%gpr&%ﬁm&smm ATH¢ g}aﬁﬂs QRAMmitdd b&\y% Ats.

constrail nt. a spe constrai nt resent,
DRM élalérﬁls@ma%@l%?m ighicatepa vﬂlghg/toaieﬁaé%YleR EQRlEH éhrough a visual
spesiidd. @\dDRpmgdhad@Hs not &llow@n §QLSE Bads€do® Dﬁ@ldy&hl@ﬁ ﬁesﬁé& to

BRI o S ek et DR T e o G B ual deviee
di splTay HRRMte patneisdion mdaagk aaighi touadecute DRM content such as JAVA
games and other application programs. The Print permission indicates a right to
generate a hard copy of DRM content such as jpeg images.
The Export permission indicates a right to send DRM contents and corresponding
ROs to a DRM system other than an open mobile alliance (OMA) DRM system or a



devi ce. A DRM agent does notycal | ow an access based on
Display with respect to content such as gif or jpeg

w0 pegesssthat cannot be di spl ayed t hrough the vPGIIER2005/000724

[89]
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[91]
[92]

[93]

[94]

[95]

[96]

device. [87] The Execute perm ssion indicates a right
to execute DRM content such as JAVA ganes and ot her
apéﬂﬂtﬁﬁbt&&d@h@@d’lﬁﬁ&um—rmﬁe Bikpdrt p@efishi&sm0a hiahelh 6ais@Sind The

ht t f DR t h
§ bRy SR TR Vo A b QRIS Hal teafité oy Hhien DR
r [ ghttertt can<$ gnBODRM heanbiefihs Eapait ponngsman divided 11?(69 movamode

%@/ SHE Qe b k0% QB TR Bl hlBRAE e Hhnmoter

sysprnottee RCoi daletsrifrase theraaurremhiaR M ysram p]ethmﬁ @ipde but is

mlﬁét défé‘{&l t@orﬁ@lﬁbsédr&'nﬂDRMBﬁsterﬁQﬂﬁkfc@pﬂnoa@ecl fies a
DRM m of a.content .pr.otectjon archltew eto

whi ¢ VeSS o AR divided e adesIchlo-serire r@(v&ﬂnfi a secure
peMMGSDQleﬂcS nibive] ldehke device-@-srowe NiMdl%moafn An&R @ apydevice is sent

&j) d se %}f t'hé ogignﬁ?l{ #%Sdﬁg{eo@ cviee i gﬁ}latg)dR Muﬁ}ﬁrt (?prgrations

Aot yste rom-t
c uane e)ﬁtfomd gy mlrerMM(étcnd@ecermdee but is not
del et’l_?_l% gdﬁgipghﬁﬁsﬁﬁ' i (ﬁoitde(PBM) §¥1§'$1@5ntd Ehchf%%m¥oﬂ§pﬂﬁi a secure

[ 89 ermssion 1s divid
deYiMe-tpwlexise e%y M@er%v@eé%ée%r%m%omvmﬂ% iy ge\dee is sent to

moy Secutd MIMIE, Bif vihKGIe: the M@ et iVion My @ng@m ROih rheeuewce is not

¢ hieeGviEs SBhurlrlot & reaPhs R o e MR TV ee cbpy.
per f dil@ed id mtableallsecuing cdddiaings giesn wahapammisdi@ldhownan FIG. 5.
C0py '191% &mlsctgalé@rfnf&m% (%ng %Hn?sg?o&%%&h&@ tﬁe?%oél@&ﬂﬁt?od%igital
deWIIE@It o-secure MMC copy, an ROin a device is sent

to & Beem@ndMint d@)@thak‘ﬂ bbdigvd Hl?eg@?%ﬁu@%d@p%&h@@thetdﬁ%ber of
ori.ginal RO in the device is not = deactivated. Simlar

opkPgt PlOREMABEN FYIIP 7B CRIn A HRMs2scat eoowmet PEMHAFFess to DRM
C Ofdhterlt Bsc]grditéatha& ths némbétfeinids Ioﬂpélrnahslm speoitit baiantasue of the

t h FlLG 92]. Th .
Loheem P AR B O g R oSS i PR Py pgositve
c omgagepthoRM aglingioainot pomtieaicess[t9 BJRM cGolgnt Meanwhile, a Time
Copgli %’oﬂgtraﬁg(fn& s3 o%ﬁﬁﬂ stubﬁgld aﬂ#l G 9fter Y@ HEd ﬁpﬂ)emfy the count of

SpeCI les t perm SsSion grve
c omrémswnAgmmdatg@ﬁtlteadegln@@tpep@ﬁlﬁaif timgeleliged bya gmvr

C Ont Q(‘Dai&’lnﬁ:rc%ﬁgtﬁdinttdl@@péd?ﬁes‘wm@ 1in®f oﬂth%&nﬁismn and optionally

ssion specified b f t he
co‘ﬁ‘§ Ut #ptartiigmpang;an; eé‘ﬁ lteanW ¢ YAt demgs SI?Q‘féﬁeéo%ﬁ?FSS 1s not
c opﬁtmtmdﬁefdnfe arpattical 4o Oisnet (bmzepartlélﬂagdﬂte When (bebh@gentis specified,

dogccessc%n ttp r1:'1111}tte GPEP % p&%c tu%g h%nt cll\l/Fa?laV\@ %Agmr(%aglg ifa

constriarnt Pinerdaés a e Subf
t i vadvne slUthe siattdtenois gpeatdritiant that crf@hmwndotem W@M@%h@oes not

gr?é}{,ﬁda SGOMHeahEVAYntdAg @ period of time defined by

a tiner (? A Datetine constraint 610 specifies a

ti e Inihe ﬂmt af e st ARk edoiteasn & Cofptsa SP1YTY Ynclaigkes year, MM
a &rdids nhdRM BID deAdteLdde, I T &RotddARTscritEnfbAbdtwbdedaté &nd time, and
sp cified, access i s not ljé)(ﬁrmtted before a

O FSIenPROBRMM SR EPRG FEPCIREY When the end
[ t emAsInsqpredicbhgrhint (20 cpasfidss duvatignefomnhichch rag}ttmefﬁectwe on

paf)k'l\ﬁ %Iﬁé t a{nﬁ%p&%ha?lty qﬁ{lﬁ&e% lﬁl s@z{n 1 é’%{‘n fnd 819({ 1?%11{1] g\k’lﬁ?n t ¢ start item

a value o emis
end speatigd, gommmpiige of D&@égomm ls petmrttcd éler@esaqurwdm élrne
DRMc6 212 8 lthe Interval constraint after a particular time on a particular date. When

the end item is specified, consumption of DRM content is permitted during a period of



[95] In the format of the stgyt and end itens, CC
denotes century, YY denotes year, MM denotes nonth,

wOodersspes date, T denotes a discrimnator bePGBER2005/000724

[97]

[98]

[99]

date and tinme, and hh:mm ss denotes hour: m nute:
second, respectively. [96] An Interval constraint 620
speeikkp&sfial wuthalnterval @nsiblinclhefarera @ificul & teifd @CA pmEcdar date.

o araing R ERMABEHIRE bt Pl Pl RER s BI3RR donlrP T ac-
c onsuwipteil simeospe&RM by atvelue of hegetenval tewbtrdint haglapsed. In the format
pe 1} zpﬁu&ftlofl HtBE §??§Mﬁ5l§‘ﬂl@[¥ ME?é rf&legx\éﬁl leC(i)[ﬂﬁ @s' tﬂé duration of

er a

t h% yeais) hOtrémth% 13 slaxs. flpélaurSe:é(ﬁ%%@s a9 Q@fsemdscont ent

| S peXiTAb&uesligidd cHsktrdinP 880 §skcffes %%ax%%%@is&%@@@ﬂe for which a

PCT/ KR2005/ 000724 t i Msgem fi eﬁ@é the | nterval

cofighlcan R PEEPTHIY op lﬁﬁ W fingrA a8t gopHpqtipermigpccess to

daDRM chaemiratiengl yccumulRM @ge sectiddynotalypesithe Aecwasliated
Cons ra:ﬁ?ﬂ&selnﬁs fter an ac- cumul ated tine specified

ueot’the Interval constraint has | apsed. In
t h e fAnr Individusdl consDaing 6#@ speicifman RRYYiOMISOMhOHBORYDG)ntent is
f Oﬁoﬁﬁaﬁpe{tefs to 8'39' tﬁ@hﬁﬁvﬁiﬂaﬁ CgHsrtlaa'iﬂt%BfO @f)emf?r’es%ﬁ@fn%hw 1 usmg a URI

nont hs, 15 day 10 hours, m nutes and secon

[ 99 thm%\eléwg&%@n%ngtard&m@ USIE IdgHdiey Fanéldﬁn%%'f‘J( Wﬁﬁbﬁhe

MeRISHH bf ihdRerdodpehiteh (@usd thg DR M 26nieet, REHMESt ddBs not permit
DRM contzl?ﬁDgﬁ I\t/l agent does not permt access to
DRVCESHP SN accunul ated tine specified by a

VaI ue\ BfstttheortmimmobaspatificsaidRMasystenharsa ¢aapse grot¢ciBh structure

VWCIY E%Wt ? g%{g‘h?s' (ﬁ)ﬁ%c@ 6291 SP&G {t%(? A %l’Sl(ﬂldlltéHt‘l ﬂﬂﬁéates version

| nml;fcvrrrdiuan ot B d PR M yysteguy tb@@fmtmt @sotm@nusrrdqttvred @aVID item
USindftafs Ql?llameQ)ff HBRMisinflbathe c&ﬁ@ﬁ’cﬁﬁibt@& ofy stﬂuEtu?e

device user's identity js . not identical with t

[100]§ genthilPy 7 Htustrptes %a%wtﬁé&l% Pl aqseuding @ melary

[101] $

coghbétiment SFd pi@sorit irdegsor) ot permt access to the

M 1 991 A t t 50 i f
v ST b P TR A i 0ard AR M0 au-
c othbemmteamth ather'y g¢rmn¢dnpssmnd®anhdnge esndomt renbess e gsnepation of a

t
le dL of ?&e get%s&ﬁ? ﬁatéye g{hl %éné%l?{a% ds?r% é)lf&n% nEPB'Mleréfb%&lﬁEﬂ during
i nwth%uﬂégu(al ﬁtaﬁﬁl of dessaiprag abpye amowed kirps félé}?@tt@ gtcommand

pr ﬁhﬁ@sttlhg AnSthéelvibeQo perlfdi@Pi cérldn oﬁerhﬁdd&&ﬁiﬂﬁ%&ﬁm@ﬁs below the
aut hen ?‘ff\tllfnef%égtcedure according to an e

enbEeh 6 LR BRRESy BrfdeR 0 Sreppigfhe. DPL0Nd or data
Autrivepbitehin @mexanlﬂarpre@ﬂmdummt iof thetpresencin dartioagthé Bvice 710

an%su%s 2 Sl for 1% ﬁll’éhentt gtn a%%ttﬁ%ge%ure 1\%“@52@ Per{(frglﬁ

genti nenéss’ ana: exc ers for gene
of operatyms sealedite yXGCAtestb@ sq>romak(é>Foa: ararhple ofbe é@:‘aceeﬂl 0 may send a

USEEmand Qféﬁ ATLA Hﬁ@ﬂ@x‘itw‘%ﬁ&@f&@&s@ W ih@geTlﬁ‘é‘ th@t72@a’fhé?{‘ the secure

In FIG_ 7, escrlptlons arrowe ines relate to

a VOMeRE serelfiestti g oy ot 98 Ccnefaice Eandenpripier piqythe device 710 in
Cefekpdriic QP@E ahth@ﬂu@ﬁan @8p6iisePlnl HOEch @kmmly%mbodlmem of the

o TS T B G B R A b B MO, Tfmas ssue
exeminands. Eohodinpin theokcdrh MMEICEEXNhay sondnhé anherttication response

aniyeffied bty USEHARAES o HERRED Hand It BHEOE AL FEIGER 710,
exPelatled deseripoonseh dhe @drenés@tml réocesih@ wighticsset fo1id hetgw.

[102] S€Nd R operation S10, the device 710 sends an authentication request to the secure

MMC 720. When requesting authentication, the device 710 sends a device public keyD



command such as an authentication response to the
secure MMC 720. Then, the secure MMC 720 sends a

W@ eoos093seat eM and an encrypted random nunber M RPGT/KR2005/000724

[103

[104

—_—

—_—

device 710 in response to the authentication
response. |In another exenplary enbodi nent of the
p r QﬁﬁahedufB/MIMC g00. HpteRaBple! dhe devd p@ohﬂk@y aﬁﬁl tbo8ent by sending a

0% Rendbn i R Seviee TITRCR porlbactt a?l@b@&@ﬁ?@le device

t ogmlheute vis signeheitb ardigifal sghaum @bk tdrefiemonypthedty and contains

rap QQ\H&&H‘E&%{ thEdEﬁgé E@bl% Ch 7S(::I§'((P on tl%e@i L:%grtlﬁcﬁe the secure

descri ptions PC& I On procedure w

seMMg r7t2ﬁ cpie ghientjcagzhe dweﬁp%lﬁaqnd&btam the defise @ebln%léey
710 gR0BPSaBoN §20, tﬁl@engebG@tMMC TEAUG Fles WhetRe th%%‘«'fc@ ceIMM@ate is

720.. Wen r Sstin auth e dev
seflid l&ﬂ}ﬁe%,?ﬁ‘g%feﬁ%ﬁ%ecq{@g fﬁﬁl)\/\%}%éﬁg’ﬂ @(%cate is reg1stered in

PCGhe KHMQQEe! Qﬁﬁr‘éZMM(onmglay e¢jedtehdiMthehZioatidnowitieardeliee 710. If the
t hge vice ce?t tlc% ebllé %t I 1stereﬁa§ tl?eeﬁ?ﬁ rﬁl% Qé/cu§e Wﬁg’%é obtains the

devi'ce cer ibCa Pssue evi ce
cedevide malic day ausitpothe dyvicTbatileme ce  certificate Dis
si gnegd o }%Ita{‘on"‘sﬂb Ghd é'cul%'l\qw ?‘Z@%&?era{t&ea I%S(‘iérh fnh&%&' Oth operation

aut hori and contalns devi c devi ce
pub#Q. ¢ %@W%ﬂ nuphgeds 6ﬂcrméd HepE &e %%Cﬁwbkfakféy pin gpegation S50,

S e&rUﬁtﬂherM&’Eﬁ&Q&slﬁﬂl@e Egk&ﬁﬁ?& 1sqﬁﬁ@nhaﬁb§@ﬁuﬁ% a?ﬂe&tmdcamn

obtain t C rati o
SotSPehie DL doNRE Yoty e SenRouNg et PpRERG SR EIMMC 720 0
cethtidevica?€0.Muring thahitbentzhtion @sperst pfacedire, the vaost MOMC 720

i ss'etnfigI 9:%%%{6 ]Ld{l\ﬁ% ff)glélgcggégc Ml\?'{}g%%gﬂd&eﬁqgfdogl hl?mft;‘%g 't(? Ih%r(ﬁglce 710. In

aumh@wmpi@w icoodinmant phée @é@ﬁﬁ@temvemon,l lﬂstt:weof tHe sgcgee MMC public

Cekéy fhealufe IQM@ cBRfrich@9 h%iy%e%@nt' t8 tl‘ié‘@evﬁ%lqlot Hlean%ﬁfck' Efemplary
MMVC 720 obt ai ns the device ﬁf{!@ usi ng

de‘?FPE%‘h@éF‘t(? fth%arteéenbmvepti@h} el %@%rﬁé\fl o @smsenfiﬁ@ digital

S eﬁgﬁzﬁuﬂ&"vﬁ;b ikQAcgrpalat@ser hvaRdneideyier raMlom himber and the
oper at \}\ﬁ C 8 t he random nunberM i's encrypted usi‘hg

t h&YE ﬁ‘ff PfaéehkeyD In operation S50, an

[105] aut hdnbperatioroho, elspdavie POoceaes ¢hd s;:cmerl\fIMGTmmbgfate and the

> SO an B N £ AL A RRORTSE NI I (K B i sccur
t oMMﬁ@ewéW@ﬁ gbtgns thespeige MM CabHe key ¢ and ebfaing dhroigdom

pr RERBUH By d%&‘?pﬁl@g:ﬂ'lé%n cd 26hdosERESbd SSEY IR cMVEe public key
ed random nunb¥r m't

lic Ke d encr
ﬁﬂ QTP é o Pt nthe gAviek Wt%@aii% o Y OpﬁFaé’é’é‘rﬁgo the
I nka@ddin Mmmben ik eady pikd tlklﬁg gecktwre MR (oputbilic Gxey k efhivteatter, an au-
@%n catio anoﬁ(lf roc%c;(ugggs ber o%g% ocPeFatloPtS%P \{}Here ¢ d%%c% 710 sends
i nkhe @ncraptedtramiogemunlaer lvmhe' s@unalyIMendoi linsanchxgmphtry embodiment
si gngt gfegelwlﬁ\%nhbﬁ t nﬁ&é&@e 771%%%&1@@ I4i eaﬁ E&%Eéﬂsre to the secure

encry om nu secu
ceMMg T2 teeeter pabthe encsyipdfandamswobes he devi ce 710

[106] I eceild @gexhh@l S 60 k1R ¥bkre QBN TACREE VY anb ActMBts the encrypted

RS TgttGE R itk s tetiet 0 Sese s Mg BB Sprovided
obwah gaidoen swoberezchiitep blylehch dbyVHeam dinobbathnise ddvice 710 and

B S e e

S7oumbdis rd@iﬂn@@ssmm gedibrinereaseang amwuwb @rth@tlcatuqm is
OPFERIIO M SBer whRR, even if one of the device 710 and the secure MMC 720 has

weak randomness, the other of them can supplement randomness.



random nunber is encrypted ugj ng the secure MMC public

keyM Thereafter, an au- thentication end procedure is
w@eekoised i n operation S90 where the devi ce 7ROI/E82@S/000724

the encrypted random nunber D to the secure MMC 720.

In an exenpl ary enbodi nent of the present invention,

[107]t he dﬁv)p@xau&ils(s M&)ﬁn& angdo,itheddlii@ 11l andlitgh&@dctifeaMPIC 023 that share
secu

>SS TR f RIS oL ENGLYPLEE LA . urine born
r ecfélhmem@rwlddmanmﬂtess ﬂb@eeﬂate)apﬂesmbn karaddrhashunp ey Bing the two
ra‘ﬁd%[gglldh{ber Qr?alg MihGEhAd 1%0 gllﬂﬁlsﬁ?(ﬂglﬁg b%dggom‘ﬁf)ﬁst

provi 0 m nu ner a
ot #leerithppis @erfeimag ap éQCPR pn@a@@\/%@emg rmﬁi@m nebass Qnce the

M\@sglgﬁ) k@}%rh%ﬂ%guﬁg Réy's a@é"@eﬂe@dﬁ&p m%kﬂméﬁu@ﬁ@ﬁn‘é&@teﬁ%@/mRM can

i et e iset 1 SRl D408 AP Rea R 10

[108] pos sithGes 1d mﬂ@w&leurt cyfmrm‘snoc@lvl@mmth arwdevioé 71 hecq@é¢s ormation
o t eé 9 egl? %4(\)% PRI %Md@% inf & %@p?a%%emgoﬁment of the

em can s ENBNt T andofmness.
ZOD)‘SﬁftI@BB@ﬁtl@CT/ KR2005/ 000724 [107] In operations S

[109] 110 gy tﬂ@&w&hﬂoq@?‘de‘é@ tlYelgf(ﬁ'HﬁuBllf' ?ergﬁﬁﬁﬁ’g fhe gp&ﬂ O from the

that share _each s _random nunb ener

sessPsMREy $2GautheadeRting bRIEYsN i deyias ol A an@fhetq%@ﬂrfs MM& 720 is

r aj%iﬂﬁ‘hﬁa r@s;sesau&mmnﬁf@geeatﬂ)@ S350 @M KXY, and dﬁ@lﬁéﬂdw:e 710 and
usi ngb/hg& random nun‘g( i\b an_al gorl t f d

ha C5Eeh | 'SHENTAYS BECHBECY ACTIITRIPEET a4 %WH H’r‘hper orme

[ sdmargfcmnmmgc&lmn)b@ﬁv@peheadlem a0 andehd seourcdViNENY20 and a hashing

? gghgl?%/gll?grlthﬁle@?ﬂ 8%2@%%19%?)% F&EQL‘@W& n?fro atlon

pePITOmd@é dropethasequre @Me%mwidleénd the secure MMC

720 1[1 %9&]&&511 §808 tHeSdewael?qM&ﬁ{eEts afe 1ﬁf0?ﬁ19ﬁ(9f91% atl?lYng the specified
devi ce i uires i nfornatiaon fgar I nNg

spBG% r@réahwvrﬁm % diteEe, imepersy ap R%leé ﬁmt%ﬁrgpf which is to
Sﬁb@abqﬁg?d thd ddhe 7Wﬁ§ﬁ§&1€la%ﬁt&ht Mor :[rﬂ@@]lDBWlwhh &hd hevice 710
evi ce I.NT or nre LN the. .

< s reb i B BRI R s AR Ol Al iptgmation
beteg/eteimgmduhﬂd%)@erré’sp@nalm te¢ the peeqtRO. MMC 720 i s

erf

B0 g ERHOGhOMe sk Rd et A RO i
gefRiingd by 1Bhesisiag agsRisyion ard @ aersyiint FamuH@hee &Gy Jihe parent RO
peaéfﬁfeﬁrﬁ Gerngidgibm Qn@@ﬂéﬁé&hﬁ@fdr (DRM%Y&ﬁﬂaddf‘tﬁe dﬁi‘ild RO ifA&its them.

a hashjn
f‘ﬁ‘? If;\ald;l?é 6?§%’ESHPnt %%ﬂm PHEES B¢ I??%F‘%}?Q HB?Sc‘}ﬂ‘ diggetly refer to
y\helte Itsententnmrf rbat reﬁdsrs 1y mmldﬁlcR(Dr%mﬁ heceseouhecddlnt 7s216brm1tted

; eacggs nég f erIILns 1%%1 rlr% Irtgﬁr)][?orngrte%argmgeﬂ% %héfdso% é)%gefnk ﬁg) ]IS%{M agent
f r omstders sengiran\wohe Eeﬂnlslemegranbngﬁl@@pteﬁs amd KOupee level
' n&ﬁ{s{fgﬁlts% RE piﬁ@htqhd' cﬁﬂ& ROsORs %cfgéﬂl'ltr gd tts h&uﬂ'ec\éh%&)port a sub-
may send a content or an fhen t
71@rlpﬂﬁ%b5515%§§mdem the ROID i ncI udes an 1D of the
[112] par entitdrétivelya el Ubd beah ROOhERifbARatioh@FNHKHG tab€ hdduttedBlay be
cor rﬁ%lg(?ndl ng to the parent RO [111] Here, the parent
he child RO are in a relationship in which one
[113] RO I dnfotk@btioregpebifying he RIQ inag ba sqe wiics sheodevared 18 requests the in-

¢ oﬂ)?ltll[;l&él{]ﬁl Jprepa'@oﬁ @%bb‘ of m§§)be Igﬁ tlﬂ%{@ml sﬂ%@wl instruction before the
device 710 requests the information. The special instruction will be described later
with reference to FIG. 11.

[110

—_

[111

[a—

[114] In response to the request by the device 710, the secure MMC 720 retrieves and



defines a perm ssion and a cgnstraint for DRM content
and the child ROinherits them The child ROrefers

W@ p00ske35ednt ent . However, the parent RO does nRET/KR2005/000724

[115

[116

—_—

—_

directly refer to the content itself but refers to
its child RO When access to the content is permtted
an@b@BSMnf&m}aﬁéme%Sﬂd@ﬁg amRord@ﬁupmdfngga (i dd@tchhED or the RO ID

ety & FPRGRE HRa e Reer oD SHT PHEPe TS BERsssseg fyformation

al tegwqolpgthb ®¢klo thcdﬂsd:aré]()rmg)pemtmtn&mr ent and child

t
Eor; A B{RRH B 'R i A3Ue B30 RUPARHoRs @M Biormation
of reaprdRE hABQ W.nwalwmiu@s sauciialonyaisg metydinesient in-

major@tion fé?kédaﬁgd b &EHO Iaﬁlfoﬁ% ﬁ?ﬁbf&&hoﬁﬁt%ﬁisﬁﬂélﬁ&dﬁﬁ tIRQRO. For
may be sen

when device 710 r s.the in-
f of YA ADS B Oﬁﬁé?cglflf‘&wa%% G138 NGl Cgl/ %&%s%ﬁ’ﬁonfeﬁ‘f S%Waﬁd by the
s pegltah hasrhstalua:ahdhomdge\iflmﬂeerttﬂitecondeew isceodilied,raad pesthission in-

th t|on The I nNstr Lon w kil be .
aclurBh TSR o S BER lordo Kb Ko s mppjnclude
r e€pnssed tcodetctwat ﬁeqruletsd coytentecase itlweder s, 7 10 mequsels dree in-
MVEorifidod Rl e ﬁ'ﬁ%%%f}"@h&ﬂ%@ 9P/ MMC 720 has a rlght to use

PCT/ KR2005 OOO processes | nformatlon regardi ng
ROhg @Pfﬂégt&ﬁ%w@%@ f §sqrgad gpidertify theyight HOF’&?S%Q@ bl>’[§he sccure MMC
reggived fromthe deV| ce 710 in operation 5310 and

o e RE R PR Do PSS Mobfe Fokiine o e
exaffigrharign mﬁanﬂngr&ntR(Mnatyhmclmteemnértung velata formattihe a data format
pr %@gﬁ&?by SQW%QRE 198 whE r&'ta{‘i%r&l'&t Eﬁ%r?e% b§ @é Xeeclu}‘e MMC 720

in orma iOn regard
folsrmt punportepbr dervcsige G0t he RO anong | nf or mat i on

[117]1 t empdengliwste @Osr}nﬁ}hgorfé@pom a PRI ontehRE afd BERISEdwo or

i nformati on may. i ncl ude an I D of content dom nat ed by
t hEOTG iy B#t Of PRTRESIAN VHPTRARAP kG IRGUdFEHBE niprgnation régarding the
CORDent is nodified, and perm ssion | n- formation.

11181 o os TR eREn RGP oatdn L B T BRiey S B HETS Bt yormation

coregamningyibe MEaItshettdbwl thedi@® Tldglees et intled¢ mCEK, the in-

fs gf::og?%ﬁ%es glg[ ﬁéeﬁgo b gncﬁﬁ)&a@ uéﬁﬁ% 'tlfeysgg@&{ llgb? %e'ilglglted thro(ljlgh the
byauth¢isptigimbptyecn e riwlf:@ﬂ thand, they peeuprodils 9@ Tyaliqyethe device

S]CG‘Z%(I{]@ dg%lﬂeﬁghetﬁe¥l@ mfcﬁmt%ﬂ@ﬁ t’t%"ar(ﬁﬁfg‘ﬂi@m ié rﬁ&ﬁﬂg&l MR tin-

0] e.presen ocessi n

i nfoSMAR I? oAy F@&#&%ﬁ 4 gl@ Ff(h rl%?h ?it‘? té E@ﬁ@eé?t?fi HEjng the
dah@hingrkenteendrhed shrdaghactht auiimiticasivp pad & &oovoy hishealgorithm, e.g.,

deghgq 710 when the data format supported by the
secure" MMC 720 is not supported by the device 710.

[119] [ 117]Thordeviee 7ht resoROgcsthy cwoent ekpsed posscssigaetRQuhepded to

[120]

COR Rl t@%ﬁ&ﬁﬁr@oﬁ{eﬁt thYM%h%rproégaﬁ%efgy Q&%nﬂ‘feg the information

pernlsS|on infornmation nma i nclu
i nfe8RidHRS B Rﬁé@t&#r&wﬁgt&%ﬁght keplay Adigylay. §x ey REfpORFYPOrt the
ngﬁéﬂtmn&fm o8 tRE SRR MIMIE §D0 h&ddrdifik RS @ic R that the secure

E b Goxsgr€ A ber the eias TAER 2D fnercries o Breghonding o a
doeguentdd peemdssion, the semm:as YNMET20snoryptshiee €EESisorg theyession key
9EnRl t?z{n%gutts Ia{ éﬁgﬂlptt&ieCEK to the device 710 to enable the device 710 to decrypt

the particular content that has been encrypted.

FIG. 9 is a flowchart of a protocol by which the device 710 acquires information

regarding all available ROs from the secure MMC 720 in an exemplary embodiment of



authenticati on between the dgvice 710 and the secure
MMC 720. To allow the device 710 to determ ne whether

W@ b@s/09F50T mat i on regardi ng the RO is nodified, PETTERR2095/000724
formati on may include a hash value. The hash val ue may
be generated using the hashing key generated through
them sbernhvagibhon and a known hash algorlthn1 e.g.

1211 51 o st OpledBEeP 310 B deRIRAAOET  Imele M 720 0 tren

pacdrisomk atoraiortnemt ot fortbergéx partpr copdtheeohent magoiher dayice

th ing the RO and requests a right
%mkﬂﬂﬁigﬁhé?§HUﬁ§§§g%teh@prlnt or export the
O

[122] par t |Ecetﬁq>ra ithe Cé‘n7thff¢W‘tS saRinacsming2y axadaeiRAy from the
t Osetchl% NRORC D@ taut R Bt SRi6H betw MYkhe /B 1de 073 6 Q88 & se VB IMMC 720 is

e ecure MVC 720 ssesses. an po t
d HEPTRLES ‘E)% hepegaliogy §%%% ﬁ%??‘fgg%ﬂ ‘ferYéce 710 and
CEiﬁe weduig MNME R03ehantek @ gessiimndkel Ifansihipsion Aed ey ptjpinead a
CE1}1<aS§u tkl’ée device 710 to enable the device 710 to
decry r@ the particul ar content that has been
[123] encr ﬁs@eﬂﬂesﬁ oPOInt¢Ht & bOconsumed,| thevddraee 7 1df requastsanimemhtion
by g@ﬂd‘&% aﬁf'z?vaﬂ?lylb ‘R@sgfil&n @?eoéé%:ﬁl‘éMMﬁ @fdrﬂtdlpgﬁtlon SSOO Then the

reg romthe secu

nseék@ri’ﬂg/gsy %%eﬁéﬂ@V%ﬂfabh:?ROW@éclsqrel@@eéProcesses information

PGblg BEMAR 63&atibhSs Y £Rl6Bhds tAY BRIcERBd irfdriddtiof tdl8RIdevice in
of the %\%j;)e 710 can identify ROs stored in the
seRfFd! 20 to then consune stored content or to

[124] t hen Iexpoxrdmplarycphodithent @b dtegntsehoinaadidnethepeadeseed information

aCﬁ]Bfu%%S&%ahBS Llfgqﬁﬂ{l# Sl S\%ﬂRﬁﬁ Réslﬁg%d%? s chE‘ RIMC 720. For

aveianygi, éhq%i@@cqfsrs‘@hqurelatlge ewenqwt@ andy ofaaalph&(ﬂ iag dPjod gontent

be@ldiﬁﬁlﬁteh |"ﬂ)§ eg@ﬁ/ RECar{d@e %ﬂﬂlb%p@f QAU HDMMewtelr, ik processed in-
per f or ned eration_S400. In operations 5410

m%mma%%ﬂ%oeéfno melude ¢l vsed taﬁacrYPfrFéw%&ﬁ@nmtbwese the
geg@ﬁ@t E@ Iﬁqﬁ@ﬁ;ﬁh@iﬁf&?zagﬁﬁ regeftﬁg%/melamfvaﬂabl@la@@ y@tdegﬁfy rights to
n asnl n ey. ess 0O content to e
o P e e s MY TR0 < 7ot o o
[125]r egarInI ianqhai dxcomphiry alnbediR@st éfrtberptehent smeutien, M pro2ésing of the
ava| P g%gpdﬁa% B atvgl?ablec’ Rey rrﬁa/'\(gg Zggoﬂvgﬂfng%v(ﬁ& format into

ored there rocess
i n$ é?tﬁé‘i’ﬁff@ﬁ suppegad a}/ Hy dewemﬂlﬂ “6}% rﬂéﬁ f%@ﬁbswmﬂed by the

segb@ﬁretMM@vme&ﬁ)eﬁl ft@(ﬂB’ﬁEHeQﬁ:vfc@ 7ibe device in
oper In an ex enbodi nent of

on, S 2 12
1261 he. ohbSBHED R TSH i (e 355ske BRGSO Gyt in number.
I N andes miphdr embbdiatent eae grasgntanvendv@iv iadnl teolsnore available

St RO %re' snorte(ti] e cguef‘e MﬁC?%% emg)éat%sem?%})dugﬂ%gorﬁa%g 1nforrnat10n

processed I'n 'O et i on nmay
| Dregfirdgignthe ROs rd@nbmlamk@d t@y Sma@hhSR@d bt thexd ﬁ@uh@ewmzﬁfﬂo at
cogtEfhe! Ds. However, the processed in- formation does
not mc?ude a CEK used to decrypt encrypt ed content

[127] pecau¥errersivigeificdefomaignggeading alliwailiieoRRt thedevice 710 can

r egahghicnBe RO b@lrbmavaldna@deesaRpﬁgm@ pudenkink YeédedHghtd, @nd move
cont ent. slbtgosse Yf% the secure MMC 720. [125] In
anttel'e 3}‘\; &Hbodi ment of the present invention,

[128] t he pgnao es&hpigryofmlidtﬂﬁnent of the present invention, since the information
regarding all available ROs transmitted to the device 710 does not include a CEK, the
information does not need to be encrypted using the session key generated through the
authentication between the device 710 and the secure MMC 720. To allow the device

710 to determine whether the information regarding the RO is modified, the in-



i nformation regarding the al{g avail abl e RCs may

i ncl ude converting a data format into a data format
waappsov3sed by the device 710 when the data f orPEI/KR2005/000724

supported by the secure MMC 720 is not supported by

the device 710. [126] Al available ROs stored in the

S efdﬂﬁl@tl(ﬂﬂ\@azrb Z&(Ijlﬂﬁ}a }?@h ?fﬁ\l?%.ol‘hefﬁhﬁle valle ﬁizlmbte lgenerht@d @King the
enbodi nen e.pres i nventio en.
DBy SRR I e tuPRERR) by RS Raifidinm c..
MWEHA20, tenplates individually containing infornation
r egargpn : .
11201 PROTAGH o KNSt alRY adfolotd] (BErchyie i) ?Pffi%’] B fle device
Af T K} freadg $ACHE MNEC 749 by anegXcomwlary ggqbgqhﬁg:ngq) the present invention.
[130] avai Ipdpbe tRQFovide 8 0d6yiceR tﬂe]-&cﬁléhMM@m%D@) ﬂaﬁhng@ d¥fied RO, au-
ves unnecessary, ri r chasi ri
an@o%‘%‘on Bipech ﬁﬁ“rﬂeg 1‘%2 QF}B{E rSCHEGi sz?)zg})erﬁ mcfﬂ n
exepmdltafnyS(ﬁ)@bbﬁbpmnionQSé IO‘Iﬁl(m@Qemchldﬁ venddvine,7 19iand éhe secure
t hﬁ/lMe 7?{) gg}le%rgt% %ses %quen oirie%llcra/ Ylgn aI? decr RQS fog é)erfo% during

transm evic es not 1 nclu
t heominnfigatia bavweahdbe dendee NEkandtbe besueneM/(p 7@ and i hgshing key

ﬁn%%ﬁhﬁ’g alggﬁthgf?ﬁ]ﬁ{ n%ficltésh{l WHHﬁ%ln'\%ﬁaﬁéﬁih%ht‘?&h is
t e 720. To

betmeen evice /10 and e secure
al Medificle device 710 to deterni ne whet her the

[131]1 nf ormeaklh @it foagabdé g s &bfﬁ&kosmmﬁwfcb 9490 nflEkrdw W8ether the

WO 2005/ 05/ 000724 f ti
RO R U N ke Mo e o x sy o B i g 46, in

t heperdtaskiSAQ0 KeyugdeTidy, dteeldvich 7ol gtyuites irdotneiohircgirdiog the
an - S |- 9 FIG
S SIR SR RPN ey ¥l 6,
[132] specilfoperatign SR, thedeyice 719 @nénypimanAl of éla,fuRg tvherapgyed and a

| NgRR sEpRARE é’Ju)ﬁte‘%E@@@j ﬂﬁi&'étn?g a ¥r9&nﬁ£§&?§bﬁuéﬂb¥@m}ie‘mﬂent
[130] Before the device requests secure

720r0fQ5 O} BiRg, B sessppidioy it aeqﬁeft r%mow @ﬁthecPaQ i B Dt Rederplue
t hiacetaving vhéddeaddomhrng packeeisMasMRRdits dpestfvatiomas aicommand

¢ PRl Pt il (RRE B DE i PO RREpu ARG thorsed
seswadom dueyg fransn@psory fb bpera@erdS BEX inyyespanse etht oerquest to remove
SLID, A SR 5 ELIRE e €6 A0
al dorsa A% ltsmtth@ éfﬁélpatkéx apgd m%s thedi@ a@nrmowhég Hethe RO ID.
[133]1 nf Oqﬁﬁﬁétﬁ& dxem Rg[@ﬁ bmb&@mehddlhe Eﬁtsérﬁ ‘ilt%ﬁﬁoﬁ Qhd @VREE7 10 may
;B§€§Q§ Iﬁ%g %&Iingliesl{ls%’ v g&}(); IrrlTHetaﬂ tﬂe device e& fbegren%rha?es and
exesirgne elimaf R(Xi[lSﬁ emicieand it e pe@itdd letl Rian rieceiving the list, the
Op§ calte 1\@[\]/1% %(9 86 rtg Hl%ﬁﬁZandSre@é)v?sdﬁé &%r{ség%(ﬁﬁg Fo the ié) IDs in

ormati on regar
usfhadist iierg raopp@natlom bf mstowalgs?dplumhﬁd @ R@s is[neadid. | n

[134] g{g er gh 'sé?l‘i‘ anAG: exEﬁﬁgﬂj)eé’ﬂlﬁgdlzﬂ:Qt SNRE g&géﬁ meh&lpfms&egaa of

renmpved send seguence counter

i nmrtsatlitwg ag Ibrod e RQ & baregoyed ﬁ@@dlpﬁn% PencRfy ﬁ%h@ rémoved may be
pr St Q6@ trankshingt. tHige ?aﬁ%‘@bﬁﬂoﬂf BYwhieh fieodéesic Mmo:om re@feves an RO

oA RaR T P fEAD AL BEROTREDharerdtions S700

c otimaupdl S7R8dketcqtirmgsSnfotrhaibrf regardingeh@ RO t@red iDthe secure MMC

! 0830 ffl{lst{]&w& Hll‘ii'l'@t ?8 a@oﬁ%nﬁ%gﬁlﬂg %{fcznetﬂough the device 710 does not
know the information regarding the RO stored in the secure MMC 720, the device 710
can send a request to remove an RO not having a Copy or Execute right to the secure

MMC 720. The conditions may relate to a right such as Read, Copy, Move, Output, or



i nvader during transm ssion.qgd n operation S740, in

response to the request to renove the RO the secure
WORMsA2BIHecrypts the encrypted RO I D transm t PEHKR2@Fi000724

the device 710 using the session key and renoves the

RO corresponding to the RO ID. [133] In another

gxgmha:r? Slrlae oot s haybe foh e:nmfxeﬁgem RONH&dok 9 Rot Hah@ aright to use

evi c sen

el gt Ryl iR O o Binglin P50 ofRirsr ity ot existn the

en¢¢w<prt’$10a>rlthfssecmfe M 720. el condifienms drs ebdrgpted end/ framschitted to

[ RV :

e e e R R e M P SR Sl s g e

R@qrﬁsuqnﬁanqirﬁénwegtt Here, an operation of renpving a

[135] Pl ur Elidrﬁd(/ufg of FER O tndYasdigste rdSdhg R KO iffom @H@l&eﬁnd also indicate
exegﬁ?aréﬁﬁ{g)odl ment of t hetHg sent n ti onfbl nsEjl
XN ?%@m@r\’alP B0y RRVA o) =i gt beuse
c orvghidvirgnst adfR@ 1 RFormedén & wmreelvﬂ\myt dery qtiecsaniine for removing

BB B e, AR LA PPN BB Ry may e
r eclanged and then, pabdebicn sds@r@g‘r spang lirythe sparaMMags Bralficient, un-
t hﬁ&%@ﬂrﬂé%&%e RERWELITR %tHeP t&%f(fga%ﬁ RO h&YBE Q[bfég 15 Q‘foortlon

RO st or in tthe secure [ustrated I n
10WhetE aéblﬁlp‘%ﬁﬁ’éﬂarbbg@ah?é@e@v%ﬁre@hough t he device 710

[136] doef A&brdn@?%teh@m%lﬁfﬁﬂ?lﬁidnﬁ@ntﬁ @g%%g@nttlheenﬁ@n SieRioRThg
In secur evi ce
r e’d‘ﬁg’gf‘ ﬁg 4 %Ofacf‘i’%tgléfteﬂﬂ’é’éﬂ%§ Eff?moé} P%%@i%ﬁtgrage device

right(2be ntdulﬁ)daﬁfmhn@mg\/pﬁtl@ﬂ@t infdrsmatiomdf 41 ROs fareyample, the 'id' of

2458 DS PSS B R B LR st nd

c othgieafteremeningibe ROY Andipwankedaas URGEacksiry doesphadely climinated
hapgma deb@RIMAR Whéh stBASE SpdeP iGinGHTIERAL ort K a‘ﬁrexté?ﬁal request for
renmovi ng an RO for content that does not exist in
delFMQYIngig reseiviele secure MMC 720. The conditi ons are

[137] e n cr )HIGSdl Bﬂﬁoﬁgﬁlalﬁslﬂhitfa&deiaﬁlplésﬁ féﬁﬁﬂ% dNIs o, instruction

the s eve atisfyin .

¢ nERapitty BREHLSupl T SRR Ehich B Red Pamagiiis (el in-
RO omaytiometige@ine coarmmv flesgred g aREe: to arscaurd MMCendindpratol il-

I ngli -

N i A A L
[138] s péiq‘r@rth%alstirwt@ns@SETeCM%@ lasgely gompeyigd i a hepds field and

f Oﬂatﬁ ﬁ@l@l"('l NQD), BAChAAUOCESS cHgtaink ﬂﬁoﬂMmhﬁ@érﬁ@_ﬁﬁg an instruction and

&‘gr o nfgql%cqri@%glr ?}’}lliﬂ%&ﬂréegdg{l &%éngﬂlggén IAK PEl) ZQZO) field in the

s ehesder dUChasa valae fidicatieg the ibftructies GES”aC@ H@m Thfield in the

r e(rin%v ?gld (\AEZQBHS § [agvﬁ)eléj Ravifd'a B%F\y%ﬂ.ﬁe 198165'6 mSPraalon

unnheces
[ 1SBT @@cINEﬁ) Ay y figlghinethe ﬁpﬂaaﬁejd leastﬁo@llwelndlsat@fg 4 leagthof a V-
Pr S8 tﬁeraéqﬁél@ Nrhd CIRYd 8 a \»ams' 39€Bnlehd 113t TRNGR IO hay have a
conp ete y e mnatlng an RO froma portable storage
deVdeeof amiy a met hod of changi ng particul ar

[139] 1 nf omﬁtmmwﬁn 8RTRD fNIFO SP r@nsnhifier cdnent @D to b B&ure MMC,
shown i n

" Akt R el B P RS O s By lges im its T, L

r e/ Vfgpldshé dR@us ¥wordRO timow pat ragpousin@d é@)siaclydéssinformation on a

COMRLPhER B leqd O T MG SH0E 88 e by
ace IS | nsu an eXterna reque

r embln@thnsofrsé’té e W7 indirptinyg @8, of {sucedspipligreceson of the in-

|1 HREBART S Pl es Webnd PAARER: 8f (haV-1ifat rdfdrhCithentication

|nstruct|on . . . . .
needed’, 'authentication needed', 'verification failure', and 'number of attempts’, as



paranmeters, and an output regponse which are used when

a device transmts in- formation regardi ng content
wele®sessoby a user to a secure MMC in the protPCDKR2005/000724

lustrated in FIG 8 in an exenpl ary enbodi nent of the

present invention. [138] Here, the instruction is

SEh&Q ihNWFG. 1 :rgel y conposed of a header field and

1401 {0t S RHbS] B oo i S s R S Pt igayigstruction

f i pdradmciors, andan outparrogiongmwhiel areohspg wthiae aidasite sauessninformation
hiralet rol Bl loR o <G Thon! Rt M B forccot i1
t hblstr%ta@ : HCe Bdn @n eraRplpgy embasmentef therpiosentingentiny.

[141)val u GHdr@ dh@ﬁltstrﬁkglohhﬁ GETS ROUENFON 20861d 52 d Sr@ar Amat to the in-
L-field E eg ﬂ&és field has a value indicating a
Ieﬁﬂ?ﬂo%ﬁ - dinthe data field. The V-field

[142] has &\ Palfiekl iafa mamﬁtemmum hafheyaltefindibglingayie hawrection

Vabﬁ% ﬁb Neot he 1nst[rt:1|' %%11 (%Té’f 5 SINF@}eI Sgstsstﬁﬁ/ﬁec%e Mé% to

S|nply fransm{s a con 0 a se ure
t heasfrat igforamtion tqgatdlm&@pﬁﬂwn@mdyngtto comfent specified by the in-

:AnsStI'LfCHSﬁ 'SE'T b@)s Iﬁpﬂvﬁld%ﬁérefd?e 'at(ﬁltaTﬁeld 5122@3 ﬂlc\l{l(feﬂ‘ﬁll 91% ‘instruction

tus word e out put response i ncl udes
|nGEFnB£LéMF@ﬁwanow@§@1t of executing the instruction

[143] SET_G@Rah Biut fEBlﬁbrﬁé atlzms a\@afachdl@ lrﬁmgﬁﬁ@%@wn @egarding the RO, and
conbl nation. lnd catin

” ot Qb arcif idsuadiA oot 8 SeRuiibE Sl e PR QI T-ickd

t agy' the dawm dielyl ipananttld rhavnng tahag Vald middating gesspomsk to the instruction

a“b%%”fx/l(?‘?ﬁ' RO, AH‘ieﬁglﬂ has a @&'ﬂu@ %ﬂfééa%ﬂ% P?&@?S@f@ field. The V-field

veri fication
20has\m Qmmt@b%womﬂ’mmw@mgardmdm RDnOfFChGV field may be

15, cdhBiBhiidd S8nfotRatibt R GhdrintLdh ot @ REIRI £RasBivalue

formats of _an instruction, instruction Egraneters
anthdicAUBEIBENCT B8 Y ATRANRITE#ITdNE PREREIOM EN e RiBvs Biodified. The

r eﬁﬂﬂ@ﬁtaﬁoh Eﬁg@fdiﬂg p&thissicgRF RO anll BOdewtibes podudiingith @eference
:ﬁgg? foma %fcure MMC in the protocol il-
éé ]#F 8 in an exenpl ary enbodi ment of the
[144] pr es ehstaius\mmdl isarxpresdeily Hamehindttoa of 153¥ t et 5842 indicating one of
CE, F o] o -
ot i AR oF R B8R Ra gty b SlrohEpirdiglelin the v
f i Beld’, (2epora) auzentigatipg) ngedgds @nd suthegtieationingededyct i on
[145] GET I%(R}l NFQusithe ah eﬁzhﬁ gl a1t fofalat RO iR tTRGHEFH: LARO
% f1m‘or tion r %ardlﬂl%ﬁp/lcgio
‘ﬂ?g{\?{g ﬁ%“? HRIOEBAGTY PEY 19K Wifesee
st NuetratedinSHG. €0 | NFO, and therefore, a data fleld
(122 th y T
[146] val ugl)sh ﬁ[‘q Hﬁ?%?atlon funds éﬁéhécgegéaacfE hl‘be%atl I gr et:?t&mg an
i nBQ@éS)ermfsapmfpnmthQf@r td,iﬁ rl?g) tSueh R@2 foumeht lsare&u‘@ﬂm@ as a current

GEﬁr&ﬂﬁH&{é&ﬁu@fdiﬁg&’(@Pg@S @@&%BJ&%B & a' (‘EEK Eél&échfa@d from the
ROINFO, AT data field is

f | RTHIFRIRN IREPraation A/affrméssmoﬁt%% f%@afaspra@@s%ﬁ% @/ptﬂw Ppgmission

I n@ﬁﬁ@k@d @R an ﬁ@Tad&méangQO{/xﬁahdmfe balithg h%§$® ‘lilrgilrﬂ&emplary

I Ndl en 0 a. V- | e S
erpOp st hEPGen fyeRisn. nhRSS et dies bBirimilas e CPsF s
RQrafsntitted, Vadréte] rddusryz Mecessalgnivelmahd betwoén a dévacaatd osecure
regaiei ng permssion for the RO and a hash val ue

i ndi cating whether the information regarding
[147] per niRes¢rong toFlGhe | pgough Addi CPEH. accmgmg to an exemplary embodiment

of the present invention includes a content ID field 1310, 1410, or 1510, a message

1n the protocol

digest index+message digest value field 1330, 1430, or 1530, and a permission in-



information regarding perm ssion for the ROw || be

described in detail with reference FIGS. 21 through
WQ@33005/093%47 A status word is expressed by a conPCTIERR2@E/000724

of SW1 and SW2 indicating one of 'successful

execution of the instructi on' , unknown tag', 'wong

pafoaetied field 18he M40fdrel5dd, ' general authentication

1431 1205 S BYRENY Gt o pe LA 4Bl L B he particutar

r egandtit tigut aan ROusc(l tver b R4Y tseet. referred to as RO

191! OIS Ak B SECHEE O 0 P kL0

f upgssaendigrsty alugds sl éor iplgsiity Nrofetiorseli teansiispion data. The message
I d@@éstfvmue GnAbe Rebard déﬁlrgrﬂ Iﬁifbhﬁl{bdl HaEIP IFBf e (f O SHA®).

uch data for t s r urrent,
L1501 per m§ éﬂecﬁ?r@fséltoﬂé CHPHERD fgf‘é;éé‘? 1ﬂ\§0 ég?“? (REEMisEjgY &nformation
CHEpossassakby thd®RD igem t he  permi ssion i nfornmati on A
[151] per m'lsh%lcgnteﬁ{ & auéP$ %{z{?tvalsyp v%%lt lﬂO LY RRS %einll%or(]iiments of

perm'ssion reques of “an pasic in

r e@lalpmsng lnh@tm types erR@saarmdi\adqd lnwﬁmdlrahﬁﬁlt typés, el RO types,
eﬂtrﬁ@ 'e @f‘ uﬁga'ui% a'g%heﬁl REC ’Tg% 2t ih @Sy 5 bR RO.

but a CPSF | tted, ereby reduci ng

unﬁéﬁ@s@@%‘e%@mfﬁ@dﬁobetv\een a device and a secure

[152] MMC. Giehdral RR&faes ROR @hatt @a¥d f8clibnt B l;ig;hb%&ptmﬁnﬁaaf:(or a sub-
accor

t. nbodi
R Riip i M S R O hoigle el Pipt A1t 3L G2 T tnanagement
15VIAaDRdBs@derights gaatssiondenguaps Stlgle). di gest val ue

159 el A0 Sind B0 PRIkl P 2

14881 regy hesdigided iMgFhilhROn@nd pareeROs.A £hiéd ROzigalodes a CEK that

1440, i t&-@s%%nc@p%@%ﬁ&ht |A%efr91{t R(§I aliddey ! h?grnrﬁﬁl@)ﬁ fitthahd a
content. that. can be used vja RO is se

t hePNTEIELIPE i RFEDESSioR s Qé%ege@@@ﬂa Phehitd Rgp a%d P%r@iltcROS are
?-33&&13&&@ ,th©oOMABRMaE2. (TTE%EHH& dbtgR I tth%ME\ DER_Il}ﬁ €4n be obtained
or, .l nt r Io lon o transm ssi on at a e
%tglét j‘g‘?ﬂ g(}é‘)gﬁmgg'%l?jsll% Ii% generated using a
[154] publ |F§Ge@|1 Hastrated gstridiirmof e GPSF dBlAthera] ROGkcordinghe an
peé %@bﬁpﬁ{éﬁ%f #d p‘}és%htqn&e%%g b1440 or 1540,

or mat possesse y the ROis set.
[155]] 151]Th¢r€8’Sch¢ftaegwle@i RQ wpsmchiy ay least ope pRmaistigpEiermation field

R01340n WX TREIBd% sﬁ?ﬁ&gé RPpSHiAH 134 hanME sRrRk fleld 1342, an asset
i.0 es of ROs are in ner al
tyi06k B 13 e inston indiic f o oGOt ild 1345,

| ndt&zﬁﬁ&stmng@ﬁ&hﬂhoﬁiﬂeld%ﬂéz i ndicates a child RO
Type C ar en

(1561 {hoe T eRF 18 ASNGS i ng T A Y B« TRt e R mabie 1
suﬁwV@GVPQStqf(RlOSbu& ness nodel ) descri bed in open

[157] nmobi | e alliance digital rights nanagenent (OVA DRV
v2.0 rights expression | anguage (REL). [153] RGs
corresponding to tﬁ&ﬁqbscrl pti on nodel described in

the_ QVA DRM v2.0 may be divided into child RGCs

and Type eNRORCs | 1ddntifitdtidn Rdotagiondgsy®)CEK that is a
right—to use epcrypted content A parent RO includes a

pell HeagisbRO) t efP¥ild a
Child RO 0x02

Parent RO 0x03

[158] The RO index field 1342 and the asset index field 1343 include an internal RO ID



constraint for the permssiopitem Qher details of
child ROs and parent ROs are described in the OVA DRM
WO 2008/09607 The details of the OVA DRM can be obCEHKR2@S/000724

at http://ww. opennobilealliance.org/. [154] FIG 21
illustrates a structure of a CPSF of a general RO
acel i ingri0 ag@ﬁt B Xedpet@reyy m@@bur@MM@fTﬁénatemﬁeamtD and the
|nv nti.on. ncl u

el @Sy ﬁ@aﬁyrheggﬁpsmeﬂ# bR R Ping 0 FBYng M8 gL prored i

[ nthletsdrase BMM€ields: a type field 1341, an RO i ndex

[159] fiel q’h%: ﬁgw?@g&ﬁﬁ?tﬁeld @f)incglh(?ésqdéln%Q%atlcﬂl Elﬁfer{ﬂgﬁqlggg identifying

i ndex constrarnts i .
andtypcobpemniasion. Thafesef pPemissiesl kive daen dgseslgyd Witk reference to
typr;.f9. el d 1341 includes information for identifying a

type . Qf the RO. Table 1. shows. types. of :
[160] t3p npg%gr— ?C%rﬁﬂégrﬁlell‘i i gzgﬁnﬁﬁﬁfzsn% PH‘E‘R%IFO‘?#C(’TS%?
GeflﬁmahorRﬁlﬂGS( 034 Cliiattdc dr@rlixOid forRaKien IflelaCl 36031 des &) constramt

eX flélr&dl%)& (F ca‘ii é@\?}fe%)r}dzazctomgﬁg 5 e %gtéa}ntl f?el((ii 1%‘4% %dlcatmg

tde an i nternal
PCIhb Kreoosioodaytraint Tha types of perstramgsetave been described wit
relsb@&gﬁde\{g 5. 6N a secure MMC. The internal RO ID and
I nt erna asset 1D may be respectlvely used to

[161] ] dentﬁlﬁy%g ushategon stistuge oh 3 $ESFaf @rebild R ageneding o angexemplary
M\Agfnb(ﬁ(ﬁﬁlgiht &hﬁep@gdﬂtwefm)ﬂ ndex field 1344 incl udes
|dent flca |on | i denti n

1621 per miieseay Sy e Pouerhiabiafiuienfoniap e ST fctudes o
desnglelpeﬂnM1bﬂn1nfaﬁ1mtlencffeldo FIG 5. [160] The

[163] Y mo e\ya'll?efs r&%Q&Ne tt ¥ tfhe %hlqtea‘tﬁﬁs%élﬁ i ég(g SI‘?C]E{hQ ‘f‘n&éﬁﬁ% %'igest

of cons r mati on
c omdex-anensagerdigeshrralbo fickdj 1¢B3@ hagualsen desanidbed above.

[164] Constﬂﬁlp@hmsélegﬁifoﬁﬁe&ioﬁ fﬂe%f%zmﬁblﬁaés' éilgﬁéldE ?p@ﬁelﬁ 1441, a
constraint _and a constrai nt field 1348 i ndi ca

he
c OMTEHR QDRI Biro it ghild Rdssigraa opm reswecriasios (URL) field
hay#i3been described wit reference to FIG 6. [161]

[165 FlG 6'[512 rtlg!?el éeﬁ{l (])gélﬁmg g%rdgﬁv%cagl% b[Ha rr%%l(on gf)r kdﬁ%tlé]/mg a type of the
pr thﬁsl pbjeotveadthapa valud 6210xG ' ntlee anént REMED dield BH4ROndades iden-
b [ I :
S ?%H?a‘?%g ét%{rﬁlg%?%n'nfglf‘ n ﬁtl 9{%[ ae]%fr?nttr{égnts(%%?%cé]ﬂ{e/ c{ﬁﬁﬁ RFissuer URL
r edplddety dcjudspp UKL ﬁh%eclabirﬂ%@n%suma field 1410 and the

[166] nESSqFQG o gRSfrated NSQICHITE DS AYPSH FAFfarehd RePadcbRlith b4BQxemplary
have %ﬁen defSﬁrl bed above. [164] The permi ssion
et

i nf8P PGSR PN} udes subfiel ds: a type
[167]f i el dht4éidtenalD fieldddto lﬁ@ bdon ideeritbed 4éRic. Hodegercihie IpdreRCRO

| S8 Iﬁplyﬁllglqualr e @s%Hpt‘f 88661tdiegcr%ib%(lij Ii:§1L2hefd.lﬁlAdDRM v2.0 REL does
not have a CEK and a message digest value, and therefore, the message digest
index+message digest value field 1530 may be set to null.

[168] Since there is only one parent RO allowing particular DRM content to be used, the
CPSF includes a single permission information field 1540.

[169] The permission information field 1540 includes subfields: a type field 1541, a
parent RO ID field 1542, a permission index 1543, a number-of-constraints field 1544,
and a constraint information field 1545. The type field 1541 includes identification in-
formation for identifying a type of the rights object and has a value of '0x03'.

[170] The parent RO ID field 1542 includes identification information for identifying the
parent rights object.



1443. [165] The type field 1441 includes
identification information for identifying a type of
w0 b@s5/0935ght s obj ect and has a val ue of ' 0x02'.POIER2005/000724
parent RO ID field 1442 includes iden- tification
information for identifying a parent rights object.
[171] The dhclpdriReXibs sldek L1548 gk thuddbdBof-asisitaias fialdURU4 0dind the

hi | d ' , 3 il I t :
S PPt b gelo 5 e F° rere 36 PTG Rioss e
exparplisron indexbiaeld id4, tof numlserﬂlrfesasttamsrﬁ/aémmétﬁ; and @@ Zpnstraint

TherGaneRhl O Lichddhifichas been described above.

[172] subs d¢aptihdla, w&ewe MdKe piay efePl'il@? hatizolGveeERVIRI2 2wl Rehild RO that

dogifow patichiayenterCbENdy @l SRR SingRs RO/AdUEpardt RO that
the[@s ore, the rressage di gest i ndex+nessage di gest

vaft PW@F‘&%@@F% bR to null. [168] Since there
[173] | S OIﬂIGSO%thm@IgGaIﬁS iR tatd angesnﬁrfbnnwé al anDRMhtibh dngtruction

Paqgmgtt%% anc¥ ?lg ngﬁ’log? 1%81?%? c use(ril %/h%n 8%{3\%‘05 iseq%ests information

ormati on perm SsSi on
| nfegandintg dhavailebld R(%40 tlumprbtmdelsﬂlg@ttﬂw@lncFSIG. 8 in yrpexemplary

f'&hﬁod}ﬁ%ﬁvoﬁhe %%E&@ﬁnv@&érp field 1542, a per m ssi on

i ndex 1543, -of-constraints fiel 1544,

an
[174] c onstHeag ﬁhe }nﬁW}?&tl$ O TE RO 4195 gempassd of ¢ ﬁéaéer Geld ailémta field
I nclleode The dedet flbmfoh@[hsllﬂfonh@mdmhemﬁyfn@ranllmtcn&n/ hitDthe data
[ 1%%1?%@3%11% 21%8}241 %Srpéq%ﬁlgltﬂaea%gtﬁggﬁﬁcﬁﬁﬁg eFI‘d m the %ea(fér field has a
| dedite indaatingtheiinftorction GaA'_ROr_LISEEHcf ipstngtioh SETpRKCGeAIST

1%? sﬁgtlgj tﬁ%mu%?‘forﬁ{\ﬁo% 0&5(1/ 1&9 §$ %?3\5%{)16 'i’ﬁS?os%rQQ QJ 3 éecure MMC,

perm ssion I n
er@fare,dh@ tatailighl dfjth¢ dstrsdion GIFH_RQ.eLIST dras np ks (1620).

' nf OTATBAh @1 dfealrl%uwgesb&QeQ@QO irﬁﬁuﬁé‘ﬂﬁoﬁrﬂ/&@%n% ardlng ROs, and a
|nforrrat|on as the ermSS|on|ndexf|eI 4g

nuttBer ord péeratsiadicadt ofi Eeenting4e ingiiuctioReAck ﬁ‘glldrlﬁ .ﬂﬁ-‘t ata field is a

Ilvgfag\f/fmféﬁf haingd 4 @eralh%‘lﬁd@dtﬁl\gnhé GutEthesp%iase (164@)is a response to the
anwhil e, i

RO g G T JEa At 1SR e G haC v P R g a tenean

pl afye¥-foald bothh defa f&ld) dihe NaliclRinadndesanfpamaindn ¢¥dh¢ hsttof all

al ¢ ular content to be played. [173] FIGS. 24
hg‘g‘yaﬁlggosfl | ustrate exanples of fornmats of an

[176] i nst rAustetusvord Bsaxprrssdddyy a ¢rapbipticaraf SVahangaWaungigating one of
r eSRRBSulREGHI oA 108 tHESIRErMABH, 'ﬁnﬁﬁ)ﬂtﬁt@w&iﬁgg &rameter in the V-

TS oSS g R A e shown i 1. 25,
[177] errbocﬁIGs n2o9 thfrodgheﬁpﬂ&ﬂﬂﬂtﬂ elampddstof (f@rma{tdé’ﬂdn inerefioh) hﬁstrucuon
tr T h
éa %[%gtaersf an %1 %nggg SISEh W é ﬁgefil elfe chengi %ueg S d secure
i nMMﬁm reomoviederRriujariRO anthie rps@toudtlhhatra@ddn tHe. Idhinan exemplary

fi regarding the instruction.
A %hg?(ﬁlgl%ﬂ%fgﬁe%&g “g)g{rl&%hl eld has a value indjcatin

781t he iHese: ﬁ%tmswt@ﬁ RO LPEEETELRO; inglding @i (gt ficld and ‘4N feld
GEWhBﬁ)_nl}dl&Ee a rgﬁﬂifbﬁﬁliﬁstrﬁ.l@uéﬂsaﬁﬁéﬂrﬂmgnff AHsraé iR rélhtid to removing

t et Gime (U o e gl e IS FeG S A Miiruct relaing

GHD Bfdoking hrddistimgmishadl (res ¢ricG@o)her pyl 1Pl fikldlaidea P2 &kld. A data

?feﬁglla (ﬁ)i? %&M&ﬁﬁ) gx{ﬁtﬁieg' & Qnér%uil ﬂs%f b k@f {5ake r&ﬂoved The data
fgleld 1ncludes a tag (T) field, a length (L) field, and a value (V) field. The T-field
includes a category of the instruction. The L-field includes a length of data included in
the V-field. The V-field includes the encrypted ID of the RO to be removed.

[175

—_—



status word inforns a resultyf executing the
instruction. A T-field in the data field is a tag
wo p@bgoIsavi ng a tag val ue indicating the out puPCI/KR2005/000724
response (1640) is a response to the instruction
GET_RO LIST. An L-field in the data field has a val ue
[179] | ndi qatihBg i; Bserby ahe\/sefsmeIMMmrebaeu@ah@mtstr@dtmn

Sﬁf%@ﬁ@h rmation of the

udes inf o

6 49 LR el S Bandiyhz o indicare

cowbethatt reoovof BYWSdecaertd SWBetherdlacaincindedmahoT-field is erroneous,
's i
b&ﬁ&ﬁéﬁefn‘%rro?’fseﬁﬂé%réél?g} @k \ﬁ Hﬁld %ﬁf \%/H&ft%%ﬂthenu%lfbﬂ WMbeded.

aut henti cati on needed, Indﬂ@ltl‘l@lu‘inkhtaluhty on needed'

[180] @S S %@Bl’dl 67 %gentéﬁlv%mlof l,@Rvice 9e(fu|3£t9 ﬂggm:f’aﬁlon regardmg an RO
illustrate exaines of formats of aninstructlon
i NEPMECRITERIC SRIAgHERVEGes recaives %ilﬁ igfgrpattonresgmghe R feam the
ar fortkbRIstHALH deviElE YhE R BAY 88 LisncReSREUK®, thM¥by t&ily and efficiently
renove .a e{tlcular RO in the protocol iilustrated in
F1 8203808 ROSn exenpl ary enbodi ment of the present

[181] i nv erit icomcludidg Bl dderiled dédﬁ:ﬁphmtthm;etskﬂ)lﬂd irsthe art will appreciate that

ehaf P RO RRHHCRGR ok e bl:Ak fb AR AR b onis

i nwithewstsibwhantially é@paﬁgng Erometh@)pnmfgplehaf/@emrﬁée@tamentlon Therefore,
Valndescidied Qfeng-}ﬁ' eIITﬁJOQIIlQEHIQS dh8e IdVendidedd use)éaih'a%léﬁerlc and de-

instructions rel a to renDV|ng are distinguished
fr%ﬁﬂpaﬁ%seaﬁ%pwéranwo foppurpogas P ARHIAHOP2 fiel d. A data
field of the instruction includes an encrypted |ID of
an RO to be renoved. The data field includes a tag
(T) field, a length (L) field, and a value (V) field.
The T-field includes a category of the instruction.
The L-field includes a |l ength of data included in the
V-field. The V-field includes the encrypted ID of the
RO to be renoved. 24 WO 2005/ 093597 PCT/ KR2005/ 000724
[179] In an output response sent by the secure MMC
receiving the instruction SET _DELETE RO a status
word is expressed by values of SW1 and SW2 to

i ndicate whether renoving has succeeded, whether data
included in the T-field is erroneous, whether an
error is present in the V-field, and whet her
authentication is needed. Industrial Applicability

[ 180] According to the present invention, a device
requests information regarding an RO froma portable
storage device, receives the information regarding the
RO fromthe portable storage device, and renobves an
unnecessary RO, thereby easily and efficiently
managi ng RGs. [181] In concluding the detailed
description, those skilled in the art will appreciate
that nany variations and nodifications can be nade to
the exenplary enbodi nents w thout substantially
departing fromthe principles of the present

i nvention. Therefore, the disclosed exenplary

enbodi ments of the invention are used in a generic and
de- scriptive sense only and not for purposes of
limtation. 25 WD 2005/093597 PCT/ MD05/ 000724 C ai ns



[1] A nmethod of acquiring i formation regarding a
digital rights object, the nmethod conprising:

WO 2®e0935ay a request for data on a rights obj eRCT/KRRID5800724

[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]
[13]

devi ce; processing the data on the rights object in
response to the request to generate processed data;

and providing the proces to the device. [2]
The nethod of claim1, ﬂﬂiﬂlgonpri sing, before the

pr ocesain@n&f off RGuiRk @nforrﬁﬁ[dcnc% PAAG gauified trigﬁ@tdbﬁ?é&t the method
with the device and generating an encryption key.

The nmetHOY'SHtE cl ai m 2, wherein the encryption key

conpri ﬁe&vﬁlg&&ﬁq&e@ﬂfok aytaamdl righthetgbdti@nkeyevitd] The
met hod_of cl ai [ ocessin

f th
compr | 2tesSinBu B dy AR s QeI RERRGHT o Bl bR efneratc

one of pracessert datd; andentifier and a rights object

| dent ﬂo@fdln%\’j\i‘ﬂbglfbcb&e@ﬁ ‘A't&'ﬁ{éq@é icthe device;

processing t ta on the rights object whichis
access &g mpwipd phelajd hether C%mmsmgl beﬁwrf‘et.hé PFPcessang of the data,

pr ocess@ebriha &lﬂiﬁﬁEhtﬁﬁSwﬂtmﬁl@r(ﬁﬁfcb afd géﬂ%@z{ti\lﬂ\%eﬁ e'nBry%)fi@n key.
ereln

rights ob T t hod of clai

pr oces@éf‘d&a@eﬂ BI]&HP s WHCTINIBE ERGRY PUQN e cPpIPgiscs a session key and
i nf or nmhashingikegli cati ng whet her content is nodified,

perm ssi o rat i f ti i ndi I Ng.

BT oFhcha o LIRS eI LRLIRL 1) bFLSRbN, |

of cl adaeeBingwheglss abjc¢ieormspondmgitonné aldd eatén dgdentiEethand a rights

the ot &ﬁéct'u‘ibnﬂh@f WBEHR phsvidRdf thedeGoaTpri ses
i nformat’i on i ndi cati ng@a transm ssi on sequence of the

r equesPropessipe thtedaia on Ehe righty obyerd whighyig deespsedt ai m 6,
wher ei Thé fethpe bitaih QNwheERIr thebidRBss6Q TRk c6@Prigds ihfABition

t t | nf tion. [9] Th t hod of

c}l\gi my'%eﬁ’\%cfellgtﬁﬁ rig té ngeé:gsgregade?g i [s Lonv:r tmeed iont 8

a f or nhe msthppof tladn Hywhéreindby proeesspd 0dta Aomptikesch cohtent
acqui r fdglgthﬁé}f ‘ﬁfcgﬁ%hg’ mrd'lec%ﬁflg I\&ﬁ]lgth@r g(%ngéntt ?sj rn&hﬁml S‘perrmssmn in-

obj ect
aut hentor@ation ﬁnwltfﬁméﬂtlpé ﬂm@%ﬂt@gﬂftﬂﬂ&g eﬂk@émf@rewélﬁa is modified.

gen ﬁtr a’l"hé‘bﬂle@ltﬂd fo? Blalny Bt Wﬁ&e{fﬁgif 1ﬂf§1?1%§h'1ﬁlgcﬁﬁ%3v%e§ the other in-
rights_o Jec ro ortapl e storage devi

receiv Oﬁ‘& é%%jg‘%ﬂ“g‘aq“%’r&ﬁs %m}aluﬁﬂﬂlgh%‘jné @ttraPFrB’rf'?‘PH gcquence
port abd)iethstdqma:gércﬁhethemmce[ 11] The net hod of clai m 10,

wher ei n, t he.enc rises a sessi.on key .and

o e MEnS0 S ¥Bih 8K BBt or PR el 88 B teast
conpri @vmtgpcscxvf\mnmsmgnmferrmtmessed data. [13] The

met ho dTHJ 56}11@5 A élalm \T’h@fl@ﬂSﬂl th\lé}\% oggﬁ}é(? H%t% § @Q‘?Qlfvelrt&ﬁnto a format

processed data conprises
PCT/ KRADOS@Dy7e dgEicef yi ng whet her the processed data

i s nodifrh@Hed of acquiring information regarding a digital rights object, the method
comprising:
performing authentication with a portable storage device and generating an
encryption key;
requesting data on a rights object from the portable storage device; and
receiving processed data on the rights object from the portable storage device.
The method of claim 10, wherein the encryption key comprises a session key and
a hashing key.
The method of claim 10, further comprising converting the processed data.

The method of claim 12, wherein the converting of the processed data comprises



[14] The method of claim12,,gsherein the converting of
the processed data conprises converting the processed

W@ 210809359 a format supported by the device. [BRGI/KRR@®5/000724
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[15]
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[20]

[21]

[22]

[23]

[24]

[25]

[26]

nmet hod of claim 10, wherein the processed data
conprises information in the rights object. [16] The
et hodvaffyidk aitatkd the%@ée@&dal daheis picaeRased dat a

nt t fi f
Coar ol T nRaEh SR 4 A hirinaf o Pl B s fpesspagh dasg comprises
f or mat ¢canvertiagdha priooesset damintma faratal suppetied be theateliee.

I nf or nﬁié ﬁ@tho 3 ofedich 'lsdwhéréjz]th c&@ e éﬂa %m i@ 'I[t}]féﬁnatmn in

wher ei formmtion 1 ndi cat er t e ot
i n- foﬂlﬁﬁlghﬁrpbﬂ@tnodl fied conpri ses i nf or mat i on

indic aThéTﬂleﬁﬁoH LABRITh §5) @ﬁbréﬁ%'@j%@esséd &4th E&ﬁplﬁé%g Ueshtent
fromt %tewc %TQ tho f ac wrmg d )
0t or rEnEiFTT 2 i o it fppadificdpggmission in-

net hodformatﬁkm lasd ngornnmeuwdlagmg w}mtu:e sthet oiforaiaitian @ modified.
al l of ﬁilehl%g hod o# glbflﬁ 18 bdvﬁeir&% t%e R 1%139181\1/ Hf(ﬁCatlngc\:&ﬁ}%ﬁ%# ﬂ‘l% other in-

al | e avai TR ESHon
r equesiormaigon ymawkized cmgnnrh?es mémala@nn mdchg faHEnsmission sequence

avai | af}bl%tﬁégﬂ% t BRLEGLE SIctige O€NEr at e processed data

and provid processed data to the devjce.
The nefHeh ofcqca}%ng gnfofmptiangeardingrs digity rlgB@fq?se@t tﬂ#‘emethod
processmgristfg:t he data, perfornming authentication

L L 0O AR, A RERN O L0
conpr i &ess smg%mf | thrawadlyblamightseobijasshinmgs poese. to [tﬁ?e:h]eqﬂ’dsse and
met hod r%Eesgi! a OM\IQE hI% grglgabﬁé’ qulﬁg‘ 8&90% ngrate Processed

conpri 8es T n ormalon e rl
[22] Tétamadhod of cl ai m 21, wherein the pr ocessed

data c fdhr?getﬁe%rcfcb&%%a@% ﬁfctdevicgem'f' er, a content
identifjer, 1nformation indicating whether content is

modi fi &F mﬁ%‘f’%"é slabn 1§#P6P?feﬁqrrawsm§nae fPrertBe REpcesing of the data,

'[ ggi Capdfft@m\iﬁkeitdﬁl&?ntl@ﬁthﬁrw1lélgthefdéffﬁabh@ @eﬂeﬁatﬁi@dlhfelna@ptmn key.
m
[l cat TrBCIRGEREPTE A SRt (SieRilinaRe somE o iy key and

conprlshahm«gﬂ@ynatl on indicati ng a transn ssi on

seque nﬁ\’ﬁ% mg{hoh %? _g[lgﬁ*ﬂ Wg S\Lhe}‘r&ﬂ"[h C @é’d & C(Efgﬁﬂlse;rmormatmn

met hod o processed
conver’tné](’slld%tlﬁhﬁﬂgb‘isﬁﬂhleﬂsupported by the device. [25]

The neTﬁlﬂDﬁheﬁ%d o alth 21, wMdiEIh@h&plob&ss@eadh §§rhﬁ1nses a rights object

i nfor ri se | egst
perm s 6irn? g? l‘fﬁﬁmhf‘rze‘] OW%J@PH%‘L‘g&Hga‘?ﬁ}&ﬁEIP? CRgent is
i nfor rrmbdﬁredr egaisdiongnfardat@in, ahd mfghtasionjdéedting tWhether other in-
met hod ri.sin erform ng authentication with a
port abfon%g{égnrlesi néo evdljce and generating an 27 W)
2005 / Oﬁ%glethpdjﬁf KR 08/ WdFinghe information indicating whether the other in-

formation is modified comprises information indicating a transmission sequence
of the request from the device.

The method of claim 18, wherein the processed data is converted into a format
supported by the device.

The method of claim 21, wherein the permission information comprises at least
two types of permission information.

A method of acquiring information regarding a digital rights object, the method
comprising:

performing authentication with a portable storage device and generating an



encryption key; requesting dgta on all avail able
rights objects fromthe portable storage device; and

WO 2@8i0935ay processed data on all of the avai | abCBKR2005/000724

[27]

[28]
[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

rights objects fromthe portable storage device. [27]
The met hod of claim 26, wherein the encryption key
conpr i &Rsypiioa&ssi on key and a hashing key. [28] The

e S AL SRR PR v

the comderting of the processed data conprl ses

f
e PGS GRS SR B Al

proces¥egebedcEonpri ses converting the pr ocessed

dat a i PhOmathb@ofBling PPORArEH thY erldihtda e %om%ﬁé‘és ale&ion key and
nmet hod gf cl w 26, wherein the processed data

conpr i &8N} mation included in the rights object.
[ 32] Thke imethoddf ofaire D] fionrtBdr, co‘M}ﬁrsﬁingohhﬁtmg thEG;ﬁS@dsed data.

data c L kS 1-, f, nt '
i denti £3i% metshl%ﬁ g?lr% ; ohwﬁengll%gfé cI:or%lv néto‘g rgc d:(Faltas comprises
modi f i editypeniicter de prme@mdaiai&)lﬁ m(aﬂmf@led nf or rrat i on

i ndi caphngcitde g? @1}%1&@@ e\K/héer t Edmtsftﬁlg of %hegﬂf}g&écsk&pdata comprises

[33] The netho claim3 ereln rmation
i ndi catIgriREdhhRIOCEHa! i tnrto p ﬁerméﬁtrmpﬁ%by thersdicei ed

conpr i $RSmeitba biBlhine | \ﬂﬁ’ér&@tthé‘%o@%dsécﬁﬂlﬁﬁfb(?r%aljiﬁszormatlon
evi ce

sequence, .of.the st fromt
met hodIHSPd?iWo@?ﬁéﬁg geﬁftal ri ghts object, the method
conpr i Shaxgiethod ef elatrm Ad), widreinnia pronesseddata corgpases iagizhss object

obj ect ldEI?uf?e%ez{ ?(H‘R%I{% qdenglﬂ&r ¥13Wwﬁlq§dlbﬁ{ gc\gﬁ%ﬁe? rezontent is

regardin g}é ecé iI'sS se
comrmnme qurmrsswéynﬁoangmmai afermatipp indcating Whet er other in-

i nf or ﬁﬁ}rﬁl%ngméd’]g the encrypted informati on
regardi ng the rlgglﬁts object. into a signal to

t r ansm 8¢ @gthed o4 clgpp t3%bwléer§mdh%@émaf@wa gdigahige Whether he other in
t r ansnidkrinkiieh ishﬁxﬁﬁ@fk&imﬂrﬁei fifora0Kiba il dcasihg hag@smission sequence

devi ce. h ‘J Qg {hﬁéld of claim34, further

corrprlgﬁ TCahET ot C¥&Fecti ng of the in- formation,

recei vAngethcvd off ey oig ardgigal dighty abiet, thginteiod bpmptising:

be re I .36] The

nmet hog&gﬁ%ﬁné al ?n}[%%[fbﬁfrgg {1}1%? aggﬁ‘ﬁso({bi&ﬁt llg 'rvg&t he

sel ect ¢isgyBMEtheinformation fagarding the éxgﬁl@rqwewgwhwh is selected using a
aut hengdrg@dbh @ﬁbry%ﬁdﬁ Eelyeo RekdrabkRcr§ped adBrHRIOnEe USi Ng

a ubli c- enerating.th
e ey y ot BE PAYoied i iioR et eI (hiest dptg 2 signal o

t he sebecimhiitaf Orapiriable stc&@rdiavng, ae rights object
ot BT RPLRCh R0 KRl (RF et oS 0,
t he ri g methodjoéclaim 4, ﬁuftbmrmlmmmn@nbwh@tth@ selectimggifithe in-
obj ect foirﬁatli'(ﬁﬂ l?(!:C%iVil??information regarding the rights object to be removed from
the portable storage device.
The method of claim 34, further comprising, before the selecting of the in-
formation, performing authentication with the portable storage device using a
public-key scheme and generating the common encryption key.
The method of claim 34, wherein the selected information regarding the rights
object is a rights object identifier.
The method of claim 34, wherein the selected information regarding the rights

object is information on whether a rights object is usable.
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renmoving a digital rights object, the nethod
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[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

information froma device; decrypting the encrypted
ri ghts object renoval information using a conmon
encrypAiahéeyl reMoyRigerdfieal d%ﬁfs}dbﬁ&d thd @bihod @binfiting:

removed i.nf ormat i a r| ect

o e TEy bR sicBTET e AL Mol HoRF ey

i n- f odevaypting thaadrypeerbnghig objhet rr:mghatlsnfobpam:n wsiri gcheangmon
access ]

conpr i Sl nyg& %ge(fﬁ g&&gg%}ﬂgg%cgm&& ﬁgﬂ} %gjiwecglléfe%ggd mforalauon

ri ght sacspjseta mﬁ%v‘aﬁctumﬂemﬁﬂm@ﬁo tf]@r(iwwmmigﬂghts object removal in-
i nf or nRfrn@ffor; @8&r di ng the rights object to the

device. [41] The thod of. cl.aim 39, further

conpr i ’?P{?d}'lgk}g? B‘ggtgtoﬁﬁ’c?eg’éﬁ\ﬁ ar?ﬁeséf’dt he encrypted

ri ght sThdbinetivd o€ i B9) ﬂuftheﬂmimmmmgpbﬁf)mm ft@ewmg of the

aut hen%nc? tte((P ng}\ﬁlI ﬁ%f&.lrﬁmoga %ngt EFOV?({I arhmatlon regarding the

encryp
t he dengl}lﬁ)béldctrtf)@m®vmﬁj ect removal in- formation
conpr i ‘f’ﬁ‘esmgth'bh QOLR R @D %Irthérdc%ﬂ{ jrfsin@r befE)f]eet}le F&@wfﬂ:gt d9rke

of claim3 erelrn decrypted rights obje
r emov afneryRicq @g%@wéﬁ ré@ﬁ’gﬁ%l iy enampﬁﬁ@mbﬁg eﬁhﬁ‘fm@ﬂw with the

ari gh&@l@tHnngtend:ramgs@béreryl{tﬂaﬁ]key he nmethod of claim

conpr | SEemoaiaf EBETyOer st Rb disrities gk S eyl in-
[ 45] Tfanemﬂmmaﬂnm‘fses:haughnswjecv\idean t he renovi ng of
the rigpts & %fklaﬁﬁ@rdvﬁ&é ki @é&?yoﬂlgd Héﬁ?ﬁ%}%&%ﬁ%gal in-

i nformation o e rights objec

obj ect foragtigmensersssamjornjatieon onrh@eﬂm hmhtﬁfobmcalsmsal@e

wher ei 'Fhé ﬁh@th%ﬂ QP RiR 8D S tierBRMKERnRYidd VIRRE S SR ¥bieSt comprises
completely eli m nated 1 f stor age space is

i nsuff?q%lﬁt@ ye[um}latmet heEgRS @PBFL ¢l ai m 45, wherein the

r : ght STﬁJfbléleﬂ’lbd eclaaa 393wh5181(ﬁQE§ﬁeﬁ{QVn}gSof thOFphte bBjeyt comprises

el mnate Inr ons an. ext na est

© or ¢ no g bR RRRNRE 1M QRS ThE e BEEEh s leaines object

whi ch stwmesessaryi ghts obj ect for content; an interface

modul eﬂgé;fn%!hoﬁ oFf 81' %31‘?55 awﬁ&glﬂ%ﬁé n%l%g obja&: rﬁiu@g(ﬁ 25 @%ﬁg{?&ar}/ is

froma Vi C manag
agent Wﬂl@ﬁteb/cfé’é%@%dtfﬁ@r?gegﬂi’?@e ’éb]lsé‘é@mﬁﬂﬁ response to

the regresbihoRbPERFRAS, WidrdinQRe #ififts b d]@@ttrﬁar‘k@dl 8Cknneddary is
provi des the which is grocesse to the device

dat
thr oug?Pn[lIﬂ‘éte ?’é‘i‘lfl%ltﬁﬁé I SSRANSS (q A dGqucst
conpr i Almgtablarstdrztgeerefvﬁteeompduhg comuni cably |inked

R ASIR AR S R R RS

encryp%lon {cati on with '
t he poat abirkace QtOdu]ag’ehldlemcclee&:@mqe@at é@t th¢ sighthebject from a device;
interfage nodule; an encryption key generation nodul e

whi ch generates a session keﬁf{
a digital rights management (DRM) agent Wthh accesses the rights object in

response to the request, processes data on the rights object, and provides the data
which is processed to the device through the interface module.

A device comprising:

an interface module communicably linked with a portable storage device;

a public-key encryption module which performs authentication with the portable
storage device connected via the interface module;

an encryption key generation module which generates a session key and a
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are shared with the portabl e storage device; and a

wa@lt@snedsoT i ght s managenent (DRM agent whi ch rROUERRES/000724

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

data on a rights object fromthe portable storage
devi ce and receives processed data on the rights
obj ect hashingmel Rehigoart sidred s reh®1 ﬁ(ﬁagé &Qﬂlce‘\and

coent bARTR il Bpadbefie] @Mﬁgﬁﬁi AT RGEE e Lt object

obj ect frbw theporeabiyedragn de\ecﬂ)mﬂsred:dmesqaebmseddiata on the rights object
i nfor i ghts object into a signal
@B&Qﬂ#@?@g@ t&%gé H&l d,

to be trans por abl e storage device; an
encr ypfidsHiceseiiPEsipgi ch encrypts the information

regar dj 8githiheoHtd ﬁﬁﬁ@geﬁﬁh@@jRM\}\’ﬁ whichS@|c8&tiRbrisiditrefarding a

common .encr ptIO nera@g encr

f or mat FGHS P@@%&ta |nbﬁ @e[{w@dﬂgg ebedithe é?legtgﬁi] Hg%rﬁ“a“on regarding the
inter fﬁglets oojded istovhigal to ensaniststtdde agiogtable shﬁtygmg:vtche
encryp I.nfor N t to .
the. port et BpaR Ry RERET paThe el RegBhEihg it objec
50, whehighns scfesteslalsag acbmmon ﬁmyptom kegdagciange tstmypted in-

ri ght Sforﬁ 1&{3&%&1‘&[}}%&1@%%}1@06 egr'taﬁdObJ ect identifier.

[52] The devic rein the sel ected

i nf or n#t inkfece gdul eﬁ’ghl?lh@afi*%ﬁtt%e sighl daying dhfsncepded information
i nf or ngy hr@[thHe w@% l@ﬁjecﬁtorth@p&ﬁabmu&@ge u@vwabl e. [53]

A port stora gg) ﬁe co 3 t(ﬂ tnterfa ht
nodul e V CGU& i &l Sl”re&ib 8e FT'y t‘ﬁ"%‘iﬁ @Bfegaé‘ﬁﬂ%ﬁ}e rights

i nfor n@lijecamomﬁ)rlmmaarlgiﬁyolgeqt igmti@ncr ypti on nodul e which

deC FYPYge &Jlf?cerdf%@fn% %b kfv%&ten{ t%%%l@!:te(]ti ﬂ{f&%’i&?ﬁb ?anr(ﬂrcfé §i%3 rights

ommobn encry
rran ageoheat cemm;esag@nmam @hwa@tb@rsas@@taolmﬁqm usabls) ect

cor - rg%gtggpe@g)rgéé&ek}pce%ﬁ@ﬁghgd ri ghts obj ect rermval
i nformatj on_and renoves the ght's ob ect .

por t abf T Bragedgievt ieh E?PelaFSa@msée e ebJﬁctdé@Py%ﬂ%faﬂnatwn
ri ght sfroljeeddvideenoval i nformation conprises a rights

obj ect | dent i.fier,. ort abI St or age devi.ce of..
ol i m EiynioR otV hish ASaPR Ay SO BEATER O ufiGyBpon
i nfor Mmgmcmmmlonfemmpmmkﬁyoandma her a r| ghts obj ect

i's Usa![’hgnal[é@ts %gﬁﬁg%f}{e nzﬁgén@%léiilea\él: o] ngﬂtébﬁ?ect cor-

53, wher t he
by confssRanding t@|thmﬁiq¢axnt¢¢gnghﬁ@olwrs@tﬁt:@owp fmat[%vqndm@oves the
por t abjignsbpjeage device of claim53, wherein the DRM

o1 cdlot BRRPATNS 3R P GHAED: Mg COGE] Hed righys AlR! emova

the ri @ﬁtrﬁlaabn e@rhplaﬁ:s arniphoasgat ydenbﬁal Th_e portabl e
storagg, Sélrjta%?e s?orag gevweso?f’cla\ﬁ‘r?l } he L%g%rtgﬁtgg?ilgﬁgstobject

mar ked" &5 nece i'S conp éte ted
st or ag@rrsxyablefqrmanm uflﬁfoa:ml@tmn off ﬁbqtthmtﬁerlgim ohibétas usable.

ﬁ; ?L:g?léfﬁéﬂa%fe Qbragd AR IS L WhFREME TS8R Bfbves the
rights object by completely eliminating the rights object.

The portable storage device of claim 53, wherein the DRM agent removes the
rights object by changing predetermined information of the rights object to mark
the rights object as unnecessary.

The portable storage device of claim 57, wherein the rights object marked as un-
necessary is completely eliminated if storage space is insufficient.

The portable storage device of claim 57, wherein the rights object marked as un-

necessary is completely eliminated in response to an external request.



necessary is conpletely elinmgated in response to an
external request. 30 WD 2005/093597 PCT/ KR2005/ 000724

wQ 8@p/09859Ccor di ng nedi um havi ng a conput er r eaPElyK&2005/000724
program recorded therein, the programfor executing a
met hod of acquiring information regarding a digital

[60] right sAabj€ihg niddeunBiing a@@ﬂﬁpﬁﬂeﬁteﬁ@ablé p@gta\m R@ofled therein, the
request f or ata on a

or cestrrgt 2 Seblinga A CorghERbe et tnresifg g et
t o t heriglgsubistt, the nyethet atnepristrocessed data; and

provi d}eggvfn@% B REERY ﬁgta%‘ﬁtaahéh(?s Gﬂ]gct FRN) & fevice;
processing the data on the rights object in response to the request to generate
processed data; and

providing the processed data to the device.



