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BACKGROUND
Field
The present disclosure relates generally to telecommunications, and more

specifically to heterogencous wireless ad-hoc networks.
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the ad-hoc service providers detected in the search

based on one or nore paraneters. [0007] In yet another
aspect of the disclosure, of accessing a

network through an ad-hocsggﬁﬁpgggprovider i ncl udes
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In another aspect of the disclosure, a mobile client includes means for search for
ad-hoc service providers with wireless backhauls to a network, and means for
associating with one of the ad-hoc service providers detected in the search based on one
or more parameters.

In yet another aspect of the disclosure, a method of accessing a network through
an ad-hoc service provider includes searching for ad-hoc service providers with wireless

backhauls to a network, and associating with one of the ad-hoc service providers

detected in the search based on one or more parameters.
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search based on one or nore paraneters. [0009] It is

under §f QofirthBAtsRich@T @S PASHSuRS, 4 heaclinCbasblee midlum includes
beconme readily apparent to those skilled in the art '
msongtions dxotutair iy depradssids desiom pt iaomobikhetientn the instructions

Ml%[uld(e) uﬁs?dea S{ regetasch%{ Poelrt edgl? ChSoS p\é\évric?elrse %vsi’%ha\gvirre]f%(s:s Backhauls to a
networKs are sno an escri bed Yy way O

hétlvasd, aall icotle fhsaswdcidtingevitteahd dethe ddlesachs@egibsidefs detected in
the di scl osure nmay be inplenented in other and
tiesearhescd ORfNG OF BIOTOPRHAES t s several details are

c apabgﬁ% g{%@%&e f.hg%th&naslggcty &f %19 lﬂ?scfbégl%rwﬁleo%egﬁg ‘?eadily eapparent

Accor raw ngs and detal description a

toothose rskglad dedthasari fous theatdllweving) do@iled elesomghtinnt wasrein various
restricgtive. BRI EF DESCRI PTI ON OF THE W NGS, [ 001,

fipects f?ﬁﬂsteaoggpwswr &S didahpeahhstvetist %r%?tﬁﬁ%n apd é% %%by way

Of iR stkR108C WM L ARSI, Bt 8Pects QO difdiGRurdma$ bR implemented
sinplified diagramillustrating an exanple of a

imaottovaanel diffptcoheettfmuiasions end #s sevovardetdild @t@tapablG, of 3npdification

a sinplified diagramillustrating.an e e qf a .

Rty otieh Ry ArrumeD: 6 $PYuBSarHgRbyE: dhncfptin are o be
FeRhMRA as [IRQER}vefth Gatufe Arfd fot fab RWtrbtiggr am i | ustrating

an exanple of the functionality of various software

nodul es in a processing system of a server; [0014]
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FIG. 5 is a simplified diagram illustrating an example of a handoff of a mobile
client in a telecommunications system;

FIG. 6 is a flow diagram illustrating an example of the functionality of various
software modules in a processing system of a server supporting a handoff of a mobile
client in a telecommunications system;

FIG. 7 is a simplified diagram illustrating an example of the functionality of an
ad-hoc service provider;

FIG. 8 is a flow diagram illustrating an example of the functionality of a service
provider application in an ad-hoc service provider;

FIG. 9 is a simplified diagram illustrating an example of a hardware

configuration for a processing system in an ad-hoc service provider;
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Hl%ltiple WWANS that provide broadband access to a network infrastructure 102 for
mobile subscribers. The network infrastructure 102 may be a packet-based network
such as the Internet or some other suitable network infrastructure. For clarity of
presentation, two WWANSs 104 are shown with a backhaul connection to the Internet
102. Each WWAN 104 may be implemented with multiple fixed-site base stations (not
shown) dispersed throughout a geographic region. The geographic region may be
generally subdivided into smaller regions known as cells. Each base station may be

configured to serve all mobile subscribers within its respective cell. A base station



configured to serve all nobile subscribers withinits
respective cell. A base stationcontroller (not shown)
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access protocol with a WWAN, while providing an IEEE 802.11 access point for mobile
nodes that cannot directly access a WWAN. IEEE 802.11 denotes a set of Wireless
Local Access Network (WLAN) standards developed by the IEEE 802.11 committee for
short-range communications (e.g., tens of meters to a few hundred meters). Although
IEEE 802.11 is a common WLAN wireless access protocol, other suitable protocols

may be used.
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poi nt for another nobile node will be referred to
herein as an "ad-hoc service provider" 106. A nobile
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w ayebbilaclhep! |68 gamaosisdeewhathei g ddhoe @diﬁll'caprcaflder 106 or a

gltal cancorder, a nobile audi o device,
B chei 8, mpynksop 1ePtaR COMBRIET -2 opil @éeleehonﬁn?/ p@f&ﬁ@ffﬂ digital

e

ASKLEE (IIRR 3 ol GBE R I Rk, | a5ke SR Ml lPE Sinial camera
4 dfpitrhyanecot damga ntobﬂwhmaﬁb @seict,ntrmomét vide éesaces emvoldle mdtimedia

bi | | ts, 108 th ld oth t
dpis RE L PV icR camible s pBOaY Ahlssi 080 v i fecess protocol.

" exchepged-hbO sGURB BB 108 Ry SAERI ﬁ@&l&Qs@Hﬁé‘rﬂ&Sﬁ%cess service
unused bandw dt h fron1ad hoc service providers 106 to

mewebiss clfcnts ESathpl would Imdlerwtse mpehaveJatcamt QS®SSI\Y/\AI\SI@rver 110 may

ong nf i ratl e nIC tions
B Sichto = R bt mobiE i AT T hiPetecitag penawidt
05 based seidespeeideRon 06 h@ REGAS FRN@antpser thefInfeakit | 82 across
I nternet services, this may be an attractive

W WaNNsak0Hy dn pae eondigution |of aft¢lgestnmunieatiging syséers 180.cthe server 110
t t
%a?g%ethgpﬁoﬁl%vgl d&]?s Q?g?%%gre?% 48 %‘n i F? Hiz'eaclgﬁca? ga{lgl?s%r of mobile

Irﬁd:rﬁetmmmspaﬁs 8% bs Y8 henclDaltainAiveay t}telmbnthgzn@;sedh@te wireless
perpetuate_the vitality of the exchange

esearipplans. a Thorvcare gendraed fiopk Hisesaes Clbaég%ﬁ ReY %s dlggpted to the
%qqlc;ulg %nﬁﬁesﬁﬁ(ihéfeﬁééb &E&Ylbg § teng IPG@1 £ MY St Yerfls to perpetuate

I nancCl a |ncent|ve SCfI ers"to becone
td- Ntaditys ef vhec exghrioya. dBlyswayAnﬁtehanplpo atpotmn’ombf thverevenue may be

revenue may be, distributed to t erators.
USRS, other SR b e BaKUSsatrs Havianoh digprial fhesative for

Hl@bﬂ@ SiskriBR8to KYBMB G- HRSEHRR Iﬁ‘f)vﬁi@t@ IAROE ?ofﬁ%ﬁ oP&he revenue

distributed to the manufacturers of the nobile nodes.

fiep dodismilgtedta he iW WIS oatroraty @ompqms@e dfena fdrahfd bendevidth that

[ ement ati on f server. The s 110 mm

WERGCSRALASY S0 pbiRiaRe Zotles nbRGRE UETrodhle B B afiributed to
R mhdnakicagers e feaholiRynddes.a dedi cated server or

integrated into another network-related entity, such

as a HEsi& splleyrafespnsyamplemitadiardyigie pmplementagion deryeperver. The
%‘F%%rqqgg? Splgé 4 Xentﬁllgédls%ewe]? Wt G4 SRUNET s %ecentrahzed scrver may
I STriou re

e servers and/or

beh dedikate @bt adr etﬁégtﬁtedsmo Slucﬁhelaﬁetﬁotke&ldtabemlty,lsaﬂt afpa desktop
3 apg)t‘gg({ron%nlgelrm;{a?n@?ameo r01r So?hrg?‘ s?uttanﬁé ersltliltlyt akld?strelgutecti servlernrnay be
distributed across multiple servers and/or one or more network-related entities, such as a
desktop or laptop computer, mainframe, or some other suitable entity. In at least one
configuration, the server may be integrated, either in whole or part, into one or more ad-
hoc service providers.

The server 110 is shown with a network interface 202, which may support a

wired and/or wireless connection to the Internet 102. The network interface 202 may be



configuration, the server may be integrated, either in
whol e or part, into one or nore adhoc service

w@e@viozlass. [ 0031] The server 110 is shown wi t PICEHUS2008/073409

[0032]

[0033]

[0034]

network interface 202, which nmay support a wired
and/ or wirel ess connection to®the Internet 102. The
network interface 202 may beused to inplenent the
ASIoC ahpleA¥er tH%yE]Ws%él diyeg dyh ?rdWcﬁﬁg th® rhda@BSB1 frarii@data in
in accordance with the physical and electrica
agsetdante atithothe phgqgﬁtlr@d qlgctrlmle;pﬁ(aﬁeatms treqatired to interface to the
[ansm:ssi Qn ne um Th nter ace 2
Erfmsrm Séoncl’cl)lﬁ 1Iubnur b C? I%ctwor 1 'gclr%\ﬁ 5(3%{1121?10 ¢ conf %urcéf t? implement
fhié gowédt gorlioms thayeh iy 1aRPBYIRGa@ag es@sd t@ thé‘lﬁansrmssmn medium.
transm ssion nedium [0032] The server 110 is also
shown Th# savey 1Pde lse ﬁh@%‘ysth Srroasing systesn 44 g provides various
S [
KRS L] R P NE e B8 P 30 B8 Rervice providers and
nobil¢ eliaits, entisol sesidn mbhnagesshtofor thermaiglerentvidoproyhlers and mobile

d- hog¢ s i ce providers and nobile cljents, handoff .
Jifgborhen Gl hsndP A 2eor c@srvb%moagﬂe? Bl BRI for mobile

L lah8 9 afi8hs BRPIcEE L oBNE SicRNd MRT HrBLSsiRE rs‘ﬁbt€§§2d4ols shown
mobi e clients. The processing system 204 | S Shown

s&paﬁmﬁemﬂhcnﬁmhdsn@nﬁmpﬁoﬂﬁnﬁwWacesﬂ@@cﬂhbmbuemcaasmﬂrawﬂy
t hose sk [led in.the art W ll readily appreciate
Hatosr R bhogmosk anSEs e by SR RRE B B gk into the
@k@gm@@ggemnmq t he proceSS|ng system 204. [0033] FI G
is asinplified diagramillustrating an exanple of a
har dwBie Bt eneimplificsh disgram plustesed g syempln of @ hardware
[ Lo [ 0
BRIt R ARl et ip R BERE, 3R B RAEBR R Pbcessing

gerei 204 yndyybdinspl&aented hethba susS i hiteyure rtelbrust@tealrgenerally by bus
nunber of interconnecting buses and bridges dependin
Bt hhesPesc P97 dnappiciuds: Fannwnbemel Hrersednschipe éthe%ﬁd bridges

t%ge?‘ﬁg SPOYRERC! o b GORR! pREATe TRRAPYGS dhikfic overal

rovari s Ci ts incl ud ng a racessor 30
dwizgn’rmmtrmiatsr elidablie hnimt@eﬁl@ﬁvaﬁm busitSORlurhyg alpmcessor 304

k variou t her sour :
il P Bhc e dat]o redige et 2ae & masabe Tl vagiebc: ircuits such
& figbHgl Sur@B dpérﬁ)ﬁcllalsk %oltélg@ I‘égulatro?s Welvkr kRANEEJAL ERGuits, and the
art, and therefore, wil be déscri bed any further.

Bk exthigr e a@élmn@wnsm ﬁlqﬁrb\an@l teredorci wilbndtdealcbatbadeny further. A

LS LAt R B8Se R LR ARR 202 e i

hegud 2. bus and general processi ng, including the
execution of software stored on the machi ne-readabl e
medi aTBosrocyser Agt Hi iseRanséaoir angnading thobus ands gepgral processing,

c“t{al {fllénggigc R @fogo% %Pé%%r? Wg N IPIULG n&cdba 306. The
ncl uaes a se I NS I ons en execu e

taehipe-amdsislo rm&ﬁd J0auseshoh@ with a number of software rnodulcs Each
module includes a set of instructions that when executed by the processor 304 cause the
processing system 204 to perform the various functions described below. The software
modules include a protocol stack module 309, a security module 310, a service provider
control session manager module 312, a mobile client control session manager module

314, a tunneling module 316, a service module 317, and a handoff module 318. A

database 320 is also shown for storing information.



processi ng system 204 to performthe various functions
descri bed bel ow. The software nodul es include a

W@e@voab2 st ack nodul e 309, a security nodul e BADPS208/073409

[0035]

[0036]

[0037]

service provider control session manager nodul e 312, a
nobil e client control session9nanager nodul e 314, a
tunnel i ng nodul e 316, a service nodule 317, and a
handoffie peiekbsl 3th8k Modlat aBS ea32Be i Sscal &0 ik @ﬂfénf Qlie protocol
storing information.[0035] The protocol stack nodul e
Qltmyebg ang edrtton thergdle farithe sarecrpd thsapiplementation described thus
ar, Fhfep?r(o:{ocpiestac oo :z%lllnep %(t);és I&)s??ebt%%lesiﬁwﬂ)rf %ﬁ&e@%&tm&f re%(zeeral protocol
Biyas K’uﬂl’ﬁﬂgl be taPBf tife daf:s [Nk Sdybt ﬁnﬁl@ﬁlehtﬁv) Ibgreeahetd@rk interface 202
several protocol |ayers running on top of the data

(seaklfager Bypagndintedns DRereealorkeh Modhiai® pos be used to
0 h c

%&C%gﬁt%bez)u ]Saléy 88\%1?8 dB{ gﬁéla ag r%snﬁﬁ fa Q{a/ogpdwcﬁh ﬁow control,

adknbivéeddament| amkertaryecovbyy . [filﬂmmrdlomg sfdch\mc(daltﬁ 308! may also be used

e e I AT I —
RELNAT thatens it 'IE%I@@QFI NGoSiAHCRarlsPardfS i@l @fndeg@tb%tween end

packet transfer, as we as the transport layer b

psremu Aithcglghr@sgpimdmtpattrdrthé procefsiniasyatchettheprotenoeti stack module

Al t hou cri of th essi
SOEEZ iy PHEOH PSR PE it ReBRR G o8l ey BERR P
t her epfG. 4y abgow rmh@umNiRErRnet HiE efazﬁhllyve rdf @daph&@onality of the
202. [0036] FIG 4 is a flowdiagramillustrating an
ey seftypres thedvlemiat the senves: yAs fexamplevillunsteatiag dlaf epgagteon of these
ma{r? ?nodule% Qﬁ%sh%r Vil o?re&?lte%xxﬁﬂp l e&efehéeu‘%tﬁlasl @%nh Dle In step 402,
operation 0O ese s twar e rmdu

m&&&emﬁt@dmwﬁlb Jef magneeused tblrSsted rﬁﬂﬁﬂe%hehﬂ, atdep)d hoc service
02, the security nodule 310 may be used tQ registe
H@mqeé@ githes ntasicalho (ney- rﬁ%laﬂeg & iyaamsally i(eepdee h@@isver certificate

t c [ 0

i UeC loplicd 7O AR ciehisotr S RINEANGr¥ict TRVIUED. fhis contificat
cxmtenhe tlael -plubhc sey vofc thepsarvirdsigsed Thihs theeptivdte datyeof an external
cont.ains the. public key.of the server signed wi.th the
b P oG EEPHE) chebfy P e o S IPR P g Pifigiders  are
ﬁ%bisic%e&'dnﬁmh% p’iﬂ)‘ﬁctﬁé? Adnhd ‘é&hﬁ%ﬁ%'a%ﬁm%@%n@%@reﬁ{r@ are able to

provi si oned the public key of the certificate
wenfhiché Bl;gnataml anctheq tcorusg thar Eubahgl keytto opaminfnycatprivately with the

shopatire, 8“%%‘9%4“@? 3%&% § LHPOUS cli&t 1 epister by, setting up &

Rduh@e 330 paRWotd Waw pay ek 1hﬁ)r1€1hﬂ1ﬁﬂt ThOsdc8BlyShedul®F10 may also
setting up a user name and password with paynent

pligvo ppafihes servire evider toyregisign b seHing Ry s parae pegha gassword.
t

PAL POBRERL SRR L LT BPISL BRS] BRapf Bort m o

Jatalease 3D&Ger nanes and passwords) nay be stored in the

dat abase 32
In step 4904 the security module 310 may authenticate a registered ad-hoc

service provider when the ad-hoc service provider desires to provide a wireless access
point to other mobile clients. In this example, the security module 310 sends a
certificate to the ad-hoc service provider in response to a request. Upon receipt of the
certificate, and after validating the server certificate, the ad-hoc service provider
suggests a session key (Kgpg) encrypted with the public key of the server. This is

received by the server and provided to the security module 310. The security module



[0037] In step 404, the security nodule 310 nmay
aut henticate a regi stered ad-hoc service provider when

W@ b@mehiboc service provider desires to provi deCEHUS2008/073409

[0038]

[0039]

Wi rel ess access point to other nobile clients. In this
exanpl e, the security nmodul e B10 sends a certificate
to the ad-hoc service provider in response to a

BEOIURST reddPRB fréfmekit a@fhot h@reigs tirbligat 6 deehadld @hd password
validating the server certificate, the ad-hoc service

prreoyiiterewits hgyenssion ey Kssi. chhdasyuritigpodsije Hbauthendigatap the ad-hoc
A e PRGN T R R
s@bettichied MdWeedd) thbéile raoeiovasurdicaes tohtheadit-haCservice provider
service provider its usernane and password encrypted )
ganfmings thas dhe @d-hesyscrape Provige §eQly j aheptenied and gnay receive
fignticates the ad-hoc service provider based on the
usernanme and password stored in the database 320. Once
aut heht stcgd@d, tht veciggg moduye Abllulag B1dsed aommthicodtats atrogistered
t he. ad-hoc service provider confirmng that the ad-hoc
webis e omfé?nt}cgg%wwﬂug?f@mquc a%l&%a?ﬂamﬁﬁwrye exgry@gn ad-hoc

FAENLE Eink [HRARBhL thd nsduER AR add'BieSREHEd §fvidP I e@id@f,lgut may be

may be used to authenticate a registered nobi o
pérfemed iAsbhentabesadirastly vichweogethe madtile disguiamdethe server. Existing
connect.j vity over ad-hac wireless |jink between the .
FOBETL b pefieThah PRer s PEbRof el gielar 1~ B ageeblish
et Paeebm tiROA®bAGTASNtdiddetle! riket Waehist Bnipidi the mobile
client and the server. Existing connectivity between

eliena éb-the suppdiesitcbe prdpr devicarovifer is iovethenbcaterednd die server is
ﬁ%taﬁﬁkhﬁpatﬁg%g&%{ﬁ! Yhd XlOBﬁ% \éﬁgr[% r&{'u%s . bc'el’tﬁ}c%{el t?@r,tn tﬁl{]gerver. The
e server. I'n This exanple, thée'nobile client is e

sdippd b@aaitt pré-Hécrafdriads Sies véquestab alvd sieter, Seckh@s a certificate from
aut henticator, and the server is_the authentication

Sersgarity madulrolfiO endeiorwrds thegaarsitisaty o e mrabileglient Lgpn receipt
Bf‘fﬁe IEftiffchte ﬂl?a@é#'dﬁﬁ&atﬁl?t}{é C&v&Y &Yt'ii‘ijn%&e ftl‘ikr ¥8b cl'iéﬁ't ﬁléggests a

request to the server, ceives a certificate fromt

swsion ikey (Kpgdudnerydidd, wahdhd purbhariats dof hiat saresrt i Thic strecdived by the
the nohile.cljent. Upon recei of the certificate,

St A aovidid GA8S FSTEHEMSEHG R0 Sl 1} Bpbeucpigessages between
RDd-RrCAndeit RUGAEslicht Bal ERSERPYHEY WilfC t1R) sRA6AMRY &l 5. The
with the public key of the server. This is received by

sdsarigemedule Y@ therovicdods tfiom He webile chignt nsdusemagieanslopassword

that .all . sequen sages between the, server . .and .
PR i B TRY SENB el RE ™ AR IS bR REF BBl the mobile
Kexnt Hsas&l -onTiiRe 986 HarhE YandO gabs&oRil Qtdré®n I @6 edagtfsé rIPM  Once
the nobile client its usernane and password encrypted

aithenticated sthe secartmpdpde 380 pamywicgics tq thewddhos sgivece provider and
I & t ' [ .

BUASTE SRR R LN B3RO SR i
aut heNexktc at eelp 408 ehs et udri eyablizids lcentsil Geamywiitctht @d-Hoo service
the_ad-hgc servjce provider and . ,

provider and the mobile client. The service provider control session manager module
312 establishes and maintains a secure session Xgpg with the ad-hoc service provider
using the key Kgp g for encrypted control messages. Similarly, the mobile client control
session manager module 314 establishes and maintains a secure session Xc¢g with the
mobile client using the key K¢ s for encrypted control messages. A key Kgpc may be
generated at the mobile client and communicated to the mobile client control session

manager module 314 over the session X¢s. The key Kgpc may then be provided to the



the nobile client that the nobile client is now
aut henti cated and may receive service. [0039] Next, in

wWeL@p/H02ddR the server establishes control sessPORES08/673409

[0040]

[0041]

[0042]

[0043]

t he ad-hoc service provider and the nobile client. The
servi ce provider control sessilon manager nodul e 312
establ i shes and naintains a secure session X SP,S with

hdBoAgkrHiRs pRidkr €0t YbdRM XS NT hishBlok8Y $eieSedstin Xgp o to be
encr ypt ed control nessages. Simlarly, the nobile

edtabdrhed ot mlnt@e@hb@wenmﬂﬁg@pbmmné agd 4heead-hon sk provider
2{%1?% eI lget akns aIn eﬁ{:e a%v% ecgsﬁgure nocﬂrsytl%ve/l %e? %tecr%%%}p Ibe generated by

ﬂi%SsScél@ﬁﬁ rnoﬁulé@}(MKﬁ EheGsefmY obthc@giee 3teitedirotiie. nobi | e
client and communi cated to the nobile client contro

sessi OAC AerQgdey raeRgIiBeB s dite Kst h K ety I‘émx&lfesexcwed at the
(Pl SR ERABe MEOIFRHGLR ARG SRLHE Spe oy bc

&qms(bdonTk( PBE Gt oy bsitektyailnta mlﬁmdwand flosving averetthie ad-hoc wireless

en the, nobile client an ad- hoc. service
B Vi dhngreRle 16dgmikapdc thel ATLPE erarsics verovider, securing the

ﬁ%ﬂl%ﬁme wWiltgesk Bk KSPoCpdBniE, gﬁ@ ﬁfo@ﬂ@ gh@% ahffhe ad-hoc

security nmodule 304 in the server or the ad-
suviet peovpday\vdad elgree[tooa4®]ta Tink eseyption kksey’éK@esM itheewireless link.

g‘gcgf? %%}f @8@?&%@5%11 Sﬁt %ﬂﬁa g}epﬂlglﬂ 1]%1!1@?]%;?41 gﬁcd slicth provider, or

fhegREEHtNInddife PEG SRR deWRe Mhite ke B%PAS @Hent TAJIRAEV&MbC service
any visibility into information flow ng over the

B9V iHlSE agiice P asing thiskdae linke encrypéonrisey, 12l Eansenssiaa doetwieen them
ocC Vi Y securing the transm ssions

&%ﬁ‘e Oﬁé un&é%?d@sé@ﬁhgﬁ(kegan be perfornmed. The nobile

cI | enIn sl 41 b ecatiroh B sSREY cae bp rewmgéd oafr hgrseeurt BeRion Xcg,

data |ink encr)iptlon key \VKs or the wireless I|i

nk.
befagentheapobiteyclisat yuibe mabye g%lelé. qoREP! fepdomBINpgeT module 314 in
Fhle ﬁﬁgr tJl 2R AR Cengr? MaGEn R 'Pd”[r ortha ttlaecrec’ BEMLLE yThe tunnel

Iin the s Once t I ent and
tn!ag badbshwey s€exangde, mnmnnd@tedaﬁﬁle‘e’PMunmln g'ht tirmetiag enodule 316

link encryption key, | transni.ssi ons between t
bafsE Bl fiedat Gt i b ean 1y ey e G hent. This i
438 toC&ﬁhfeO!haﬂ”ﬁr%Sﬁﬂﬁc?c MCQ%r&%@é?aﬁbg% GM%'Iht rlﬁtos@eﬁtér' tél%ocmted
session Xc,s, between the nmobile client and the nobil

vithetht wobila @lleryeggd drenparcagees il prigadl 41 i the trebile chent This

R0 R B0 R AT B PG Wi U PG RARE e i dac
£33 withthe MEsty IR tetidntFRbw VBN it Ae kervdih %aﬁdﬂl@ﬁﬁé kdsﬁonmblhty of
nodul e 316 is responsible for the routi n%]tlal I

pehwaebile slhent fraasgrdions #) tha, scrierbande thel mehie cfr@ntswﬂé the ad-hoc
\ge?gﬁ%%ﬁ) v‘%&é ‘fﬁe{%eﬂyge{v&g&s é’f‘%ﬂ{f)%gst‘éf pﬁ%e%a‘&{ Qs\égﬂﬁ{ed Na% B2 mobile

SSOCi a
Clhénefdreadﬂidiehanele e_nsures the privacy of the nobile

client, This tunneling also provides security to
ad- ho&he Brprling @Pgwlﬁdﬁé TPRY & B9V qqﬁ\é{?riaqqdr%eanﬂanon to and

from the Internet for the mobile client.

The tunneling module 316 is depicted with short-dashed lines to emphasize that
it may be located in the server or elsewhere in the telecommunications system. In the
latter case, the tunneling module (or tunneling anchor) may be located in any suitable
entity or distributed across multiple entities in the telecommunications system. By way

of example, the tunneling anchor may be located anywhere on the Internet or within the



associated with the nobile client flows through the
server, |eaving the responsibility of such nobile

W@ RG0e#26192 ansacti ons to the server and the nobPCBUS2008/073409

[0044]

[0045]

[0046]

[0047]

client, with the ad-hoc service provider nerely

serving as a transport to al | B data associated with

the nobile client to reach the server. [0042] The

hRBE bperafPUUInGradh@ ey Th&R XN de tRebmork] dALesSs able to
translation to and fromthe Internet for the nobile

deteramine the Oxpsimal hienplemendationg Oﬁﬂufaltemsailegu anchepifet edy particular
W th sho%t ash%g I| es 1.9..ef hasi z at it By, he .
?.%3110{1‘[10&1 i’ set hgnse? er ogrpane se leI‘?l’Ielen S eeoveral CS1gn constraints

SR ed oIt s@ﬁttemomﬁd/&y&h@fr’fblewhttﬂtaoﬂs at t er case, the
tunneling nodu (or tunneling anchor) may be | ocat
in anPneqi fdteaB!n@eleﬁt ystaplighedgbatiee eheealoaé? (9§§ntn%ﬂdt 'Fhﬁl S@Wer the

gL Ilng)%u e 1518, ﬁ% ﬁ&ﬁr{%%&@é HHE)% §é(r§7{c%mo t? yv\ﬁ%g{hgnt n step

exanpl e, the turnneling a | ocat e

612.t Bg wayt efraxetnple; thei dehvice mbémletm rrkayompaitt (audls or video services
i nfrastructure. Those skilled in the art wll )
foethaimapilginlient ol fetcEyiRs Aodufeed lfpwmiso SHERWF&W%SGMCGS to

ok ddgictuppel i ng anchor for any particul ar application
based on the performance requirenents, the overal

desigﬁh@bmgbﬁhmnd@eKﬂﬁonempmwkkhwppv$ﬁ@nqhammﬁbmfmnhbﬂechmﬁ

eIevant actors. [0044] Once the tunnel

g’ina%l? h?f paviRe O‘Pﬁ‘éj tﬂo%‘uoﬁ’ee Aedngn %de'ﬂlﬂBe < {agtors. These
FaRr$ Bayi i Su D) Byl Way3 b7 exa@yplBEthy Sﬁdht%rcbfmeﬁ%dj@d&) rI‘e@Mﬁed by the
services to the nobile client in step 412.

Bwhiprlent;the dywtion 6 thepgssien @ﬂmreﬁaby theppehite ceh@at, @n@ the loading,
}r’rfélgg(?néi?tg) ,' a(r:rrlgi;en"gﬁoggolgxgea g%g ; lPae[“%le elFeg bt th%_qg Sl’lz)gvélrjvfc% ptr0V1der

t he nBlG.|%isal sirﬁpliﬁed[tﬂ@dédlagﬂaﬁl inasteboiing amédathﬁle%Ia hangoff. In this
provi de suppart for a handoff of a nphile client from

pHEe- the dneRifeyslicat JO8 i d@fn& brndged e froghd ‘&elaﬁlgaﬁ«}rhoc service
grfw’{%{%F” ‘?{)61f %C{;]@‘Ea% etTJEFﬁc?‘c %&%9 \}ﬁoﬂﬁé‘r”'l ' Ud& é&@ytunnel 112

exanpl e altyo service (QYS) req
b¢tecanlthd Bva hd+hnd: seivive glovidtisoltef 1@tes seed it mamtam the mobile

requj red. by t he nobi | lient, a the lo

EBiH PR wih heceyegy 1 SyEne puRpTe ' B uBrire fsgpedo the clent
Fela@w@&jb ‘ﬂfe @%lﬂ% @§-hBt @é’ﬂvii%rpro‘h@%ﬁi& Eﬂn@hg ﬁaﬂcﬁ)ﬂamay be forwarded
sinmplif diagramillustrating an exanple of a

toethel tﬁfrget atiﬂhop hﬁ@l@)pa@md@ 106hthronghi the tuninelehit2. 198a packets received

ei,ng hand n e
B7 Ulrhelne S8t s RelyigBe o, Wishulp SrodE gl Gfipydyring handofr
Wb Be sbnthRfcsilP it tinhRiet adchdr RbMGEM fuhgeltiwe, adtchegively, or in
service FrOV|ders | 061, 1062 is used to naintain the

rristitionstoe fieetata Rackets apsomiatgdrvith e clisnt/@ret mpy bgwitheighe destined to
s T O M R
pn itief ﬁOG‘[&yaﬁ@e foovwwaled éslthe target ad hoc service provider 106, directly over
a wireless link 114 between the two as shown in FIG. 5, or through another ad-hoc
service provider (not shown). The serving ad-hoc service provider 106, may stop
forwarding received data packets associated with the client during handoff when there
are no packets needed for forwarding or when a timer expires at the serving ad-hoc
service provider 106;.

The mobile client 108 may have an IPv4, IPv6, or other suitable address that is

used by the server 110 to maintain the session. The address may be provided to the



to the target ad-hoc service provider 1062 through the
tunnel 112. Data packets received by the serving

W@ebonoze18er vi ce provider 061 originating fronmP@hES2008/073409

[0048]

[0049]

client during handoff may be sent directly to the

tunnel i ng anchor |ocation in Yunnel 112.

Alternatively, or in addition to, the data packets

ADBNE LA 0% Gyhtht Rervet il embr bh&8F tH¥B3H-R&: QirdiBehrdi®ders 106 in the

destined to the client or originating fromthe client)

tehegpmariaiqadiony peteodly Alhtén@éwyntjleaadldrﬁ@@ mggrle gered on the mobile
r 1 may be.for o the target

BIGPY RO e BB IR Mo B s

114 bat wmﬂﬂgﬁra&l\oﬁ A shana handofGmoGule@18tik ru@&tg’fb manage and

anot her ad-hoc service provider (not shown),

surdinglg the apbdtigepl fheeot @ro&ﬂfwe Poglexdg P§ff©ﬁn e handoff of the
g giec cl.al

RGeS P RLARE BT R AL LA, B 2 RGiogaity of

Yatouk eofmanémnghms mllaqmo@s:tmgre;rsteerx pfa ea‘vatsupﬂmsmﬁg theilagdoff. An

-h c. ervi.ce_ provider 1. [.0047 e ile client
n‘i% WA EHC PPation @é‘g S Nriodtlis HA| BoR dapESEed with
Fel?@l%ndesto 1369, P¥nd H€ 18 &Y EandphO BRI el SbrhB&ed to a “serving ad-

session. The address may be prOV|ded to thenobile
bod sanvicd p&Vdert KSP l9as \hemdetllctff oy a Otregasfadtive sadq¢mp,rov1der” (SP2).

ﬁgrakpgm%rOV|ders 106 gg t el onnunlgatlons K
HRer KA SERY R SE55L08P SP%Sh %Pl Freg SHASIDE G RPTReYs Kseis,
KE@ aﬁ@lﬂsh% ©bpitel$08n sﬂeﬁ 6ab, ﬂh@%é&l&rﬁoﬁ@éﬁ ¢BHOREsSIBN manager
t he address may be a Mobi | el P address. [0048] In one
ebhmaitgiag 3 eeeubst scasige Mymrs With thanerying adogl serdgepriogider using the
et%g gn kg%g?naga%d%?e m?;g?é 6&%&(5 %orl ?ne%%ﬁotnlrﬁ ago f%lqlf?lalpﬁams a secure
sabibh & Gl wiehthe Moide dichBudnd trwethiagk@nKi k.| Wslidnathé Rgget ad-hoc

an exanple of the functionality of various software
PREYIGE BEOVIET DPPriseemss arpilahlst BARORC S0P ss@ﬁwfstqsﬁ%ahshed by

t e
SRR AR B bR 011 Dy O EBEbl P Shuion ey
Kef, eregogattd Hehv@Sn theamgeﬁ.adllmct fireicexaoypte, SB2 ramdi the security
client connected to a "serving adhoc service provider”
@§§Wf31§ handed off to a "target ad-hoc service

provi ﬂ%and&@P&iuesﬂ il S}bb@hﬂlﬁate& hh&&pSERULS eﬁﬁ&sthg 'ﬂ?oblle client, the
XSPl, S, Xc,s and C exi st using session

#sPng 9d-has reee @rq@l@lr SR, or ékpbend %mpdullerﬁls& lélpthSCB@I'Ver The
the servi.ce pro er_control ses nana

feFic® Bfofatet BN S ol BRMRs aRFRRAR, TR TR e Efgmmggion to targer
athbO CseBREY I86viREr0WPAerin Ustt i g608h eindREGhO thke YheKBIbile Sclient is
and the nmobile client control session nmanager 314

pehentigpted. &) vee e ecuisssssin Xessthimabile kbicpignry be pergd by the
Hl%bpg cthgr?t TG lo&éﬁgﬁ/ Iﬁﬁlaggr“ %‘aufeh§gf,afng gttegaéjlohotﬁat it has been
service provi der becofes aval l e, a secure
sebaitionteX SR, the maycthel-lestsablidesprodidoySkheAadsshackey Kspy c may be
service control.session nmanag %{ modul e 312 in step 604
g@}eﬁaée by thesmghilg él);ent the target”ad-hoc service provider SP2, or the security
module 310 in the server. The handoff module 318 may be used, in step 612, to assist
and/or support the establishment and maintenance of a secure session Xgp, ¢ between the
mobile client and the target ad-hoc service provider SP2. In step 614, the handoff
module 318 may be used to assist and/or support the handoff. The handoff entails a
disassociation by the mobile client with serving ad-hoc service provider SP1 and

association with target service provider SP2. The session key Kgp, ¢ may be used for the



KSP2, S negoti ated between the target ad-hoc service
provi der SP2 and the security nodule 310. [0049] A

Whanwdotd19r equest may be initiated, in step 606PCHYS2008/073409

[0050]

[0051]

either the nobile client, the serving ad-hoc service
provider SPI, or the handoff Hodule 318 in the server.
The service prOV|der control session nmanager nodul e
é’e%arec:@@m&t o%tz(tebdtwsaf MRtrhetlct QichBhetPtheadrddP6d-H6¢ ‘dér‘}f%e provider
rovider SP2, in step 608, indicating that the nobi

P2.evhich basmavh deedneathe derv@gesd-horeserdcu pwvilss s htfnm)@élog (such as
1trers]1e uglD Baclk%tscaslsgcqgtega \¥1t %hl nf 1le %}Fn}/) tca{]ne{oém e@clgfle g%{ilbee?vtveen the
con Session nanager 3 iA’s h

sdrwba@rdl&‘@ﬂs etbipginthe (Saﬁveﬂw\iﬁltthle hdyestdnae @G&heﬁﬂﬁh-nﬁ@ff module 318 for
service provider SP2. A session key Ksp
Behseiearpyidetie Apision kayikemt.sp2 iR b@aqstjbtlshaé f%&ecure exchange

FERLER AR, Sy i e, PRI TR SRR P o

sdrepc@it 9vet & dssdtswiralagh tink suppamt thcherest gbdviddrssfitthe service
and. nmai nt enance of ~a secure eSS|on XSP2, C bet en the
PEoBideE canitesnh SaRly Othﬁéo‘t’eaFdQ? g9 | @g it i POpiLRIG W s 2 multi-hop

witttesd path bER B the RENABIREL 1IRGU!iS a3k 1R IR ngt%&%qk topology

to assist and/or support the handoff. The handoff
émuah lagpath o sagdsei dt isoposkiplet tlhet sowid inéom:rtatlent(swhtn control flow

ervin ad- hoc ,servi rovid SPl .and a C
ot e 28 GRuh AR SHE S e 3R 3T by A noaute 318,
%ﬁﬁ’@ ofhefBiforldeutidh €6hichQk dhASTRRE HBrmSRDE) MAy ¥o %Bgn fle direct wireless

bet ween the nobile client and the target ad hoc
Kele/path deprospithieiergpRproyiicth has now becone the serving

ad 1of, 35L ohRgMLAY 48ra LALOTIRALAD LSHEN @S I FAANR service

packe assocl

ﬁﬂ@@h&ﬂ@ﬁa@' hettorgnint the dagbydeCE0Pr THE daslsytheaiugbilédiethe level of
server with the assistance of the handoff nodule 318
$BYicH 3h Rdhoc\SeBECH PIRYIdeEhas PRovadess B EKRIGVIRuSpECessSaessions with

11@ &li %}abjfllles &S d Oes SEE lfﬁa‘;ﬁagé’&? hange19fy, ‘T’rftﬁl% each session

tween the service providers ternative suc
betwhan ge adthot rsémompmmdex:amd acuabileabient alcﬂupctam the quality metric

wirel ess .Link ween .t he se providers if_the

dpoped vt}tlbthe&éire%occssﬁvlteear&w%aioﬁse&tcwe?n GRolg fagiok. The factors
Wal 8h@8&, blunkre dok 1infitcBAS Sthelcarétﬁﬁtofah@ytéess §QBon and the average
wirel ess path between the service providers is used in

hanﬁméﬂhesfsacn@s Ho et WOWK\N pprolideglytoi the suabhleecligatt hMogitored factors

avail abl.e, 033|ble t formati
6% 05 AR Gied vl B Pradedot Voluss e R BGR: 18 g dperri for
ictsBssidiemas ke shanae ophvérhge bamded Valomdud eaBd@hovbérvRe provider
ot her information (such as data fl ow i nformation)

may
Bovislpe marn acegsy sessions Femebie rlignty. bt AUBEY wesihc pyseciated with the
L f f
BEDYL S5 YL 020 05, RIS B s
fronv pder acys besvhar €this nvtiage dadyabasestddfht dheage or it may be
qual i ty tric reflects the | evel of
weighted to favor more recent access sessions.

FIG. 7 is a simplified block diagram illustrating an example of the functionality
of an ad-hoc service provider. The ad-hoc service provider 106 has the ability to enable
interconnection between wireless links over homogeneous or heterogenecous wireless
access protocols. This may be achieved with a WWAN network interface 702 that
supports a wireless access protocol for a WWAN to the Internet 102, and a WLAN

network interface 704 that provides a wireless access point for mobile clients 108. By



service an ad-hoc service provider has provided during
previ ous access sessions with nobile clients. The

W@ woa195essi on managers 312, 314 nmay nonit or PEETK2008/073409

[0052]

[0053]

[0054]

sessi on between an ad-hoc service provider and a
nobil e client and update the Hhality nmetric associ at ed
Wi th the ad-hoc service provider based on one or nore

Hagbe Eﬁanéﬂg,eth_é APNONS nBBYork MEbMER, 702Uha@ R 1UdRta thdn¥bdi®d function
to, the duration of the access session and the average

hahewipgrth FOf-DAL derskntarecttasecsyyimnuph ovIVABAN: end fiee MbhNenctwork

Fnltelr%%te '70%b M ﬁlrcﬁl%efaat%n%rceslv&a ngt?onaﬁl%{r po%gdeg aﬁaédiel 1f a2 point

a range of Val'Ges “for "each's eSS on. e quality metric

formbbiec skasd 008 Mayloke gbdv@al 5 Nsac otk APW AN dndeBE.AN network
es. _As an ad-hoc service provider provides nor

val u a . / e .
Hiebses L&k I myths Gopbeuisd &o iraplement the Phyrgal {aychiy prayiding the
ciat gt -ho j i gler .
B LR Bl e AR, SECOE PO faPSng clorica
$peorficptioBr requiceists inesfaconsits ipsctiay ermageissiay nipditan. Each of the

POl BnF g SR ors e s g0, Bl bimes ive By B Ry fnotement
oty patidm bt liStdadt IRY BRI LaBhet fhRess to its respective

functionality of an ad-hoc seérvice prOV|éer. The
tigkshossigemydiom. pr ovi der 106 has the ability to enable

i ntercponnecti on bet ween W rel.ess |inks over ) )
horpg bBBIR b R el ByBEA0E Tt foalbadM i fgied interconnection and
RsGibACAbSitorihial Mot 1. ackticendulel 106 droMM¥N ARENEIfocessing of
interface 702 that s%gports a W reless access protoco

satery figpnmobde ehenty H%esnidet tho ntergpancgtion Apiwisen (iigrad-hoc wireless
i. f . i. i | i )
B0 VB PSR SRt Sl SRR R Gl bvenicaa

ael pemktddiyethé saecrto Asety WMCANdetvaork) ahs eridur706 also maintains
function that, supports EV-DO for Internet access..

tumpelag RorooMwRy, bedween the seAr ANt hawwtRenticpisd mpbale phantpd (8.

i nclu h =i . i . r i . .

"o ate RHEERREEL VAo 165 b0 Ry N o Bl Guion 708
that@l ) ohaltlésethy\Waitiu rid6\nd Afd videt adelnde seriti ersftacmbild 0Renty 008, and (2)

may be figured to i npl enent .t he physical |ayer )
Bora I AL B St e R & A e h RS e set o e adhoc service

ploGRIcHane Wrhd fhe: mhy&ionaks anphd#tc8Chyi §aliser interface 712 that

specifications required to interface to its respective

coramgnicatss vithrtbel WIWANEaderfase 7108 dhrpmgiNthendodMARO, andgyroentrol of

nterfaces .702. 704. al so be configured to
FﬁﬁF%H?ﬁFO?H%”@B&Sﬁ“%Eiﬁion of the data link |ayer by

MaNagihp gdiseGHes sbdve, tht ScivReRR6ilateph lieHtidA1798 icfabl&REE tibdule 706
0052] The ad- hoc service EFOVIder 106 is shown with a
&

| prowide @diher seipiien de Mobic gHents 498 dhe semicearpvigermpplipasion 708
80l R SyT90. B SR L OLEPARRGER! W e s 1
addiesic ahd 8etvicenprbeidee epplichtoradof atsownbdtadisssa separate session with
cach mobile client 108 for exchanging custom messages between the service provider
application 708 and the mobile client 108. The service provider application 708
provides information on authenticated and permitted clients to the filtered
interconnection and session monitoring module 706. The filtered interconnection and
session monitoring module 708 allows content flow for only authenticated and

permitted mobile clients 108. The filtered interconnection and session monitoring

module 706 also optionally monitors information regarding content flow related to



links to the WMN interface 702 is provided only to
nmobile clients 108 authenticated and permtted by the

W@ 2000026190 use t he WMN networ k. The nodul e 70BCHUSI908/073409

[0055]

[0056]

[0057]

mai nt ai ns tunnel ed connectivity between the server and
t he aut henticated nobile cli s 108. [0053] The
ad- hoc service provider 106 al so includes a service

RoBNE dieEnta PO dufehtas i £RSudt Aokt RAGIING Frdnh OBl Eclients and
706 to provide ad-hoc services to nobile clients 108,

dul(dzyo seppobtle clipms) and rogeihinge WV Wdde ead tWLéNT@bTIWOék resource

1za rl b%d avaqst?lr % n({wueith%d {I’{O egevgfl\%él(e:ses % Ovti 11916 filtered
t 8¢ fUdctT on i s supported by & tser er f ace

ﬁllﬁﬂrcdthlat:tlcﬁﬂ i ReBRIneHonitéing A dWBANG RiehtiacienalB2and optionally
t hrough the nodul e 706 under control  of the service,
progidedueh apprmationite thezesgyics presider Applasier;d8%d Thp sqraice provider

%‘1‘5’318?‘26 O ca'?lr ﬁbgeﬁfélea%pglll ht%tlhfb?ng& ?ﬁﬂiatgkee%)ptrgﬁlate actions such

r ovi OC services to no
ad ﬂﬁﬁﬂ‘rﬁinﬁ@Swhéﬁha ®ecantinec promMacierg epplecttaty enth 488 mobile clients
ﬂ@ |ns a session wi.th the server t. exchange custom
%@S ¢h thesprveh ot ddiethsr to qontigegio RTeHde pHEICS er vi ce

provi fgs @RPli A& &5%31%&11%%@&1@%19%9&&&16 BfSER ALt fonality of the
session wth each le client 108 for exchangi ng

SUEICO mqmaa@ebcamenwd@femmg te dil(iScé apddyitlkead-hoc service provider

Lic 708 d t.he nmobhile client rvi.ce.
B GER SR Shes VB oF By oT Hhg RIS B gy ethfion and
approRitloCploflicagshvieey 1 trhétdleC i@ FrohP thd@eifvet.t €TIRM server may
i nterconnection and session nonitoring nodul e 706. The

futhendicalg tharehee rpeedc aVidad 16k erd drenmstirmard whetherdii|velll grant

ﬁlgsddat{oc%gﬁrlc%o Sk J 116?{ s O%é‘a&?%ssé‘ﬁ&lé{lf@ 'thc?ar%&lges?l%giy be denied if

e clie
thetrerbeneeal-hascavick pm&ietmm Msan@y goographidubeatiénts os@eat or if
optionally nmonitors information regarding content f|ow
the WiV BRFEHPT 8t IMRAIFES cLRnsGARRTBtst e thantslipge srvice provider

tent outbound fromthe nobile clients and i nbound
tothe nobile clients, and regardi ng WMN and W.AN
net woOkce epoudrloe setvitd patviden 166ds avbéritebicd abdndpiodtd® provide

on the wireless channels. The filtered infercqnnect :
e o Rl PTG Hou e 0w B PRICE FORERG i in st
ot ! rbV¥id® BRViuAGichHG Ib@lfli%rd%tehé)cﬂe R thl?ocss%f\%&ﬁrowder 106 to
provi der application 708. The service provider

apsttiscatsiaynil by sanroypdd asness Ity thecV VoRNsI@dh Tihisf mayrbe pdneved by

ek PR Bkt ARSrRSR R et STt WPE witpipethe rane
oD&Ver16! TRBkEviQn RRdatidr Maj AR IERMeBImCtat fMRLBBMgtthe WLAN
continue to EFOVIde service. [0055] FIG 8 is a flow

entaisherd Pithuse pahphgeraireaxarigfe] r ay ﬁ@lfetﬁﬁétaic‘é?ﬁ%ﬂppw as well as
B A5G PECYASRK AR SOIR BILELLL18 o 0. T
parepcB20f mmyss(td)the @@LANeﬂhay\liiﬁthdehe SSI@[O@@&;‘[ IBBﬁhﬂeZ)(SSID) for a
pubcil%esséﬁvgeustelg gsnstolcfa:l‘?etdlv%ﬁl the ad-hoc service provider 106, supported data rates,
data security mechanisms, as well as other parameters used by the mobile client 108 to
associate and establish a wireless link with the ad-hoc service provider 106. The SSID
may be set to include characters identifying the ad-hoc service provider 106 as a mobile
node offering access to a WWAN 104.

The attributes of access to the WWAN 104 offered by the ad-hoc service

provider 106 may include information to enable a mobile client 108 to determine



approval to provide services to nobile clients from
the server. The server nmay authenticate the ad-hoc

W@ 200iaa9pr ovi der 106 and then det ermi ne whet hBCT/U$2008/073409

[0058]

[0059]

[0060]

will grant the ad-hoc service 7provi der's request. As
di scussed earlier, the request’ may be denied if the
nunber of ad-hoc service providers in the sane

GaeHERDRI £-NRCREVIBN plovideP Q081 € Blovling kufrleRnVH¥Nss to the WWAN
operator has inposed certain constraints on the ad-hoc

s to mectphondade pf thegnoliibodsnt ticand: theclget-tho @ddee vérwise provider
vd der 106 .i s, aut hent i.cat a a ved-t o provide

BV 85 b P HRBTE SHER . PR ARESANES: bReBLRMY Hiduce the

pieoiouslerdinet ¢ailitg inofAS assotiatt 6tiBhd ad My spivivé pitevititel 06, fee

functjonality required to enable the ad-hoc service

psveirseessge the \@W\M 04 candier Qppaen ol quality of prwige garameters.

e mﬂ; gg §ema%glg Cf]S' 1n3-1m1§, Uﬁ?é&ekﬁ%t Iﬁ}ﬁ#&@ Y& Qn k3%{Ipetcged data rate of

ass an asting ’'service ormati o
absd te thd WANAN 108 anickpeated deati@ngfeacoéss cover WYEANTHME, a latency

servi ce inf ' i ncl ude par anet f
alacessitAdhg RV s S PSee] aPen ¢ e WAV ASC Mepid pamount

Bf @MisHeFed HAB A%h AsPict &) BEWAGOE384 p0I Nt as vel | as
attributes of access to the WMN 104 offered by the

ad- hothserpected duratwndércddsto thheVPakiatet es & usdr-speabedperiod of

.0 the W.AN may include a Service Set IDentifier ..
Seyreioige o g coroRe Ao EobYs ShugBherarlimai ihekine an ad-hoe
Savidepre&adat PR pVaMbIedt al BbrticoldPREGdeshieladAtibAls@sh as an airport
data security nechanisns, as well as other paraneters

tsgatabyhqtelelavbpi beoresl vee, £08 Thy eweteid adwaten of access may be
. oy - : e y '
EATRhistq i M £ RT3y Tl WO ot¥if Bk 9o ifnenticacd and

approecterthe kaeatto pyovide ddeessad thwow VBANvIiOde provi der 106
s a npbile node offering access to_a 104.

VWAAN 0057
?Il'he at b¢ Bt drtagitess aeeest e Aol 804 éfeaealg%wréess link
F&%e@rp THAOG RS %m&‘b foQinegqg6 %g@t WA P@lﬁmay vary depending on

nformation to enabt e a nobi client 108 to
thet emrelcsseadresshgotache used- Wabinsthe WECANr thA, diee sip0&l steength of the

rovi di.ng.sufficjent access to the N 104 t

HEle LB DEPYaeRTraTE SEMmseriToTSB Al s e MR g4 and the
oG rEBhMIrkSt BAAVH06E wiilh he OceRt @Rl €hd 8d-hBE service provider
nobile client 108. The attributes of access nay

il Ofc magl et donfignied|to msdnyjtodithecanssand dptrtate 9f asesd © the WWAN 104

R

EfRbict verho S @atY irfi€ oPadcRFH RS W WA godvHilyblefo s efabile@lient 108
E;raneters i nclude, but are not limted to, an
Piehitbeladthoasaraice PEVides 486 & degermiged W\AN 104, an

oxpeCygO YL AN Bl BREERS o e L1E PN 1ol TR o
pdrecitiiAN 1B ot daitub] admarite afailbblans theradethcdatvacemrbhider 106 or
{ter?lg; te ste? tg haeumglec]ipigd amount by the mobile subscriber offering access
through the ad-hoc service provider 106. In an alternative configuration, the server may
set the expected average data rate when the ad-hoc service provider 106 is authenticated
and approved to provide service. The server may set the expected average data rate
using information received from the ad-hoc service provider 106 when approval was
requested and based on an agreement reached with the mobile subscriber regarding the

level of service to be provided.



[ 0058] The expected duration of access to the WMN 104
is a user-specified period of tinme reflecting an

wW@ewonee1ef tine a nobil e subscriber antici pat eBCHHEEI008/073409

[0061]

[0062]

[0063]

[0064]

an ad-hoc service provider 106 available at a
parti cul ar geographic | ocati of® such as an ai rport
termnal, hotel |obby, sports venue, etc. The expected

dur at 3efh @k CRAFGCRRISIUFRIONDST O8N ¢ &G etied IRR BRI IfRcess to the
when the ad-hoc service provider 106 is authenticated

B AP P P veedd dtﬁgramlﬁeat@éxuoeér By ool deamapleets axpeethé duration of

gcted data,rat e of access to
IR iRt 08 OORY [0E PR 86 ithRop oo, sPRESSBokBler 106 &
s@hatiticete raad iagprovdd o prodidehrM¥¥NithGhe B&Yev aTle expected duration
degendlng on the wireless access protocol used within
dggrenC to4etleqhdha praunt oft tiep drhadhoe Rervigemspedsr |§hhas been

?\% MeRo tpﬂﬁrl@edacja%% S AMIGR RefVi (ﬁ%eg nce e 38 ?\PIE E&%Wwder 106

, and anount of concurrent ata fra
tvae atrtihéddi ch 4. anfheppad-cidy therseivee 1 po.oOptienal k0 6h€rrmpbﬁe subscriber

confi to nonitar t verage data r ccess
M8y (Upda WE\ awmaeérlmgbt?% addhocrervies H@él@ \98 be available to

ProidcdRbesd Ofhe BRR&PACE PloFiRY EH@ERY FRl: @(%Jll%tdeb r@lﬁuthentlcate and
expected average data rate of access to the WMN

evaédt gipbeveb framnthisi deever | th exontid@8 provrding kevive age rtb@ 1n1t1ally set
serV|c$ﬁ£rOVLder 106 is determ ned. [0060] The
RSP SRS Ye data rate of access to the WAAN 104

may Dghs etpedtedaiaRefateott /YEssQAb thhwWaNal 0ax8d hall Based Rhile the
rate avallable to the ad-hoc service provider 106 or

pd- hmyerﬁ@es:é@wd@r Houisegvad plde it ipseyidgraensss. blor peampi the overall
829[9 el | 9&8&’18? I%llié Q(gh(?qc Foite {)%rv%ég é %g h(?ue t%thﬁgeg in traffic
n an I on, the

provi d erna I've con

setheelV W) 19dt Stifiar pliecé:@dctay ditagste @ﬁhﬁ:eﬁsﬁﬁn&y b pmltanya utilized
ad- hoc service provider 106 is authenticated and

Bppr fé%alqb&e FHsYS 4@ dieyisubscaysid webilteplighiy 1Q%seqkyaccess to the
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e ad service provider 106 when approval was
takqtlest elthngedinlbesedurdn an agr eenent reached with the
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e ovi TaSeeh i1 Betrienet seup e Wik ARl LRI fEabdei details
eNthe B VPR, t@@taa Ho@ts@rv‘?ée ﬁﬁ@ﬁ@lsl(‘j@tot e n‘r{]%ﬁ%l li@f 108. For

are dynam c attributes. By way of exanple,
@mm ghic ttanay iaod fisfluensy @f 9cgess thag N thodatemny dfepaglat access,
ad- ho rvice.praq 106 thentica
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applications being used by the mobile client 108.

The amount of transferred data refers to an amount of data transmitted and/or
received by a mobile client 108 when accessing the WWAN 104 during an access
session. The amount of transferred data may indicate the maximum amount of data that
a mobile client 108 is permitted to receive and/or transmit via WWAN 104 in a single

access session. The amount of transferred data may refer to bytes per session or bytes

per a specified period of time.



may update the anount of tine the ad-hoc service
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associ at ed access sessions available to nDblle clients
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g0064] The amount of transferred data refers _ to an
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access session. nount of trans at a
acwdssmattlaaeWAhh}GMm anount of data that a nobi I e

client, 108 is jtted.to re d/or transm.t via .
N o sy Boigles ekiedonc BB i Dt b anorgte the' service
In'f&ﬂ?aftlﬁﬁ rcbuskRb Ry il £ ot Qﬁftﬁﬁe B&F bRRESsARy % one or more
byt es Eer a specified period of time.[0065] The f

mabée oficras £@% sBy ovayrd evanlel @4iriver fonéhecWdtAND @ptwmk unterface 704

in le c when sin .

b g s &, e B G R Eefrsls i e a R G R oRrame that s

ssvdueatlprievkdricd1 0Beacbiefriges bRt € cBBY¥ndNEatide iR Widdle® access
of fee rates covering different periods of tine. The

potocpltte ngfi§onaRile nades Werémaa mngaiged sangeed shopyadahilityenf a wireless
%t%rlg%lécegsrlgdqﬁt. C&'ﬁ%g&%b 13#‘1@11& %X]tdgfwh%% \éd)tﬁgnts are dictated
a ove. e ee rate

araneters dl scusse
by the wireless access protocol as well as fields that are vender-specific or user-specific

to allow for custom applications. The parameters of access to the WLAN may be
automatically incorporated into fields of the beacon frame specified by the wireless
access protocol used within the WLAN. The service provider application 708 may be
configured to incorporate one or more of the attributes of access to the WWAN 104 into
the user-specified fields.

The service provider application 708 also may be configured to incorporate one

or more attributes of access to the WWAN 104 into a parameter of access to the WLAN.



for access to the WAMN 104 may be provided by the
server to the ad-hoc service provider 106 at the tine
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the WMN 104. Alternatively, the ad-hoc service

provi der 106 nay set or adjusilthe fee rate

i ndependent of the server. [0066] The service provider
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intarfacd €702 Herosdcpes tted bekwoatframe af nembdesticand OB hweithin range of the
expected data rate of access to the WMN 104. [0068]
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by bicl SS1PI th entess thedd-1By swayceqiroedemiiite Tha sdrviaegrofider application
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ﬁl%allﬁﬁlehhadtiohsof%u’ﬁﬁlﬁw@[&ﬁ YO&,IB& Sdrdct @%vi&ﬁ‘%@ﬂcd‘ti@ﬁﬂms may use
are a common feature in wrel ess access protocols to

powisequrgdpilickeshbales wi thin a specified range of the
avai | gbi | i toyne0f,. .a w.r.el et . ac [ nt., ..
o Aol BB RSAR shs samivion
chmitohtf@cttions.t Moraispedificdlyatieessvips pt@dddr applividion S determines
fields that are vender-specific aqr user-specific to

Whethes it gran cuBPYin2appbiic ais 98 behere pilogng Eresmgpile client 108 to
e I j r t
ST p RO RO B P TR R e, B0 BPIRNARery power
md ethesproacssmgsespuotes cladt wimddl ovdutr foiyractdpeinglaANobilhelient 108 may
servi.ce, provi.der application 708 be.confi gured :
PR Gl T 1eTIRS 1B Gt PRV HOPHGTRR AL stauq gonsider
LippoMiidN:, 104 hodiR Rgt 488 Tor %E@éﬁtiﬂ%eadhafﬂdﬁffd@f- thhORBBle client 108
The service provider application 708 al so may be
tomfangtheead-hoc sareige prvades. one or nore attributes of

e WANEREaP it a08is? Py BRGERREincBle 2RERT b gha provia

thein WEe aabtaiffquilng oR¥éivicd plugraet 8sicRbs biexpReRd@Rerage bandwidth
frame. The service (gr ovi der application 708 may be
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R‘%&%ﬁé tﬁr8uéﬂ}%tsvg%ud%&) % 'egéhom'bgﬁe oRl? 1%% o%? a%ﬂ‘é\lwiﬁr(ﬁgv may be

monitored. The service provider application 708 may monitor the throughputs for all

flows going through it to ensure that resource utilization by the mobile clients 108 is
below a certain threshold, and that it is meeting the quality of service requirement that it
has agreed to provide to the mobile clients 108 during the establishment of the session.
If the service provider application 708 determines that it is unable to provide the
mobile client 108 with access to the network for the agreed upon time period with the
quality of service required, in step 812, then it may notify both the server and the mobile

client 108 regarding its unavailability in step 814. This may occur due to energy



nunber of attributes that may be incorporated into the
SSIDw |l vary depending on the data size of the SSID

waeentadziat a size of the attributes. [0070] OPCEUS2008/073409
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construction of the beacon frame is conplete, the WAN
network interface 702 broadcaslts the beacon frane to
nmobile clients 108 within range of the transceiver.
{:&Qﬁrgdhtsl M.er asoRdvamby), &rcdth@ntisfollEnT8Yends S Oticdic@vice provider
with thewgybllc service set identified by the SSID to
apndisatdon A8 mdy o teke ona:er woeveidée falbwyvinTsscrgplen aaions, in step
V|der |cat|on hent cate t
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processing resources that would occur by accepting a
obthic [servadei 6m tpetfO8n waye @ttt gttiangs)d € eeripmi ng aotiet (ae fllustrated by

he, s rV|c rOV|de a Iic ion 7 sho nsi der
b TG TS e in B P herd B it oG SaaSor al of the
Hl@Bﬂ@EIﬁetﬁf 168haid thedr € £l dceibh tHe®ehef Jd%cadémlékeproaﬂeﬁﬂ% plans to
serV|ce provider. [0073] The service provider

tafspl Whereithe aze@ aety ba@nt tor mewre|of the jaghens desgribaddin (a)-(f) of this
&g then1mnth a certain quality of service
g such as an expected average bandw dth
duri ngh@saess ipesviddrappliepioB 708 nidjetaken ‘dlﬂﬁ@emra@tiblﬂ @fith respect to
%wgllcatlon may nonitor the sessions.

o &rftp@ﬁ%msrn@qhﬂ&é&e@té 188 and thsiserver. O p@ﬁﬁy alﬁﬁemb%cﬂan to cach
app Ié&s{ﬂ@%%@ﬁ)’e af‘enfﬁomé A Ethe S-EP\% SEANY, rﬁﬁw@[}?\ﬂ'léj ?e‘['rvwe provider

moni tor the t roug uts or a
fppodestigo? Oty miak rta:iwgﬂhe istmt @cters with rtdpatt nowolm pceome of the existing
t'IiZﬁtioq g nobi | e cI| nts 108 is.bel ow
pepHGchenth g r?afiot © SHTSE RENAHEY e SRS PEHPT: Ke® i fogne of the

Qilstﬁfgr Mobfe ERAH 1688AY thdadvil BASV RIS ERsttRioR! Y Fstehe actions
to the nmobile clients 108 during thé establishnment of

dmrlb@t g &b, tl@eochemrowﬁ@r gmﬂmat@,@i ﬁﬁ&\m@ealter the data rate of its
t hat

S75r GEVAR bt & Efeal oa itk iuELaRE 1 m additon or

Aedriafvlyf, @ic dhdc@pforedtr Uplicatibie 0P @r[dyoéltelf\ﬂtﬁefkidrﬁlﬁbn of the service
qual ity of service required, in step 812, then

n@mdegi tponnOt Meresef thecxishiee mebilesbete 10%.i Bagh 1119@116 clicht 108 (or
%Oglg%{rn EPQ cl%én?sg Ll’lmasrv '(\:7% %gét %agl%eyn rdf J]f(fglfegt.p(?ﬁ%r tegwmtdztth?g%(ry c,e provider
appliettiar 7atiay eBzﬁ%B thy @ath Satc(Bhethesameives @rdiffedetly for each of the
mobile clients 108 (or for some of the mobile clients). Furthermore, each mobile client
108 (or some mobile clients) may have the same or different duration of service, and the
service provider application 708 may change the duration the same way or differently
for each of the mobile clients 108 (or for some of the mobile clients).

In step 818, the service provider application 708 may provide a certain level of

security to the wireless access point by routing content through the filtered

interconnection and session monitoring module 806 without being able to decipher the



application 708 may then take one or nore of the
foll ow ng exenplary actions, in step 816: (a) not

w@ewn2@my new nobile clients 108 into the w rECEES2008/073409
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network; (b) initiate a handoff of sone or all of the
exi sting nobile clients 108 0¥ the ad-hoc service
provi der 106 to other ad-hoc service providers 106;
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respect. to ch exi sting nmobile clients
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%f rﬁ(gaqlee u‘og'ctr b'&g ?R%) Eéa%ﬂ%s OZ) %10& Qr?od%qga;ﬁ g&%s%rex %vhe{eo{he mobile

mliSd:ﬂllﬁbr dbbﬁﬂiﬁtswall@& Bthahding eiobie cliddys Wey, baf would like to continue
illustration, for the actions described in (d), the
seetativg rﬁYe@W ae .Shaéwhae@md&hwb@%ly chrnted0%-ne dat a

rate gf o % %8' ogrlﬁxblggrdaﬂp‘?ic& s 1Ry rafifel B authenticated

exi sting ents 1 'n a Itron or
mlobée redienty é D& assdmaatscb rwitlc eh poblideeraqepbetc it iaoprivd8 service set

al e duration.of the s i ded .to one
ciBea S Mo SRR PRt e T8 o iTuieO e Rk SRR ser, the
{&amlﬁ@au@hl &1t askB8aliH pafmetéfp Rifl @i Chrivald ServiBRYsdia¥€ not openly
the same or different data rates, and the service

proedéadieto adlppodbitsadlicots 1988n tmyvmhla‘ng%thta lad- hdatsq‘vrcatpe@sgier 106. To
RSR2P Ao PLBERTh 08 OB Bhul S L. e s
pektdeen [0@t101€&0$1 k}iabl%ag@ theptivdi08ervie ROMRNITBE dn@ association
clients have e same or different duration

B’@F‘W'@@ arahﬁﬁcm& ﬁrélilamle éhopr dirratbr thféslmumﬂtI%e@wbﬂwhent 108
%%Aﬂ%ewg %Pfa J] ?0 aﬁ%wwg (wlégr kgp&#l%{l 7%% may sccurc

he o |en for'se
ﬂiebtrhlesnuhsmntt@) us1h@0a7 €s]esd1<5n sktegpcrﬁat&i fohea securt Clénk between the
%;tﬁelr{tl%gtred%?%ﬂlecc?lte}ltoanS and the ad hro%Vslerdvei‘ceap1r%\(:)71rdteliJl Il(r)]6 | %ﬁe session key
may be created by mobile client 108, the ad-hoc service provider 106 (or service
provider application 808) or the server and exchanged with the mobile client 108 and
the ad-hoc service provider 106 during the mobile client 108 authentication process.
Using the private SSID and association parameters, the authenticated mobile client 108

may disassociate from the public service set and associate with the private service set.



security to the wirel ess access point by routing
content through the filtered interconnection and

W@ e®shamIoni t ori ng nodul e 806 wi t hout bei ng abCEUS2908/073409
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deci pher thecontent. Simlarly, the service provider
application 708 may be configi?ed to ensure content
routed between the user interface 710 and the WMAN 104
Sinde ifteaiRautacd BRbARNAGT 108 HdSal-edigtRENn BYthBRRaled for the ad-hoc
clients 108. The service provider application 708 nmay
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gy yise adgriengl seswity mrchamsrps sy 43 dajg Enk iy ch gagigpiionplgorithms
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by pendginiggitonyie thipsdrger dridhe mobdonubseuibergaae seit thageriod of time
?%@g%‘?f&yad% I %%ceblﬁﬁgi\ﬁnerd\‘;ig i &stc]r fﬁpe?f lcg 7%.' ents 108.

] I'n step ) e Service prOV|§Er application
708 nape teraisfovider applicetidn Ce& ediyrnmbedrdigatddemat diddhde the public
associated with the public service set to a private
SEYIGF S8 I8FSNRBEHEY ACARA tNCRthCHICHD £ VarEy Playdnclude, but are not
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entification and association paraneters o
grecifetielaserald ewl setuheaicatd ropeber yof naakdodshtst id8adsbociated with
bile clients 108 in the vicinity of the ad-hoc
Bedrios S e da Sresechgs e s "ubRent | cat ed
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gisiblmgeths diroadsestsedt the duwlic fSSED and assoswtipatpatmmeters. The service
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108 to the private service set. Alternatively, the service provider application 708 may
terminate the session with each of the authenticated mobile clients 108 when a capacity
cvent occurs.

The service provider application 708 may be configured to dynamically allocate
resources committed to the public service set and the private service set when each

service set includes at least one associated mobile client 108. The service provider



t he ad-hoc service provider 106 during the nobile
client 108 authentication process. Using the private
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nobile client 108 nay di sassociate fromthe public
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set. Since the authenticated nobile client 108 has

MpIRAMN PEE MauiiRemdiveRt Bidcdsoihgtddg BafROGomESa¢h GBrvice set. The

provi der 106, authentlcatlon wth the server may not

@momépvéattr@fdallqowgap al prrtaeidant Seonca st b the sasedrenider application
E{ Hlagktfs [ é’eldco% RE Elur% garfa rBoeblfe c(flen{s H%S %usbolcia%eds St Igé:ﬁ% service set.

I's accessl non-aut hent’i cated no
Ehﬂs@ﬂlo@ati&ﬁma&hﬁ pitéodgt @rop@ﬂh‘()h@letosﬁlb WERYbdS én each set or may be
addi tional security_ nmechani sns_such as data |ink | ayer

wREh{adt foonlogntg drl@rterﬁme fothesgebile cheratl4s aswmeipted afﬂﬁhothe private
t r t I

HichiSh St R AN BB e SENRE pro e MRS 8 Bbcate other

Esmmehesuch pphvaablednrdi@Be tesomcther pidyity pravessimges@etes between

&@ t he r|vate service set in response to one or nore

t éwgﬁ 1G8\Peiit s. Possible transfer events may incl ude,

but - afaedst bh@b&ﬁ%uﬁrﬁlontd?eanaéﬂtlﬂ%@ebﬁ@é ?&Qld@f o Bcessing system
nobile client 108 wth the server, the 1apse of a set

pey ibedisod ta implemicnictbe tﬂ'h@rqqlolbtdr@n@bcptmmt angagession monitoring module

nticated wi,th the ser d the disab of
T00 MET P B S0l R s e SR ed bR Rls A% dhsppoce 712
The WWARemtahcef 700 mBd WY.Are iaifatdunadmly B separate from the
adm nistrator via the server or the nobile subscriber

piggessaie yRisp oF plienatively, meaydbe Buedrgtedteithpeingpprheicwhole, into the
ﬁﬁéééﬁﬁyg&%5'der via the user interface 712. [0082]

ce provider application 708 may be configured
to di BERI @ tihea piitaplificds efivgred $ldistrating esP@Ra@pleO off a  hardware

capacity event. Capacity events may include, but_are
FRItfguFation far wm%ﬁm@& AV e 48 e 108 46 651 DTk s 1 s example,

{ah%epa%en %IO slhP @90 EE @;r) %g gmﬁgerﬁeﬁl@&i' fiithdy dBhRy T ALRRRTe to that

at ed e clients 108
desssribéchd:aekﬂenmtchnndceomdﬂﬂhdhe sevari 1d@ (prediliGd8). MNGre specifically, the

exceedin ified nu 083 The service
Broere Sudsmr S0b! iy, 0aRgy ol B, 90 HormphihEe ny number of

ﬁl@érb’étﬁl%ct%?g bi¥s Ghé dpldLaTtdt Rk mggﬁféi; aSfro@ssdrgap 'rmllchﬁle-readable

SI D and associ ati on paraneters The service DFOVI der
mpéllal Wat & sarvico Previday mﬁymt@efac@ At0.god edriows @bﬁycmnys A network

asso i ations h the
%&8&“2’@? rPé%‘fl @t %‘ﬁer’éafe %ﬁ‘“g}”eﬁ% 6‘5)? 2‘\&%@ %“ﬁg‘%ﬁ iretwork interfaces
67904 gdee 1@ TiunkhBe PuH02C service set. [0084] In the
event that one or nore authenticated nobile clients

108 arbe aEsewPalet ivucsrensiv: puBnanegngrths bus ged geisen pgocessing,
gll%ﬁ{(’ga%ﬁe e&%%gﬁc&f%qgrwa%‘ §tfo§e%{ ¥ gﬁet i a?th § adable media 906. The

e con ure ranster eac
tdaehlﬁutémﬁmtble catdia 9116bls| ghasdr @\nﬂﬁahﬁﬁnﬂi@ dtheofprdry ahedules. The
gé‘é%/a:rg zqusdgli?s71@(glu ?pas%rluc\“/t?oln)s/ ’thaEthv(&?heSﬁeerxvelcStgd %glotﬁle %?orcessor 904 cause
the processing system to perform various functions.

A protocol stack module 911 may be used to implement the protocol
architecture, or any portion thereof, for the ad-hoc service provider. In the
implementation described thus far, the protocol stack module 911 is responsible for
implementing several protocol layers running on top of the data link layers implemented

by the WWAN and WLAN network interfaces 702, 704 (see FIG. 7). By way of



term nate the session with each of the authenticated
nmobil e clients 108 when a capacity event occurs.
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configured to dynamically allocate resources conmtted
to the public service set and®X he private service set
when each service set includes at | east one associ ated
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BB, priotsrvioue rBLEE ARiooPRE abSH: % ik iy ! Ehncction with
Fraerfage. 702 and WLAN i nterface 704 may be separate

fromthe proceSS|n%*systen1 or alternatively, may be
i nt egifbg escr iatarfier H1A pay indpdonhdicepad; istplayh gpeaker, microphone,

galygt(fc Zf’arl:nﬁ/%lrussr FIE L919§1%11t1$:1{ %Fer in, e%fa%gsde%leﬁ Iliaet cnable a mobile

ng an exa
amgémtgaubatlse@m méssathawwesmn@leslytsmm@m an ad- hoc
service provider. In this exanple, the processing

syst efl@ol hSayluﬁféatquﬁp ETFRRPE e thﬁrdgvagq snplgmentation for a mobile
@ﬁé?lh.' ’Tﬁ& hidhfe Eﬁet{th §RW! \%ﬁﬁj 2 Sl '\i)sg hetwdr 9?&?&%' 1902. Similar
W t see FI [

e server re specitically,
tohtbe furatiosslitn@f $hﬁsm@woﬂommﬁyes mdhej daver dndsaddld® service provider,

ﬁ’loe' rl@éh{l %tq%F%R nllfbgg HE? I%O%IPO g:g‘ggﬁé Igl%igr Eg %Eesd ?on 9rnplernent the

PREaD fayEle?i gﬂJ tHeam&AR. 1o @raﬁﬁfn\f 6@ iRrae¥drdSTccUsial the physical
I nterface 91 Varl ous other circuits. A network

@mﬂapltc@trlc@%e@ﬁwme sequreid o enttriees todhowarslask eramumainsiam gnedium.

AN netmork i nt aces ,70 7 | 7 nd the .
P NeBSHY R Phe R SudCBs OBt RER Bt SOl Portion of
RGN 1hie YusanaprhgGensk & thphaaasissieg medigh udi ng the
execution of software stored on the nachi ne-readabl e

medi alfgbebanrhdditenchdnel + mabido Flécntd B arcapeatpistham gigrpapabilities of
Wt Faftalld HRER 0 Ofer SRt tleﬁetgolq)lél, @%en H2Cmobile client 108 may access

multiple ad-hoc service providers 106 simultancously. A mobile client 108 with
multiple network interfaces could potentially access multiple ad-hoc service providers
simultaneously using a different transceiver function for each ad-hoc service provider
106. If the same wireless access protocol can be used to access multiple ad-hoc service
providers 106, then a single network interface with multiple channels may be used. If
the mobile client 108 has only a single network interface, or alternatively, only one
network interface is available, then it may distribute the time that it spends accessing

each ad-hoc service provider.



sof tware nodul es include instructions that when
executed by the processor 904 cause the processing

waesEpemi1dd perform various functions. [0089] APEr/US2908/073409
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stack nodule 9 11 may be used to inplenent the
protocol architecture, or any*portion thereof, for the
ad- hoc service provider. In the |nplenentat|on
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SEth i B8 RENCCEIRE ropPRbAte@bbRRalBLdy budese. SPhE W@ €102 may include
nodul es, when executed by the processor 904, cause the

ORI g isfgrpaRactipg Gusesyang bridgeredapanding on flhmenccissapplication

gft&ﬁo{rogggsl%b%\égﬁgg)l Qhé@\gelflllleéStl%l cons Qt?a? @t‘io%h@"bh? links together

he Uuser in

Varidud decaitdkiaylpaihg adirsgdssor, 1 19paak ata,chmb@éaaiphl@nﬁedla 1106. The bus
é stick, and/or. any other conbination user interface
| BaY alpainke iU osharicris supbstsrliBRe somrcgseheriphorals, voltage

f’efg‘ﬁﬁ?o?st v YWY gérné ecnlc{fi'ﬁtser E elﬁlge &199? e \%lﬁkn&\gn iR the art,

ustrates an eXanple o mare I mpl ement ati on
fraf tharaferbj el obf lm}descﬂfheﬂi awbﬁjrthetl Aemﬁtwd%adaptes Ho0% provides an

th a,wireless net 0 r the
HrEeE BRaiort JRoreor i THEEHET KO reroe 4 i Bl
and a‘ﬁh@ c§s%6ﬁ/ l Rﬁl R rr@s\;’)bﬁiﬁﬁle prﬁaﬁfg‘irY?ﬂllé Hulkgd %@&@al processmg,
?1“0
le client 108 may be used to inplenment

mhbldp‘rgytsl;lc @abcut@yexf SDﬁwgreosto@dngl thh enewbangfe@@bter madigi £106. The
data in physi cal .and trlca
SRbEnt-PeRFS HEOPEG 10 ot b VLT BB SRR, idtes.  Each
todilis Thagd @ @ Gf umdtruthéns@hivhkn bi&afeﬁ&g&h%%&eﬁﬁ)y 1104 cause
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theeprgeasaing i syriCma @4 oy periaTay thegvatiows fynetiong wlescribed below.  The
LRRATIATLO0, TR ohARSPLALL ARGLOAIY LR Rcgl: 110,
@drvice provider search module 1111, a service provider control session management
module 1112, a server control session management module 1114, a tunneling module
1116, and a handoff module 1118.

The protocol stack module 1109 may be used to implement the protocol
architecture, or any portion thereof, for the mobile client 108. In the implementation
described thus far, the protocol stack module 1109 is responsible for implementing
several protocol layers running on top of the data link layer implemented by the network

interface 1002 (see FIG. 10). By way of example, the protocol stack module 1109 may



the avail abl e ad-hoc service providers 106, then the
nmobile client 108 nay access nultiple ad-hoc service
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mul tiple network interfaces could potentially access

nul tiple ad-hoc service providlers simultaneously using
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ad- hoc service provider. Mre specifically, the
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amount of data that the mobile client is permitted to transfer through the WWAN. The

Iéc)olr %es‘%{daﬁé‘ﬁ data packet

mobile client can obtain such information from the ad-hoc service provider beacons,
with static information for the session (such as the quality metric) in SSID names, and
dynamically changing information in vendor-specific fields in an ad-hoc service
provider’s beacon. Alternatively, the mobile client can obtain such information by

connecting to the ad-hoc service provider and obtaining a custom message from the ad-



nodul e includes a set of instructions that when
executed by the processor 1104 cause the processing
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[00102] | nt er hebtep TIM4s @araioryiptdd adechos BRI My depomiondidy stablished and
depicted in step 1284. \Wen the service | i i
maintained between the mobile client and the ad-hoc service provider. The security
module 1110 and the ad-hoc service provider can agree to a data link encryption key
WKgp for the wireless link. Such a key may be generated by the security module
1110, or alternatively, the ad-hoc service provider or the server. Once the security
module 1110 and the ad-hoc service provider agree to a data link encryption key, all

transmissions between mobile client and the ad-hoc service provider can be

communicated using this key. Since control sessions between the client and the server,
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1110 suggests a session key (Kc,s) encrypted with the

puptipied Rath g dlisat argt t}@rservrr%p@é Fi angl/grgle cffeqtivepthroughput as
{;ﬁ@&v&[ %?r(, ﬁ’l%scﬁehﬁ M?oﬁ{#“@e{ég ivad qnfb%%ﬁr\f{‘&{ o %ﬁeﬁ c}ﬁgﬁteﬁelé’i’é& Ro other
e Sessro

n ke e server or au I cat
HROIRDIE] se@n@eptbhﬁlemp bnd/er Cd)ntﬁ)mtmels&gauhfmeﬂﬁhm(ﬁﬁfreﬁh the server or the
segll'\cf:lrc%/ pptrg\gldgro ?é({ugétlnséegsllla% gffwI tP Eandoff is not required, the session
continues. If a handoff is required, then module 1224 attempts and establishes
connectivity with a new service provider. FIG 13 presents a call flow diagram that is
used for handoff. Step 1220 may also periodically check if the session needs to be
terminated. Checking for termination is performed in module 1226. This could depend
on control messages from the server or the service provider, or the battery-level on the

client device, or other constraints associated with the client-device or associated with



server and ad-hoc service provider may be established

in step 1212. The server control session manager
wWorwahzs1921 14 est abl i shes and mai ntai ns a securBCHESHN073409

Xc,s between the nobile client and the server using

the key Kc S . The service prider control session

manager 1112 may be used to provide a key Ksp,c to the
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servi rovi der .can be, co ni cated u . ke
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encrypted, and the data tunnel is encrypted, step 1214
prayhdse dbp serumeaoyper ssamh madwiey bt uses thpse mregsugprjents to create

%{ %t%; 11§th eTgé’]fagtleratlﬁt ' HstI ng\?(L h&@%&‘& ipqg?ldérlg th@Man provide

sni f f ers on e Wr e

b@tl‘w enthcheolsild @iRht. aliek §dieics proviidee sgdrely ddule 11t 1walll @ntinue to
be useful to _encrypt this wireless link as well in
geapre thegsignal sggdth jof ofep pdheR eSO videspngdonay add, or remove

9& f6c p&v%é ?gd'{itll HSBWES BeSVERE ad ARG ﬁﬁg ﬁg of [h%oa?c]lq:rﬂc network

I'n step ornatlon can be exc over
slengese session Xc ,s, between the server control
sessi on manager nodul e 1110 and the server to

[00107] est abDihs fur@fioR BE thepiceide satiatot dildhethe hpbile atis@olI0g té@uizkly switch
to the Internet through a tunneling anchor. The
befraer pegoaneRie prayidses 109cuhie mainteinmngsearent session with the

il &" gﬁ{?'h\éﬁhyff rhd¥Gilet lelat n Jnge &&‘&*18 % o B&d LR el AL activities

sone er networKk- entity in
mthamm@mbduinstosmfoem shaidofdavid dsn anyt fembee tofbackors. These

nfrastructure associ ele carrier or
I%F}é‘ydB@PQ? IR REY ey mbles hrinab LB iT ol-hoefergiee provider
?Ckézﬂlﬁg % EdBilS SNEBE to [19@@1@[@] thg‘&@ah eofdﬁ’éraice parameters
tunne is established between the nobile client and

né¢potivied ree|the geginoingrof thhecssi. | dltcinatnely athcesurst nirdoc service
net thr the tun e %% anchor

DT E gt h A5 R PP hE AR oa T gRltSariogh 108 for the
tdife HOta@6H OF tHeSsebsivt et %ul&lﬁdlll)@hmb&ﬁmon for a mobile subscriber on an
ad-hoc service provider that negotiates a 30 minute session with a mobile client to leave
the vicinity 15 minutes into the session for whatever reason. In that event, the mobile
client would need to select a new ad-hoc service provider from the active list for
handoff.

[00108] In at least one configuration of a mobile client, the server control session

manager module 1114 provides the active list to the server. In this configuration, the



tunneling anchor, with the support of the tunneling

nodul e 1116 at the location of the tunneling anchor.
WO/20000289Dpt | onal services by the server may bRCT/US2008/073409

additionally provided to the nobile client in step

1218. By way of exanple, the Hobile client may receive

audi o, video, advertising, and/or other nultinedia
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01101 20 PRSPty oy ETRES ploRisRiriRe TR, SRR Lo AT new ad
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ser Vi rOV|der nd then termnatin ot her
BOFIFT doft SO ULIoe BRTEPTW YA PEBPADOE sEpaSeprovider and the
§8583& Ont !t 1S possible that a graceful termnation
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used 11i's Gr ot her a 0C service provi and
peastisl ectvhael- lsacgmhcspfcs/ﬁrgetr fandfthd hmani -abdoc Seﬂ‘v‘l/deqﬁowder 106. It
provi Qan hear. The service provider search
o mcgwfﬁ Pthgd EEioNId SIS RIS Op Sccpaientiel A ad-hoc service

g&kﬁ%ﬁaﬁdﬁﬁymw g.fetd ve list is a list of ad-hoc

ervice providers that can provide
[00113] FIG. 13 is a call flow diagram illustrating an example of a handoff using pre-

authentication techniques. In this example, the handoff module 1118 may be used to
manage and coordinate the activities of other software modules in the mobile client to

perform a handoff from one ad-hoc service provider to another. For clarity of



service to the nobile client. The service provider

search nodul e 1111 will continue to neasure the signa
wa@reoeneib2 of ot her ad-hoc service provi ders aneCTE§20881073409

or renove ad-hoc service providers fromthe active

list as the configuration of e ad-hoc network

changes. [00107] One function of the active set is to
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ad- hoc service provider that negotlates a 30 mnute
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[0o11512nd the GuhHen q{ii)'télﬁ Cthﬁﬁr \ﬁT&rﬁlaHBﬁ’V'fQW may  be encry{)tﬁd using

pre-authenticating t hoc servi ce provi ders
amryptmnYdestypbel_ﬁ deps bettwead ainy)pals exf wodes Orlove d@rnodes comprise the

curre serving the nobile client goes down,
S e e e ki S s O 4 Lo R rsd o R VBT 1062, and the
fedue @ﬁlent[l@@)l 05k The bESTICRERIAUDER] BBLENG nAfe 458 when

herei n neans authenticating a targét adhoc service
mdwutj ghe fspstemh agoaoédt Vputh dre saveredepigiky Samnf@gscagey trypmgraphy
q@ ad- hoc rV|c§ der urrengl¥ sefr Vi ng ? 1
ﬂb i 178 € Fﬂ’ﬁa Y68 ISRPLPT Shiderp it fotgessage-flow
Bethve@Ninyaskinefnodey ii thesykdayi der. The nessage may
ovide notification to the server that the current

[00116] gd hol &6p VBBS the aveliker cligas 1% meovddsanthapgtive H%fr‘fé? the server 110.
Rﬂ@&%@%l{}‘“@‘ SRS d1R_LE St&na hgr n@(ﬂT *188nt &{3 h%p service

rovi € SesSsSl| on etmee l'e C

pmlc&@r vdt itS cho lvar naicomparmied . b3AI da&zr riadicatilgy thet twgnal strength
message may p OV|q? notification to the server .
rneasurernents or cach, and any other service parameters for the service providers that it
can infer. The server 110 may use the report to generate the active list at its end.

[00117] The server 110 pre-authenticates one or more of the ad-hoc service providers in
the active list. During pre-authentication of a target service provider 106, with a client
108, the server 110 provisions the target-service provider 106, with an
encryption/decryption key for communication with the client 108. The server may

additionally provision the target service provider 106, with an encryption/decryption



that the current ad-hoc service provider will be going

down shortly, or that it can no |onger provide the
worelvhzs1el i ent with the service agreed upon (eP@r/pS2008/073409

qual ity of service). This provides the server with the

option of enabling a soft hanthff of the nobile client

to another ad-hoc service provider. [00110]
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Sdrpice pedtiddri 106, follawinguisandbffnahiFig. fiy thTehﬁr\&ﬁ -1|110<is shown, in step
service @fOVlders 106 and nobile clients 108 t

AtOn @Fﬂ"l 8¢ éha by teeingerd-horoserrier proyidst é?%hﬁwr%aﬁtér referred to as
et é'dlgocv‘ﬁewlg@ﬁrogme})t qg éte%osqélfh]e ébﬁrels‘i fPalls giovu?es the key to

connecti on nay niti’at an ad-hoc servi
theonabdlerclig®6lioswi t h the server 110 when the ad- hoc

servi vi der Q ile and desire rovide

oo1181 Soy vi e R i Bioanieh ksl Rl st g g Ko FUFHERgdhoe serviee
Exro@«{&P P64 relqﬁé‘s%ﬁlg%%ﬁﬂd)ftf Yo Qﬂzﬁ%rﬂ— Ib@wfé@)ﬁr&@d&sgt@p f1914 is optional
Aut henti cation, "Aut hori zati on and Accounti ng (AAA) and
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oono1 5 22, 158 1376 REHR W B bR aBY sBgRREbkSase o e
{dresrel Hﬁqu@éstfn@f@fhﬁﬁdbff 0 SuSh thencsaide e Migerd @IE an identifier that
servi ce provider' 2 when the nobile cllent 108 requires

indicatas dhat e bayglo . imtiag driyy tha nabiksecligale D oF thant veasdnitiated
BELAn36E3L A0 SALOPLLIE Do, M BALLLIAA e ey o oo
ad-hoc service prov1der 106, as a consequence of the current ad- hoc service prov1der

unavailability to continue to provide service to the mobile client. Alternatively, the
message could have been created at the mobile client (step 1314), which needs to be
sent by the current ad-hoc service provider 106, to the server 110. For a handoff that is
initiated directly by the server, step 1316 is optional. For a handoff that is initiated by
the mobile client 108, or by the ad-hoc service provider 106,, in step 1318, the server
110 responds to step 1316 by sending a message back to current ad-hoc service provider

106, authorizing handoff. Alternatively, step 1318 could be a message from the server



credentials to the server 110 for EAP- AAA
aut henti cation. The EAP-TTLS aut hentication response

WO e@aioed1e2 server 110 is then used to generat e BCTEHS1088/073409
shared key. Subsequently, a link encryption key may be
establ i shed between the currett adhoc service provider
106i and the nobile client 108. A SSL VPN session nmay
In@RinBe Bsdef inSthedbsdnle SF @Ands3AR, 16t YRR A Bard®RHIC service
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gﬁggc t4+ng the signal strength neasurenents for each,
gﬁ§fother service paraneters for the service
[00120] P OVi HEedtsp {3, the st mdyf tiondiEscha aBEssddOreBBMingSBe handoff to
the report to generate the active list at its end. '
pyoar rpreTieeecs sery e Pra0dgs d Oauthstepi B3Lethe haadoff mpssage received
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procesgpit icandcheyptyting mosdaey addestadisira sesat with wictrholtikeeclient 108 to
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target service provider |1 062. The current service
geople@dr | 061 can be provisioned by the server 110,
ei t he t the ti a_handaqf f anytine earlie

0012215 ¢ 1Pt B b TP s pR Sleon 2 AR BRI o€l qupront ac-
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ad-hoc service providers in the active list that are
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OBl a0 T2 BIPRAT®y RIS PRI pi S bl Wy 110.or
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é%%tgix@g}dllgptylggg g{;ett%gﬁeqi%% sgr%rel\rl.lF%?urg rpgé/kle%jsetﬁlgt lvemaxliel the mobile client 108
are sent to the target ad-hoc service provider 106, after handoff. Packets that are
destined to the mobile client 108 may be waiting at the server. Such packets are sent to
the target ad-hoc service provider 106, after handoff. Other packets destined for the
mobile client 108 may be in transit to the current ad-hoc service provider 106;, or may
be waiting at the current ad-hoc service provider 106;, or may be in transit from the

current service provider to the mobile client 108, and the current ad-hoc service



performance in the WMN. Additional constraints may be

i nposed by the WAAN operators that may not want its
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optiorﬁi and is indjcated by a d@éted line fromthe .
Y Ent L PTERET FUPHSESS Bk LemBith raé\fltelqsea)fﬁbﬁeﬁ“ﬁe%t% service
pddfeerd he current ad-hoc service provider |61 sends a
message to the server 110 requesting a handoff. Such a
[00123] mes s adjkosesoft skglgenl the tth veould deptecfaieethat Het varmodis g hustive blocks,
t hat, the handoff was jnitiated b he. nobi | e c¢lient .
H58UIhr SeRattr PRt st BP eSS istorihgd agoin may be
BRfI¥6@Red R ¢icd@bnit Baddwalblofpusagertiag, Be c6mBmbe6hsadf both. To
the current ad-hoc service provider | 061 as a

dlnisete tilkin datershangrabidity péhardadrhaed seffwireevesianiilestragve blocks,
vai | abili.ty [ oV V4 0

HBYEL' APhL kol AUBeb O IREINLC TP LlRocd svore

parrlBriaates @tthéiheunttbhdley.c Wirtiter GaéhefundEdrd)ity WhHindlemented as

needs to be sent by the current ad-hoc service . .

prrevagerr sadiare slepdids dgopdpe paricufas apgligpiion grmd dosign gapstraints

Fd oLt [r Iy he er, ' :
%) C%S%%a(ﬁd t%éo r&ghl%larﬁg%?r?' t hsgit?ﬁe?ﬁs alrthslﬁ{llfg? %;3 ]r@yletﬁhe gt the - described
frmbiidmelity inentyif®8,ayoforleycht pretiadartepplisdioni ce provi der

G611, in step 1318, the server 110 respands to step

10012411 37" 15, SBRGT 9 THCHBES RS bh R CETEU AP desbed  thus far, o
BRLYs6LhRMRY AREIo P FHALRQMS Fhph@RdRink -a processing system in the
Alternatively, step 1318 could be a nessage fromthe

swveread-hi¢ saavicagravideanaiel hobiiencliche &b processof may be implemented
nggs%ge 1316 fromthe cunbent ad- hoc servicelgrﬁ%idef includ
YOB;ON P 2IOKe 8 LItk PYEIRC AUV PHCE P URPS AIORBEO S o FyfiERIcs include
i QU PrdeEssdr@SiididiontrdRaE] DIP herctsdigahd atheh eigcii@y YHa€ €an cxecute
provider 1062 for handoff, or alternatively, allow the

vfbvare choftwirc1dslithy wandruehdrardly Spomean istetiony; data, or any
?&ﬁ&n%tﬁ&gthﬁ%gﬁ v&ﬂ%thtep ?efgﬁ)@d 1!0 S B#t\%grte Eiggw%f%l, ﬁ?&cﬁev@are, microcode,
arget ad-ho p r for hando I'n

c’'service provide
hardeactaiseiptionHagnyigd dodsir@ize ¢ Muchidle-rpadablzymedia may include, by
constraints inposed t he server 1%ﬁ The server

110
HaY ©41°8Mpico i dé (Bﬁ%g‘%/% BracesscMicaiery )1 ogshumermnosy. otiaM %%ﬁad Only
N/Eh{dr@,f @R@Wh(ﬂgﬁﬁﬁnaﬁ% VIRE&d Ry ! qﬁémory), EPROM  (Erasable

Programmable Read-Only Memory), EEPROM (Electrically Erasable Programmable
Read-Only Memory), registers, magnetic disks, optical disks, hard drives, or any other
suitable storage medium, or any combination thereof.

[00125] In the various examples of processing systems provided throughout this

disclosure, the machine-readable media is shown as part of the processing system



avai lable to the nobile client. This quality netric
may be used to assist the user on a nobile client 108

W@ 200882@8r a new ad- hoc service provider for heemou$5008/073409
In the exanple shown in FIG 13, the nobile client 108
selects the target ad-hoc ser¥fice provider 1062 for
handoff. [00120] In step 1320, the server nay

phia@NRbMhS fReRofEISRER | RAREdisRTIct e tHRARCRA T rebdil f&@remate
or nore taré:]et service providers 1062. In step 132

theensrhirdorhdabis Bisdie. peeni petion trsafheas devasternal go the processing
segt b)é t he CH rrent

Sysism. L By Wiy 8 i}&lénplf Otg%_\élria]%ﬁ n%-rr(e)vda%isellgﬁc% ]frtlatﬁlgmtc e aetransrmssmn

ihd, entardi®Bweasd alldukbwisby de@nnebéd @raomptlﬂar tphﬁiutﬁs@atate from the
adhoc servjce prOV|der | 062 by sending a nessa
akiry gl evihigh thava bR eppcesspch O tbﬁ Proeessnat thegyeh e é@ﬁwrésemterface
R'itgﬁﬁ'ag@{l 0%3 a{i(ﬁﬁgﬁ Ve @n Iﬂgch%?é E%aéfh%}'e H&lhn& atnEZmrtlon thereof may

re-aut henticatlon pr’ ocess, 1t can
hen thtegh@blinwhtha esssan sumht & thkecan® lmalyebec ’wuthntac]i@ 8ndl/or general
corrpl g_{%e the handoff. The target ad-hoc service

51062 may al so send a message back to the
[00126] S e rv e‘i"héL ngvlodsnso%wea?e %ﬁ%ﬁlests‘a 156193'31' l%sy tﬁehﬁll‘écﬁlﬂ@rélﬁﬁqg’frﬁedla may

has been successful ly conpl e 012 Packets t hat

teaide 1h efsmgtdﬂeorﬁgﬁbdehececcbn damlbme@ aqmgs rbeltlph: memoyi devicgs. By way

S S PR drREY B R BRIt Mo e fyl e when o

RRGKeLS ReRUodArC @E.I AURObT: RBIS WRPIAES @6l HeYorh&®&n ad-hoc service
current ad-hoc service provider 1061. O her packets

piegtdenavidutieg gxqchHBompbilicesodivashmodog, H@yprb@esw mpgfgdtsome of
#h% %#ﬁleﬁgﬁs flo ga]cﬂe tPInclFaYe 9 %em E%c{] gOﬁé £ %o acgig‘ %ngs ﬁlay then
urther processing, or mnay B R transi £ Lo el T
bé RaledlBgd b pahdralnrelBYED Mide fd'l’fébxédijﬁlbm‘tiyl”tge PRICYSDT. Wlteu fréferring to
acket s that | eave the nobile client. 108 are sent to
hie fynghgRality ofh 8 c sefbrare ceopvlsybeey . (ioapllabe erndsayiersk fthat such

Eﬁ%ﬁ@ﬁaﬁt}; tfkahnﬂ&ﬁeﬁgé tb’yntﬁg ﬂch% é?l' é&cﬁﬂuﬁ% ﬂ{strgxgc?on@mﬁ‘om that

wal ti‘ng at the server. ets are sent to
sctvgprt meduleoc servi ce provi der I%Z after handof f.
O her _packets .destined for the bile client 108 may

001271 e i nTRY RQGCPSIRG SYHEMCHEY ehft COfIHE §‘ér%|g8%erixlrlﬁ}m’%sér processing

LR vAfh BRY openaﬁfélrhicﬁq)r@éesM§ mdlﬁgtm@%&%oﬁs YdtoRality and
provider 1061, or may be in transit fromthe current

@éﬁmabmemmvpm@tdmgaatt lhast patortian ef the mach®g;readatilet thedia, all linked

ur r ent serv ro 61 .needs to continue, .
BghED it 8 SRbvERR" PR il G Rl OBl [ iGhitcoture.
alitt@ativelPBthe B?@cedﬁh%( ¥ty GhaySbE Impiagiseted veiaab & IJON@ pplication
over _a wreless |i or a multi-hop wireless path

Pt Anfeatedy Giishat) authhée Pepcgrwe Bicowraerk | ipgpifag dsupporting
%\F{ﬁlettrrﬁ g?o%f/s(lel ny] %‘ﬁd Sd? ﬁeasﬁ g{tfg)élncﬁgtfée I(T%éﬁme-re%iaggle 1%1%%121 integrated

ity & einglcadi©r &ethvonee)r i@y IFREIA sl (B&ld Pogrdiemsiele \Gaite AlQy), PLDs
\Nhl ch th%n sends themthr ouglh the targe . .

(Programmable Logic Device), contrdllers, state machines, gated logic, discrete
hardware components, or any other suitable circuitry, or any combination of circuits that
can perform the various functionality described throughout this disclosure. Those
skilled in the art will recognize how best to implement the described functionality for
the processing system depending on the particular application and the overall design

constraints imposed on the overall system.



ad- hoc service provider |1062. Messages between the
current ad-hoc service provider 1061 and the target
wW@ebohoze182r vi ce provider 1062 may be exchangedP@&i/URm08/073409

through the server 110, or over a wireless link or
nul ti-hop wirel ess path betwe¥h the service providers.
[00123] Those of skill in the art woul d appreciate

[00128]t hat 1thig WhdkisRda thhtl S tshaditiV @ridrasiKiSicrafdgUbfeSteps in the processes
el ements, conponents, mnethods, and al gorithns
diselesadye an hlélrsé’ahomﬁlemplwlaem@l@d &ased epanrdssigy preferences, it
oG, BRCE, el DR Bn g BaRT ool B may be
ﬁe@frtm@de Th\é ab¢dihll1$anyin|gliﬁéth@d tluensprogdasclennty o€ the various steps in a
el enents, conponents, nethods, and al gorithns have )
prtle udety iaBd Rrabsy e P abq Jinjitedt tor s gtectfisepider or hierarchy
F% kipnality. Whether such functionality is

enented as hardware or software depends upon the

[00129] part I Thie arevaypldesatption iampebvildesi @mnabhsetnyapansom slani;hanismdthe art to
on the overall stem Skll ed arfisans na
PRENGFLE Y50HS EOe %9'?811“?6(‘1)/ FTRINY HAIOHY Cafle e aspects
RAI b Cfé"ei(ﬁ‘l;y APRIhC RS ol sitiflfd 2¢he! &t ViRl B Seneric pr1n01ples defined
configurations of a tel econmunicati’ons described thus
hatnnawpb©em®sdﬁoh&@rbﬂ@nmdfﬁn$nbedbaas@memwgamywﬂdobehnnwd

PSB! D PG B U LAD BSuERYRL coalg u

haghdpe!| Bt wkbr¥ trifefiNee & an B Be@en BicindrAO 66 iBRAALT to mean
speC|aI-purpose rocessors. Exanpl es include

rAnsT gk olE swer ginlass spedberlivota atpked, bgpraﬁre@cégg@rsmoraﬁ’d Unless
rcuit hat X £

STl Sl b, S B e T 8D or FBHS Ploans in he

mascilyie ¢Qgbh hfmiﬂdhnietthe ffﬁmhmeVﬂﬂdtﬂ&&fer peddr (ed., her @sl its) and vice

software, firmare m crocode, har dwar e

sty bt stlaﬁtqr%lr?g@afgécﬂ%lﬁl 6‘1%%%1%%@) theetdemengs Péﬁtfa‘fﬂ”@us aspects
e o el R, 01 ot 8 o R S Ry to those

&Rﬁl‘dn@aﬁ?y (ﬂjp[lhmnr&bd: artRe@dexpnésylyVewompiatc EERROM (DErla@bﬂoe and are

%{%ﬁ@ Ie AR Oﬁﬁpﬁ@%@ﬁ@ PR%\A)&)Y Eﬁl) g}tg;{iléi: se¥1 herein is

RGHI8Y 'tcpbéj&l&ﬁcsated)@tth@ﬁublﬁ' gt dlcBas O Bith& /8 ch @fscl@ﬁ)fe is explicitly
ot her suitable storage nedium or any conbination

telted of the[crb@sz]Nq nlatrh @lemﬂm Uk Exeonsiresd widep tiorprogismgs of 35

ﬁJHSS{%egZI%? %?Iglg%?% utéﬁ SRﬁeg 1ss%,pt?essg y rieﬁliede using the phrase

PheGRFB1 @, HY HiceliBepAak aﬁah(fdr Olfink, e RIAEAS KOfecitdddUWBNE the phrase
as those skilled in the art will readi |y appreci ate,

4P ¥&Chi ne-readabl e nmedi a, or any portion thereof,
may be external to the processing system By way of
exanpl e, the machi ne -readabl e nmedia may include a
WRATINSSCGLATMED IS:



line, a carrier wave nodul ated by data, and/or a
conput er product separate fromthe server, all which

woreapolozs1arzcessed by the processor through the PEL/WR0KSE/073409

interface. Alternatively, or in addition to, the

machi ne readabl e nedi a, or ahﬁgportion t hereof, may be

integrated into the processor, such as the case nay be

wi th cache and/ or general igoipysr files. [00126] The

vari ous software nodul es supported by the machine

-readabl e nedi a nay reside in a single storage device

or d|§tr|bx; &m %ﬁ Crrultlﬁle menory devi ces. By way

of exanple, a sof war 6° ® may be | oaded i nto RAM

f r om a har 8l pilsdevEngogNiera donfig@ed itdGeael fbr 0¢QUE Service providers
nobi | e node decides to becone an_ad- hoc

@@th&f‘éesg rbé%d@@k{*)to apGITal, BR PEQFESHIE HPterhieia fyrifgr gonfigured to

Egggéiht% 'Wlhh@tle[)cﬁq}:feeécﬁ% WRYich ?ﬁ@lc&%t&ftedt ﬂqhe sear (51 ba&nd on one or

imStTUCITONS INto cache Lo fnerease access

owrapranctashe | i nes may then be | oaded into a generm

register file for execution by the processor. V%en

refer |ng functio ity ft war e .nodu

ol ot 15 St g et 8 St e St ety BRayEy is further
b&lﬂgﬁ@detﬂef@&&% B¢ dleorRheegeahet¥RERorS %8i@WreNd the ad-hoc service
instructions fromthat software nodule. [00127] The
piogislessi ng system may be configured as a

general - purpose processing systemwth one or nor e

m cr opr oces[%%rﬁlogﬁeo 'hgﬁtngf cpd?mp! O\%ﬁ&& r the 'op q{%rl tﬁ/alrarnetelrs
and external port on

tnloRidB®m@ hd uadityr ﬁ&ﬁ&bkﬁaﬂf@dtcﬂpe@)ﬂmalnbm € daidoget be Itthad-hoc service
ot her supporting circuitry through an external bus

RO Kict et e PTCVAPYSeSeRAR S ?Ifyoth@mola#eo@@g&sr ng system nay

be inplenmented with an ASIC (Application Specific

I nt egpat edfd hioYild bidte b clalf 1IRVIREER IR ond (nBRIMRIK ters include
interface, supporting circuitry (not shown), and at
&ea@tsﬁnpomﬂ$unhoheWWEknachine -readabl e nedi a

integrated into a single chip, or wwth one or nore

FPGAs . (Fi e ammabl.e, Gate Arr.a PLDs .
(Progh ammabl e oRdr BB Syl Bk raparp garameters include
HEIEAE BES quadity @ﬁsek\agé parale®Er et e hardware conponents,

or any other suitable circuitry or any conbination of

circuits that can performthe various functionali
descrPbed Tht BI9§HS aklerttmf §laams%w8§r@rnesaldrﬁfol§%st OKF |q%1&qu£ service
geﬁgm@tretm df s 5}%9@8'&% rQ%‘Q‘f hesks fdnk Hptlv\f%ﬁ?nt the
escri unctionality for t € processing system
depending on the particular application and the
overaVl de§hgnmbﬂﬂsﬁmﬁkﬁmkmmdbnbe@hnﬂﬁdh@kmn@naMUMﬁyofsmvwe
stem [0 I,S, under st ood t t the specific
B RoF b iehicey p@ﬁ&?d&wa@?gﬁ s fodh pPIEEESes di scl osed

|s an |IIustrat|on of exenplary approaches. Based upon
desi gg. pr eTe¢ ev®aS cliédt of claim 5 wherein said at least one quality of service

parameter includes latency of access to the network.

9. The mobile client of claim 5 wherein said at least one quality of service

parameter includes frequency of access to the network.

10. The mobile client of claim 5 wherein said at least one quality of service
parameter includes an amount of data that the mobile client is permitted to transfer

through the network.



I's understood that the specific order or hierarchy of
steps in the processes may be rearranged. The

wWaewonpamyi ng net hod clai ns present el enents oPCT/H82008/073409

various steps in a sanple order, and are not neant to
be limited to the specific ortfer or hierarchy
presented. [00129] The previous description is
provi gded t ohenaile et SREBRA 1SKhéreRAtheHrb&Bsial tsy§tém is further
practice the various aspects described herein. Various
poiguraslaioisopieort 8 tutieh betwspredresmobild cliset achelpéryer through said one
appar, ntcggvhho%%]gkllled in the art, and the generic
pr|n0|p ed“'ger erein may be applled to ot her
aspects. Thus, the clainms are not intended to be
limtezl toThhimobBpelidns o blaim 1hevieidin tHattinhed comphises an encrypted
RGeSl s 0P AL SR 4 S L 8o v
ﬁb@&%h@r is not intended to nean "one and only one"
| ess specifically so stated, but rather "one or
nmore." Unless specifically stated ot herwi se, the term
"sonmel3.r ef €hg mobilenbergof whaim. 12Pvieromrtbe tumnthepmprises a SSL VPN
sggline (e.g., his) include the fem nine and neuter
BP er (e.g., her and its) and vice versa. Al
structural and functional equivalents to the elenents
of the4var Theisnobslpadicst 6L sk bedwhireau glrotuhndlNdosnprises an IPsec
di scl osure that are known or later cone to be known to
tnBele of ordinary skill in the art are expressly
i ncorporated herein by reference and are intended to
be engenpa t e ks :
i sel Beet H e A Lo ba Hom P g sypigm i furher
mﬂﬂguoedrte g&app:drefﬂserm:t’ypmbwtretessshndhbedwsm thsumabilesclient and said one
eg&r |t| recited,in the clainms. No claimelenent is
VBASEVIFE AN t he provisions of 35 U.S. C
112, sixth paragraph, unless the elenment is expressly

reciteg USTRG ntdbflc REASES cARRNSwhekin Bk, prbéesting sGR8M is further
of a nethod claim the elenent is recited using the

mnfwéed'@tregistﬁbwith ANRIVET fesaliovatheemobi: cticat tgise sald one of the ad-
r\%cgféﬂgg{yets tS%nPeﬁé ﬁterh%t d&hpr ocessing syst em
C ¢} n 0

searc or a oc service providers with
MAreIess backhaul s to a network, the processing system
bei ngl7 ur t ike nebiltidientedf tlainadswhéerainethed irbcessiag ofsttieis further

ad service proyiders detected in sear ch based
o Pﬁ??”éiep%?a:ﬁﬁ*@t‘lér 0 veriie Gl Be o Eho grntcate the

ﬁtoﬁﬂén:ﬂen LisRid I RHRCREINGr3YStreMdes th YEdelEhe network.

conf I gured to recelve the one or re paraneters from

said one of the ad-hoc service
18. The mobile client of claim 17 wherein the processing system is further

configured to provide the credentials to the server through said one of the ad-hoc service

providers.

19. The mobile client of claim 1 wherein the processing system is further
configured to support a handoff of the mobile client from said one of the ad-hoc service

providers to another one of the ad-hoc service providers detected in the search.

20. The mobile client of claim 19 wherein the processing system is further

configured to support a tunnel between the mobile client and a server that is maintained



providers. 3. The nobile client of claim1 wherein the
one or nore paraneters includes a quality netric

w0 2009024182 t o performance of said one of the adP¢ibUS2008/073409

service providers during previous sessions wth other
nobile clients. 4. The nobil é&lient of claim1
wherein the one or nore paraneters include fee rates

fi@Hin 26 DasddPof e nisHiRIiKat fPom Ehig JMRRIFkIR £d-h&er@te providers to
claim1l wherein the one or nore paraneters include at

pead snothereng@é Hictag-lyfc sseics previdesamet er. 6. The nobil e
client of claim5 wherein said at | east one quality of

servi pa [ . . . of .
accest 1 o §ReTioglic Tt Gy L PO SRR O M oS8 o g furher
vhigigaiod ®asuppait dnearbypaee witetdss tiyik dfetg@mvihe eangléleacisheand said
i ncl udes pect ed duration of access to the network.
ot @ng Ob @ IO SHRV ST AT IBr N AR dPRISTAT d at | cast

one quality of service paraneter includes |atency of

access2t 0 fhe RiNQIKnt & clABE 1MRRELR ki BBEcsthe GYREM B further
wherein said at |east one quality of service paraneter

tondigudiestof memptremey astivadist o thoad-hec setvigsrkovidors ditested in the
nobi.l e client of claim5 wherein said at |east one

#35% ty of service parameter includes an amount of

data that the nobile client is permtted to transfer

through t hgh&edoble kliddt. of @D iWherdh klenproedssidkalytiedh is further
wherein the processing,s stemis further configured to

sqriiprad ta Prrdrethe et @ HETHPbi l e client and a
server through said one of the ad-hoc service

provigers. T mote diRR b el q%gafemcih@i ﬂ@ée&siw% %?&bﬁi is further
the tunnel conprises an encrypted tunnel” for enc ypteg
datfeutdiad reamnveotiddoe agtbe iaph edvedidiyg sdnacsdirem aservef. t he

ad- hoc service providers. 13. The nobile client of

cl ai 2 rein.the tunnel.c i ses.,a SSL VPN )
Cuoners? | ATRE Bt Bieh O Pl SRR R ES (R PSR pels further
taTpRkedas Ao RESwAR a s8R onbl BABle-adlRre sERcPRBd6rs detected in the
client of claim1 wherein the processing systemis

sagrahhehilcaspdigingarith spid oppefthe adrhen seryise pepvdarel ess
link between the nobile client and said one

26. The mobile client of claim 1 wherein the processing system is further

configured to provide an access point to the network for other mobile clients.

27. A mobile client, comprising:
means for searching for ad-hoc service providers with wireless backhauls
to a network; and
means for associating with one of the ad-hoc service providers detected

in the search based on one or more parameters.

28. The mobile client of claim 27 further comprising means for receiving the

one or more parameters from said one of the ad-hoc service providers.

29. The mobile client of claim 27 wherein the one or more parameters
includes a quality metric relating to performance of said one of the ad-hoc service

providers during previous sessions with other mobile clients.



of the ad-hoc service providers. 16. The nobile client
of claim1l wherein the processing systemis further

wa@ombiogrised to register with a server to all ow€TES2008/073409

nobile client to use said one of the adhoc service
providers to access the netwotk. 17. The nobile client

of claim1l wherein the processing systemis further

conf i goir edTh® NI Eleen€ 'oFd@iid aSwh@ e BRI Y& of Gnore parameters
enabl e the server to authenticate the nobile client to
nsndg d¢arates dorgfecess o tg-iebrorker vi ce provi ders to access

the network. 18. The nobile client of claim17 wherein

the prpcessi t L S.ef yr. figured t [

the oF Gdont Ittt s ARt 3 ibr2r, SRBEIHCCEE Br B, BRamercr
adhidoat Rest\one quilitpef sievige pd@meldae nobile client of

claim1l wherein the processing systemis further

configured fo s ort a_.handqff of .the nopile client :
from i - hemgbTE Rl & ABEm Ssrviten pHaw B o oty of service
ARAtBRF iRNRIcOExfclR dAIrNAC oFREMSE R RE A¥iWISE S det ect ed

In the search. 20. The nobile client of claim 19

wherein the processing systemis further configured to '
suppodd. a Themebilpelisnseh claite Shpiicran sdif ehteagirmpeauality of service
server that is mantainedduring t handqgf f of the

el et SRl BB LA IR OO servi ce

providers to said another one of the ad-hoc service

provi ger s. TRdmobhe cli@mbiof elath 3¢ Mhegdin ghidiamch€ omdejuelity of service
the processing systemis further configured to support
BHABREF gpﬁf s {fitquigy 85 acaepsiR thieRsierk -t he mobile cli ent

and sai d anot her one of the ad-hoc service providers
durings t heTRARABIIE clidd of TRfn TRRIHReif k8t 18kt dnb@ulllicd of service
wherein the processing systemis further configured'to
parhmttai mchreabtquency pbaccoss to e matwbidke ser vi ce

provi ders detected in the search. 23. The nobile

client, of ai 2 wherein.t rocessi,ng, systemis )
?ur e colb? b B8 SRR b0irh o P REE R AP Hng Puify of serviee
paumeter iddudelhg MBIt e fCldtemiiat Qhe edodild clicWh Rl gdrmittd¥eto transfer
&ﬁocessing systemis further configured to receive

enel, thapefvekand adverti sing services froma server
25. The nobile client of claim1l wherein the

proc €351 NOTRY RoBIM Lherdt WELH 2@%&11&%0?@%%1&%31?%@% 'Sf@II Sipporting a

with a second one o?ethe ad- hoc servi
thahelchededmntheheolsaclant whd laeseass dlooagh sgdwint lofebé dd-dne service
of the ad-hoc service providers. 26. The nobile client
BPVEICHi m 1 wherein the processing systemis further

38. The mobile client of claim 37 wherein the tunnel comprises an encrypted
tunnel for encrypted data that cannot be deciphered by the said one of the ad-hoc service

providers.

39.  The mobile client of claim 38 wherein the tunnel comprises a SSL VPN

tunnel.

40. The mobile client of claim 38 wherein the tunnel comprises an IPsec

tunnel.



configured to provide an access point to the network
for other nobile clients. 27. A nobile client,

w@oarpioeddng: neans for searching for ad-hoc sePWi/U82008/073409

providers with wirel ess backhauls to a network; and
means for associating with orf€ of the ad-hoc service
providers detected in the search based on one or nore

par anef er SThe&oblb @ LiBRdfl @aifd DBMirtiRh cohPtiBing inddak tth€§upporting
conprising neans for receiving the one or nore
paerareted sifclemislabetweae thef mebite elgnhend sped oneef the ad-hoc service
E%gyeggrs 29. The nobile client of claim27 wherein

e oné or nore paraneters includes a quality nmetric
relating to performance of said one of the ad-hoc
S ervi 42 pr @hd: d&ibﬂe Gﬂléliltrtgf qaiev 2D disrtise x8hpAsingirhéun tfbieregistering

ile cli e O he b|| e client of claim?27

wﬂ RSFFYCE h)ea Mabgle & f}grt%ﬁ%q Sél@orrerﬂ,f th%da iﬂ%%serral@%growders to
gﬁ%ﬁgﬁgg§§@h9 the network. 31. The nobile client of
claim 27 wherein the one or nore paraneters include at
| east one quality of service paraneter. 32. The nobile
clien#3.of Thainmbde olker ef plaswi2d fatthéreersnprowneg qlﬁralllSi fO}' providing

of .s LY. ice paraneter cl udes expected. d ta r

Geadlily §% RYVRIR sbine MSuoaR S ARER G Foed e SRl e s
Sﬁe ¥MBE 8d-Ro8 Mrdic@brdvaRsd toddEesd tdd ndtvokf service
par anet er includes expected duration of access to the

network. 34. The nobile client of claim31 wherein

sai d 4t | edBe nepfaleqeliant of daims 4P \whaciathsnweays for providing the
&ﬂggyfﬂﬁﬁs 0. tﬁ@ %9{%}‘ ﬁf co%ﬁ%@%a Wﬁ g)r&ﬂge Q&&V\&E{fen]téﬁ thI-‘BrL]l h said one of

|ent of clali rein said east
thealditoy sefvicegravidaspar anet er i ncl udes frequency of
access to the network. 36. The nobile client of claim

o angs o "R oRES iR Rk sBR 23Rkt eoPipsR P aSiRe o swpporting a

Hz!tﬂd%ﬁt off t%e Qﬁ‘dﬂﬂet ctlféﬂt Fr8mt :fa?c[‘ shebf tHy &u&tb S eicOBENRU S to another
The nobile client of claim27 further conprising

aecofhe of- -hgeipswice prayiders deteattd indhoesarcht he mobi | e
client and a server through said one of the ad-hoc

servi &§ Pr ?M# gn%{)ﬁ? cﬁélt o?lgﬁmﬁglg fluﬁhé:r coﬁ{f)trlé%lg rﬁéa%f r‘%r supporting a

wherein the nprises an encr nne
ainaslyieekndht andmlatchemnmit a bavelethhtpis Qﬁa&dtabi}édtdilﬁng ahe&handoff of
one of the ad-hoc service

the mobile chent from said one of the ad-hoc service providers to said another one of

the ad-hoc service providers.

47. The mobile client of claim 45 further comprising means for supporting
an encrypted wireless link between the mobile client and said another one of the ad-hoc

service providers during the handoff.

48. The mobile client of claim 27 further comprising means for maintaining

an active list of the ad-hoc service providers detected in the search.

49. The mobile client of claim 48 further comprising means for providing the

active list to a server.

50. The mobile client of claim 27 further comprising means for receiving

video, audio and advertising services from a server.



providers. 39. The nobile client of claim 38 wherein
the tunnel conprises a SSL VPN tunnel. 40. The nobile
w@bkdioenz618f cl ai m 38 wherein the tunnel conpri SBGI/HS2008/073409
| Psec tunnel.41. The nobile client of claim27 further
conpri sing nmeans for supportiﬁb an encrypted wrel ess
link between the nobile client and said one of the
ad- hog ser Yhé€ eobile\Clihr oF: clfteh 27 AGHEP l@bﬂnﬁrlﬁh% @itan®For associating
claim27 further conprising nmeans for registering with
with e weeondo oag | dwihe hed-hexbiskeyicsl peaviderp datseted aind thenecasgh while
1 08ciaid 0 S8E Y Sr R A IIE NS BSGass the networ k.
ikch é;nnnge ¢t Pent 201 crai m 27° Y u¥ ther conpri si ng
means for providing credentials to a server to enable
t he sé2.ver Thomduilberndnt oftkirh 2@ fobldrlcemplis@atmdans fgeproviding an
sai d one of the ad-hoc, servjce providers to access the
RREEROMANT ta e nekworedBy plcimpRitg clightse| ai m 43 wherein the
means for providing the credentials to the server is

confi gyr edAt ReRb@VrdRcSNME £hadent itlﬁfbl?t%ﬂ h %H%css%%wgce provider,

one of the ad-hoc service providers. 4 The nob

cdmhptingf cl ai m 27 further conprising nmeans for
supporting a handoQf f the nobile.client from said
onerof 1 hasEie topOies Erov: Bk, S, GRS HsPigpauts o o

h&igoddah@c service providers detected in the search

46. The nobile client of claim45 further conprising '

means for auppating mathaoreehdhe dthpeesereipe Probddre detected in the
' S .S mai ntained during the

%ég%czlg‘#afsgdg& @ﬁeeﬁrnﬁé(g{elpé&ﬁeitée@t fromsaid one of the

ad- hoc service providers to said another one of the

ad- hot4.ser Yhe engthionivofielasn 53 Aurtidrecomylrisirey cdceieintg e one or more

claim45 further c ri.sing means fqr supporting an
Eﬁamﬁfﬁfsefaowfll@%g?rrﬁgﬁﬁ-lw&%é% RAEdEshi 1 e client and

sai d anot her one of the ad-hoc service providers

durings t he HanAQhéd oA8aind BS WHRRIiA eheCddeeHm@b palahdird Tncludes a

further conprising neans for nalntalnlg? an active '
fluadity ofetrichislagidg toperéamaneeofmaslongerfshajet-bet savicoproalers during
%garch.sﬁgh Tqﬁ ﬁ%pi% 1clheqt of claim48 further
RSHOMP 81 G " PBane 6P1%}8&|8}%g the active list to a
server.

56.  The method of claim 53 wherein the one or more parameters include fee

rates for access to the network.

57.  The method of claim 53 wherein the one or more parameters include at

least one quality of service parameter.

58. The method of claim 57 wherein said at least one quality of service

parameter includes expected data rate of access to the network.

59. The method of claim 57 wherein said at least one quality of service

parameter includes expected duration of access to the network.

60. The method of claim 57 wherein said at least one quality of service

parameter includes latency of access to the network.

61. The method of claim 57 wherein said at least one quality of service

parameter includes frequency of access to the network.



50. The nobile client of claim 27 further conprising
means for receiving video, audi o and adverti sing

wae2009/026a92 from a server.51. The npbile client PET/TBZ0$973409

27 further conprising nmeans for associating with a

second one of the ad-hoc servkte provi ders detected in

the search while associating with said one of the

ad- hogp ser Yh€ endihiddV bfl@la$m $2whEhen IR dteletdti @Rt qafity of service
claim 27 further conprising nmeans for providing an

paeasisT pailudestan ameumerfuiatk tiiagrtho niebile radisnt & pdringttadsto transfer

%%mlﬁtggﬁa%%ﬂgf accessing a network through an ad-hoc

SETiA ce provi der, conprising: searching for ad-hoc

service providers with wirel ess backhauls to a

net woek; amhe assodi dtddig 58 funtheneompridimesippoRng a tunnel between
ervice providers detected ipn the search based on, one

@1.6 Rl 0@519 PeE/er %Quéhwﬂ%mfah% -BociervIsRPIOyideFer
conprising receiving the one or nore paraneters from

sai d gpe ofrh¢ heutRdt BPGIS68r ¥3 ﬁﬁl@?&ﬁ“&hQQﬁﬁlel Bmphl& an encrypted

nmet hod of claim53 wherein the one or nore paraneters
funoélfdesncayedatlate shatreanmiot be édécaphicnayl tryothp eaifl onerahthe adfhoc service
sai d,_ one of the ad-hoc service providers during

'O¥ABus sessions with other nobile clients. 56. The

nmet hod of claim53 wherein the one or nore paraneters

i ncl uge feghs ah@Bod OF kife6s Wikertihethd efuddl keonfpfised heSSL VPN
met hod of claim53 wherein the one or nore paraneters
funeflude at |east one quality of service paraneter. 58.

The nethod of claimb57 wherein said at | east one

qual i by of TRefiea oﬁéfaﬁﬁ%h%}k&&ﬁ Itﬁéqﬁﬁe?%%ﬁﬁ%q aﬂf}f’%c_tunnel.
rate of access to the network. 59. The nethod of claim

57 wherein said at |east one quality of service

par antl.er Thelndes ok péamedB durtldri empisimr sgyorting tmencrypted

network. 60. The nethod.of clai.m 57 erein said at .
PESEE: Biebivar B ToTS shor B peaneeE i s aay ee Broviders

| atency of access to the network. 61. The nethod of

cl ai mp®7 Wie¢ @icthoslodfelgiin 5% &githed REm@Higink trygioteriB@ MMIhCE server to
par anet er includes frequency of access to the

piavdhx mebile THentrtatuse daisk onsl aff theswl-htreyceyipe PEIVEdeaY to access the
L&ash. one quality of service paraneter includes an
anmount of data that the nobile client is permtted to
transfer

69.  The method of claim 53 further comprising providing credentials to a

server to enable the server to authenticate the mobile client to use said one of the ad-hoc

service providers to access the network.

70.  The method of claim 69 wherein the credentials are provided to the

server through said one of the ad-hoc service providers.

71. The method of claim 53 further comprising supporting a handoff of the
mobile client from said one of the ad-hoc service providers to another one of the ad-hoc

service providers detected in the search.

72. The method of claim 71 further comprising supporting a tunnel between
the mobile client and a server that is maintained during the handoff of the mobile client
from said one of the ad-hoc service providers to said another one of the ad-hoc service

providers.



t hrough the network. 63. The nethod of claim53
further conprising supporting a tunnel between the

woreiolzs1el i ent and a server through sai d one oPCT/H82008/073409

ad- hoc service providers. 64. The nethod of claim 63
wherei n the tunnel conprises‘ﬁh encrypted tunnel for
encrypted data that cannot be deci phered by the said
one of3t heTRE-M@Go® EsVicken PY PVILBEES cofPrisihBemdBish @GpRiting an
cl aim 64 wherein the tunnel conprises a SSL VPN
enptiyided weglesT hiak rastwisd the neabalicralient gitsesadd anether enmefethe ad-hoc
Qgg@ri&R%kgymhg§qﬁehgpoﬁ}. 67. The nethod of claim53

ur t her conprlsﬁng supporting an encrypted wrel ess

link between the nobile client and said one of the
ad- ho%4.ser Yhe enepiodwfadtis. 5B 8irththeompiding mafntahaigranS3tive list of
further conprising registering wth a server to all ow
R edrhogisPRI IV doRed g YeHER of t he ad- hoo
service providers to access the network. 69. The

met hods of ¢h@hitied JreldiRers RAKBY &&hﬂ%iﬂg‘ MohvEliifBthe active list to a
credentials to a server to enable the server to
saqvdrent i cate the nobile client to use said one of the

ad- hoc service providers to access the network. 70.
The hod.f . cl.ai.m wh in. the credentials ar .

or ovi ded t 51 RGBT iertethe s St aRa TR T b i qudio and
S®lvtisig; Ridvésdedis a séder. The net hod of claim53 further

conpri sing supporting a handoff of the nobile client
fromsaid gne of the ad-hoc service praoviders to .

anot héf- on&hemathad afjclape 5§9$WE%CWBW1%P§SOB’@F%%W€@ a second
b bPfhe SRR ervide &%G@HQQ&?@E HeBeMch whifel sE?@ﬁting with said
conpri sing supporting a tunne etween the nobile
ohd efithe artloasseicy provideas. i s nmi nt ai ned during the

handoff of the nobile client fromsaid one of the

ad- hoc_ seryj ce praovi r.s to.sai d anot her one,.of the )
20 ot ser ShEBPAfaHE FrtdheofRRE BRVES i S<cpss point to
femeResrk GRRdrShewdicBidms. supporting an encrypted

wireless |link between the nobile client and said

anot her one of the ad-hoc service providers during the
handof9.. 74. mypinerseadablc gnedinm sAMBYISiRgG AECEQFpeicsitahle by a

i i N VRN 3 . 8ervice
RSt NG Ll IR b ey ool
code for searching for ad-hoc service providers with wireless backhauls
to a network; and
code for associating with one of the ad-hoc service providers detected in

the search based on one or more parameters.

80. The machine-readable medium of claim 79 wherein the instructions
further comprises code for receiving the one or more parameters from said one of the

ad-hoc service providers.

81. The machine-readable medium of claim 79 wherein the one or more
parameters includes a quality metric relating to performance of said one of the ad-hoc

service providers during previous sessions with other mobile clients.

82. The machine-readable medium of claim 79 wherein the one or more

parameters include fee rates for access to the network.



75. The nethod of claim 74 further conprising
providing the active list to a server. 76. The net hod

wW@Rooghzitm 53 further conprising receiving vi deRCT/HSZH0O073409

and advertising services froma server. 77. The nethod
of claim53 further conprisimf associating with a
second one of the ad-hoc service providers detected in
the sgar chTHOIRhASSOLdaBld RBdMT Bf TRkl PIeviREeih RBe one or more
ad- hoc service providers. 78. The nethod of claim53
papmpters iolge hideasyope aualidy pigscavicaparemstepoi nt to t he
network for other nobile clients. 79. A
machi ?f reg @%a%h{ﬁ%q%m%o%[iﬁlﬂ ag. cianr‘?lt gy%lﬁe sald t least one
executabl e by a processing s e cli %
ity ofdeivicd patseroimnetidss azgjeceddietafratre offaafeei‘ltortge flaK)vork
ad- hoc service providers with mﬁreless backhaul s to a
netmo iﬁ cod for 00| tin e of .the,

ser cén

ad- hot afibleqiedinngr o “f“h Shgraly Spidsgleast one
QILIRNEF %lﬂ@ﬁﬁaﬁ@{eﬁf{ﬂ&i@ exp%@ted-ﬁtlﬁdtl% ohhasd Baf& L?ét@/ork.
medi'um of claim 79 wherein the instructions further

conpri ses code for receiving the one or nore

par amdé-er sThe orachaicdestableomedivem gfichiom $kmhcran said at least one

f .cl 9
&%&\{%PF setrY]lge %ararngf%r m ?ugien%t [ed toﬁarlcce§s tgﬁfbgrgt\%g kaug: |mt ;

aran
netric relating to performance of said one of the
ad- hog7.ser Yhe enqohineirdetadledmicdingn pf elHimus3 seRsdinRsidwatt Rast one
other nobile clients. 82. The machi ne-readabl e nedi um
avality af servioe npameich Nchiles AeTusnCwBF cpssrta Mha it¥oikne | ude
fee rates for access to the network.83. The

machi gg- r eqdabhRpRALHIORS mehRdMof %la‘{‘ﬁﬂeg? I\ﬂl@%éﬂl? s@fd€atOfcast one
nore paraneters include at | east one quality of
gealny od q@&nmr@a@met@mnclﬁkies racimeer rafadetb | thatnthdi mobidd client is

cIa|n1 n st one quality of service
%%f ﬁ%fﬂﬁ éE%E@F@ ‘data rate of access to the
netmork 85. The machi ne-readabl e nedi um of cl ai m 83

wher eg samhe ahach@RSicadide: Gutdhint Yofolame i 6@eRal A idtructions
i ncl udes expected duration of access to the network.

éet o BRMpAYSh RS FRagaPTENgudunws] detvdcaithy 8®byaehientrand a server
h 1& %&w%ya chiYe AbyRERVI ce paranet er

|nc tency of access to t e net wor K.

90. The machine-readable medium of claim 89 wherein the tunnel comprises
an encrypted tunnel for encrypted data that cannot be deciphered by the said one of the

ad-hoc service providers.

91. The machine-readable medium of claim 90 wherein the tunnel comprises
a SSL VPN tunnel.
92. The machine-readable medium of claim 90 wherein the tunnel comprises

an [Psec tunnel.

93. The machine-readable medium of claim 79 wherein the instructions
further comprises code for supporting an encrypted wireless link between the mobile

client and said one of the ad-hoc service providers.



87. The machi ne-readabl e nedi um of cl ai m 83 wherein
said at | east one quality of service paraneter

WO peb2ias2 f r equency of access to the network. BSI/UT1068/073409

machi ne-readabl e medi um of claim 83 wherein said at
| east one quality of service ﬁbraneter i ncl udes an
anount of data that the nobile client is permtted to
transher tirougthilecaehWo tediB?- of TOSIMEBONvABrelE Aeka B Bructions
medi um of claim 79 wherein the instructions further
tother ¢ayeprises dedcf for regiﬁ@qimgtwiﬂga scrverinellowdhewwebile ¢léent to use said
IRPLL e ANt NG LB BEVET LA AN R d one of the
ad-hoc’ servy &8 pr Vders™ b e na&ﬁlne r eadabl e
medi um of cIa|n189 mhereln the tunnel conprises an
e n cryps.ed Thanedchfrerreadubtey picdthng atfaclhin@t79c amorin bige instructions
i phered by the sai d e of the ad-hoc servic
F GemETIsey 90de iR PHRAATE TSRt |8 el ticopnablcatliy server to
%&h%ﬁ:ﬁ@ the il léﬁ?ﬁlto GREBLiH e o@ ttﬁs&i SN R0 g{ovu%%s to access
e machi ne-read medium of claim?9 ere
themeeVorkonpri ses an | Psec tunnel. 93. The
machi ne-r eadabl e medi um of claim 79 wherein the

instryctions further c ri ses code far 4P t|n

oo v 6 TR SPElS RSB REBNRCRE SISt PP Rietsi tafigoode for
§1@biﬁ1@&e@éntﬂaﬁ&o%§%@x€ér $LdonlfigBredt® Yol edeSsudt creliB@ials through said
machi ne-readabl e medi um of claim 79 wherein the

pisefrthe ad-bae service REyvideshpri ses code for registering
wth a server to allow the nobile client to use said

one °§ t hegﬁgfﬁ&%ltt%%yda%?e R gydbnlq et[fscl P a;@c ﬁe 1{1%67 énstructions

netmor machi ne-rea 'um o alrm
filnthee r:dsrnplhmslcndds farcdupposing Latrhdmdoffaﬁ iy mebddc chce fi@n said one of
|d|ng Gredentials to a server to enable the serv
{fs dchasentiieabiaVIdRE RoBPIHEr 8¢ ehtherd-NpsebdsepTgnepsdetected in
H@@egghhoc service providers to access the network.
96. The machi ne-readabl e nedi um of cl aim 95 wherein

the code for providing credentials to the server is
conf i @&r e dTh@ rprchitiedreadabich medade rtfi elhisn A Wlhgwns gl instructions

serv -C pr

Rl kb Pdsed pe oo tontae B ih It Busen dpe Fibilg lient and a server

thasisr Mgintaisl dutinighee headvsf bses meiR dliRht SURPRId bigofthe ad-hoc
handoff of the nmobile client fromsaid one of the

sRAviRe Broyidoys osaidrangthgepae efghaadibpe peryise PEFViddi® ad- hoc
service providers detected in

99. The machine-readable medium of claim 97 wherein the instructions
further comprises code for supporting an encrypted wireless link between the mobile

client and said another one of the ad-hoc service providers during the handoff.

100. The machine-readable medium of claim 79 wherein the instructions
further comprises code for maintaining an active list of the ad-hoc service providers

detected in the search.

101. The machine-readable medium of claim 100 wherein the instructions

further comprises code for providing the active list to a server.

102. The machine-readable medium of claim 79 wherein the instructions

further comprises code for receiving video, audio and advertising services from a server.



the search. 98. The machi ne-readabl e nedi um of cl aim
97 wherein the instructions further conprises code for
waappoedidng a tunnel between the nobil e clientPERTS208/073409
server that is maintained during the handoff of the
nobil e client fromsaid one of® the ad-hoc service
providers to said another one of the ad-hoc service
provi ggy.s. TRE -madhehetRedubnie nic@asaireciardi79mydbtreed ahdniBtuctions
wherein the instructions further conprises code for '
Suihpoeampriscanodenior ypoeiding wih esscandrcioé theasishactservice providers
R £l S0b PSR AR 0%, AR 80P br 455498 J8%ice povidens
machi ne-readabl e medi um of claim 79 wherein the
I NSt ru@4.i omke frchherreaditfy nsdfunt adeclhmi 79aivht@imitig i@fructions
ctive list of the ad-hoc service providers detected )
her gogprics (£odq 6ar. ProKilingphprfest BAdAH gew% other mobile
Eli@kdm 100 wherein the instructions further conprises
code for providing the active list to a server. 102.
The machi ne-readabl e nmedi um of claim 79 wherein the
i nstructions further conprises code for receiving
vi deo, audi o and advertising services froma
server.103. The machi ne-readabl e nmedi um of claim 79
wherein the instructions further conprises code for
associating with a second one of the ad-hoc service
providers detected in the search while associating
with said one of the ad-hoc service providers. 104.
The machi ne-readabl e nmedi um of claim 79 wherein the
i nstructions further conprises code for providing an
access point to the network for other nobile clients.



