METHODS AND SYSTEMS FOR SECURI NG A COVPUTER NETWORK BACKGROUND OF THE
| NVENTI ON [0001] This invention relates generally to
conputer networks and nore particularly, to nethods and systens for
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BRIEF DESCRIPTION OF THE INVENTION

[0003] In one embodiment, a method of establishing a secure access to a

20 proprietary network includes establishing a communication link between a first device and the
proprietary network using a first level of secure access to the network, requesting an access code

by the first device. The method further includes generating an access code by the proprietary
network in response to the request, receiving the access code by the first device, and entering the
access code into a second device communicatively coupled to the proprietary network, wherein

25  the second device is positioned in a secure location physically accessible only to an authorized
user. The methed also includes comparing the entered access code to the generated access code

by the proprietary network, and enabling a second level of secure access between the first device

and the proprietary network.



[0004] In another enbodinent, a secure proprietary network access
systemthat provides |location verification includes a proprietary
networ k under the physical control of an enterprise, a first device
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For exanpl e, access procedures are required to be inplenented before
access tBREYCRPSERIIZONSOF THE DRAWINGS

[0006] Figure 1 is a side cross-sectional view of an aircraft in accordance with

an embodiment of the present invention; and

[0007] Figure 2 is a flow diagram of an exemplary method for establishing 2

25  secure access 1o a proprietary network that may be used with the aircraft shown in Figure 1.

DETAILED DESCRIPTION OF THE INVENTION

[0008] Figure 1 is a side cross-sectional view of an aircraft 100 in accordance
with an embodiment of the present invention. Aircraft 100 includes a cockpit 102 from which
aircraft 100 is operated and controfled. Cockpit 102 is a secure access area onboard aircraft 100.

For example, access procedures are required to be implemented before access to cockpit 102 is
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permtted. Cockpit 102 includes an input device 104. Aircraft 100
al so includes an electronics bay 106 that is a secure access area
onboard aircraft 100. Electronics bay 106 al so includes an input
device 108. [0009] Aircraft 100 includes a conputer network such as
an aircraft data 5 network (ADN) 110. In t he exenpl ary enbodi nent,
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[0010] Aireraft control domain 112 is a closed domain that does not permit
modification during flight and requiring a strict access control level. Airline information
services domain 114 and passenger information and entertainment services domain 116 are

30 private domains using a privacy level of access control, and passenger-owned device domain 118

is a public domain.



5 data transm ssion services between devices comuni catively coupl ed
to ADN 110. Portions of ADN 110 include wreless .access point
support 120 such as through standard 802.11. As used herein, 802.11
refers to a famly of specifications devel oped by the | EEE for

wi rel ess LAN technol ogy. Standard 802.11 specifies an over-the-air
interface between a wireless client and a base station or between two
wireless clients. Although enbodi nents of the present invention are
10 described with reference to a particular network standard, it is
under stood that further revisions of that standard or use of other
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30  proprietary nétwork using a first level of secure access to the network. The proppetary network

is a network in the control of an enterprise such as a business, company or organization, wherein
access to the network is controlled by the enterprise and unauthorized users are substantially
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15 is within range. A user of the MCD may inadvertently connect to
the proprietary network of an aircraft that is not intended to be

mai ntai ned. Using a wreless MCD permts a user such as a mai ntenance
technician to performcontrol functions of the aircraft froma | ocal
position. For exanple, noving an elevator flap may require one or

nore users to verify the area around the intended novenent is clear,
wal k fromthe | ocal position to the flight deck to mani pul ate the
flap 20 control, return to the local position to verify proper
novenent of the flap, then a return to the flight deck to release
control af e _fl a| | S st devic
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oup e proprietary network. The al gori
ganer MCIyta brecaumesisatingieith Shesproperciieml. y UsBiBpshare Birp CeRieHiomn ciween the
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gener ddebxp coged to is thapopet etlzsmafbaH@“teMelt meing g MED) hrylng # Svigeless pRgsbility,

The N%[r)ofaeg'cvel \.{ig%u%olgatt 151@ aﬁ&%ﬁ%%uﬁgo&%pled to is the proper aircraft is more difficult. For

example, aircraft parked near each other may be able to receive signals from a single MCD that

15  is within range. A user of the MCD may inadvertently connect to the proprietary network of an
aircraft that is not intended to be maintained. Using a wireless MCD permits a user such as a
maintenance technician to perform control functions of the aircraft from a local position. For
example, moving an elevator flap may require one or more Users to verify the area around the
intended movement is clear, walk from the local position to the flight deck to manipulate the flap

20  control, return to the local position to verify proper movement of the flap, then a return to the
flight deck to release control of the flap. Using a wireless MCD permits the user to maintain his
position at the flap to prevent other personnel from moving into the area of the intended
movement and reduces the need to walk from the local position to the flight deck to actuate the
control. The wireless MCD permits the user to conduct functional testing local to the

25  components being tested. Such aBility reduces manpower requirements and time needed fo
accomplish the tasks. If however, the user logs into the wrong aircraft’s network to perform
maintenance, a hazardous situation may be created. For example, the user may be actuating

equipment on an aircraft that he has not ensured is clear of personnel.

[0015] Method 200, further includes requesting 204 an access code by the

30  wireless MCD. The access code is generated 206 as requested using a device such as a served
communicatively coupled to the proprietary network. The algorithm generating the access code

is sufficiently robust to provide a predetermined level of assurance that the access code cannot be

generated by another device that is not coupled to the network. The generated code is
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where it is displayed to the user. The user then enters the displayed
access code into a second device communicatively coupled to the
proprietary network. In the exenplary enbodi nent, the second device
conprises, for exanple, but not limted to a cabin interphone or
flight deck or 5 electronics bay access keypad. The second device is
positioned in a secure |ocation physically accessible only to an

aut hori zed user. The second device communi cates with the proprietary
network through a separate comrunications |ink than the MCD-and from
a location known to be under the control of the aircraft's physical
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verification nethod déscribed above, user i s %hven ﬁccessﬂlgg 5 ?{
net worseceriadevice ¢csnmwy%|f@apmmplﬁcta#é@t élfm%ifﬁorf’t%% ntepheneQr fiight deck or
ph)gSl Cﬁ&t@aﬁ&%%ﬁy Q@éégé £S48, Mhe second device is podifOHd] m-ﬁha%cure location physically

above-descri nmet hods and appar at us for est abl i shi a sec
acces saacessivlg palyr tocaradythoniaedgIsRT. at Be SerORd JEVISE P "%‘@#} ?‘ﬂ proprietary

reli abﬁ&wormﬁmﬁgﬁ WREKrkiB Gl RRicatidi HrRGUSS theRNICDAMAITERE & SocaBBieki®in & be
nore secure of  access to the network. Th netv,x@‘ek trapsmts tgels

r equestisr s eenirod s ehe Girerd s Bhypicst F?@”&%\Pﬁ?@ cHLEeE Feest SO

then egl.eiedh 410 & ﬁlesg%ﬁeﬁfiadd@\ébs@%a@upltga Ff@ﬁeﬁszy e, kanhegeebmd 1dvBieos
second device is fixed in_a known sgcure

ocat 1l on
cokpar EesurehReceIs pRiYPan: the firet dewee aag dhe PrrBReay §‘BE’6‘325‘5 ﬁ@?‘ﬁo‘i‘ Based on the
enabl i g1 he 06886 Rati GV Ak MRAtACHES5d Wesdided absvwapihk usdiie giveh a6ebss to

facilitates location 20 verification, of user. Qri i n

o6 stepeRvTE YK hefs MyEEdLy IoseTel e e Pk Aredy Teb Bhvi e gigon to
rel iabl e manner. [0017] While the invention has been
described in termmi6f Yhs iabowe-dpaticli mentodhdeppaatus Hos estaishingds sevure

the art will recognjze that, the in i on ti

modi f i BEFOT ?/\Prtoﬁgﬁtaph%erg'ﬁfl? i cgﬁtaeigec%‘f)% a%‘? g{gﬁgy € 3?1%1; ﬁwlfléecelves &
CLA$ MERgh&t fdr An mRtd3edodé fe:s&abdma&lacmg laved exfwoeemdoeks nepvaek. The network
proprietary, network he neth 4
est abl g@‘?ﬁ‘%& E%Wﬁﬁi gﬁ?es%ﬁo i nk u%St{h%ei‘rl'%?r “st eii/ﬂ%gses 00 1§ fen entere
propri @itarayseneddiekical soupiedatd thesiehhakew};mms‘fb@ weendcdrs Ib‘(ﬁx@ﬁen a known
net wor iéé:o::t:u‘ 4 ﬁa%gt‘i:‘\osrf I Re SReibrk %g%pgr%:g %ebé{aﬁsnﬁttéd hed ﬂgeﬁébgl@éd access codes before

enabling the more secure level of access to the network. The method facilitates location

20  verification of a user prior to graniing a more secure level of access to the network in a cost-

effective and reliable manner.

[0017] While the invention has been described in terms of various specific
embodiments, those skilled in the art will recognize that the invention can be practiced with

modification within the spirit and scope of the claims.
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generating an access code by the proprietary network in response to
the request; receiving the access code by the first device;

entering the access code into a second devi ce comruni catively coupl ed
to the proprietary network, wherein the second device is positioned

in a secure |location physically 10 accessible only to an authorized
user; conparing the entered access code to the generated access code
by the proprietary network; and enabling a second | eve

of secure access between the first device and the proprietary

network. 152. A nethod in accordance with Caiml wherein said

est ablywghiPes ey agmmpiscat i on link between a first device and the
proprietary network conprises establishing a comrunication |ink
between a w rel ess device, and.the oprietary network. .

3. A method in abcor dAMEERG OF SERLITHIE GIEREY AORSF d° PoREPITY THEC the
accessmedde chiptififs fHelskps d€vi ce conprises receiving the access code

by the first device through the 20 established conmunication |ink.

4. A-nmethod in accor.dance with al. erel ' -ef | :
access code int oesga%ég'e%cf %ngcéééér?p# f’ge}?se%n%ér%ugﬁrgt g%%“ge{ ?I%g ﬂwgmpmtw
accessnewdsk asiigna fikelesdadRedentoess to the network; 6. A nethod in
accordance with Caim1 wherein said requesting an access code by the
Wi reless devi ce LIRKhSET LRWERL YIS RREGRRS Code Tor a second

| evel of secure access: 7. A method in accordance

wth Caiml wherein said enteri éﬂe access 5 code into a second
devi ce conpri sesBERREERE AY ag¢Fes %‘L‘gg’é' B BRI PRPNYE L 6??#?8“%?&9?@6’3@3“’
within a predeterm ned 'ti me-out period. 8. A secure
proprietary netwakckiviagiksscceysiodaby Ihat finsr dewicdtes | ocation verification
conpri si ng:

entering the access code into a second device communicatively coupled to the
proprietary network, wherein the second device is positioned in a secure location physically

10  accessible only to an authorized user;

comparing the entered access code to the generated access code by the proprietary

network; and

enabling a second level of secure access between the first device and the

proprietary network.

15 2. A method in accordance with Claim 1 wherein said establishing a
* communication link between a first device and the proprietary network comprises establishing a

communication link between a wireless device and the proprietary network,

3. A method in accordance with Claim 1 wherein said receiving the access
code by the first device comprises receiving the access code by the first device through the

20  established communication link.

4, A method in accordance with Claim 1 wherein said entering the access

code into a second device comprises manually entering the access code into the second device.

5. A method in accordance with Claim 1 wherein the proprietary network

includes at least one of an infernal network of an enterprise and a network of a mobile platform.



a proprietary network under the physical control of an enterprise;
10a first device adapted to communicate with the proprietary network
using a first level of secure access to the proprietary network, the
first device further adapted to receive an access code generated by
the proprietary network for a second | evel of secure access to the
proprietary network after receiving a request for the access code
made by the first device; a second device comunicatively coupled to
the proprietary network, wherein the 15 second device is positioned
in a secure |location physically accessible only to an authorized

user, said secorgl devA e@ticd iGOREIABMRMwR Q1GRE] WhetdlsAE ¢afifstBRt access
froma user inapg%fical_contrql of the first devigefand t&m%[anﬁn%t
the acede Y BE@ st HEVISE SHPPETes TyIyfstig AR access code Tor a sec EPNOh Prevre

proprigRtagy network conpares the access code transmitted by the
second device to the access code generated by the proprietary network

and if the acce codges e, 20 identi cal. r i et ar .

enabl es a second”l evc—; r%‘%ﬁosde%?cé’o %%%Vl%e¢(%§]éﬁ ﬁ'ﬁ B%i % e@%%/‘%%éhkeaﬁc oS
t ha proogde iimtbar yecond devike cnpriy sheninp nhaeowsslenteentwi tle s€aidnde®ice within a
wher ei n %%id'fhfSt device.is adapted to establish a wireless

comu i &8RS |t?ﬂ2e’83tt]?/@(gﬁ‘ a first device and the proprietary

net wor k. 10. A systemin accordance with Claim38
wherein said sechnd dbveesure praysictadn prasworko apesse wysterh dhatc proyides olpeation

manual | y:ef 5%é§h .a.user. . 11. A systemin accordance
wth arm eﬁg%h ‘he proprietary network jncludes at |east one of

an internal network of an enterprise and _a_netwyrk of a nobile
pl at f orm a proprietary network under the physical control of an enterprise;
10 a first device adapted to communicate with the proprietary network using a first
level of secure access to the proprietary network, the first device further adapted to receive an
access code generated by the proprietary network for a second level of secure access to the

proprietary network after receiving a request for the access code made by the first device;

. a second device communicatively coupled to the proprietary network, wherein the
15 second device is positioned in a secure location physically accessible only to an authorized user,
said second device is configured to receive the access code from a user in physical controt of the

first device and to transmit the access code to the proprietary network;

wherein the proprietary network compares the access code transmitted by the
second device to the access code generated by the proprietary network and if the access codes are
20  idenfical, the proprietary network enables a second level of secure access between the first

device and the proprietary network.

9. A system in accordance with Claim 8 wherein said first device is adapted

to establish a wireless communication link between a first device and the proprietary network.

10. A system in accordance with Claim 8 wherein said second device is

25  adapted to receive the access code manually entered by a user.

11. A system in accordance with Claim 8 wherein the proprietary network

includes at least one of an internal network of an enterprise and a network of a mobile platform.



