WD 2005/ 020039 PCT/ US2004/ 005475 COVMUNI CATI ONS SYSTEM PROVI DI NG
MULTI - LAYERED EXTENSI BLE PROTOCOL | NTERFACE AND RELATED METHODS Fi el d of
the I nvent{,89,4sR93h The present invention relates to thgefjiRbfaBdsirs
comuni cat1 ons systens, and, nore particularly, to comrunications systens
using nultiple operating protocols for data access operations and rel ated
nmet hods. Background of the Invention [0002] The world wi de web has becone a
popul ar nediumto access information. Uilizing Internet protocols, users
sinmply point their web browser to a specified uniformresource |ocation
(URL) or Web address to download a Wb page fromthe Internet. The Wb
page will be retrieved froma Wb server, downloaded onto their browser
and rendered in a viewable format, to be viewed and enjoyed by the user.
[0003] In addition to the Web server, certain application servers
cooperate with the Web server to assist in serving and rendering the
content. Appli gaii@RIToMMONE &YeTaMS BROVIDTYRI MUt Tat-heyyEREDICt i Ons such as

routing requeﬁ&:&gn@&%gnmg EROTORGHE TEERFARS: MR QT AG SO to be sent
back to the client. WO 2005/ 020039 PCT/ US2004/ 005475 [0004] The

popul arity of Wb pages has created different nethods to access and serve
up Wb pages. However, despPi¢ldid® fopulmvenpioh accessing Wb sites, the

met hods us access Wb data have a, nunbe f hort coni,ngs. [.0005]
Oten in VﬁﬁpégblicaTﬁSnEFe§ﬁ% el?ge?ﬁﬁg?nﬁ?ia8§8u£8e£%8r%%ﬁgauﬂ%
defini ti ongorpyit fXa80EdnRaLABBERE 5. an@NendPRr pachita1addyessot hi s _
shortcomng is to code URLs into source files. However, this nethod is

prone to eemwinbedtiesal systeneonpligaredtingPcorPratinghe 1

protocols for data access operations and related

methods.

Background of the Invention

[0002] The world wide web has become a popular
medium to access information. Utilizing Internet
protocols, users simply point their web browser to a
specified uniform resource location (URL} or Web
address to download a Web page from the Internet. The
Web page will be retrieved from a Web server,
downloaded onto their browser and rendered in a
viewable format, to be viewed and enjoyed by the user.
[0003] In addition to the Web server, certain
application servers cooperate with the Web server to
assist in serving and rendering the content.
Zpplication servers are also involved in other
functions such as routing requests, acting on requests,

and rendering documents to be sent back to the client.



service to handl e numerous exception cases. It is also difficult for a
devel oper to know, based on the incomng URL, how the request is routed

t hrough t hgyo S¥slasgsend whi ch nodul e shoul d respond to tﬁ%ﬂﬁﬁﬁﬂ&ﬁh&n:[OOOG]
A second shortconlng is that there is no control over the paraneters
passed to a request handler. This causes a simlar problemto that
ment i oned above. As nore functionality is needed, further paraneters are
added to the query string in one |location and forgotten in others,

resulting in c |j.d Le k neters 007] Athird
short coni ng re?g?gg¥to tﬁhguégpxiarﬁg%o?lPﬁlc ?%%u%s 2Randrak %ghaV|ng
convol ut ed | ogdtffenentremythéds appl s1ccesonsndt Hefeei apnwebephghierarchy of

functionality. Reguests are Iungﬂg together into conmon, categories and
then sent to tHBYEBPFopifspEth PoPuRBi HE e eFCRASSEBIDECALPELES handl e

any one of thesBe hEENEESSus&NeEoldfBasd Pels0derd MibEsSE H?ﬂﬂé?réfca“ grow

to the extent that they beconme difficult to nanage. [0008 ourt
shortconi ng i sSkaaEcemeregsare often nultlple way's to wor k around a defined

schene. Since for bl e tlon of, a URL schene
2005/ 020039 P&?%EO  0BaSE £ ey S Jeom% r%l%%]d%sfﬁl’??ﬁ/”?%ie
mai ntain his cs)dlerceofm:ecttlh@ BRI @éfixﬁ:i’@nhhy symté:ixleaxﬁdinparéﬁ@té& formats

woul d diverge nakln it dlfflcult to understand and namintain the
appl i cati on. HertRAEH Mgt SHETeRdRY deffpeaed@ont r ol

flow through tM§y§ﬁ1%ns&%é%ié§Wﬁ$w&&@P éﬂf@s%{é& V@ylﬁr&lﬂéc“y

become very convol uted as developers, needi ng unctlona Ity in anot her
handl er, begltthifﬁﬂIanﬁrﬂﬁs¢kﬂﬁﬂxnsﬁqmgkxnd§ed(1¢gﬁntwnEB;nttme response -

f the cal | | & be eith t d to the caller, -
mai 1 od, and PRSCRE 1 SO Rt L AP Ot TETG: plsstl 7R ¢ e

system difficult for a developer to know, based on the
incoming URL, how the request is routed through the
system and which module should respond to the request.
[0006] A second shortcoming is that there is no
control over the parameters passed to a request
handler. This causes a similar problem to that
menticned above. As more functionality is needed,
further parameters are added to the guery string in one
location and forgotten in others, resulting in complex
logic to validate incoming parameters.
[0007] A third shortcoming relates to the use of
monolithic request handlers having convoluted logic. In
many Web applications, there is no real hierarchy of
functionality. Requests are lumped together into common
categories and then sent to the appropriate handler.
The handler has to be able to handle any one of these

s requests. Over time, the code in these handlers can
grow to the extent that they become difficult to
manage.
[0008] A fourth shortcoming is that there are often
multiple ways to work around a defined scheme. Since
there is no enforceable definition of a URL scheme, it
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woul d be nodified as it noves through the system nmaking it difficult to
understand. [0010] A further shortcomng relates to passing paraneters

that are ified or typed into an HTTP request. |t L | ogi c
required [\8&@%5?0%@433 each parameter can be cunbersone a%%{‘@g%‘i'ﬁé’}’%ﬁg to
the interpretation of the developer witing the code. This my also |ead
to m sunderstandi ng or confusion. [0011] Yet another shortcomng relates to
the short interval of request tinmeouts. Attenpting to solve this problem
wi thout a single oiq% of control would result in conplex, error-prone
code. Summary bf %m% RIMEDN § ORSORFLRT B Bf teneatbEagbi RgSh&eRSr ound,
it is therefogSrad-©Ohy eald GrfNei KEEFENITH NN { PRt OrREOYRECFofnat s

comuni cations system'and rel ated nmet hods which provide enhanced protocol
conver si on and?@akd dHocwede, frtinesit (@8] cTht standndehetaontij eots,

features, and i i cordance with the present invention are
provi ded by aI%%%ﬁ%%?@%ﬁ?%ﬁ%xggggi%%%%ﬂch may i nclude a 3 WD 2005/ 020039

PCT/ US2004/ 00540t 9 pl ur dlridiyhef «led o Shtagei devheesa€RCchs useépgnall | east

one of a plurality of different gperating protocols, and a E$urality of
nobi l e wirel es%OIB%/‘?ﬁﬂ;rﬁJ@é&i%u%ﬁ%ﬂ'ﬁ%cc@%rﬁ@ltﬁlaow BPHEY of data

st orage devi%%@@mwﬂw%@i&w%%r e%e{rﬂﬁc@ﬁ#&fﬁ{éé{ gé. di fferent

operating protocols. The system nmay furt i nc e a protocol interface
devi ce, whi ch dameliaRdusde needimsg dovicimiakl tpdih eafiotheonmamdtati ng with

e olors | DAL L A PR A% 16 LESPEC IR EPELALL e,
front-end proxyesmdidee Rauplak tallhel Hd0eslwenddnee dncparticul ar, the
front-end proxy . uined Go The Salter.? o Wegiaiea P Y presed L
another handler. The data being passed into the system
would be modified as it moves through the system,

making it difficult to understand.

{0010] A further shortcoming relates to passing
parameters that are not classified or typed into an

HTTP request. The resulting logic required to validate
each parameter can be cumbersome and is subject to the
interpretation of the developer writing the code. This
may also lead to misunderstanding or confusion.

[0011] Yet another shortcoming relates to the short
interval of request timeouts. Attempting to solve this
problem withoﬁtla single point of control would result
in complex, error-prone code.

Summary of the Invention

[0012] In view of the foregoing background, it is
therefore an object of the present invention to provide
a communications system and related methods which
provide enhanced protocol conversion and data access
.- features.
f0013] . This and other objects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
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communi cating with the plurality of nobile wireless comunications devices
using each different operating protocol. The front-end proxy nodul e may

al so incl fdulh§ast one common core service nodule co kﬁ%%u & . proxy
2008/0206:35" . .
nodul es an com!runl cating therewith at a first |ayer an(izl18 0 6031“0 %?? ng

with the protocol engine at a second |ayer |lower than the first |ayer.
[ 0015] By way of exanple, the first |ayer nay be & network |ayer, and the
second | ayer may be a data layer. In addition, the protocol interface

device may al include onfiguration file nodule coupled to the at
| east one conn‘%%mé%iégge?gicgaet BIOroeYbrEfgeach fRF5RI st bpast

configuration dhéestforprenii oy ing @%ﬁ@ﬁen@%ﬁefﬂi’ﬁ??ér@fz LBgsfirst
| ayer, and for stori ng a _second set of configuration Tiles ?or configuring
common core se#¥fcesPhirakidt s ot Blervireteosdi pepmyunicdieiébnent - end proxy

modul e provi dege anoext £451 il Sehi Liget e 1ALy cap be rodified to

accommpdate additional commbn core Servi ces, suth as

2005/ 020039 PCR#US20044 10D 5kt (asisari it elkadt homeve OpgHatp NGrHI 0L PCOHES, at
for exanple. [0016] More

both the fi rs({i.%gd second %ﬁéa | ayers,

particul arly, The&E T eddt® ROAFSHECTOr B sERY | DE TR UIRY nByrBee¥or at

| east one of rotinge 4 rfdddcdetipanthe Qi&?%éto%zg&% %tﬂ‘?cfﬁcgéoco'
ata s

engi ne nodul e, accessing data fromthe plurality of orage devi ces,
and renderi ng AREP O Hgigleymgidule dformobinreini gadl iesp wotmuoheat i ons

devices. In Nes £t front-end 0, modul e advant ageously may be
used with nu rousal}t%;cr eZ" oféégtﬁersg:ﬁrna prcg%%{é‘yoefss,usw rﬁﬁ‘?‘?é%s‘éecommn core
servi ces to raperdtriald iprotcaodass data, and/ or render data, which provides -

A . >
for greater cj.ency and reduced conplexity. [0017] Furthernore, the at ..~/
| east one con%#lc re ggﬁevipEé’tﬁE@&I FF§are WY Epingml f45 3L handl ers

for interfaciii@ifie A @erroduked i) iy ARGl £1Y Nehe
protocol engine. In particular, the front-end proxy
module may include a respective proxy module for
communicating with the plurality of mobile wireless
communications devices using each different operating
protocol. The front-end proxy module may also include
at least one common core service module coupled to the
proxy modules and communicating therewith at a first
layer and communicating with the protocol engine at a
second layer lower than the first layer.
[0015] By way of example, the first layer may be a
network layer, and the second layer may be a data
layer. In addition, the protocol interface device may
also include a configuration file module coupled to the
at least one common core service module for storing a
first set of configuration files for configuring common
core services at the first layer, and for storing a
second set of configuration files for configuring
- ' common core services at the second layer. Accordingly,
the front-end proxy module provides an extensible
architecture that can be modified to accommodate
additional common core services, such as those
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nodul e. Moreover, the plurality of proxy nodul es may convert access
requests fwommdsmeopburality of nobile wreless comuni cabirQRSed@Ni46LS to
comon access paraneters. As such, the front-end proxy nodule may further
include a flow controller nodule for receiving the comobn access
paranmeters fromthe plurality of proxy nodules and sel ecting desired

handl ers for processing thereof. [0018] The at | east one conmobn core

servi ce nodul easgeyialteg whehudewacpepders dul, r GQOoperali with
the proxy nodules to format data forb t he pl(guggl i t)g/of%%’ %%bﬁ%g%w@e ess
communi cat i onsTd&¥Ecasd Fapehdrdathelayerbeasbroreampinon core service

nodul e may al s@gprghude e ' rk; | angua XM.) engi ne nodul e
coupl ed to the?renggrer %gﬁlééggﬁ%ﬁiggggh Eg‘geﬁgi g?@g%s[gi?ﬁe%’é'gg’q anguage
t ransf or mati onSOEXSEExvengi meduh®duhe, bEOFoeXampheasAdghki g@alrbyltih@e at

| east one 5 V\QCZ(a)gg/iOZOOErg PCT][C%JSZOOM 005475 common core servi ce nodul e
may further inctadets RERBFS” TORpPRAXY ompAElxM avdgihe Boetibeoflor storing

a plurality ofehgiipbahesuto) r£spOHG NG LorLe ti .i.ng _protocol s.
[0019] A nethod aspect olfl t he inventI?%n iis:éfg?‘gﬁi H{gr g‘ggégagypﬂ% ality of

nobi | e wi rel esS2t@ofhprrEatdonsceleyi aed nenteningudatat foof tiat a storage
nications devices and the data storage

devi ces. The I Lre C
devi ces may e%%ﬁlex\%% +€§§?j§lone Of - CPF T AT YL O EHPRF eFBRE CBBer aRi ng
~protocol s. Theoisthodoramy time! fickentpravd dbAgk P EQLDE 0L BaREAGBRG e for

communi cati ng wittl%t he gl ur,q%i\/ty of data storage devices using respective
operating prot'6colss HMY S rovRe et prosya hbeal proMceels,

particul arly, ydthesdyont LNGERR%Y JHdul ' espective proxy
nodul e for. communicating with the plur a%%@y%%gcén%gﬁlgté\j fg?]g%%c’
comuni cat i onSYSEAT R U g dach radidderdmta opeiath ner ¢ iesoForand at

| east one compn,ier efficiency and reduced complexity.
[0017] Furthermore, the at least one common core
service module may include a plurality of handlers for
interfacing the proxy modules with the protocoel engine
module. Moreover, the plurality of proxy modules may
convert access requests from the plurality of mobile
wireless communications devices to common access
parameters. As such, the front-end proxy module may
further include a flow controller module for receiving
the common access parameters from the plurality of
proxy modules and selecting desired handlers for
processing thereof.
[0018] The at least one common core service module
may also include a renderer module for cooperating with
the proxy modules to format data for the plurality of

mobile wireless communications devices. Further, the at

»t

least one common core service module may also include
an extensible mark-up language (XML) engine module
coupled to the renderer module, such as an extensible
stylesheet language transformations (XSLT) engine
module, for example. Additionally, the at least one
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core service nmodul e coupled to the proxy modules and communicating

t herewi t h @io modeede | ayer. The at | east one common cor @csaArfMdadaRodPsiul e

may al so conmunicate with the protocol engine at a second |ayer |ower than

the first layer. [0020] A protocol interface device in accordance wth the

invention is for interfacing a plurality of comunications devices with a

plurality of data storage devices, and nay include a protocol englne

modul e and a fdoamtoreRsh Y GekvRWIRR A SUC A ffsR ISR Red Drlgledy

above. In addition, a conputer-readable medirumin accordance

i nvention may SITARLEA 9 rdieud@ila ensroteo owdudregifive: m:u:hﬁ:iazcymd ;r?Rt end
roxy. 6 WO 20 R / Q05475 PBri ef, ription o e
Bravvi ngs [0021 Iglqéqq%%l sgtsgﬁg%ﬂl c DI EERES %:cﬂ REGHAIFR cat i ons

systemin accomm&nmémmquﬁdMBc@aesent i nvention. I[0022]fFIG.d2 is a .
schemati c bl oc ram |II ratlng the protocol interface device o e
connunications%sggﬁﬂn1ofAF PdlﬁS§P€§t€ﬁ dbeailnveng@rg)isFifier 3 is a
schematic bIoc&ndbag@@ghglglggh&@ghmg b&em%éaﬁ%ﬁhﬁk%lk£gﬁt end proxy nodul e
of the protocol interface device of In greater detail. [0024]

FIGS. 4 and 5 Ep@mélélﬁé:ﬁﬁﬂpéleri@@kcesagnaiEa pllluurs«:ﬂ.maiy RE aatal tseotale

enbodi nent of n t yste in_accordance with the invention
i npl ement i ng a§e§§?§%§.gﬁ§ %ggi%garc Art 8cCuFEm BRI AL ons ORYiceE pnd 3.

" [0025] FIG 6 tbeadathemablcagbl dekidbaghain ehcanusal Ler nakerephediyyent of

t he protocol erfac of FIG .2 0026] FIG 7 is a schematic
bIocE dlagran1PEPFﬂ$F%Y ué%FgFFﬁBttﬁEeﬁﬁgﬁégopr@ﬁgpﬁéSnn&bbem@thbﬂe

protocol intenhgcendentieepObvihing3aapdotBLELT B8RE1RANRESLIL For

communicating with the plurality of data storage

devices using respective operating protocols, and
providing a front-~end proxy module. More particularly,
the front-end proxy module may include a respective
proxy module for. communicating with the plurality of
mobile wireless communications devices using each
different operating protocel, and at least one common
core service module coupled to the proxy modules and
communicating therewith at a first layer. The at least
one common core service module may also communicate
with the protocol engine at a second layer lower than j
the first layer.

[0020] A protocol interface device in accordance
with the invention is for interfacing a plurality of
communications devices with a plurality of data storage
devices, and may include a protocol engine module and a

front-end proxy module, such as those described briefly

bR

above. In addition, a computer-readable medium in
accordance with the invention may similarly include a

- - protocol engine module and front-end proxy.



nodul es therefor. [0027] FIG 8 is a schematic bl ock diagram of an

al t er nat e wgheshg3pgab of the protocol engi ne nodul e and ll,@trﬁfsg&,gﬁmﬁq?nector
nodules of FIG 7. [0028] FIG 9 is a schematic bl ock diagram of

anot her alternate enbodi nent of the protocol interface device of FIG 2.
[0029] FIG 10 is a schematic bl ock diagram of yet another alternate
enbodi nent of the protocol interface device of FIG 2. 7 WD 2005/020039

PCT/ US2004/ 005475 [ 0030] gil{ar .4 e renglllustratlng operati on
of the protocol interface is aflow

di agram i | | ust r[ﬁﬂr?ﬂ@; Op&f&ti dn iaf at Ise:hbmamtw_celmio@i]@ma@%ﬂ @fy FIG 3.
[0032] FIG 13.L flLo dlagran1lllustrat|n operation of the

communi cat i ons® sys Biv8FiPRE syst e@bé@SFCPPG.a?@elﬁléhfﬁéw diregean
illustrating opeeatien.of the protocol interface nodule of FIG 6. [0034]

FIG 15 is a flgw di agram illustrating operation of the protocol engine
and interface [88AAkctor ﬁ@du?eésoﬁ FpﬁﬁmatlFODQSPkFuﬁﬁgiﬁnls a flow
diagram il lustyaiipg Qgﬁ ag,gn interface device of FIG 9.
[0036] FIG 17 is a 16 |{éhr8a tﬁgg% 9a8$eg§f’r15‘ﬁ 8 tRE prot ocol
interface devi @@Immﬂnfd:ﬂ:ldﬁs sﬁz@ﬁaﬁ‘i] oFl EIGlBll $naggeherrt qethkock diagram

of an exenpla do ﬁe %%éel ss communi cations_device for use wth the
present |nvent t ai stfi Pt PoneBrtifiebbpekefiagrEmbodi ment s

[0038] The pr esmstfamgwhw ékt@ﬂg\m@fedﬁ&{ltbé d g%g fl, hx hef i naf t er
wth reference to the acconpanying draw ngs, In & erre odi nent s
of the |nvent|§ﬁ?eﬂﬁp§ﬂﬁﬂ%llﬂ¥@§f&ﬂ®e®@7bmenaﬁ FIGomEvén gbeaeﬁbodled in

many differentgdyys and should not be construed as linmted to the

enbodi nents set
[0024] FIGS5. 4 and 5 are schematic block diagrams

illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar
to that of FIG. 3.

[0025] FIG. 6 is a schematic block diagram of an
alternate embodiment of the protocol interface device
of FIG. 2.

[0026] FIG. 7 is a schematic block diagram further

illustrating the protocol engine module of the protocol
interface device of FIG. 3 and interface connector
modules therefor.

00277 FIG. 8 is a schematic block diagram of an
alternate embodiment of the protocel engine module and
interface connector modules of FIG. 7.

[0028] FIG. 9 is a schematic block diagram of still
another alternate embodiment of the protocol interface
device of FIG. 2.

[0029] FIG. 10 is a schematic block diagram of yet
another alternate embodiment of the protocol interface
device of FIG. 2.



forth herein. Rather, these enbodi nents are provided so that this

di scl osur ey dobs/aegsbhor ough and conplete, and w il full pcgaRy®RY 06418 SCope
of the invention to those skilled in the art. Like nunbers refer to |ike
el ements throughout, and prime notation and nultiple prinme notation are
used to indicate simlar elenents in alternate enbodi nents. 8 WO
20051020039 PCT/ US2004/ 005475 [0039] Turning nowto FIG 1, a

conmuni cat i ons trem 1@i-nckyd rat o i.nterface deyi.ce 14 that

provi des access[ot%g%g pl u?gﬁ'tgﬁo?%dgt glg%oggégk%vﬁé&mt&avﬁw@t ems 16, 18,
20. The conmunicparieshsnspst ehelproitiolndt tateyehyei neludes oF pizgr.abity of
conmuni cati ons Oggx'ces, ggneg¥ a nnbige w_rel ess ¢conmuni cations device 11
and a communi cations devieg-122cofinBcteavt §ipAEansydLumtrra 1890 r ed
connecti on. Byopayaefoaxampkie f¥@hit0|é§dnﬁpzbk§ MbEEh S sC@FEUNizCat i ons
devices may be used in accordance with the invention, such as personal
data assistant $0PPPAs), E&fFtuldr ifepefhonediagran Ahluskeapliagy nobil e

Wi rel ess comupi i Vi I L 0 e W th e present
invention is gggg%}:ggé ?% %ﬁg éé‘é“r‘%%ﬁ%%‘?%@?%eéyﬁg J[(‘%wo\tf—vi Fﬁare érence to
FIG 18. Moreoi@p33pxanpFes.oldwised Cdowuaiegthanslidevi-aesniyncl ude

per sonal conputersatteleggogﬁ%, fa§ machi nes, etc. O _course, numnerous
wired and wirePBEE2HRYi REsREyPHRTASRY, 1aFeRbagh BARYIEweEaFECGshéwn in t he
- exenpl ary enbogooral forpgd;arigyigfaiﬂgﬁtgg%p&n 1 99401 gggngommni cations
devices 11, 12 typically include software clients, whi cﬁ are~software
nmodul es or  appPFEREIOMsOT hblhe dpepheecbnending wodj imterbacei th their
respective COWH%&S i , jce. Lo.provide access to data stored at one .-
or nore of the atg&%€gﬁ%§§f%v?%egf§6,b18, and 20 through the protocol }
interface devi E@03m ThoBEGskié|es anfidwe @tdgwdt|ilBeprestakg that such
conmmuni cati ons_devi ces ahgq: i nclude further conponents and/or software

modul es. operation o he protocol interface device of FIG. 9.
[0036] FIG. 17 is a flow diagram illustrating
operation of the protocol interface device of FIG. 10.
[0037] FIG. 18 is a schematic block diagram of an
exemplary mobile wireless communications device for use

with the present invention.

Detailed Description of the Preferred Embodiments

foo3g] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime notation and multiple prime

- ' notation are used to indicate similar elements in

alternate embodiments.



whi ch have not been explicitly showmm in FIG 1 for <clarity of

i1l ustratiwo200ddowespect to the nmobile wrel ess comupicgalgzemosesi ce
11, its software client comrunicates with the protocol interface device 14
via a wreless communication network 13, and perhaps other 9 WO

2005/ 020039 PCT/ 1JS2004/ 005475 networks as well (e.g., a public swtched
tel ephone network (PSTN) or the Internet), as will be appreciated by

those skilled ifoa3eg art Tuz@04Y nHie t@ardRYs f Unctd 98, opsrations of
the protocol |nterface device 14 are preferably i npl enente in software
operating t her €817 -8 40 1aGdudset |ao@rqwﬂé|wltr¥terlﬁ‘e63qord&wam istendace

device 14 ill lﬂﬁic;vqtde\ée@écgr' dges 4 tﬁﬁu oic '8 Zs‘}ioc%%aigheigie‘igce%o

comuni cat i ons devi ces 11, and t orage
Communi cat i ons Ob’ets\MééﬁmtShéGpr d8ocalo. Ehberdoamﬂmatq@nw,sjsl&m 10

comuni cat i ons es 11 12 Pﬁg % t he data st.or age devices 16, 18, 20 are
preferably via a MA AV EAYnePRdPLRSBWANP e QoamaHeationsat s,

the connunlcatﬂem&céeylﬁaﬁe1} al@obRYe %QE%u@s%ak%ﬁMdﬁléE#idﬁé“éé%&ce
i nterface devi g_i 14 via the Internet, as noted above SO t00 MA
C

protocol i nterf-ac@ifedi CETEBRAGAtdanE ﬂﬁt\thehé?-‘daloameﬂt@thgxa) déd ces 16,
18, 20. [0042]S§gtgﬁug§g %Qgédl kgg@@tatlo%§ are al gyenplated For
12%ay Ybé e MeAEE

exanpl e, the protocol Mterface eV| ce Smn a private
net wor k t hat Hasgouacmqblesethudaéassbomgmde\tu@@% Hovills Ay the
comuni cat i ons devi ces 11{,} & or both the data storage devi ces and the
comuni cat i ons"deVi tes2eCEianes gltVWRFe LPVERSEPA . bEURDL 8¢ Bisarsarizd

present inventdabai SssisMQrIaypbab)!edel 9,80y PaRL echjon or
communi cati on schene. [0043] The dg%a s?or]élge dev:icgﬁ&%% 1%&%20 ore

data to be accEEEBRLBYY tHePEhe twkFeless eapsmohicheionenmeniicat Ldns devi ces
11, 12. AIthOUQ@léQ@fésfgfvﬁgéaw1th the present invention is

described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications
devices include personal computers, telephones, fax
machines, etc. Of course, numerous wired and wireless
devices may be used, although only two are shown in the
exemplary embodiment for clarity of illustration.

[0040] The communications devices 11, 12 typically
include software clients, which are software modules or
applications that operate on or in conjunction with
their respective communications device to provide
access to data stored at one or more of the data
storage devices 16, 18, and 20 through the protocol
interface device 14. Those skilled in the art will
appreciate that such communications devices also

include further components and/or software modules,

nt

which have not been explicitly shown in FIG. 1 for
clarity of illustration. With respect to the mobile
.- wireless communications device 11, its software client
communicates with the protocol interface device 14 via
a wireless communication network 13, and perhaps other

9



clients are configurable to directly access certain types of data storage
devi ces, tWweywsey@ombt en data system specific or protocolpcsagsedilossa78S
descri bed 10 WO 2005/ 020039 PCT/ US2004/ 005475 briefly above. More
particularly, on constrained electronic devices such as the nobile

wi rel ess comunication device 11, processor power, menory resources, and
communi cati on channel characteristics may preclude the installation and
operation of sgbtwar [ Vi n h ] Lt as those
comonly used on degﬁt g% gﬁ%ﬁl g%f%bgcgol H?gggs%;g?g%%df %gieé”;"é’ﬂ?& e. In
addi tion, whilBetHerkndPalNat¢ontioé Invkrhpte, sabtwaie bki apbsebabted

accessi ng dat a.st evi ces, associated with different protocols is
feasible for d sﬁ{lgggaﬁgl?‘/%%(?ojpncéo%u?ﬁ}%‘systems, provi di ng

mul ti pl e- prot 0€8D45Uppor ThenvEtidusopghEai B8Y HRNI §68ra FRYLRO0L £berROSSI bl €.
[0044] The data_storage, devices 16, 18, 20 are accessible using different
operating protBtoFecet 1RERERCE Hrewese M auenpreferpbbyotvblienestedce

devi ce, 14 accesggescihgadat d,Stor i 1 , .via,an_operating
protocol supported by arlesp(gpcti ve atgﬂs{%%rgggegrdégi%ég?u%ﬁtdlﬁpovi des data
to the comuni&agrewstileVitee prdtod@l vimtar faspedéviies claent - support ed

operating pro The protocol conversion functionality of the protocol

interface devifcie)f"iffﬁ%w eysbgllﬁﬁeﬁ re%)hea%ﬁ%‘&%ﬁet%l%%E%r?faEE@ss to

“mul tiple typescafmdai@at sy eoviAsedest) i Dedahd AL thera det gi-bobel ow, the
protocol interface devisge 14 provi des an "any-to-any" bridge %et ween

di fferent protBEotLdrlbcddys ohSrmsuuniepasns ke rerncoie i pretback
devi 14 is 4 i t h il . As. not , the-
Fot ocol i ntertase s b ire iy dnd Ediudledt Snd oW dRt oy PPens ")

protocol interface device 14 bridges ere ypes bns
devices with a4 fidremaley péoreigedateristear dge, dd, @B.ate phereihbugt rat ed

enmbodi ment, dq}i% Sa:[ %i%e a(?r%\z/ai %ee%w%é}fk Z&JAL\?)S such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via
the Internet, as noted above, and so too may the
protocol interface device communicate with the data
storage devices 16, 18, 20.

[0042] Of course, other implementations are also
contemplated. For example, the protocol interface
device 14 may be implemented in a private network that
also includes the data storage devices 16, 18, 20, the
communications devices 11, 12, or both the data storage
devices and the communications devices (e.g., in a
WAN) . It should be noted that the present invention is
in no way limited to any particular connection or
communication scheme.

10043} The data storage devices 16, 18, 20 store
data to be accessed by the software clients of the
communications devices 11, 12. Although some software
clients are configurable to directly access certain
types of data storage devices, they are often data
system specific or protocol specific, as described

10



are systens/servers for storing electronic mail (e Il WO 2005/ 020039
PCT/ US20044,:80965fPaez0®i | ) . However, it should be noted th@kTﬁBﬁmﬂﬁﬁéﬁQt
invention is not limted to mail system access. Each of the mall systens
24, 26, 28 supports a different operating protocol or access schenme. Mre
particularly, the mail system 24 supports Qutl ook Web Access (OM), the
mai | system 26 supports Mcrosoft Messaging Application Progranm ng

I nterface (MAPY).. t he nmai system.28 supports a propri.etary protocol,
Such ae that  BEAGTRY ARGYEcaMent) ReTEARLLAEIYY bhanretipdass  The
protocol intertaeetspaiemdbdicklsl eshabkvehy naolkudes iadilnt - end proxy
nmodul e 30. The front-end proxy nodule illustratively includes proxy
nodul es 34, 36CCBBUNAGARAPLEN deFdFEctlyePYOSEHORt POMSE \WISEIESs Appl i cati on
Prot ocol (WAP) t fi ( the.l - ge
Access Protocgﬁg??ﬁ5%§f 3%@ F%%mﬁ§g§§?g§? $§§%§Fér%39%%§%%%53 P) for
comuni cat i on Weyhptkiénts. theOdnptihéationt aedd opeaey idh alfs@ofiwami cat es

with a protocql.enging nodul e, 32. The protocol .engi ne nodule 32
transl at es OMA?hkéﬁg? FﬁnggogPFeﬁﬁwﬁ 6?8?%&39t695 Pfie QST SPEFERIYS (and
ot her protocol gsellf oflegbte8pp bAHO1aptepMBbNEARBRL shls@ st h ke front-end

proxy nodule 30. To this end, a respective interface connector nodule nmay
70-77 (FIG 7)%hamedtpl &8 gddikéonpr shbdel thaginetaddatdcs2 offor each of the

operating projQ¢p S t.he I y a i1l be

di scussed further %%%%M?QFEMS %rggg%#E% gégggFééﬁF?ggtégtﬁr%%??gﬁg pr oxy

nmodul e 30 and ddeipest assbeiagedevwinbddiéf82entepertensilbl & sofeaspanidabl e
rotocols as they becone , avail abl e,

to.accommodat e, ad it%gnaL ogeiat%ng g .
as-will also be°HiSRUSERH FOMt HEPTBRI SR UEBE48Y SEROSpe PACVSAINE user
accesses a MaihbOKiPle-pR6t8EcI NeupBbtt SYA! 80Bh24on38radBeintiruqles i ent 12

may not be possible.

§

[0044] The data storage devices 16; 18, 20 are
accessible using different operating protocols or
access schemes. As such, the protocol interface device
14 accesses the data storage devices 16, 18, 20 via an
operating protocol supported by respective data storage
devices, énd provides data to the communications device
11, 12 via a respective client-supported operating
protocol. The protocol conversion functionality of the
protocol interface device 14 provides a unified
approach to support access to multiple types of data
system. As described in further detail below, the
protocol interface device 14 provides an “any-to-any”
bridge between different protocols or access schemes.
[0045] The protocol interface device 14 is
illustrated in further detail in FIG. 2. As noted
above, the protocol interface device 14 bridges
different types of communications devices with
different types of data storage devices. In the
illustrated embodiment, data storage devices 24, 26, 28
s are systems/servers for storing electronic mail (e-

11



WO 2005/ 020039 PCT/ US2004/ 005475 software on his commruni cati ons devi ce.

For exanpl eyo osidgsdr owser on a nobile wrel ess comuni Gl @8Nk ES
comuni cates with the WAP proxy nodule 34 to access the mail system 24.
Access comands or instructions received by the WAP proxy 34 are converted
into a format conpatible with the protocol engine nodule 32.

Commruni cati ons between the front-end proxy nodul e 30 and t he protocol

engi ne nodul e 35 age @&ﬁ&g&g@létoc%Ihgﬁeg Vh%tegf |nterfac%kprotoco

which may be a proprietary pr an esta RE protoco
[0049] The protiowentang e madullamizethen tmaaaslsgfse:&m fahﬁeﬂ‘sc.emcsmmtands
or instructions received fromthe froné end roxy nodyle 30 into a

prot ocol associBfed2 i Y FHRIS&4: 2fat Fﬁtsblp eriScEsSed fegFst oM for the

mai | system 24hn:08%3 nf %@dﬁ%@dﬁr%@'ﬁﬁ%egg'Ecﬁ%ﬁbe”Mo&% %arﬂidﬂyarly
nmessages, a |ist of neM/nessages cal 'endar “appoi ntnents, tasks, etc

dependi ng on t k&ae @éﬁﬂl@&ﬁiﬁmnﬂﬁlsgpPpéﬁF Oué opkatigbedadests | (O¥AdGcess
prot ocol suppo the r f a ar.e transl ated
%h% pr%&geeS%gﬁag%Fr&g%?%S% g Egsﬁﬁglf?ont end proxy.

into the comom I nii ocol ansterre
[ 0050] The act Rp@lﬁlbex:y_om)@lﬂo@r(ahmﬂng rthe cWABcpr qupPINDdwel 3hd malihe
present exanple) then formats the receivyed data, or at |east portlons

t hereof, for tﬁ@St?@qaésFPﬁﬁoéﬁ?eﬁtPrPﬁFﬁﬁEPr¥09ﬁ8ﬁ8§oﬂwoﬁPFWea@lW@ﬁt are

~also translateqsgg b?eAﬂkgﬁggobnughgrQg@g)defbgee%gm 1Access comands from
other types of clientis are simlarly processe I't ghould be noted that

several mail $088éds na?hﬁePao@e@gédlnheréspengest@mahﬁ ngle access

d, wh has, .nabl h th
brotocol i nter FadsaEaPEye1Ys T E i o005 P 0 Rase pErP IS eIbelkis0ahrs | oos1) )

The protocol iwnherfaeatdevidcerd4yt hoduakl §Mustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protcoccol (WAP}, the Post
Office Protocol (POP), the Internet Message Access
Protocel (IMAP}, and the Hypertext Transfer Protocol
{HTTP) for communication with clients.

[0047] The front-end proxy 30 also communicates with
a protocol engine module 32. The protocol engine module
32 translates OWA, MAPI, the proprietary protocol of
the mail system 28 (and other protocols, if desired)
into a format compatible with the front-end proxy
module 30. To this end, a respective interface
connector module may 70-77 (FIG. 7) be coupled to the
protocol engine module 32 for each of the operating
protocols used by the mail systems 24, 26, 28, as will
be discussed further below. In a preferred embodiment,
the front-end proxy module 30 and the protocol engine
module 32 are extensible or expandable to accommodate

_ additional operating protocols as they become

” available, as will also be discussed further below.
[0048] In operation, a user accesses a mallbox on

< one of the mail systems 24, 26, 28 through client

12



clients using different operating protocols to access the mail systens 24,

26, 28, whwolrosd/eeogse different operating protocols. Ageqas:6RMIERAYS such
as nove, delete, create, send, fetch, and view, for exanple, that are

generated at a client affect the data stored at the mail systens 24, 26,
28 instead of copies of the data. Through the protocol interface device
14, a client conpatible with any one of the proxy nodules 34, 36, 38, 40

is provided ac one -0 . . i e 4 8. _The
client itself Sctgédi(s/“één%agée}bubs#sy?%egaﬁéié%%ggh%%%r%e?%ééégggésé%r O}P %)%bl %or
schene associ afz&w hdwsdheonmed InSysSlenisielosbecomannssqgtioh0862icsi nce the

~mai | system protocol, and the, client rot ocol need. not  be coggatible,

feature supporfC™BRIRAEFET HEL R dtioe ITRE iEPBE BPFELPert. CRORCERSADFRS a

POP client dogg0tswdiiprds t ecsad® forhanes 88 Necrudbeohhterface
protocol used between the protocol engine nodule 32 and the front-end

proxy nodul e 3EGsivest dierdbt yafesprrey 34 peeappevestedpirtent a desired
number of prm@&ﬁﬁéé”c?o‘?%%teﬂof%%% Sl éfc?%g%gf é%i‘f}e Hﬁé{xigdaﬁperat' ng
cally, nt er ot 0cO

protocol . More specifi e ~ conmon acep s preferably
able to represamiualdatpi@iodsdtgeppotied:ebeveshd pooxyheoansé 30capabl e”
protocol (OM in the present exanple), to _provide the broadest possible

)
feature supporitd Rdld RHOTRGY |SNYHE CORATBIE | R cRFACRTHESTBRLY may support

a full = feat UrfiSRlvALSS AldomPPofied P1oL ?ﬁ%éo%%iédﬁﬁiéﬁ%aym@%] By

way of exanple, the common interface protoco proprietary

prot ocol based @grams.etasty hasetbBibter An edsvalbhbshag pwdler si oni ng

(WebDAV) protocql . An exanple of an authentication request using 14 WD

2005/ 020039 PEX 4/ 005475 such a conmon interface protocol is provided

as program |io4:) #1, el eotidisl exeitaryoaul deBR i tath obréRgUasEs

routine allows the protocol interface device 14
the access commands or instructions recelved from the
front-end proxy module 30 into a protocol associated
with the mail system to be accessed (e.g., OWA for the
mail system 24). Data received from the mail system
{e.g., e-mail messages, a list of new messages,
calendar appointments, tasks, etc., depending on the
particular mail system), the features that its access
protocol supports, and the nature of the access command
are translated into the common interface protocol and
transferred to the front-end proxy.
[{0050] The active proxy module (i.e., the WAP proxy
module 34 in the present example) then formats the
received data, or at least portions therxeof, for the
requesting client. Further commands from the client are
also translated by the protocol interface device 14.
Access commands from other types of clients are
similarly preocessed. It should be noted that several
mail systems may be accessed in response to a single
access command, where a user has enabled multiple
mailbox access through the protocol interface device

< 14.
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to be authenticated by a mail systemusing a user identifier and password
provi ded bwonobgedeszeand it also retrieves a root fol der paneiBaSissars
capabilities of a target mailbox on the mail system [0054] An exenplary
in accordance with a WbDAV-based common interface protoco

‘i nbox request
is set forth

routine, responsive to an inbox request,

Lar et el 100X e 0uer ] o ABULLACN, LB Ga0Lells, Bt e, gt Led pagtr

exanpl e is provi

bel ow as program listing #2. In accordance with this

bel ow as™ program

the capabilities of the inbox in a

sear ch request clheatsoudangediffdrehe opéorneBgt bosedc¥ehDAY- hasedscommon

interface protpgol. .Here, a i of subfolders for a given folder is
p gﬁ%n@%lingﬁF§m?e%%es?§'I?BMAWhlEE aéﬁ%r%@?a@ééfﬁyeﬂﬁose

returned inre

skilled in th
as well. [00

enbodi nents t
with) a polli

prot ocol engi
the mail syst
appreciated b
would then ¢
aggregated ne
above. Additi
proxy nodul e

devices 11, 1

eopElat PRy PHOEEOYSs . OhbEEsLeguashsaand,opeLat j,g0s may be used

55] It should be noted that the software cliéents heed not
initiate data detets: reiprsts sendl | febabpdandnrsew Fofoexarpiplejn sone

o B Pt 8 Ul co T Re SFoBn EREEPBMDL S & he

net tineuhei B2syotaggr2gat 26 essagestéed s£speslbyecasers from
i be

ens, 24, 26, 28 at predetermned intervals, as wll
FEtbs e Brondind e

ssages to the respective software. clients, as

therewi th via advantsya@nE g medd 15yStQPESrS ENEracd s GXAPb81 THES,

t he case wher

e an aggregatjon engjne nodul e is used,
schem€ "associated with the maill system(s) to be

accessed.

[0052] Since the mail system protocol and the client
protocol need not be compatible, feature support
between the protocols may be different. For example, a
POP client does not support the same features as OWA.
The interface protocol used between the protocol engine
module 32 and the front-end proxy module 30 is
preferably designed to be able to represent a desired
number of protocol-supported elements or features for a
desired operating protocol. More specifically, the
common interface protocol is preferably able to
represent all protocol-supported elements for the most
“capable” protocol (OWA in the present example}, to
provide the broadest possible feature support. Further
still, the common interface protocol may support a full
feature set across all supported protocols, if desired.
[0053] By way of example, the common interface
protocol may be a proprietary protocol based on the
Web-based Distributed Authoring and Verxsicning (WebDAV)
protocol. An example of an authentication regquest using

14

_ PENeCEP L. 1HRr bRt odeTiengt he #ndul e 14
0ODEERE Codhddt 6 T 00L - 2yl DEOXYr Mol £ 50, T RopE UL dgy e
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t he aggregated nessages may be first transferred by the front-end proxy
modul e 30 W moseWb1rvening mail  server, which in turn PEYEHesdbEs
nessages to the appropriate conmunications device, as will also be
appreci ated by those skilled in the art. Here again, the front-end proxy

nodul e 30 woul d use the appropriate protocol (s) supported by such
intervening mail server for conmunicating therewith. [0056] A nethod for

provi di ng accessidio a2 @l Fhter$ da ge devi ces, such as the mai
systems 24, 26, 28, USing the pr ota(()%o %ioﬁogogages 233\?3 elr%eldz 3% PI99 % r at ed
in FIG 11. Bedilmtifg 4fl, Bbedkwll0hian exaunpdss ycamtinrthGlcdatan i S first

recei ved, at Bl 1 he a SS C nd or datg is translated into the
common interfaé%%§F§%058P;l§F %ﬁo8w51%ggaRE°§8€8 IntSfane idewinen 14
transl ated (Bl ackbel3htheheieadatiabySkshamMmpPLgees @AISRFiALRL MW th the

dat a systemto,g%q accessed, such as OM for the mail system 24, for
exanpl e. [0057]-“ERtihaest ABE RaAgWoddt Rrpyidednblyasedsien,o artche tclalent

protocol, at Bkeek;ild i n e rticul ar. .f.eat ures. supported
by the client protocol. Qgﬁﬁegt g%gggoﬁﬂaoﬁ?gg tcﬁéa éLtl&eCCl(?rSr é’zfpc?ndi ng to

el enents of th&argeérhatébprodncbhet hatlasgssumported by the client
The protqcol interface device 14

protocol . are trapghated ggrin tgis st ep. .
may generate ah errgr r p%ﬁ%?g aty énﬁBﬁ-§GBB8§Fe&no§€F&ﬁQ%?%ﬁ@ﬂéébl
More particul arWgbDAVALSERROESREohNE BEEAESCRT BL0E8L oS! 8RERLS %@rﬁ@

2005/ 020039 PCT/ U82004/ 005475 are preferably 1gnored or processe
according to a”®d8YadPtPHPIERPo}ipEbrasER nglschererdinges itthd thisess

1 akBuBEel IOl IBLEr £ Ceho, AR BeBYELET (BC, 2 51 el

Turni ng now adékpiibhbities o he inlanx Exeaptaryeenhedipert a0k t he

front-end prox&u@?ﬂ&é? 5%& then its contents are queried. Another
example is provided below as program listing #3, which
is for a folder search request in accordance with the
aforementioned WebDAV-based common interface protocol.
Here, a list of subfolders for a given folder is
returned in response to this request. It will be
appreciated by those skilled in the art that numerous
other requests and operations may be used as well.
[00558] It should be noted that the software clients
need not initiate data access requests in all
embodiments. For example, in some embodiments the
protocol interface device 14 may include (or
communicate with) a polling or aggregation engine
module (not shown) that prompts the protocol engine
module 32 to agyregate messages for respective users

from the mail systems 24, 26, 28 at predetermined

B

intervals, as will be appreciated by those skilled in
- the art. The protocol engine module 14 would then
- _ cooperate with the front-end proxy module 30 to provide
the aggregated messages to the respective software
. clients, as described above. Additionally, the front-
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is now described. The front-end proxy nodule 30 illustratively includes

t he proxy mwmsizdess2083, 36, 38, 40, a renderer nodul e 44, wiv/edefiimkidse

styl esheet | anguage transformati ons (XSLT) engi ne nodule 46, a nenory or
tenplate store 48, a flow controller nodule 50, and handl ers 52a-52n.

[ 0059] As noted above, each proxy nodule 34, 36, 38, 40 effectively
"fronts" the protocol engine nodule 32 and translates respective operating
protocol s for i f i RSy exanml WAPR. modyl e
provi des i nfor rf%%(iiolﬁf(?e rriﬁ%%l/‘g%g f%do%%en% rgc?t nore o i?%tee ‘%Jaﬁ%ﬁ9€¥§ %25%52n in
the form of Wthiceemmisicaryetedevioresikhl a2 o deVi caabsdthenss cel |
phones and PD . .POP._proxy._ makes use of at |east some of the sanme proxy
conmponents, i ﬁ(%::fuuﬁg\iln% DE‘EFPZ *T%Waé%rﬁwqré’rcarﬁﬁilﬁlée%@”%% VifedRender er

modul e 44 to rendesrdatiing mdtte §rdem raqudek by the BOPp1ot ogpls [0060]

One particularly advant ageous benefit of the illustrated ront-end proxy
nmodul e 30 is thdt W$IFagH JBpTdl e e 1@s eninmkesdube b thed same

core services r [ t nd render _data. . n ather
words, the rend%@erﬁ%%u#%@%%,@#%z%ﬁﬁg%m e Ae ST At kﬁ%rﬁ??/ 48,
f1 ow control | erfxondceirel 50;0xsndduarid! &0 t52ab 2m ipgonerdend eomron cor e
servi ce nodul esfe%%etrhe rl.rc%%/ nodul es 34, 36, 38, 40. The only differences
bet ween transl a1 ons ’b)’ﬁ\ 17 WBP0BELYI6EFo ST /MR D0BA /e di f f er ent
proxy nodul es 3ppr3pridfe 4dmpilidahe dnd e s ONfiourati oy of ghe flow
controller 50, the handlers b52a-52n, and the XSL terrpjl ates used to

transl ate the 2@REETF RG] fy fthese péimledt imarhhecasds, Hdwe sayminhandl ers
52a-52n will b e+ Y o a0 Py 0X dul es 34, 36, 38, =+
40, as wil | be%gr%prf{g??%te %%txﬁog%gg%i | PO R, ot {‘r&‘e[ GO )
operation, a datratacodds)regppstritbdoby auch émtdrrepastetdia tdiever

appropriate pr%g% gg%%h%i%%ting therewith.

[0056] A method for providing access to a plurality
of data storage devices, such as the mail systems 24,
26, 28, using the protocol interface system 14 is
illustrated in FIG. 11. Beginning at Block 110, an
access command or data is first received, at Block 111.
The access command or data is translated into the
common interface protocol, at Block 112. An access
command is then translated (Block 113) into a data
system protocol associated with the data system to be o
accessed, such as OWA for the mail system 24, for o
example.
[0057]  On the other hand, data is transiated into
the client protocol, at Block 113. Depending upon the
particular features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protocol that are supported
by the client protdcol.are translated during this step.
o The protocol interface device 14 may generate an error
responsive to a non-supported operating protocol. More
« particularly, non-supported interface protocol elements
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36, 38, 40 using standard nechanisns for the client protocol. For a WAP

client, fowoeedidogse paraneters are passed via a query Sidim@eangdies form
vari abl es. The WAP proxy nodul e 34 deternm nes a conponent {ﬁﬁnt ?bgléer

(which identifies a target itemsuch as a nail folder), an action
identifier (which identifies an action to be perforned), and any
paraneters based on data in the request. In the case of WAP, the conponent

and action id j f ed 1nt uery string or,form O her
paraneters in fé}'xmé u%@e%%iﬁgf%}&éo#ln?%?%&%%%?% @C?ﬂ%@li&%%? afreter |ist.
[0062] The act idesfapriox o musiter tthercaad 15y thehdthOW 7901 b8 280 5 passi ng
along the identjfiers,.and rameter list. The flow controller |ooks up the
appropri ate hafd"81FR % o[rné:P MPShd- R R redchei 4 2t asigstem

constructs the dianrdl@rieRas HN®Bitde 1Par arehes Sc&?cfﬁcgi‘ﬁrinﬁ o 10 2
constructor (nqt shown). Using the handl er 52a as an ex nple, this handl er

woul d  processéd it rad@ie fethest n@leoadatld)ayer (FIG 5) to gather
i nf ti ...]00 F il,_system access, for
ol o neadukgior <rsspaped OB oL L e sceets Tor

i nstance, the 'data’l ayer ¢co i'cat es

for any infor meticow Leelvateetodineng edtert Frefnt-had x¥ ol RO30
cal endar, or address bhook, .for, exanple. 18 WO 2005/ 020039 PCT/ US2004/ 005475

Comuni cat i ons*&i PR oEREFT nemts TR thenss tam% s mapukeor3Qi f f er ent
types of infor muh@'&ra&@@r@;?s 1nRA YUt e p&%'xgt %c&%e@éﬂj}f”?é?t PN
handl a thed ded

services and a user's e-nmi account. The er i des’ whet her
the request sh8fFdab&epdenerdagdidecandt hen katidineribler dtfylddteatesul ts

ShouL g e endssReL a0k Bt it e SRR ek e S e

for exanpl e, ampmovyder bEmpestensibie merkaugllbanauagse My maka.e The

active proxy ggyuégdtQggdigkgssgggsag?derer nodul e 44, passing
[0059] As noted above, each proxy module 34, 36, 38,
40 effectively “fronts” the protocol engine module 32
and translates respective operating protocols for
different client types. For example, a WAP proxy module
provides information retrieved from one or more of the
handlers 52a-52n in the form of WML documents targeted
for display on devices such as cell phones and PDAs. A
POP proxy makes use of at least some of the same Proxy
components, including the flow controller module 50 and
the renderer module 44 to render data in the form
required by the POP protocol.
[0060] One particularly advantageous benefit of the
illustrated front-end proxy module 30 is that each
proxy module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, XSLT
engine module 46, template memory 48, flow controller

- module 50, and handlers 52a-52n provide a common core
service module for the proxy modules 34, 36, 38, 40.

. The only differences between translations by the
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al ong the I nputSource, locale information, the name of the tenplate to be
render ed, rhoadlodebdoput Stream The renderer modul e 44, ppkingaddngsoef the
XSLT engine 46, renders the page into the QutputStream The QutputStream
is then provided to the client by the active proxy nodule using the client
protocol. [0065] The above system provides a generic application franmework
followng the classic nodel/view controller (MVC) architecture that

i npl enents nos fe a i i i_nf rgst ruct Iy rtant feature
is that a baseE%gte%%ﬁFu F?@ﬁ?ﬁ?@l e 3%’bg%§e%'ﬁe3 8Pu§gﬁl Srs&fA ces
and t hen extend@@flgaratmmhdefthﬁes&ﬂwmceoape©&ﬂb@ Boncthenalari «requi red

to fully inple give rvice. Wthin a given inplenentation, the
P28 52Phe Randr

fl ow control

& £SLopgnpiatesndsrsa tRe taarslatceddd ayer are

e

fully extenSIabeaOﬁntephegeaahal &99%6]1¥Vh£_3hb§sbe mead, Sypporting a

brand new service_sinp ¥ i nvol ves defining an
8

| ayer, defini
(i.e., the fl
interface 19

i npl efrent i ng e data
nBaﬂﬁéeéénﬁ -52prowiandbei seruesed hetiwems Wit lihe tvlae iopst em

W 5005035858 Rty 082008/ 08Ba78° Wiek PRo-BRIVTABTH BY, the

renderer nodul ehd4y. sknlike int bre bhand, supporting a new type of cli ent
with an existkggﬁgfrV|ce i nvol ves maki ng m nor changes to, and extending

actions within

f | oW LbhEP oPPEF2EDANF e2582tanACRARE| EFEUSEE- $ZAM o

support additignaiightens-pagauir ed £HQC5F998 kEXte goggthhﬂ LvY

i npl ementi ng

the interface between the clien stem .8 the

render er nodul 8€4438, [QQGWTlﬂgeﬁﬁﬁhdﬁrdfmehbaﬁLGmB énd phexyliedul e 30 to
perform protoc | & urt her, descri bed respect to the .
bl ock diagran1§# %%%?f RO AE Sil?ﬂg f?Fu?F?%%%ﬁ'oB@F PSREShAVE been.

~-described in
to

ded @séd ab@v&,q@@ﬂthUﬁlmg|én@ﬂoﬁeﬁéfmbﬁgrﬂﬂbiegr'Qﬁby bel ow
WAP proxy module 34 determines a component identifier
{which identifies a target item such as a mail folder},
an action identifier (which identifies an action to be
performed), and any parameters based on data in the
request. In the case of WAP, the component and action
identifiers are passed in the query string or form.
Other parameters in the query string or form are
packaged into a parameter list.

[0062] The active proxy module then calls the flow
controller 50, passing along the identifiers and
parameter list. The flow controller looks up the
appropriate handler via the component and action
identifiers and constructs the handler, passing the
parameters as arguments to a constructor (not shown) .
Using the handler 52a as an example, this handler would
processes the request, using a data layer (FIG. 5) to
gather information needed for a response.

[0063] For mail system access, for instance, the
data layer communicates with the protocol engine module
32 for any information related to the contents of the
user's mailbox, calendar, or address book, for example.
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avoi d undue repetition. Beginning at Block 120, an access request or

command | swigeedreeseat a proxy nodule 34, 36, 38, 40, atp B RSKesdnddsrsThe
access request is translated into the comon interface protocol by one or

nore of the handl ers 52a-52n, at Bl ock 122. [0068] Data is received froma
given mail system 24, 26, 28 in response to the request, at Bl ock 123.
This data, which has already been translated into the common interface

tocol by th engj dul.e 32, | dered (Block 124) and
Feturned to t ne RrienEdt B RE P St Ront e v e 4712 FHh ek

met hod (Bl ock £o26)iifilepend nypepon i ey RaniGWmar firal WELSi nfiRporigsd by
the client proto only portions of the data corresponding to elenents

ol 1s_of, !
of the comon FRLEPECES pREPEEGI Carfdorase rydmesr Badl By udwr'cs ientaik ot oco
are rendered @bcbhﬁﬂsl@h@dhaﬂaﬂe%U@@£¢§§%ﬂE%Eﬂiﬁ%?wﬂﬁéﬁé?Qhug'e”E”tS may
ef au

be ignored or processed according to a t or error processing schene,
as noted abov&eazesWOsho03L0R0ZORETAES2R0 4h0thed hamd [06Yr I1r shoul d

be noted that t ensi_bl 0 n core service architecture of the
f ront - end prox%ggngé%Pgéﬁosﬁgvlglgg05$n€§§&dfor a variety of applications.
One such appli absap i s hpladdresmatydn PUeseRObEERMROSTHY Higydi.sparate

nmet hods used tg rgégond to HTTP requests froma Web application.
Ref erring now PORFPER 13 BRETSraklyepndar gorEeBs §oravdyemurdo asmvi ng an

CiLer o oL ek oA age? A" ShIBRRSE B BB O L8 11
bi - di recti onal fytenntbiheyarktupt Labguely (KMD)udeta.usee request 101, a
Tos. " [0070] RFERaleatfarish CRELacERer EqadstoTotod dPoldnt poasiver
using a web brawseg e ERp@PPbheatl ONoch@el EHHEShaRiWBD RALE GGl or froma
PDA or persona%he template to be rendered, and an OutputStream. The
renderer module 44, making use of the XSLT engine 486,
renders the page into the OutputStream. The
OutputStream is then provided to the client by the
active proxy module using the client protocol.
[0065] The above system provides a generic
application framework following the classic
model/view/controller (MVC) architecture that
implements most of the application infrastructure. One
,tj important feature is that a base set of functionality
may be defined for similar services and then extended
to provide the service-specific functionality required
to fully implement a given service. Within a given
implementation, the flow controller 50, the handlers
52a-52n, and/or the data access layer are fully
extensible or replaceable.
[0066] With this in mind, supporting a brand new
service simply involves defining and implementing the
data layexr, defining the control flow and discrete
actions within the system (i.e., the flow controller
« ' module 50), and defining and implementing the interface
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conputer). Once the request is made, the Wb server 102 processes the

request. TRe Rogusederver 104 assists the Web server 103dfyiRnesskng the
request. For conparison purposes, the proxy server 104 here functions

simlar to the protocol interface device 14 discussed above, and the
extensible controller system 106 would be inplenented as a software nodul e
that is run on or in conjunction wth the proxy server, as will be

-~ appreci ated by Lhese,skill i.n t.he ar O _course in.so enmhodi, ment s
;helprox¥ Zerveﬁ'1gg}§%§eg§§§%$#%£§éec%ner&%3ﬂe§%%f%ﬁﬁ?ﬁ%qggurgnbéﬂFZOYu
i npl ement ed | nodihefrehanid, phypoealingew eesr @yeeofeld.idr wrame.

The proxy server.l%ﬂ provi des a grocess of providing cached or storage

itens avail abl 8% [4CHe e ¥ FetEVRRIVER BR&inomdm oy ergasedour ¢éad
intensive to ageesslinkhacRAexy %@l&%ﬁ%,l%ea%%w %oﬂ%k%lﬁg%ggséhﬁ%e%oa'

prefix. When it receives a request for such a 21 WO 2005
PCT/ US2004/ 005375 herdleirs §Rair-B3notp shepprdf iaxdddnd onedk s lfiemtt-he

resulting URL in_its_l.0 1f found,, it returns .the document

i medi at el vy, of%gkaﬁgg ??thﬁgﬁggl%F'f?BgldﬁﬁénﬁéﬁbﬁgdséﬁP nelyed a copy
in the cache, ahd inebwrasei bet@etherhequester. ahde tpegessiekurmed by the
proxy server 104 can he either static or dynamc in nature. The proxy
server 104 may"BSmhGRFACEEE WPEHI®afBlication servers or data servers, and

in this specifbosegbodi gBBLatthE EXt £ASI @kengaahaob&s&ﬁgﬁﬁ]% %96+ 0072]

More particularly, the conponents of the proxy server ustratively
i ncl ude an aggbef§heem peplerol0kransiehilenecisnfdukbe?] BesanmiXeHT wangi ne

Those. descri bed°SRags. CinEhe BRsshet a98rR i Bifend?ol CoCsmt FoPfet Meyat em )
106 include ahlautteatedpop®bathofsanseei Bseaf deBartbens in208taahso
simlar to those di scussed above,
above, and thus will be described only briefly below to
avoid undue repetition. Beginning at Block 120, an
access request or command is received at a proxy module
34, 36, 38, 40, at Block 121. The access request is
translated into the common interface protocol by one or
more of the handlers 52a-52n, at Block 122.
[0068] Data is received from a given mail system 24,
26, 28 in response to the request, at Block 123. This
data, which has already been translated into the common
interface protocol by the protocol engine module 32, is S
rendered (Block 124) and returned to the client, at .
Block 125, thus concluding the illustrated method
(Block 126) . Depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface

protocol that are supported by the client protocol are

W

rendered or translated. Non-supported interface
protocol elements may be ignored or processed according
to a default or erxror processing scheme, as noted

above,
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[0073] The aggregate server 202 perforns the p‘rocessi ng of incom ng

i nformati owoaek/igdeemes it onto other conponents for assipgiARSHo4/065E85
renderer nodule 212 renders the resultant data into a vi ewabl e %ormat.

The renderer nodul e 212 nakes use of the XSLT engine nodule 214 and any
necessary tenplates fromthe nenory 216 to render the page. [0074] The
aggregate server 202 sends data to the action map 204, which maintains the

control flow a dl e S| nes ogic ,in the system, The action nap
204 interacts v%ohé%‘]nser ?Ieék%}&%adngﬁeefnsga%%.t% ah%n%‘iﬂé?nszjd% WUtilizes the
data |ayer 208 aam®t réeve sdmfiareraidon faeiaad her wal or SO L88d 2% Jhe

ot her data so cfaeuS_Lezgonn}'%/ H}Sﬁlu e, for exanple, XML for web data, <a

uni versal proxy for amfy i'to 9 rEed P ¢ RS 2 W® D005/ 020039

PCT/ US2004/ 0054p]. iGRHi@S. OhnelSUcARMH G100 (& G0 SidBIds cal endar

or contact), or a provisioning APl for "authentication services and data

relating to a YSéroitcshartqoodnsls Tfe thestdmfauradtd amstHnydshamiad) #o user
send in a URL.,ag nedqsest 1QL, JThis request is received at the Wb
server 102, whi chpgjégﬁ?go on to§:t epngxyroérbra\/ﬁﬁ’l(?@Hl&Cmssi ng using
standard mechaRedesfiony niduwe tr @Tesal 4 Beid examphsb a M- Jequest woul d

pass a WAP par arrgter(#tbehél stri ng and/or formvariables. The aggregate
server 202 conPefent: t REVPPEx s Errensidde gacdifasdsinehdrconponent | D,

action I D and aByordanaeeters '@ﬁe%egr%%faﬁj@t 3 NS §AUGSL, 81 k}egcf Same
p I q y r

WAP exanpl e, the conponent and action IDs are passed in the qu i ng
or form Al other cpapgrersesointhheWeludayasacicrs sorsyistiem 408 packaged up

acti on map. 204 ST RECakFoRt BLE EbACRBINdr  G7e: EErY0s  1Hi0 TpaagEd val ong
the IDs and paiacktide hi sserTheqaestonoiyap @4 keeksrunokhe ;appLgRy i ate
handl er 206 via_the
server 104, and an extensible controller system 106.
[C070] More particularly, the user request 101
refers to a user using a web browser or web application
to request a web page (e.g., from a PDA or perscnal
computer). Once the request is made, the Web server 102
processes the request. The proxy server 104 assists the
Web server 102 in processing the request. For |
comparison purposes, the proxy server 104 here
functions similar to the protocol interface device 14
discussed above, and the extensible controller system
106 would be implemented as a software module that is
run on or in conjunction with the proxy server, as will
be appreciated by those skilled in the art. Of course,
in some embodiments the proxy server 104 and extensible

controller system 106 could be implemented in different

physical devices or servers, for example.

R

[0071] The proxy server 104 provides a process of
providing cached or storage items available on other

- servers which are slower or more resource intensive to
access. The proxy server 104 accepts URLs with a

. special prefix. When it receives a request for such a
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conmponent and action IDs and constructs the handl er, passing the

par anmet er swaSod@pg¥ent s to the constructor. The handlerpgﬁ@sﬂmggﬁﬁags t he
request, using the data |ayer 208 to gather information needed fo

response. The data |ayer 208 will retrieve information frontother data
sources 210 located within the network or external to the network. The
handl er 206 then deci des whet her the request shoul d be forwarded to

anot her handl ef;R206 I I be rendered. [0077] If the
syst em deci des F% regd%Fr?% E%F;%%% §§e§98 gg ggggéd%PFo e handl er
206, back to tesadtioxy Uﬂap1&04tsamdcbackatﬁeaggfegahgd§e&%e&e%@%ngf t he
proxy server %4 The a ate server 202 then calls the 23 WD

D005 020039 PCHPESISEHTE0R4 I8 eAdAGeL ¥r RbAEFEise2itwhpERheRy dikeSTORe XSLT
engi ne ﬁDdU|etBé4réﬁ6tén¥aE$%%SS§é¥ e SihOothEN ata into a
vi ewabl e output. This output is th enegrg?ﬁéggd %otﬁg g%éggéervgr 102 to
serve the datar8§uansvﬂémﬁﬁléhﬁeﬁegagétas aThesphyesf reharnser byegthest 101,

[ 0078] The var St n p sin at.a usi,ng.the
ext ensi bl e conFro??erggégkeégfoggﬁjE? éﬁgﬁé gagéﬁe?r QPRSI t h
reference to Fh&ugs. Thbrpxpaytbeubaflyo4tma§ domgnamthtbugtikates in

i and interaction of the proxy server 104 and

greater detail pcessin
t he exten3|ble638ﬂt?gﬁtg? §?§%@ﬁ?1@€ datpeseysesm o beghbhéswith a user
request 101. TBp&cifeduesbol$maRpl %Retéﬁtaﬁglﬁfévééq%9311$@'89398%363 t he

information to_the proxy server 104 for processing proxy-server 104
i nvokes the agb?@gate server 202 for processing. [0079] The aggregate

i s_avail abl e, at Bl.ock 302. If it ..,

s avai Labl o COREED o D8 e 8t v i oo ok the | os
(Bl ock 3086). |pr¢Xy.senmeraya4|f&ﬂﬁStfﬁEﬁﬁaﬁteﬁm@ttae dhrsggpegate the
%ng;ﬁxgbeét Bl OCk 304 fndatrhggdez(::ggtrgtoncijflgnztfztha?ns)'f:g Ttgnglrr:g the IDs, at
module 214, and a memory 216 for storing a series of
templates, similar to those described above. The
components of the extensible controller system 106
include an action map 204, and a series of handlers
206, also similar to those discussed above.
[0073] The aggregate server 202 performs the
processing of incoming information and passes it onto
other components for assistance. The renderer module
212 renders the resultant data into a viewable format.
The renderer module 212 makes use of the XSLT engine
module 214 and any necessary templates from the memory
216 to render the page.
[0074] The aggregate server 202 sends data to the
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve
- . “information from other data sources 210. The other data
sources 210 may include, for example, XML for web data,

) : a universal proxy for any information related to the
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The action I D and conponent |ID are also mned out of the system These

| Ds, al ongwas 100s/4%0839r €equest  paraneters and any form dat gep @ogg@g‘ﬁged
into an envel ope and gathered together, at Bl ock 308. [0080? An | nvoke

procedure is called to pass the data fromthe aggregate server 202 to the
action map 204 of the extensible controller system 106. This invoke
procedure will pass information pertaining to the envel ope, an action
code, the conp 1_,ll e e action 204, The action

(oTpI-TEN i t info to t r

map 204 | ooks up thgga?tﬁjon,eog;ta CEEGRI® A Fret eF n‘il"iqgg' ogadgpdar

2005/ 020039 PCHUS20Q4/cB054 2 avietdiers Hd1e raf tAron @ Sisthabe Brocko312. I f -
it does, then it noves to the next step to determ ne whether the action

requires aut heftiatiTon 20t WGk SBEiNG the URaY irdvert not exist, the
t tri def gy i . i
whether the ac Lot equtres it mart e by i Y A e AT e b

whet her the action requires authentication, ocC
point, if the & Ufbnadodsussr megiesd 103t-h@htiisc atdmmest hies syst@ived

determnes if apyipLeayest ing,. at Block 320. If the action does
require authenti cglti E)#%ﬁ %ﬁer%ge%s?'em’t R r%cgletp&srﬁerf’eé’r\‘/\hte? Hete tePX¥ont ext i s

in an aut henti cetredrsiage foat plilcals s31G usfingt Re R Ind ShdMh S8 for
aut henti cat ed ibate, %he system then_determ nes whether a request Is
pendi ng, at Bl 6ER P595°CRIneTOr, SHEMPRE  contitkt riesiusat iwpwakd quadent i cat ed

S e e L
syst em det er ni AGYTREaEE PeguUest 202 gempongnt| bfatheqyesixy seendi N4 t he
Geter m ning. what hapmiligs CERE. CPubBReRTL 187 abt BRG0P Bl At no tequest is
pending, the spstaemetexecuhsedobnt BatacihoBhandeyakisdat &5519fy e envgl ope
data, at Blockwggzéxgﬁglg?sgﬁg gggégggn%oaggeaggggge&Ds are passed in
the query string or form. All other parameters in the
query string or form are packaged up into a parameter
list.
[0076] The aggregate server 202 then calls the
action map 204 of the extensible controller system 106
and passes along the IDs and parameter list. The action.
map 204 looks up the appropriate handler 206 via the
component and action IDs and constructs the handler,
passing the parameters as arguments to the constructor.
The handler 206 processes the request, using the data
layer 208 to gather information needed for a response.
The data layer 208 will retrieve information from other
data sources 210 located within the network or external
to the network. The handler 206 then decides whether
the request should be forwarded to another handler 206,
or if its results should be rendered.
[0077] If the system decides to render the data, the
- ' data is passed from the handler 206, back to the action
map 204, and back to aggregate server 202 of the proxy
. server 104. The aggregate server 202 then calls the
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206 to create the action handler, at Block 324. Once the action handler is

created, iwomodapoddoal i zed, at Bl ock 326. [0083] The sysicemsbhRmess7s

det erm nes whet her background processing is allowed, at Block 328. If so,
a background handler is created, at Block 344, and the system determ nes
whet her a process is in queue, at Block 346. However, if background
processing is not allowed, the systemthen processes the action handl er,

25 WO 2005/ 0200394 US2Q04L0 75 Bl; 0 n n_returns the
result, at Blogkg gg%é Rev?gftgﬁg’tﬁ8§§$s%§%?k%% EPchsgﬁgePﬁéngysten1
det er mi nes whetthdnle Bildcess ksyi netbesqueueembflattke tor eeesier $hien t he

queue, it thenddﬁtetn%nes mhethe& the, actiogn.is conplete, at Block 350. If
the process is%AbR *PhCt feVyGEABLISt RBAPEE - sdBASt SUtPUto ishéhgBieue, at Bl ock

348, and then detgrfibAesoWiRENREL! Beraeli 202haBdker viesS theommkgt 6 @t Bl ock
350. [0084] If the action handler is conplete, the system returns the

action handl er Vig¥abi¢ WEPBPBER 8522 Fresphé ofcthen uisemdirequiestnadl.
conpl ete, the ret S ending render result, at Block 4. The
R T P AR RS g e et S

output of the “steps illustra 0 n
an action handetaresihyy ohepertengibtadevatroiastl k) swell 106 wied to
determ ne whether to render the result, at Blaock 334. [0085] More

particul arly, PRE PestPFERer ¢mectikpd withusefsrencs: t8l Béks 332 (return

result), 352 (metar acti 0 handl r ag uk L render
result) are used tdﬁﬁéterning gﬁetﬁg? ?%Hégﬁﬁe?g%ﬁgéréggﬁl%ﬂ(gﬁggkgg34). | f

t he system decfeesit othenpeecepeingeaniit intheasysvenrients phexgata from

(1S XL ot ghl Snd Sk OR 0 e RRORY NSl 004 2B, T enders

t he dat a, at_ﬁ?% hé T enderer "no t hen L
passed onto tHEh&\edyseswefld02¢9ingdi spthyatheeresublicsat 1BL0ckh342, as a
response to tr%%quest is sent to the Web server 102, which passes the
information to the proxy server 104 for processing. The
proxy server 104 invokes the aggregate server 202 for
processing.
[0079] The aggregate server 202 determines whether a
context is available, at Block 302. If it is available,
the system will move to the next step to mine the IDs
(Block 306). If it is not available, the system will
first create the context, at Block 304, and then
continue onto the step to mine the IDs, at Block 306. ()
The action ID and component ID are also mined out of
the system. These IDs, along with the request
parameters and any form data, are packaged into an
envelope and gathered together, at Block 308,
[0080] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to
- the envelope, an action code, the component ID and
context info to the action map 204. The action map 204
« 1ooks up the action, at Block 319, and determines
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user request 101. However, if the system decides not to render the result

and has i neficeads/omosded to forward the request to anot hgie@gdheinehaad! er
for processing, the systemretrieves the ID keys, at Block 336, retrieves

the envel ope data, at Block 338, and then |ooks up the appropriate action,
at Block 310. The systemw |l loop around at this point until a decision
26 WD 2005/ 020039 PCTI US2004/ 005475 to render a result is ultimately

accepted, at Bl@ekind34nd AN86],.The, ahoye- | be t)h/i) inpvol ves using a
singl e source for defining the ocno%onen s #?ﬁ%&fﬁ%ﬁs fe % hi s
particul ar enbddierentt ndwesdu dhd st Mp fid elethstimpibesnd onant sneoul d

be used as well s wWll be appreciagted by those skilled in the art. This
sour ce woul d deq‘?i%leoq He Code f?g]tt%rﬁﬁﬂcéast He rHgueck 3He- URE B§atax and

parameters, tenpiai®s WeLoda WsAGt ! afIensfals, the responss, £ of.the
request, and the  routing _information for tthe request, for exarrp?e. J[%)087]
The code that REHdHVY Ffe Blogke$L4 alemsy thiarh dativernpiavematiestivef i thé i on, is

used by the sygiamd,p re%{@gfe% the tﬂi%ﬂ%r}ldl &lp é}_aﬁs]cz{ t%% correctly typed

paranmeters, and pass co to it for processing anmeters include
type informati d908llow ndtf ahisstpodmgl,y itfypect datdon ARt iRy al so

be defined as_optional or. required. The tenplate or tenplates are wused to
generate the ré‘é‘%%’r?&%lﬁ he Eb&uéé’lsfceln\‘ dgfermifERtl i anmdequegenerate a

response ot her atrkapen@inghattWas odkf 309d aF iDL drs JENE AL 6. 10088] The
source woul d al so_define the routing information for the requé%t. O ten
times, it is @¥PeAsicatdena hhndeFsten pdeodebsomk neist hitetter t3aope and
Hovever. i1 thEoheRaTers art Sntd PBRkTca e Arat tr o adoMaBRng bt el | ned
in the sourcethencentexti $sgénesat adthenticated state, the system

then determines whether a request is pending, at Block

320. However, if the context is not in an authenticated

state, the system returns the request to the retrieve

default action, at Block 314, until authentication is

accepted.

[oogz] At Block 320, the system determines if a

request is pending. If a request is pending, the system

executes on the pending request and jumps to next

stage, determining whether a process is in queue, at

Block 346. If no request is pending, the system

executes on the acfion and validates on the envelope

data, at Block 322, and passes control to the handler

206 to create the action handler, at Block 324. Once

the action handler is created, it is initialized, at

Block 326.
[0083] The system then determines whether background

nt

processing is allowed, at Block 328. If 80, &
background handler is created, at Block 344, and the

- _ system determines whether a process is in queue, at
Block 346. However, if background processing is not

. allowed, the system then processes the action handler,
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[ 0089] Ot her variations are al so possible. For exanple, the source may be

used whenewgyo@igigs’sting URL's for use within the systeg-rNRb&ANSEss
request -routing may be separated fromthe actual processing of those
requests. Control flow is then handl ed by one 27 WO 2005/ 020039

PCT/ US2004/ 005475 conponent of the system not by each handler. The
handl er woul d then si rrply ask the controller to forward a request to

anot her handl erz+ s, r]%x kno ate for the
life of a particular reque’sté}gj[ q%b% u anoﬁﬁg‘? Vg]né/%

enforcing cont333. meaﬂmngthdﬂesmtﬁr@mamglaacﬂﬂ@mr&l@rs% not call

anot her handl er dcl rectnr%ﬁ &&e&& its work. Still another approach invol ves
keepi ng the harfth &F SdHCERF Sispite. thﬁ"la?iuﬁi‘%e thi st 1l limt

the handler's piyquass and isCapR dRGEIM NG df T x%?@h{r}] 0 $ie
appropriate business logic to gather the desire
variation i nvola\%%éﬁ ﬁ@m rhéiﬁdIBépCﬁ@(ﬁi@ed Icfn tcbrmpra:s:iessands s

conpl etion of ;th -al l awing .th lts rendered or forwarded
on to the next lhan tea%ef% %}\{'e% EI:I‘ t%ﬁlér \l}{arl %’nilhr‘f’vcﬂ"\?éjsefp roviRA K an
ext ensi bl e mec3d8i,srntorthieandieitrgmiegse sthe thhat teaN adians] e ddamdi ate

needs, as well as w ov w t hout becom ng overly conpl ex. Wen
| oadi ng t he ng{“g% %lehe %sglﬁo z?ﬁloe to speC| fy a primary and secondary

action map. |n [obisgajway, rgeRaei acRYSHNG trol..flow be
specified by the pri maré acti oncmap §1§1((ajlstl i %r@%l?ﬁ%"%ng tth uge%th a
met hod of addFﬁ&ué‘FlSrrﬁ Bf WﬁgOﬂhéandhem crﬁ:alulltty aAn(BtLImeﬂc 3&2ar dachhes to

"ong running Fsquog LAp4tel B8 BokeralPigta FheoGYSTH Setidmedna e | |

devel oper to spendﬁygbaehgenundsanageaSI Bloak 3514t heheachi@pielod @yl , or

at the entire S¥Sps illustrated at Blocks 352 and 354 (returning
either an actjon handler result or pending renderer
result) will be used to determine whether to render the
result, at Block 334,
[0085] More particularly, the results of the steps
illustrated at Blocks 332 (return result), 352 (return
action handler result) and 354 (return pending render
result) are used to determine whether to render the
result (Block 334). If the system decides to render the
result, the system sends the data from the extensible
controller system 106 to the proxy server 404 and
renders the data, at Block 340, at the renderer module
212. The data is then passed onto the Web server 102 to
display the result, at Block 342, as a response to the
user request 101. However, if the system decides not to
render the result and has instead decided to forward
the request to another action handler for processing,
the system retrieves the ID keys, at Block 336,

. ' retrieves the envelope data, at Block 338, and then
looks up the appropriate action, at Block 310. The

system will loop around at this point until a decision
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[0092]'The above-descri bed extensible controller is particularly
advantageo«§] :ﬁggressing shortcomngs in Wb or HITP- o
applicati ons.%@é’O course, it wll 28 WD 2005/020039 PCT/ LF%%@%PW??S be
al so appreciated by those skilled in the art that this same architecture
may be extended to support other types of non-HTTP based applications as

well. [0093] Turning nowto FIG 6, an alternate enbodi nent of the
protocol interface device 14' is now described. In the illustrated
embodi ment, al IF9 &GHESES 2 e atldatis stidriampd oderiasemtreh, ast tBieaki |
systens 24', 384, 28, are defined in configuration files stored in a
configuration file store or nenory 31'. In this way, for a given client

category, an apffPBédti on Thevelboper-decarritasi metteglasivantes thosey a

properties requi t suppqrt the .client for which it was witten. [0094]
A resource nanﬁ%é%?em%PEEc%a3%ﬁédﬁ 159 {Hhe FFBAEHE prBiATddE e 30' or
a separate conpgsesain.ofin the sPHak@cRliai hdReE ieM Capd s aduantageously

allows a user to specify a primary and secondary set of configuration
files. 1f a seffdatyeecoRtitgatieiroformeds icoudpledief vedd sy wedsdgurases

defined in it wihh gueLr : eyspecified.i.n.the .prinary confjguration
file. This allows theéggggcﬁgqggegif?ﬁgsgoPglgéfggﬁj%égghﬁﬁgg WS ¢ hen
tweak themto $pureepaptildubafinspkérenbde ehat LRl MIROWRGuest

configuration file be stored for processing_operations at di fferent
net wor k Iayers.£fle §$ﬂ§§¥ﬁgﬁé,ae nPPﬁﬁPSE?SﬁrfFP@§lﬁ§ﬁ5d§FaQQQ¢eﬂsed

operations fortényenéagtagthBerbspBhzBNERr 0X% FRdHLS+,3Q rot ocol
engi ne nodul e 32' nmay be stored i% t he ﬁenory 31§ge§§’wgpﬁagﬁﬁpupper

network | ayer Bpet&Rd ohBfopeatéprefobythherehoastontoal keampidul e 50, for
e Bl e R Ty T
al so preferablghe parameter definition, is used by the system to
create the action handler, pass the correctly typed
parameters, and pass control to it for processing. The
parameters include type information allowing for
strongly typed data. The parameters may alsc be defined
as optional or required. The template or templates are
used to generate the response for the request. If an
attempt is made to generate a response other than to
what was defined an error is generated.
[0088] The source would also define the routing
information for the request. Often times, it is
desirable for a handler to perform work within its
scope and then hand off control to another handier to
allow it to perform its work. However, if the handler
attempts to hand control to something not defined in
the source, an error is generated.
[0089] Other variations are also possible. For
example, the source may be used whenever generating
URL's for use within the system. Moreover, request
| routing may be separated from the actual processing of
< those requests. Control flow is then handled by one
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specifies the inplenentation class that is created to 29 WO 2005/ 020039

PCT/ US200 fPoosgandl e the response to a given reques i Hg% it a
si npl e mat e?ﬁéﬁﬁg ightly change the behavior of an objggFE$%%3 a?i

nodel, or even conpletely replace it. Caching behavior and strength for

each request may also be specified in a configuration file. Wth a

conbi nation of these two properties, a devel oper can have nuch greater

control over nenory consunption and response/request perfornmance. [0097]
ba SwPy oasb

In addition, cORFPGAFLELi 8F fCesSYSEH- alP hegddgaci fhenul tipl e

requests for apgh¥eBrr GeQUHC@henTRESpIPKES K EnROSSHRLE 118 SUBPSLLwHRLA
systems with different request/response formats. An exenplary
configuration fi FEALEsHr &0 aagtbelroWandlprogifams) i snicnging4dathi say

configuration file.i ita or. a re.that .supports a.WebDAV
interface, as %%sgﬁggegﬂ %b%@%ﬁkoﬁt?ﬁgtggrcgéé g%%?hgfp905§5%909%?£rface
device 14', arpgaeetol engine that supports a WebDAV interface. However,

it could be us ot her types. interfaces/data_stores as well. [0098] It
shoul d al so be?ﬂ8§§5 tha#?tiﬁgaaaﬁri6HPF860Phén88ﬁF8ﬁteeﬁa§§l§§ecified for

the resource, acHe8bl FRYwaLBROBBECLAY 8yseommhdete BHE!RAghahdentbEy 2
given resource. This allows the user to performnultiple different

operations on BOYi ¢ehlrasethes hgpdleasdikettlpetapgreditat edrby Shodé

skilled in the 0 rati f th rotocol . interface device 14
usi ng configur%ﬁ%%%e¥igégkﬁgpﬁ %%&ﬁgggﬁeggngg ggﬁrPHEQEﬁth reference to
FI G 14. Begi nnébgtateByoskalldBndanimptesSsThaguest onisownmmdiigitecei ved
at a proxy nodule, at Block 141. The access request is translated into
the conmon i nt EPF 2@ PFBF 08 oPUBROES RBAFEPPE2EC5IRCEAVIRE 0ERILADES Y t h

ggference 10 ORRdOFalT®hE €REF hPPLALLLELEI bESinDALAILRRE £5 F&eRLyed from
the desired results. Another variation involves keeping
each handler focused on one task, and upon completion
of the task, allowing the results to be rendered or
forwarded on to the next handler.
[0091] A further variation involves providing an
extensible mechanism for handiing requests that can
handle immediate needs, as well as grow over time
without becoming overly complex. When loading the
system, the user is able to specify a primary and
secondary action map. In this way, generic business
logic and control flow may be specified by the primary
action map while still providing the user with a method
of adding or medifying the functionality. Another
approach is to provide the developer with a generic
mechanism for responding guickly to long running

requests to avoid generating a timeout. This enables

(RS

the developer to specify background processing at
either a handler level, or at the entire system.
- [0082] The above-described extensible controller is
particularly advantageous for addressing shortcomings
< in Wepb or HTTP-based applications. Of course, it will
28



WD 2005/ 020039 PCT/ US2004/ 005475 the data system (Bl ock 143) in response

to the redW®slosse whi ch has already been translated i n
interface prot ocoﬁaﬁ%y t he protocol engi ne nodule 32', i? '(’)[Es}}ng({“fog%%?nto a

response and rendered, at Block 144. Again, this is done with reference to
one or nore configuration files. The rendered response is then returned
to the client (Block 145), thus concluding the illustrated nethods, at

Bl ock 146. [O01 rring now additignally to FIG 7, the r ot ocol

engi ne nodul e g%};w&?% n?ﬁ?%cjt?\gsecc?ﬁb%ot'??ef%ﬂﬂw&ddﬁaﬂw Fhe phetocol
engi ne nodul e 32hj ovAreke Sa v ch i RIERWS knd P B COHRY B & ﬁ/@rélﬁbﬁOLEtSEIflg]?e
connector nodul es 70-77 that comuni cate with various nai systens using

di fferent protdcB%S FhdPrdtlidvbagaf mopotileors? ad seelit ovi des a conmon
interface XM a["\yt)ggyjébDA\._LL,uJ,_fqurngtewﬁpIﬂecj Etﬂ?t g heanclaidlecnér:{&%%hr ough the

front-end proxy nodule 30, use to access varidus nai nts. Common
operations |ikesdinantheionhe tretcssentiadr feadelsriafe meav npé | napd
determ ning the resence angd.size of attachnments w thout downl oading them
are highly effidc“%‘sgzrﬁeﬁ’%cw 6’p3&“§t ilgﬂrélsé%r@fﬁé} R ety TrmedtSour ce,
and only the essert idaltadatarage H@tvrii@v,ecj}uc{tpJa(gl]th'@%aquot#lp&erﬁy%,fﬁ

nodul e 32 useslzg,r; ag‘%gropri ate one of a plurality of interface connect or
nodul es 70- 77 ac&fss arfafpfdacsudn. cAanfighralid orc dridest ortomestil s 70- 77
preferably SupROilnd:iGFERR onakRLLCcCatl rogramm ng.interface (API), such
that adapting thenprlgt%ocol °Bn§?%§ %8%{%%5;2 e%loérﬁ’p%&rt' grhgi‘bl r'étiocol
anounts to singly adgﬁﬁgnacméwntnbaltbqe&y,c@&n@fabo.ricﬁﬁ(ildﬂrﬁ-demmec'fOr

nodul es 70-77 ma%[l be .Wri tten in Jaia, for exanple, although other suitable
| anguages or proto&drdtiay IRE8tpB t¥edhodRe PEPPEETdEEMBTUMDEZD(BY 020039

PCT/ US2004/ 0054#bpoper tRENBNEEnBNEoaY dhk 2Ri it %aGRY,Be cippr oved, for
[0094] A resource manager, which may be part of the
front-end proxy module 30’ or a separate component of
the protocol interface device 147, advantageously
allows a user to specify a primary and secondary set of
configuration files. If a secondary configuration file
is specified, any resources defined in it will override
those specified in the primary configuration file. This
allows the user to specify a core set of resources and
then tweak them to fit a particular implementation.
[0095] Moreover, configuration files may be stored
for processing operations at different network layers.
For example, configuration files for data layer
operations for interfacing the front-end proxy module
30’ and protocol engine module 32’ may be stored in the
memory 317, as well for upper network layer operations

performed by the flow controller module 50, for

W

example. Other types of configurations files may be
used as well, as will be appreciated by those skilled
- in the art.
[0096] A configuration file also preferably
specifies the implementation class that is created to
29



exanpl e, by providing rmultiple dynanmically | oad- bal anced protocol engine

machi nes. 010% Results received by the protocol engine nodule 32 from
the mail sYAPROBES o6 28 are sinilarly translated i nESTHROUHAIATH

interface protocol for translation into a client-supported protocol, if
necessary, and transm ssion to a client. The results conmmunicated back to
a client preferably include only data that was requested by the client.

Data corresponding to features that are supported by a mail system
prot ocol but nd%afﬁgl&at@lei ERsPoncEodel amgyivies recarsitat athisntmadwe Tionon

interface prot b L l.s e ignored or handl ed according to a
default or er%gwp&ﬁog%glst}éﬁg%ﬁgr%g%tgé’ r’?giaé’gealjfg\?e.be[q@l‘@ﬂr Rirhod of
protocol transldtjeot dai gdhhe mpdeiIQColy %&@inn%o?f?ﬂlélt%l%Z 2h 44 erif ace

connect or ITDdLé es . 71-77.is now described with referencé to FIG  15.
Begi nni ng at Bl @lﬁopeﬁﬁvé85e§§dr SGFesgtyr fogomPsid HesTuastieimasd  alato Bl ock
g

151. The accesper agdestielSihr anshated. .qt.ocq): ,.supported by the
target data syste%] at Bl oék 152. Da%gr%tstqulcgirlgtgd ?drlg% tq[")le data system

in response toccR®inggiest ofathBseckwibPropamd iiets,i & idearslatead dar o t he
comon interfa p C Block 154. Further translation of the data
into a client %?gf}oﬁ‘gkﬂné%e%ggﬁe P&%&i, OVEINBEBOLY, FONSW IRk 355 and
the data transmespedstgrefeesti pat-farmaBback 156, thus concluding the

illustrated net ggg at  Block 157. [0104] Again, depending upon the
particul ar featlP82] suphBr2E8LlE§onne COPEEART BEGOBC L lesnAl Ssortlilons 2of t he

Suppor {ed by el FontP Bt BoB b 8 o3 e 3605, BE00ag RED GE00 G54 75
transl ated. AsThéscriabes dbowesshbhestppsnppdrintiethasgsteiet adeh el ement 5)
may be i gnoredyQk £RE 05 S PG 85 PL e Benst O ASEAY! hnOL Bhiyn y OCessi N
configuration file is provided below as program listing

#4. This configuration file is suitable for a data

store that supports a WebDAV interface, as discussed

above, or in the case of the protocol interface device

14, a protocol engine that supports a WebDAV

interface. However, it could be used for other types
interfaces/data stores as well.

{00981 It should also be noted that, in addition to

the content class specified for the resource, a user

may also specify a command to further identify a given Sy
resource. This allows the user to perform multiple H
different operations on a given resource type, as will

be appreciated by those skilled in the art.

[Q099] Operation of the protocol interface device

14’ using configuration files will now be described

further with reference to FIG. 14. Beginning at Block

140, an access reguest or command is received at a

proxy module, at Block 141. The access request is

translated into the common interface protococl by a

handler 52a-52n, at Block 142, with reference to one or

more configuration files. Data that is received from
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[0105] Turning nowto FIG 8, an alternate enbodi mnent of the

above-desc&%ﬁg&“@@ﬂgocol conversion nodule architecture is now descri bed.
Here, the 018 engi ne nodul e 32 takes the form of aPﬂ(WP‘l‘éﬂO’mBroxy

(UP) servlet nodule 80, and each interface connector nodule 81, 82, 83 and
a respective provider nodule 84, 85, 86 are associated with different
operating protocols. In the illustrated exanple, the different protocols

are OM, II\/AP,t nd POP. Further or different protocols may be supported by
cor r espondi ng glleoﬁa&@r FPYSHRECt BIRPail’s) d4 wigspanseappr ddiaatesiunst 4 hose

skilled in theaakt wnli 06k sFQH ?n’gg@,i rf tqcol,. such as the

proprietary inperfgbe protoscolr gs rlbeg'g%%@%ﬁgﬁﬁgfgkﬁxéé?V?e‘ﬂﬁ%ﬁhle 80

t akes i ncom ngiBéeméaAckopratocedubst sheapaatrand! atresi riehemduited 3Hl | s,

using the defiped iOP}ngrfaces to_the interface connector nodules 81-83.
ule

The UP servl et o 808 $8tPaRe & OPRENSES s TP danese aaB1lo%nd for nat s

theminto conmbi4fohpatin,r entiests. dbachweemer faiciile rRAYRS dNgldides a
met hod request and a path in the formof a URL. It may also 1include an
XM. document tREREpPBYRYdenaddierondhe pansemesr sesmonste irediast . (0107]

Concept ual |y, ste%aaegwtﬁslr Ehghn@q%hgcﬁolﬁﬂer%ﬂbﬁ & RIS ﬂﬁg{ge%de“' e

84-86 for each supporte mai | systemprotocol. “The providers care of
handl i ng t he callystndéebymehbodl, setvBébckhoddlée 80. As shown, each

id h ti whi ch tak e, of icati ith th
Sour ce i | box} 200kt oRCAC33-0H DOHSR98649mPEFHUSP06 0054745 ar get

mai | system Iptotabdy, ehfeneonsaaltopaWehli1ahsq phe gkhe Ry der. [0108]
The interfaces_used by the UP servliet 80 and inplenented by the provider
modul es 84- 86 HeFrheradetadse Thederohpepar enginenmpdutle B2 papviees

concept ual i zed, agr gn&RLLRCLL O Q5 rSOLLES 120 08E 18 M8 face connector
modules 70-77 that communicate with various mail
systems using different protocols. The protocol engine
module 32 also provides a common interface XML and
WebDAV, for example, that the clients, through the
front-end proxy module 30, use to access various mail
accounts. Common operations like retrieving only the
essential headers of new mail and determining the
presence and size of attachments without downloading
them are highly efficient. All operations are performed
directly on the source, and only the essential data is
retrieved.

[C1l01] The protocol engine module 32 uses an
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface (API), such that
adapting the protocol engine module 32 to support a new
‘protocol amounts to simply adding a new interface
connector module. The connector modules 70-77 may be
_ written in Java, for example, although other suitable
< - languages or protocols may also be used. Overall system
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An item can be a nessage, a folder, or a contact, for exanple, or any

ot her dat a‘d(iﬁ’%lbﬁo%e represented. Each itemhas a defi q’gﬂ“&%@qﬁ(@%%g?l ,nes :

mai |, contac appointnment). An interface for each type

the properties and actions that are available for that type of item A
folder itemincludes a collection of itens, and provides nethods to
enunerate the itens within a folder. [0109] The connector interface
nodul es 81-83 provide a comon way for the UP servlet nodule 80 to

comuni cat e wi HFHFFEER O e arddultes makt &9 dewwremthediasr nodul es.
Sone connect or o] : t rotocol and/ or
g, L MR, SRk AP a e

may only support a sfngle fol der 0 as 1h the case of
POP. [0110] Théaasiaed [mowtfarolaeraxemp ey icemwn format  request proceeds

as follows. Th R.ser vl ule 80. receiv the request, and it either
retrieves or Oeliegtzgs thgeaqulg‘r ospﬁeéieévﬁdo%yd c @ Cﬁn.e”ﬁ‘}é’%P servl et
nmodul e 80 t henmoatile @2 ahpmopheatRiigelystkalsderd, &6, sigy lafe function

associated with the interface connector nodule, passing a target mail
system i denti f SéMilSddy d&ad dmtachdntinad hen Gomaem imteife asompmorn: dasrlnat

request. The i gter i-aGe QYR i3 l; e r ef ce-to.sone
object that inplenents the foﬁ%gp ?ﬁgg% g%éggﬁﬁﬁ?gf¥§§§%ﬁgx¥ﬁé J'r%gquested
folder. In itshecapsesty,i rpidermansmiosite. o, a341MErn00TMe266@3%1ts

PCT/ US2004/ 005 P i_ngl e object, could he the interface cqnnector
nodul e and al sézgrenblrng?g te%t %@cﬂ‘aglongcﬁ&faﬁgr Pr[e%fff]kﬁ'ﬁ'hé“@“g@r PP nodul e
80 uses the retiataedhatohder regfieseBaeni,otiBke1addit i @aaly calls to satisfy

the common format request. For exanple, if the UP servlet nodule 80 needs
to retrieve a SBEERFPENAiER tit fephyresr shakapirea sugporteddby” af madtli on,

passing the rggueshed HRbcoaNduaf L8k b& Qaﬁlﬁgﬁtf%E%QBbohtmgblbe
translated into the common interface protocol, but it
may also be ignored or handled according to a default
Oor error processing scheme, as noted above.
[0103} A method of protocol translation using the
protocol engine module 32 and interface connector
modules 71-77 is now described with reference to FIG.
15. Beginning at Block 150, an access request or
command is received, at Block 151. The access request
is translated into a protocol supported by the target
data system, at Block 152. Data is received from the
data system in response to the request, at Block 153,
and 1t is translated into the common interface
protocol, at Block 154. Further translation of the data
into a client protocol may be performed, if necesgary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.
{0104] Again, depending upon the particular features

- supported by the client protocol, only portions of the
data corresponding to elements of the common interface

. protocol that are supported by the client protocol are
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then call a "get item function, again passing the URL. The results of the
call (s) argt matted into an appropriate format, such as XM, a
ret ur ned iﬁ“%%q response. [0112] It will be up to t THII%W‘A’@?“S
nodul e/ i nterface connection nodule to interpret a URL passed in and return
the appropriate reference. This w1l not be conplicated because the
provider nodul e/interface connection nodule provides the URLs in the
first place. T |y ,URL that any jnterface connection nodule will be
required to kng’c\;vra%gso]yﬁt‘?ci‘ A:lﬁ desGriRGd Abe s BeR-Ferented bytehBace
provi der/ connegitdivcd¥s 4 0d18-a5s t WRLs; Mdhid &h I hy/col lL.ecti ons
are uni que, the provider wll bermﬁ%le téﬂéesolve ﬁ%rQ %égégr%%ggf?%ﬂgmhen
a "get" functithd daY1dd.of GrI3)r Hroqrovintersopetud es 84- 86 and
interface connggtgspn nNO .. 81-83 pref bly suppart a root folder. If
only a root folder Eﬂs sug‘gloxsflé)? Dt(%eﬁwl rﬁ?o‘g é/’caar Fernge cont act itens
(as appropri at @nshbuehtbef ithenmbuivdride ddiaibdDIgiest ddot heyn®t €519, be
accessi bl e th&g&gn‘a§$r t.gcol_engine. [0114] In accordance wth one aspect
$ rﬁ& CCiFEN sy &6 dRsHEasn tHerrcddse vari ous

of the invention,

types of prot 0g@lo$cc®1pk@yidRd moliiie MRChaUSM 05/ 020039
PCT/ US2004/ 005475 su or}tgs theof ul I functi onal?féy\%%&gaoc% a2da W% J:s”afaelm
protocol for sPHPEET I(YFdapasvdet! meduler Glocains] e idegnafiess when a

speci fic data syst,em-pLo L fgatu IS, N0, supported by a client
protocol . Requests recrelh\g)g%lien%g’c%%ﬁnr?%f SHfat #@%ﬁ%/eat@ﬂ?_‘ﬁﬂ%a
provi der/ pr ot owetludpe8if i 85f 0B8Rt rbehiasechiorwar ¢iing e rdRGHESt on to the
destination server..Responses from _the destination server, which are in

pr avi der / pr ot o2BFT2E5BEi PEETPEPHEL , T8r Eher Addatad tisal lexiampd &, he heonmon
format . different protocols are OWA, IMAP, and POP. Further or

different protocols may be supported by corresponding
provider/connection pairs, as will be appreciated by
those skilled in the art.
[O0106] For a common interface protocol, such as the
proprietary interface protocol described above, the UP
servlet module 80 takes incoming common format requests
and translates them into calls, using the defined
interfaces, to the interface connector modules 81-83.
The UP servlet module 80 also takes the results of

Ty these calls and formats them into common format
requests. Fach common format request includes a method
request and a path in the form of a URL. It may also
include an XML document that provides additional
parameters for the request.
[0107] Conceptually, below the UP serviet module 80
there is a provider module 84-86 for each supported
mail system protocol. The providers take care of
handling the calls made by the UP servliet module 80. As
shown, each provider has a connection, which takes care

of communicating with the source mailbox/account on a
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[0115] A nechanismfor a client to query supported functionality for a

specific p%vi §eg0p93dul €, giving the client greater con §%hsgaé°§ 0011%“ tten

gener at es requests to the provider, is also provided. A

to support the common protocol format, directly or through a proxy, can
easily provide access to any mail store wi thout concerning itself with the
details of the nail store provider nodul e/ protocol. [0116] Referring now

additional ly tq fl %g not h gPo i of’ the protocol interface
devi ce 1411 i s no b %-r %&rﬁ meie RTVRELI o o ke | Do
associ ated W t tbee-titad IpragGet.s to be accessed t hrough the protocol

interface devrg[fe‘Jélr 1 is stored in a data store 90". The per-account

i nformation pr e dederfngasdivesmd &y dthea AW e&messbemraﬂ acol s
supported for e_@;ﬁﬂee{fermreld 2 Qlllllét I[Qq;ljdgr Efr% 93 gy e ,{% 2 store 9011

may be arranged by an accoudnt trfrer su as an ddr ess, or
by a user nane1&5@@0ﬁ@ﬂd@rwhuhmmnehy1NRmxﬂacﬁ nhﬁthQEkQ£Vlce 1411 such
i nf.ormation for artlcular users is grouped in the

that all e-mai ccoun

data store 90fj(_36111 gg%uggcé Fe2 SV\ﬁerCé’ler@&eés’“pP t GO esitgpor Oﬁ sies .sane
for all e-nmail racdowat s;agnb@aghm@fss %@ Mg le36GW0 2005/ Q:%?l for

PCT/ US2004/ 005475 systens 2411, 261 "t he per-account in ornatron may

i ncl ude i | s?§?@ﬁ#?nf@Fnﬁﬂyoﬁthﬁé‘é@ﬁﬁngtemetoob@raapn@qmnﬂemcomach

supported by egebymaLk sy [ ata re 9111 stores a list of
all operating prIc?t ocol § %3%?&3%%% pr’ofn% col &9 %é’%'rmdul e 32", and

correspondi ng ﬁ@Ppmnsmente.,Anamhtegfaceeﬁbeseabhngypeobgcgkeﬂreferences

These netrics ﬁe% calg | at ed ba ed on capability criteria, such as the
degree to whi ch T&8tar o?r%‘éﬁ hEF| A0S pEions] thak) ereapwaddppdeted by a )

protocol and thersendtitypbeyel i0bma APFREQEQ! i +EQr 1R%ANRLE. ;Other criteri a’
may al so be used__and mrl? be apparent to those s |Iﬁ g inthe art. In
collection of items, and provides methods to enumerate

the items within a folder.

(0108} The connector interface modules 81-83 provide
a common way for the UP servlet module 80 to
communicate with different provider modules/interface
connector modules. Some connector modules may only
implement a subset of the protocol and/or may only
support a single folder {collection) of items, as in
the case of POP.

f0110} The basic flow for an exemplary common format
request proceeds as follows. The UP servlet module 80
receives the request, and it either retrieves or
Creates the appropriate provider/connection. The UP
servlet module 80 then calls an appropriate “get
folder” or similar function associated with the
interface connector module, passing a target mail
system identifier, such as a URL that was included in
the common format request. The interface connection
module returns a reference to some object that
implements the folder interface and represents the
requested folder. In its simplest implementation (e.g.,
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the data store 9111, OM would typically have a higher netric or ranking

t han MAPI, woul d generally be ranked higher th P ch.of the
Sy dey Bitupegs

data store 1'r may be inplenented, for exanple, In se on
a local hard disk or other nenory at the protocol interface device 14", or
on a file server wth which the protocol interface device comrunicates.
(01191 The protocol engine nodul e 3211 determnes to which nail box(es) or
account (s) thelﬁﬁﬂnand or _dnstruction re|lates, and then accesses the

per-account i ntormatd Sh-i9ts KPIGsth ok o ihe oLt e ar e CAHERHRT nor e

t han one accessnquiudtedcaid iﬂs&um@fﬁe@@ﬁ@rt@%ﬂqﬁgp%l& be accessed. |f
only one access_protocol is supported, then that protocol” is sel ected.

Wiere nore thdiPidid accéde fHorsseoilats mager 8 dsms titee acciournied t hen
t he protocol eng C e .dat st.aare 9111 to determ ne
%l‘%fef%e%eq‘%]el + (fn%ﬁ% gardtcg.eclona C 5 H‘éo Sstﬁﬁ)](ﬁ' %d

whi ch supported protocol 1s preferre esired,

protocol with thte deingloestforstati ceouesankimg iskasgllect ek iy e mai l
system 2411, i ref erabl y sel ected over NAPI, and 37 WO 2005/ 020039
PCT/ US2004/ 005 §V§Lﬁp§r I’k‘ﬁﬁf{élair?a?éﬁo IPEAEIMe FEE NGNS i35 Shastidiiahl iyt ainl it ed
over POP. [012@hyThe @rolaaal a Myekf #68 eVl &4y ol h | ccess to
the mail systens 2411, 2611 using%é nost capa€Ieléﬁ%pg%?ggjgfgﬁg%ol.
Through the pr &f8E6EteEnUBLf a@addedites i41basatbll diotldeonypaitt blid i t h any

of the proxy mpdyl 411 1 8" . 40" .i s provi.ded access.,to _one or
nore of the mail gygté%ﬁs%zmg%@ %Eﬁgl :FHQQEIJ‘F@IM ALY PATSER N s Idort the
access protocolheoresuhéseodsshei ated (i)t Brehensni Fosushers ) e e

accessed. [0121% A nethgd_%f data system access protocol sel ection using
the protocol i APBFPREEZHEYELEMEA115P€D AW HEs cAPBedeliirnedetiar éfice to FI G

9. Beginni ng afTTBl eekpdffe.an access command is received froma client

{0112} It will be up to the provider
module/interface connection module to interpret a URL
passed in and return the appropriate reference. This
will not be complicated because the provider
module/interface connection module provides the URLs in
the first place. The only URL that any interface
connection module will be required to know about is
"\”. All other URLs are generated by the
provider/connection. As long as the URLs within the
hierarchy/collections are unique, the provider will be
able to resolve to the correct item when a “get”
function is called.

[0113] The provider modules 84-86 and interface
connection modules 81-83 preferably support a root
folder. If only a root folder is supported, then inbox,

calendar, and contact items (as appropriate) should be

My

items within that folder if they are to be accessible
through a protocol engine.

-7 [0114] In accordance with one aspect of the
invention, a single, advantageous mechanism to access
va:ious types of protocols is provided. This mechanism
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at Block 161. A determination is nmade (Bl ock 162) as to whether each data

systemto d in response to the command suppor one
AR Y R EaIRghfh

access protoco

0o, then the nost capabl e supported prot6co

sel ected, at Block 164. O herw se, the one supported protocol is selected,

at Bl ock 163.

nore than one
illustrated at
system [0122]

911, is but one exanple exenplary o a protocol pre

t echni que t hat
Protocol pref
supported prot

[0123] Furt her recetigeidainhancoehonc§oomaoveral krapsebeeangasomay al so be
consi dered mhenr%eL
access command®PY

Each data systemis accessed using the selected protocol,
Bl ock 165, thus concluding the illustrated nethod, at Bl ock 166. \Were

at

data systemi e accessed, the protocol selection steps
SRR 8B 3 L B EPRRLbty Pepectd cPeP sxeh ol a
phlotehoul ¢osesantedrlhatable1n’ staedl adeoIBtG cafata store

of erence ranking
degyapes wded pnsmeecsfdandatai siistha pretesbli Meemtiren.

o PP e B S b obiobr 85034 PERALRZ60 005475

access commandregueeeebnedof £AE 4 POPnELEBAL seriel . eXaaBhRs1B

%éoﬂf t he
enhanced features supported by OM cannot be represented in P or

transfer to thEheddgpéénation asevehaswbith ane fypprofidkiréptotorol
i ac eyi 411 hen th r-account
i nf or mati on nagbggggggpkg%ﬁéé’r%¥%e§f£$ﬁ%a%?§p%agg %ngngggrc?gmppnit the

| i st of supporfedmaprotocol based on the type of client. Qtherw se, a

accessing the

further step i
fromwhich an

ocol _selectipn may be to determne the type of client _
E%gégi €¥§eﬂ.c%6§9ﬁ]tﬁlEE?H&tﬁVEP?FthnDst .

r eqlieBEcRanIFRc

ti t ... The type of client fromwhich the
1AEE4PYaliofy PSG: & FeEprPrbt BESPT8ofQErRERINGVREEe t he

capabl e prot ocghncsupRALE g ﬁ&;aad§§éc§f§&eﬁEBQiQQr?ggﬁéﬁég gry:ghways be

sel ected, and

any inconpatibility between t sel ec
thé client greater control over how it generates

requests to the provider, is also provided. Any client
written to support the common protocol format, directly
or through a proxy, can easily provide access to any
mail store without concerning itself with the details
of the mail store provider module/protocol.

[0116] Referring now additionally to FIG. 9, another
embodiment of the protocol interface device 14'’ is now
described. Here, user e-mail account information
associated with e-mail accounts to be accessed through
the protocol interface device 14’¢ is stored in a data
store 90'’. The per-account information preferably
includes an indication of the access protocols
supported for each e-mail account.

[0117} Records in the data store 90'' may be
arranged by an account identifier, such as an e-mail
address, or by a user name associated with the protocol
interface device 147’ such that all e-mail account '
information for particular users is grouped in the data
store 9077, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
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access protocol and the protocol supported by the <client is handled during
client protocol. Portions of data correspondi ng

transl ati to the

to elenen Q%%wﬁﬁhﬁginterface protocol that are supporte&CTﬂ§nWH@°€V ent
protocol are transl ated, whereas non- supported interface protocol elenents
are ignored or processed according to a default or error processing
schene. [0125] Cenerally speaking, clients often access servers through
proxi es. Also, the Iatency is often positively correlated to the

cardinal ity of SYReemgoRfelti 8’ bei Blge apessaegopatginfagmbsdoof mayai |
messages in th I i e i s evident fromthe

fol |l ow ng desc??%??%%?é?ﬁg %?%g%%tfﬁf%%%ﬁﬁigﬁ‘%bgggag%ngn%§8paratus and

t echni que t hatopeyaBiny\> 26056£620 03T £I32BQ4 0004151 1beyesed by t he

proxy to give ient_the, illusion hat .t he col |l ection being accessed
is smaller thaL&fqgireal%yd?E? ?%Wr%x%k%fe?tarﬁﬁoiylﬁﬁ§ Shofténly the 100

nost recent MeSSEHLSIhd ﬁr@ﬁb&@9§,sMﬁ@&ﬁté@Gb?aEhgoﬁroEBEShfeﬂ§§n%000+
nmessages. The present invention advantaggous y allows this proxy to select
a smal |  subsdtoGiLe hE2Col | aed| errE¥depoRainGenpEsient éd- o, t Menkdhigént in

lieu of the entl i i Lgnific inmpact .to the user
experi ence. [Sﬁééﬁ%%%§%§%%r§.%%%%?fﬁér u?%%ﬁge%bmﬁﬁésﬁrﬁfgfﬁFs gh6t her
advant ageous erdozli herdd dbagde @i ctasatbilinyectaterdeyi sechdid, the now

- descri bed. Generall speaki ng, when a data access_request is received from
a client, theC?epqlbef%c 1 ”I%H‘él?f%%aetlﬂ‘é?ﬁ ceh 12391 BRELsSESEeBNEL0f -+ mBFE of the

data systens 24ddlguRfdrtediYEVEHrotdbSPMENGAERS @ﬁ&ﬁfﬂ;‘gglégéld@&aa
systens and providin a response to the client m ght otherw se cause
ti meouts for RGN clfantemmiscol@thandctbhgeiathay aksored uveaidt tines

W n o heer of dh O Bl o R LIRS e ll80e SRENIEE s IRE abP. 2fROM dance
the data store 9177, OWA would typically have a higher
metric or ranking than MAPI, and IMAP would generally
be ranked higher than POP. Each of the data stores
9077, 81'' may be implemented, for example, in a
database on a local hard disk or other memory at the
protocel interface device 147/, or on a file server
with which the protocol interface device communicates.
[0119] The protocol engine module 32/’ determines to
which mailbox (es) or account(s) the command or
instruction relates, and then accesses the per-account
information in the data store 90/’ to determine whether
more than one access protocol is supported for each
account to be accessed. If only one access protocol is
supported, then that protocol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 3277 accesses the data
store 91’/ to determine which supported protocol is
preferred or desired, and the supported protocol with
the highest metric or ranking is selected. For the mail

system 24'', OWA is preferably selected over MAPI, and
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of the invention, certain data may be stored at the protocol interface
devi ce 141%% L y be used to reduce response tines 7 Npr.

parti cul ar y,M@%gﬁgggtocol engi ne nodule 32'"' polls théw%ﬁﬁé&§§gfgﬁs
24111, 26''" to determine whether they currently store data itens
associated wth wusers that have been configured for access thereof. Users

are configured in the protocol interface device 14,11 by establishing a

user account a socigted therewith, for exanple. Polllng is preferably
performed in ACEoFH&nRailhi BKSEEMoRE! hy MR 48 Preherpbiyi melechedr f ace

may be a statigyRyeggpermned polling interval, or an adaptive polling
interval that can be 40 WO 2005/ 020039 PCT/U82004/005475 adj ust ed based on

operating condilPidfs or The prvetarpéntetetfpaet deuliar @dent $huas will be
appreciated b e l].e he_art 128) ., kp,re onse to a poII from
HaPAE Sthre " Pl Gadi L ax hER 2pi onpBy Gisi2g

t he protocol engrne fod

returns data i#hess, c@pa@lelgﬁppoﬂ@éa ptetvLdent rhiehgh that %@Eo@@lused to
retrieve the data itens, .to the rotocol interface device 14'''. These

data items or ‘PHEREFFEFRVIFR %ﬂgnrs?oﬁéaeﬁy ERABPRESPEONiERgRAE OkDdul e
32111 in the dgha gﬁgif.ﬁgdﬁﬁggrg4921"36,[Olgg],In4garthgu#QBVlhgg pr ot ocol

engi ne nodul e 32111 may determ ne whet her new data itens a user are
stored in any ®¢C¢ﬁ@ @@I@n@y@rem@rQ4Qilth26maLl sWeenst Bé’ dat a6syst ens

2411 26111 le, th t | d
32112 querlesaﬁ g% %Es%%%%gfa?%ﬁgm?? gg%ﬁoﬁgeghgg%FgégﬁeHrg%ggﬂgnn;iF

access thrOughafh§cméﬁé(KEAO¢IE@éaa@@tﬂeﬂhéemaﬂﬂ systERsgaeh pril box
query, a mail systemreturns, at a mnimm a list of unique identifiers N

(U Ds) associ2te®F%#dh e-nai| nessages stored in the mailbox. [0130] A : )

current UD |l pd1sg) ther GUBREIoM b8 s PLesh 0UZcLD pLstoley the mailbox
selection using the protocol interface device 147/ is

now described with reference to FIG. 9. Beginning at
Block 160, an access command is received from a client
at Block 161. A determination is made (Block 162) as to
whether each data system to be accessed in response to
the command supports more than one access protocol. If
so, then the most capable supported protocel is
selected, at Block 164. Otherwise, the one supported
protocol is selected, at Block 163. Each data system is
accessed using the selected protocol, at Block 165,
thus concluding the illustrated method, at Block 166.
Where more than one data system is to be accessed, the
protocol selection steps illustrated at Blocks 162-164
are preferably repeated for each data system.

[0122] It should be noted that the protocol and
metric data store 917’/ is but one example exemplary of
a protocol preference ranking technique that may be
used in accordance with thelpresent invention. Protocol
preferences may be inherent in the ordering of a list

of supported protocols, for example.
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92111 to deternine whet her new nmessages have been stored in the mailbox at

the mail s :ﬁﬁ%ﬂh&9new nessages are detected, an alert is preferably sent
to a wuser s cll by the protocol engine nodule 32111 w1 gﬁﬂpﬁv?on

with the front-end proxy nodule 301r' (or another conponent of the
protocol interface device 141"), and the current U D list including the
new !:. nessages is stored to the UTD store 9211r. [0131] One of the npst
comon dat a aCiSi fperations is viewing a listing of data itenms currently
stored at dat §§ ens, FBEpBEFarty takérethpr Bstaicsews averad VD

2005/ 020039 PCL 5 sage n i stems. As

descri bed abosg,éggﬁgﬁgggtgéglagﬁgi%g %Sgégéggialfggélﬁéﬁg ¢'89 Fore of

the data systepgobagal, Pheillvre détetfienewfdanhawhtiens thkasedean a |ist of

U Ds stored in D store 921". _Therefor t he protocol interface
devi ce 14111 h§§8§35:0%§|9?$§%?ﬁ8 %?YU?%800F§§§F£ PEQFQCPHa§e%€F$1§Pored at
the data systeWBe?d' the 26dddstbemhasl {ineetbevdat &ronyat o WaRELRO! | ed.

[0132] In accordance with the present aspect of the invention, the
prot ocol engi nEChofFAEPE21 1M2REt Pfethe enhengedr 88atubeki supbrotetheyCl D

store 92111 mh@@Aacaﬁﬂg@WBétf@ﬁ%egénéégi A p@ECe8s %ggggﬁ%FL%Prﬁﬁeived.

This stored CID list, which is"accurate to wthint C Fling
interval, is té#enicet urficd woet hrasregluesthagtgbeear. cThestpreyi des a nuch

faster respons [1e, than accessing. the data systens 2411f, 261" when
t he request is£¢%$é§%P ,g%% %f??O%%faﬁﬁﬁ%ﬁg%f%dg%Vlc?hﬁée skEPREBALPR t he

art. [0133] |npdheacasmiofiarfRaeldentay 1198 sxa90LE. vbheerehientyLi mes out
if no response to a request is received within 30 seconds. \Were the POP

client is oper¥Rs f ST et Fienbsstkronisit cof | ouepdevede, | atency

T Lhe W DRSO G A Ofite RJHOT K¢ CBf1 o fPUGLASHAY S NGt 2T
further step in protocol selection may be to determine
the type of client from which an access request is
received.
(0124} Alternatively, a most capable protocol
supported by a data system to be accessed may always be
selected, and any incompatibility between the selected
access protocol and the protocol supported by the
client is handled during translation of data to the
client protocol. Portions of data corfesponding to

Q elements of the interface protocol that are supported
by the client protocol are translated, whereas non-
supported interface protocol elements are ignored or
processed according to a default or error processing
scheme.
[0125)} Generally speaking, clients often access
servers through proxies. Also, the latency is often
positively correlated to the cardinality of the
collection being accessed (e.g., number of email
messadges in the mailbox being accessed). As will be
evident from the following description, the present

<« invention provides an apparatus and technique that may

39



limted response tinme. The faster response tinme associated with providing

a stored Gwia Jdebssé20033 response to a data access request ipgrRALb4REIAE!Y
advant ageous in these types of scenarios. Even in the absence of such

time constraints, a faster response tinme enhances the user experience at a
client by reducing the wait tinme between sending a data access request and
receiving a response. 42 WD 20051020039 PCT/ US2004/ 005475 [0134] As

descri bed abovey hﬁ%xﬁ&’eg%ﬁyg ggsko YivaCE %g%ﬁlé%t d hh?]ﬁﬁg pg%llng

interval. When the sto i'S “provi ed to a cli onse to
a data access tdgiiesthe wbdlpcmuonobeenglaec@@dube1&2bhh11&heﬁﬂkﬁth:pOl|S
the data systengs determ ne whether the stored U D Iist

is still accufa )llyl flsne\Ezlrt 8?%““%\% Belio&ored &1orherdat é"—hesﬂé)coen( s)

24111, 26r" sumoett&ecbeetmeebbgebheﬂ a BeW1pdkD hinst d %h%@%h. d:he
cI|ent This further Bellln t he data systens 24" 6111 |s per f or med

either accordihgetd DRE Bﬁgpﬁn@eﬁﬁﬁgﬁﬁalTbﬁ Pﬁﬁﬁﬁaﬁean$n¢h@n.data access
request. [0135} 4kt npill ogglgfﬁgﬁ k@t@ﬁlgtho&g tBr eeqding , des r|pt|on

relates to "V|em1|tens data  access requests ypes of
data access requbses cfayhbecplbeessed hiratt ben benpeeeriht <l trdHes of
the protocol Ttergace evi ce For, exa such data access

t

41",
requests are transiat &, F?un8éegé§r?ntﬁﬁetﬁgRlFFBﬁPneW&tBPG%yanodule

30111, as descsibadrabave. 1&9&3@]tEheher958905x€BE§éBe%e device 14111
thereby allows access to the data systens 2411 "', and provides for

reduced respon§Q £t6hes fYproappbliscy éééyfotuﬁa@agaoowstor@@Gesﬂ@ Thr ough
t he protocol e 1 oppat i bl h any of the ..
%ﬁ@f ag ﬁd9§M£§ % émbgdfke 8%3g8e prog SPE Ty

prot ocol s hand ron proxy nD vi ded access :
to one or nDrel@terﬁQCdadavsgetEQS"Zﬂilﬂowzaé%cribedclGéﬁbrh&&@lf need not

support the speaking, when a data access request is received from a
client, the protocol interface device 1477° accesses
one or more of the data systems 247'', 26’77, However,
in some cases accessing the data systems and providing
a response to the client might otherwise cause timeouts
for certain client protocols, and longer than desired
wait times for a user of a client after a request has
been sent. Yet, in accordance with the present aspect
of the invention, certain data may be stored at the
protocol interface device 14’’’ which may be used to
reduce response times.
[0127] More particularly, the protocol engine module
3277’ polls the data systems 24’7¢, 26'’' +o determine
whether they currently store data items associated with
users that have been configured for access thereof.
Users are configured in the protocol interface device
1477' by establishing a user account associated
therewith, for example. Polling is preferably performed
- in accordance with a polling interval. The polling
interface may be a static predetermined polling

< . ‘interval, or an adaptive polling interval that can be
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access protocol or schene associated with the data systen(s) 24''', 261"
to be accewsemos/@moidot ed above. [0137] A nethod of redugHy; times
for data system access requests using the protocol interfacef’r2 gev?@é 14111
is now described with respect to FIG 17. Beginning at Block 170, a data
access request is 43 WO 2005/ 020039 PCT/ US2004/ 005475 received at Bl ock
171. A determnation is then made, at Block 172, as to whether data
pertinent to thgsdata s e i.e, ULD list). is locally stored.
Wiere such data ts ?ndagﬁgggloét§§§§55£hg,cpﬁgﬁgﬁﬁgs ?Fthﬁ data is
provided to thecceguestingfcpaebicudsr Brenks]73s Afiterpkhgpsirecedtdat a has
been transnittgd t%o t he c&iegt, or.if no such data has been stored, the
dat a syst en(s)°¥4%0059g3kil{gdyhi chhendTHat a access request relates is

pol led, at Bloptaddf. [0138LedPoopti 0nak sLep ehofetgenipipg yhet her the
pol | ed data received in respoﬁge to a pol? IS di?gerengb? g?é%]the stored
data may then PedpeeiBedele ad2Bl becka 195venfdsba shstemedas’ t haRéf hére is
new data stor h t tem(s), 24" . .2611f, .and the data received
in response tgg?ﬁgr%%l a?% %?%%gﬁegﬁt%ttﬁ%aEFigﬁ%? é?emBF%%Rgi 6Pt is

al so local ly stimiedcan bdeuskad at st oeeri®28' that dBtackeddd, tBuspeoncl uding
way of exanple, data access

the illustrated neth qEéBlo Kk 17%%., 0139] By
systens and rﬁﬁ?ﬁﬁ@ogc ?%ﬁféF?dd Sheet340f "t nEhepgefeFant hePsber appli ed
to other typesi@in®datfess Ao kleyi SES 4028y Egé'g]é%f%sgﬁeﬁ@gﬁgt her

protocols and access schenes -than those specific y descri above and
shown in the %REMNgE2’ 10140 tiidiatonstofeaturesnotyt 827 { hventi on may be

found in co-p i applij.catians titled NI CATI ONS SYSTEM PROVI DI NG
REDUCED A(:(:Eses'qf‘i CY %@%ﬂ%%ﬁ&ﬁ?%@?ﬁ? S GUR LOAUNBer | D- 494;
COVVUNI CATI ONSZYSTHM y NI PRICKK R r | NEREACE FeBs for a user

are stored in any of the data systems 24777, 26777,

Where the data systems 24777, 26/’ are e-mail systems,
for example, the protocol engine module 3277’ queries
‘mailboxes associated with each user configured for e-
mail access through the protocol interface device
14777, For each mailbox query, a mail system returns,
at a minimum, a list of unique identifiers (UIDs)
associated with e-mail messages stored in the mailbox.
[0130] A current UID list is then compared with a
previous UID list for the mailbox in the UID store
92" '" to determine whether new messages have been
stored in the mailbox at the mail system. If new
messages are detected, an alert is preferably sent to a
user’s client by the protocol engine module 32777 in
cooperation with the front-end proxy module 30’7 (or
another component of the protocol interface device
14’77), and the current UID list including the new
messages is stored to the UID store 9277,
[0131] One of the most common data access operations
is viewing a listing of data items currently stored at
< data systems, especially where the data items are
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MULTI PLE OPERATI NG PROTOCOLS AND RELATED METHODS, attorney docket numnber

| D-493; COW NSNS SYSTEM PROVI DI NG EXTENSI BLE PROT%%USEE@W;I ON
FEATURES AND RELATED METHODS, attorney docket nunber

2005/ 020039 PCT/ US2004/ 005475 COVMUNI CATI ONS SYSTEM W TH DATA STORAGE
DEVI CE | NTERFACE PROTOCOL CONNECTORS AND RELATED METHODS, attorney docket
nunber | D-506; COVMUNI CATI ONS SYSTEM PROVI DI NG EXTENSI BLE PROTOCOL

TRANSLATI ON A Tl EATU ES AND RELATED METE t or ney
docket nunberhﬁ%fgégggcggé E ?@?EN@ v o Pﬁgﬁ
| NTERFACE DEVI €EePREVEBEMNG EN@AN@E%dﬁEERA‘ﬂ NG PROT ©C6h e SEEREFON FEATURES

AND RELATED NEQEK%?t attorney docket nunber |D-495, the entire
di scl osures of fi érEYﬁE?@Byzﬁncorp%ﬁafedtﬁe@%?ﬁcbyneWeﬁéFénééemEXANPLE

[0141] An exemphaey band-held Bpbikesvhrsless:oCopbUptaations davice 1000
that can be used in the present invention is further described”in fhe

exanpl e beIom?hﬁ¥ﬁf@éeerbheeptotﬁtﬁi 18tefﬁecdedetncé099"rnhhadas a
housi ng 1200, b 1400 an_pu t evi ce 1600. The, out put, device
shown is a displa ggyl@%ﬁglnﬁh?gﬁgfgsp?gf%ggﬁl§9%m?uFFa5r§ﬁﬁchE€E@BCF her
types of out ptihe dewtaesysaymal 2&r nafixel y7 benotibbeedimd tREOGRSSI NG
device 1800 is contained within the housing 1200 and is coupl ed between

the keyboard 120D YRES BPLHPAy 1600. The processing devi ce 1800
controls the E@fj@.lon of éggog %@$@yw£@Q0th@S%¥$$éngs %ggcgvg%a£

operation of t il e device in respons o ron éeys on
t he keyboard 14@0elyiehe ﬂﬁ%rpr0¥@mﬂ2]eﬂ@mn@om&ﬁmge1290'hayeb31eVQﬂgated

housi ng st uctHEeIESRRE T phirs PG, FAT JAtD SEvoieSLel ockiem Roy. or )
ot her har dwar e~ oiew of t avase cfuﬁrsnﬁﬂ\lliﬁhié@e@@tf@cﬁféé’@xisef@éé!l@é‘@ tel ephony
entry. This stored UID list, which is accurate to within the
current polling interval, is then returned to the

requesting client. This provides a much faster response
- time than accessing the data systems 24/'’, 26’’’ when

the request is received, as will be appreciated by

those skilled in the art.

{01331 In the case of a POP client, for example, the
client times out if no response to a request is

received within 30 seconds. Where the POP client is
operating on a mobile wireless communications device, O
latency within the wireless communications network can

cause delays that are significant relative to this

limited response time. The faster response time

associated with providing a stored UID list in response

to a data access request is particularly advantageous

in these types of scenarios. Even in the absence of

such time constraints, a faster response time enhances

the user experience at a client by reducing the wait
- time between sending a data access reguest and

receiving a response.
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45 WD 2005/ 020039 PCT/ US2004/ 005475 [0143] In addition to the processing
devi ce 180Qsg 208é4hgh39Par ts of the nobile device 1000 are §Q9%@¥9 00547
5 WM T001; a

schematically in FIG 18. These include a conmunication

short-range comruni cati ons subsystem 1020; the keyboard 1400 and the

di splay 1600, along with other input/output devices 1060, 1080, 1100 and
1120; as well as nenory devices 1160, 1180 and vari ous ot her device

subsystens 120 e no |I deV| 1000 is eferably a two-way RF
communi cat i ons%géei ile haVi n§e\7’8lr& *4na a4t a Eé@nﬁ*ﬁﬁ’lr@@t iUdhs ldgralisl i ti es.

I n addition, thecnﬁbtéetodﬁytﬁenleﬁg P6ei ergbli yrhas b he yfy %T Ity to
conmmuni cat e mntp conputer systems via the nternet%%[ 4] Oper ati ng
syst em sof t war 8-8%& U?%B bystnés Eﬁ@ﬁé@@ﬁn@odévﬂéeemaoﬁnlxeﬁpehseamby

stored In a Parsiedeatcstr seqtich AenLNgrLLash: RIRIY L300 BuL,, TR be

stored in other types of nenory devi ces, ry (ROVM
or simlar stoPhgeceiehenrolla thdddatmnsysyémes)saﬁtmarezsspectglc devi ce

appl i cations, aris. t 0 be tenporarily | oaded into a volatile
store, such asg%tﬁe rlar?l%ow %%%gs 2lére?ﬁb?%’/e 4180, ieofiiAilcati ons signals

received by thecumbide Teviee mm@x@@v@%éé@r@@ok@dt he RAM §é§9 [0145]
The processing deV|ce 1800, |n addition to its operating system functions,
enabl es executT 6Bt (Sl A4 Ut e 28! 1 o%&lil%stfl%obabs‘QSDONlonthba demiwe 1000.

A predeterm negh seis10f; appli ons, that, cont devi erations,
such as data and vof%e]'cgﬁaﬁgﬁ%%t?%%s f%ﬁﬁB E hﬁﬁypﬁif?ﬂgtaﬁled on
the device 10de diﬁﬁaqgﬁmmsadur'ef Izs'addu‘ts (?;ﬁbrﬁoméaoag{;hetnf ormat i on

rorerably ¢hianr BT d s BRosy bagt aéﬂr%%w%ébﬁﬁla”égﬁizgﬁé&‘rﬁy cne S

data access request. ‘
[0135]}] It will be appreciated that the preceding
description relates to “view items” or similar data
access requests. Other types of data access requests
may be processed by other components or modules of the
protocol interface device 14777 . For example, such data
access requests are translated, if necessary, by the
front-end pioxy module 30’77, as described above;
[0136] The protocol interface device 1477 thereby
allows access to the data systems 2477', 26’'", and

. ; provides for reduced response times for various types
of data access requests. Through the protocol interface
device 147'’, a client compatible with any of the
protocols handled by the front-end proxy module 30777
is provided access to one or more of the data systems
2477, 26’7 . The client itself need not support the
access protocol or scheme associated with the data
system(s) 24’77, 2677’ +o be accessed, as noted above.
[0137] A method of reducing response times for data
system access requests using the protocol interface
device 14’7’ is now described with respect to FIG. 17.

« Beginning at Block 170, a data access request is
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organi zi ng and managi ng data itens, such as e-nmail, cal endar events, voice
mai |'s, app@ighei®eosse and task itens. The PI M applicati onpcifuadbd®osars
preferably capable of sending and receiving data itens via a wreless
network 1401. Preferably, the PIMdata itens are seanlessly integrated,
synchroni zed and updated via the wreless network 1401 with the device
user's corresponding data itens stored or associated with a host conputer
system [0146] wcati ngLikong, i i .data an VOi_C
connunications?gg?ggggr%%r§28E¥h$g%ghitﬁ%ggggghggﬁggt?§n§%§ﬁb@§€%énﬁf001,
and possi bly t Rleag§hlVRe ashopt whanhercdetunpeatiaasts s FalematEhe
conmuni cat i ons_subs sten110£1 includes_a receiver 1500, a transmtter
1520, and one 8 hore SHt'ERRad 1540 anHIP15661) | hsadareildn, staed.

communi cat i onsweebsysthem 4093 ial 88 gngbgggssgoggoggsshpgtgggukgg such as a
digital signal processor (DSP) 1580, and |ocal oscillators (LGs) 1601.
The specific désrFRiafdtanpserEAYadedntof theheegoarbahgatildratsubsyst em
1001 i s depend ppAat h [ .ons rk in which the nohile

devi ce 1000 igﬂéﬁgeﬁzgd %gt%%ggggeggé%§8e§§§%rgésabﬁ%BiFgaBEWFggeglooo may
i ncl ude a conmtni tlaei chsestpsyst M A60ducHestgaeHakobepar ate vt hihhe

Mobi t ex~, Datad;@ " Qé gbgg% ], Packet Radio Service (GPRS) nobi | e data
communi cat i ons et woY k5. AR so desPgnedtPovbperathe drtn afgess a
variety of voireyGosineCatdoNss NSEWEKS, at SHEH-RSIAWPS, TDVA, CDWMA,  PCS,
GSM etc. O her_types of data and voice networks, both separate and
integrated, ntA3®ko bePAmtentieralister hef ndbt¢onieingewif6her[ OA7]

Net wor k acces 'rﬁgggt ependi n upon the type,of ¢ Auni cation. .
system For e aérrp e, In ti%al%{)%?cgejgn a%%SE%?%gAEO n%t%igs?*snﬁ% fereRbi ces ./

are 47 WO 20057:0200398> RGTS14SP Ol O ik S h1e GbS 1198 ££b e § hgr NBIMEKK Using a

uni que per sonai.?s .i C!I?Ptsi:c;,i Ctaf{i-sor}nenaunngjetrhaotr tPILeNrgsissocxileavg ega&tgtgggg on
the data system(s) 247’7, 267/’, and the data received
in response to the poll is provided to the client, at
Block 176. Tt is also locally stored in the data store
92''7, at Block 177, thus concluding the illustrated
method (Block 178).
[0139] By way of example, data access systems and
methods according to aspects of the invention may be
applied to other types of data storage devices than
mail systems, and other protocols and access schemes
than those specifically described above and shown in
the drawings.
[0140] Additional features of the invention may be
found in co-pending applications entitled
COMMUNICATIONS SYSTEM PROVIDING REDUCED ACCESS LATENCY
AND RELATED METHODS, attorney docket number ID-494;
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE FOR
MULTIPLE OPERATING PROTOCOLS AND RELATED METHODS,

- attorney docket number ID-493; COMMUNICATIONS SYSTEM
PROVIDING EXTENSIBLE PROTOCOIL. TRANSLATION FEATURES AND

. : RELATED METHODS, attorney docket number ID-507;
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device. In GPRS networks, however, network access is associated with a

subscri berwerousenopf a deV| ce. A GPRS devi ce thereforegcq%gzﬁ(ﬁ%ognh
subscri ber identity nodule, commonly referred to as a SIMcard, 1 n order

to operate on a GPRS network. [01481 Wen required network registration or
activation procedures have been conpleted, the nobile device 1000 may send
and recei ve communi cations signals over the conmunication network 1401.

Si gnal s recei vedmdiaihirkeneo %&,the antenna 1540

are routed to the rechVer ggg@mﬁg%&%%f3Vﬁ%ygﬁ%?%¢%é pEanpllflcatlon

f requency domnI@Eﬂﬁéﬂ@EoﬁROTOCDLeCDNQECGbaﬂnQEES@E@@ﬁﬂ@“ME@H@DS and may
conversi on

al so provide to di nverS|on Anal og-to-digital

of the recelve§95|gngy gPFgﬁé B§P1?5§@ 'tgoﬁyﬁﬁéﬁﬁmﬁﬁﬂé SHHIEK
communi cat i onsPROMDImGSEX@mQIBﬁE oeaRaLbat iraRnans T ?)&Oﬂhﬁg In a simlar
manner, signals to be transmtted to the network 14 are processed (e.g.

modul at ed and ERUBAGHRAGON hEEREPRESSBNDaRBLALED: MEFHPDOY dedotrncthe
Conver'si on TePTeoF RELE Rl 0020 oaRY COMMERIERR o R R P

conversion, filtering, anplification an
conmuni cati on ﬁ@@EkaNG4EHOI®mODeIMDEREACEiaEvmcE arbenpandSLRualeEARL In

addition to pr I C cations nals, the DSP 1580 provides for
control of thégﬁggégfg%rﬁ%@&%&%&dsﬁ%%c?F ﬁsﬁEPTEBE§5%5D RBEABREBMDl e, gains
appl i ed to COMMETHODS ) méﬁt?ﬁﬁ'@oél@e% heukssel f6f49%509h8“9n£r%”3m tter

1520 may be adaptively contr t hrough automatic gain con o
al gorithns i nptetekeeires i névipgp ammen@bmﬁeoﬁpezaﬁéa hereln by

PCT/ US2004/ 005445, -4, 0450] .In a data conmmuni cations node, a received
signal, such as a text nessage or web page download, is processed by the

~communi cations subsystem 1001 and is input to the processing devi ce 1800.
The received EXAMPLE

[0141] An exemplary hand-held mobile wireless
communications device 1000 that can be used in the
present invention is further described in the example
below with reference to FIG. 18. The device 1000
includes a housing 1200, a keyboard 1400 and an output
device 1600. The output device shown is a display 1600,
which is preferably a full graphic LCD. Other types of
output devices may alternatively be utilized. A
pProcessing device 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the
display 1600. The processing device 1800 controls the
operation of the display 1600, as well as the overall
operation of the mobile device 1000, in response to
actuation of keys on the keyboard 1400 by the user.
[9142} The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may include
a mode selection key, or other hardware or software for

switching between text entry and telephony entry.
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signal is then further processed by the processing device 1800 for an

- out put to woeodsenbmy 1600, or alternatively to sonme ot pefr@idsidoogdy 1/ O
A devi ce user may al so conpose data itens, such as e- nai
ot her auxiliary 1/0 device

devi ce 1060.

nmessages, using the keyboard 1400 and/or sone
1060, such as a touchpad, a rocker switch, a thunb-wheel, or sone other
type of input device. The conposed data itens nay then be transmtted
over the comugpgzaBions mgt@g&ftiégltgi@hetggoggggyﬁgc

In a voice comruni cati ons node, overa operation of the
device i s subsPhReraPpytsi af| Bretmolbhbe davaceohf0fi sati shewnode, except

1001. [0151]

that received sigpale; aie, ol Pptctora speaker, 1100, and signals for

transm ssi on

audi 0 1/ O subsgsteusicstitbnassubsyoiae DBEBA0E FREPE diaggsubsystem may

are genérated by a m crophon tefnative voice or

aLiops seBgystem

al so be inplenented. on the device 1000, |n addition, the display 1600 may
al so be utiliZBYFRNVGRELCONR oFHRAY TEFT ohQ2 Qb dkhe f bpyaans| 2408 andpl ay t he

i dentity of a £mblingoDaytysos e Wil O ObcBed Ol G8ut F8LLonl aQLREL, VOI C8

call rel ated

i nformation. The short-Tange conmuni cati ons subsys

I ONsS supsyste

devi ce

communi cati on

em éenabl es

comuni cat i on b2EGecho8he KM |anddd 2@ 1890waht @t heemopy odémhtessyst ens
or devices, Wy f£hgne 0 ssarily be simlar devices. F xanpl e,
the short - rangéh%bﬁﬁg%Qd%Edrvgéao Sy h?%ré§y+%%l %ﬁF?Wﬁrgégﬁ'

and associ at edl'ioe roek 1 be adwv GoEOTENtSs ©fe Bexr ULt Db —£HPMRINI cat i ons
nodul e to provide for 49 WO 2005/020039 PCT/ US2004/ 005475

with sinilarl CEHEHHER SR RS ERP IAnr@®svoiea smyd Mafia nodi fi cati ons and

ot her enbodi Mefrima i cdiodN\GHH A Mi

the art having the benefit of the teac

descriptions

] I ngs presente
eV igre Wb giraferably has the capability to

communicate with other computer systems via the
Internet.

[0144] Operating system software executed by the
prdcessing device 1800 is preferably stored in a
persistent store, such as the flash memory 1160, but
may be stored in other types of memory devices, such as
a read only memory (ROM) or similar storage element. In
addition, system software, specific device
applications, or parts thereof, may be temporarily
loaded into a volatile store, such as the random access
memory (RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
[0145] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice )
communications 13002 and 1300B, may be installed on the
device 1000 during manufacture. In addition, a personal
information manager (PIM) application may be installed

during manufacture. The PIM is preferably capable of
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drawi ngs. Therefore, it is understood that the inéenhion is not to be 4
limted towhg yfic enbodiments disclosed, and that catl ons an
enmbodi nent s argﬁpﬁ ended to be included within the scopéqgﬁﬁ%ﬁgﬁéﬁﬁénded
claims. Conputer Program Listings Program Listing #1 - Exenplary .
Aut henti cation Request PROPFIND /ups HTIP/ 1.1 Depth: 0 Brief t Pragma:
no- cache Content-Type: text/xm X UP LOG N

svr-1ogi n. osca com&prt =5190&ss!| = col =aol &ui d=****** gowd=***** * gpowp=
X upsv%c: fal sge’r?%?flﬁ#ﬁ%%m%%ﬂ@g%g% LieupnERRoR: a8 Bsdeilgent

Wozi | 1al4. 0 (conpakibleevaftE, 5vaicWAdows, NIpBoOhinEaRAeCLLANE JKgep- Al ve
Host: Iocal hos{:9080 Content-Length: 664 <?xnl version="1.0"7> o
<D: propfind xnth&mo="Th&: PINnapRl heahiop: 1 sehenapreiferabalt capabhat nai | f

xm ns: hne"ur n: sghgomss hit il.r I NS: WPp="urn; schemas; cor,p: uni ver sal proxy"
> <D pr op> <H%?contd%§%/£ﬂa< %?%g eﬁ a# ka %€%$foﬁfﬁaﬁl§lggﬁﬁ?ﬁotes/>
<hm i nbox/ > <@twerbokitl. <hneSendnby/ >SthahbPrBedbttbemelas are

:Bg‘ gglr Sg?gi Lg%‘{‘@%‘?%% d{%éc_?]/:;tedfpnégggggégféégoégg updated via the
wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system.

[0146] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short~range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
also includes a processing module, such as a digital
signal processor (DSP) 1580, and local oscillators
(LOs) 1601. The specific design and implementation of
the communications subsystem 1001 is dependent upon the
communications network in which the mobile device 1000
is intended to operate. For example, a mobile device
1000 may include a communications subsystem 1001
designed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service {(GPRS} mcbile data
communications networks, and also designed to operate
with any of a variety of voice communications networks,

such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of

nt

data and voice networks, both separate and integrated,
may also be utilized with the mobile device 1000.
o _ [0147] Network access requirements vary depending
upon the type of communication system. For example, in
< the Mcobitex and DataTAC networks, mobile devices are
47



50 WO 2005/ 020039 PCT/ US2004/ 005475 <h: maxpol | /> <h:sig/> </ D: prop>

</ D: propfi 1.1 207 Multi-Status Set - Cooki e: <

JSESSI ON Dg%;z%ﬁ 7D2BE210B34D93F7ACD6935: Pat h=/ ups &SNt et Ipe:
text/xm Transfer-Encodi ng: chunked Date: Wd, 06 Aug 2003 18:20: 28 GMVI
Server. Apache Coyote/1.0 <?xnl version="1.0" encodi ng="UTF-8"?>
<D:multistatus xm ns: D="DAV:" xm ns: up="um schemas: cor p: uni ver sal pr oxy"

Xm ns: c="um sc - cal endar;; xmns:a="umschenas:;contacts:"
xnins:hnF"unlsgﬁgggggﬁ?SpﬁﬁiFbe RF-RET I 9c Re R4 KR PRESABAL" >

<D: response> x@ehtefrbhtpoh/ hasBkh 65t PER8RLUBSASEPY §itgf 3ackD: propstat>
<D: s tatus> H TTP/1.1 200 O K</ D: status> <D: prop> ‘

<hm i nbox>ht t p¢716Ral HBsFPBESDELESF kNBOXPER AT nBBkMork access is

<hm sendnsg>ht § ps 4L 9ealhgsi ROS0 I ),.S SEEON 4URV</ hm,sendnsg>

<hn1sentitens>ht?p://l%%alhggtggégg$é€%%%§n%rl?5%%/<%hﬁ1§é%%F?egé>

<hm nsgf ol der reBRShdepice| bharbberO08&upses/ Ansnbgtoliderr oatatityD: prop>
</D_.multistatus> ProgramListing #2 -

</ D:. propstat> _</ D response> _
Exenpl ary Inbdﬁaégﬁ%bs$oﬁﬂ8?§yFﬁ?E%Fr%%pﬁﬁl??t?e§;M_QEEQES#F ePEPENEe
[ups/ | NBOX/ HIdi#datde Usera Agent Abeddim/ 4.0 (conpatible; MSIE 5.5, Wndows
NT 5.0) Connection: Keep-Alive Host: | ocal host 9080 .

Cooki e: JSESSI dH&F70cDl DPBER i CBR Ap3rTpeDeegsst ration or

activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401, Signals received
from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580
to perform more complex communications functions, such
as demodulation and decoding. In a similar manner,
signals to be transmitted to the network 1401 are
processed (e.g. modulated and encoded) by the DSP 1580
and are then provided to the transmitter 1520 for
digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the
communication network 1401 (or networks) via the
antenna 1560.

[0149] In addition to processing communications

signals, the DSP 1580 provides for control of the

nt

receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
- ) 1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.
| 48



Content-Length: O RESPONSE: HTTP/1.1 200 OK all ow. OPTI ONS, PROPFI ND

MOVE, DELBVB 208AEefsbE, BMOVE, SEARCH dasl: PCT/US2004/005475
<urn:schenas:gorp:universalproxy:ba5|csearch> Cont ent - Type: Uéxt/piain
Content-Length: O Date: Wed, 06 Aug 2003 18:20:28 GMI' Server: Apache
Coyote/ 1.0 List nessages in |INBOX: REQUEST: 51 WO 2005/ 020039

/005475 PROPFI ND /ups/ 1 NBOX/ HTTP1l1l.1 Range: rows=0-24 Depth:
noraat : text/xm X _UP REFRESH

1, noroot Brief agma:-_nQ- he_ Content - Type: _
CACHE: force U§3?§§gent:Iﬂbgi§%§?498m?88ﬁﬁ§FFéE§;mﬂ@PE 8. 5ECHANE6Ws NT 5. 0)
Connecti on: Keemgﬂhlyeshbhtaboaatbﬁatmggggge or web 8gge download, is
C00kie:JSESSICNID:C7oggé§ED7 2BE210B34D93F7ACD6935 ntent - Length: 586

<?xm versi on=P1°6%%% Br bPfi Ao AsabiopasubsHERemhAPOL and is

"um schemas: htippBftts ¥PkNSrAECHEL S6haaBs OBy bhgadsr,," \ved
xn1ns:up:"urn:scﬁgnas?corp?%ﬁiversal%roxy"g <%:prop> <bFGrars
<D: i sf ol der/ > Sk@pashigdener fwhbhepadtoceshathbgathachrestbzing

<h”‘i”portanCQEgviéQ1ié96nfgr §£1§HP$E€tég the display 1600, or
alternatively to some other auxiliary I/0 device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.

[G151] In a voice communications mode, overall
operation of the device is substantially similar to the
data communications mode, except that received signals
are output to a speaker 1100, and signals for
transmission are generated by a microphone 1120.
Alternative voice or audio I/0 subsystems, such as a
voice message recording subsystem, may also be
implemented on the device 1000. In addition, the
display 1600 may also be utilized in voice
communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other veoice call related information.

The short-range communications subsystem enables
communication between the mobile device 1000 and other
proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for

49



<m date/> <up:isdeleted/> <D:.getcontentlength/> <D:contentclass/>

</ D: prop> wdJops@@édond> RESPONSE: HITP/ 1.1 207 Ml ti - ShaiS2004/005475

Cont ent - Range: rows 0-8; total=9 Content-Type: text/xm

Transf er-Encodi ng: chunked Date: Wed, 06 Aug 2003 18:20:28 GMI Server.
Apache Coyote/1.0 <?xm version="1.0" encodi ng="UTF-8"7?> <D: nul ti stat us
xm ns: D="DAV: " xm ns: up="um schenas: cor p: uni ver sal proxy" xm ns:c=

um schenas: cal eRgahini WRkRS: 8FtH WG L

xm ns: hne" um scheryas:lﬁt tprai " %%&Eggﬁyu%ﬁgggégnﬁg.sﬁﬁmsh@é@er >

<D: cont ent r angé&e9-1826D; cont ent range> <D: response>

<D:. href>http:// lLhost . 90801ups/.|. NBOX/ 6623963; 1 </ D: href> <D: propst at >
<D: st at us>HTTP/[?S'%§§OO HKEF B @?gf‘&gatiﬁpﬁr Bﬁ_g other embodiments o

<D: ui d>3ac59b38ne8ad3a3hb43hehenl 144R60e3<tRaUpding 58 ohaf hden 2040y,

i sfol der> <Dt ImE.EI dden>0</D: i shi dden> <hmread>0</ hm read>

<hm hasat t achnEAE>BEF hhfhaRet FaehheResit <pf thpoteanbings<phmsiemext ance>
<m fronm>Mai | Dehi ¥gEY+SHBSYSLEMY | - D ol . compe</mfrom> 52 WO
2005/ 020039 PCH U607 0084787 <%§ﬁ%%‘é&§§e$§&ne§@m??.508%8?—8‘1

unknown</ m subflsavingsm BateeR008; 08t 0563 28nd2r488sd M hdat eRe<up:
i sdel et ed>0</up, _isdel eted> <D:getcontentlength>3247</D; getcontentiength>
Paybses E‘geE? Lahhed/ BP chnt epperasas

<D: cont ent cl ass>urn: C%ﬁlltje?'ltl}%‘lf a
embodiments disclosed, and that modifications and

embodiments are intended to be included within the

scope of the appended claims.

e, ;

Computer Program Listings

Program Listing #1 - Exemplary Authentication Request

PROPFIND /ups HTTP/1.1
Depth: 0
Brief: t
Pragma: no-cache
Content-Type: text/xml
X_UP_LOGIN:
svr=login.oscar.aol.com&pri=51 808&ss(=0&pcol=aol&uid=**"**&pwd=******& nwp=
X_UP_SYNC: faise
X_UP_REFRESH_CACHE: force
X_UP_NEWCON: 1
User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive
Host; localhost:9080
Content-Length: 664

<7xmi version="1,0"?>
<D:propfind xmins:D="DAV:" xmins:h="hitp://schemas.microsoft. com/hotmail™
xmins:hm="um:schemas:httpmail:" xmins:up="urn:schemas:corp:universalproxy" >
<D:prop>
<hm:contacts/>
<hm:calendar/>
<hm:journal/>
<hm:notes/>
<hm:inbox/>
<hm:outbox/>
<hm:sendmsg/>
<hm:senfitems/>
<hm:deleteditems/>
<hm:drafts/>
<hm:msgfolderroot/>
<up.corporatecontacts/>
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</ D.prop> </D:propstat> </D:.response> <D:response>

<D: hr ef >ht host : 9080/ ups/ | NBOX/ 6623954; 1</ D: hr ef t>

<D:. st at us> Wf/}"’égi&ﬁ(ﬁgoo K</ D: status> <D: prop> CT%ZRJ“%”‘&g

<D: ui d>51073b22a28c2820115bc80d42e8c6ec</ D: ui d> <D: i sfol der> 0</ D

| sfol der> <D:. ishidden>0</D:i shidden> <hmread>1 </hmread> <hm

hasatt achment >0</ h m hasattachment> <hm inportance> 1 </ hminportance>
<m fronmpj ohnsm t Qg%‘ Q&)ﬁomd m from> <m subject>Re: Test #1-All -French
tenpl ate</ m subj e dat e>2003- 08- 05T23: 10: 30Z<i m dat e> <up:

| sdel et ed>0</ up<;DLp$§;gl et ed> <D: getcontentiength> 1577<| D: get cont ent | engt h>
<D: cont ent cl asgbipedpricnt ent - cl asses: nessage</ D. content cl ass> </ D: prop>

</ D. propstat> </D:response> <D:.response>

<D: hr ef >ht t p: /ATGY A1 hastu®S&Alsups/ | NBOX/ 6623926; 1 </ D: href > <D: pr opst at >
<D: st at us >HTTF$9I'CI’0’Q®OSWDBHQHCEYDO§}AEHID)2®EGm834D93F7ACD6935 Path=/ups

<D: ui d>b072c3ﬁ%’é€@fﬂm’32’@¥@¢ﬂ‘é746f 797e64b</ D: ui d> <D:i sfol der>0</D: i sf ol der >
<D: i sh i dden>Q ?’Bf ”“‘@r‘i’m read>| </ hm r ead> '

<hm hasat t ach HF 202 Pﬁﬁ%&?ﬁﬁﬂﬁ <h mimportance> 1
</ hmi rrportancee> MHPY s t h@ierm conk/ m from> <m subj ect >Re:
XXXFWD:  Re: Teg;;ﬁl,g/sghsygge%&jtdmg._.ﬁrﬁ_-_g@;e>2003- 08-05T23:07: 18Z</m d ate>

<Dumuliistatus xmins:D="DAV:" xmins:up="um:schemas:corp:universalproxy"
xmins;c="um:schemas:calendar" xmins:a="um:schemas:contacts:"
xmins:hm="urn:schermas:httpmail:* xmins:m="um:schemas:maiheader™>

<Drresponse>

<D:href>hitp:/fiocalhost:9080/ups/</D:href>
<D:propstat>
<D:status>HTTP/.1 200 OK</D:status>
<D:prop>
<hm:inbox>http://localhost:9080/ups/INBOX/</hntinbox>

<hm:sendmsg>http://localhost 9080/ups/AOL._MAI, SUBMISSION _URL/</hm:sendmsg>
<hm:sentitems>http:/Mocalhost: 9080/ups/Sent ltems/</hm:sentitems>
<hm:msgfolderroot>http://localhost9080/ups/</hm:msgfolderroot>
</D:prop>
<fD:propstat>
</D.response>
</D:mulfistatus>

Program Listing #2 — Exemplary Inbox Reguest

Query Folder Capabilities:

REQUEST:

OPTIONS fupsfAINBOX/ HTTP/1.1

User-Agent: Mozilia/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection; Keep-Alive

Host: iocathost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDG935
Content-Length: 0

RESPONSE:
HTTP/1.1200 OK
allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl. <urm:schemas:corp:universalproxy: basn:search>
= ' Content-Type: text/plain
Content-Length: 0
Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyotef1.0

List messages in INBOX:
REQUEST:
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<up: isdel eted>0O</up: isdel eted> <D:getcontentlength>

1927</ D:. ge gth> <D:contentclass> urn:content- 14/005475
nmessage</ D%%%@%h ass> </D:.prop> </D.propstat> </D: rgé%i@@%’ >

<D: response> <D: href>http://1ocal host: 9080/ ups/ | NBOX/ 6623922; 1 </ D: href >
<D: propstat> <D:status>HTTP/1.1 200 OK</D:status>" <D prop> _
<D: ui d>11f 1c8e69555d33971seal 2c09be5021</D:uid> <D:. isfold er> 0</D:. isfo

| der> <D: i shi <h mread> 1 </ hmread>
<hm hasat t achnj QQ E' ﬁ?@gﬁ?@@%&b 53 WO 2005/ 020039 PCT/ US2004/ 005475
I'nmportance> <m fronkjohnsmth @eno.com</mfronp

<hm |rrportancgg
<m subj ect >Re: B,;féf«xt V\D e: Test #1 </msubject> <m d

at €>2003- 08- 05FR3in86icAR&rd m date> <up: isdel eted>0 </up: i sdel eted>
<D: get cont ent | Sorgért-Tydd 8akh). get cont ent | engt h>

<D: cont ent cl as¥UR_REEBESENCACHEITes : nessage</ D: contentcl ass> </ D prop>
<| Dppr opst at > US@F‘BQ?@SMMW {camipatitle JAPIESE; Windows NT 5.0)

<D: href >http:/ ‘P'B'é‘é?loﬁo‘;‘ﬁeP%%/ups/ | NBOX/ 6623915; 1 </ D: href > <D: pr opst at >

<D: st at us>HTT us>
<D: ui d>55bc30 %{a‘zﬁft o E@Sﬁé@i@fﬁ@i@%@g"d@fﬂ'zwljﬁgﬁ
i sfol der>0</D:Ts rg> i shidden>0O</D: ish idden> <h m read> 1 </h m

read> <7xmi version="1.0"?>
<D:propfind xmins:D="DAV:" xmins:hm="um: schemas hitpmail™ xmins:r="umischemas:maiheader™
xmins:up="urn:schemas:corp:universalproxy™>
<D:prop>
<D:uid/>
<Disfolder/>
<Drishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<msubject/>
<m:date/>
<upisdeleted/>
<D:getcontentiength/>
<D:contentclass/>
</D:prop>
</D:propfind>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Range: rows 0-8; total=9
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xmi version="1.0" encoding="UTF-8"?>
<Dimulistatus xmins:D="DAV:" Xmins: up*"um schemas:corpuniversalproxy"
xminsic="um:schemas:calendar”  xmins:a="um:schemas:contacts:”"  xmins:hm="um:schemas: hitpmail"
xmins:m="urn:schemas:mailheader:">
<D:.contentrange>0-8</D:contentrange>
<D:response>
<D:href>http:/flocalhost:9080/ups/INBOX/6623963; 1</D:href>
<D:propstat>
= - <Drstatus>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>3acb8b38c08ad 33564 35efea144660e3</D:uid>
<Disfolder>0</D:isfolder>
- <Drishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
« <m:from>Mail Delivery Subsystem &it; MAILER—DAEMON@aoI com><lm ‘from>
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<hm hasattachnent> 1 </hm hasattachnent > <|hm :c nportance>l . EV\D
</ hm i npor§am fronrj ohnsm t h@eno. conkl mfrone < 6:4/ X :
Re: Tersr}[:) #1 </ ﬁ]ﬁ(gg | ect> <m date>2003-08-05T23: 05: 27Z</ ECEZ@&E @ﬁ%

i sdel et ed>0</u p: isdel eted> <D:getcontentl engt h>§254</ D:

get cont enti engt h> -
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D. content cl ass> </ D: prop>
</ D: propstat> </D <D: r esponse> . .

<D: href>http://| ocaﬁgﬁg@gﬁﬁfﬁgﬁﬁ;&@%&%@ﬁ@,Sibl%‘?fb: href > <D: propst at >
<D: stat us>HTTP/ 1. 1 2@ 4 '@Jpgi%%ge <D prop> _ -

<D: ui d>07cdf 24a06f hRAhR oA g_ébgﬁloﬁénﬂéh&ﬁ;, <D: isfol der>C<I D

i sfol der> <D i sh i<idenwfsaR-uindnkidtRzes:mbssBied®asteniastd M read> <hm
hasat t achment >O</ kf:pragat t achnment > <hminportance> 1 </ hm i nport ance>

<m f r onpj ohnsni t HEREAREAOM/ m from>  <m subj ect >Re: Test #I-All <I m subj ect >
<m dat €>2003- 082@59%5‘%?4’: 31 Z</ mdate> <up: isdeleted>0 </u p: isdeletod>
<D: get cont ent | eNgiHRO958</ D get cont ent | engt h> _

<D: gont ent cl ass>g§§£§ 3%&2{?95@3&%%? PR54clsfemtci ass> </ D prop>
I,

</D:. propstat> </ Q ' Qnse>
<D hlroef Eht tp://1 oeg]s st ngg%%f é@s iﬁé%ﬁ%%%&%og; 1 </D. href> <D: propstat >

<D: st at us>HTTP/ 1. 1 <Bf Ws@ﬁé&bb@%s%@b@fz@@eé%:um
ui d>0e79a3593253f f kB5IGBESuk/BRBIRBEA98</ D ui d>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subjeci>Re; Test #1-All -French template</m:subject>
<m:date>2003-08-05T23:10:30Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1577</D:getcontentiength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
<{D:propstat>
</D:response>
<D:response>
<D:href>http:/ocalhost:2080/upsINBOX/6623926; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072¢3748¢eff1320f0fa746f797e64b</D:uid>
<Drisfolder>0</D:isfolder>
<D:ishidden>0</Dishidden>
<hmiread>1</hm:read>
o <hm:hasattachment>0</hm:hasattachment>
S <hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: ooFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:07:18Z</m:date>
<up:isdeleted>0<{up:isdeleted>
<D:getcontentlength>1927</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
_ <D:response>
<Drhref>hitp:/lacalhost:9080/ups/INBOX/6623922; 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D prop>
.- <D:uid>11f1¢8e69555d3397 1aea12c09be5021 </D:uid>
- <Disfolder>0</D:isfolder>
<Drishidden>0<M:ishidden>
<hm:read>1</hm:read>
p <hm:hasattachment>0</hm:hasattachment>
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<D: i sfol der>0</D:i sfol der> <D: i shi dden>0O</D: i shi dden> 54 WD 200514020039

PCT/ US2004\@PRds/opzehm read>1 <I hm r ead> POT/US2004/005475
<hm hasat t achnment >0</ hm hasattachnment> <hm i nportance> 1 </q1m | mpor t ance>
<m fronpjohnsm th@eno.com </mfrom> <m subject>Re: Test #1 </ m subject>
<m dat e>2003-08-05T23: 04: 13Z</ m date> <up: isdeleted>0</u p: isdel eted>
<D: getcontenti engt h> 1241 </ D: getcont enti engt h>

<D: cont ent cl ass>;1r b SRhG:-3SAtSmiGSRage</ D: content cl ass> </ D: prop>
</D:propstat> < D3<hﬁ§ﬁ%ﬁ§nith§ier SBRLRERom>

<D: href>http:il ocakmbj'eé@ O S Ah- _ME@%@%%&« D: href > <D: pr opst at >
<D: st at us>HTTP/ 1. 1 <B0ditSEeUIDSSI5TD B85 457 -REEP >

<D: ui d>6060b944e6026p 8444 BafupPebbRad7</ D. ui d>

<D: i sf ol der >0</ D: i sPdegentsntiempths WR0+/OdeicorBentiBngthcs hi dden>

<hm r ead>0</ hm r ead>:coOXpRtpESHNICAiAMsiRsseOmasprdeatonteotchmst >

<hm i nport ance> 1:{3‘95 “l.nportance> <m fronpaol nbrsecurity@ol .

come/ mfrome  <phSRPeE>Security Notice to AOL Menbers</ m subj ect >

<m dat e>2003- 084 00: 582</ m date> <u p: isdel eted>0</u p:isdel eted>

<D: getcontent| eiiﬁlﬁ ﬁe .%ﬁaﬂo%@ﬂﬁsﬂﬁbb%&%ﬁ;‘I<ID:href>

<D: cont ent cl ass>yn:piotb ent - ct asses: nessage</ D: cont ent cl ass> </ D: prop>

</ D: propstat> </ EDERREHISE.1 60 ORIDARERS
<D:prop>
<D.uid>55bc30adib4fb66f3d11b0416¢82b701</D:uid>
<Drisfolder>0</Disfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment> 1<fhm:hasattachment>
<hmimportance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<misubject>0xFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:05:27Z</m:date>
<up:isdelefed>D</up:isdeleted=
<Drgetcontentlength>3254</D:geicontentlength>
<D:contentciass>urn:content-classes:message</D:conteniclass>
</D:prop> :
</D:propstat>
<fD:response>
<D:response>
<D:href>hitp:/Mlocalhost:9080/ups/INBOX/6623910;1</D:href>
<D:propstat>
<D:status>HTTP/.1 200 OK</D:status>
<D:prop>
<D:uid>07cdi24a06{8e84975490feBdc8bfaf</D:uid>
<Diisfolder>0</Disfolder>
<Drishidden>0</D:ishidden>
<hm:read>{</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</nm:importance>
<m:from=>johnsmith@demo.com</m;from:>
<m:subject-Re: Test #1-Ali</m:subject>
<m:.date>2003-08-05T723:04:31Z</m:date>
<upisdeleted>0<fup:isdeleted>
<D:getcontentlength>1258</D:getcontentlengih>
<D:contentclass>urn:content-classes:message</D:contentclass>
<fD:prop>
<{D:propsiat>
z , </D:response>
<D:response>
<D:href>http:/Nlocalhost:9080/ups/INBOX/6623909; 1</D:href>
<D:propstat>
- <D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>0e79a23593253fth3596bfod86873f498</D:uid>
<Disfolder>0</D:isfolder>
« <D:ishidden>0</D;ishidden>
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<D: href>http:/ /1 ocal host: 9080/ ups/ | NBOX/ 6567082; 1 </ D: href > <D: pr opst at >

<D: st at us >kl bRisko2d03400 OK</ D: status> <D: prop> <D: ui d>f 4 <
aa91458f 40f 81 fce3b5e05</D:uid> <D: isfol d e r> 0 <l D?’Ei%ﬁfs\s?@%fﬁoaéﬁe r>

<D: i shi dden>0</ D: i shi dden> <hmread>0</hmread> <hm hasattach nent>0
</hm hasattachnment> <hminportance> 1 </hmi nportance>
<m f r omraol nenberi nfo@ol . conckl m fron> <m subj ect >Conmi ng Soon - ACL 9.0
Opt i m zed</ m subj ecf, e ﬁg]lgf%' >3%903- 07-25T21: 15: 22Z</ mdate> <u p:
Sl et 60504/ up: | SIS R B et cont ent | angt h>
10012</ D: get cont enkhgigiddanceb1</RRthEdiahéaSS>Um cont ent - cl asses:
nmessage</ D. cont ent edngmjohﬁgnmh@@%_cs RDinprpst at > </ D:response>
</D:mul tistatus> PRnhegbjadt-Re: TestHg<mdsubjebxenpl ar Fol der Search Request 55 WO
2005/ 020039 PCT/ US20@iai00®m3B-05Capabi dd<im:asti=sof f ol der: REQUEST: OPTI ONS
/ups HTI P/ 1.1 User siRjedeietedy@iiup:istigie@df conpat i bl e; MSIE 5.5; Wndows NT 5.0)
Connect i on: Keep- ArPgelcopaniengiiedPhtdR:ogogtentiength>
Cooki e: JSESSI ONI D=7 NgaSEDYReo et slasrS IEATDe YR ontentgeestt - Lengt h: O
RESPONSE: HTTP/ QID E‘E%ggbm al l ow. OPTI ONS, PROPFIND, MOVE, DELETE, BDELETE,
BMOVE, SEARCH \sponsi! N: schemas: cor p: uni ver sal proxy: basi csear ch>
Cont ent - Type: t@&&é,ﬁ,@m Content-Length: O
<D:href>hitp:/fiocalhost:3080/ups/INBOX/6605332; 1</D:href>
<Dipropstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>60600944e60256¢814498af29e5/0e4 7</D:uid>
<Diisfolder>0</D:isfolder>
<Dishidden>0</D:ishidden>
<htrread>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aoclmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01T23:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D.getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
=</D:prop>
<fD:propstat>
</D:response>
<Dresponse>
<Drhref>hitp:/Nocalhost:9080/ups/INBOX/6567082; 1</D:href>
<D:propstat=
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>f47b72c8c 12291458408 1fca3b5e06</D:uid>
<D:isfolder>0</D:isfoider>
<D:ishidden>0</D:ishidden>
<hmread>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aolmemberinfo@aol.com</m:from>
<m:subject>Coming Soon - AOL 9.0 Optimized</m:subject>
<m:date>2003-07-25T21:15:22Z</m:date>
<upisdeleted>0</up:isdelated>
<D:getcontentlength>10012</D:getcontentlength>
- <D:contentclass>urn:conteni-classes:message</D:contentclass>
% . <ID:prop>
</D:propstat>
</D:response>
<fD:muttistatus>

Program Listing #3 — Exemplary Folder Search Reguest
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Date: Wed, 06 Aug 2003 18:20:28 GMIr Server: Apache Coyote/ 1.0 Search for
fol ders: SEARCH [ups HTTP/1.1 Depth: 1,noroo ag

no- cache Content gPy text/xm User-Agent. Mzillal4. 0tP ?F[}s%weg;rg% VBl E
5.5; Wndows NT 5.0) Connect i on: Keep- Ali ve Host: | ocal host9080

Cooki e: JSESSI O\II D=C70OCD1AED7D2BE210B34D93F7ACD6935 Content-Length: 922
<?xnl version="1.0"?> <D: searchrequest xm ns: D="DAV:"

xm ns:t="urn: %’%P RSs GQLigsUni ver sal proxy"> <t basicsearch> <D:select> <D
prop><D: uid/>< prop> <D: prop> <D:contentcl ass/ ></D: prop>

<D: pr op><D: di s@m@ane/ ></ D prop> </D:select> <D from> <D:scope>

<D: hr ef >ur | </ RHM@iSUPsBTU®PHNh>1 </ D. dept h> </ D:scope> </D:fronp

<D: wher e>  <DUsgprAgenDMorilgisg Rompaiitice MSIH G5 INindavis: T S0P

<D: li t er al >ur Pooeastiemieed-Aivees: mai | fol der</D: | iteral> </ D eqg> </D: where>

</ t: basi csear &lost locglipsE¥BPchr equest > RESPONSE:
Cookie: JSESSIONID=C70CD1AED7D2BE210834D93F7ACDB235

Content-Length: 0

RESPONSE:

HTTP/M.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
das!: <urn:schemas:corp:universalproxy.basicsearch>

Content-Type: text/plain

Contenf-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server. Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH fups HTTPH.1

Depth: 1,noroot

Brief:

Pragma: no-cache

Content-Type: fext/xmi

User-Agent: Mozilla/4.0 {compafible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: locaihost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACDE935
Content-Length: 922

<?xml version="1.0"?>
<Disearchrequest xmins:D="DAV:" xmins:t="urn:schemas:corp:universalproxy">
<tbasicsearch>
<D:select>
<D:prop><D:uid/></D:prop>
<D:prop><D:contentclassf></D:prop>
<D prop><D:displayname/></D.prop>
</D:.select>
<D:from=
<D:scope>
<D:href>uri</D:href>
<D:depth>1</D:depth>
</D.scope>
</D:from>
<D:where>
= <D:eg>
<D:prop=><D;conteniclass/></D.prop>
<Diliteral>urn:content-classes:mailfolder</D:literal>
</Deqg>
- </D:where>
<ft:basicsearch>
</D:searchrequest>

. RESPONSE:
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56 WD 2005/ 020039 PCT/ US2004/ 005475 HTTP/ 1.1 207 Ml ti- Status
Co_nt ent - TYe® mbgggogﬁi_ Transf er - Encodi ng: chunked Dat e: \%dlm&gﬂﬁ%gmzl(?%
18:20: 28 GMI'  Server: Apache Coyote/ 1.0 <?xm version= enco UTF
8"7?> <D:mul tistatus xm ns: D="DAV: "
Xm ns: up="urn: schemas: cor p: uni ver sal proxy' xm ns:c-="um schenas: cal endar . "
Xxm ns: a="um schemas: contacts:" xm ns: hm="urn: schemas: httpmail :"
Xm ns: mE" um scREmRst. n2o7 hemdetus” > <D: response>
<D: hr ef >ht t p: / /Gooteat-Tupst te@BB80/ ups/ | NBOX/ </ D: href > <D pr opst at >
<D: st at us>|—|‘|’TP/TIa“ff325EDCC@N9MDUBIteat us> <D prop>
<D: ui d>c90d66b Wed o¥Aur 2088 262012868188 </ D: ui d> <D
cont ent ¢l ass>urfiVEbAPRTE Cveled@s: mai t f ol der </ D: cont ent cl ass>
<D: di spl aynanezh </ 0. di, > </ D:prop> </D: propstat >
</ D: r esponse> ?D’Lga‘%"/" Add §F')°é’ & ,,hf'tp /] ocal host : 9030/upsNOI CEé)g/rAl
U</ D: hr ef > ymrBeP 2 % % SO miverggipn Yop>
D> d>Cabhmaa#l¥%r§£§§§%§w ar.S ﬁu g %% glEcts ‘d(%s(?e "Urn:schemas: htpmail:
<D: cont ent cl assx=Dirasppagd-ent - cl asses: mai tfoI der </ D: cont ent ct ass>
<D di spl ayname>VGEDOeMitinidahostioog/ ppemaner/<fliper op> </ D: propst at >
</ D: response> </ Blmudpstatt at us> Program Listing #4 - Exenplary
Configuration Fil eD:siptasshlITEH. ‘COROKsIstalms="ur n: content - cl asses:
mai | ol der " <D:prop>
<D:uid>c90d66b2362a1a0be3df18520212663</D:uid>
<D:contentclass>urn:content-classes:maiffolder</D: conteniclass>
<D:displayname>INBOX/</D:displayname>
</Dcprop>
</D:propstat>
</Dresponse> -
<D:response>
<Drhref>http://localhost:9080/ups/VOICE-MAIL/</D:href>
<D:propstat>
<Brstatus>HTTR/1.1 200 OK</D:status>
<D:prop>
<D:uid>cabbce34709ab79d2ad2d5334d998272</D:vid>
<D:contentclass>urn:content-classes: mailfolder</D: contentclass> -
<D:displayname>VOICE-MAIL/</D:displayname>
</Dxprop>
</D.propstat>
</D:.response>
</D:multistatus>

Program Listing #4 - Exemplary Configuration File

<resource
contentclass="urn:content-classes:mailfolder*
Javaclass="com.teamon.proxy.data.impt. MailFoldertmpl"
responsecacheduration="0"
cachestrength="0">

<request method="PROPFIND">

<header name="Brief" value="t" >
<header name="Content-Type" value="text/xm[/>
<header name="Depth" value="1,noroot"/>
<header name="Range" value="rows=$rangeStari$-$rangeEnd$"/>
<header name="Pragma" value="no-cache"/>
<header name="X_UP_REFRESH_CACHE" value="force" />
<body><i{[CDATA[
<?xm{ version="1.0"?>
i <D:propfind
- xmins:D="DAV:"

xmins:hm="urn:schemas:httprnail:"
xmins:m="urn:schemas:maitheader:"
xmIns:Up=“um:schemas:teamon:universaiproxy“>

57



j avacl ass="com t eanon. proxy. data. inpl. Mai | Fol derl mpl"
responsecaajmgjygg,@jobgn "0" cachestrengt h="0"> <request nﬁé#‘k‘?ﬁ'sz_" ND' >
<header nane="Brief' value="f' /> <header nane="Content-Type 06 IS

val ue="text/xm "/ > <header name="Depth" val ue="1, noroot"/> <header
name="Range" val ue="rows=$rangeSt art $, $r angeEnd$"/> <header nane="Pragna"
val ue="no-cache"/ > <header nane="X UP_REFRESH CACHE" val ue="force" />
<bodyxi [ CDATA[ <?xmD:pregssi on="1.0" 7> <D propf| nd xm ns: D="DAV "

xm ns: hme"urn: schemesxdd/gpmai ! " xmns: nmE"u rn: schemas: nuail header: "
xm ns: up="ur n: schenmedX:isfedenrn: uni ver sal proxy"> 57 WO 2005/ 020039

PCT/ US2004/ 005475 <B:iphidden/><D; ui d/ > <D.isfol der/> <D:ishidden/>
<hmread/ > <hm hasa&ad€#ient/> <hminportance/> <mfrom > <m subject/>
<m date/> <up:i sdel< @tac itiget cont ent | engt h/ >  <D: cont ent ¢l ass/ >

</ D. prop> </ D: propfi 5;% body> </request>

<im: subjectb-
<m.date/>
<up:isdeleted/>
<D:getcontentiength/>
<D:contentclass/>
<{D:prop>
</Dpropfind> -
1>
</body>
<frequest>
<fresource>
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</resource> 58 THAT WHICH IS CLAIMED I S: 1. A communi cations system
conprising: a plurality of data storage devices each wusing at |east one of
a plurality of different operating protocols; a plurality of nobile

Wi rel ess conmmuni cati ons devices for accessing said plurality of data
storage devices and each using at |east one of the plurality of different
operating protocols; and a protocol interface device for processing data
in accordance with a nulti - T8A&r WSLGHo S CRAIMED 3f/d conprising a protoco
engi ne nodul e for communicating with said plurality of data storage

devi ces using respective operating protocols, and a front-end proxy nodul e
coupled to said prototol Aeagimenaadt ConPr ¢ gstigm acsmspesinye protocol proxy
nodul e for connunicatinﬁ%mnth said_plurality of nobile wreless

conmmuni cations devi ced ?ﬁ@lbﬁﬁhoﬁl@?E@eﬁ?oﬁﬁ%?a??ﬁbce%r%%%%ol and at

| east one copERAGCREe1SLEYI 68 HPAMIS1ePAPI £ Lp $REFLPLOLOCOl proxy
modul es and comuni cating therewith at a first layer of the nmulti-layer

pr ot ocol nn@@ﬁrahHHQOMﬂ@h¢©@i$ng mnth sai d protocol englne nodul e at a

d | f th - the. fi
Covor 5375 The commi Bl AYEL DLPURGR 1 TP o] QY ol C2EH AL | aver

conprises a detweX fayeiccadshinyhes &i nollnea BEEPNs | @yed sodPpidgses a data
layer. devices and each using at least one of the plurality of
different operating protocols; and
a protocol interface device for processing
data in accordance with a multi-layer protocol model
and comprising
a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols, and
a front-end proxy module coupled to said
protocol engine and comprising
a respective protocol proxy module
for communicating with said plurality
of mobile wireless communications
devices using each different operating
protocol, and
at least one common core service
module coupled to said protocol proxy
modules and communicating therewith at a
first layer of the multi-layer protocol
model and communicating with said
protocol- engine module at a second layer
of the multi-~layer protocol model lower

than the first layer.
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3. The communi cations systemof Claiml1 wherein said protocol interface
device further conprises at |east one configuration file nodule coupled
to said at | east one common core service nodule for storing a first set of
configuration files for configuring common core services at the first

| ayer, and for storing a second set of configuration files for

configuring comobn core services at the second |ayer. 4. The communi cati ons
systemof Caimi1l whefei BheatdmmtnieasiocnnesyoitrronoCofeaserVice nodule is
for at |east_gn tin raffic between said rotocpl proxy nodul es
and said pr oygggﬁgén%ﬁﬁe%ﬁgaél 62 Y acc B8R Ny Uat an?g%%]ga?%y Furdifty of

dat a storagewhdewigeshecandcoradesvag dahprioss saidghiph urayéty of nobile

Wi rel ess communi cations devices. 5. The comruni cations systemof Claim1l
wherein said at | east one common core service nodule conprises a plurality
of handlers for interfacifgeSabfinuR{OLlOLols pgfgqy frodul s, W th said protocol
engi ne nodul e. 6. The communi cations system o Cﬁ aimb5 erein said
plurality ofwhebebeosapd oryonodol esnt enfwes tdacioes sfueguest s from sai d
plurality ofcgobirl geswi{ejaess comuni cat | ons. deviuchgls to ﬁo]mmn access
parameters; aRdWhetei A sard f r oAt - €W PFOG ol &S fIRTHeT conpri ses a
flow control teiphedute $91d 4€CBENSHNGoridEcERIBID RS OSSrPREAMRIAISe f rom
said 60 plurality of proxy nodul es and sel ecting desired handlers for
processi ng tHeF edforimg et borimtfle 4 F orrNEiateh gtn dales 1fomherein said
at | east on SOFTRR, i C F:%’rpd' r dul e for
cooperati ngecvm' th sai%&%ﬁ%%l%%%gﬁfol ul es 1J‘to o?fn}al'?&ggft%?%"r) sai d
plurality ofambbide sticrinssa cormmum cadti oS cenfiicpsrat Bon Thiel eonffami cat i ons

systemof Caim.7 wherein said at |east, one co n core rvi ce nodul e
fUrther comsrP B W i (EHERET & e Y ity g HBeond. 1aver.

4. The communications system of Claim 1
wherein said at least one common core service module is
for at least one of routing traffic between said
protocol proxy modules and said protocol engine module,
accessing data from said plurality of data storage
devices, and rendering data for said plurality of

mobile wireless communicaticns devices.

5. The communications system of Claim 1
wherein said at least one common core service module
comprises a plurality of handlers for interfacing said

protocol proxy modules with said protocol engine module.

6. The communications system of Claim 5
wherein said plurality of protocol proxy modules
convert access requests from said plurality of mobile
wireless communications devices to common access
parameters; and wherein said front-end proxy module
further comprises a flow controller module for

receiving the common access parameters from said
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engi ne nodul e coupled to said renderer nodule. 9. The communications system
of Caim8 wherein said XM. engi ne nodul e conpri ses an extensible

styl esheet |anguage transformations (XSLT) engine nodule. 10. The

comuni cations systemof Claim8 wherein said at | east one conmon core
service nodule further conprises a nenory coupled to said XM engi ne
modul e for storing a plurality of tenplates corresponding to respective
operating pr@ﬂéééﬁétY1Qf Arprgt vedhlént enflaseldevivg flesireédterfacing a

plurality of I i1 el nggn' tions devices with a plurality of
dat a storagehgg§%%232%5?h§§§8%§?é '#%%E%ggbonnunications devices and the
data storage devices each using at |east one of a plurality of different
operating protocols, and the protocol interface device processing data in

accordance 61 with a nittt2PafeFmPRIEREHPIFoBEF e hel pFbeBol  interface

devi ce conpri;fkPginasRiQt QE01 <8881 HEe MOSHH&n F 05 rEOFBURE CALJ NG, 1M th the
plurality of data storage devices using respective operating protocols;
and a front - epiPpi o8y avtehdereupheduie® Sar dcoppetraciohg enyimesand

conpri sing i Ve protoco roxy-mopdul e, for _comunicating with the
plurality o?p%§§$$§i r?%¥e%%8%%%gu%?c%?¥%ﬁ§ Uaut BT UETHY each different
oper ati ng prpiecslitandf akobedstw OREl COIMBARER EcSeivhsedapiube. coupled to

sai d protocol proxy nodules and comunicating therewith at a first |ayer
of the nmulti-layer protocol nodel and comunicating with said protoco

engine modul e al a segonshl aysimdl te S tlgl@yproe REpLAEO) model | over

than the first layer. 12. The protoc I ntertface device C aim
wherein said at least one common core service module

further comprises an extensible mark-up language (XML)

engine module coupled to said renderer module.

9. The communications system of Claim 8
wherein said XML engine module comprises an extensible
stylesheet language transformations (XSLT) engine

module.

10. The communications system of Claim 8
wherein said at least one common core service module
further comprises a memory coupled to said XML engine
module for storing a plurality of templates

corresponding to respective operating protocols.

11. A protocol interface device for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and
the data storage devices each using at least one of a
plurality of different operating protocols, and the

protocol interface device processing data in accordance
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11 wherein the first layer conprises a network |ayer, and wherein the
second | ayer conprises a data layer. 13. The protocol interface device of
Claim 11 further conprising at |east one configuration file nodule coupled
to said at | east one common core service nodule for storing a first set of
configuration files for configuring comon core services at the first

| ayer, and for storing a second set of configuration files for configuring
conmon cor e $eENi zesubtithevesavondetayencddl, The protocsl interface
device of d aj 1.wherein said at | east one common core service nodul e
is for at Ie%g %ﬁgé(:%fd?%h eincéori%prra F1'¢ bet ween said prot ocol proxy nodul es
and said protocol engiaeprothts], emfnesShd@ulat fof remmhel gptiadity of data
storage devices, and rendering data for the plurality of nmobile wreless
conmuni cat i ofs et e RIVABL LYY Rf HREF PP FRET FRTIFS W@l ity of nobile

wirel ess compaihCat | POS,Glevi Chsy Al &epldralidy of data storage devices,

the nobile wireless connmunications devices and the data storage devices
each using at |east one bfordpng giaxy ofodifd ermmledpey agdid) prot ocol s,
and the prot o&% égf ee[face daev' ce rocessing data in accordance with a

mul ti-1ayer Pprotocol T HbdEl , *he Wt Hod &npri si ng: providing a protocol

engi ne nodule for comuni catidipadtird herddatiad idno:0f daha Styage

devi ces using respective operating protocols; and providing a front-end

proxy nodul e conpri si MPMBHHSHIEAT Vel tdt ditee a1 yrachdyt sisfu ek oke
communi cating with the,pldiald entfudRild fondi d&} 295 TR AL ons devi ces
using each different operating protocol, and at Teast one commn core
service nodul e coupl eti iferndnd pretedoingrmmotomedyl esidand conmuni cat i ng
therewith at a first |layer of ,
at least one common core service module
coupled to said protocol proxy modules and
communicating therewith at a first layer of
the multi-layer protocol model and
communicating with said protocol engine
module at a second layer of the multi-layer

protocol model lower than the first layer.

12. The protoceol interface device of Claim
11 wherein the first layer comprises a network layer,

and wherein the second layer comprises a data layer.

13. The protocol interface device of Claim
11 further comprising at least one configuration file
module coupled to said at least one common core service
module for storing a first set of configuration files
for configuring common core services at the first
layer, and for storing a second set of configuration
files for configuring common core services at the

second layer.

14. The protocol interface device of Claim
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the nulti-layer protocol nodel and comunicating with the protocol engine
nodul e at a second |ayer of the nulti-layer protocol nodel |ower than the
first layer. 63 16. The nethod of Claim 15 wherein the first |ayer
conprises a network | ayer, and wherein the second |ayer conprises a data

| ayer. 17. The method of Claim 15 further conprising coupling at |east one
configuration file nodule to the at | east one common core service nodul e
for storing alfvheresetsaidconfigushtden $emeenfepre confVyeeimgdebemon core

services at 1hechiral 188t on8ndeT00uB10L! 0 AepECONA, 8L ol gonf i guration

files for configuring conmon core servic e second layer. 18. The

nmet hod of C protdSowhereiy mhdubés dedstadheprondanl coiglsernddelapdul e is

for at | east_ one of rcguti en the <Erotocol proxy nodul es
n

traffi t
and the protdEoFeBhyy a%g%‘@fqa%%g%ﬁi? HaY 01 19 R theCHEF al ity of data

storage devigesica@dd an@neeiddss dat daforedhecipl wahidyi ©f sPhhdsivkrel ess
communi cations devices. 19. A conputer-readable nediumfor interfacing a
plurality of "hodl¢es weeneskcattbmmainieatdons devices with a plurality of
data storage devices based upon a nmulti-layer protocol nodel, the nobile
wi rel ess communi cations devices and the data storage devices each using at
| east one of a pluralily. mdfneidderent opesatdhProtwootsiithes
corrputer-readag)l e medium conprising: a protocol engine nodul e for

communi cat i PP e H 1! §51 rSRRYn 2 R JOFERRS divile et RISiFRy- it espect i ve
operating prof gl s;s@hde Idopcend proxy,podule ,conud sing 64 a

respective protocol proxy nodule for V conmunicating wth the plurality of
nobi | e communications devices and the data storage devices
each using at least one of a plurality of different
operating protocols, and the protocol interface device
processing data in accordance with a multi-layer
protocol model, the method comprising:
providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols; and
providing a front-end proxy module comprising
a respective protocel proxy module for
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and
at least one common core service module
coupled to the protocol proxy modules and
communicating therewith at a first layer of
the multi-layer protocol model and
communicating with the protocol engine module
at a second layer of the multi-layer protocol

model lower than the first layer.
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wi rel ess conmmuni cati ons devices using each different operating protocol,
and at | east one common core service nodule coupled to the protocol proxy
nodul es and conmmunicating therewith at a first layer of the nulti-Ilayer
protocol nodel and conmmunicating with the protocol engine nodule at a
second |l ayer of the multi-layer protocol nodel |lower than the first |ayer.
20. The conputer-readable nmediumof Caim19 wherein the first |ayer
conprises a network |ayér, ThAdnehhederh Eheimetdndhtager tbapfises a data

| ayer. 21 The,computetsteadabhe pedlum o, O i afe LKt DeL comprising at

| east one conffgurati ul'é cou 'edst Bhe ¢omon
core servicelappdutempoisssoni dgta tayst. set of conflguratlon files for
configuring conmon core services at the first layer, and for storing a
second set of configuration files for configuring common core services at

the second |ayer. 22. 1TheT§Qn@gg§5dr§§d@p£§mn§§|g@}@ﬁegla|n119 wher ei n
the at | east one common core service nodule is for at |east one of routing

traffic betm%@mp¥h%l@@o@©@©ll@@o&§ hoast esnandonhegprat beol fehgi ne nodul e,
accessing data f{ % | ur a of data storage deV|ces and rendering
data for the p %rgr% ? o i%égtw§?%l%%%m%% nt cATT Ohs® %%% 65

for storlng a first set of conflguratlon files for

configuring common core services at the first laver,

and for storing a second set of configuration files for

configuring common core services at the second layer.

18. The method of Claim 15 wherein the at
least one common core service module is for at least
one of routing traffic between the protocol proxy
modules and the protocol engine module, accessing data
from the plurality of data storage devices, and
rendering data for the plurality of mobile wireless

communications devices.

19. A computer-readable medium for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices based upon a multi-layer protocol model, the
mobile wireless communications devices and the data
storage devices each using at least one of a plurality
of different operating protocols, the computer-readable
medium comprising:

a protocol engine module for communicating
with the plurality of data storage devices using
respective operating protocols; and

a front-end proxy module comprising
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a respective protocol proxy module for V
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and

at least one common core service module
coupled to the protocol proxy modules and
communicating therewith at a first layer of
the multi-layer protocol model and
communicating with the protocol engine module
at a second layer of the multi-layer protocol

model lower than the first layer.

20. The computer-readable medium of Claim 19
wherein the first layer comprises a network layer, and

wherein the second layer comprises a data layer.

21. The computer-readable medium of Claim 19
further comprising at least one configuration file
module coupled to the at least one common core service
module for storing a first set of configuration files
for configuring common core services at the first
layer, and for storing a second set of configuration
files for configuring common core services at the

second layer.

22. The computer-readable medium of Claim 19
wherein the at least one common core service module 1is
for at least one of routing traffic between the
protocol proxy modules and the protocol engine module,
accessing data from the plurality of data storage
devices, and rendering data for the plurality of mobile

wireless communications devices.
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