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WD 2005/ 006159 PCT/ US2004/ 019254 TRUSTED PERI PHERAL

MECHANI SM COPYRI GHT NOTI CE [ 0001] Contained herein is
woreaosiod@b9 t hat is subject to copyright protectPONUS2084/019254

The copyri ght owner has no objection to the facsimle

reproduction of the patent disclosure by any person

as it appears in the Patent and Trademark O fice

patent files TRusemy PdRiPRERA MR CIARISESET ves al |

rights to the copyright whatsoever. FIELD OF THE

| NVENTI ON 10 [ 0002] The present invention relates to

COERYRPCGHE NOYFiEps; nore particularly, the present
invention relates to conputer systens that may operate

atr d QL ,secur.ed envi.ronnent . . BACKGROUN
1000150531 " Kb RE LRERHIE Rafmia BAFE Rkieck &1 comi gk otestion.
transactions being perforned on |local or renote
The gppyigbhpuner bahae ofpjectinnitoplae fﬁ&sﬂnﬂe téproduction of the patent
establishment of "trusted"” or "secured" m croprocessor
discRigviké By ﬁﬁ rsd'i’ﬂ&s it i)?)%l%"fhttﬂg ?ﬁté?ﬂ\éhﬂof%@h%rk 'O£-8 patent
sol ve |s hat of f prlvacy or data
. ru bused. Users%];il nt the| prlvate
fles R e R il APV SeiteseTots all SBTMRLTIIE RTINS BiateRavar
alter ed or used in inappropriate transactions.
Exanpl es of these include unintentional release of

FIEEROE IHE ENMENTIONe! ectronic theft of funds from an
on-line bank or other deposi tory Simlarly, content

0080 5 e B 10 PO ST P, o

in, general) from being copi ed wi t hout
Part%?Hi bt itha present InvgptivposlaiestosPmoTieysgsemsohep sy operate

in a trusted or secured environment.

BACKGROUND

[0003] The increasing number of financial and personal transactions being
performed on local or remote microcomputers has given impetus for the
establishment of “trusted” or “secured” microprocessor environments. The
problem these environments try to solve is that of loss of privacy, or data being
corrupted or abused. Users do not want their private data made public. They
also do not want their data altered or used in inappropriate transactions.
Examples of these include unintentional release of medical records or electronic
theft of funds from an on-line bank or other depository. Similarly, content
providers seek to protect digital content (for example, music, other audio, video,

or other types of data in general) from being copied without authorization.
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[ 0004] However, a Universal Serial Bus (USB), adhering
to a 2.0 standard devel oped by Conpaqg, |BM DEC,
w0 niosloge1sd cr osoft, NEC, and Northern Tel ecom PEDES®0£019254

significant problemto trusted input/output (1/0. A
USB is a plug-and- play interface between a conputer
system and an add-on device (e.g., a 5 keyboard). The

[0004 onput élowyser mUyiviersal ByrialBuadésB)aadbéning tea tthsthndard
that is associated with the USB devi ce. [0005]

deveh%e'd%f’@% SIBNI, DHESENRY Akcrb8oH, N ROt §RH IP@(I)IItMelQleT elecom,

t'o np data transmtted to/ fromthe

posehf FeBilirn a'tmg;]@g it ot (gl 7R ﬁ%ﬁ’swlg&md—

USB software is to encrypt 10 data transmtted to or
play irdedfawebetiraem a tempBRrpysicphendan adolren eeyidet(e.gpraobl em
with the encryption nmethod is that the USB stack

0
eyt B TSRy My SRR RS BRI s
bypassi USB st ack by transm tting encryption
assoqiahrd Vi ﬁg}é‘f{}%& ViCqeyboard peripheral. In such a

mechani sm a user is 15 pronpted to type keystrokes
Jo005)n t he Melydioas dodairoa AEB dtacleaddd potertialiy pe vead keynodify
Such a nechanismis ineffici ent si nce it would require

data %ﬁﬁs tﬁéd‘c f&éfxﬁechﬁﬁjé?géﬁﬁﬁé(r ], e o'ﬁ?é/ﬁf %éc‘)t‘é%o SR tirely

er sys
Al ternati veI y, the keyboard would require non vol atile

diffeyvigeyices (regethes ued o tweary sealicieus HgBeftwasats to encrypt

keystrokes each tine the keyboard is 20 powered. This

data Waubshitt@btd br tatedred Refrehs @SB peapheifadr Hoay&aay the problem
manuf acture. I n addition, such a nechanismis not

with SRPLAGIRLEn LiraGs Wb IR ISYRRRE et RNGTaLs vy "

I
ess an enc i On €5 ad

inline between the conputer s sten1and t he
transpaittinghenay ptivhikeyaite the perdeherel.an i ncrease in costs. 2

[0006] One mechanism includes bypassing the USB stack by transmitting
encryption keys directly to a keyboard peripheral. In such a mechanism, a user is
prompted to type keystrokes on the keyboard in order to enter an encryption key.
Such a mechanism is inefficient since it would require the user to type up to sixty-
three keystrokes each time the computer system is started up.

[0007] Alternatively, the keyboard would require non-volatile memory
storage to avoid the user having to input keystrokes each time the keyboard is
powered. This would result in an increase in cost for keyboard manufacture. In
addition, such a mechanism is not applicable for use in non-keyboard peripherals,
such as a mouse, unless an encryption dongle is added inline between the

computer system and the peripheral. This also leads to an increase in costs.

2
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WD 2005/ 006159 PCT/ US2004/ 019254 BRI EF DESCRI PTI ON OF
THE DRAW NGS [ 0008] The invention is illustrated by
wowrysobeiexanpl e and not limtation in the fi geeEESWN4/019254
t he acconpanyi ng drawi ngs, in which |ike references
i ndi cate simlar elenments, and in which: 5 [0009]
gure 1 is a block diagram of one enbodi nent of a

BRIEEWSC&IPT&WQHTFWMAWMS 2 is a block diagram

illustrating one enbodi nent of a central processing

[oo08]Ni t ( GRldinvEREdd s ifiaHttedby ﬁraz ¢t xaknysle a8HaBE limitation in

il ust rati ng one enbodi nent ‘of 10 nmenory; and

ure 4 is. a flow diagr aone, enbodi
the FEPaoh e PR AR R B D8 ARy HoR J PG aate
devi ce. DETAI LED DESCRI PTI ON [ 0013] A nechanismto
similguelearenés andustwlbichSB i nput /output (1/ 0 at a 15
conmput er systemis described. According to one

[0009T00di MBBre Pisld HRERWiRYan blond BSLEATRBAESS z§¥§1tn%‘ﬁ‘té18
i'mpl enented to transmt-encryption keys to a USB

eri pheral without using a USB stack. [0014] In the
SYSteP%’I | owi ng detail ed description of the present
i nvention nunerous specific details are set forth in
[001Q3r der tRigpreddiscteblack kbagraghiliGtuatiderateamdbodinéntt dfer central
present invention. However, it will be apparent to one

i tkopthe art that the present invention may be
pmc%érgagtl ceg UFhout these specific details. In other

1001410 b7 0 GRBANEAR P FBF oAk LHsERA O R B RITER Grier
to avoid obscurlng t he

memory; and

[0012] Figure 4 is a flow diagram of one embodiment of transmitting an

encryption key to a peripheral device.

DETAILED DESCRIPTION

[0013] A mechanism to guarantee trusted USB input/output (I/O) at a

computer system is described. According to one embodiment, a trusted port in

the computer system is implemented to transmit encryption keys to a USB

peripheral without using a USB stack.

[0014] In the following detailed description of the present invention

numerous specific details are set forth in order to provide a thorough

understanding of the present invention. However, it will be apparent to one

skilled in the art that the present invention may be practiced without these

specific details. In other instances, well-known structures and devices are shown

in block diagram form, rather than in detail, in order to avoid obscuring the

3
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3 WO 2005/ 006159 PCT/ US2004/ 019254 present invention.
[ 0015] Reference in the specification to "one
wepdsdodrent " or "an enbodi nent” nmeans that aPCT/US2004/019254

particul ar feature, structure, or characteristic

described in connection with the enbodinent is

included in at | east one 5 enbodi nent of the
presdntyeveritm. The appear ances of the phrase "in one

enmbodi nent” in various places in the specification are

[0015[" ot n e%%éx%hté h &ld sﬁe@ffﬁhﬁbﬁgo “bAe tifbotBARNETBPdAENT .
Figure 1 is a block diagram of one enbodi nent

embq%me@%"grp s eilmt%wﬁwaiag&s?%%@%% Cllystepisti

coupled to bus 105. In one enbodinment, CPU 102 is a
descrbert Bssmmection veitlPte émivpdjméinis Iuyclude@ inetkwet gne
including the Pentiun(r) Il processor famly,

embdchifidnt OF e 1|n|v|ent19ﬁ09ﬁ§ ara‘?‘ﬁgs BEBld Oﬂ%ﬁé “InVone
f r at

processors avail abl e r Intel Corp 1on of Santa

ara,, Californi rnatively, other CPUs
embagiBiFit] BOYHIOH Blares 3 16 SpepiGeHon ALy Ak Ry Al i
one enbodi nent of CPU 102. 15 In one enbodi nent,
to thd §&me eolhoddmentiche nenory (cache) 220, enbedded key
230, and page table (PT) registers 240. Al or part of

h
oonefoct, 9D DS in B OBMEL B o 2ot
menory 225 is a nmenor sufficient protection
systegt & NEoRpusS P L0 Wéﬁaes aﬁ%%ld?n%g%f%vn&(&’ﬁ) 102
(e.g., any device other than the associated CPU 102)

coupWdl 10ebd01 08¢ Th \oaleeinibsd ianddit) CRUEL 028 RIprocéd30l 8 thaPédteum®
|Ilustrated enbodi ment, cache 220 may have various

famﬂé/rc%% %{r;)(gessr%g%py uc{n ing 5}}1 fﬁlitgu § g\é?erﬁ:g?ﬁ%oﬁ %ﬁmﬁy,aﬁer?hum® 111
processors, and Pentium® IV processors available from Intel Corporation of Santa
Clara, California. Alternatively, other CPUs may be used.

[0017] Figure 2 is a block diagram illustrating one embodiment of CPU 102.
In one embodiment, CPU 102 includes cache memory (cache) 220, embedded key
230, and page table (PT) registers 240. All or part of cache 220 may include, or be
convertible to, private memory (PIM) 225. According to one embodiment, private
memory 225 is a memory with sufficient protections to prevent access to it by any
unauthorized device (e.g., any device other than the associated CPU 102) while
activated as a private memory.

[0018] In the illustrated embodiment, cache 220 may have various features
to permit its selective isolation as a private memory. In another embodiment not

shown, private memory 225 may be external to and separate from cache memory

4
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shown, private nenory 225 may be external to and
separate from cache nenory 4 WO 2005/006159
weEasEAN4/ 019254 550, but still associ at ed MET/OSIOPIN19254

102. Key 230 may be an enbedded key to be used for
encryption, decryption, and/or validation of various

bl ocks of data and/or code. PT registers 240 ma

550, st associntedt withn GPUNSGI ey B0rmay derni Efrybeqh@d)iiy to be

pages t hat are to be accessible only by protected

used $8€€nc Eﬁo ?'itlfﬁﬁ‘ Y/ J13e8iR1af0R JFariols l1E>?oc1<s of data
pr ot ec 001 Referrl ng back to F| gure 1, a

and /B EPifeR gga%frar PHEr0n B SRS v orToof RGO fagRtey

include a nenory controller 112 that is coupled to a
mempry pagysthemretdreactesibleainly byysoémterbowdss andsvbidbr es
data and sequences of instructions that are executed

memlg%y %Q%Qge%tgbe@&&t&pr devi ce included in system

n one enbodi nment rral n system nmenory 115

100195 S RS O A8y DRPRT LR E8 HLPHGH Bt W 105

menory types. Additional deV| ces may al so be coupl ed
Chipset 107sndlobes amémasy ocvhtrolieb QA alid). dvICHL0 npryeinclude a
system nmenories. 15 [0020] Figure 3 is a block diagram

mem'okj E&ﬁﬁ@fléﬁ‘ﬁﬁ%ﬁt 5 %ﬂéﬁ?% a Blai g&@h mbhtor SﬁfSe Nihi20

ure 3, nmenory may I nc pr ot ect menory
tabl e 320 and trusted sof tware /w) nonitor 330. In

systegpmenaeiyotliorienes data ppd segeendes p}ﬁtt%toes 4bay are executed by
table to define which menory bl ocks (where a nenory

CPUNKDR0k ang cdhé¢rdgdcoinchoddd i 1a0d e saelehtbodineny, main
| ocations) in nenory 115 are to be inaccessible to

S R L T i

main system memory 115 may be implemented using other memory types.
Additional devices may also be coupled to bus 105, such as multiple CPUs and/or
multiple system memories.

[0020] Figure 3 is a block diagram illustrating one embodiment of memory
115. Referring to Figure 3, memory 115 may include protected memory table 320
and trusted software (s/w) monitor 330. In some embodiments, protected
memory table 320 is a table to define which memory blocks (where a memory
block is a range of contiguously addressable memory locations) in memory 115
are to be inaccessible to direct memory access (DMA) transfers.

[0021] Since all accesses to memory 115 go through MCH 110, MCH 110
may check protected memory table 320 before permitting any DMA transfer to

take place. In a particular embodiment, MCH 110 may use caching techniques to
5
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may check protected nenory table 320 before permtting
any DVA transfer to take place. In a particular
wepdsmdodrent, MCH 110 nay use cachi ng techni queRBCT/USH0V9254

2005/ 006159 PCT/ US2004/ 019254 reduce the nunber of

necessary accesses to protected nenory table 320.

[0022] In one enbodi nent, protected nenory table 320
reduics themplisrien bédecessary acabdses bd photestedunemossp ¢ablbidR0.

corresponding to a particular nenory block in nenory

15 (e. | '
00281, (2 oo O SRR . 008 e o

ro tyansfers and a logic 'O indicatin e. .
a tabid AEDI rh 251 Bl o BP0 2 pprich fnmarmope biidkdn,
the nenory bl ocks protected from DVA transfers by

menprytldbi(egd. meawbit hapterré@tbrmato deinghepsgarevitie adogic 17
bl ocks restricted to protected processing by PT

indida8@ h | : dy :

I TR, o Bh o S0 | o golel B8 2B Fiicating the
prot ected operating enyironnent once the protected

Pagedp &heP REOleR -ohh% Rergdar gpenationt tis mepydy blecks protected
particul ar enmbodi ment, trusted s/w nonitor 330 is

froml DWvBA ¢rhnséarb pyiproteetat snebi@yitable 820 ke bprthé esednémony
data transfers (e.g., DVA transfers) by protected

t i HYgt
block e ) Br e e oy M iR S O T,
fromunprotected_ and/or 15 unauthorized devices. The
[0023]; ot ect]gboﬂ?e‘?%ﬁ]a?dk%ﬁlﬂet@?@dnﬁ{w anenjter H0apenitereand controls
fromalteration by data transactions by protecting the

a protered Y perattiks ehviedutbRBond blegabaed taeopsmtingdrs ipdnent has
P [ 0024] IjFeeeferri ng back to Fi gurqg 1, I\/Cqullo irgr(ay al so

el BEA5:, SRR G0 ILBOLRRSRELRFRLBL ROy e

20 interface 113 is coupled to graphics accel erator
only jmgnemaryahloske Biasiese peptgetaghremns data transfers (e.g., DMA

transfers) by protected memory table 320, thus assuring that trusted s/w monitor
330 cannot be compromised by data transfers from unprotected and/or
unauthorized devices. The protected memory table 320 may also protect itself
from alteration by data transactions by protecting the memory blocks including
protected memory table 320.

[0024] Referring back to Figure 1, MCH 110 may also include a graphics
interface 113 coupled to a graphics accelerator 130. In one embodiment, graphics
interface 113 is coupled to graphics accelerator 130 via an accelerated graphics
port (AGP) that operates according to an AGP Specification Revision 2.0 interface
developed by Intel Corporation of Santa Clara, California.

[0025] According to one embodiment, MCH 110 includes key 116 to be
6
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port (AGP) that operates according to an AGP
Specification Revision 2.0 interface devel oped by
WO niosloddsy por ati on of Santa C ara, California.P¢D028P4/019254

According to one enbodi mrent, M CH 110 incl udes key 116
to be 6 WD 2005/006159 PCT/US2004/019254 wused in
various encryption, decryption and/or validation

used gn yeEioe eNCHPIoBe feery priegi andyics vebidating pppetsses agotected
menory table 125. In one enbodi ment, the protected

regist@BVLY ahdprétetfel inenicipltebrened th bnMebhBokfinit, the protected
protected nenory table 125 and protected nenory table

men 380 A28 SR ) T30 o PR RS B s anc

protected menory table 320 in nenory 115 as previously
protegésst miapeetydablesi2ftraay be ehisripaied: abl e 125 may be
elimnated. The protected nenory table nay al so be

[0026] P! eMERt R thdt PSRN St rof eV mdReaaT AbRSB2 Pk
physi cal |ocation, the purpose and basi c operati on of

e e RO I

registers 120 are registers that are witable by
desciibedrand proteatedmgnmny yalde 12hinaybe dliminateds tlde: protected
m crocode in CPU 102. Protected m crocode is

memghf EQA0 A0S Be %??éihéﬂtrédniﬁ%tﬁér Wabt hat sitbyoy, rl]{aetgardless of

horized 1 nstruction(s) and/or by’ hardware t IS

not. controll able by 15.unaut hor| zed. devices. | n one
physiab AR : e;%?@é%/ @ag Pagic SpsFationgf Mog%cff%é fegpory table
identifies the |ocations of, and/or controls access
may be supstahtiellyds desmibedt abl e 320 and trusted s/w
nmoni tor 330. [00231 I n one enbodi nent, protected

007JES 1 S Spidiashie Sckeaha i, a0ah eotiedingbl
writable by commands that may only be initiated by trusted microcode in CPU
102. Protected microcode is microcode whose execution may be initiated by
authorized instruction(s) and/or by hardware that is not controllable by
unauthorized devices. In one embodiment, protected registers 120 hold data that
identifies the locations of, and/or controls access to, protected memory table 320
and trusted s/w monitor 330,

[0028] In one embodiment, protected registers 120 include a register to
enable or disable the use of protected memory table 320 so that the DIMA
protections may be activated before entering a protected operating environment
and deactivated after leaving the protected operating environment. Protected
registers 120 may also include a writable register identifying the location of

protected memory table 320, so that the location does not have to be hardwired

7
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20 protections may be activated before entering a
protected operating environnent and deactivated after
WO e@giongse he protected operating environnent. RDUSDE09254
registers 120 may al so include a witable register
identifying the |ocation of protected nenory table

320, so that the |l ocation does not have to be
into NK¢kldwilfed 7 WD 2005/ 006159 PCT/ US2004/ 019254 into MCH
110. [0029] In one enbodi nent, protected registers 120

[00291RY | NOhUHR driBod @O pAdtécte@GakisRis 200 by inclfdemheS/ W

nonitor 330 before it 1s placed’into protected

I t] f 1 t. ' . I f
tempdtERt lnarer! TRFENGHS sr b ie be B dEEair el fioer

120 may include an execution start address of trusted

protested lasations oBe@nadnycklSt sethatarmbgbeilacateddanthe trassfesoln
that execution may be transferred to trusted s/w

one dTRBbYRherd3Prrbéill rbfistdrd D@ AldyoincRidel diPeRIcAtBRREkt address
operating environnment. [0030] "Physical token 130 nmay

e N N L

a particular enbodi nent, physical token 130 includes
may dekeansferoed shioweded syhw chonityr 336 aditer @nttiatidedok of theprdiected
used for specific encryption, decryption and/or

aht datighnkRhpcesses. Physical token 130 may al so
Operlancggﬁerstorage space to be used to hold a digest

al ue d .other information to be used ip th X
[003% ot ec?@wsaf@i ke gy R G FRLLL fo PRt f e ReJa e igrfreating
the storage space in physical token 130 may incl ude

and mantadliag alpgotevestboyerating. envitoasierte immypartioutae tedibodiment,
its.contents in the event of power loss to the

oy G AL 58 AR08 i R dEly o
be used for specific encryption, decryption and/or validation processes. Physical
token 130 may also include storage space to be used to hold a digest value and
other information to be used in the protected operating environment. In one
embodiment the storage space in physical token 130 may include non-volatile
memory (e.g., flash memory) to retain its contents in the event of power loss to the
physical token.

[0031] Referring back to Figure 1, MCH 110 is coupled to an input/output
control hub (ICH) 140 via a hub interface. ICH 140 provides an interface to
input/output (I/O) devices within computer system 100. ICH 140 may be
coupled to a USB peripheral 155 via a host controller 144. Host controller 144

controls the interface between ICH 140 and peripheral 155. One of ordinary skill

will appreciate that other packet bases busses may be implemented without

8
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control hub (1CH) 140 via a hub interface. |CH 140
provides an interface to 20 input/output (1/0) devices
wowrakiomisonput er system 100. | CH 140 may be cRPUpUSIH0L/@19254

a USB peripheral 155 via a host controller 144. Host

controller 144 <controls the interface between | CH 140

and peripheral 155. One of ordinary skill wll
deparppedematthe frigrscopp ef thpibwentiBases” busses may be

i mpl emented wi t hout 8 WD 2005/ 006159 PCT/ US2004/ 019254

[0032epar t | Igorid @bbAEnEht BoscRRErder 1 1€ sippeitt ithe petipASAl
I'n one enbodi nent, host controller 144 supports the

con RGRMBR ks SIABH el PESHSSUBBEA D R

controller 144 nonitors the bus for packets addressed
Subsequentlydwpss conmallesl 4dnmonitarsstherbustfor prekets addresshe tait and
155. The data is packaged into packets at host

handiegiHeotrd@fferd dAd dthite pekiphepdlNG5! TheALd t9shdk@ged into packets
peri pheral 155. Incom nhg packets are verified at host

controlder. 144 .for wvalidity. .l n,one enbodi t .
at h FonFol 6 14 hicrclopbig Batiput i &7 BetPRRRY 455 Prroseine:
enbodi nents, peripheral device 155 may be inpl enented
packets arg varifiedsd hostidorplleryldd foi vgléditykn ové epthmddment,0
scanner, printer, etc. [0033] Debug port 146 enabl es

peri;%ﬁér_ VaERCATSE £Of kS Sard e $1ERSF e, fotHePERbIRRIHES DetiPheral
eir product. In one enbodi nent, debug port 146

h
N nents .a .register-based nmechanj.smto cause -host
devit PR B & thplefited hoPia manss iR By Sprigy st delephone,
software stack and nenory 115 associated with
scanpet, ppinderaketcl55 on USB 15 may be bypassed. [0034]
According to a further enbodinent, a simlar bypass is

[OOSé’i]ggl em@é@%@rﬂ TR GHAGles M AVRE A KE¥HN 48 RE[HRRSIAdebug

upon ut er

teatures in their product. In one embodiment, debug port 146 implements a
register-based mechanism to cause host controller 144 to perform transactions.
Thus, the software stack and memory 115 associated with peripheral 155 on USB
may be bypassed.

[0034] According to a further embodiment, a similar bypass is
implemented to transmit encryption keys to peripheral 155 upon computer
system 100 startup to verify that the USB connection with peripheral 155 is
trustworthy. In such an embodiment, host controller 144 also includes protected
registers similar to registers 120 in MCH 110. Therefore, the trusted software
accesses protected registers within host controller 144. |

[0035] The software writes to registers 120 to indicate to host controller 144

which encrypted message to transmit to peripheral 155, and what data to receive

9
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system 100 startup to verify that the USh connecti on
Wi th peripheral 155 is trustworthy. In such an
wepdsmoarent , host controll er 144 al so i ncl udesPCT/US2004/019254

protected 20 registers simlar to registers 120 in MCH

110. Therefore, the trusted software accesses

protected registers within host control]er_144. [0035]
backwfjﬁ%msﬁﬁﬁ - tlagnogheregnbedipzent ppenipheral L 8% genergtes the

host controller 144 which encrypted nessage to

encrypaos ey ahd tpaisopiietal keb5, hasbdontrallerdatsa Thamotledi ve
9 WD 2005/ 006159 PCT/ US2004/ 019254 back from

i e i . i r aln.A55
embBEhANPIR okt RonlBUBTPLAEI BEREHHT S LBBIGRAR A igR?
host controller 144. In another enbodinent, the host
Hellpgaiexshpage tuaroyide pamyphr apmiegerny sepepinga Ipiyet paother
Hel | man exchange to provide immunity from external

emb8&didfgithBostldony@lleanod hnd poripheadilBs fiinglélﬁ_éht aRnbirakl er
144 and peripheral 155 inplenent the ffie- Hellmn

ST TR BT TR

_.controller 144 reads the key through the trusted port.
Middlle tgpe pttpeler enbodi ment, 1/O traffic is transferred
using the standard USB software 10 stack and USB host

[oo36]oNt r ol H8st dAdrdIREhAN &&H&h@%e?%i&lg%{ BHe aseliHtei Ra
the encryption keys. Consequently, normal USB

AR 26 SR SR 9543 LT Bt

structures and perfornms the appropriate read/wite
staclogred BXSBdmast cpotsiipr Hidpmechanism endel penidieagh Hob isfusirgethe

enbodi nent of transmtting an 15 encryption key to a

e PALARE Ll S SRR Bk 50 o R A byt
strud%rlf)e% 613181 SfIilgl’gOP}!' ?fé(, a%%loﬁostt ggmtrg grt 164% rsé%é \%ﬁerseez structures and
performs the appropriate read/write operations.

[0037] Figure 4 is a flow diagram of one embodiment of transmitting an
encryption key to a peripheral 155. At processing block 410, computer system 100
begins the startup (boot) process. At processing block 420, the trusted software
generates the encryption key. However, as described above, the encryption key
may be generated at peripheral device 155.

[0038] At processing block 430 the key is transmitted to peripheral device
155, bypassing the USB stack. As discussed above, the trusted software writes to
registers 120 to initiate transmission of the encrypted key to peripheral 155, and

what data to receive back from peripheral 155. In the embodiments in which the

encryption key is generated at peripheral 155, the key is transmitted from
10
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generates the encryption key, However, as descri bed
above, the encryption key may be generated at
wesspbasal devi ce 155. [0033] At processi ng bPODKS2080019254

the key is transmtted to peripheral device 20 155,

bypassi ng the USB stack. As discussed above, the

trusted software wites to registers 120 to initiate
periphered 40P ¢c host ainttdllerddér ypt ed key to peripheral 155,

and what data to receive back from peripheral 155. In

[0039] he emgir%égsﬁi PlodRisgh atﬁﬁlflcﬁﬂéﬁ?%té%@ OkBlrs!ifi Wthh it is
generate at per pheral 155, the key is transmtte
2005/.006 PCT/ US2004/ 019254 her.al
deternBeq i heSEe CORPROR Lo 1B APETYGRER 575 o S SRTHPHPB Y-
440 a verification process occurs in which |t IS

Accortitihgtoione eénvivetitventp did dyeisaterifed hspopiengs nmggsagsen the
upon the encryption key. According to one enbodi nent,

displ%{%1 ?E&g%)tﬁ% tHBTisbt Fodtﬁ/?é R HakAA8r 8n @I@éﬁ%ﬁf‘o&@ﬂ R c'haracter

onpting t user to type a acter on
he char be randomy chosen by the
mayg%él‘“ﬁ%ﬁ‘ en by %‘ "f‘rrél user types the key, the
keyboard encrypts the key with the encryption key.

[0040The t r WShenl tiBusmftypes thekeywshe keybeacd eptrygris dnekésherith the
keystroke that was supposed to be typed, so GS

enrHEISSE PRIISGI0S e TERSage S0 dp RN o ook

144 is set. up so that tandard USB transacti ons can
that %@%mpﬁqﬁeéagﬁvettwpeét %ﬂ:@ SPOBALE cah Seeiaat D resrRERRE

i mpl enents trusted software and trusted registers to

verifpifjeiscotieet. USBt praskssing blisck 45ahbsingniedllezilddss $6Bip so that
software that uses the standard USB stack to transmt

standagéf ?_%Be&a{{?a%%%?% Tah %cédﬁhyég%‘}? Bld ahgral . 15

urrement’ for a user to

I nput encryption ke s through
[0041] The description above implements trusted software and trusted

registers to bypass the USB stack, thus thwarting malicious USB software that
uses the standard USB stack to transmit imposter messages to the USB peripheral.
Consequently, there is no requirement for a user to input encryption keys through
a keyboard, nor a need for peripheral devices to implement non-volatile storage.
[004Z] Whereas many alterations and modifications of the present
invention will no doubt become apparent to a person of ordinary skill in the art
after having read the foregoing description, it is to be understood that any
particular embodiment shown and described by way of illustration is in no way
intended to be considered limiting. Therefore, references to details of various
embodiments are not intended to limit the scope of the claims, which in

themselves recite only those features regarded as essential to the invention.
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a keyboard, nor a need for peripheral devices to
i npl ement non-vol atile storage. [0042] Wereas nmany
wabdoswatisons and nodi fications of the present PCT/US2004/019254
invention will no doubt beconme apparent to a person of
ordinary skill in the art after having read the
foregoing description, it is to be understood that any
Ai_&sﬁarti cul ar enbodi nent shown and descri bed by way of
CLA; stration is in no way intended to be consi dered
Lim.ting, . Therefore, references to details of various
Whal e lairikthi

$ are not intended to limt the scope of the
claims, which in thenselves recite only those

fe L Q]%% ntial to the invention. 11 WO
1 20%%#%5%%5%%& 3318}6%%@9254 ~CLAIMS What is clainmed

[ Sécéltrﬁr%ﬁgé@ﬁ udi¥gtemconprising: a cent ral

processi fig unit (CPU); a’'chipset, coupled to the CPU,

| netigb@geourpledito the CPBGhahaigs: and 5 a host

controller; 'a bus coupled to the host controller; and

a peri phetaltedesgicersomd ed the bus, wherein trusted
software accesses the protected registers to transmt
encr yptabosiapattedieween t he host controller and the

peri pheral device upon startup of the conputer system

t o by caypled de thebogtoropéialleiearal  device i s

trustworthy. 2. The conputer system of claim1l wherein

t r?ep%weﬁ%{ fgwicy gpapf@r@smsaw reigirysied seitske agdesses the

nd transmfted tq the host controller.
A0%s &0 GhSdmk encrypteé I(j:lata Stween the lost controller and the

devi ce .
protec%eé regi
peripheral device upon startup of the computer system to verify that the

peripheral device is trustworthy.

2. The computer system of claim 1 wherein the encryption data is generated

at the peripheral device and transmitted to the host controller.

3. The computer system of claim 1 wherein the encryption data is generated

at the CPU and transmitted to the peripheral device.

4. The computer system of claim 1 wherein the trusted software writes to the
protected register to indicate to the host controller the encrypted data to transmit

and response data that is to be received.

5. The computer system of claim 1 wherein the chipset further comprises:
a protected memory table; and

a memory controller coupled to the memory device.

6. The computer system of claim 5 further comprising a memory device

coupled to the memory controller.

12
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3. The conputer systemof claim1l wherein the
encryption data is generated at the CPU and
wo eassmiltte ed to the peripheral device. 15 4. TPET/US2004/019254
conmput er systemof claim1l wherein the trusted
software wites to the protected register to indicate
to the host controller the encrypted data to transmt
and response data that is to be received. 5 The

GO S B BT A o
o SO 10 B BB RIRFLA s o oy
iice. . 1
asso g s B BB i 0054 7 The computer system
of claim®6 wherein the data transmtted between the

8. hOmHe &ARbLRIrIGEteBf E1RfN FEIhEIRAE Ble SRMEGS RMRASERApAses:
stack at” the frenory device associated with the

per prhedtall membeptabde; ablde conputer systemof claim?7
wherein the nenory device conprises: 5 a protected

menonytetiadolfeyarendonitor. ust ed software nonitor. 9. The
conput er system of claim1l wherein the peripheral
device is a keyboard. 10. The conputer system of
9. clasomphtarsiystenhef geith ghehedeinithe periplkeral deviseis a 10
11. The conputer systemof claim1l wherein the
keybgayd-pheral device is a scanner. 12. The conputer
systemof claim1l wherein the bus is a Universal

10. Selrﬂeaclon%tsl’cer s%fg’c'enﬁA 0 alaﬁrsl ?ltwﬁgrré% the }ggr:ipheral device is a mouse.

11.  The computer system of claim 1 wherein the peripheral device is a scanner.
12, The computer system of claim 1 wherein the bus is a Universal Serial Bus.

13. A chipset comprising:

protected registers; and

a host controller coupled to a peripheral device via a bus;

wherein trusted software accesses the protected registers to transmit
encrypted data between the host controller and the peripheral device to verify

that the peripheral device is trustworthy.

14.  The chipset of claim 13 wherein the encryption data is generated at the

peripheral device and transmitted to the host controller.

15.  The chipset of claim 13 wherein the encryption data is received from a CPU

coupled to the chipset and transmitted to the peripheral device.
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protected registers; and a host controller coupled to
a peripheral device via a bus; 15 wherein trusted

W@ ofosmei1e9 accesses the protected regi sters to PCHOSIVN/019254
encrypted data between the host controller and the
peri pheral device to verify that the periphera
device is trustworthy. 14. The chi pset of claim 13
wherein the encryption data is generated at the

16. EobhP Qe S5 E 15 HhAEARE A S0 b Afa 8%k ket miptected
' ol . CT S t

T R i i

resp¥R2AGAY0L59 LRTTRP04/ 010254  16. The chipset of

claim13 erein the trusted software wites to the
protected register to indicate to the host controller

17. t hehedgipyet et1siat 23 Wheréianheichiped fieRHARERpHMA t hat
is to be received. 17. The chipset of claim 13 wherein

t hepedtepisdimémorheableemel | ses: 5 a protected menory
table; and a nenory controller coupled to the nenory
devireenoryl@ntlleetchoplecldophe shemorydeeicat i ng an
encryption key within a conmputer system using trusted
software; 10 the trusted software witing to trusted
18. re@i@ﬁwwmwlﬁn%he conputer systemto initiate
transm ssion of the encrypted key to a peri pheral
deSFTIeEating gn encLmtian lf‘?Yn\jfl ASREIBIPET BYStRBISRS frpsted
f,ﬂ/{;eri. pheral device. 19. The nethod of claim 18 wherein
SONWHE encryption key is transnmtted to the

the trusted software writing to trusted registers within the computer
system to initiate transmission of the encrypted key to a peripheral device; and

transmitting the encryption key to the peripheral device.

19.  The method of claim 18 wherein the encryption key is transmitted to the
peripheral device while bypassing a memory stack associated with the peripheral

device.

20.  The method of claim 18 further comprising verifying whether the

peripheral device is operating based upon the encryption key.

21. A computer system comprising:
a central processing unit (CPU);
a chipset, coupled to the CPU, including;
protected registers; and
a host controller;
a memory device coupled to the chipset;

a bus coupled to the host controller; and

14
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peri pheral device while bypassing a nenory stack

associated with the peripheral 15 device. 20. The
woredokoeb1ed cl ai m 18 further conprising verifyiPQI/US2004/019254

whet her the peripheral device is operating based upon

the encryption key. 21. A conputer system conpri sing:

a central processing unit (CPU); 20 a chipset, coupled

BRI L B B TS0 s e

Pt PP s B p: nc n

perif R¥ial 8leGRUR] étgﬁu?%‘f rthé\’@&ﬁ?h@eli ét';}é&ﬁ'ﬁ 45 %8;1%})"@{33 the

accesses the protected registers to transmt’” encrypted
peﬁ?ﬁé@lﬂ@by@qguﬁﬁg\ybﬁﬁy controller and the peripheral
devi ce upon startup of the conputer systemto verify
that the peripheral device is trustworthy. 5 22. The
22. colfparempsytet gteh ofIckim Zllwikeedinithe theryptionydith @generated
data is generated at the peripheral device and
at therpenintiarakedetioe ané thosmittehto tid lost c@ftrollee conput er
system of claim 21 wherein the encryption data is
generated at the CPU and transmtted to the _
23. pe]”ﬁ% Remgutelsysten of glaimndl whaRin she sperypionfdash i gerrrated
oftvvai‘e jtes to the 10

in the trusted
atﬂ%@@p&tr@%ﬁe@ﬁottgepﬁgp 8% 198he host controller

the encrypted data to transmt and response data that
24. ' STHE cglenpru%gres'y\é?edm of claim 21 wherein the trusted software writes to the

protected register to indicate to the host controller the encrypted data to transmit

and response data that is to be received.

25.  The computer system of claim 21 wherein the chipset further comprises:
a protected memory table; and

a memory controller coupled to the memory device.

26.  The computer system of claim 21 wherein the data transmitted between the
host controller and the peripheral device bypasses a stack at the memory device

associated with the peripheral device.

27.  The computer system of claim 21 wherein the memory device comprises:
a protected memory table; and

a trusted software monitor.

28.  The computer system of claim 21 wherein the peripheral device is a

keyboard.

29.  The computer system of claim 21 wherein the peripheral device is a mouse.

15



25. The conputer systemof claim 21 wherein the
chi pset further conprises: a protected nenory table;
w@pasaodrenory control |l er coupled to the nmenor yPOEURIE4/019254
15 26. The conputer systemof claim 21 wherein the
data transmtted between the host controller and the
peri pheral device bypasses a stack at the nenory
devi ce associ ated mﬁth t he peripheral device. 27. The
ut er s stem of cl.ai m21 wherej.n the nenpry .device
30. ¢ ot S UBEIIEE £y gt LTl AL IS eiE e SRR ShISVER {4 o
tware nonitor. 28. The conputer system of claim 21
érein the peripheral device is a keyboard. 29. The
conputer system of claim 21 wherein the periphera
31 DB TR O%%lélrﬂr%%g%én/ﬁ%?eﬁére Estylsslts o ojversal Serig) Bus.
wherein the peripheral device is a scanner. 31. The
comput er system of claim?21 wherein the bus is a
Uni versal Serial Bus. 16

sca
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