2293166 -1- TRANSPARENT SYSTEM | NTERRUFI S W TH AUTOVATI C | NPUT/ QUTPUT TRAP .
RESTART 5 1. Field of .the Invention The present I'nvention relates to
the field of microprocessor architecture. In par{ . cular, the pr esent

i nvention |s a method and apparatus for providing t r2@sdpbeent system’
interrupts with autonmated inpu/output trap restart. 10 2. Rel ated -~

Appl i cation l related to U. S Patent Application, Serial
Number 07159@%@2‘?&& bﬁq&ﬁ%’fs Y SERMMHESIERQUETYT t he assi gnedbf
t he present EEE@E_ tl ed Transparent
Systeminterrupt. 3. Backgr ound: 20Tn The rerated co- pendi ng U. S. Patent
Application, a nethod and apparatus for providing transparent system.
interrupts |Is disclosed, which has particul ar application to m croprocessor
architecture. The nethod and apparatus disclosed in the related co-pending
U. S. sPatent /Aglold otithenim@ntkm:t he problem 25 Inherent in prior art
m croprocessors, “particularly those that have a protected node as well as a
“real node of operation, of the inability of a systemlntegrator or original
SO pent TRnuT aC kb SroddrEMvehfo el To S HIAY RilroBiBbERY | 1 1 T UPLS.
- Transparent systeminterrupts are systeml eve hat may 30 -not
be rel ocarcmbauureoumpamwtae.rlhbwesqntdm&nﬁbnltegaa)alhmﬁd apwbtueaérl on, thereby
allowi ng a system.integrator .usin ro cessor to provide
2yt e RGUEING FaNsPAISTL S(aIET (HRMB L ALAGEA P PYUHPUARISBIER | ng
enviggonment . Under the preferred enbodi ment disclosed in the rel ated
co-pending U S. Patent -2-

2. Belaled Application:

This application is related lo U.S. Patent Application, Serial Number
07/594,278, filed on October 9, 1980, ass|gned to the assignee of the present -

16 application, Intel Corporation, and entitled I[ansp_amn;_s_ysjgm_jmgm;m

- 3. Background:
20
In the related co-pending U.S. Patent Application, a method and
apparatus for providing transparent system interrupts is diéclosed. which has
particular application to microprocessor architecture. The method and apparatus K
disclosed in the related co-pending U.S. Patent Application solves the prbb!e_m
25 inherent in prior art microprocessors, particularly those that have a protected
 mode as well as a real mode of pperation, of the ihability of a system integrator or

original equipment manufacturer (OEM) o provide transparent system Interrupts.

Transparent system interrupts afe sys(em-leve'I interrupts that may

30 not be relocated or overwritlen by any operating system or appfication, thereby
allowing a system inlegrator using the microprocessor 1o provide system-level
interrupts that will operate refiably in any operating environment. Under the -

preferred embodiment disclosed in the re!a!ed co- pendmg U.S. Patent




“Appl i cation, a transparent systeminterrupt is invoked by the assertion of
an electrical signal at an external pin of the central processing unit
(CPU) chip of a mcroprocessor-based chip set. 5 Upon
asseftion of the electrical signal at the external pin of the CPU chip, the

wher o e (AR A PRBREN X A eE PR LRREGE ThocEemerdert AT ac o

pr o- deTer nigigglriadSRyrif af & eRfrAal PRITBS the TAAGE! prod¥daing Ut OPUFBkpOPe State
into the dedicat e?bRAM space, and begins exec‘t)Jtion oq thggfrgnsgar ent

system 10 icreprocgssoebased chiposeti ne. The transparent systeminterrupt
routine typically conprises instructions that are unique-to a particular
application of the transparent systeminterrupts to the systemin which the

CPU chig is install egpoRussytion of fHeaib&tRcAl'shitaParl B lextormalsh P ity 6P

t s
acconpl i shed upon recognition of an external event that 1 nvokes a gesurre"
i nst ruct i orchimdbe GPU map€RLharmdllg uhthapped dedicdtedrandomtdcgessimemmarg st at e

t hat exi st ior tqQ the transparent system interpupt. An_ inportant
ool i ot oriFaRA e Where e ESSHBpT P BT BHSTIGE oo t5utioms SREd-ARsA et
functi ons, I; ; : _ ) be
ef fectivel f‘\gﬁ'{?’?&} g‘é%beaﬁ%%g%g{afﬁﬁg"g{p %%ﬁss%)’%]@@l er? ngg?us:?gzr te
Wi t hout t hahe dedidateddRAMspaceh and begins-expcution ofrthe trinsparenheystom | S

particularly useful in connec%i on with batter -_oger ated conmputers where
power d8nsdfteEuPhRervice fouting g The trarsearnt h intgrrughsaptine typigally conput er

st om may s ECIAN e oY Bhil 18 bbepd @ RpbfiBalof oRAE0T 00 o at o

returns to teephtent systémrinteriuptsstorths ispstesh ih whidietheaTRU [ehip s instaltdie
appfication programas if the system had been runni ng t hroughout t he
i nt er veni ndRgROVPBLIrem the transparenbsystemdnteruptis fecomplishedyparttecegnition save

app i cat i ot HroHp ARl ot i e o el I Sl REfoel F 0 phe "
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does not provide any specific support for interrupting during
executi on dnteapl./ O i nstruction. Therefore, the transparent system

" An important application of the transparent system interrupts is to
pbwer nﬁanagement functions, whereby the processc)r and/or other system
20 devices may be effectively shut down during periods of non-use and then re-
started without the hee_d to go through a power-up routine. This function is .
particularly useful in connection with battery-operated computers where power
M/ conservation is a primary concern. Thus, for example, if a computer Opefator is
interrupted while working with an application program, the system may be
25 powered down to conserve battery life. When the 6pérator returns 1o use the '
system, it is restored to the same point in'the application program as if the system
had been running throughout the intervening period of time. The operator need
not take any action to save application prdgramresu_lis prior to the interruption,
nor reload the application program when returning to use the computer.
‘Under the related c’o—pending us Paleﬁt Application, the
transparent system interrupt does not provide any specific support for interrupting

the CPU during execution of an VO instruction. Therefore, the transparent system



-3- service routine with application specific instructions has the :
responsibility for checking to determine if the CPU was interrupted during
execution of an I/Oinstruction. If the CPU was interrupted during
execution of an I/O instruction, the3-transparent system servi ce routine has

the further spRfdeOrbMIRE w.myaﬁpnmtﬁt SpEtifitl iNStractitiis Has!the rédhdinisibhity @6t vas

interrupted, and fixing up the appropriate regi sters of the CPU state sded
in the dedi caeddngmmtw@paétdhe Umimwpwmemcmmafm ¥Gn is ™
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transparent yay (P&Bht §sfdrh 'sBerc%eonrtsﬁe h&ad td ﬂﬁtﬁ?%siﬁhﬁbmmr%%ﬁﬁnd he CPU
was i nterrupte duri ng executi on of an /O i nstructl on1s m croprocessor

dependen$ amtncxtytm)destwptuommsnnmmpted.r land fiking uphibeappnopriate rggistels ofCPU
based mcro ro r..s IS n the related co U S. Patent
Appl i cati on’ ﬁgﬁﬁﬁﬁ%ﬁémﬂgﬁiﬁ?ﬂmmﬁi? segwt"é’g‘"tn@a%é‘"ﬁ rst
det er mi nes \ap,B6n IsexeCiNdd G TediBieths M Stale the TF Witis-Obcle a8 |/ O

i nstruction by searching through the users nenory space to determne if an
|/ O trap haintexupteddiQ insfrucliond ¢ neadedi ng an 1/0 trap has occurred, the

transparent system 20 i nterrupt service routine determ nes whi ch /O
i nstruction was execut ed by deternining where the i.nstruction was | ocated.

To do 9 the transparhinaget Aihich srxrﬁeb?.gegri Yyl e BPeBIBel BuflRt o 1 e

t he execution node of obtairn t transl ate
t he | ogi cal caddtewmmettmemepmesceulwasttrlrtere.q:ted’ kteﬂng ekenwoammrtmtt system
interrupt service routine determ neanéhe [ nterruPyt ed 25. 1/0 | nstructl on's

i nstruct i on iNSHYETion js MIGIRRIOGPSSOL GigP %fﬂtﬁ“gs‘XP'F% g@‘f’ereﬂﬂfﬁ%‘befﬁh 8 ength. -~
To do so, tRgehy g@?pﬁhﬁﬁtsﬁ%’%?%ﬁétt%%tc Efb AL b | det er mi néws

a nunber of par ers inclu ry. segne t Si ze,  any address
prefix over reldtedicstpondingl ). Patent Applicatids.. thSGransparent system riteerupppr oach of
having the transparent systeminterrupt service
15 sennce routine first deterrmnes whether the CPU was tnterrupted dunng _
execution of an 1/0 mstructron by searching through the user's memory space to

determine if an I/O trap has occurred.

After determrmng an IIO trap has owurred the transparent system
20 mterrupt setvice routrne determmes which VO tnstructlon was executed by |
determtnrng where the Instruction was located To do so. the transparent system -
rnterrupt servtce routme ‘has to determine the execution mode ot the CPU obtain
. the logical address. and translate the logrcal address mto a phystcat address
Then, the t__r_ans_p_are_nt. system_inter_rupt service ro_u_trne.__ det__e_rm_ln_es the rnterr_upted ' .
25 VO instruction’s: i_nst_ruct_idn_type. instmcti_ort-_length. addre_ss length, and pperand'_
length. To do so, the transparent system interrupt servicé routine has 1o _ |
determine & number of parameters including the ‘memory. segment size, any.
~ address prefix override and opcode prefix overnde _

30 The approach of having the transparent system interrupt service
routine be responsible for restarting the CPU from an inferrupted IO instruction

has at least two disadvantages:



.t

‘routine bé responsible for restarting the CPU froman interrupted 1/0
instruction has at. |east two di sadvant ages: -4- 1) the heavy burden of
re-starting the CPU to continue execution of an interrupted I/O instruction
is placed on the transparent systeminterrupt sepw.ce routine, and 2) the
manner in which the CPU IS restarfjed after it was#nterrupted 5 from an
1/0 instruction is nicroprocessof  dependent. SUMMARY OF THE | NVENTLON It
is therefore an1) gl Rédvy biirder BEre-Stafgthe ICRIE RS beHlinub @xeputiv sfe  an

i nproved transparent systeminterrupt with automated I/Otrap restart.
Accor di ren interrupted VOdnstsugtion is plasadiosthe transparentsysteroiigletiuel m cr opr ocessor
system as_set f.O{.t h i o claim 1 appended hereto and a nmethod as set forth in
claim?7 %ﬁ%’gﬁdgﬁ "FPer_a& 0. Under the -present invention, the 1/0O wite
instructions are PpiheDRBARSHIn whikh therCPBlis iSRRI it Wis inferidbled Wai t's

until the bus unit has finished witing before executing the next

i nst rSuctfram.an I/Q insteuctipm iscmicreprocessoridependantt is i nvoked by the
assertion of an electrical signal at an external pin of the central
processing-unit (CPU) chip of a m croprocessor-based chip set. Upon
assertion of the electrical signal at the external pin of. the CPU chip, the
CPU maps a normal |y '



unmapped dedicated random access nenory (RAM area wherein the _
transparent systeminterrupt service routine is stored as a pre-determ ned
area of the main nmenory space, saves the current CPU state into the '
dedi cat ed RAM space, and begi ns execution of the transparent system

i nterrupt service routine. The CPU 3t 8t & saved conprises an i nstruction _
pointer, a prior instruction pointer, and a plurality of I/O parameter ; .

regi sters. The - tranggiQRy .@lsfﬁnimm?gﬁ. service routine sets an
|/ O trap indicator in the dedrcate space, | he CPU is being :
interrupted during execution of an I/QOinstruction -and the interrupt -
service routine mMpanis therefldr® afteobBidedd bFO ithd r upiesanto. be -

tarted, wh L ...The t t tem jnt¢ t
service rSOVPRYLENI &8 | PFOVIAR " apo dpPryeds st Rt bhar SEFESHni que

to a partintearuplpividh iarcaiated Iv’entp'a:pemtesstgatm interrupts to the
systemin which the CPU chip is installed. Recovery fromthe transparent "
systeminterrupt is acconplished ugon' recognition of an external eventthat
i nvokes a "ResumeRAeRGiRg i okCcabiBengPrReeiy tinvrntienorthers edsct !y
the sane piavadeddta axict8FroEb8EokO dyiftdri 2ASPBRENIEoH eih | BL8LAURL
i ncl udi ng auto%c re-.execution OEP the__int r_r%%%%g) (/O J nstryction.
I n particBPBRPR i RETPES: (1L i 6h BEEPRE B &k o FOHRE - HBs T .
I nstruct i appeesiedr d2ndtod nstruction, and prior instruction pointers, -
checks the 1/O trap indicator, and . ' : -
Under the present invention, the I/0 write
instructions are not posted. The central processing unit
(CPU) waits until the bus unit has finished writing
before executing the next instruction. A transparent
systém interrupt is invoked by the assertion of an
electrical signal at an external pin___of the central
' processing unit (CPU) chip of a microprocessor-based chip
set. Upon assertion of the electrical signal at the
external pin of the CPU chip, the CPU maps a normally
unmapped dedicated random access memory (RAM) area_.'-
wherein the transparent system interrupt service routine
is stored as a pre-determined area of the main memory
space, saves the current CPU state into the dedicatéd RAM
space, and begins execution of the transparent systenm
interrupt service routine. '

The CPU state saved comprises an instruction
pointer, a prior instruction pointer, and a plurality of '
I/0 parameter registers. The trans'pai‘e'nt systenm
interrupt service routine sets an I/0 trap indicator 1n
_the dedicated RAM space, if the CPU is being interrupted
during execution of an I/0 instruction and the intei:'rupt
service routine waants the line interrupted I/fO
instruction to be restarted, when __éxecutioﬁ- resumes. The
transparent syétem interrupt service routi_ng' typically



“ condi t ronal |y decrenent the instruction pointer to-the prior“instruction
pointer if the I/Otrap indicator i's'set. *Additionally, if the I/Otrap
i ndi cator is set, the 1/0 paraneter regi sters are restored to the

appropri ate general pur pose registers. As a result, when the
"Resune" instruction restarts the CPU to execute the "next" instruction, an
interyypted I/Oinstruction wll e re- execut ed automatically. -7- BRI EF

DESCRI PTI ON OF THE DRAW NGS . The objects, . features.. .and advant ages of the

pr esentcampieiéédn méﬁnﬁctb&ﬁspwaaﬂt ai-éorihﬁt@émﬂd)\/\hn?péiﬁii?d:ﬁﬂéir

descripti of I he ef‘% ?I: enbodi rre %ﬁ I hvention, w %r‘ﬁ references to
the dr ARBACIION; BF SPARATEIY SYESHR TORRTOPLS: 0 oban

exenpl zsxstnmrnpmhdaehotheygmmcmmdj(s ninsbalpedsent invention. 10 Figure
2 is-~a functional flow diagram of the m crocode for the transparent system

interrupt with automated 1/Otrap restart of the present invention. 15
- 8- DETAI LED DERSRPPErgNISp: dtheOkranspatentf systey dovtexxrupuie 1, a

bl ock HAURM 14hed! kifd'9r8Bognition of an external event that
invokes a "“Resume" instruction causing the CPU to be
restored to exactly the same state that existed prior to
the transparent system interrupt including automatic re-
execution of the interrupted I/0 instruction. In
particular, during restoration of the CPU state, the
“"Resume" instruction restores the instruction, and prior
instruction pointers, checks the I/0O trap indicator, and
conditionally decrement the instruction pointer to the
prior instruction pointer if the I/O trap indicator is
set. Additionally, if the I/0 trap indicator is set, the
I/0 parameter registers are restored to the appropriate o
general purpose registers. As a result, when the
"Resunme" instruction restarts the CPU to execute the
"next" instruction, an interrupted I/0 instruction will
be re-executed automatically.
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exenpl ary mi croprocessor system enbodyi ng the present invention is shown.
The exenpl ary m croprocessor systemis briefly described bel ow, however, it
is to be understood that the present invention is not limted to this
particular 10 mcroprocessor design, and nmay be incorporated in virtually
any processor design. The exenplary mcroprocessor system 10 conprises
three mai n conponents, desrgnated as GENCPU, GENI O and GENVGA. GENCPU i

15 expanded central processing : ngl e chip |nput/outp
unit; and GENVGA is a. St T .yojaimornn pB8IIN2 ¢t ir ee conponent s
connunrcate with each ot her and mnth other systenrconponents (such as
expansi on slots, keyboard controller, disk controllers) via I SA bus 42. 20
GENCPU i ncludes a CPU 12, a nenory controller 14, a cache controller -16,

| SA bus control Iogrc 18 and ne buffers 20. CPU 12 has at, | east two nodes'
of operations, a real %%GQﬁJeaf\B?%ﬁagrﬂsua%a%s °B?-’>G Aresent inventippwili | - 5

[err] Ch Lé!?%s o iB)iowing-Bb1aN6A db&itiptibh this
i nventi o% n?ﬁ frout {'ﬁms desc?‘?:atir%on certar n tgg ﬁ%yéggwﬁ‘gﬁ Ing to
the [err] Cﬂtarmanﬁnmrtmegamneesmﬁmsﬁmﬂ@sdhwindmcl ature is enmployed to
described the present invention. Such termi nology is understood by

practitioners in the field of mcroprocessor desi.gn and mnll therefore;not
be expl ained at |engtg 1 bl CPU'12 o
conprises a plurality SP gengraatﬁﬂ%ognrastbock d%%’?“‘ ﬁaé\r\'jw? ‘an | aMhstruction

poi nter regisitoprdceesorssysiem embodgingithg present srivientibn.on poi nter, -and a prior
instruction pointer register (not shown) containing a prior i nst ruction
poi nter 10The instruction pointer controls instruction fetching. CPU 12 °

i ot 6 the next | ncbPRIA Pos el BhEIIe) BB Bk Ak WREKBRA RORE, s 0

execut ed r egRRGHAréRl syshin Mo Gkt élﬂor%ﬁte'dﬂﬂb tdplréBrt obthe present -~ CPU 12
al so conprises |ogics (not shovvn) for executr ng a pI urali ty S '
invention. - _
15



"of imstructions. The instruétions conprise a plurality of read 1/0
instructions and wite 1/0 instructions. The wite I/O instructions are not
post ed. dnd execution of the next instruction is deferred by CPU 12 until

the bus unit has finished witing. E8ch read/wite I/O instruction .
conprises a plurality of 1/0 @me 10 paranmeters are stored
in the_general purpose registers. The instructions, including the

read/ wite 1/ O instructions, operate on either. zero, one, or two operands.

An operand either resides in the instruction, in a register or in a nenory

| ocation. CPU 12 has two nodes of§ogﬁrﬁi gps: a real node .and a protected
node. The primary differences bet node and t-he 15 protected

node i sshow a | ogical address is translated into a |inear address, the size
of the address space, and paging capability. Additionally, CPU 12 conprises
| ogi cs (not shown) fBefesingcnaw it Figuse ik & blogk dirgram Bustratingraner r upt s.

oo 1+ eo XETBHLIESEHbo s sySiertaitkhoiibe i ERsa IVEBh i 57 *
servi ced afty expngsiaryiriBroprodedSorceysternis bristly dusbiistith betdw Chowdvar, fser r upt

service routine'is finished with servicing the interrupt, execution
proceeds wite etunderstend thet thepresent invantion/isrot mitedhto thisipartieulared

neynchrSnod o EeRsfr GG, At haP 1S shedtbiritad ARty Bt ERATSL C v
typically wetgni.o service very high priority events. For further

description relating to the registers and Internal structure of CPU 12, see
[err] SX M cronrocessor, published by Intel Corporation as 30 publ i cation

nunber 240187, and r | [ Q) [ D ports
(PFO 22, dual seri af*%égétjg&%gl Haﬁﬁﬂgél&ﬂﬁ@ gr"’(eaéﬂa?’!"ﬂ’gag?%@{?@éulrﬂ n(RTO 26,
dual progr awmponenisntiesigneéd as GENCPE; GENID Ghd GENVIGA. BENCRZIS anlual
programmable tinmers (Pl T) 30a, 30b, and dual direct nmenory access

cont r ol 15er exppRpgd geniral piacessipgynkt; GENIQ dza single ehip fnputeutpyhunit ang,
' GENVGA is a single chip graphics interface. Thé three components

communicate with each other and with other system components (such as

expansion slots, keyboard controlier, disk oontrqlleré) via ISA bus 42.

20 ' GENCPU includes a CPU 12, a memory ét_ﬁnt;oller 14, a céche
controller 16, ISA bus control logic 18 and line buffers 20, CPU 12 has at least
two modes of operaﬁons. a'rea'l mode.and a protected mode. CPU 12is
esSentially a "i386™ SX" CPU manufactured_ by Ini_el Corporation, the corporate

\/ assignee of this invention. 'fhroughout this desctiptiori. certain terminelogy

25 relating to the "i386™ sX- CPU, such as register names, signal nomenclature, is
émployed to described the present invention. Such terminology is understood by
ptacliti'éners in the field of microprocessor design and will therefore not be ‘

explained at length herein.

30 In particular, CPU 12 _combriées a plurality of general registers (not
shown), an instruction pointer register (not shown) containing an instruction
pointer, any a prior instruction pointer registei (not shown) containing a prior

instruction pointer. The instruction pointer controls instruction fetching. CPU 12



36, video*nenory controller 38 and interface 40 for a flat panel display
unit. 5 Additionally, external to the three main conponents are
system nmenory 44, cache nenory 46, video nenory 48, and an interface
(PAL/DAC) 50 for a conventional VGA gpnitor. The system menory 44, the

cache menor, 6 an ideo ccessed b menory. control | er
cache @n 'Sﬁ Q?E{fg éﬁﬁ’q}?ﬁg Rﬂ%ﬁ"?t%%f‘ rpel'l'%"F t%BX'F‘b?pect NEN

The video e nmmmmm&makmwaﬁwﬁﬁﬁaﬂmhﬁ bxé&lﬁe&% pbéiRvefy2. and

the two interfaces 40, 50. For further descrlptlon relating to the [err]

SX' M cropPSéé%’SﬂS‘P""ﬂsE@"[sé’PF‘Pﬂ\/l croprocessor Hardware Reference
Manual . publ i shed by Intel 15 Corporation as publication nunber 240332,' and
rel ated publications. Transparent System Interrupt with Automated 1/0

Trap ReStart The pr mhuzmlsmnmlsesiogmnonshomﬂ for/exueativg & piurdlityee
enhancenents_ to a con entlonal rior art nmicro rocessor archltecture f or

exanpl e, t AEINFYUGHORE.’ Qef@'ﬁ’f’" FAmRstse.f elurality of Jpag {0 instructions and A new
i nterrupt gaud pE ikdRICRIR. Sile WHIRANY irtBuchdHsSirh 18 g&ﬁ%&%ﬂdgﬁe& gopedi ng the

entire mcroprocessor systeni:s protection nechani h. speci |c support,
for superstw ngrtidsevgrmmadalmdrhydbﬂunemmmmedmshmrt(ﬂaslﬁnishedsmﬂhg ng an 1/0

t t I h h t
Lhon a1 O Bael Wacriite 4Bt Eisliallont Shritieat Baaiorpht LD S Rmoete oI o ?L'e ssi
interrygt parantdtiiseré slwe@mSEé geRbAI pikpbsé %drsrs:% THatihdifictions,

speci al system transparent nemory area referred to as System Managerrent '
RAM or  SVRidiyding theaeadigritenliO ®stnictions, opprate en\eitber zara one orfwe st at e of

the CPU at the t t f ed.. and 1/ 0t di cat The 1/0
trap | nd cQPEEHHaRe fpefine giieF bostas N w Ritedion; 4 (Saler T Ang. execut i on o
of an 1/0 irhérytdcation. ChE m%df%alaeneaaarheaédmmry, or |

of f-board nenory coupled to.an on-. board control -3 A new
i nstructi oprotectpd deEglbnEpnmasy drf@rancnshgtwm the. cealque@wdhe system

15 protected mode is how a loguea! address is translated lnto a linear address the

size of the address space and pagmg eepabrlrty

Addmonally. CPU 12 oompnses loglcs (nol shown) lor executmg a

plurallty of hardware mterrupts Hardware interrupts occur as lhe result of an

20 external event and are classrﬁed mto two types maskable and non-maskable
Interrupts are serv:ced aﬂer executlon of the current mstruchon After the |
interrupt service routme ls f’mshed with servrcmg the mlerrupl execuuon -
proceeds with the rnslruchon |mmed|ately after the lmerrupted mstruchon
Maskable mlerrupts are typually used to respond fo asynchronous external

25 hardware events Unmaskable mlermpts are typmlly used to semoe very hngh :

pnonty events

For further description relating 1o the reglslers and lnlor'nal'slmelure '
of CPU 12 see 386™ S_Y,_M;c_o_p_og_essg[ published by lntel Corporahon as
30 publication number 240187 and related pubrcztrons

GENIO mcludes paralie! poris (PlO) 22, dual serial pons (SIO) 24a,
24b, real time clock unit (RTC) 26, dual programmable mterrupl controllers (PlC)



“to the-state just before it was interrupted by an SSI interrupt and

resum ng execution at the next instruction or automatically re-executing
the interrupted I/O instruction. Referring nowto Figure 2, a flow chart
illustrating the microcode 'of the SSI interrupt o6fthe present invention is
shown._ A SSI interrupt is invoked by the assertion of an electrical signal
at anzexternal pin of the CPU chip. Upon detection of the electrical’ signal
at the external pin of the CPU chip ¢85 event), the CPU naps the SVMRAM as
a pre-det.esgy : s B T 1 : ogksi ol M@ﬁgﬂ is -
normal |y %dtg' %ggbgﬁdg ig&ﬂggr?i?d%bfl@? ﬁgwnglﬁﬁﬁsrrgaﬁn% §§%§gg' c{"'ég(ra 'ggy king it

i naccessi ldozes® cohieoliare (BMA) B2ay S MGENVGAcineludes VBA. graphicddehritioNeal | v,
the CPU saves the CPU state into the SVRAM space, block 104, sw tches the
CPU i nt o r36avidegEemen,eqntroligr 38 and interiaee 4@ don & datmanel display ik cont r ol
regi sters, block 108, and starts execution of the SSI interrupt service
routine, block 110. . -12- The CPU state saved conprises the instruction
pointes, the prior Addhiohslly, ekteptil b the thrde mali cpponatitcare §teher s. The
SSI interrupt service routine sets an I/Otrap indicator in the dedicated

RAM space,Memopdd.gaghp dnemeny A6, vidao memasy 48 andjar jntedacestPAI/DAR) | / O

ot ructi o BEHsenfantng] UEA mahar, fhe Aiterd retnon ATk delfie ipdpi ° 1 ©
service rm&mvmaimahb?' w&w&é&%swb&%@iﬂmbbﬂﬁolwqw&w to a

particular application of the SSI interrupt t e systemin which the CPU
chip is i nee@pyepntroder 16 and video mepnty geptjolier 36 respectively; fthervidee is

25! FBBRRR DS b B Ble Bk 160 5 ViR 30 iR Sl
regtores t4gesgPU state stored in the SVRAM area, block 112, checks to

determine if the |/Otrap indicator is set. block 113.-If the I/Otrap
indicator is set, branch 113a, the CPU decrenments-the 15 instruction

pointer to the priop ipstruction pointer, block 114. Additionally, the 1/0
par anet er register SEQFS" 598?%’&?‘1%8"9 ing ip the _'Qéégrﬂ?(tﬂ@r?mpﬁ?"r t
occurred. ggq j386™ i essor He 2 Reference Manual. published by Intel

S A MICTODIOCH

15 Corporation as publication number 240332, and related publications.



If the I/Otrap indicator is not set, branch 11 3b, or upon decrementing

the instruction pointer to the prior instruction pointer, block 115.
CPU swi tches out the SMRAM area and unnaps it as part of the main nmenory

space,

system or application program block3hlZ Therefore, if the I/Otrap

i ndi cat or

routine,

t he 20

bl ock 116, and continues execution of the interrupted operating.

is set upon returning fromthe systeminterrupt service routige
the interrupted I/O|nstrléct|on' gets re- executed| However

if the I/Otrap
i ndi cator is not ¢

""!A' errupt service

t he next inst I’.UCtIOI’l get's execut ed. Except" saV| ng the instruction

d ' ,
hocki ng. the. 11 0 tHedgeftETEn &JBpRhRNE by eRE PBI ATSR R,

~and

condi ti oaabbvyvmﬁaiabrprimg trhemk:n‘c@rqmssmehwhnteagestferr :examnbies eheB@sslgnee s _
enhanceng i, NC n f|c application of the SSI interrupt, the
power nnnlz;;tg?grneﬁfclh ‘ltte'fg‘r%foﬁ are described in detail in the related
co-pendi ng U:S.  Pat ent’ Appllcatlon - 13 - * C. L "M S *
CLAIMS 14, . Ag ﬁﬁﬂpﬁtﬁﬁﬁ&ﬁorcaﬁéﬂsttﬁm SQSRM HupBrviso) mterruﬁt CRIBN Fbr
processing unit (.CPU) coupled to atleast :-one rrermhg uni't and at | east
one bus Suggfpeding ghe. éR'é’Eu'F‘I“FR?mceé?P' SYSERM'S ; PTRTpCHiQR, Spachanism (with, specificy 55 ¢

one appl lsﬁagbdrororps@gfsamgmﬁe)ptoem@n amgdnahiaini iiileothesCPY isCBkécating1ah ALt i ons,
said CPU.,f

| e 0 eal
node and 'rf'f 'i')"rcg fé‘c S%SJc|"e‘£""'lf'f?dg t"f’ 4 \Aﬁeg&?e g%J;EaJDE ?ﬁh%%ﬁg%ﬂ?%én £h ?g're{ upting
program mmtmmclu(ﬂn}: other. noamaskable inferriply  The iSS! eripats F@'&@Pﬂ ®vea bus
unit has ggj gﬂ}éﬁmge,@éqﬁbﬁdepg a Wi te input - out put . (1/.0

2. A speclal system transparent memory area referred to as System
Management RAM or SMRAM for stormg the SSI mterrupt servnce routlne, the state of
the CPU at the time it was interrupted and an 1/Q' trap - mdneato_r The /0 trap indicator
indicating whether the CPU was interrupted during ek_e'c’uti’on_,'o,f an-_lIO':inSt'ruction. The
SMRAM may be located on on-board memory, or off-boerd.memery;_coupled to an on-
board controller. '

3. : A new instruction, called RESUME, for returning the microprocessor system '

to the state just before-_it was interrupted by an SSI interrupt and resuming execution at
the next instruction or automatically re-executing the interrupted 1/0 instruction.

Referring now to Figure 2, a flow ehart illustrating the microcode of th_e SSi
interrupt of the present invention is shown. A SSI interrupt is invoked by the assertion
of an electrical signat -et an external pin of the CPU chip. Upon detection of the
electrical signal at the external pin of the CPU chip (SSI event), the CPU maps the.
SMRAM as a pre-determined area of main memory space, block 162. The SMRAM is

normally not mapped as'par.t of the main memory space, thereby making it inaccessible -

to the operating system and the applications. Additionally, the CPU saves the cPU

_ state into the SMRAM space, block 104, switches the CPU into real mode, block 106,

re-initialises the CPU's program control registers, block 108, and starts execution of the
SSi mterrupt service routine, block 110.



" “instructioh before executi ng a next i nstructi on, said CPU instructions
conprising at least one I/Oinstruction including said wite |I/0O
i nstruction; (c) said at | east one negpry unit having a dedicated

Gara o eaid opU TREPU S Bavpa chnRtres bR in e Roimber iR ior y o ea

bei ng;not NRGIRRAoAPoRAST 1 ORidta B régiRitA€  ThE 86F e fGRRIdMICS b 6tine
dedi cated nmenory. area inaccessible to Sald operating system and

appl i cat i orsets agV/eneap indiehatominghe wlsdicatast BAM spacer b thenGPkisdraingni ng i f sai d
CPU i s bei i nterrupted duri.n ne said 1/Oigstructions .and

condi t i onaﬁﬁ%ﬁm’gﬁpﬁﬁﬁﬁ‘g %’?ﬁcﬂh?ﬁﬁ?lalnafl P'TF&“E‘A?’?)FW 8‘9 {"f‘ﬁmﬁ:‘éﬁ@"?%{mﬁ&?d CPU
was i niger rndt€ thefintdriipte PO indfru ® be (egadeg%v\lj]dhcéié&ﬂgortg%iwﬁg?t sai d

interrupted I/Oinstructions 1s to be restarte en- sarl resunes’

execut i on; Yhe) SSt interagpt SkeviceresutiheclyplobibdcomprissisdnsiRidtions thatirenhigue
i hstruction pointer, a prior instruction pointer, and at |east one I/O
par aret er, lo@pafticyiaisaprlicationobihe $#! ipleriupt ia theisystempis whieh $he) &P rhig to a
first and gg "ﬁ?&@%d instruction of said operating system and application
* C L " * - 14 - prograns' instructions, said first _
I nstruction being an instruction to be executed next by said CPU, said
second instruction-being an instruction just executed by said
10 _ _ Recovery from the SSI interrupt is accomplished upon recognition of
an external évenl that invokes the "Resume” inslruction (RSM event). Upon .
detection of the external event, the CPU restores the CPU state stored in the
Y SMRAM area, block 112, checks to detefmine if the I/O trap indicator is set,
block 113. if the I/O trap indicator is set, branch 113a, the CPU decrements the
15 instruction pointer 1o the prior instruction pointer, block 114. Additionally, the /0O

parameter registers are restored to the values before the interrupt occurred.

if the VO trap indicator is not set, branch 113b, or upon
decreménling the instruction pointer to the prior instruction pointer, block 115, the
20 CPU swiilches out the SMRAM afea and unm‘abs it as pa.rt_of the main memory
space, block 116, and continues exscution of the interrupted operating system or
application program, block 117. Therefore, if the I/O trap indicator is set upon
returning from the system interrupt service routine, i_he interrupted l/O instruction
gets re'-e_xecuted. However, if .the llo_irap indicator is not set upon returning from

25 the system interrupt service routine, the next instruction gets executed.

_ Except saving the instruction and prior instruction pointers, saving
the VO 'p_a.rameter registers, checking the I/O trap indicator, deéremeniing the
inst;uction pointer and conditionally__re'sloring the /O parametler registers, these
30 enhancement, including a specilic application of the SS! in-lerrupl. the power
~ management interrupt (PMi), are (}éscribed in detail in ihe related co-pending

U.S. Patent Application.



CPU, sai

d at | east one I/O paranetetr’ being associated with the nost?

recently executed I/ O instruction; (e) System Supervisor Interrupt

(SSI) neans for interrupting execution of said operating systemand said

application prograns through generation of a SSf—“C'a'US‘I’TTg_S'a'I‘d"‘d'edI cated

nmenory area to be switched in aand-rrapped to a

sai d nui

grrent of

n nmenory space storing said processor, mg g g\mnm CPU m,_p
sai d dedicated nmenory area,: switchi d CPU stode of
execution, and starting execution ' i nterrupt processing program

sai d SSI

prograns, -‘and hayj o] Ierrupts (f) =
nmeans fo%’restorﬁlg‘%%#’g%géﬁg&?o%&? %{bﬂ{%’f é]from sai d.dedi.cat ed

be| ng unmaskabl e by said operat| ng system and said appli cat

|on

‘Resume

menory af@d to sd& dc@ptrathandgessing Fﬁ@l‘—t rEPUndeeupdedt o et edti ne i f

it is sefeag@ndidi@nahdpofPCr ARRE! bRA 2 A daask Wiedl IBﬁéruahll«&n gnter to

said res
| oadi ng

tored. prior instructio ointer .if said, |/Qtra i cator
SXeG T, e ARy | SREFSBABS) | EYEHeHe Y| (b of 1PBd

I's set,

o?®yener al

purpose appildicat ivn sprogthkl, contigismi d gbe.draahmy rmfrosaidr cePU's be

SRRERUEREGE, CRRTHoREY UM TARG B SfabE UL g o1

m cropr oo@smommesmmomora hrealcmade 1and/n@r dprotectedt modest one

swi t ched
of said

menory u
dedi cat e
m cropro

CRIEPT 1R ON* arfhe acLEsS {REBEYuptRA rdFagpi d
%htr?'errgry alrea&l)s o|or§ér)t of “sai d on-board RAM gp M “I?
%lem as seét forth in claim1, wierein said at | east one

MEenory ugbl) conprésis - ebh- wEQ&ﬁngHHﬁQU@ﬁBt@tal]eastbaﬁedbﬂﬂ\/hﬁﬁﬁi roller,

and sald

has fln:l.shed _ executlng a wr;te__ input—output (I/0)"
instruction before executing a next instruction, said CPU

instructions comprlslng at least one I/O 1nstruct10n o

1nc1ud1ng said wr1te I/0° 1nstructlon, B

(¢) - said at least one memory ‘unit having a dedicated |

memory area for storing an interrupt .pro_cessing program, _'
processor state data of said CP'_t_J-_-,; 'and an I/O trap

:mdlcator ’

said dedlcated memory area being not mapped as;"f

part of main memory space thereby’ keeping said dedicated
memory. area 1naccess1ble to sald operat:.ng system ‘and
appl:.catlon programs, .

- said 1nterrupt process.mg program determlnlng lf"..._
 said CPU 1s be:mg 1nterrupted dur.mg one of said I/o 3
instructions - and conditionally setting sald I /0 trap_ .

indicator to 1nd1cate that said CPU was 1nterrupted
during one of ~said TI/0 1nstructions ‘and” that said
interrupted I/0: 1nstructlons is to be restarted when said
CPU resumes executlon, _ _

(4a) reglster means coupled to sald CPU for storlng an
instruction p01nter, a prior instruction p01nter, and at
least one I/O parameter, said 1nstructlon~ and prior

instruction pointers pointing to- ._a,', first and a. second

instruction of said operating system and application

o



"L 15... T C L M S * dedi cated nenory area of said of f - board
RAM 4. The m croprocessor systemas set fo ' ' rein

said CPU conprises interrupt neans for triggerin eI pts

i ncl'uding said SSI, said.88t being triggered uponrlrllﬂﬂmm‘mmmﬁﬂ ctrical

signal, said interrupt “neans conRrising an i ntkmEE s ei.ving
Thelfi

said electrical signal. 5. Croprocessor systemas set forth in
claim?4, wherein said interface is an external circuit pin. 6. The

m Cr opr 8e8§+Ams9Y SLREtAScEEbnk)! Idnid idig® 4invbpuetionaivk S ARr OCessor
system turfher conpr,ises an event detection ne%g;cﬁgfpled, o at | east one
i

syst em HBSLFUGE i RS oPREEULSS NSXYE RYaFFIL mtRaI4pPenredfts for
det ect i igstrpetidel ebaingd @y edhsaratiiged justh evecutedt &y agagd and

generatogf [ fa B b LEBRCoRe! G 7St B Bedib e Ry O
ceptralw@thcthg mpstﬂneqéﬁtyyceupba&edolmoIinﬁtrunmimmnnry.uni;_and a bus
R T i L e e Lt AU
havi ng ipterrapding gxeqphion of ﬁﬂ%@rﬂﬁ?§§§é99i&Msﬁgmeﬁﬂdnﬁéédand a
pr ot ect ggpnBeat il prodfans theought getitirdttion BL£rd USST NOcRt8EhgM
executign, .sai d .net.hod for reliably jnterruptin ai.d CPU and provi ding
aut omt 8817 BT mPhobR 2%l il BrareAPORE (i AAnd oBePRBng Syst em
and apptocat i ppepdefpeamsineshpseginegpt of said main memory space, _
storing said processor state data of said CPU into said
dedicated memory area, switching said CPU into said real
s mode of execution, and starting execution of said
interrupt processing program, said SSI'being'unmaskabie
by said operating system and said application progfams,
and having a higher priority than other interrupts; '
(£) Resume means for restoring said saved processor
state data from said dedicated memory area to said cru,
checking said I/O trap indicator to determine if it is
set, conditionally decrementing said restored instruction
pointer to said restored prior instruction pointér if
said I/0 trap indicator is set, loading said restored at
least one I/O paramétef into at least one general pﬁrpose

register of said CPU, causing said dedicated memory area
\ to be sﬁitched and unmapped from said main memory space,

and resuming execution of said operating system and said

application progranms. ' - -

2. The microprocessor QYStem'aslset forth in claim
1, wherein said at least one'memory'ﬁhit compriseéloh-
board random access memory (RAM), and said ‘dedicated
memory area is part of said on-board RAM. | |

3. " The microprocessor system as set-forth inidlaim
1, wherein said at least one memory unit comprises off-
board RAM coupled to an on-board RAM controller, and said



the steps of: (a) stori ng' ‘an  interrupt proce55| ng program_in

dedi cated nenory area on said at |east one chat

sai d dedi cated nenory * C L M “
d

nmenory area being not napped as part. of msu n nenor by keepi ng
inaccessible to . said operating. igst.em an “\ﬁ

wOoN spr dgr ans;

waiting until said at |east one bus unit has fini'shéd executing a w

i nput-output (1/0Q instruction before executing a next instruction,

i nst ructfedicasedr mm&;'mta#%st’foﬁéld/ ofifrroaxg RM. ncl udi ng sai dwite

/O instruction; (c) i nterrupting executlon of said operati. ng sy

and sai d_application pyograns -upon recei of a%rs gdeterm ned |npu
t

i nterrupftron bei FGeUTRHESKIBYECHFSOX] os%% t Py

QFSRd idn; elaps

progr ansi, anghiedding ssdighecppy | Mdniprié@@ oﬁheérmwrlﬂéaﬁms fo#)
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sai d CPLbemhg strﬂgdeﬂedatuﬂonermqe:ap'ea ofSalath pebeetrcbcait askgdafla -
conpri si QQ@” 'fﬁé&f‘gﬁ#@” AR ARE" Réffélhg“ LT QRrRYMeAl R . 2BE 2

segment

| east one

O para sald | nstruction an

poi nt i ngreeed VANgs 2k @%’é’éﬁﬁaﬂ-nﬂlﬁﬁéﬁ .on of .sai d

‘a

ed

(b)

oy

stem
t, said

[ cat i on
ned
ata of

pI'IOI’ II’]StI’UCtIOﬂ pOI nters

5. The mlcroprocessor system as set forth in claim '

4, whereJ.n said interface is an external circuit pin.

6. The microproc'essor system as’ set "forth in claim-

4, where:.n said’ microprocessor systen further compr:l.ses.'_..

an event detect:.on ‘means coupled to at. 1east one system
asset of said m:.croprocessor system and said interrupt
means for detectlng a pre-—determ:.ned event associated
with sa:l.d system asset and generat:.ng for said :l.nterface_
said electr1ca1 ‘signal upon said detection...

7. A method for ‘use in a microprocessor system,_' |
compr:.slng a central process:mg unit (CPU) coupled to at - .

operatlng system and at least one ‘application program_
comprlslng a plurala.ty of said CPU's :mstruct:.ons, said

least one memory um.t and a bus unit for executlng an . °

CPU further having at least two modes of program
executlon, a real mode and a protected mode, and at least .

one interrupt for 1nterrupt1ng program execution, said
method for reliab_ly Ainterrupting said CPU _and providing
automated 'I /0 'trap restart in a mann'er transparent to

sa:Ld operatlng system and application programs comprls:mg_

the steps of: _ .

(a) storing an 1nterrupt processing program in a
dedicated memory area on sald at 1_ea_st.._o_ne memory. ._unJ.t

said d_edicated me_mory area being not mapped as part. of.
main memory' space___ thereby keeping said- dedicated memory



* operating-system and application progranms, said f i ng an
I nstruction to be executed next by said CPU, said second instruction being

an. instruction just executed by said CPU, saum' lul ”Iﬂe 110
parameter being associated with the nost rec o .

i nstruction; (f) switching saigg CPU into said real node of
exegution; (Qg) starting execution of said interrupt processing program
(h) determining if said CPU is being interrupted during execution of

one ofarsd d |imacpessibiBonstoandseidsai @peratingei mysterer r gndd during
executd i HtaLPenOprogrdmsl;/ O instructions, and, said interrupted I/0
instruction is to he. “re-execut ed when said CPU resunes

N Y
executi®n, st6rik§ngauntip 313 atgileast ome g‘éﬁd Wit c 2% nenory
gr ea; ﬂ:iir)_ishﬂi eﬁigbheapgahd widtl Dipetseatpatat(a /gt ansiﬁixﬁﬁjgsﬁ oration
eing.controlle said_interrupf_processing progra . .det erm ni ng
f SaHFAERRG esHs i | pur ek, MindtRicRiont Mt STpeineridig & L0,
i ndi catomprisingt atieteestntomg J7iad ipstrnetiionstincludingoisaid to said
restorgt L i goi DRkEYGId Ry RO nter, and restoring said at |east one 1/0O

parameter; (k) SW t chi ng ‘out and unmagpi rég. sai d dedi cated nenory area
from s nai niREREFPPEIAGe espgution of sdid operating system

and said application programs upon receipt of a pre-
determined input, said interruption being unmaskable by
said operating system and said application programs, and
having a higher priority than other interruptions; '
I\ (a) switching in and mapping said dedicated memory
area to a pre-determined segment of said main memory
space; | _ ' | : .
(e) storing processor state data of sé.id CPU into
said dedicated memory area, said processor state data
comprising an instruction poi_n't'er, a prior instruction
pointer, and at least one I/0 parameter, | o
| said instruction and prior instruction pointers
pointing to a first and a second “instruction of said
operating system and application programs, said first
instruction being an instruction to be executed next by
said CPU, said second instruction being an. instruction
just executed by said CPU, said at least one 1I/O
parameter being associated with the most recently
executed I/0 instruction; S

(f) ~  switching said CPU into said real mode of
execution; _ . - I

(g) - starting execution of said interrupt processing
program; -

(h) determining if said CPU is being interrupted

during execution of one of said I/O instructions, and if
said CPU is being interrupted during execution of one of
said- I/0 instructions, and, said interrupted 1I/O
instruction is to be. re-executed when said CPU resumes



(1) resum ng execution of said operating systemand said application’
prograns at the instruction pointed to by said instruction pointer. 8.
The method as set forth in claim7, wherein sai ry unit .
conpri ses on-board random access renmory (RAM, mugmﬂﬁﬂﬂ rrermry '
area is part of said on-board RAM 9+ 17 ~ The - nethod as sets Of h in clam
7, wherein said at |east one nenory unit conprises off-board RAM coupl et 0
an on-board RAl controller and said i cated neno ea is f. said
of f - board BARFY S H¥hodThs §§$ ’&ﬁ!‘%??n §2 i o add |
steps (c) dhdhughe@hhemurxuaﬁsaned by |nterrupt means of sai.d CPU upon
receipt of (afi el eCchlehaly 15 é{m o) dn#:%@dé%%d%eaé‘éaﬁa”ﬁr&t% 19581d

sald as set

interface Tof receivin electri ca he met’ho

forth in craskrYetimme W%&W?ﬁ?@lﬁﬁc?ﬂ sadgd éﬂt&%l"élli"é‘a??sﬁ?-ﬁg 12.
The nethodpﬁéggah forth in claim 10, wherein said - 18- . = .* C

L - * gl I b d._and ded, d
er e 63 ovantSiabiig! 1B S0t DRG0 e n I A e o ot d
of said msetproandsoifsysadd ashwal d 140 ertrgy nbadcabon désecset). of a
D e 88 BHEN RS TR G Lkt BBl A RYEHRBL ISR podter £ saia th

m cr opr ocessor Sub erelnb
reference restpgedbcummmnnﬁngprmsnﬁﬁgsp01nter. and restoring said at-

least one I/0 parameter,

(x) sw1tching out. and unmapplng said dedicated memory °
area from said main memory space, and R o
(1) resuming execution of said operating system and - -’

said application_programs at the instruction pointed to. -
by saiad instruction pointer.

8. - The method as set. forth in claim 7, wherein said "
at least one memory unit comprises on-board random access’

mnemory (RAM), and said dedicated memory area is part of .

said on-board RAM '

9., The method as set forth in claim 7, wherein said;
at least one memory unit comprises off~board RAM coupled
to an on—board RAM_controller, amd said dedicated memory.-
area is part of:said'offrboard RAM. ' '

10. The method as set forth in claim 7, wherein said
steps (c) through (h) are performed by interrupt means. of'w'
said CPU upon receipt of an electrical signal, saia
interrupt means 'eomprising an .interface_ for receiving
said electrical signal.

11. The method_as set forth in claim 10,. wherein said
interface is an external circuit pin. '

12. _ The method_as set forth in.claim 10, wherein said
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' .+ Anmethod for use in a m croprocessor system conprising a central
- processing unit (CPU) coupled to at |east one rrem}ry—m'rrr”d/aé%u? unit

conprising a plurality of, said CPU s i nstructiops,

for executing an operating systemand at |east one ““ “mﬂFram
havi ng
il

at | east two nodes of program execasi en, a real
and “‘ay

| east one i nterrupt for interrupting program executi on sa

f | Lab d CPU and di t Ot
o TERAREFEAFRY. FEHRLL Sl GRNEIARA <08 AR ok FORY
sai d nﬁnﬁeﬂfaubswntaralé\pemls detectliehomeahss aouyked to at least

C

one system asset of said microprocessor system and said
interrupt means upon detection of a predetermined event
associated with said system asset.

13. A microprocessor systen substantially as
hereinbefore described with reference to the accompanying
drawings.

14. A method for use in a microprocessor system
comprising a central processing unit (CPU) coupled to at

pr ot ect ed node,

id net hod
ap restart
progr ans,

least one memory unit and a bus unit for executing an

operating system and at least one application program
comprising a plurality of said CPU's instructions, said
CPU further having at ‘least two modes of program
execution, a real mode and a protected mode, and at least
one interrupt for interrupting program execution, said
method for reliably interrupting said CPU and providing
automated I/O trap restart in a manner transparent to
said operating system and application programs, said
method substantially as hereinbefore described.



