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The present invention rel ateg, o %Eﬁbéﬁgg §§FEa§tect§ﬁ' unents, papers
of Value, bank notes or the I[Mk&iptigny Prged - %% of the
docunent s to be tested are el|tdClaimEH; caPP%Pds anWeRig‘F% 'fhe r totality or in
certain areas and conpared wi|#hDreviag@hceagedl.Jestoandedpeci fi c neasures are
initiated if given criteria giéAbsesent ; paged .t.0. @wrpagphar.at Us for carrying
out the nmethod. |n many techrjipealE @reRECBIPTS..Necessary..t.o- detect docunents
to be able to i A wethod e fdpparEtus mﬁﬁﬁé&hihhi;&s on
information. Wth respect to the detec-, tion papers of val ue, bank notes
and the like the field of color coplergk$§m%ﬂﬁ ently of particular
| nportance since such docunents are increasingly imtated or duplicated
with color copiers. To prevent such activities it would be de-

U) (7

The present invention relates to a method for detecting
doéﬁments, papers of value, bank notes or the like whereby
the printed images of the documents to be tested are elec-
tronically scanned in their totality or in certain areas and
compared with reference values and specific measures are
initiated if given criteria are presént, and to an apparatus
for carrying out the method. '

" In many technical areas it is necessary to detect
documents to be able to initiate specific measures in ac-
cordance with this information. With respect to the detec-
tion of papers of value, bank notes and the like the field
of color copiers isféurréntly of-partiéular-importance since
such documents are increasingly imitated or duplicated with
color copiers. To prevent such activities it would be de-
sirable for example to have such documents detected as soon
as they are inserted as masters into a color copier in order
to prevent the following.copying operatlon.

A number of proposals have been made for carrying out

- such measures, some aiming at detecting special features
‘ provided in the security document or using the presence of
such features as a criterion for aborting the copying op-

eration. : '

Such an apparatus is described for example in U.S.
patent no. 4,723,149. Along with the sensor means necessary
for the customary mode of functioning this copying apparatus
has an additional magnetic sensor for detecting magnetic
features present on the original. If magnetic features are

 detected this is equated with the presence of a security
document. In this case a control signal is triggered which
prevents the following copylng operatlon.

A similar apparatus which likewise alms at providing
the bank note with special features is known from IBM Tech-
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siTabl e for exanpl e to have such docunents detected as soon as they are
inserted as masters into a color copier in order to prevent the follow ng
copyi ng'operation. A nunber of proposals have been nade for carrying out
such neasures, .sonme aimng at detecting special features provided in the
seclrity docunent or using the presence of such features as a criterion for
aborting the copying op- eration. Such ah apparatus is described for
exanple in U S. patent no. 4,723,149. Along with the sensor neans necessary
for the customary node of functioning this copying apparatus has an
addi ti onal magnetic sensor for detecting magnetic features present on the
origi nal . | micahdiscliesure cBulletin,e¥odd LBi,sNpos dguThed cpnflidential

presence of fAaGHdHt ¥s printed with at least one color having a strong
absorption line in a narrow spectral range. The copier con-
tains three detectors that have a narrow spectral sensitiv-
ity in red, green or blue. When the document is illuminated
with a light source usually provided in copiers the detec-
tors measure the light quantity reflected by the document in
 the particular'spectrai range. If a signal value from one
detector is below the values of the other two due to the
absorption by the colorant this is a sign that a confiden-
tial document is to be copied. In this case the copying op-
eration is likewise aborted.: | '
‘Although such a procedure would basically solve the
abovementioned problem it has some disadvantages which ul-
timately rule out the use of such apparatus. All apparatus
designed to detect special and’possibly additional features
of the documents to be protected, such as magnetism, ab-
‘sorption behavior, fluorescence,'etc., have the disadvantage
that they fail when the feature properties are neutralized
or completely omitted in the master. In the simplest case
this can be done by using a_photograph. Since the photograph
of the original normally no longer has the authenticity
features it is not recognized by the detection unit of the
copying machine so that. it is cleared as an unprotected .
document for the copying operation.
The same result is obtained if the additional measuring
means are manipulated or disabled. |
Another way of preventing the copying of confidential
documents is shown by EP-A 0 342 060. In this example the
image data of the original are diéitized and stored témpo—
rarily. In accordance with a comparison with reference val-
ues likewise stored in the copying machine the copying op-
eration is prevented or cleared. In the pfesent case the
document to be protected is thus not detected with reference

.
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docunent In this case a control signal is triggered which prevents the
fol1 owi ng copying operation. A simlar apparatus which |ikew se ains at
provi ding the bank note with special features is known from | BM Tech-

-2- nical Disclosure Bulletin, Vol. 18, No. 3. The confidential docunent is
printed with at |east one color having a_strong absorption line in a narrow
spectral range. The copier con- tains Thre€ detectors that have a narrow

. spectral sensitiv- ity in red, green or blue. Wen the docunent is
illTumnated with a Iight source usually provided in copiers the detec-

to a defined physical property, as described at the outset,
but with reference to the individual image content.
Although this method prevents manipulation of the type
described at the outset it has the disadvantage that it is
very elaborate and requires a lot of storage space since the
printed images of all documents to be detected must be
stored electronically as reference values. Irrespective of
the high electronic effort only the currently stored docu-
ments can be detected. Such a method accordingly makes it
necessary to update the data constantly so that the required
memory constantly grows. Comparing each document to be-cop-
ied with all reference values of course considerably slows
down the copying rate, which clearly opposes the desire for -
short copying times. ' ‘
~Assuming this prior art the invention is based on the
problem of providing a method for'detecting security docu-
ments which makes it easily possible to detect a great num-
ber of security documents irrespecti#e of their individual
graphic design, and of stating an apparatus for carrying out
- the method.
The solution to this problem is found in the independ~-
- ent claims. The subclaims involve developments of the in-
| ventive solutions. S
| The basic idea of the invention is the finding that the
printed images of security documents usually contain indi-
vidual structural elements that are characteristic of papers
of value. These structural éelements that are already present
or to be provided in newly designed papers of value permit a
general classification, i.e. one can already deduce the ex-
istence of a paper of value if such structural elements are
present without analyzing the whole printed image or com—
paring it for identity with a stored printed image. In the
simplest case these structural elements are curved colored
lines present in a certain minimum density by surface. One
‘\
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tors neasure the | ight quantity reflected by the docunent in the particul ar
spéctrak range. |If a signal value fromone detector is below the val ues of
the other two due to the absorption by the colorant this is a sign that a
confiden- tial docunment is to be copied. In this case the copying op-
erafion is |ikew se aborted. Although such a procedure woul d basically

sol ve the abovenentioned problemit has sonme di sadvantages which ul -
timately rule out the use of such apparatus. Al apparatus designed to
detect special and possibly additional features of the docunents to be

protected, HHnaSyeSrelustes dbhe SPhbrewihedatiiae, stiruetasesNkRowe! Gn
have the di§%g¥anta e t fgﬁ##ey fa+|rmheg_th§ fgaturi §rg erties are
neutralized éﬁﬁﬁg%t y § 12T ¢ nBORER %?. Ae< Iest case

Structural elements should always be selected that have
a certain regularity and are representative of a great num-
ber of papers of value or that are characteristic of a great
number of papers of value. ,

In the concrete case of application the color copier is
provided'with an eleotrohic unit which permits comparison
between the currently scanned document and the stored regu-
lar data using corresponding comparing progfams._If this

( defined regularlty is found on the master the copying op-
eration is interrupted or not started at all.

The inventive method has the advantage that security
documents are detected using a general feature common to
security documents that results from the printed image it-
self and is therefore still present on a photograph but does
not impair the individual design of the documents to be
protected. The individual printed image results from the
color desigh and arrangement of the structural elements.

Furthermore no additional measuring means are necessary
that couid be disabied or evaded since the master is scanned
as in any normal copying operation and the structural ele-

- _ ‘ments identified by electronic pattern recognition.

A further advantage is that few reference values need
be stored while ahgreat number of different security docu-
ments can be detected and protected from unauthorized copy-

A~

ing.

In a preferred embodiment the structural elements are
guilloches. These looped line patterns are printed in soft
colors over large parts of the bank notes of a great variety
of currencies and their various denominations. But most pa-
pers of value also have guiiloches. Two patterns in differ-
ent colors are usually artistically interwoven. When the
image of such a bank note is broken down into pixels with
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this can be done by using a photograph. Since the photograph of the-
original nornally no longer has the authenticity features it is not

recogni zed by the detection unit of the copying nmachine so that it is
cleared as an unprotected docunent for the-copying operation. The sane
result is obtained if the additional neas& ing nmeans are mani pul ated or

-di sabl ed. Anot her way of preventing the copying of confidential docunents
is showmn by EP-A 0 342 060. In this exanple the imge data of the original
are digitized and stored tenpo- rarily., I n accordance_wth a_conparison
with referefde ¢dd afed 1GUSH FCARRPEILE niE hEetabi VALY nEéAPAE tRe 186HYi ng

op- erationtigyprdectierksOrand aflieik dolére. PFOEc8kafiplie §lielldeeHaBNcano be
protected i %et E&%e@:@edd %[sei%'}ge q:h\{% tn;]earr? f&:{.seggr?ce between lines in one of
the colors, the ratio of mean distances between lines in

both colors or the distribution function of the distance
between lines as parameters or defined regularities.

Other structural elements can of course also be used.
It is particularly convenient to analyze e.g. special rota- |
tionally symmetrical figures or printed images containing

.special color combinations that are chiefly used in security
printing, etc.

Further embodiments and their advantages shall be ex-
plained in more detail in the following with reference to
the Figure showing the functional diagram of a possible em-
bodiment of the inventive apparatus for detecting security
docuhents. .

_ Document 1 can be a paper of value, bank note or the
like. Document 1 has a printed image comprising, at least in
certain areas, individual structural elements that follow a
‘defined regularity. Examples of such structural elements and
their regularities are explained in more detail elsewhere. -

Document 1 is illuminated by two light sources 2. The
‘reflected light is registered by detector 3 and converted
completely or partly into a digital data record which is’
filed in intermediateimemory 4. Signal analyzer 5 processes
these data using known mathematical pattern recognition
methods with consideration of the structural elements stored
in feature memory 6. The result of this test is for example
a numerical value stating how often or at what density per
unit of area the given structures are present in the printed
image of document 1. This numerical value is fed to compar-
ator 7 which ascertains whether the structural elements de-
termined by analyzer 5 correspond to the values given in
evaluation memory 8. Ranges of tolerance, upper or lower

—_—
—_— .
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REPLACEMENTSHEET 13 FEB 1997 -3- to a defined physical property, as
descri bed - at the outset, but with reference to the individual inage
content. Although this nethod prevents mani pul ation of the type descri bed
at the outset it has the disadvantage that it is very el aborate and
requires a |lot of storage space since the r+nted i mages of all docunents
to be detected nust be stored electronically as reference val ues.
Irrespective of the high electronic effort only the currently stored docu-

limiting values, set values or the like can be defined in
the evaluation memory for example. If these criteria are met
the further processing or treatment of document 1 is pre-
vented as explained above.

Modules 5 to 9 form an electronic evaluation and con-
trol unit 10 which can of course have a much more compact
strucfure than shown schematically in the PFPigure for reasons
of clarity. |

Processing unit. 10 can be built into any apparatus in
which it is necessary to detect documents having printed

' images with characteristic structures. Preferred apparatus,
however, are copying machlnes, prlntlng devices and bank
note testing devices. '

Processing unit 10 is normally inserted in series in
the data.proceSSinq path of the copier. This ensures that
all data to be copied are tested for agreement with the
given structural elements.

In copying machines repeated testing of the same
original'Can be avoided in the "multiple copy" mode if it is
'definitely impossible or pointless to replace the original
during preparation of the multiple copies. This is ensured
if the master is firmly fixed during the copying operation
or if the initially prepared data (tested for reliability)
are used for all identical copies after the multiple copies

are initiated. In this way the second and following dupli-
cates can be prepared at the copying machine’s own copying
rate. There is no delay in the operation due to the allowa-
bility test in such cases. . '

- It is of course also possible to relay the scanned
signals to the electrophotographic unit during the test so
‘that the copying operation is interrupted when a protected
document is detected.

As already mentioned unit 10 can also be used advanta-
geously in printers, in particular in view of the develop-
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ments can be detected. Such a method accordingly nmakes it necessary to

update the data constantly so that the required nmenory constantly grows.
Conpari ng each docunment to be cop- ied with all reference val ues of course
consi derably sl ows down the copying rate, which clearly opposes the desire
for 'short copying times. Assuming this pridr-art the invention is based on
the problem of providing a nethod for detecting security docu- nments which
makes it easily possible to detect a great num ber of security docunments

i rrespectiv
apparatus f
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image from any recording means, e.g. a photo-camera or video
camera, or from television sets. It is therefore important
to prevent duplication of security documents in this area as -
well. The recording of the printed image of a Security
document can hardly be prevented but the printout can be
avoided by inventive unit 10. Before the printer converts
the image data and outputs them on a printing medium they
are tested for the presence of structural elements with a
certain regularity and treated as described above.

In all abovementioned areas of application the inven-
tive method and corresponding apparatus have the advantage
that a document can be detected easily and relatively fast.
No additional sensors are necessary. This has the further
advantage that no special constructional changes need be
performed on those apparatus containing processing unit 10
according;to the invention since electronic processing unit
10 can be placed anywhere one pleases in the particular ap-
paratus.

Some examples of structural elements and their regu-
larities that can be used in the inventive method shall now
be stated. For papers of value such regularities can also be
taken from the so-called Stock-Exchange Guidelines (Common
Principles of German étock Exchanges for Printing of Papers
of Value) which lay down the formal conditions to be heeded
for producing papers of value. The following list is not
exhaustive, i.e. other structural elements can also be used
that have a readily testable regularity. '

A structural elemént already preéent.very frequently on
security documents is the guilloche. Guilloches are delicate
protective line systems intwined according to certain geo-
metrical laws that are monochrome or polychrome and produced
on special geometrical lathes. Guilloches can exist as

——— e
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ventive solutions. The basic idea of the invention is the finding that the
print'ed i mages of security docunents usually contain indi- vidual
structural elenents.that are characteristic of papers of value. These
structural elements that are already present or to be provided in newy
desi‘gned papers of value pernit a general8ctassification, i.e. one can

al ready deduce the ex- istence of a paper of value if such structural

el enents are present w thout analyzing the whole printed i nage or com
paring it for identity with g stored _printed |na e. In the sipplest case

t hese strucPQFéFlgﬁeﬁEnpﬁgéFéV@UBH%}Lﬂﬂhﬁﬁxj arg uced b¥eletrn
m ni mum dengetpro¥ssprinténgOo line intaglio printing combined with

letterpress printing. -

Evaluation factors for these guilloches can be-for ex-
ample the mean distance between lines in the first color,
the characteristic course of lines, line structure (1ine
width), surface area or surface arrangement, line density,
the number of intwinements and/or crossing points of lines
per unit of area, the mean distance between lines of dif-

_ ferent colors, the ratio of mean distances between lines in
¢ both colors or distribution function (histogram), contour
sharpness in relation to line width, sharpness of intwining
and crossing points in relation to line width, etc.

Other line structures can of course also be used, such -
as parallel lines or line networks, if it is certain that
-the evaluated regularities do not, or hardly, exist in
"normal" masters in the defined form, combination or surface

~distribution. '

There is of course no reason to limit the structural
elements to linear structures. One can also use other geo-
metrical figures or structures, such as triangles, quadran-
gles, circles, . star-shaped structures, symbolic figures or
any combinations of these figures.

Rotationally symmetrical figures are partlcularly
suitable for pattern recognition.

The regularity evaluable in these cases can for example
also be the number of elements per unit of'area, the mean
distance between these elements or the distribution of ele-~
ments throughout the document. |

In connection with the abovementioned structural ele-
ments the color can be considered as an additional criterion
since very special shades of color used only by authorized
printing houses are frequently selected for papers of value,
bank notes and the like. Interwoven characters are also

_
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-4- .normal ly evaluates the intertwned |line structures known in the
paper-of-val ue sector, so-called guilloches. Structural elenments should

al ways be sel ected that have a certain regularity and are representative of
a great num ber of papers of value or that are characteristic of a great
number of papers of value. In the concrete9case of application the color
copier is provided with an electronic unit which pernmits conparison between
the currently scanned docunent and the stored regu- |ar data using
correspondi ng conparing prograns. |f this defined regularity is found on

t he master tgﬁemspmg ppinkeg: iian Gif fienent hadesrofhitokenrliike athe| | .

above-described guilloches so that the analogous regulari-
ties can be used for evaluation in this case.

' When the regularities of existing documents are deter-
mined the‘pfoblem can arise that several regularities are
present but none is measurable or classifiable with complete
unambiguity per se. In these cases it can be helpful to test
and evaluate the presence of several regularities. To in-
crease the reliability of detection one can’give individual

N characteristics different weights so that detection is sig-
v naled if a given minimum number of points exists. Similarly,
the presence of a given number of properties or structures
from a larger amount to be choéen from can also lead to the
desired evaluation result. The combination or weighting of |
different regularities would thus be an additional criterion
for evaluation. | '_

If the regularities to be evaluated are already con-
éidefed when a corresponding document is designed the indi-
vidual structures and properties can be selected and de-
signed more expediently. In these cases relatively few
separate properties are generally required since they can be
detected quite reliably and enter into the evaluation via
the abovementioned weighting with high detection values.

\
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The |nvent|ve nmet hod has t he advantage that securlty docunents are detected

usi ng a generaf—fearUTE‘connDn to security docunents that results fromthe
printed i is therefore still present on a photograph but
does not rﬁﬁmm mﬁlm rdual design of the docunents to be protected. The
|nd|V|du ¢ i esults from t e Idbl-or design and arrangenent of
‘the structural elenments. Furthernore no additional ‘neasuring neans are
necessary that could be disabled or evaded since the master is scanned as
in any normal copying operation and the structural ele- nents identified by
el ectronic pattern recognition. A furth&*&®ntage is that few reference

val ues need be stored while a great nunber of different security docu-

ments can be detegted andy RRCESE Gt RInY P AL YhaflY on documents,

papers of value or the like whereby the printed images of
the documents to be tested are scanned electronically in
their totality or in certain areas and compared with refer-
ence values and specific measures are initiated if given
criteria are present, characterized in that the data asso-
ciated with the scanned printed images are temporarily
stored completely or partly and tested by means of given
comparing programs for the presence of defined regularities,
and the specific measures are to be initiated in accordanee
with the existence of these. regularitles.

2. The method of claim 1, characterlzed in that the
temporarily stored data are tested for given structural
elements and these structural elements have a defined regu-
larity.

3. The method of claim 2, characterized in that the
temporarily stored data are tested for linear structural
elements designed in different colors.

4. The method of claim 3, characterized in that the
linear structural elements are guilloches, line networks or.
parallel lines. '

5. The method of claim 3 or 4, characterized in that
the defined regularity tested is the frequency of intersec-
tions of lines, the distribution function of distance be-
tween lines or the ratio of mean distances between lines in
two colors.

6. The method of claim 2, characterized in that the
temporarily stored data are tested for rotationally symmet-
rical or symbolic figures possibly designed in different
colors.

7. The method of claim 6, characterized in that the
defined regularity tested is the number of structural ele-

—
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rhg” In a preferred enbodiment the structural elenents are guilloches.
These 'l ooped Tine patterns are printed in soft colors over |arge parts of

t he bank notes m m y of currencies and their various

denom nati ons. ““MHHI ﬂ“‘u of value al so have guilloches. Two
patterns in d|f r < ent Boldrs* are uswalllly -artistically interwoven. \Wen
~the imge of such a bank note is broken down into pixels mnth REPLACENMENT

SHEET 13 FEB 1997 -5-
ments per unit of area or the distribution of structural
elements throughout the document. '

8. The method of claim 1 or 2, characterized in that
the simultaneous pfesence of several regularities is tested
and the existence of several regularities assumed for
evaluation of the printed image.

9. An apparatus for detecting prlnted images on docu-
ments, papers of value or the like having means for tempo-
rarily storing scanned printed images of the documents to be
tested in their totality or in certain areas, means for
performing a comparison of the temporarily stored data with
reference values, and control means for initiating specific
measures if glven criteria are present, characterized in
that this apparatus addltlonally includes means for testlng
the temporarily stored data for defined regularities using
given comparlng programs.

10. The apparatus of claim 9, characterized in that it
has a memory in which a number of structural elements with
defined regularities are stored.

11. The apparatus of claim 9 or 10, characterized in
that it has signal processing means capable of detecting the
structural elements and their regularities present on the
documents to be tested, comparing them with the stored ref-
erence values and outputtlng a certaln control signal in
accordance with the result of comparison.

12. The apparatus of claim 9, characterized'in that it
has a memory in which a number of structural elements are
stored and a further memory containing the evaluation cri-
teria, i.e. the corresponding regularities.

13. The apparatus of claim 9 or 12, characterlzed in
that it has a signal analyzer for detectlng the structural
elements using known pattern recognition methods and a com-
parator for comparing the reqularity of the temporarily
stored structural elements with given reference values and
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?%eﬂéﬁﬁ of a color scanner it is relatively sinple to iden- tify the lines
and their colors. For exanple guilloches can be detected using the nean

di stance bet i [ of the colors, the ratio of nmean di stances
bet ween |1 nem"llmuﬂlmuwmmlm the distribution function of the distance
bef ween |ines *as®pakankt ers *or definedrddularities. Qher structural

el ements can of course also be used. It is particularly convenient to

anal yze e.g. special rota- tionally symetrical figures or printed imges

cont ai ni ng eci al .col.or conbinations,.that are chiefly used in securjt _
rinttng. cERSRFEPLAT R, Bo GOREREP ORI & 1OMRl, i eotiel "shreit In
pl ai ned i n accerdaheael witht thef adsmiithgirddmpaafissamce to the Figure

Sho“‘“g the funcihgnﬁged5§gEi@'Qbﬁ%ﬂ%%ﬁgtgfaéﬁnleast one of claims 9 to

13 in a copying machine.

15. Use of_the'apparatus of at least one of claims 9 to
13 in a bank note testing device.

16. Use of thé apparatus of at least one of claims 9 to
13 in a printing device.

17. A sheetlike document such aé a paper of value, bank
note or the like havihg a possibly polychrome printed image

comprising characters, numbers or patterns, characterized in
that it has, at least in a certain area, a number of small
structural elements recognizable to the eye and subject to a
defined regularity.. '

18. The sheetlike document of claim 17, characterized
in that the structural elements are linear elements such as
guilloches, line networks or parallel lines which are coor-
dinated with one other so as to produce regularities de-
tectable by measuring technology and characteristic of se-
curity printing. _ _

19. The sheetlike document of claim 18, characterized
in that the defined_regularity consists in the mean distance
between lines in a first color, the mean distance between
lines in a second color, the ratio of mean distances between
lines in two colors or the distribution function of the
distance between lines or the number of crossing points per
unit of area. _

20. The sheetlike document of claim 17, characterized
in that the structural elements are rotationally symmetrical
or symbolic. figures. '

21. The sheetlike document of claim 20, characterized
in that the defined regularities consist in the number of
elements per unit of area, the mean distance between these
elements or the distribution of elements throughout the
document. |
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bodi ment of the inventive apparatus for detecting security docunents.
Docunment 1 can be a paper of val ue,. bank note or the |like. Docunent 1 has a
printed image conprising, at least in certain areas, individual structural
el'ements that follow a defined regularity. Exanples of such structural

el éments and their regularities are explained in nore deta|I el sewhere.

Docunent 1 is illumnated by two light sources 2. The ref dlight is
regi stered byl detector 3 and converted completely or_part} to a digital
data record ifch 1s fijled in interjredi ate jmenory 4. Si gnal analyzer 5
processes these dat a ugi ng known idqal pattdrn recognitji on_net hods
wi th considerltf of gf tlhe structur s storgqd in fegturé’hnnnry 6.
The result of|thi§ test] is for ex - oH :
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documents

The present invention relates to a method for detecting
documents, papers of value, bank notes or the like whereby
the printed images of the documents to be tested are elec-
tronically scanned in their'totality or in certain areas and
compared with reference values and specific measures are
initiated if given criteria are present, and to an apparatus
for carrying out the method.

In many technical areas it is necessary to detect
documents to be able to initiate specific measures in ac-
cordance with this information. With respect to the detec-
tion of papers of value, bank notes and the like the field
of color cbpiers is.éurrently of particular importance since
such documents are increasingly imitated or duplicated with
color copiers. To prevent such activities it would be de-
sirable for example to have such documents detected as soon
as they are inserted as masters into a color copier in order
to prevent the following copying operation.

A number of proposals have been made for carrying out
such measures, some aiming at detecting special features
provided in the security document or using the presence of
such features as a criterion for aborting the copying op-
eration.

' Such an apparatus is described for example in U.S.
patent no. 4,723,149. Along with the sensor means necessary
for the customary mode of functioning this copying apparatus
has an additional magnetic sensor for detecting magnetic
features present on the original. If magnetic features are
detected this is equated with the presence of a security
document. In this case a control signal is triggered which
prevents the following copying operation.

A similar -apparatus which likewise'éims at providing
the bank note with special features is known from IBM Tech-
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Modules 5 to 9 forman electronic evaluation and con- trol unit 10 which
t¢an of course have a nuch nore conpact- structure than shown schematically
in the Figure for reasons of clarity. Processing unit 10 can be built into
any apparatus in which it is necessary to detect docunments having printed
i‘mages with characteristic structures. Preferred apparatus, however, are
copyi ng machi nes, printing devices and pagk_note testing devi ces.
Processing unit 10 is normally inserted ih series in the data processing
path of the copier. This ensures that all data to be copied are tested for
agreenent wi-th the given structural elenents. In copying nmachi nes repeated

testing of {fieaFaHPsclosure Bulletin, Vol. 18, No. 3. The confidential
document is printed with at least one color having a strong
absorption line in a narrow spectral range. The copier con-
tains three detectors that have a narrow spectral sensitiv-
ity in red, green or blue. When the document is illuminated
with a light source usually provided in copiers the detec-
tors measure the light quantity reflected by the document in
the particular spectral range. If a signal value from one
detector is below the values of the other two due to the
absorption by the colorant this is a sign that a confiden-
tial document is to be copied. In this case the copying op-
eration is likewise aborted.

Although such a procedure would basically solve the
abovementioned problem it has some disadvantages which ul-
timately rule out the use of such apparatus. All apparatus
designed to detect special and possibly additional features
of the documents to be protected, such as magnetism, ab-
sorptioh behavior, fluorescence, etc., have the disadvantage
that they fail when the feature properties are neutralized
or completely omitted in the master. In the simplest case
this can be done by using a photograph. Since the photograph
of the original normally no longer has the authenticity
features it is not recognized by the detection unit of the
copying machine so that. it is cleared as an unprotected
document for the copying operation. | '

The same result is obtained if the add1tiona1 measuring
means are manipulated or disabled.

Another way of preventing the copying of confidential
documents is shown by EP-A 0 342 060. In this example the
image data of the original are digitized and stored tempo-
rarily. In accordance with a comparison with reference val-
ues likewise stored in the copying machine the copying op-
eration is prevented or cleared. In the present case the
document to be protected is thus not detected with reference
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original can be avoided in the "nultiple copy" node if it is definitely
i npossi ble or pointless to replace the original during preparation of the
~multiple copies. This is ensured if the master is firmy fixed during the
copying operation or if the initially prepared data (tested for
reliability) are used for all identical copies after the nultiple copies
are initiated. In this way the second ard3fell owi ng dupli- cates can be
- prepared at the copying machine's own copying rate. There is no delay in
the operation due to the allowa:- bility test in such cases. It is.of course
al so possible to relay the scanned signals to the el ectrophot ographic unit-
during the tesa defihed physicali propesrty, ;s ideseribedpatdthpcputset,
protected dggHNRREn fefetenicRdto the individual image content.

' Although this method prevents manipulation of the type
described at the outset it has the disadvantage that it is
very elaborate and requires a lot of storage space since the
printed images of all documents to be detected must be
stored electronically as reference values. Irrespective of
the high electronic effort only the currently stored docu-
ments can be detected. Such a method accordingly makes it
necessary to updaté the data constantly so that the required
memory constantly grows. Comparing each document to be cop-
ied with all reference values of course considerably slows
down the copying rate, which clearly opposes the desire for
short copying times.

Assuming this prior art the invention is based on the
problem of providing a method for detecting security docu-
ments which makes it easily possible to detect a great num-
ber of security documents irrespeétive of their individual
graphic design, and of stating an apparatus for carrying out
the method.

The solution to this problem is found in the independ-
ent claims, The subclaims involve developments of the in-
ventive solutions.

The basic idea of the invention is the finding that the
printed images of security documents usually contain indi-
vidual structural elements that are characteristic of papers
of value. These structural elements that are already present
or to be provided in newly designed papers of value permit a
general classification, i.e. one can already deduce the ex-
istence of a paper of value if such structural elements are
present without analyzing the whole printed image or com-
.paring it for identity with a stored printed image. In the
simplest case these structural elements are curved colored
lines present in a certain minimum density by surface. One
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- As élready mentioned unit 10 can al so be used advanta- geously in printers,
in particular in view of the devel op- -7- ments in the area of .
~mul tinmedia systens. These systens will increasingly nmake it possible in
future to reproduce the image from any recordi ng nmeans, e.g. a photo-canera
or video canmera, or fromtelevision sets. It is therefore inportant to
prevent duplication of security documents4in this area as well. The
recording of the printed inage of a security docunent can hardly be
prevented but the printout can-be avoided by inventive unit 10. Before the
printer COQ*%&&?lly evaluates the intertwined line structures known in
the paper-of-value sector, so-called guilloches.

Structural elements should always be selected that have
a certain regularity and are representative of a great num-
ber of papers of value or that are characteristic of a great
number of papers of value.

In the concrete case of application the color copier is
provided with an electronic unit which permits comparison
between the currently scanned document and the stored regu-
lar data using corresponding comparing programs. If this
defined regularity is found on the master the copying op-
eration is interrupted or not started at all.

The inventive method has the advantage that security
documents are detected using a general feature common to
security documents that results from the printed image it-
éelf and is therefore still present on a photograph but does
not impair the individual design of the documents to be '
protected. The individual printed image results from the
color design and arrangement of the structural elements.

Furthermore no additional measuring means are necessary
that could be disabled or evaded since the master is scanned
as in any normal copying opération and the structural ele-
ments identified by electronic pattern recognition.

A further advantage is that few reference values need
be stored while a great number of different security docu-
ments can be detected and protected from unauthorized copy-
ing.

In a preferred embodiment the structural elements are
guilloches. These looped line patterns are printed in soft
colors over large parts of the bank notes of a great variety
of currencies and their various denominations. But most pa-
pers of value also have guilloches. Two patterns in differ-
ent colors are usually artistically interwoven. When the
image of such a bank note is broken down into pixels with
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the image data and outputs themon a printing nediumthey are tested for
the presence of structural elenments with a certain regularity and treated
»as described above. In all abovenentioned areas of application the inven-
tive method and correspondi ng apparatus have the advantage that a docunent
can be detected easily and relatively fasts -No additional sensors are
necessary. This has the further advantage that no special constructional
changes need be performed on those apparatus containing processing unit 10
according to the invention since electronic processing unit 10 can be

pl aced anywtdre aik gf emseslon stanpert itulisr redatiyedyusinmpiee taxddens of
Struet ;Jgg' ngétlﬁexﬂﬁs% %%gveéﬁareﬂan' 8bibies ¥R eSAmple GG 1dEHdY can
be detected using the mean distance between lines in one of
the colors, the ratio of mean distances between lines in
both colors or the distribution function of the distance
between lines as parameters or defined regularities.

oOother structural elements can of course also be used.
It is particularly convenient to analyze e.g. special rota-
tionally symmetrical figures or printed images containing

'special color combinations that are chiefly used in security
printing, etc.

Further embodiments and their advantages shall be ex-
plained in more detail in the following with reference to
the Figure showing the functional diagram of a possible em-
bodiment of the inventive apparatus for detecting security
docuhents. '

Document 1 can be a paper of value, bank note or the
like. Document 1 has a printed image comprising, at least in
certain areas, individual structural elements that follow a
defined regularity. Examples of such structural elements and
their regularities are explained in more detail elsewhere.

Document 1 is illuminated by two light sources 2. The
reflected light is registered by detector 3 and converted
completely or partly into a digital data record which is
filed in intermediate memory 4. Signal analyzer 5 processes
these data using known mathematical pattefn recognition
methods with consideration of the structural elements stored
in feature memory 6. The result of this test is for example
a numerical value stating how often or at what density per
unit of area the given structures are present in the printed
image of document 1. This numerical value is fed to compar-
ator 7 which ascertains whether the structural elements de-
termined by analyzer 5 correspond to the values given in
evaluation memory 8. Ranges of tolerance, upper or lower
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be stated. For papers of value such regularities can also be taken fromthe
so-cal | ed Stock-Exchange Gui delines (Comron Principles of German Stock
‘Exchanges for Printing of Papers of Value) which |ay down the fornal
conditions to be heeded for producing papers of value. The follow ng |ist

I s not exhaustive, i.e. other structural élenents can al so be used that
have a readily testable regularity. A structural elenent already present
very frequently on security docunents is the guilloche. Guilloches are
delicate protective line systens intw ned according to certain, geo-

netrical | akmikingavalussoc Hdnadiugsm| 9k Hikpel Hke 9@6d§9e€e§hn§9eéﬂm
geomet ri cal that 89§ 1ushbho sleerea TdiXiatamsl KEPLAENESE SHEEdria BB H3%/7

the further processing or treatment of document 1 is pre-~
vented as explained above.

Modules § to 9 form an electronic evaluatlon and con-
trol unit 10 which can of course have a much more compact
structure than shown schematically in the Figure for reasons
of clarity.

Processing unit 10 can be built into any apparatus in
which it is necessary to detect documents having printed
images with characteristic structures. Preferred apparatus,
however, are copying machines, printing devices and bank
note testing devices. '

Processing unit 10 is normally inserted in series in
the data processing path of the copier. This ensures that
all data to be copied are tested for agreement with the
given structural elements.

In copying machines repeated testing of the same
original can be avoided in the "multiple copy" mode if it is
definitely impossible or pointless to replace the original
during preparation of the multiple copies. This is ensured
if the master is firmly fixed during the copying operation
or if the initially prepared data (tested for reliability)
are used for all identical copies after the multiple copies

are initiated. In this way the second and following dupli-
cates can be prepared at the copying machine’s own’' copying
rate. There is no delay in the operation due to the allowa-
bility test in such cases.

It is of course also possible to relay the scanned
signals to the electrophotographic unit during the test so
that the copying operation is interrupted when a protected
document is detected. |

As already mentioned unit 10 can also be used advanta-
geously in printers, in particular in view of the develop-
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-8- positive or negative guilloches. They are produced by let- terpress
printing or line intaglio printing conbined with |etterpress printing.
Eval uation factors for these guilloches can be for ex- anple the nmean

di stance between lines in the first color, the characteristic course of
lines, line structure (line width), surfdce area or surface arrangenent,
| ine density, the nunber of intw nenents and/or crossing points of |ines
per unit of area, the nean distance between lines of dif- ferent colors,

he rati f | n
the ratio O r{%anlnd t?';[ea acreesa boe We 1me§1a systems. These systems will

increasingly make it possible in future to reproduce the
image from any recording means, e.g. a photo-camera or video
camera, or from television sets. It is therefore important
to prevent duplication of security documents in this area as
well. The recording of the printed image of a security
document can hardly be prevented but the printout can -be
avoided by inventive unit 10. Before the printer converts
the image data and outputs them on a printing medium they
are tested for the presence of structural elements with a
certain regularity and treated as described above.

In all abovementioned areas of application the inven-
tive method and corresponding apparatus have the advantage
that a document can pe detected easily and relatively fast.
No additional sensors are necessary. This has the further
advantage that no special constructional changes need be
performed on those apparatus containing'processiﬁg unit 10
according to the invention since electronic processing unit
10 can be placed anywhere one pleases in the particular ap-
paratus.

Some examples of structural elements and their regu-
larities that can be used in the inventive method shall now
be stated. For papers of value such regularities can also be
taken from the so-called Stock-Exchange Guidelines (Common
Principles of German Stock Exchanges for Printing of Papers
of Value) which lay down the formal conditions to be heeded
for producing papers of value. The following list is not
exhaustive, i.e. other structural elements can also be used
that have a readily testable regularity.

A structural element already present very frequently on
security documents is the guilloche. Guilloches are delicate
protective line systems intwined according to certain geo-
metrical laws that are monochrome or polychrome and produced
on speciallgeometrical lathes. Guilloches can exist as

REPLACEMENT SHEET
13 FEB 1997




both colors or distribution function (histogranm), contour sharpness in
crelation to line width, sharpness of intwining and crossing points in
relation to line width, etc. Gher line structures can of course al so be
used, such as parallel lines or line networks, if it is certain that the
eval uated regularities do not, or hardTﬁ%'éxist in "normal " masters in the
defined form conbination or surface distribution. There is of course no
reason to limt the structural elenents to linear structures. One can al so

i os. o r EELeARE, 0 Reod e Uiy TobHEL L Bhey AFe BEodicd IR adhinll 7O
of these ftegpuess printingl oy Timerintaglioi priotinge comkiined aviith
letterpress printing.

Evaluation factors for these gquilloches can be for ex-
ample the mean distance between lines in the first color,
the characteristic course of lines, line structure (line
width), surface area or surface arrangement, line density,
the number of intwinements and/or crossing points of lines
per unit of area, the mean distance between lines of dif-
ferent colors, the ratio of mean distances between lines in
both colors or distribution function (histogram), contour
sharpness in relation to line width, sharpness of,intwihing
and crossing points in relation to line width, etc.

Other line structures cén of course also be used, such
‘as parallel lines or line networks, if it is certain that
the evaluated regularities do not, or hardly, exist in
"normal" masters in the defined form, combination or surface
distribution.

_ There is of course no reason to limit the structural
elements to linear structures. One can also use other geo-
metrical figures or structures, such as triangles, quadran-
gles, circles, star-shaped structures, symbolic figures or
any combinations of these figures. '

Rotationally symmetrical figures are particularly
suitable for pattern recognition.

The regularity evaluable in these cases can for example
also be the number of elements per unit of area, the mean
distance between these elements or the distribution of ele-
ments throughout the document.

In connection with the abovementioned structural ele-
ments the color can be considered as an additional criterion
since very special shades of color used only by'authorized
printing houses are frequently selected for papers of value,
bank notes and the like. Interwoven characters are also
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suitable for pattern recognition. The regularity evaluable in these cases
can for exanple also be the nunber of elenents per unit of area, the nean
di stance between these elenents or the distribution of ele- nents

t hr oughout the docunent. In connection with the abovenenti oned structural
ele- ments the color can be considered as % additional criterion since
very speci al shades of color used only by authorized printing houses are
frequently sel ected for papers of val ue, bank notes and the |ike.

| nt erwoven fgéﬁén fyaéglg{gg Rﬁégggggltsgﬁgges of color like the

above-described guilloches so that the analogous regulari-
ties can be used for evaluation in this case.

When the regularities of existing documents are deter-
mined the problem can arise that several regularities are
present but none is measurable or classifiable with complete
unambiguity per se. In these cases it can be helpful to test
and evaluate the presence of several regularities. To in-
crease the reliability of detection one can give individual
characteristics different weights so that detection is sig-
naled if a given minimum number of points exists. Similarly,
the presence of a given number of properties or structures
from a larger amount to be choéen from can also lead to the
desired evaluation result. The combination or weighting of
different regularities would thus be an additional criterion
for evaluation.

If the regularities to be evaluated are alréady con-
sidered when a corresponding document is designed the indi-
vidual structures and properties can be selected and de-
signed more expediently. In these cases relatively few
separate properties are generally required since they can be
detected quite reliably and enter into the evaluation via
the abovementioned weighting with high detection values.
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-9- frequently printed in different shades of color |ike the
.above-descri bed guilloches so that the anal ogous regulari- ties can be used
for evaluation-+nA-this case. Wien the regularities of existing docunents

are deter- m ned thﬁug&ﬂﬁlenlcan arise that several regularities are

pr esent Tm‘\mmﬁ‘ rabl e or classild able with conplete unanbiguity
per se. can be helpful to test and eval uate the presence

of several® régu arltles To in- crease the reliability of detection one can
gi ve individual characteristics differgnt, weights so that detection is sig-
‘naled if a given m ni num nunber of mméi Mists. Sinilarly, the presence
of a given nunber of properties or structures froma |larger anount to be

chosen from can ali LEﬁS %o&h%etectlng printed images on documents,
papers of value or the like whereby the printed images of
the documents to be tested are scanned electronically in
their totality or in certain areas and compared with refer-
ence values and specific measures are initiated if given
criteria are present, characterized in that the data asso-
ciated with the scanned printed images are temporarily
stored completely or partly and tested by means of given
comparing programs for the presence of defined regularities,
and the specific measures are to be initiated in accordance
with the existence of these regularities.

2. The method of claim 1, characterized in that the
temporarily stored data are tested for given structural
elements and these structural elements have a defined regu-
larity.

3. The method of claim 2, characterized in that the
temporarily stored data are tested for linear structural
elements designed in different colors.

4. The method of claim.3, characterized in that the
linear structural elements are guilloches, line networks or
parallel lines.

5. The method of claim 3 or 4, characterized in that
the defined regularity tested is the frequency of intersec-
‘tions of lines, the distribution function of distance be-
tween lines or the ratio of mean distances between lines in
two colors.

6. The method of claim 2, characterized in that the
temporarily stored data are tested for rotationally symmet-
rical or symbolic figures possibly designed in different
colors. . _

7. The method of claim 6, characterized in that the
defined regularity tested is the number of structural ele-

—_——
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desi r ed—evattati-onresutrt— The conbi nation or wei ghting of different

-regularities I an additional criterion for evaluation. If the
regul ari t“wﬂﬁmugﬂgmmed are already con- sidered when.a corresponding
docunent N «1 ndi - vidual structures and properties can be
sel ected and de- signed nore expedientl $1 n these cases rel atively few
separate properties are generally required since they can be detected quite
reliably and enter into the evaluation via the abovenentioned wei ghting

with hlghﬁgﬁéénﬂéglﬂgi ®St. area'St the distribution of structural

élements throughout the document.

8. The method of claim 1 or 2, characterized in that
the simultaneous presence of several regularities is tested
and the existence of several regularities assumed for
evaluation of the printed image.

9. An apparatus for detecting printed images on docu-
ments, papers of value or the like having means for tempo-
rarily storing scanned printed images of the documents to be
tested in their totality or in certain areas, means for
performing a comparison of the temporarily stored data with
reference values, and control means for initiating specific
measures if given criteria are present, characterized in
that this apparatus additionally includes means for testing

" the temporarily stored data for defined regularities using
given comparing programs.

10. The apparatus of claim 9, characterized in that it
has a memory in which a number of structural elements with
defined regularities are stored. .

11. The apparatus of claim 9 or 10, characterized in
that it has signal processing means capable of detecting the
structural elements and their regularities present on the
documents to be tested, comparing them with the stored ref-
erence values and outputting a certain control signal in
accordance with the result of comparison.

12. The apparatus of claim 9, characterized in that it
has a memory in which a number of structural elements are
stored and a further memory containing the evaluation cri-
teria, i.e. the corresponding regularities.

13. The apparatus of claim 9 or 12, characterized in
that it has a signal analyzer for detecting the structural
elements using known pattern recognition methods and a com-
parator for comparing the regularity of the temporarily
stored structural elements with given reference values and
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. O ai s -1——A-pethod of testing docunents to determ ne whether the docunents

~belong to a predeterm ned class of docunents, conprising the steps of:

opti cal I,ﬂl'ﬁmummumngcumnts to be tested to obtain scanned printed

i mages, |dANaEl t ecific measures if given criteria are present

wi t hout ideﬁtifyihg the" specific type of I®cunent; and conparing the

. scanned inmages with reference val ues to determ ne whet her background

“structural elenments are present in the scanned i nage, said background )
structural elenents having defined reqularities recognizable by the eye and

conmon to ERENtYRRABLNGoAURERTCERONIING SdRk F N ePnrkEoly éhvouit in

i denti fyi ncaccop@ahéecwirhethe desultniof comparison.

14. Use of the apparatus of at least one of claims 9 to
13 in a copying machine.

“15. Use of the apparatus of af léast one of claims 9 to
13 in a bank note testing device.

16. Use of the apparatus of at least one of claims 9 to
13 in a printing device.

17. A sheetlike document such as a paper of value, bank
note or the like having a possibly polychrome printed image
comprising characters, numbers or patterns, characterized in
that it has, at least in a certain area, a number of small
structural elements recognizable to the eye and subject to a
defined regularity.

18. The sheetlike document of claim 17, characterized
in that the structural elements are linear elements such as
guilloches, line networks or parallel lines which are coor-

"dinated with one other so as to produce regularities de-
tectable by measuring technology and characteristic of se-
curity printing. -

19. The sheetlike document of claim 18, characterized
in that the defined regularity consists in the mean distance
between lines in a first color, the mean distance between
lines in a second color, the ratio of mean distances between
lines in two colors or the distribution function of the
distance between lines or the number of crossing points per
unit of area.

20. The sheetlike document of claim 17, characterized
in that the structural elements are rotationally symmetrical
or symbolic figures. _

21. The sheetlike document of claim 20, characterized
in that the defined reqularities consist in the number of
elements per unit of area, the mean distance between these

elements or the distribution of elements throughout the
document. ——
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- wherein the specific nmeasures are initiated if said background structural
~elenments are determned to be present. 2. A nethod as clained in claim1,
further conprising the steps of storing the scanned printed imges
tenporarily so that they may be tested using said conparison step prior to
initiating said specific neasures, and according different weights to
structural elenents having different ?glarities. 3. A nethod as cl-ai ned
in claim2, wherein the tenporarily storgd’imges are tested for |inear
structural elenents having different colors. 4. A nethod as clainmed in
claim3, wherein the linear structural elenments are selected fromthe group

A METHOD AND APPARATUS FOR DETECTING PRINTED IMAGES ON
DOCUMENTS

Abstract

The invention relates to a method for detecting printed
images on documents, papers of value or the like whereby
the printed images of the documents to be tested are
electronically scanned in their totality or in certain
areas, compared with reference values and specific measures
are initiated if given criteria are present. The data
coordinated with the scanned printed images are completely
or partly stored temporarily and checked for the presence
of predefined regularities by means of given comparison
programs. The specific measures are then initiated in
accordance with the presence of these regularities.
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consisting of guilloches, line networks and parallel lines. 5 A nethod as
.claimed in claim3, wherein the defined regularity tested is selected from
the group consisting of the frequency of intersection of lines in the
REPLACEMENT SHEETS  SG structural element, the distribution function of
di stance between the lines, and the ratio of nean distances between |ines
of two colors. 6. A nethod as claimed in claim2, wherein the tenporarily
stored data is tested for rotationally sypmetrical or synbolic figures.
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7. A nethod as clainmed in claim®6, wherein the defined regularity tested is

sel ected fromthe group consisting of a nunber of structural elenents per
unif of area and the distribution of structural elenents throughout the
docunent. 8. A nethod as clainmed in claim2, wherein the sinultaneous
presence of several regularities is tested and t he exi stence of
regularities assumed for evaluation ofy4he printed inmage. 9. Appar at us for
testing docunents to determ ne whether the docunents belong to a
.predeterm ned cl ass of docunents, conprising: nmeans for tenporarily storing
scanned printed i mges of the docunents to be tested,

A METHOD AND APPARATUS FOR DETECTING PRINTED IMAGES ON
DOCUMENTS

Abstract

The invention relates to a method for detecting printed
images on documents, papers of value or the like whereby
the printed images of the documents to be tested are
electronically scanned in their totality or in certain
areas, compared with reference values and specific measures
are initiated if given criteria are present. The data
coordinated with the scanned printed images are completely
or partly stored temporarily and checked for the presence
of predefined regularities by means of given comparison
programs. The specific measures are then initiated in
accordance with the presence of these regularities.

(The figure)

REPLACI:ME}H SHEET|

0 2 MAR 1997




ri‘%ans for performng a conparison of the tenporarily stored dat Jeafgattt =ros
reference values to_determ ne whet her background structural elenents are
present in the scanned image, said background structural elenents having

docurcr IMATMRIERVP e Fact v ERGE? oent i Tying TheSpect Pre”
docurrent ;* arfid tontrol reans for initiating specific neasures if said

background structural elenents are de c}ed, wi t hout identifying the
specific type of document. 10. Appararus 88 claimed in claim9, wherein the
control neans includes a signal analyzer for detecting said structural

i ry in ich_evaluation criteri are stored,
ZLS”FEﬁfhgpdcgﬂpfyg*ggﬂ;ﬁgtﬂggno¥ ées@@ng documents to determgne '

whether the documents belong to a predetermined class of

documents, comprising the steps of: _
optically scanning the documents to be tested to
obtain scanned printed images, and initiating specific
measures if given criteria are present without identifying
the specific type of document; and ’
comparing the scanned images with reference
) values to determine whether background structural elements
/ are present in the scanned image, said background structural
elements having defined regularities recognizable by the eye
and common to each type of document in said predetermined
class without identifying a'specific type of document;
wherein the specific measures are initiated if
said background structural elements are determined to be
present.

2. A method as claimed in claim 1, further
comprising the steps of storing the scanned printed images
temporarily so that they may be tested using said comparison
step prior to initiating said specific measures, and .
according different weights to structural elements having

K/ different regularities. '

3. A method as claimed in claim 2, wherein the
temporarily stored images are tested for linear structural
elements having different colors.

' 4. A method as claimed in claim 3, wherein the
linear structural elements are selected from the group -
consisting of guilloches, line networks and parallel lines.

5. A method as claimed in claim 3, wherein’ the
defined regularity tested is selected from the group
consisting of the frequency of intersection of lines in the
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REPEACENEAH SHEET 2 0 FEB 1998 - 12 - ‘conparator for determ ning whet her

the detected structural enments correspond to valyes stored jn t he
evaluatlo H“ﬂ l m ratus as clained in claim9, wherein the neans
for tenpor scanned data is an internediate menmory. 12.

Appar at us as clalned |n claim9, wherein the- apparatus I's used in a machi ne
sel ected fromthe group

structural element, the distribution function of distance

between the lines, and the ratio of mean distances between

lines of two colors.

6. A method as claimed in claim 2, wherein the
temporarily stored data is tested for rotationally
symmetrical or symbolic figures.

7. A method as claimed in claim 6, wherein the
defined regularity tested is selected from the group
consisting of a number of structural elements per unit of
area and the distribution of structural elements throughout
the document.

i./ 8. A method as clalmed in claim 2, wherein the
simultaneous presence of several regularities is tested and
the existence of regularities assumed for evaluation of the
printed image.

9. Apparatus for testing documents to determine
whether the documents belong to a predetermined class of
documents, comprising:

means for temporarily storing scanned printed
images of the documents to be tested;

means for performing a comparison of the
temporarily stored data with reference values to determine
whether background structural elements are present in the
scanned image, said background structural elements having
defined regularities recognizable by the eye and common to
each type of document in said predetermined class without
identifying the specific document; and o

?control means for initiating specific measures
if said background structural elements are detected, without
identifying the specific type of document.

10. Apparatus as claimed in claim 9, wherein the
control means includes a signal analyzer for detecting said
structural elements and an evaluation memory in which
evaluation criteria are stored, and further comprising a

/
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consi'sting of a copyi ng. machine, bank note testing device, or printing

MM O R
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comparator for determining whether the detected structural
elements correspond to values stored in the evaluation
memory.

11. Apparatus as claimed in claim 9, wherein the
means for temporarily storing the scanned data is an
intermediate memory.

12. Apparatus as claimed in claim 9, wherein the
apparatus is used in a machine selected from the group
consisting of a copying machine, bank note testing device,

or printing device.
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