13 COctober 2005 DESCRI PTI ON PASS- CODE | DENTI FI CATI ON APPARATUS AND
PASS- CODE | DENTI FI CATI ON METHOD Techni cal® Fil ed The present invention
relates to a pass-code identification device and a patsOcotler 2086ntificati on
met hod, which are used for controlling accesses to 'predeterm ned
- information by collation of pass-codes.” Mre particularly, the. present
~invention relates to a pass-code identification device and a pass-code
identification nethod, which are used for controlling accesses nade by an
external apparatus by collation of pass-codes To-put it in detail, the
present invention relates to a pass-code. identification device and a
pass-.code identification nethoDEsoRiIeiriase used for controlling accesses
made by an external apparatus such as a-. reader/witer to an internal
“menory of the pass-code identification device such as an |IC card: by
~collation of pass-codes. Mre particularly, the present invention relates

to a pass-code identiphestieprderereraiead PRI POQMed dentification
‘met-hod, which are used for 13 October 2005 determ ning- mhether or not

" access-right CO”tFQhUPQ§£§§JHbDE 'IDENTIFICATION METHOD

Technical Filed
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_predetérmined informatioh by'collation of passFCGdéé;
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| Tb.put it in detail, the §resept invgﬁtion relates  '
- 1.&5‘afpéséf69dé_identification déVicefand-a péssfcgde I
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.identification déVice”suCh‘aS.anjiC card By cbiiétion of
paésécodes. More partiéﬁlarly} the present invention . |
teiateé‘to é pass—code idéntifiédtion devicé_and a paséé

quqe‘identification‘method,_which are_uséd_for.




a pass-code is required. Background Art There has been conceived and put to
practical use a variety of apparatus using a pass-nunber and/or a

password for verifying a user and for authenticating13iades8008 1 n general,
"a pass-nunber” is defined as a string or a conbination of nunbers each
having a value in the range 0 to 9 whereas a password is defined as a

- string or a conbination of al phabetical characters. In this specification,
"a pass-code" is a generic technical termfor the pass-nunber and the
‘password.) \Wen the user of a cash card uses the cash card at a bank or an
ot her finqgc%al instit n,_a cash.  dis

ti enser t pica#l rges.the user to
enter a pas%-%ﬁﬁ&ﬁﬁng.&h?%hégePBé%%%o?%cgésa;h%% 7% réﬁ?ﬁ%ﬁ?@c%?ing t he
user. The _cash dispenser then carries out a withdrawal operation after
verifying $HAATIHPUser® HRTehE%red a correct pass-. nunber or a correct
password. There are other applications of a.pass-code. Exanples of the
other applications are an operation to enter a pass-code to a safety-box,
which is installed. in a hotel or an other lodging facility, in order to
open 2 1PIRfPEBNDEFEH the safety box, an operation to enter a password to
a
Thepe has been conceived and put to practical use a
variety of apparatus using a pass—-number and/or a
password for verifying a user and for authenticating
process. (In general, ™a pass-number” is defined as a
string or a combination of numbers each having a value in
the range 0 to 9 whereas a password is defined as a
string or a combination of alphabetical characters. 1In
this specification, “a pass-code” is a generic technical
term for the pass—number and the password.)
When the user of a cash card uses the cash card at.
a bank or an other financial institution, a cash
dispenser typically urges the user to enter a pass-number
f0r -a password as a means for authenticating the user. The
cash dispenser then carries out a withdrawal operation
after verifying that the user has entered a correct pass-—.
number or a correct password.
There are other applications of a‘pass—bode.
Examples of the other applications are an operation to

enter a péss—code to a safety box, which is installed.in

a hotel_of an other lodging facility, ih Qrdér_to open
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conputer at a log-in, and an operation to enter a pass code to an
information termnal in order to request the termnal to conceal
information. Traditionally, in a storage nedi um such 1@0Ogmelpr@dDT stri pes
-on a cash card for a bank, only a storage area that 1s usable for the
particul ar bank is provided. Thus, inputting a .pass-nunber or a password
is no nore than' accessing to this storage area. That is to say, the user
needs to selectively use a plurality of cash cards for different purposes
and/or different applications. By the way, in recent years, non-contact IC
cards have been becom ng popul ar.. For exanple, a cash di spenser or

an. | C- car d-ree aidigtif iaces, jars tad ral imn tie eMenm@afswerdonzert hal |, a
station, or the like, is capable of making an access to the IC card

Wi t hout cotrmpstterAmtt ke logsdime tdnmk,an hepelseri@nttey st gass-pasder or a
password to the IC-card reader side, and the I1C card and the ICcard
reader/ widcete dal laat drntffearmeritierre d: pasinalunberondert ey wrfesee frassword wit h
the fetched pass-nunber or the fetched password for verifying the user and

for aut hertdredinialg gor eeesallhigorativnh veri fying the user and
aut henti cati ng process success, typically, an application stored in the IC

card can be USedTrEdﬁﬁDbﬁ§13y131ﬁbhoﬁtbr3@@5mﬁﬁlhﬁes@%ﬁlb%ahhaﬁe%ﬁgred in
the I C card include
' strlpes_on a cash card for a bank, only a storage area
that is usable for the particular bank is provided. Thus,
inputting a pass-number or a password is no more than
eccessing to- this storage area. That is to say, the user
needs-to selectively use a plurality of cash cards for
different pdrposes and/or different applications.
By the way, in recent years, non-contact IC cards
have been becoming popular. For example, a cash dispenser
or an-IC~eard reader/writer installed et the entranee of
a‘cphcertAhall, a station, or the like, is capable of
making an access to the IC cardtwithout contact. At the ‘ oy
‘same time, the user enters a pass—number or a password to |
the IC-card reader side,'aﬁd the IC card and the IC-card
reader/Writer collate the entered pass—number or the
entered password with the fetched pass- numberuor the
'retched password for verifying the user and fdr
authenticating process. Then, if the verifying the user

and authentlcatlng process success, typically, an

- appllcatlon stored in the IC card can be used. Examples




el’ectronic money and an electronic ticket. In addition, in recent years, by
virtue of inprovenents of miniaturization technologles an | C card having
.a storage space with a relatively large size is intridodecera@®dshas been -
becom ng popular. In the conventional cash card or the like, only one
storage area for one application can be provided. It is thus necessary

for the user to carry a plurality of 1C cards for different purposes

and/or different applications, Wth an 1C card having a storage space with
a large size, however, a plurality of applications can be stored in such -

an. IC carg. Eor ex%nE one | C card can be used for storing two or nore
appl i cati oRé EHEn2RBLAFRELPBNFECRBHeYDf She dFcERFENiBChAgNCi al settl ements

and electronlc tlckets -each used for entering a specific concert hall. In
this ;waySl8RtFentar8orEH pedusBdel8FtHOVAFI ELgket -pur poses and/ or
appllcatlons Furthernore, it is possible to nount an IC card "having a
renory function wt rﬁcﬁill%@rcge stloregpeehpmaty,. ¥orvantw€ ehi p-i npl ementi ng
a sem conductor |1 C card) on a portable tel ephone or a portable term nal. By
carrying aBpuevemenhta p6rmahiatusimahabn thehnetogiescapablle obrd
exchangi ng el ectronic value information wth. an external 4 13 October 2005
‘appar at us Baehndsamatotgganspappareits asedlivivelgclaggecCsize is :
introduced and has been becoming popular. In the
conventional cash card or the like, only one storage area
for one application can be provided. It is thus necessary
for the user to carry a plurality of IC cards for
different purposes and/or different applications. With an
IC card having a storage space with a lerge size, however,
a plurality of applications can be stored in such an IC
card. For example, one IC card can be used for storing
two or more applications such as electronic money for
electronic financial settlements and electronic tickets
- each used for entering a specific concert hali. In this
‘Wway, an-IC card can be used for a variety of purposes
and/or applications.
Furthermore, it is poesible to mount an IC,card
having a memory function with a large storage capa01ty
{or an IC Chlp 1mplement1ng -a semlconductor IC card) on a
portable telephone or a portable terminal. By carrying -

about such a portable terminal, the user is capable of

exchanging electronic value information with an external




financial settlenments. The conventional cash card is used for storing only
one application (described above). Thus, by holding one pass-nunber or one
password in nagnetic stripes on a cash card, securitiddctoberl005cards can
~be controlled. In the case of an IC card having a nenory function capabl e
of storing a plurality of applications or a portable term nal including
such an IC card (or an IC chip) nmounted thereon, on the other hand, it is
necessary to control an access right for each application. This is

because, if accesses can. be made to all applications on. an IC card by
using only one pass-code, the security of the applications will deteriorate
si gni fi camiBAYatwhsHIclhfas gazinty tdefappirates | Gedr for |aladdi¢nion, after
an ICcard's nenory area permtting accesses by inputting a pass-code has
~once be i nidaldrdaitadld, satticlaseantsust reenter the pass-code once nore in
order to restore-the ICcard to the validated state again. Thus, the IC
card i s bad usabiThiet yonkenttienamr eashasiacal iy, wrldy fidie sawre@hobnay | C card
determ nes whether or not it is necessary to carry ,out .an authentication

process basss dpld qaasion ot Nef il HbRECESS Thand, Niey Mtliamgsioaked in the
| C card can be 5 13 COctober 2005 nade. Thus, there is no roomfor a person
in'Chargepﬁs§4ﬂhmber or one password in magnetic stripes on a cash '
card, securities of all cards can be controlled.
In the case of an IC card having a memory function
capable of storing a plurality of applications or a
bortable terminal including such an IC card {or an IC
chip)-mounted thereon, on tﬁe other hénd, it is necéssary
to control‘an access right for each application. This is
because, if accesses can be made to all applications on.
an. IC card by USing_only one pass-code, the security of
the applicatiqns‘ﬁill deteriorate significantly in case
of loss or theft of‘thé'IC card.
"In addition, after an IC'card's memory area - : iff
%ermitting accesses by iﬁputting a pasé—code has once bé‘
invalidated, the‘user mﬁst'reen£er the pass-code ohce
‘more in order to restore the IC card to the wvalidated
state agéinf Thus, the IC card is badhﬂfegélity.
| Furthermore, basically, only the owner éf an IC
card détermines whether or not it is necessary to carrj'

out an authentication process based on a pass-code before-

" an access to information stored in the IC card can be




system adm ni stration to intervene in the control of the security of the

| C card. Disclosure of Invention An exanple enbodi nent of the present
invention may provide a pass-code identification deviddectabrt 280%ass- code
identification nethod that are capable of appropriately controlling
accesses nmade by an external apparatus to the pass-code identification
device by collation. of pass-codes. The exanpl e enbodi nent nmay provide a
pass-code identification device and a pass-code identification nmethod
that are capabl e of appropriately controlling accesses made by an external

apparatus sugfied meader {Mddd efs td &dohNESE NAl pe FRIMIM AUhat-he Bassncode
identification device such as an IC card by collation of pass-codes. The
exanpl e enboshsrent sy npsowitdena tpassetcodenci denttifd caditamidesi cehand a
pass-code identification nethod that allow both the owner of an IC card
and a persomdmrigharfgdhef I earddmi ni stration of card services to
appropriately determ ne whet her or not access-right control based on a 13
Oct ober 2005 pass-code is required. In accordance with a first aspect of
the present _invention , there is provided a pass-code identification

devi ce for dUCHBFIThGTalre¥ds nade by an external apparatus by collation

of -pass codes, %ge ass-code identification , )
xample embodiment of the present invention may

provide é_ pass-code identification device and a pass-code
identification method that are capable of appropriately
contrelling accesses made by an external apparatus to the
pass-code identification device by collation of pass-codes.

" The example .embodimenﬁ may provide a pass-code
identification device and a pass-code identification method
that arercapable ofrappropriately controlling accesses made
by an external apparatus such a reader/writer to an internal
ﬁemory of the pass—code identification device such as an IC
card by collation of pass—codes.

The . example embodiment may provide a pass—code
identification device and a pass-code identification method
that allow both the owner of an IC card and a person in
charge Qf the administration of card serﬁices to

Aappropriately determine whether or not acéesséright control

based on a




devi ce conprising: a conmunication unit for communicating with the
external apparatus; a data-holding unit for holding data; a

pass-code- hol ding unit for holding a pass-code; a pasiS-Qdderi208ynent unit
for formng a judgnment as to whether or not an input pass-code received
fromthe external apparatus matches the pass-code held by the pass-code
holding wunit; a condition-setting unit for setting a condition for

form ng the judgnment on the. input pass-code; and a flow control unit for
controlling accesses nmade by the external apparatus to the data-hol ding
unit, through,dhesqcommpicatdpn unit in accordance with the condition for
formng the judgnent on the input pass-code, which is a condition set by
the condition-sefht i Bgcttidnee Thei asss cadest depddddecabeoncidevipgesdnd 3

Oct ober 2005 can be used for exanple as an IC card for controlling
accesses to ithent@ocard' shamenoiy paviridpd relmisisvebde | angetifSior age
capacity by collation of pass-codes. In an exanple enbodi nent, "the IC
card" is gerdgvdlceyfar eantrel by agkpeded meldades n 9=Cechiab ampdranuant enna,
having about the sane size as a credit card. The IC chip itself can also
be used as &WefPtE'drBedtfedPR# a cBBPtablt8et dafFFngPdsudfientification

devige comprising:

a communication unit for communicating with the
external apparatus;

a data-holding unit for holding data;

a pass-code-holding unit for holding a pass-code;

- a pass-code judgment unit for forming a judgment as to
whether or not an input pass-code received from the external
apparatus matches the pass—code held by the pass-code holding
unit;

a condition*setting unit for setting a condition for
forming the judgment on the input pass—cbde; and
a flow contreol unit for controlling accesses made by thel
external apparatus to the data~holding wunit, through the
-communication unit in ‘accordance with‘ the <condition for
forming tﬁe judgment on the input pass-code, which is a
_.condition set by the condition-setting unit.

The pass-code identification device




as a portable tel ephone or a PDA or enbedded in an other

i nformation-processing apparatus. The I C card can al so be used by inserting
the card into an infornmation-processing apparatus. AAGo®behPPPoOr an I C
card can be used as a prepaid device having a function related to value

i nformati on such as electronic noney and electronic -tickets. The function
of an 1C chip or an ICcard is referred to as "an application". The nenory
area of an IC card is typically used for storing value information such as
el ectronic noney and electronic tickets for nore than one application. For
each of the applications, a pass-code such as a pass-nunber or a password

is set. Pass-codes are .caollated with each o&ger %ﬁ :fontrol a {% ht of an
el

can _pe- W§ed. go% examp ? .as %P ca ) contral
access to an applrcation. o put-I I'n etarl, car Cco es a

pass-code enfered Lo phend Ge G rr@?h&?%ﬁé%%rﬂ&% gb%%%&?dfa?&eor ed in

the application in advance and, only 2005 the pass-codes

mat ch each og{wagfedggﬁcti!ﬁg }Lip&qngtger{ gt pafk-REEe8ss. 1o the appli cat! on.
In the pass-code identification device provided in the exanple enbodi nent

t he condi ti on- saht ianhg axambl detiotinest, wheidherc ofamiot itshejepasst code
judgnment unit needs to formthe judgnent on the input pass-code. Then, the
fl ow cont rol camirtidgpervhich dncaedesamede dinpt hedext eqarrlmnnappaﬁatus to the
dat a- about the same size as a credit card. The IC Chip itself can
also be used as a device embedded in a portable terminal such
as a portable telephone or a PDA or embedded in an other
information-processing apparatus.
| The IC card can also be used by inserfing the card into
an informationfprocéssing apparatus. An IC chip or an IC card
can be uéed as a prepaid device having a.function related to
value information such as electronic money and electronic
;tickéts. The function of an IC chip or an IC card is referred
to as "an application"L
The memory area of an IC card is typically used for
storing value information such as electronic money and
elecfronic tickets for more than one application. For each of
fﬁel-ébpiiéations, a pass-code such as a pass-number or a
rassword is set; Pass—-codes are collated withleach other to
" control a right of an access to an application. Te put it in
detail,‘the IC card ccllates a péss—code entered to therIC

card by the user with a pass-code stored in the application

in advance and, only if




hol di ng unit through the comunication unit if the condition- setting unit
determ nes that the pass-code judgnent unit does not need to formthe
judgnent on the input pass-code. In addition, if thd3dmhelier 2606 setting
unit determ nes that the pass-code judgnent unit needs to formthe
judgment on the input pass-code and. the pass-code judgnent unit outputs a
judgnent result revealing that the input pass-code natches .the pass-code
hel d by the pass-code-holding unit, the flow control unit also permts an

access made by, LNe SxLarngl. APBALALS IO LOE, data-hol ding, unit Lhrough the
conmmuni cati on nit. I'n order to perm't "an access nede By FHe ext@r nal

appar atus tosgata beldbupthe-Hata; holding unit the flow control unit puts
the data-holding unit in a state-of being connected to the conmunication

unit. In additiam, trhke gzeBdiddoneitt Fngilint deRitdepexanphe inerpedi ment
can be 9 13 Cctober 2005 provided with a first judgnment-necessity-holding
means for hotaipdg | efeddatnion thedi catdingonhsdtdiehgorumiot tibeepdassscode
judgment unit needs to formthe judgnent on the input pass- code; a second
j udgment - necessitey- vl BithFhaehass fapdehpbéimegt initomeetisoho | frdirc &heng

whet her or not_ an input pass-code is required for changing the first

j udgment - necBEETEDE ot diftfg 1PRRARE T 6/ia Stsle BFe HOIMi REREFFlorRaET on

![ Egl cating tg]eai:tmig:gean %ac‘:%se-sgongaedel B;C;lgtr:‘llﬂ'?entex%gl:rtlaln%%ggrétousf ?:{Dnl:lgeh%altg(—jgnent on

helding uriit through the communication unit if the condition-
setting unit determines that the pass-code judgment unit does
not need to form the judgment on the input pass-code. In
addition, if the condition-setting unit de{:ermines that the
pass—code-judgment .unit needs tc; form the judgment on the
input pas-s—code and the pass-code judgment unit outputs a
judgment - result revealil:lg that the input pass-code matches
V.t-he pass—code held by the pass—céde—holding unit, the flow
control unit also pefrﬁits an access made by the external
apparatﬁs fo the data-holding unit through the communication
T unit. ‘In order to permit an access made by the external
appaAratus to data held ‘by the data-holding wunit the flow
control unit puts the data—hold'}ng unit in a state.of being

connected to the communication unit.
In addition, the conditipn—setting unit in the example -

embodiment can be




i nput pass-code to a state of holding information indicating that the

- pass-code judgnent unit does not need to formthe judgnent on the input
pass-code; and a third judgnent- necessity-hol di ng ndgar3ctélmr 2R0% di ng
information indicating whether or not an input pass-code is required for
changing the first judgnment-necessity-holding neans froma state of
hol.ding information indicating that the pass-code judgnent unit does not
need.-to formthe judgnent on the input pass- code to a state of hol ding

nfor mation Ladhad | foed Nt ADe. PARSGAURIAAQUEDL UL, Needs Lo form L he

j udgnment on ‘the 1 nput pass-code. e con on-séetting unt in the
exanpl e  enhRdiunBgt i A& GARABA €1 Al S8t hi Nghdkendit igp toL forsing.the

j udgnment on the input pass-code in accordance. with the information held
by the firstjudgtlgneniritecesast yo hodmi R"Gemgansuedthen RhOr Mati0pat0- 13

Oct ober- 2005 hel d by the second judgnent-necessity-hol ding neans, and the
i nformati on degkd by sthend hjudimjendgmerdsshegassidiyighakdhngromaansiinghat is to
say, it is possible to set a change of a pass-code froma valid state to
an invalid SfapenaHi@rf domiantinw albieghsr ave 1 anvdhpdt spatedoylepisti ng

conditions for enteri nﬁ a ggts_s-code in a variety of conbinations. For
exanpl e, i n "6AYETSY ot ThafiferE FasE s otfe S oI hvagGegsétutiewldiada valid -

state 1n an m%ng ai‘::J_lo(_r)nnat gté:theano ehglgiah%s_i% 9£e1ﬁatli%nl 1Sndicafing that the

‘pass—-code ‘judgment unit needs to form the judgment on the
input pass-code to a state of holding information indicating
that the pass-code judgment unit does not need to form the
- Judgment on the input pass-code; and a third judgment~
necessity~holding means for holding information indicating
whether of not an input pass-code is required for changing
the first judgment—nece;sity—holding means from a state of
hﬁlding information indicating that the pass-code judgment
unit does not need to form the jﬁdgment on the input pass-
code to 'a state of holding information indicating that the
'pass—Code judgment unit needs to form the judgment on the
inpuf pass—code.
.‘Tﬁﬁs, . the condition~setting unit in the . example
embodiment is capable of sefting a condition for forming the
" judgment on the input pass-code in accordance . with the
information held by the fi;st judgmentwnecessity—holding

means, the information

10




not necessary to enter a pass-code. In order to change a pass-code froma
valid state to an invalid state in an operation to change a pass-code, on
the other hand, it is necessary to enter a pass-codd3 Qaobxtd@P0son, it is

- possible to provide the pass-code identification device' s inplenentation
wherein the pass-code- holding unit holds a plurality of pass-codes; the

- pass-code judgnent unit forns a judgnent as to whether or not an input
pass-code received fromthe external apparatus matches each of the

pass- codes =C . dj it t he' | o rol unit
permts an g%%gsgyngﬁi %%éﬁﬁe9%%?%%ﬁahg&§%g§&a?ﬁgﬂ¥l tegn%%I%%ﬁgﬁéing uni t
t hrough t he ic@BPUNIGAL | QB14 Uyt kﬁetrEhiQQndaﬁddM%h§eﬁéééH}iHQlﬁoﬂyyhﬁr”ines
that the pass- code judgnent unit needs to formthe judgnment on the input
11 13 Cct obercal805Tpassicaone sapd theipassapde pudgaend ¢HingcOBEPHtS a
judgment - result revealing that the input pass-code matches all the

pass- codes eakd-d3de Haopassvelodestietdi trg apniihvalid hetielesandpimmeatat i on in
the exanpl e enbodi nent, sone external apparatuses each used for inputting
a pass- code 1®dAlitagkrle B_sigrifédifo sante nY vicdthinaseenditiibnzi #grt hi s
system whil e _sone other external apparatuses each used for inputting a

pass-code caABACH bd XESPOREE t " aft OFErETBr Ofs tATPAB3H O er sofi%Fn char ge
of card serviges)e L0 bhiS: YAY e, J UNELLONS o OF, BASS: GRYES: £AN.PE
controll ed in accdrdance with a jdﬁhneﬁ?
to a valid state in an operation to change a pass-code, it is
not necessary to enter a pass-code. In order to change a
pass—code from a valid state to an invalid state in an
operation to change a pass-code, on the other hand, it 1is
necessary to enter a‘pass—code.

In addition, it  is possible to provide the pass-code
identification device's %mplementation whe&ein the pass-code-
holding unit holds a plurality of pass-codes; the pass-code
judgment unit fqrms.a judgment as to whether or not an input
pass—code received from the external apparatus matches each

"of the péss—codes held b? the pass-code heolding unit; and the
flow- coﬁtrol unit permits an access que by the external
épﬁéféfué to fhe data-holding unit through the communication
unit if the condition—settiﬁg unit determines that the pass-

" ‘code judgment unit needs to form the judgment on the input

11




formed by an operator. For exanple, the systemcan be set to forcibly
require a pass-code input wthout regard to the wills of the individual
users. In addition, it is also possible to provide tHe @eslzr@ote
identification device's other inplenentation wherein the pass- code-hol di ng
unit holds a plurality of pass-codes each associated with a nenory area in
the data-holding unit the pass-code judgnent unit fornms a judgnent as to
whet her or not an input pass-code received fromthe external apparatus

t hrough the pmuni.cat i ni |t che h.,of t.he pass-codes . held by the
pass- code hg%glng 5%%%? gﬁg F%%g?%%ﬁ igﬁgﬁgﬁzdﬁFf C%%Pﬁ? saaﬁxicgggs, made
by the exteraghi@ppat@iiisy had- SRECLAILE MBI VAL eGaldnds OFf ORGL 2005

t hrough the communication unit if the condition-setting unit determ nes
that the papassocridsudgnenty yaktpdieedsdd-andianmythiet.j udgment on the input
pass-code and the pass-code judgnment unit outputs a judgnment result
reveal i ng that Wit iripwt ipademercedeomatchelbe oaeangilet Rebsd tied, passe codes
that is associated wth the specific nmenory area. It is thus possible to
make an accE¥se¥ipla apPavRy snce®ash vactehor yimpdadénd nat hesgadehekdi ng uni t
~if the menory area is  allocated to a pass-code matching an i nput

pass- code. FASEhR® eXSHHTPELe Dol NP vinyabr 8381 He LiRanextEindYsteBpar at us

with a Cardwﬁgfgkgdmélg hg%tggégyna?pgﬁﬁéﬁé %ség each used for inputting

a pass—-code can each be assigned to an operator (such as a
person in charge of card services). In this way the functions
of pass—codes can be controlled in accordance with a judgment
formed by an operator. For example, the syétem can be set to
forcibly require a péss—code inpuﬁ without regard to the wills
of the individual users.

In addition, it is a}so possiblie te provide the pass-code
identification device's other implementation wherein the pass-
code-holding unit holds a plurality of pass-codes each.
associated with a memory area in the data-holding unit the
‘pass—code judgment unit forms a judgment as to whether or not
an input pass—cbde recgived from the external apparatus
throﬁgh the cbmmunication unit matches each of the pass—codes
held by the pass-code holdiﬁg unit; and the flow control unit

" permits an access, made by the external apparatus to a

specific memory area
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capabl e of making an access to the I1C chip through a radio interface. Al so
inthis case, rights of accesses to a nenory area such as that of an IC
chip are controlled by collation of pass-codes. Aftef3 Qctolmi2ets st ate of an
“information-processing apparatus including an enbedded IC chip is unl ocked
by entering a pass-code to the information-processing apparatus, a radio
connection between the information-processing apparatus and the external
apparatus can be established and an access to 'the nenory area is
permtted. As ah alternative, after a radio connection between the IC chip
enbedded in the information-processing apparatus and t he external

appar at us '%hrgti% ADLASNEHm BECESR LORLS 133 (A3 CBAORALA2007 Ale 90t rol | ed

on the basis o ass-codes entered to extern ap para

accor dance \Men;@naﬁ&cqaqta@p@cgasgtcw@ ﬁfc@ﬁ@ﬂ% uﬂﬂV%@Ehgntotf&rnﬁ ths
provi ded a pass-code identification mnethod for controlling accesses nade

by an ext er nakdgagpar e Ushe t angieded £f-8caed agdat anby eekladdon@igneass- codes,
-the pass- code identification nethod conprising: a pass-code judgnent step
of form ng aniadgweanitsas todgreitheesolt notveahinmptitat passigode gagsei ved
fromthe external apparatus matches a pass-code set for the predeterm ned
data; a condFﬁPoﬁaEQRQﬁ wge sfephof skwiad mgsa ewindi thiheh for aseraiiangdt he

j udgnment on the nput pass--code; and a flow control step of controlling
the specific memory area.

It is thus possible to make an access toc a memory area of
a memory space in the data-holding unit if the memory area is
allocated to a pass-code matching an input pass-—code.

In the example embodiment, by providing the external
apparatus .with a éard reader, .the external apparatus is
capable ofln@king an access to the IC chip through a radio
interface. Also in this case, rights of accesses to a memory
area éuch as that of an IC chip are controlled by collation of
pass-codes. After a locked state of an information—prdcessing
apparatus including an embedded IC chip is unlockea by
‘entering a pass-code to the information-processing apparatus,
a rédio connection  between the informaticn-processing
a?ﬁafa£u§ and the external appargtus can be established and an
access to the memory arearis permitted. As ah alternative,

"after a radio connection between the IC chip embedded in the
information-processing apparatus ané the external apparatus_is

established, access rights

13




accesses nmade by the, external apparatus to the predetermined data in
accordance with the condition for formng the .judgnent on the input
pass-code, which is a condition set at the conditior3datetiang0ei ep. The
pass-code identification nethod can be adopted for exanple in an IC card
for controlling accesses to the IC card's nenory having a relatively | arge
storage capacity by collation of pass-codes. The nenory area of an IC card
is typically used for 14 13 Cctober 2005 storing value information such as

el ectronic. rrgpgy cmqleileg(:tol}lorﬂh% tl]:)acsé%t Soff Orasrgp—rcgdégagn Qeec?pgclv i ggéi on. For
each of the applications, a pass-code sucht 5 & pass-nuﬁ%er or a password
is set. Passesg@desicomd:@kyd. right of an access. To put it in detail, the

| C card collates a pass-code entered to the IC card by the user with a

pass-code storedn natherdaappl i ¢adH on i Be@shtanaepantd, o8Nl ¥nd f drl@ent
pass--codes match each other, doe's the IC card permt an access to the
appl i cati on. inventhenexarpire enbodinwitiedt e pass-coie idemtificaaiémon

nmet hod the condition-setting step is executed also to determ ne whether or
not it is neBedwdr for ccateelling Recpases meddeby wigretierstemprrhbndr ng t he
judgment on the input pass- code, Then, at the flow control step, an access
made by the *®x¥ éﬁr‘gﬁﬁﬁr st P8 CR&IHrGHedr PRABIEIPSSa ithepBrRfTted if -

a result of gxpeuld.on; ol L8 CcoReLLd N SLLiNg. SLeR L0 CATeS 4 rent

step of forming a 3judgment as to whether or not an input
pass-code received from the externmal apparatus matches a
pass-code set for the predetermined data; a condition-setting
step of setting a condition for forming the judgment on the
input pa§s~code; ahd a flow control step of controlling
accesses ﬁade by the external apparatus to the predetermined
data in- - accordance wi;h the condition for forming the
;judgment on the input pass-code, which is a condition set at
the condition—settiﬁg étep.
The pass-code identification method - can be adopted for
- example 'in an 1IC cardl for controlling accesses to the IC
card}s memory having a ;elatively large_storage capacity by
éoiiétion of pass-codes.

The mémory area of an IC card is typically used for

14




that the pass-code judgnment step of formi ng the judgnent on the input
pass-code is not necessary. An access made by the external apparatus to
the predetermned data is also permtted at the fl owWw3dosohayl2083ep if a
result of execution of the condition-setting step indicates that the
pass-code judgnent step of form ng the judgnent on 15 13 Cctober 2005 the
i nput pass-code is necessary and an output result of the judgnent forned
at the pass-code judgnent step reveals that the input pass-code natches a
pass-code sef, far th redeterm.ned data. The condi.tion-setting step may
“include a fi%% rOljnﬁrdggraﬁln < rllélgécélg%ai V-hof ¢ fhng a8t eﬁf%%rﬁﬁﬁ%gi%od‘eﬁnf 8%t i on

indicating ¥ARLNER: Ot NQLthl £6S NECEBRA YorkO XA E o NErNAGS - O0E
judgnment step of forming the judgnent on the 1 hput pass-code; a second

j udgnent - necessi spyphekdi g ,St £p pabs ERRgI A |4 of MLk iddi-cald ng whet her
or- not an input pass-code is required for changing information froma

val ue i ndi capasayortihas sdt.i Panecesiar yohoreXecutight her passsceeds. j idgnent
step of form ng the judgnent on the input pass-code to a value indicating
that it is nott iécéssdatipitle bkecift sarfecpdssesoderasgsudgiemntstreg of form ng
t he judgnent on the input pass-code; and a third )

j udgment - nec¥¥si ty- RBTdi kY sthep wiehmfiddl ng PRAT ORI | YrPherdiidat Hig whet her

or. not an i nput. .pass-cade i.s required for, changing information from a
val ue indica Fipr-}glgagfon q-l’l advance g:lnd, only if tlé}e gpas -~codes match each

other, does the IC card permit an access to the application.
In the example embodiment, the pass-code identification
method - the condition-setting step is executed also to
determine whether or not it is necessary to execute the pass-—
code_judgment step 6f forming'the‘judgment on the input pass-
code. Theh, at the flow control step, an access made by the
external apparatus to the predetermined data is permitted if
'é reéult of execution of the condition-setting step indicates
that the pass—-code judgment step of forming the judgMent on
the input pass-code is not necessary. An access made by the
'exterhai apparatus to the predetermined data is also
permitted at the flow cqntrol step if a result of execution
éfrrﬁhé. éohdifion—setting step indicates that the .pass-code

judgment step of forming the judgment on
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that it is not necessary to execute the pass-code judgnent step of formng
t he judgnent on the input pass-code to a value indicating that it is
necessary to execute the pass- code judgnent step of 1B&ronbeg2@dfe j udgnent
on the input pass- code. 16 13 Cctober 2005 In this case, in the exanple
enbodi nent, at the condition-setting step, a condition for formng the
judgnent on the input pass-code is set in accordance with the information
managed by the first judgnment-necessity-holding step, the information

: d by t j.ud t.- - hal di t t i.nf ti
e naed by (1E RONDAMCINRD oc REEESRLLY Al S ML BLEP: AN L L oF Ml on

managed by t udgnent-necessi “That” i's to say, it
i's possiblegnset fochange AhedRAsSzsRAe M a vald dskate 1Ry an

invalid state and froman invalid state to™a valid state by putting

condi tions fwke eahpht NgpasPasge COdLrdHasa war ipgbY-cdfe C@EBI Nabi ongnhe For
exanple, in order to change a pass-code froman invalid state to a valid
state i n an ropéet¢rimimetiodatthange a pass-code, it is not necessary to enter
a pass-code. In order to change a pass-code froma valid state to an
invalid state iBhrancoprarhorrtiitdnghange mapassleddea dirtthadudghert-hand, it
IS necessary to enter a pass-code. In addition, in the exanpl e enbodi nent,
a plural ity 6respHesieddt’d nefeBe Yot "FBRIi% déRErMaéa" dars iEt By :

accessed. lw%e%lt}érs _%Jar'seﬂotat iig h?spaflsesc:agggreyj %gg@ggugé e@hea p!aggggc.ne et as

judgment step of forming the judgment on the input pass-code;
a second judgment-—necessity—holding step of managing
information indicating whether or not an input pass-code is
required for changing information from a value indicating
that it is necessafy toc execute -the pass—code Jjudgment step
of formin'g the judgment on the input pass-code to a wvalue
indicating that it is nc?t necessary to execute the pass-code
_j.udgrﬁent step of forming the judgment on the input pass-code:
and a third judgmerit—necessitywholding step o©f managing
information indicating ‘whether or not an input pass-code is
'J:equi'redl for changing Vinformation from a wvalue indicating
thatl it is not necessary to execute the pass-code judgment
ét‘ep. 6f forming the judgment on the input pass-code to a
value indicating that it is necessary to execute the pass-
‘code judgment step of forming the judgment on the input pass-.

code.
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to whether or not an input pass-code received fromthe external apparatus
mat ches each of the pass-codes set for. predeterm ned data is forned.
Furthernore, at the flow control step, an access nadd3uyctoliar 268% er na
apparatus to 17 13 Cctober 2005 the predetermned data is permtted if a
result of execution of the condition-setting step determnes that it is
necessary to execute the pass-code judgnent step of form ng the judgnent
on the input pass-code and an output result of the judgment fornmed at the
pass- code judgnent step reveals that the input pass-code matches all the
pass-codes set for predetermined data. Wth this inplenmentation, in the

exanpl e enbodi mgat s  &xdernal, appar alises eachnysadfor EBDU&?}& ng a

pass-code can each be assigned to an individual user utilizing this system
whil e sone aidhen + exi-eidtal n@ppadat usesneacibiised frokmi APUidd RGdgRePASS- code

can each be assigned to an operator such as a person in charge. In this
way, the functi ¢ths ofnpasspestesdeanis besetoninold@tbridanaecaridancena th a
judgment formed by an operator. For exanple, the systemcan be set to
forcibly réfirreaiqassngede buphewifilfgnt judguenttnecehelwi-fhbddoig t he
i ndi vidual users. In addition, in the exanple enbodinent, a plurality of
_ . step, the information managed by the second Jjudgment-
necessity-holding step, and the information..ménaged by the
third judgment-necessity-holding step. That is to say, it is
rossible to set a change of a pass—code from a valid state to
an invalid state and from an invalid state to a valid state
by putting conditions for entering a pass—éode in a variety
of combinations. For example, in.order to change a pass-—code
from an invalid state to a wvalid state in an operation to
change a pass-code, it i; not necessary to enter a pass-code.
Iﬁ order to change a pass—-code from a wvalid state to an
invalid state in'aﬁ opération to change a pass-code, on the
other hand, it is necessary to enter a pass—code.

In additionm, in thé example embodiment, a plurality of
pass;codes may be set fo; predetermined data to be accessed.
iﬁ.this ﬁase, at the pass—code judgment step, a judgment as
to whether or not an inbut pass—code received from the
‘external apparatus matches each of the pass-codes set for.

predetermined data is formed. - Furthermore, at the flow

control step, an access made by the external apparatus to
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pass-codes may be set, each being associated with a nenory area. In this
case, at the pass- code judgnent- step, a judgnent as to whether or not an
i nput pass-code received from the external apparatus!h@elehes?@®ach of the
pass-codes each associated with a menory area is forned. Furthernore, at
the flow control step, an access nade by the external apparatus to 18 1 3
Cct ober 2005 a specific nenory area is permtted if a result of execution
of the condition-setting step determnes that it is necessary to execute

the judgnent de and t bt :
e judgmen ﬂﬂﬁgﬁ%ﬁe£ bhe a§§t%0§$éggmu%tegu Pt%dFﬁi g oﬁoﬁ§e%ﬁ§§u grent

formed at the pass co j udgnen reveal code
mat ches one &f ﬂh@ec§£§Hﬁ¥$n Q@@%ﬁdﬁog%épt5@%eﬂﬁin@§saﬁh@5§g1@‘Bgcégy%r pe?IflC

menory area. It is thus possible to make an access to a nmenory are

Menory. spacecd rxbberdaiha- patiddge Unhdgridhtt BE RO Y r@RA the j@ddReated to a
pass-code matchi ng an i nput pass-code, in the exanple enbodi nent. The

present invemt ithe snptthepasbjcedts anfieat ubesputantksieei b5 whé | jhepexe nore
apparent froma |later detailed explanation of a preferred enbodi nent of

t he present fqrﬁ@énﬁtoﬁh@uﬂﬁﬁSre©@¢eﬂuﬁgmeetaechwmﬂnﬁaﬁg thagrdrs . inBuief
-Description of Drawings FIG | s di agram show ng a nodel of the hardware
conflguratléﬁséfc%&bo??Eﬁﬂ%§t%%%nﬁﬁﬂ RIFS ﬁﬁ?@ﬁeﬁ?édfﬁy anederpodingent of

t he present(inventlon

With this implementation, in the example embodiment some
external apparatuses each used for inputting a pass-code can
each be assigned to an individual user utilizing this system
while some other external apparatuses each esed for inputting
a pass-code can eaeh be assigned to an operator such as a
person in.charge. In this way, the functiops of pass-codes can
be controlled in accordance with a judgment formed by an
eperetor. For example, the system can be set to forcibly
reqqire a pass-code iﬁput without regard to the wills of the
individual users.

In addition, in the example embodiment, a plurality of
pass—codes may be set, each being associated with a memory
area. . In this case, at the pass-code judgment: step, a
judgment as to whether or not an input pass-code received from

' the external apparatus matches each of the pass-codes each
associated with a memory area is formed. Furthermore, at the

flow control step, an access made by the external.apparatus to
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FIG 2 is an explanatory diagram conceptually showing a mnechanismof radio
communi cati on based on el ectromagnetic induction between a reader/witer
101 and an I C chip 50. 19 13 Cctober 2005 FIG 3 is d3dpdgrea®O8howi ng a
transfornmer nodel representing a systemincluding the reader/witer 101
and the ICcard 50. FIG 4 is an explanatory di agram show ng a nodel of a
functional configuration of the IC card 50 enbedded in a portable term nal
10 inpl emented by the enbodinment. FIG 5 is a diagran1shomﬁng a nodel of

one-byte data n tted and received t a co tion unit 51.
e R e R S e B S R g

I ncl udi ng pigCese0fo Qe BYL Sortdalasc & %etlnhﬁneas %Q@rﬂnlsé‘%‘é‘cggd&ybas' ¢

sequence of a packet exchange between the data-transmttin

receiving. partekesutd!tBe 8ubignhtdi-agiam §J§m @ﬁstsh@ocfeorafmguﬁa&h%tof a
“flow control unit 55. FIG 9 is a block diagram showi ng a typical

configurati orsolttée gessudggent dertbli satiion ghevi-eedd thrigmekk Cafed 50)
including a plurality of pass-code-holding. wunits and a plurality of
pass--COde-G@ﬁﬁal$StﬂﬁtlﬂﬁQSinPUt pass-code matches one of the stored

pass~codes that is associated with the specific memory area.

It is thus possible to make an access to é ﬁemory area of
a memory space in the data-holding unit if the memory area is
allocated to a pass-code matching an input pass-code, in the
example embodiment.

The present invention's other objecté, features, and
merits will 'become‘ more apparent from a later detailed
explanatién of a preferred embodimenﬁ of the present

invention with reference to accompanying diagrams.

Brief Description of Dfaﬁings

FIG. 1 is a diagram showing a model of the hardware
'configuration of a portable terminal 10 implemented by an-
embodiment of the present invention.

fIG. 2Lis an explanatory diagram conceptually showing a
mechanism of radio communication based oan electromagnetic

”induction between a reader/writer 101 and an IC chip 50.
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FIG 10 is-a block diagram show ng a typical configuration of the
pass-code identification-device (the IC card 50) in which a pass-code can
be set to each of 20 13 COctober 2005 the nenory are i3 @Hebatd085hol di ng
unit, 52. Best Mbdde for Carrying out the Invention A preferred enbodi nent
of the present invention is described by referring to acconpanyi ng
diagrans as follows. FIG 1 shows a nodel of the hardware configuration
of. a portable terminal 10 inplenmented by an enbodi nent of .the present

i nvention. Designed into a small size and a small weight |ike a portable
tel ephone, a PDA (Personal Digital Assistant) or. the like, the portable
termnal 10 is dRG-nPoifati 6iagradeshiow nde@nitranstivamegamaseIcarri ed
about by the user all the tinme. The portable terminal 10 includes an IC
card 50, arerRswlliarg Bl sysigerinapidingithd 2readen/wi spdaytoumnd 13. Used
for carrying out radio communication with an external apparatus, the IC
card 50 i ndteides eameridr.y function. The controller 11 controls interna
operations of the portable termnal 10 in an integrated manner. The user
input unit 12 isFEGnpdséd ah eappanatbsysdihgasnkeyowind butdoers wyed by
the user for entering a variety of character strings such as mainly a
pass- nunber fndtdonal configuration of the IC card 50 embedded in

a portable terminal 10 implemented by the embodiment.

FIG. 5 is a diagram showing a model of one-byte
data transmitted and received throuéh a communication -
unit 51.

FIG. 6 is a diagram showihg a model of the
configuratien of a packet including pieces of one-byte
data.

FIG. 7 is a diagram showing a basic sequence of a
packetrexchange betweeﬁ the data-transmitting and |
receiving.parties.

-FIG. 8 is a diagram showing the configuration of a
5f16W'control unit 55. |

FIG. 9 is a block diagfaﬁ showing a typical
cOnfiguratioh of the pass-code identificatioﬁ device (the-

IC card 50) including a plurality of pass-code-holding

e A, gt AT

units and a plurality of pass-code-comparison units.
FIG. 10 is a block diagram showing a typical .
configuration of the pass-code identification-device ({the

1C card.50) in which a'pass—code can be set to each of
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password and entering commands. The display unit 13 is. typicall.y an LCD
~(Liquid Crystal Display) for displaying 21 1 3 Cctober 2005 a result of a
process on-a screen. It is needless to say that, in BGr@dpbar@0DHipl enent

native functions of the portable termnal 10, the portable term nal 10 may

~be provided also with peripheral devices and circuit conponents other
than those shown in the figure. The controller 11 includes conponents such
as a CPU (Central Processing Unit), a ROM (Read-Only Menory), and .a RAM
(Random Access Menory), which are incorporated in a single unit. By
executing program codes stored in advance in the ROM the controller 11
control s dhemesorofarepper dtiomata hdlelipor tabite 32rminal 10. The 1 C card
50 has a radio interface 14 for establishing a radio connection with the
external ‘apparatus 1.00 and a wire interface 15 for establishing a wre

connection with the controller 11 enployed in the portable termnal 10. As

the radi o HasteMoalee £b4, Carryiing passitie troreatmil@y a contact interface
standard defined by ISO 7816 or a radio interface standard defined by I SO

14443. A techni gpepotfeepaackmbadbabneendrt el freBept59naadtthg ext ernal
apparatus 100. will be described later.. The 1C chip 50 typically adopts a
t echnol ogyiederahepesyl e fridint &Y Adcdifp£a/ithg |l ARGHJaNce W th '
follows. |
FIG. 1 éhows a model of the hardware configuration
of a portable terminal 10 implemented by an émbodiment of
-the present invehtion. Designed into a small size aﬁd a
'small.weight like a portable-téléphone, a PDA (Perscnal
Digital Aséistaﬁt) or the like, the portable termin;l 10
is an information-processing terminal that can be carried
about 5y the user all the time.
- The portabie tefminal 10 includes an IC card 50, a
cqnttoller 11, a user input unit 12 and a display unit 13,
Used for carrying out radio communication with an
external apparatus, the IC card 50 inciudes a memory
fﬁnction. The controller li coﬁtrOls_intgrnal operations
| of,the_portable terminal 10 in an integrated manner. The -
~user imput gnit 12 is éomposed‘of compgggﬁts such as keys
and buttons used by the user for entering a vafiety of
character strings such as mainly a pass~nuﬁber and a

password and entering commands. The display unit 13 is

i typically an LCD (Liquid Crystal Display) for displaying
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this technology, the I1C chip 50 is driven by an el ectromagnetic wave
generated by the external apparatus 22 13 Cctober 2005 100 through the
radio interface 14. In other words, with the user uri3dPdebay206& portabl e
term nal 10 over the external apparatus 100, the el ectronmagnetic wave
generated by the external apparatus 100 does not reach the portable
termnal 10 anynore. In this state, the IC chip 50 ceases to operate. In
addition, in this enbodinment, the right of an access to the inside of the
IC chip 50 is revoked in response to an event in which the el ectromagnetic
wave is interrupted. Furthernore, the I1C card 50 provided by the present

i nvent i on hasewi ek o arecdrviony & sefern vellf liar gecsilass Suclsay nenory
area is brought by the mniaturization technology and the |like. The nenory
area is inprlensim exrdnr & eimioniet ora tnemrijynateigned i ef sthé pes, or an
other witable and readable storage nedium One or nore applications are
assi gned twotteb nenenymiatela. 10 Exanp | msr tdb e cappin £iat 1 ® may i eces of |
value information such as mainly electronic noney and electronic tickets.
I n order tmrgrigiettalds svitipeafiptaditel iddwirdat ian diamg suse and thefts,

. a pass-code such as a pass-nunber or a password is set. for each of the
~applicati aftsspddents other than those shown in the figure.

The controller 11 includes components such as a CPU
(Central Processing Unit), a ROM (Read-Only Memory), and
a RAM (Random Access Memory), which are incorporated in a
éingle unit. By executing program codes stored in advance
in tﬁe ROM, the controller 11 controls a variety of
operations;in the portable terminal 10.

The IC card 50 has a radio interface 14 for
establishing a radio connection with the external
apparatus 100 and a wife intexface 15'for establisﬁing a
wire cqnnécfion with the controller 11 employed in the
portable terminal 10. AQ the radioc interface 14, it is

fpoSsible_totemploy a contact interface standard defined
by ISO 7816 or a radio intérfacé standardrdefined by IS0
14443. A technique of connection between the IC chip 50
-and-the éﬁternal apparatus 100 will be described later.

The IC chip 50 typically adopfs a technology
developed for é non-contact IC card. In accérdance‘with

‘this techﬁology, the IC chip 50 is driven by an |

electfomadnetic wave generated by the external.apparatUS
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.this way, an access right can be controlled for each application. For
exanpl e, a pass-code i nput byway of the 23 13 Cctober 2005 radio interface
14 or the wire interface 15 is conpared wth a pass-tdbdetobat2006r an
application. If the pass-code input by way of the radio interface 14 or
the wire interface 15 matches the pass-code set for the application, an
access to the application is granted (will be described later). The
external apparatus 100 is an apparatus utilizing an application assigned
to the nenory area in the IC card 50. Typically, the external apparatus 100
i ncludes a reader/witer 101,. which establishes a connection with the IC

chi p 50 byi@ppihtdqgya tieshraddgyintevehepedsf orrg Hascapaet, Egard. In
addition, the external apparatus 100 al so has circuit conponents and

per i pher al tigeui£ss o XAy | fige Q¥ r @5h1 OMBLLGi REPCRESHHG, PheSPeci fic jobs
and an input unit and an output unit for interactive Input wth the user

(whi ch ar essp@drishoWhddvatille QU €le él'fgcgg&gg%grt?gp‘%@é us 100 i ncl udes

an apparatus for using electronic noney, an apparatis for processing

el ect 1 oni Gratpl R il MR Ukcwe ANSh AP ABPRLAL UP0b Qo d§" ALY 1 G, user and

for authenticating p

the portable terminal 10 anymore. In this state, the IC
chip 50 ceases to operate. In addition, in this
' embodiment, the right of an access. to fhe inside of the
IC chip 50 is revoked in response to an event in which
the electromagnetic wave is interruptedi
| Furthermorey the IC card SO provided by the present
invention ﬁas a memory area having a relatively large
size. VSuch a memory area is brought by the
mihiaturization techno;ogy and the like. The memory area
.is implemented by a semiconductor memory, magnetic
stripes, or an other writable and readable storage ﬁedium.
One or more applications are aséigned to the memory area.
-ixamplés of the application are pieces of value
information such as mainly-electronic money and
electronic tickets.

In grder to protect this‘type ofmggiggéinfo;mation
from misuse and'thefts, a pass-code sugh‘as a-pass—ﬁumber
or a péssword is set for each of the applibafions. In
this way,ran aACCess right canAbe controlled for.eaéh

. application. For example, a pass-code input by way of the
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exanpl e of the apparatus for using electronic noney is an ATM (Autonatic
Tel l er Machine) installed at a bank. The exanple of the apparatus for
processing el ectronic value 24 13 Cctober 2005 i nf or m# Oapbés2088 appar at us
using electronic tickets at a gate of a concert hall and a ticket w cket
of a station or an airport. The exanple of the apparatus for verifying a
user and for authenticating process is a safety box installed at a hotel or
a lodging facility. In accordance with a system configuration shown in FlIG
1, the user enters a pass-code to the portable termnal 10 via the user
input unit 12 to unlock a | ocked state. In sone cases, the pass-code

ent ered byra@eo ubekerfacelikblay dthomwite Witsptacarni 18 dompacosd i r mat i on
bef ore being supplied to the I1C chip 50 enbedded in the portable term nal
10 by way withhe mdse doderdevefdS.an Hgrl iddeidiC chifpthe galslsaicesiet he
pass-code entered by .the user with pass-codes set for applications or for
di rect ori esnput rteymwy arfeashe Thrlitsemtier td@n 101 wen the /gl of an access
to a menory area allocated to the nmatched application or a directory. As an

al t er nat i vintewfo@s SIES rardthes ap ireald-ansdara oy glded on the basis  of
pass- codes, which are received fromthe external apparatus 10.0 after a

radi o conngssinmi ioestablichad hef waen ddif 1a P 20 gex%lt%é?d in the
| portabl e term nal
(will be descrlbed later).

The external apparatus 100 is an apparatus
.utiliiing an application assigned to the memofy area in
the IC card SO. Typically, the external apparatus 100
includes a reader/writer 101, which establishes a |
connection'ﬁith-the IC chip 50 by applying a technology
devaloped for a non-contact IC card. In addition, the
external apparatus 100 also has circuit components and
peripheral devices for'carrying outt arithmetic procassing
of spegific jobs and an input unit and an output unit for
interactive input with the user (which are not shown in

- ‘the ‘figure).

The external apparatﬁs 160 includes an apparatus
for using electronic ﬁoney, an apparatus forrprocessing
electroniclyalue information, and an apparatus for
verifying a user and.for authentlcatlng procesa. The
example of the apparatus for using eleatronic'money‘is an

_ATM {Automatic Teller Machine)'ihstalled at a bank. The

example of the apparatus for processing eiectronic value
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10 and the external apparatus 100. Radi o communi cati ons between the
reader/witer-14D1 and the -1C card 50 are acconplished on the basis of 25
13 Cctober 2005 typically a principle of electromgnetd Qctobeh20050n. FIG. 2
is an explanatory diagram conceptual Iy showing a mechanismof the radio
conmmuni cation between the reader/witer 101 based on el ectromagnetic

i nduction and the IC card 50. As shown in the figure, the reader/witer
101 has an antenna LRw inplenmented as a loop coil. A magnetic field is
generated in areas surrounding the antenna LRw by a current IRw flow ng
through the antenna LRw. On the other hand, a loop coil L, is-electrically

fornmed iniafoatma s HeUAtH Rgpae this Qﬁl%&%le%%rdﬂ@lqil&&ﬁ@'é@% I nduced
by the nmagnetic field generated by the |oop antenna L,,: of

reader/ wrighele 331 aSicd@ceatP@any ahnd f&ettl%frd‘@w%%@t tJe d %Ct%l nl L, at the
IC chip 50 side and applied to the terminals of the |IC car 50, mhlch are

connectedogoahh%lggbqknal@hgfﬁﬁgﬁphg Brcehb EPES%Q ge?hgevggl%g blEg

bet ween the antenna LRw of e rea mﬁlter e | oop of

(he 1€ chupued, 10 By BASSESEEL NE AINLY S
chip 50. Iﬁ%tgﬁﬁgﬁngt a hBEelh%r a lodging facility.. '
In éqcordance Qith a system configuration shown in
FIG. 1, the ﬁser enters a pass-code to the portable
terminal 10 via the user input unit 12 to unlock a locked
étate. In some cases, the pass-code entered by the user
is diéplayed on‘thg display unit'13 for confirmation
before beiﬁg supplied to the IC chip 50‘em5edded in the
'portable terminal 10 by way of the wire interface 15.
.Thén, the IC chip 50 cqllates the pass;code entered by
_the user with pass-codes set for applicationé-or for
directories in memory areas. The user is‘then given a
right of an access to a memory érea allocated to the . T
ﬁatbhed apblicétion or a directory. Aslan alternative, |
accesses to the applicatioﬁs are controlled on the basis
'of‘pass—codes, which are received from the external
apparatuslloo after a radio conpection;;§”g§£§blishgd
betWeen the IC éhip 50 employed in therportable terminal
10 andrthe external aéparatus,loo.

Radio communications between the reader/writer ‘101

‘-and the IC card 50 are accomplished on the basis of
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reader/witer 101 and the loop coil Lc of the IC chip 50° can be
interpreted as a systemfunctioning as a transforner. That-is to say, the
reader/writer. 101 and 26 13 Cctober 2005 the | C chi p330ctatzam 2865 expr essed
nodel shown in FIG 3. The reader/witer 101 nodul ates a current |IRW
flowing through the antenna LRw in order to nodulate a voltage Vo induced
in the loop coil LC of the IC card 50. The nodul ation of the current |IRW
and the nodul ation of the induced voltage Vo are used for transmtting
data from the reader/witer 101 to the IC card 50. The transnitted data

i ncl udes a_pass-code for getting aright of an access to an application and
val ue infoFgﬁ%?%%lfoé RBRINGHDHe cat | ohec THengrnret o dinducbiomss HGnber or a
password entered by the user to the external apparatus 100. Exanples of

t he val ue %ni®rateanl anaterecdiantan nevrsep bl bn sheetromc ticket. In
addition, the IC chip 50 has a | oad-switching function for changing a | oad
 bet ween twée@@mmlgf ofhe¢ headl@operyoinidation doctowetamcehani t h data to be
transmtted as 'a response to the reader/witer 101. Wen the | oad

bet ween t heeadeniwiallsenflihedap @oidldcticnapideits ihductimedante between
the termnals of the antenna enployed in the reader/witer 101 al so ,
chanﬁes. Viien Ihecampesiancasbehesen ithehkeriignales @het headrt-ora templ oyed
in the -

101 has an antenna Lz« implemented as a loop coil. A

magnetic field is generated in areas surrounding the
'éntenna Lrw by a current Igg flowing through the antenna
Lre. On the other hand, a loop.coil L. is-electrically
formed in an area surrounding the IC card 50. An
induction ﬁoltaée induced by the magnetic field generated
by the loop antenna L. of the reader/writer 101 side
appearé at the terminals of the loop coil L. at the IC
chip 50 side and applied to the terminals of the IC.Card
50,‘which aré connected to the terminals of the loop coil”
Le.

' The Qegree of coupling between the antenna_meof
the reader/writer 101 and the lbop coil L. of the IC chip
50 varies in dependence on the positional reiétion
between the antennal Lgy of the reader/wrlter 101 and the
loop coil Lc of the IC chip 50. The aggg;;;ﬁzm;of the
reader/wr;ter 101 and the loop coil Lc‘of the IC chip 50
Can be interpreted as a system functioning as a |

-. transformer. That -is to say, the readef/wriﬁer.lOl and
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reader/witer 101 changes, a current IRw flow ng through the antenna LRw
and a voltage VRw appearing between'the. terninals of the antenna LRw also -
change. By: denodul ating 27 13 Cctober 2005 the changi®dotsuwr2ieént | RWor .
"the changing voltage VRW the reader/witer 101 is capable of obtaining
the data transmtted as a response by the I1C card 50. The data obtai ned
by the external apparatus 100 fromthe I1C card 50 includes val ue
informati on such as electronic noney and an electronic ticket, which are
provided by applications. FIG 4 is an explanatory di agram show ng a nodel
of a functional configuration of the IC card 50 enbedded in the portable
term nal 101¢ il extein € yan Hee eyrioot sweed .mddel | Qroar iBOEBRr VRS as t he
pass-code identification device provided by the present invention. As;
shown in the figOhe, rehdelrCweater500iamodulatmsunp catirentulyy 51, a

dat a- hol ding unit 52, a pass- code-holding unit 53, a pass-code conparison
unit 54, afitbwind |thwaayt rdle uniterhfa THpeiRooTESECabI RAAUDAEe5A

“communi cates with conponents outside of the IC chip 50 such as portable
term nal Mblauhd he exdereal iappaeativsp £0Q1 Theodatmehebdipgqunpt 52 hol ds
-data (including value information such as electronic noney and an

el ectroni cthe modulation of the current Igy and the modulation of

the indﬁced voltage V, are used for transmitting data from
the reader/writer 101 to the IC card 50. The transmitted
data includes e pass—code for getting a-right of an
eccess to an application and value information for an
.applieation. The pass—-code is a'pass—number or a passwerd
entered by'fhe ﬁser'to the external apparatus 100.
' Examples of the value information are electronic money
and an electronic ticket.
In addition, the IC chip 50 has a load- sw1tch1ng
funct;qn for changing a load between the terminals of the

loop coil L. in accordance with data to be transmitted as

st

‘a respoiise to the_reader/writer 101. When the load
between the terminals of the loep coil L. is varied, the
impedance between the terminels of the antenna employed
in the reader/writer 101 alsa chaﬁges NWhen the 1mpedance
between the terminals of the aetenna employed:in the
reader/writer 101 changes, a current Izgy flowing through

‘the antenna Lrw and a voltage Viw appearing between the.

terminals Qf the antenna Igy also change, By;demodulating
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ticket) for applications. The pass- _code- hol di ng unit 53 holds pass- codes
used for controlling accesses to the data-holding unit 52. The

pass- code-conpari son unit 54 collates a pass-code i npuctbsermobhe

conmuni cation unit 51 28 13 Cctober 2005 with pass-codes held by the

pass- code-hol ding unit 53. The flow control unit 55 controls the output of
t he pass- code conparison in accordance with a condition for the
pass-codes conparison. The conmunication unit 51 fornms at | east one of the
radio interface 14 and the wire interface 15, which are shown in FIG 1.
When an el ectrical serial-conmunication neans is carrying out a

communi cat £BR, changéranplisreat Ipecid itharedmimg rics wgiltenet g SEtd es of
serial - comuni cation data, making it possible to performvarious kinds of
processingreAQQHKWQiyeoflﬂﬁthedsapablbeoﬁssbﬁadniﬂg aheethod of
transmtting data in the serial comrmunication system In this enbodi nment,

data is ekchasgétted byte vaspsnas BRoOWRei DCFE&S-d5501 N TG ddxa t he
one-byte data that is'always preceded by a start bit.. The start bit is

then fol | ovbtabyetileyetgbt ekt &snel bppadatas woObCchrbs éﬁélﬂﬂegagﬂ a -stop
bit. The length of each bit is fixed and determ ned in advance by the

data-transsbtihoguasd veLetVingoPARLEEA- sHbG 26 shous sniDdRlaLf the
configuration of a
and an electronic ticket, which are provided by
applicatioﬁs.

FIG. 4 is an explanatory diagram showing a model of
a functional configuration of the IC card 50 embedded in
the portable terminal 10 1mplemented by the embodlment.

| The IC card 50 serves as the pass code

identlflcatlon device provided by the present invention.
As'shown in the figure, the IC card 50 has a
communication unit 51; a data-holding unit 52, a péss—
qode—hqlding unit 53, a pass—code comparison unit 54, and
a flow control unit 55. The communication unit 51
{communicétes with componénts-outsidé of the IC chip 50
such as ﬁortable terminal 10_aﬁd the external apparatus
100. The data—holdiné unit 52 holds data (including value
1nformatlon such as electronic money and an electronlc‘
ticket) for applications. The pass—code- ﬂéldlng unit 53
holds pass-codes used for controlllng accesses to the
Adatafholding unit 52. The paSs—code—combarison unit 54

collates é‘pass—code input from the communicétion unit 51
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packet including pieces of one-byte data. As shown in the figure, the
first half of the packet is a code portion .whereas the second half of the -
packet is a data portion (or a payload). The code porioadbele®osi bes the
~data for 29 13 October 2005 the neaning of the packet. The data portion is
attached if the data (the data main portion) added to the code portion is
required. FIG 7 shows a basic sequence of a packet exchange between the
data-transmtting and receiving parties. In this enbodi nent, the-external
apparatus 100 serves as the data-transmtting party while the |1C chip 50
used as the pass-code identification device serves as the data receiving

party. A RAcKelpLR RRIch TR, NeRUesd NGRE-ahidhd neme tdhe
dat a- transnlttlng party to the data-receiving party, or a response

transmi tt eghbyrithe Qafadiecsi G r@ﬁtx»&l% %Qag i A W g-party as

aresult of the action to the conmand. Conmma responses used in this

embodi ment. are showy iy, Tah faocgc &g%n:l% %@@fg 5%91%%&%% &or @igrand

( Ext er nal Response "appar at us- evi ce
pass—codes comparlson .

The communication unit 51 forms at least one of the
radio interface 14 and the wire interface 15, which are
shown in FIG. 1. When an electrical serial-communication
means is carrjing out a communication, for example, ;'
épecific meaning is given to a series of serial-
communicatipn data, ﬁaking it poésible to perform vérious
kinds of pfoceséing. A variety of methods can be assumed
for a method of transmitting data in the serial
communication systém. In this embodiment, data is
exéhanged in byte units as shownlin FIG. 5.
In FIG. 5, the one-byte data that is always
preceded by a start bit. The start bit is then followed , '?
by the eight bits of the‘data, which is followed by a |
stop bit. The length of each bit is fixed and determined
" in advance by the data—transmitting.and receiving parties.
| FIGT_G shows a model of the congigqggggon of a
packet including pieces of one-byte data. As shown in the
figure; the first half of the packet is a code portion
_whereas the second half of the packet is a data portion

{or a,payioad). The code portion describes the -data for
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identificationto external apparatus) device)Maning CodeDat aCodeDat a
portionportionportionportion 10hPass--code. 12hOK/ NGPass- code i nput
18hPass- code1lAhOK/ NGPass- - code change 20hRead22hCK ( Rea@etBlea008it dat a
‘location.out data) /NG 30hWitten32hOK/ NGWitten data data and wite _

| ocation 40h' Fl ag42hOK/ NGval i d/ I nval i d val ueChange 50hFl ag52hOK/ NG nval i d
val ue->Val i d Change 60hFl ag. 54hOK/ NGval id -> vaIueInvaIid Change A
command' s code portion of 10h nmeans that the data 'portion includes a
pass-code to be supplied to the IC card 50 serving as the pass-code

|dent|f|cat|on devi ce.
the meanlng of the packet. The data portion is attached

if the data (the data main portion) addedrto the code
portion is feqﬁired. |

FIG. 7 shows a basic sequence of a packet exchange
between the data-transmitting and recéiving parties. 1In
this embodiment, the external apparatus 100 serves as the
data~transmitting party while the IC chip 50 uéed as the
pass—éode identification device serves as the data-
feceiving party.

A packet can be a command requesting an action from
the data- transmlttlng prarty to the data- rece1v1ng party,
or a response transmitted by the data-receiving party to
the dafa—transmitting party as a result of the action to
the command. Comﬁandsvand responsés usgd in this

embodiment are shown in Table 1.

30




As a result of interpretation of this code portion by the comrunication
unit 51, the data portion followi ng the code portion is supplied to the
- pass-code-conparison unit 54. The. pass-code-conpari sotd Octaber 2085 conpar es.
-the data portion received fromthe communication unit 51 with 31 13 Cctober
2005 pass-codes held by the pass-code-holding unit 53. If one of the
pass-codes matches the data portion, the pass- code-conparison unit 54
generates a match output. The flow control unit 55 has a function to limt
transfers of data between the data-holding unit 52 and the conmunication
unit 51. FIG 8 shows the configuration of the flow control wunit 55. A
valid/invalid flag 55A is a flag detletatieniing whether a transm ssion line

bet ween tit latar hol-drng—unt—52 —and—t he—eomuni-catt+on—unit—51—s
connect ed §?§%ﬁﬂ%rﬁbﬁﬁ¥%ﬁﬁécted ?g?%n% cordjng to a cojmpari son out puf by
t he passﬁgﬁﬁgfb. a3 son unit SE% THEAHECL 9/ 9eNAFS o] f1ag 55A is spt at
a valid MHIFJRRLPRwitch 2f ) ebrridd b RRRAY M Sonpar i son  outpuf. |f
the_pass-ﬂkﬂﬂiﬁﬁnpariqnn unit 54 outputs a match conpayri s¥eanésdlt, the
out put of| @a%sni tt gdPated a switjckede and thgDswiatch 1 ijs put in an O\ state
to portion portion portion portion
10h Pass~code {12h OK/NG - | Pass-code
' | input
18h | Pass-code | 12h OK/NG Pass-code
' ' change
20h Read 22h OK {Read- |Read-out data
location . out
. data) /NG
30h Written 32h OK/NG Written data
data and ' '
write
location
40h ‘Flag 42h OK/NG Valid/Invalid
‘ value ' . Change
50h i Flag 52h OK/NG Invalid
value ' ->Valid
: Change
60h Flag 54h OK/NG Valid ->
1value : : Invalid
Change

A command's code portion of 10h means that the data
%oftioh'inqludes a passféode to_be supplied to the IC
card 50 serving as the pasé—code identificatidn device.
Aé'a result‘of interpretation of this code portion by the
communicafion unit 51, the dataAportiogugq;;gying_;he
code portion is‘supplied to the pass-code-comparison unit
54. |
The:pass—code—qomparisoﬁ unit 54 compares ﬁhé data
i Portidn'reéeived from.the communication unit 51'with-
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connect the communication unit 51 to the data-holding unit 52 by the
transmssion line. In this state, the external -apparatus 100 is capabl e of
making an access to the data-holding unit 52 by way 18fOddter€80funi cati on
unit  51. If the pass-code-conparison unit 54 outputs a m smatch conpari son
result, on the other hand,.the output 32 13 Cctober 2005 of transmitted to
the‘SWAtCh 1, and the smﬁtch 1is put in an OFF state to disconnect the
~communi cation unit 51 fromthe data-holding unit 52 by the transni ssion
line. In this state, the external apparatus 100 is not capable of making
an access to the data-holding unit 52 by way of the communi catl on unit 51.
| f the val PAFFRVRFEE Rehg BBALRS Bess a‘?oﬁﬁ avding upituélef 15 At t he
other hand, the switch 2 is put inan ON state all the tine. The switch 1
is put in @h EResPase-cadesthatehee thecéahecporheorontimikasson unit 51 to
the data-holding unit 52.by a transmi ssion |line independently of a '
conpar i sonce@sufempat pavn bynihedpagesrevatesoapartsbnoutpat . 54heThe reader
'is expected to fully understand that, by wusing the valid/invalid flag 55A,
t he functi dhowfctierobassicode-caspar fsoottan be simpr essadsiérs hef f uncti on
ist required. An invalid-to-valid flag 55B is a flag that can be
. _data between the data-holding unit 52 and the
communicatiocn unit 51.
FIG. 8 shows the configuration of the flow control
unit 55.
A valid/invalid flag 55A is a flag determining
whether a transmission line between the data-holding unit
52 and the communication unit 51 is connected state or
unconnected state according to a comparison output by the
pass—code-comparison unit 54.
If the valid/invalid flag 55A is set at a valid
value of 1, a switch 2 is connected to the comparison
output. If the pass-code-comparison unit 54 outputs a
‘match comparison result, the output of transmitted to a
switch 1, and the switch 1 is put in an ON state to

connect the communication unit 51 to the data-holding

unit 52 by the transmission line. 1In thlS state, the
external apparatus 100 is capable of maklng an access to
the'data—holdlng unit 52 by way of the communication unit

_51. If the pass—code-comparison unit 54 outputs a-

mismatch comparison result, on the other_hand,_the output
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! changed by a command's code portion of 50h. The invalid- to-valid flag 55B
| is a flag selecting whether or not an entered pass-code is required to
- match a stored pass-code in order to change the val itd/Qawnbed 2d0F | ag from
~an. invalid. wvalue of 0 to a valid value of 1 by using a command's code
portion of 40h. to be described later. If the 33" 13 Cctober 2005
‘invalid-to-valid flag 55B is set at 1, the valid/invalid flag 55A is set
at 0 indicating an invalid result of pass-code conparison and the _
pass- code-conpari son unit 54 generates a match output, the flag judgnent
unit 55D puts the switch 3 in an ON state, allowing the valid/invalid
flag 55A t®f bleramemigeled riom the syohicini tatdmh The tsvsiltch f1 idheput
invalid-to-valid flag is set at 0, however, the flag judgnent unit 55D
puts the siwtah GFF mmm@tﬂaomtémmtmmiaﬁﬁmldnﬁﬁ |3y 55A to
be- changed from the comrunication unit 51. Thus, if the invalid-to-valid
fl ag 55B i&raettind data-gio ke ath pass? qogetiis . teoqunask tonh maixd, a stored
pass- code in order to change the valid/invalid flag 55A from an invalid

val ue to arwathiik vedates, |fhd hectidwadi dadgara@hd didd ag 3R igsaiiat 0, on
the other hand, an entered pass-code is not required to match a stored

pass- code dn naeRdiprart & &hAND&d hene/ Ald e iy irth fdA SBAKY QAR i nval i d

value to a valid val ue
the communication unit S51.

If the valid/invalid flag SSA is set at an invalid
value of 0, on the other hand,rthe switch 2 is put in an
ON state all the time. The switch 1 is put in an ON state
all the time to cgnﬁect the éommunication unit 51 to the
data—holdihg unit 52 by a transmissién line independently'

_ofra comparisoh result output by the pass-code-comparison
unit 54. |

The reader.is e%pected to fully pnderstand thaf, by
qsiﬁg the:valid/invalid‘flag 55A, the function of the
pass—-code~comparison can be suppreésed if the function is
5notjrequired.

An invalid—t04valid-flag‘55B.isré_flag that can be

: Changed by a command’'s code portion of 50h. ‘The invalidQ?
to-valid flag 55B is a flag selectlng whethe: or not an
gntered pass—-code 1s_requ1red-to match a storéd pass—code
in order to cﬁange the valid/invalid flag from an invalid.
value of d to.a valid value of 1 by using a command's-_

code portion of 40h to be described later. If the
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On the other hand, a valid-to-invalid flag 55Cis a .flag that can be
changed by a command' s code portion of 60h. The valid-to-invalid flag 55C
is a flag.selecting whether or not an entered pass-dédectotsr28Guired to -
match a stored pass-code in order to change the valid/invalid flag 55A
froma valid value of 1 to an invalid value of 0 34 13 Cctober 2005 by
using a conmand's code portion of 40h to be described later. If the
valid-to-invalid flag 55Cis set at 1, the wvalid/invalid flag 55A is set
at 1 indicating a valid result of pass-code conparison and the pass-code-
conparison unit 54 generates a match output, .the flag judgnent unit 55D
puts the simvzhi@-torenl GN Blage55Bals oveingat hie, vighé dvanvadtimivd1iad) 55A to
be changed from the comrunication unit 51. If the valid-to-invalid flag
is set at Dladgh®Shlag seidgnen? imdicHSDhipuins ihesBtedsBltidy an ON state
allowing the valid/invalid flag 55A to be changed fromthe conmunication

~unit 51, Thass-dddd Neosd £ Tsd0-Amy athdl 4 6 &&fe i So®dr 8o uneh et er ed
pass-code Is required to match a stored pass- code in order to change the

val i d/i nvagdiefdags SbAdt@Mutyat) devadl #ead 05 @@l idh ¢ ad 318 pl 5 the

valid-to-invalid flag 55Cis-set at 0, on the other. hand, an entered pass

code is nothd et ad 3 o mtchoe stored pessqandedd LORl, i dfehpnge the
valjdllnvalld flag 55A froma valid val ue _
flag 55A to be changed from the communication unit 51. If
the invalid-to-valid flag is set at 0, however, the flag
judgment unit755D puts the switch 3 in An»oﬁ state
éllowing the valid/invalid flag 55A to be changed from
the éommunication unit 51.

Thus, if the invalid-to-valid flag 55B is set at 1,
an entered pass-code is reguired to match a stored pass-
code in order to change_the valid/invalid flag 55A from
an invalid-vaiue to a wvalid value. If.the invalid-fo—
valid flag 55B is set at 0, on the other hand, an entered
pass—code is not required to métch a stored pass~codé in
‘order to change the valid/invalid flag.SSA‘from an
invalid value to a valid Vélue;

On the other hand, a valid~to—invalid flag 55C is a
flag that can be changed by a éommand's codevportion of
§Oh; The valid-to-invalid flag 55C is aflag:selecéing
whether or not an entered pass—Code is required to match

‘a-stored pass—code in order to change the valid/invalid

flag 55A from a valid value of 1 to an invalid value of 0
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te an invalid value. As described above, the operations to change the.

state of the valid/invalid flag are controlled-by the flag judgnent uni t

- 55D.. The outputs of the flag judgnment unit 55D det e¥3fPelpbry 2082 oper ati ons
~are sunmmarized in Table.2 as follows. 35 13 October 2005 Table 2

Valid/invalid 10 Conpari son out put Conpari son out put

Mat chM smat chMat chM smat ch | nval i d10010 -->Val i d00011 Val i dl 1000
-->Inval i d01~. 00 A conmand' s code portion of 40h is a command for changi ng
the state of the valid/invalid flag 55A. As described above, only if the
switch 3 is put inan ON state, can the valid/invalid flag 55A be changed
fromthe dommmincata aommstd '5l.cdde gemoridancef W ah tdheahdye-maehani sm it
is 'possible to set conditions for entering a pass-code in a variety of
. conbi nat i dreterfor Iéxahpl ealiid-avdenvhdieh&1@g 55C is set at 1, the
| valid/invalid flag 55A is set at 1 indicating a valid

_result of pass—-code comparison and the péss—code—

‘comparison unit 54 generates a match output, the flag

judgment unit 55D puts the switch 3 in an ON state,

allowing the vélid/invaiid flag 55A to be changed from

the cémmunication upit 51. If the valid-to-invalid flag

is set at 0, the flag judgment unit 55D puts the swiﬁch 3
in an-ON state allowiﬁg the valid/invalid‘flag 554 to be

chénged frdm‘the communication unit 51.

Thus, if the valid-to-invalid flag 55C is set at 1,

anfentered'passfcode i$ required to match a stored pass-

.code in order to'éhange the valid/invalid flag 55A from a

valid value to an invalid value. If the valid-to-invalid

flag 55C is set at 0, on the other hand, an entered pass-

code is Qot;required to ﬁatch é stored éass—code in order

to change the valid/invalid flaé 55A from a valid value

to an invalid value.

As described_above, the Qperatiqﬁinggmfhangg ﬁhe-

sfatevof fhe vaiid/invélid flag are controlled by the

flag jﬁdgment unit 55D. The outputs of the flag judgment

uﬁit 55D determining the operations are summarized in

: Tablefz as follows:
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a‘pass-code froman invalid state to a valid state in an operation to
change a pass-code, it is not necessary to enter a pass-code. In order to
change a pass-code froma valid state to an invalid Bt@eteber@d0% he ot her -
hand, it is necessary to enter a pass-code. By carrying out the operations
descri bed above, the switch-1 can be put in an ON state connecting the
data- holding unit 52 to the comunication unit 51. Wth the data-holding
‘unit 52 connected to the comunication unit 36 13 October 2005 51, the
external apparatus 100 is capable of reading out data from a predeterm ned
| ocation in the data-holding unit 52 a command code of 20h or witing data
into a predetermned location in the data-holding unit 52 by a- command
code of 30h.. A pass-code already stored in the pass-code-holding unit 53
can be renewed by using a comrand cbdel®f218h. In this case, an operation

to- renew , cri bed
earlier, the present enbodiment g controtied—Tby—Hggudgrent unit 55D in
. accordance with the state—oefthe-invalidtb—valid flag-55Band the valid-
to--:invalid flag 55C thECRPAEASER PHLPUL | SOMRANISET OMEPUESh  and the |
I

condition of

the switch 4iremliid [1] 0 0
| —->vaiia o[ o 0

Valid - i1 1 0
-->Invalid-| 0 1 1

out put oflthe pass-code-icHdbahi odiamatan | Mafigh |t AE B
1 0
1 1
0 0
0 0

A command‘s code portion of 40h is a command for.
changing the:state of the wvalid/invalid flag 55A. As
described above, oniy if the switch 3 is put iﬁ an ON
state, can.the valid/invalid flag 55A be changed from the
communication unit 51.

In accordance with the above mechanism, it is
possible to set éonditions_for entering a pass-code iﬁ a
variety of combinationé; For example, in order to Change 
a pass-code from an invalid'stafe to alvélid state in an
fopératién to change a pass-code, if is not neCesSary to
enter a pass-code. 1In order to change a pasé—code frbm a
ﬁélid state'to an invalid'state, Qn'the other hana, it is’
necessary to enter a pass—codé( S

By carrying out the operations described abové, the
switch-l can be put in an ON state connectinglthe data;‘
Ahélding unit 52 to the commuhication unit 51. With the

'_data~holding unit 52 connected to the communication unit o
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changed in accordance with the states of the flags. For exanple, a
pass-code already stored in the pass-code- holding unit 53 can be renewed
when the invalid-to-valid flag 55B is changed from 013@cteberBd0penewi ng a
pass-code, valid identification of a.pass-code can be based on a new

. pass-code without regard to a pass-code set before the new pass-code. In
t he enbodi nent descri bed above, by using a sinple conmand,- a setting can
be changed.. By. inserting a 37 13 Oct ober 2005 mutual - aut henti cati on nmeans
into a path between the conmunication unit 51 and the external apparatus
100, the Jevel of security can be raised. The present invention can also
be appliedPko e gmnnsh ianPanetwe i) Gickessasah e tdie He@dinip & are
controlled by using a plurality of pass-codes assigned to the sane

pl ural ity dftaappidn at iroreslastenmdchad laatxiended thentarta-enpldiyerd in the |1C
chip 50. FIG 9 shows a typical configuration the pass-code identification
devi ce (th@itCS5xar ccddarichaladdi rgf 2 Qi wralwaitiofg phstsr cGadey ol ding units
and a plurality of pass-code-conparison units. In.the typical configuration
shown in FElrf@deéterimedaicredtdladi g Whd &2d-shalanneeted d &4 ey a

communi cation wunit .51 only if all the pass-code-conparison units 54 each

gener at e aomiasl @deutor I3oH.his application, sone
A pass-code already stored in the pass;code~holding
unit 53 can be renewed by using a command code of 18h. 1In
this case, an operation to renew a pass-code is
controlled by using a switch 4.

- As described earlier, the‘present embodiment is
controlled'gy fiag judgment unit 55D in acéordance with
the state of the invalid-to-valid flag 55B and the wvalid-
to%invélid flag 55C, the state of the wvalid/invalid flag
55A, and the output oflthe pass—code—comparison unit 54.
Thus; the-control condition of the switch 4 can be
changed in accordance With.the States of the flags. For
éxa@ple, a pass-code alréady stored in the pass—cpde—
holding unit 53 can be renewed when the invalid-to-valid
flag 55B is changed from O to 1. By renewing a pass-code,
valid idehtification of & passfcode Can bg based on a new

‘paSSvcode without regard to a péss—code‘set before the
new paSs—code. "
In ?he embodiment described above, by using a

- simple command, a setting can be changed. By inserting a
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ext ernal apparatuses each used for inputting a. pass-code ?are each
assigned to an individual user utilizing this systemwhile sone other
external -apparatuses each used for inputting a pass-18dedotzar@0@ach assi gned
to an operator such as a person in charge of card services. In this way,
the functions of pass-codes can be controlled in accordance with a '
judgnment fornmed by an operator. For exanple, the systemcan be set to
forcibly require a pass-code input without regard to the wills of.the 38

13 COctober 2005 .individual users. FIG 10 shows a typical configuration of
t he pass- code identification device (the IC card 50% in which a pass-code
can be set™ppudhciubrenbpicakhorynarea intehe PabhababrarAgthAit 52. The
pass-code-conparison unit 54 has a | ookup table showi ng relations between
menory ar e8QMBEN beak ken twnithedl dand- Boedengethal Spprandtpasileodebe It is
“thus possible to forma judgnent as to whether or not a' pass-code received
fromthe cbevehichtseornuniy &4annaechassadpass- code to which any of the
nmenory areas is allocated. If a pass-code received fromthe conmmunication

unit 51 matches Thepassseode itnyeartiicin aran slewsi fiec aqipel iofd tthe arenory ar eas
is allocated, an access to the specific nenory area can
application in which accesses to the IC chip 50 are
controlled by using a plurality of pass-codes assigned to
the same plurality of applications stored in an extended
memory employed in the IC chip 50. FIG. 9 shows a typical
Configuration the pass—code identification device (the IC
card'50) including a plurality of pass—code~holding units
and a pluralityrof pass—code—comparison units.

In the typical configuration shoun in FIG. 9, the
data-holding unit 52 is conhected to the communication
unit 51 only if all tne pass—code-comparison unitsl54
each'gonerate a match output. In this application, some
external apparatuses each used for inputting a pass-—code
‘are each asaigned to an individual uscr utilizing this
system wnile some other externai apparatuses each uaed
for inputting a pass—code are each assigned to an
opérator such as a person inlCharoe of .card services. In
this way, the.functions of paso—codes-c;;M;:‘contnoiled

' in accordance with a judgment formed by an operator. For

example, the systém can be set to forcibly require a .

ri_passtOde‘input without regard to the wills cf,the
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be made. Table 3 shown below is a typical configuration of the-|ookup

t abl e managed by the pass-code-conparison wunit 54.' Table 3 _
Pass-codeAl | owed nenory Al lowed nenory end start addries3dens 2005s- code
1100h180h Pass-code 2300h3A0h Pass-code 3 Wth such a configuration, the
pass- code-conpari son uni't 54 conpares a pass-code received fromthe 39 13
Cct ober 2005 communi cation unit 51 with every pass-code stored in the

| ookup table. It is then possible to nake an access to a. nenory area of a
menory space in the data-holding unit 52 if the nenory area is allocated
to a pass-code obtaining the match output. SUPPLEMENT An enbodi nent of

t he presentndiwiehtdlorudwss been explained in detail so far. It is obvious,.
however, that a person skilled in the art is capable of nmaking a variety

of changes to theIenbedi sebisand tdesicani kenEiqeehstichube ek phesenbodi ment
within a range not departing.fromessentials of the present invention.
code identificatiqn device (the IQ card 50} in which a
- bass-—code can be set to each of the memofy area in thé
data-holding unit 52.
The pass—code-comparison unit 54 has a lookup table
‘shéwing relations between memory areas allocaﬁed to the
data—-holding unit 52 and pass-codes. It is thus possible
ﬁo form a judgment as to whether or not a pass-code
receiﬁed from the communication ﬁnit 51 matches a pass-—
code to whigh any of the memory areas is allocated. If a
pass-code feceived from the cdmmunication unit 51 mqtches
a pass—code to which any speéific one of the memory areas
is allocated, an'éccess to the specifiq memory area can

be méde. Table 3 shown below is a typical configuration

of the lookup table managed by the pass-code-comparison

unit 54.
Table 3
Pass-code Allowed memory Allowed memory end
. start address paddress '
Pass—-code 1 o : 100h 18Ch
Pass-code 2 300h . 3A0h
Pass-code 3 ' -

. With such a_coﬁfiguration, the pass-cdde-comparison

unit 54 compares a pass-code received from the
39 '




The enbodi nent explained in this specification inplenments a portable
termnal such as a PDA and a portable tel ephone, which-includes an
enbedded 1 C card provided by the present invention. HOvBsterer 2006% scope of
the present invention is not limted to the enbodinent. Also in the case of
an | C card used as a standal one device or in the case of an IC card used as
a devi ce enbedded in an apparatus having a different type, the effects of -
the present invention can be denonstrated as well. . :n a. word, the
enbodi ment is no nore than a typical 40 13 Cctober 2005 inpl enentation of
the present invention and is therefore not to be interpreted as

| i mtati onsotroutheapr@santit i fiventtionevdhatpasstoosaystéhed sbopenef the
_present invention is defined by clainms appended to this specification.

| ndust ri al 1d\piphp ciediblé 1y Tith iacabiedapes sMidle ab agpectardfaddes Present
invention, it is possible to provide an excellent pass- code identification

- devi ce anth@fbexCetd L s RASRafOSe spaentidi€ali opcaethodiddaln fF esgapabl e

of properly controlling accesses made by an external apparatus by

collation of HASSH&RIEF - aitdh aCE U HRNCLL I 1o 30O NEL-A5REChL P11 A 1§y Pr esent

the match output.

SUPPLEMENT
An embodimeht of the present invention has been
éxplained in detail so far. It is obviocus, however, that
a person skilled in the art is éapable of making a
variety of‘changes to the embodiment and designing a
substitute'for the embodiment within a range not
departing from essentials of the present invention.
The embodiﬁent explained in thisrspecification
impléments a portable terminal such as a PDA and a
- portable telephone, which includes an embedded IC card
_fprOVided by the present invention. However, the scope of
the present invention is nét limited to the.embodiment.
Also in the case of an iC card u$ed as a standalone
device oflin the case of an IC card usedhas a device
gmbedded in an'épparatus having a different tfpe, the
effects of ﬁhe present invention can be demonstrated as
well. | | |

Iin é:word, the embodiment is no more than a typical
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invention, it is possible to provide a pass-code identification device and
a pass-code identification nethod that are capable of appropriately
. control-ling accesses nade by an external apparatus Suddtotaer2édsler / wri ter
- to an internal nenory of the pass-code identification device such as. an
| C card by collation of pass-codes. In accordance with a further aspect of
the present invention, it is to provide a pass-code identification.
devi ce and a pass-code identification nethod that allow 41 13 Qct ober 2005
to appropriately determ ne whether or not access-right control based on a
pass-code is required. 42 13 Cctober 2005 CLAIMS: 1. A pass-code
i denti fi caimipolrendeisoel droro T driter gl td s B CesSesi s dend i @ntiext €f ded
apparatus by collation of pass-codes, said pass-code identification
devi ce compiti inde a merpimiteat i UmitdOicxonrainiKatp st h said
external apparatus; a data-holding unit for holding data; a
pass- code-ihaleditnigriini rhher 1Bokei BEyE RATS <CRHR oF R&S pedejrudgment unit
for fornlng a judgnment as

invention is defined by claims appended to this

specification.

Industrial Applicability

In accordance with an aspect of the present
invention, it is possible to provide an excellent pass-
code identification device and ah excellent pass-—code
identificaﬁipn method that are capable of properly
controlling accesses ﬁade by an external apparatus by
‘collation of pass-codes.

In aécordaﬁce with another aspeCt of the-present
ipvehtion; it is possible to provide a pass—code
idenfification device and a pass-~code identification
%hethbd'thatlare capable of appropriateiy controlling
accesses made by an externél apéaratus such a
reader/writer to an internal mémary of the pass—code

| ldentlflcatlon device such as an IC Card by collatlon of
pass—codes. |

In accordance with a further aspect of the present
invention,;it is to provide a pass-code identificatioﬁ_

- device and a pass-code identification method . that allow
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- to whether or not an input pass-code received fromsaid external apparatus

mat ches sai d pass-code held by said pass-code holding unit; a
condition-setting unit for setting a condition for fiGrGitalers80% j udgnent
on said input pass-code; and a flow control unit for controlling accesses
made by said external apparatus to said data-holding unit through said
conmuni cation unit in accordance with said condition for form ng said
judgnment on said i nput pass- code, which is a condition set by said
condition-setting unit.. 2. A pass-code identification device according to
claim1 wherein: said condition-setting unit determ nes: whether or 43 13
Cct ober 2068 ABPreBrdapakty-deoberpiugnehethartonerds socéssnriaht | udgment
on said input pass-code; and said flow control unit permts an access nade
by said e%PeERal bppedatwsatpasardodat &shoedihgednit through said '
comuni cation unit if said condition-setting unit determ nes that said
pass-code judgnment unit does not need to formsaid judgnment: on said input
pass-code. or if said pass-code judgnment unit outputs a judgnment result
reveal ing that said input pass-code matches said pass- code held by said
pass- code- hol di ng unit. ' _

[

42




3. A pass-code identification device according to claiml wherein: if said
condition-setting unit determnes that said pass-code judgnent unit does '
not need to formsaid judgnent on said i nput pass-codQctsr@0pbow contr.o
unit, puts said data-holding unit in a state of being connected to said
comuni cation unit in order to permt an.access nade by said external
apparatus to data held by said data-holding unit; and if said
condition-setting unit determ nes that said pass-code judgnent unit needs
to formsaid judgnent on . said input pass-code, on the other hand, said
flow control unit puts said data-holding unit in a state of. being
connect ed QL& I8&i:d communi cation unit in response to 44 13 Cctober 2005 said
pass-code judgnent unit's output judgnment result revealing that said input
pass-code nmat ches- sdi dastoraripasdenbifi cat brnledevicpefodrt an access nade
by said external apparatus to data held by said data-holding unit. 4. A
pass- code cotémbilflicgt ronedewisc maalec rydiang dxtercladi mpbadtanai my sai d
condition-setting unit conprising: first judgnment-necessity-hol ding nmeans
for hol di rglliantienmati pasisrdiocalsi, NG aike idiers-@odeoti Raitd flass-ieede | udgnment
unit needs to formsaid judgnent on said input

device comprising: ‘

a communication unit for communicating‘with said
‘external apparatus;
r'a data-holding unit for hoiding data;
a pass—-code—holding unit for holding a pass-code;
| a pass—code judgment ﬁnit‘for formiﬁg a judgment as
to whether Qr ndt an input pass-code received from said
external apparatus matches said-pass—code_held by said
paSs—céde holding.unit;
: a'condition—setfing unit for setting a Condifidn
for formiﬁg said judgment on said input pass-code; and
‘a flow control unit for éontrolling accesses made
by said ektérnal apparatﬁs to said daté—holding unit
through said commﬁnication-unit‘in accordance with said
condition for forming.said jngment on said input pass-
code, whiéh_is a condition set by said condition-setting
s : e e s .
2. A pass-code identification device aCcording to
claim 1 whérein: |

' said_condition—setting unit determines whether or

43




pass- code; second judgnent-necessity-holding neans for holding information

i ndi cati ng whet her or not an input pass-code is required for changing said

. first judgnent-necessity- holding nmeans from a st at e 16fOdathedi2ng@5 i Nf or mat i on
indicating that said pass-code judgnment unit needs to “~formsaid judgnent

on said input pass-code to a-state of holding information indicating that

sai d pass-code judgnent unit does not need to formsaid judgnent on said

i nput pass-code; and third judgnent-necessity-hol ding nmeans for hol ding

i nformation indicating whether or not an input pass-code is. required for

changing said first judgnent-necessity- holding.neans from a state of

hol di ng lnh@tnahaanpégsléoagt9Q§?m8995uﬁﬂﬂ!ﬁéé&@gtéhﬁérﬁaégiﬁaSS-Code
judgnment unit does not need to formsaid judgnent on said input pass-code

‘to a stateuabmbBatdbAgshnEOY ABLE OPakRdicatl nghghat said pass- code judgnent
unit needs to formsaid judgnent on said 1nput pass-code, said

dit tt t 5f d
AU pass: CovE. T RbCor ol W Th o T ey DA Aol AL 772
Judgnent - Neesshi¥apRLel DG-UFARSs £a1 Jal B SLLRLAS i AE! dni PYrRALERCON

judgnent necessity- neans, and
said communication unit if said condition-setting unit

determines_that said pass-code judgment unit does not
need to form said judgment on said input pass-code or if
. said pass—-code judgment unit outputs a judgment result
fevealing that said input pass—-code matches said pass-
coderheld by said péés—code—holding unit.
3. :A pass-code identification device according to
claim 1 wherein: |
if said condition-setting unit determines that said
pass-code judgment unit does not need to form said
judgment on said input'pass~code, said flow control uﬁit,
puts said data-holding unit in a state of being connected
{to'éaid'QOmmunication unit in order to permit an access
made by said e#ternal appafatué to data held by said
data-holding unit; and
| 1f sald condltlon—settlng unit q§Ferm1nes that said
_pass—code judgment unit needs to form said judgment on
said input pass—code, on the other hand, said £low
_ééntrol unit puts said data-holding unit in a state of.

being connected to said communication unit in response to
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information held by said third judgment-necessity-holding neans. 5. A
pass-code identification device according to claiml wherein: said
pass-code-holding unit holds a plurality of pass-codéd)cistar@opass. - code.
judgnment unit forms a judgnent as to whether or-not an input pass-code
received fromsaid external apparatus through said communication unit
mat ches each of said pass-codes held by said pass-code holding unit; and
said flow control unit permts an access made by said external apparatus
to. said data-holding unit through said communication unit if said
condition-setting unit 46 13 October 2005 deternines that said pass-code
j udgment uPRid neagis-eqrle fHrdameritd Yridyremutnts gj wdmpit  passkicode and said
pass- code judgment unit outputs a judgment result revealing that said
i nput passreoeel ing ditest aldidainbypasscodesie hed tethys sed 1H patssredde- hol di ng
unit. 6. AA pass-code identification device according to claim1 wherein:
sai d pass-maste-duwdediing amddr hol demit waldddef ndds HEaskesd each
associated with a nmenory area in said data-holding unit;
external apparatus to data held by said data-holding unit.
4. A pass-code identification device according to
claim 1 wheréin:
said condition-setting unit comprisings:
first judgment-necessity-holding means for holding
information indicating whether or not said pass-code
judgment unit needs to form said judgment on said iﬁput
pass—code;v
second judgment-necessity-holding means for holding
information indicating whether or not an inpﬁt pass-code
is required for changing said first judgment—necessity—
holding means from a state of holding information
indicating that said pass-code judgment unit needs to
“form said judgment on said input pass-~code to a state of
holding information indicating that said pass~code
judgment unit does not need to form said judgment orn said
input pass-code; and _
third judgment—necessity—holding means for holding
information indicating whether or not an input pass-—code

is required for changing said first judgment~necéssityf

- holding means from a state of holding information
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sai d pass-code judgment unit forms a judgnent as to whether or not an
i nput pass-code received fromsaid external apparatus matches each of said
pass-codes held by said pass-code hol ding unit; and 1Saddotidr@@gontrol unit
permts an access nade by said external apparatus to a specific nmenory
area of said :data-holding unit through said comunication unit if said
condition-setting unit determ nes that said pass-code judgnent unit needs
to formsaid judgnent on said input pass-code and sai d pass-code judgnent
unit outputs a judgnment result revealing that said input pass-code
.mat ches one of said stored pass-codes that is associated” wth said.
speci fic nthdtgabiea. that sakddeassdecde entddnent i wnl freddrsm oy 47 13
Cct ober 2005 controlling accesses made by an external apparatus to
pr edet er m Aeed dbe afoym cod 1 &t J wiorednpass - sobidsinpat dpescodnd® a
identification nmethod conprising: a pass-code judgnent step of formng a
j udgment astate whethbdimy nofoama ihput ipdssatcote tleceissed fgaan-sai d
external apparatus matches a pass-code set for said predeterm ned data; a
condi ti on-ced¢ i gdgtep: ofn Stetddads at @ ofwhit | said ofudgdingpsaiZi d udgment on
said i nput pass-code; and a flow control step of. controlling accesses nade
by - input pass-code, :
said condition-setting unit sets a condition for
forming said judgment on said input pass—cbde in
accordance with said information held by said first
judgment—necessity—holding means, said information held
by said second judgment-necessity-holding means, and said
information held by said third judgment-necessity-holding
means.
5. A pass-code identification device according to
claim 1 wherein:-
said pass—-code-holding unit holds a plurality of
pass-codes;
- said pass-code judgment unit forms a judgment as to
whether or not an input paés—code received from said
external apparatus through said commuﬁicatibn unit
matches each of said pass—-codes held by said pass-code
. holding unit; and
'said flow control uhit permits an access made by

said external apparatué to. said data-holding unit through

said communication unit if said condition-setting unit
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said external apparatus to said predeterm ned data in accordance with said
condition for formng said judgnent on said input pass-code, which is a
condition set at said condition-setting. step. 8. A 13a3deolpad@e05 .
identification nmethod according to claim.7 whereby: said, E
condition-setting step is executed also to determ ne whether or not it is
. hecessary to execute said pass-code judgnent step of form ng said judgnent
on said input pass-code; and at said flow control step, an access nade by
said external apparatus to said predetermned data is permtted if a
result of(fxecutjon of said condition-_ setting step indicates that said

pass- code Uy S (R s s aassheie o8 ey Mg ad§ degment on sai d

i nput. pass-code is not necessary-or if a result of execution of said
condi t i on-T¥ER (554G siuslomandi @t &stitchdmpat RasAncadss @nd ofaishirkgadgnent
formed at said pass-code judgnment step reveals that said input pass-code
mat ches a GRdss-Jdsmendt: Undrt aadini ter ed etustoriendd mhatel t evgdaigss code
identification method according to claim7 wherein: said condition-setting
step conpribsds sadd iimput pegrrentodee cedsites fdlldiseg ds treps sofcavemagi ng
held by said pass-code-holding unit.
6. A pass-code identification device according to
claim 1 whefein:
said pass-code-holding unit holds a plurality'of
passfcodes each associated with a memory area in said
data-holding unit;
saidipass;code‘ju&gment unit forms a judgment as to-
whether or'ﬁot an input pass-code receiﬁed from said
externél apparatus matches each of said pass-codes held
by said passucode'holding unit; and
said flow control unit permits an access made by
said eXtérnal‘apparatus to a specific memory area of said
;datafholding unit through said communication unit if said |
'conditioﬁwsetting unit detérminés that said pass—code
-judgment unit needs to form said judgment on said input
pass—code and said pass-code judgﬁent unit outpﬁts a
Jjudgment résult'revealing that éaid ingutggz;fcodé'
,ﬁatches one of said stored pass-codes thatris associated’
with said Speqific memory area.

~ 7. A pass-code identification method for
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information indicating whether or not it is necessary to execute said
‘pass-code judgnent step of formng said judgnent on said i nput pass-code;
a second judgnent -necessity--hol ding step of rmanagi N October 2005 -

i nformation.indicating whether or not an input pass-code is required for
changing information froma -value indicating that it is necessary-to
execute said pass-code judgnent step of formng said judgnment on said
[input pass-code to a value indicating that it is not necessary to execute
sai d pass-code judgnent step of form ng.said judgnent on said input
pass--code;. and a.'third judgnent-necessity-holding step of managi ng
infornatioﬁo?ﬁﬁ?%gf?%gaﬁﬁ%§ﬁ%? BRAROPY ol | PRI PakseRerfea tys fequired for
changing information froma value 49 13 Cctober 2005 indicating that it is
not necessBF§9tbeERbRed edahi dopasel lablen j i grens ~cedes of s ok marssai d
judgnent on said input pass-code to a value indicating that it is
necessary fedeekdentbftendipassethdd fompmeningtep of forning said

j udgment on said i nput pass-code, a condition for form ng said judgnment on
said i nput passa@des<saE Judamsedr ddarge ofi thorsding ianfjodmicnan asmanaged

by said first judgnent-necessity-holding step,- .said information nanaged
by sai d setorwh¢ititgment metessi typinol ph - cddp, renst wed deiaif aramt | on
managed by .

external apparatus matches a pass-code set fdr said
predetermiﬁed data; |
a gdpdition*setting step of.setting a condition for
- forming said judgment on said input pass-code; and
a flow control step of controlling accesses made by
saild exterﬁal a?paratus to said predetermined data in
accordance Qith said coqdition for forming said judgﬁent
on-said input pass-code, which is a condition set at said
condition—setting'step.
8.; A pass-code identification‘méthod according to
claim 7 whereby:
-saild condition-setting step is executed also to
' determiné whether or not it is hecessaryrto execute said
pass-code judgment step of forming said judgment on said
input ﬁaSs—code; and |
at ééid flow control steﬁ, an aé;;ééngée b; ééid
éxternal apparatus to said predeterminéd data is

permitted-if a result of execution of said condition-

Setting_sﬁep indicates that said pass-code judgment step
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said third judgnment-necessity-hol ding step. 10. A pass-code identificati-on

~-met hod according to claim?7 whereby: a plurality of pass-codes is set for

predeternm ned data. to be accessed; at said pass-codg pudgsmmosstep, a

‘judgnment as to :whether or not an input pass-code received fromsaid

external apparatus matches each of said pass-codes set, for predeterm ned.
data-is forned and at said flow control step, an access nade by said
external apparatus to said predetermned data is permtted if a result of
execution of said condition- setting step-determines that it is necessary
to execute said pass-code judgnent step of form ng said.judgnment on 50° 13
Cct ober 2005 Saimingpidigassdgoste: and sanidutmpiit Nessdtcdde siad dhoyg udgment
formed at said pass-code judgnment step reveals that said input pass-code

mat ches altesssshipasse cotles seful f o5 f peslaierdn ned fdatd. cdhldi A fass- code
identification nmethod. according to claim7 wherein: a plurality of °

pass- codesséfimetst@Rcihdittgs assnci Al eshivpdh AdBIOrYr Hay at said
pass- code judgnent step, a judgnent as to whether or not an I nput
pass- code natgated fdasaid said pass-code judgment step reveals

that said input pass~code matches a pass-code set for

said predetermined data.

9. A:pass—code identification method according to
cleim 7 wherein:

said condition-setting step comprises:

a first judgment—necessity—holding step of menaging
information;indicating whether or not it is necessary to
execute said pass-code judgment step of forming said

'—judgmeﬁt on said input pass—cede;

. a second judgmeet~necessityﬂholding step of
menaging information indicating whether or not an input
pass~code is required for changing information from a
alue indicating that it is necessary to execute eaid'
pass—code judgment step of'forming said judgmentron said
input pass-code to a value indicating‘that if is not
necessary te execufe said pass—code Jjudgment etep of
forming said judgment on said iﬁput paes—eode;_ane“‘

’a'third‘judgment—necessity—holding step of managing
inforﬁation indicating whether or not an input pess—cOde

- is required for changing information from a value
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ext ernal appar at us mat ches each of sai d. pass-codes each associated with.a
‘menory. area is fornmed; and at said flow control step, an access nmade by
said external apparatus to a specific nenory area i d93pgsfoherf0h if a
result of execution of said condition-setting step determnes- that it is
necessary'to execute said judgnment on said i nput pass-code and an out put
result of said judgnent forned at said pass-code judgnent step reveals
that said input. pass-code matches one of said stored pass-codes that is
associated with said specific nenory area. 51 ABSTRACT OF THE DI SCLOSURE
A pass-code identification device includes a communication unit for:
conmmuni cat 1R EHantak ekthal s applarrecessaryata- et aity smid passthol ding
data, -a pass-- code-holding unit for holding a pass-code, a pass-code
conpar i SoncHe t J déemenpiehe Ant ¢ Fping psskd chddomekei aredsatdirioymit t he
comruni cation unit with the pass-code held by the pass-code hol ding unit,
~and a fl ovwasstewde um ta forlucomaitdiig achesuit of morgesdspnof
the-pass-codes in accordance with a condition for conparing the
pass- codesexedinize camid tpaoas-aetdr nj unbpnaiietdiesp o5 £ N rning Sssdeecessary to
j udge pass-codes. The condition also determ nes -
: Jjudgment on said input pass-code,
a condition for forming said judgment on said input
. pass-code is set in accordance with said information
managed by said first judgment-necessity-holding step,
said information managed by said second judgment-
ﬂeceésity—hdlding step, and said information'managed by
said third judgment-necessity-holding step.
10. A pass-code identification method according to
 claim 7 whereby:
a plurality of pass-codes is set for predetermined .
data to be accessed;
-at said pass-—code -judgment step, a judgment as to
‘Wwhether or not an input pass-code received from said
external apparatus matches'each‘of said pass-codes set
for predetermined data is formed; and
at said flow control step, an access made by said
external apparatus to said prédetermined data is
permitted if a result of execution of said condition-

' setting step determines that it is necessary to execute

said pass-code judgment step of forming-Said:judgment on
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‘whet her or not a pass-code is required to change a pass- code fromvalid

-Status to invalid status and vice versa.
13 QOctober 2005

said input pass~code and an output result of said

judgment formed at said pass—code judgment step reveals

that said input pass-code matches all said pass-codes set

for predetermined data.

11. A pass—-code identification method acpording to
claiﬁ 7 whé;ein:

a plurality of pass—codes are set, each being
associated with a memory area;

at said pass-code judgment step, a judgment as to’
whether or pot an iﬂput pass-code recéived from said
external abparatus-matches each of said pass-codes each
associated with a memory. area is formed; and

at said flow control step, an access made by said
external apparatus to a specific memory érea is permitted
if a.result of exeéutioh of said condition-setting step
‘determines that it is necessarylto execute said judgment R
%nAsaid”input pass—code énd an output result of said
Jjudgment formed at'said paés—code judgment step reveals
that said input pass-code matches.one of said stored
pass;codés_that'is associated with said specific memory

o Pk A e

area.
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ABSTRACT lOF THE DISCLOSURE
A pass-code identification device includes_a
communication unit for communicating with an external
apparatus, a data;holding unit for holding data, a pass-
- code-holding unit for holding a pass-code, a‘pags—code

comparison unit for comparing an input pass-code received

through thelcommunication unit with the pass-code held by
the pass—code heolding unit( and a flow control‘unit-fdr
Controlling a result of comparison of the pass—-codes in
accordance with a condition for comparing the pass-codes.
The condition détermines whether or not it is necessary
to Judge pass-codes. The condition also determines
whethef or not a pass-code is required to change a pass-

code from valid status to invalid status and vice versa.
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