; €3e<pJ6, Tk} a ELECTRONI C | NFORMATI ON | NQUI RY PROCESS 5 Technical Field This
invention relates to a safe security method in recording or exchanainmt
t ual

el’ectronic information, especially an inquiry process for mmmmmmmm Mw
el ectronic informati on nmaintaining the $anme content each o

both parties 1o should retain the sanme information in exchange*ipisst he
elrectronic information or in electronic comrerce. Background Arts Many

conputers are connected to comuniGakirensafeiyor ks 15 formmlﬂmmmlmm)‘uter

systems in recent years, and each conputer may be accessefflil v
uncertified persons through the comunications networks. Thergfg@se, the
electronic information recorded in the external nenory storage of the
conput er such as hard glirgirrdeviccesFoRyATEON aNgUERedPROCESSher s havi ng no
rights. 20 Alterations may be occurred by accidents without wllful ness of
ot hers, and al so even the parties may commt falsification or forgery of
the information. Thus, inportant contents should be al ways doubted whet her
t he elsectTedtimcidaif @iwddi on recorded in the apparatus 25 maintains truth or
not. In electronic conmerce, problens may occur afterwards when someone has
transactions bel i 8ainginwerdlicar sglarestkoi GafRf LML BH RAANGed by an
accident, wllful, or fault which records the contracting condjtion agreed

by each recoming lear exqRAREGIY HESHTPROBI BHOIMAE P r 8FRTT Yo Eonfirm
o e o Slleel Aheesorda el e the bot loparidans the
Ef""i btthpti}h afpé"n?é@éﬁ?iﬁ%ic:ﬁ%%%tbéa?ﬁﬁ%%ﬁ%ﬁ %ﬁ%ﬁf?ﬁ@'ﬁn Siflton |
eIect%oni%&°$¥ax%éiggpo%h?dﬁﬁ%% ?ﬁggﬁgﬁ%gﬁ?%gfggﬁghghagﬁegééf%%eiﬁﬁgﬁ;%j ng

from | cakage,of. 1o, he |87 orIRLiAN I BoRkbeEs, when secrecy of the

information 1§ required. en there is a difference between the contents
recorded by each other, it 'conmes into question which is true and it m ght
becone a futile discussion. It is desirable to be judged by a 15 neutral
third pargyciededuras agtgotary public or an authentication authority etc. If
full of the information runs through the channels for judgnent of

genui neness of t h&ahpf osmmitears, atkeconnected to communications networks

15 for forming computer systems in recent years, and each computer
may be accessed by many uncertified persons through the
communications networks. Therefore, the electronic information
recorded in the external memory storage of the computer such as

" hard disk devices may be falsified by others having no rights.

20 - Alterations may be occurred by accidents without willfulness of
others, and also even the parties may commit falsification or
forgery of the information.

Thus, important contents should be always doubted
whether the electronic information recorded in the apparatus

25 maintains truth or not. In electronic commerce, problems may
occur afterwards when someone has transactions believing an

altered electronic information changed by an accident, willful,

or fault which records the contracting condition agreed by each



information may be stolen along the communi cati ons channels. And high
ability and long time for processing are required as well as 20 congestion
occurs in the communi cati ons channel s because of a vast quantity of the
running information. Especially, an aunthentication authority or a database
center who has to conmunicate with many custoners through the

communi cati ons channel s, has such di sadvantages that the equi pnent cost
rises 25 high and al so nunber of the custoners are restricted. Therefore,
it is an object of the invention to provide an inquiry system for

confirm ng the idgatiddsdofsubheptobDem@t iian isetragueded nt@adnfitdrer by
exchanging only a part of the electronic information. It is another

obj ect ofagherrmicnvepti oife tavryeoiti B¢ ahei negords dedtiebyf bhe clonth rpdrigiashe
genui neness of the electronic information retained by one self by asking
only snalds pave ©cohbsbott hierarider. nefe0 rcadposingdagpeementutdferitiecat i on party.
It is a further object of the invention to provide an inquiry systemfor
obt ai B ngelegeonine infeotatdminc heAflobralPPoh BRAL TGS A§ L8gRRARID tiR
information furnished fromthe authority who retained o |1¥ a part_ of the
el ect r oniexghengensheoplegidr e L8IPANBEHR i EhETHSHY 2BHeS %‘g‘l‘ﬁaﬁ%i%’ﬁ is
the other part of the electronic i fornFti on.. D scl.oiure 8f Lavention, .
Accor di nFERIVeE dnESFRYHEQR "D FBEI bR ‘Pﬂh{}'iwl FErR6a 18 %0f THTS -

invention, the parfies_concerned _as_a refer = QF t Lyddes, the
recor ded ‘i &% &?PE’ELFn‘f‘%r%ﬁcgﬁeitﬁf'BgW%Lrlieft%;ﬁ:%gnglle%’fg?}r%?i %ﬁlfe eérrent, and
sel ects sone .el nts fromthe diyi FehEaAsNELLAl 1 L DEQRIH on

k. Flﬁ&’hé‘?ﬁ%ﬂg, c?ﬁ%u?%?aé:rlgﬁge¥égﬁg?g$:éo%%\’/riesieon%s_gl ectrlﬁon daét%
rSorded wd *‘l&é%%méﬁi%"dc?'&%e@%?“%p@”%ébfé@ ¥ enantheprgherentss the
generati ng  manner o e transmttal 1 nformation block and the sel ected
infornatid,.cgkﬂﬁlr%@qnts. Then the reference sends the transmttal information
bl ock and the division/selection data to the inquirer who requests the
collation. 25 A dijnisiRreeliechi anrfatendes brewesnatle dadratdrors diedadided and
conbining to formthe transmttal information block, and the

by each other, it ‘comes into question which is true and it might

become a futile discussion. It is desirable to be judged by a
15 neutral third party such as a notary public or an authentication
authority etc. If full of the information runs through the
channels for judgment of genuineness of the information, the
information may be stolen along the communications channels. And
" ~high ability and long time for processing are required as well as
20 congestion occurs in the communications channels because of a
vast quantity of the running information. Especially, an
authentication authority or a database center who has to
communicate with many customers through the communications
channels, has such disadvantages that the equipment cost rises
25 high and also‘number of the customers are restricted.
Therefore, it is an object of the invention to provide
an inquiry system for confirming the identity of the information

rétained in each other by exchanging only a part of the




di vision/selection data is transmtted with the transmttal information
bl-ock., The di vi sion/sel ection data includes - 4 information of |ocation,
| ength and so on, as well as a sumcheck data of the individual information
elements included in the transmittal +n3ormati on bl ock. The '
di"vi sion/ sel ection data may be acconpanied with each of the information
elenents. The, 5 information elenents nmay be relocated with a random order
in the infaqr j . transmttal information block nay be forned
with nnr%ll(:% gﬁgfgﬁﬁ Jf')An or r?g;[!agh bl ock, and the individual information bl ocks
may be transnitted SePanatrby. odiectd I 1heELt V&S (deriovakemaht al
information block 10 or blocks and the division/selection data, divides the
el ect r oniigquAkQr §Pdtdn fdr eohgcondeg tie hyenulesnessast otiuk Nl dar ndne c

di vision/sel ection data, replaces the parts by the transmttal information

| ocat ed derrbespoOnsh NEetadniedeby bneasébhshy askingapnapgesabhddmtsegfat es t he
information el enments according to 15 the division/selection data in order
to resri ehe théormdiraratdeposcoatehn . am authesrricaiionnpa¥tms i on bl ock is
formed by conbining sone elenents arbitrarily selected fromthe discretely
di vi ded i nf or mat ildn isl endursheT gD ©f dheniaveRFionftamFravics: #iti on 20
bl ock i ncludes sone portion:relating to any part of the whole inforpmation.

The trand®APLEY $YEFHHIOT0RPEREBKRT o7 IHBING, SLPSEF N TR HEOFIRR: 4y &Y
trieved as |ik dia treafed hredder. Therefore, the.

{ranon t PHECERE OFHRTERT 5o P EOHER ke SRS ERat: Che rErr B g Migans

cannol UL LSSl NSO 00 22, logkerdn & st Lol oLp wnen he

i. 'S hot agree ™ w the T nformation
re®or ded . i s LN ' nt.ent j i S ret rdigved from
the FhquiFep-aacieh HERF By bHE: &l e R o P et th e
i nf or mat i.9R &L EAEOL S ¢dldRehransm ttal information block is seldom or
never equal to the information content recorded by the inquirer, even

t hough the different part of the information is not transmtted. 5
Especially when information el ements which are fornmed by dividing the

el ect ronipg scnbenpatd®ONMBientibnt rary physically defined points are used, ‘it

is inmpossible to know its content by obtaining sone of the divided

i nformation el enetcordEugntof thdesledtsrondicy inEorhet i figrargy bethwedn t he

both information, at |east 10 sonme information el enents have a difference

becal§e toffethaseinyentias, the PAFbiantFIFIHNCers frbRfRERM M T 2

Theref ore, _a neani ngful content cannot_be obt.ai neg tr)% re(i%llaci ng wth
RTBFb

i nf or mat IOk leFeReRt E149F (he FREASHREL A ST IV rat P tH et e the
whol e inlgggaghgnin é}$J¥¥BJ %1L%e3€?iéXar§¥¥%c %rgokg elements froﬁ the
divided ones for a transmittal information block. Furthermore,
. 4the reference generates division/selection data recorded with the
20 dividing manner into the information elements, the generating
manner of the transmittal information block and the selected
information elements. Then the reference sends the transmittal
information block and the division/selection data to the inquirer
who requests the collation.
25 A division/selection data is necessary data for dividing
and combining to form the transmittal information block, and the

division/selection data is transmitted with the transmittal

information block. The division/selection data includes



15 there is difference unless conparing the retrieved information with the
original. The both parties commonly nmay store the same division/sel ection
algorithm so that the both parties may obtain the sanme division/selection
meanings if the sane argument is 20 applied. This manner nmakes sinpler the
di'vision/selection data to be transnitted, and the argunment itself unusable
by a person who does not know the algorithm A nunerical value relating to

the time Pﬁféﬂ?&[@i%% 0BY 1 D€, Ls6d %%ng% ahgueEndn, Wienetihe aar guBBAt check
a time stanp I

functionsas , tinme of teration can be roughly 25 estinmated
because the 1 ic’d? 2k cakl @tk MeERee98hi ErBedys eaghuakhein The ar gument
ecte

may be se corresponding to the address of reference. The address

settles thesdawomiichnbensOmd aglockhoutite chinfierion/Selisctide datpuimay bet hod
of the invention - 6 prevents a dispute with regard to the result of the
contract , abesgssa ddheipharéads cdnfhiea indndmagiere addatendschToeher the
contract content, place and tinme of the conclusion, and so on. As descri bed
above,s actofatimayiton ehememthoukfoet ed ocstedverth oh, randgs RESSE ol ofSery
little portion of information to be collated nmakes. sure of the equality of
the i nqui fmfomnatifoor atckn The thr@nsERstahc enECTMBablork BAY PRe danger .

to leak the information as neani ngful infor t'oqbduring connanic Lipn i's
decr easedformEd/briddy BEre BRAelifod TGP IIRE L PRVRIIT om 3 P Ped PRV RS

capacity of the communi cation ;?annel foﬁ cgllatioqv?nd little capacity of
the cal cutBEQTRE AN PLOCKE JNAhate 4T a0rganFeat FeP NG a | arge nunber of

coll ati ons such as, a certjfication offj .l fy._i i) it and
orce its handl?Hﬁ BTS¢ CSWEER #ﬁg'gﬁﬁk T ¥H¥%?ﬂ%.l%#]%%é§} ry

ho];g of H]%lgo hventi ep. i a%?ﬂ&?féetl%c Lbh! 88:£ OU{AUSS, th@eéﬁeéﬁﬁoﬁﬁ{s

bur dehis f9r ni-cation eating facilities and | ess dangers to | eak

the cont ?Dﬁfé’él?a‘-‘ﬂ%r 348 ot Poldiuddisid HRRY LS ce DECAMEA AN £20 takect roni ¢
|

i nformation e 1s to be exchanged which includes very little portion of

the contract; &rdranQedciclos UL ACt N adfedeEher pa £8d ANGeR itranamdotzdr der,
and noreover they can confirmif the recorded content of the contract

mai nt ai Nsif e ONcghiad EonteitondngWentiaesy stemtionssednin which a
third organi zation such
rearranges and integrates the information elements according to
15 the division/selection data in order to retrieve the information
content.
A transmittal information block is formed by combin;ng
some elements arbitrarily selected from the discretely divided
. | information elements. Therefore, even a part of any information
20 block includes some portion relating to any part of the whole
information. The transmittal information blocks are not available
unless they are retrieved as like a paper media treated by a
shredder. Thefefore, the transmittal information is safe because
anyone without a retrieving means cannot utilize the information
25 blocks as a useful information.
When the information recorded by the inguirer is not

agree with the information recorded in the reference, the

information content which is retrieved from the inquirer’s



as a certificate authority or a notary office certificates sanmeness of the
electronic information in order to elimnate disputes anong the parties
concerned, the third organization hol ds t he whol e content of the
contract and, according to the nethod -ofS this invention, the organi zation
forms the transmittal information block and transfers it at request of
collation, so that small quantity of information is to be sent and | oad of

o (D oo WRLEAbh 00 AHIIRY S 6 T0ARAY r80Ha B Auche CDORNESRA OfbrTEY

hol d onl Irs ansm ttal tiron bl ock and collate themthrough

the first sqedendivisian $ehathi 0h: fatrorkAtibhSoT@se st Re1bBin §r never
organi zati on may work by nmaintaining very small anount of information. |0

Fur t her nDeguat hgo Perd Vi rreragt D6, coiertt hetopasd Yoyarueonnyherehj revqarty
may share separate portions of the divided el ectronic information, and

utilize thaoughothatdifteeandepant &f theahafbthanion hes pmortt toanswoiezah ot her
and conbi ning them For exanple, a card records a part of a certification
infornmation is 15 Bspeaidbty anteranndigrivenion ag lemerdst Woithyarectyured oy
other part of the information, and when the first party inquires the

aut hent i cativodinat the iglectopnsol tafomiaticheahud okt HarYs®hISiERALLY est part

of the information to the first party and the first party conbines his held
i nf or mat i 8pfaRact PeintehErenesedat ot dTPESFERLE R KW d&ApFetkent by

tificatjon.inf tion, and the first t fi uth of a_

orovi ded COERARTRAL TN SoRparihGL e HALRETFEIPR COraieor MefTbrtE WIGRE t he
bove- descri bed methad i lied ta cipher k . hird
e edmnBE Bt A2EBeh fa iR fhe B Bl e E: TR0 e

9 pa! Lokl fREL AL e85 08 DO! iSyd e pEL-Blcd ifdaibar RRLT oRchl ch t he
us

first party shares an é information running on the comrunications

R e bBEsoog Pt Sasompalion SPLRLS, Bboibliomisian merbberpLioc of
their progeansngfgh tQMeht0dhifbt Yo astisiablieh Rl iyl fYiagr aaEnand
information elements in the transmittal information block to
retrieve the whole information, so that it is easily made sure if
15 there is difference unless comparing the retrieved information
with the original.
The both.parties commonly may store the same
division/selection algorithm, so that the both parties may obtain
" .the same division/selection meanings if the same argument is
20 applied. This manner makes simpler the division/selection data to
be transmitted, and the argument itself unusable by a person who
does not know the algorithm. A numerical value relating to the
time of inquiry may be used as the argument. When the argument
functions as a time stamp, time of alteration can be roughly
25 estimated because the time of collation may be confirmed by each
other. The argument may be selected corresponding to the address

of reference. The address settles the law which the contract

should conform. Thus, the inquiry method of the invention



dat abases delivered to their users. They can execute the checks 5 very
effectively because very little portion of the electronic information even
t hough the prograns or databases are vast enough. Furthernore, using the
met hod of this invention, mller informatiron of the mller servers can be
confirmed to be equal to the one in the original server by exchanging only
a small portion 10 of the information. The nethod of this invention may be

used as e j ] y.si bagksy n -el r 05 ckbook to
é?ﬁéﬁya%s%ﬁgghté 1 @M RS DRBKE S SULS 18N 2l BRLT 05k Erddie

its clien I'ng one part of the check issue information which is

di vi ded | Pel s PHHeS padffes Nodtank hakdsgtde waiidaicRgothepattie of the
informati on. When theée client uses the electronic check in a virtual

shoppi ng Bkt radthecsent| Nslidesiridhe ihanks i thd henoibetons i and oo tdre

recei ved check is true. The bank sends the remaining information other than
t he check hol ds tast esshidied abdveheactdmedi2g shopheametivod ioimtthie trut h of
the check by conbining the information in the electronic check and the

i nf or fat | omvéntidme barksmissioirhef weyy thetkhapridwdsofhénparmatinn to
information in the check and the bank confirms truth of the information.
Thus, hi gbé ycoldlatall makeectvemiad dhecrguabitbofuthe 2egubyeekEhangi ng 25
only very small quantity of information. The client can carry a card

recor ded ¥REormataosl set Elomi refarenceifotpieratian -a AndaFhe @ 9eheé S nquiry
system of _this invention can be used ig Pag%gnt'%.nedical sheets. The
patient hbRds W& drdorBebtded R ingtyl 10fRmatisf RS R i cal

informati on. Wien he sees a doctor in a journey, for exanple, the doctor

i Ui res THEYETATHPRGI DTS medical information to the hospital
de th i i i i.nf ! ith th
nomede the Mmeglealyafiesh eaglgtfé8§26€g%pﬁt 16 veREebY Crb bt QUL pR W e

c
recor&ed 5 infornatton 7 H € car ete the ormati on

for the n@é%ﬂéé@ﬁéf;@ﬁ QPEOM&niiéétiéﬁC@ﬁQﬁM tod k@ 13ReVen "BAY i pRad & nqui ry

system for ntornmat1 on, even though a rather |arge portion of the

medi cal | gdoudmalj OF kRel 505 e inG AbROLERPI S it aat BegafeiSeis t 0 cannot
know t he patient's secret because they cannot recogni ze the contents by

seei ng t heaeiid'ss lakber Aribon.ofAqeatatices fott ars meterevescatiorf ul |l record
gathering the nost part fromthe card and rather small part froma person
who nmade ¢fifiaediayakimpl bf yrattisorfadidotges tdnsl covhorgecatsohandhinenel . Thus,
it is an 15 advantage of the systemto decrease quantity of conmunication.

: 15 ability.

When the electronic information inquiry method of this
invention is applied to written contracts, there are less burdens
for communication and treating facilities and less dangers to

‘ leak the content of contract to the third parties, because an

20 electronic information file is to be exchanged which includes
very little portion of the contract arranged in subtraction order
or rearranged in random order, and moreover they can confirm if
the recorded content of the contract maintains the same original
content.

25 When a system is used in which a third organization such
as a certificate authority or a notary office certificates

sameness of the electronic information in order to eliminate

disputes among the parties concerned, the third organization



And according to this inquiry systemfor medical information, the doctor
may sel ect the proper nedical treatnent after confirmng the true hol der of
the card. Furthernore, according to the inquiry systemof the 20 invention,
it is not required to flow a privacy of 7t he pati ent through conmuni cati ons
channel s, so that the hospitals using el ectronic nedical sheets can operate
the systemthrough usual information term nals connecting comrunication

net vor ks yb{doutef GAE1NGdrbeat! 82 phe PALAGRISE dd VaGkora3ntheoSagond

el ectronic information inquiry systemo s invention is Characterized

that an &l&HIORIECLh Of RGB! StHE Vo Lgshi a4k Rk, tRB LRANLREFcANd a
reference hold one part and the rest of the part respectively, the inquirer

sends hi sinformb@iohebbodalndotrhReréné of tredd ofedursithefr ebereacen, téw
reference conbines his held part of the informati on and the received part

to confordha fstkil 1 beeyn €ift velogc i h@bimat bOrimticome tskatr ahdr dose chedkes i f
the conbined information is the sanme as the original 5 one and sends the
check sr esudnmund ckheon neptity ey BeedecreasedseAhbeal aqutheroxgartimtiioher ence
does not keep the original electronic information as it was, one can easily
r ecogni zéndhaeldhenlnfgrerdiicot tragsphtsahdnfamationhbloski gndatel¥atem t he
same el ectronic information, by conbining both 10 of the information
fragment S theprlvine ddaditdimaget 81vhel PPt T ora® téhedki FG1FT CRRRY
retrieved electrqonic infornation has a neaningful content. Brjef ,
Descri ptitie G LERaRF FRSL 286 1RgTaY VX'l B GEALTHedar . VPFUs Bt riquns
concept of_t, electronic information inquiry' nethod of the invention;

h
3. 2 | so%lfl?%;“‘aﬁa?ﬂ'am illustrating an enbodi ment of the inquiry method
haSchi's T nvencGriegickS, * gt 35l AUROLAL, CBhe MBeRLY Ha b TR 8,

using this inventiom iragran 2 anot hér

XANPl e Gndi8hB0y S | BLENLhons Elarhd ok dlnek odi geam plilgtrating the

second enbodi ment isTinvention, 6 1s a flow diagram t he second

enbodi mendyethklnid {SeRndlqek, dhagr @ of ;oY iraRbei6h B8l Amdde wecond
embodi ment; and Fig. 8 is a block diagramillustrating another 25 exanple

of usi ng drhesaeeonty e doreibn BeséadbdecHay aGar kyiBenOdy theml reent i on
The el ectronic information inquiry nethod of the - 11 inventionis a
met hod f exaopdd) rai card haicoelecar partt offooraettidication information is
15 recorded and an authentication authority records the other part
of the information, and when the first party inquires the
authentication authority for collation, the authority sends the
rest part of the information to the first party and the first
. 'party combines his held information and the sent information to
20 retrieve the complete certification information, and the first
party can confirm truth of a provided certificate by comparing
with the retrieved information.
When the above-described method is applied to cipher
keys or cryptograms, the third parties cannot embezzle the
25 information because they cannot retrieve the original information
unless he holds the part of the information which the first party

shares and thus the information running on the communications

channels has no value.



has not changed during storage or transmission of the electronic
information files. The nmethod of the invention is a nethod to confirmits 5
sanmeness of the both records when necessary, especially when the parties
concerned shoul d have the sanme records gespectively, and it enables to
confirmthe sanmeness of the records by exchanging a small part of the

i nformati on but not the whole information. According to the nethod, only a

smal | anmount of t$§§.nﬂ9%¥35599w%52!§54gﬁﬁﬁt%écﬂ§998 ,Ognghfgﬁyiggﬁgﬁﬁg and

| eakage of the in 1on are elTmna ecause only a part of the

| nf or Mt o0 s LRLQYAN 4 ieCORRYBLERt 40N NANNAke ERaNERLBOMOT cidier

i nventi on may e’ used a notary office systemin which a party

concer ned, denosist §naN: 9rddtiiali ch21JOeHERRt a Bk ddig Hedgeanbi dhgation of
Its content en necessary. It is an advantage to ease the comuni cati ons

burden anghtaasedugel i fe-Neaessaey rr 866t 4. CEpacidan fexectihe nbetacyeckd i ce.
Enmbodi ments of the invention will be described with .reference to the

appended esanidigect 20efy bechuse aeblotktdlagrarhidn wdt thei rgecheorbhcept of
the invention, and Fig. 2 is a flowdiagramillustrating its procedure.
Fig. 1 anthfeémpat2onl bust rgtteigin tiveappbgranst fe @ ahasmd adenfVastaenenIh -
inquiry nmethod of this invention confirmng that the record, content
recorded by the fFasthqmore,i 9s28gt bee seatdioss afhEhiecbRUCREESR de-BAPT he
other party. Assuming party A and party B once nade a contract and iecorded
the same Feftwmasieacht oilifemidd srh&SwVREE e it RO 1IPRR: FOHPReBEA O
necessity of confirmng his own recorded cqﬁéICB to - 12 bglthgréa as
t a1 ecor BRI BEpyRbiiPatAAIRA WEERVEAr PY BFEENHINY P YeRe STEE FPRE TR Y
awording fo.the contract. Then, party B inquires party Ato collate his
recorfed Yo' WRERTPAEFES erence party A receives request of collation 5

of the recorded Cﬂ?% ’{fﬁgt%a@g; gt%oicgqui £ﬂewﬁg{%ﬁ4 skefsdd: akheréefhience A

deci des argunents e used in ocessing al gorithmfor

divi ding Qéc»{)%%ggﬁd SRPY KA 130t esehRCE 86 e kpioon 2). 1¥be
gunents (a D, "a are sent to
' client by transmitting one part of the check issue informatiocn
which is divided in two parts, and the bank holds the remaining
15 part of the information.

When the client uses the electronic check in a virtual
shopping mall, the shop inquires the bank if the information on
the received check is true. The bank sends the remaining

. .information other than the check holds to the shop, and then the

20 shop can confirm the truth of the check by combining the
information in the electronic check and the information in the
bank. In other way, the shop sends the bank the information in
the check and the bank confirms truth of the information. Thus,
highly reliable electronic checks may be utilized by exchanging

25 only very small quantity of information. The client can carry a
card recorded with the electronic check and use it in a real shop.

The inquiry system of this invention can be used in

patient’s medical sheets. The patient holds a card recorded with



the inquirer B (step 3). 10 The recorded copy C Ais divided into nore than
one i.nformation elenents according to the division algorithmD (a D)
applied with division argunent a D (step 4). For exanple, the recorded copy
may be divided into several hundreds ef ¢i rformation el enents. It is
preferable for security of the information in 15 conmunications to divide
the electronic information at any physical points in the queue of bit-data,
rather than_to diyvide it _ accordi to.hlo A 0 j

concept s. 2TREH < or?é‘sefng%%?i; la%%&sngﬁégbégﬁien%?gé %%g%dlgsgggg& nq{o;grrati on

el enent s | NG 1O I i OF } (: i i

sel ecti on?(gl?]g%%én?f s e%(g"(tﬁ %%gB)e‘qur%%C?glgeyé{l%%ﬂ’%%enﬁ § ggﬁgﬂglb%]%ﬂgb}éf

di stri but t 0 whol lre et b NfL iRt meRe fhé radsimdt al

i nformati gﬂe brf%dék@% #glf%glﬁ?red b)e;coreetglr%r gﬁgl:bﬁg the selected information

el ements (8i&P H)d Hi@iRdst fladSfaddidled Dhosmmition blieskths patordecsmal |

part of the original docunent C A thus the conmunications channel is

ef f ects vei yreteereiased nwthd ¢4:ad o rdoapilene ofhe Mudlmakedanad imfdinatidnmecause
it is rather small than the original information quantity. - 13 And any
ot her perfon tie rtchefdostbhete ndmrswditi én-from t he conmmmuni cati ons channel
cannot retrieve the original information because it is mssing nost of the
ori gi nal concept . ATherdetediedhienhbpHatnYH: ieneseAnguity Pestan tfapl y

scranbl ed and the 5 arrangenent of the_ el enments may be specified qte/?the

sel ect i onmedieal tIRfoSmaEEPn, YRR (HhRYERet | BREReH 1€ IfoPer ERehrd
communi cati ons by scranbling or ciphering the infqQrmatiqgn. And it ~y be
ecugh t oA iFe O TMAE 5P et § o‘??q%doﬁﬁqya t%t%j'ret §a enoé‘%d?ﬁrﬁééls

sWRurjty is enouygh. The electronic information w.thout |0 _scr | i i's
advantagetatitho Pe PR+ S é:rsggla?r%ﬁsse %fybgagﬁggi??‘g%le ating to
the tinme pof the division, Accordin (Lh et hqd i
col l ati ong‘f% csoer_ftﬁnet(f ad 8° %1?1% tgieaqn%%_gs% ?%%P%{aﬁ:eﬁﬁng ﬁﬁwﬁ’%{%ﬁiﬁ%‘ﬁed
with equaliiyifdd B GLeRr rldoddi¥res:fg HitP bl BadRORkohNenL@Ad Y,
af t erwar ds. e argunments may %e used wt

and rather small part from a person who made the medical '

information through the communications channel. Thus, it is an

15 advantage of the system to decrease quantity of communication.
And according to this inquiry system for medical information, the
doctor may select the proper medical treaﬁment after confirming
the true holder of the card.

" . Furthermore, according to the inquiry system of the

20 invention, it is not required to flow a privacy of the patient
through communications channels, so that the hospitals using
electronic medical sheets can operate the system through usual
information terminals connecting communication networks without
fearing invasion of patients’ privacy.

25 The second electronic information inquiry system of this
invention is characterized that an electronic information is
divided in two parts, an inguirer and a reference hold one part

and the rest of the part respectively, the inquirer sends his



values relating to the place where the inquirer or the reference exists.
According to the system it will be clearly decided the country whose |aw
the contracts should be based upon. Both of the parties may exchange their
transmttal 20 information bl ocks each 1ot her to determ ne the equality of
tHeir recorded electronic information. In this case, it is preferable to
make the argunents relating to the time of collation and to record them as

ti t ; t hat {. i bot h
content o VEb FRGr00E GREnOSAIg oYy 2Oe TR AR (RO e dtinad's *°
I nf or mat iv?é}n&m;n%%k hEs tﬁe.lzc?né%f@ S8 reNgHES BhatB dn $hePthe) recdNfeABRENT S (

abD as e sen e sane tine as sending the transmttal

i nformation Qlack-Fa rull Wod N i1@UESHIB TrEkRinses ohhetins gremitiehce a D, a
s ) sent fromthe reference (step 8), and divides his recorded copy CB at
the same poidis iaceardipgbined e ametdbni 5 ahealsgaei abntik: (ab)giapal i ed
with the division argunment a D which is used by the 5 reference A (step 9).
Assunisng éh@tarddeeakbgotht hohetsiedrdsmldi vo stlon iamphiselrect i on has been

previ ously delivered and kept by each other. The inquirer B receives the
transmittal inforBRathoinkd ecdseE theomghieramwfogr sheerdf¢éserege HPes Then, the
inquirer B O selects information elenents according to the sane sel ection
al gori t hnk<eg asle appbisdl veléctimniselaéormatimry@fert H3SwhPRh G323 used by
the reference A (step 11), relocates the selected infornation elenents wth
the i nf oremtilen reicompAEs FhRT Uded i OFRREIPANSIAAERS REo @ TP Hedck E
(step 12), and retrieves the 15

| ect ic,inf ti Cl _havi t
o1 nal STOARE GrORoRAT ST TS CESABLF i THAERY cRbr B Y GHTP | 1
t tri |.ect i i ti Cl th h
i £ aencet The dBFOpEREEeR QRPN on F GRPT 19 Y COLerabTe T BFacti cal use
that th ded i . ' Vﬂg_ﬂ:fr.r&%
el gcft roﬁi {:r%?%td‘%r?ﬁf %_g‘he?%%%géjel? é:g%:lrgg]_:e%ée‘;%freg%% %58tagcan I VI d'gél
physi cal !yasat% CYVAR eJo ghgm&;}télﬁere is a difference between the both

i nformation, the succeedi ng rnformation el ements after the different
position will be affected by the difference. According to the above nethod,
it is 25 easily decided if there is even a trivial difference in any

posi ti on, B PEsAURR i@t Bh 06 FEbEOMiget ri eved by replacing with the
information elenments included in the transmttal information will not

coi ncisde with t herogi glnad <dpycindibgsamd liesticagiof the daBicepdneédpts as
there lacks conformty at the inserting position. The sane nethod may be
used for tosféleritmpndcchafigendtiai gnanikeysetimd of3 thRohB VARt ENPI@ -of t he
invention used for 5 confirmn enui neness qof the contract via a
certifica?elsup Hdom giggramnbt %%@ftF-PEeianﬁf@%WtAogth‘? he"PaErty B
deposit the contract of agreenent_to %he certijficate aut horit%. Any of them
has a douBRthRf Gnttdst 4MBFntHP cdnitIract T4t e]?J:ﬁaq)d L3GE A m T TFIE t hr ough

S ST ORI AP0 AR Sy B0 o 19 g i e
20 illustrating another example of using this invention; Fig. 5 is a
block diagram illustrating the second embodiment of this
invention; Fig. 6 is a flow diagram of the second embodiment; Fig.
7 is a block diagram of other example of using the second

embodiment; and Fig. 8 is a block diagram illustrating another

25 example of using the second embodiment.

Best Mode for Carrying Out the Invention

The electronic information ingquiry methcd of the



as the copy deposited in the certificate authority. Wen the certificate
authqhity receives an inquiry of collation fromthe party concerned, acts
as-a reference to forma 15 transmttal information block by dividing the
recorded el ectronic information of theideposited contract into information
el’'ements and sel ecting adequate el enments according to the
division/selection algorithm and send it to the inquirer together with the

di vi si on/ sel ect.i , ts, { v
i Vi des TS/ TECSRIE B BRCIEhiTeY P oF Ak 1 PSSR IE e Bl SR A
al gorithmw th.t Egagggalmi : @fegrsgscgf # farling s586Ar 980 84 etd QR

information is t ne as the electronic Information retrieved by
repl aci ng; A hgrsRdbgatet.sel ected el enents. 25 Thus, conformity of the
el ectronic 1 nformati on recorded by both parties concerned can be confirned

only by exchangi nghefathsambl paét imferddion akoanmétiond edemantes rmThes above
nmet hod of the invention reduces | oad of the - 16 conmmuni cations and
demand ofsdreiesBf OF NBlé Wothr aeessHpgwieeniprErssaxycapapetia)ly amenenabl es
the certificate authority to process nuch nore demands fromclients. It is
saf e enousrtirsconmmuernat istis,ldbbemaseh@rdamen gearrdef resreetiststiyoneod
information 5 shall be sent. The certificate authority may keep only the

i nf or mat i ion dolabdks thatordiigmdithied sdmenes 3 e fe dthed raFehde ops aiChenoiRg 2
parties concerned, and send the information block at inquiry of collation.
Even t he sitfde PREENOE Ehmh ladPEmamiPR BieMotefingr ¥hehantiematd-®-ect r oni ¢

informati on recorded by the part oncerned, and has_an advant age .t hat
:’Dry caz}%'&rtd}nﬁeﬁﬂi?%% W%hl%ﬁe )éﬁii/i?i%%ﬁ TCHBFi £§ ?’ée rleﬁr;’d:g%.%l?ﬁe
h

d I b di bi | e. t [ ' | ect [
nf oritat 1 3 O RSB0 ARRA” S APEl PACREPrOE Tlbr . The user
I'1ate-th | ect IG i.nf ' 4 ; it
W in the BUSCRGAPE FH GaPPoR e ROy oRBtter: O (At BoghURt a

remote place he A, confiJIRRAREALALLY Harddia recorded electronic
information 1n the“nobiTe conputer with the original information. 20 Fig. 4
is a block diagramd lddisbuablnghé hth¥ei@on may also be used in a notary
office system in which a party concerned deposits an original
15 document and inquires certification of its content when necessary.
It is an advantage to ease the communications burden and to
reduce the necessary record capacity for the notary office.
Embodiments of the invention will be described with
. ~reference to the appended drawings.
20 Fig. 1 is a block diagram illustrating the concept of
the invention, and Fig. 2 is a flow diagram illustrating its
procedure. Fié. 1 and Fig. 2 illustrate an example of the
electronic information inquiry method of this invention
confirming that the record content recorded by the first party is
25 the same as the record recorded by the other party.
Assuming party A and party B once made a contract and

recorded the same records each other as the written contract.

Party B feels necessity of confirming his own recorded copy Cg to



collation inquiry nmethod used by a software provider. Wen data-bases or
prrograns are delivered through communi cations channels, it is preferable to
confirmthat there is no change in electronic information of the software
received 25 by the clients. And it is gonvwenient to nonitor the software
periodically so that the user would not use a falsified software for any
reason. But it is difficult in conmmercial use to confirm genui neness of

dat ab ith t ity by t i tti h - | - ,

her of or 2% U SATPr EROHTE HRCOROEDReRY St (R da el "o EREY Bontt ary, t e
Il ati I [ h f ot ' I 1Sk I th

cof tvar o BYOH dey STERIEE s, iy AEEPLANTL O R BRokRet TR Y T

al gorithmyin, 4 h6cRr gg@g?%qggcggggggs§§sv@gég}d%@ecggy[vered to the users.

When t he provider sends e division/election argunents ( a D, a S) to the

user on conmand, fhen USRS Ldirki-dRSe LS4y agerBitesorsae s f eglllertion
information into several information elenents, selects sone of the el enents

based on @n e iredbeasedocd @ Fricikhihef Onidei fe s @aetled hoek B, arte sends it
to the provider. The provider divides the original copy of prograns to be
del i ver edréfdr@nicef ar datides dremmehssacagy daRy to bdeusedrelraltger i t hm and
repl aces the infornmation elenents at the places 15 selected according to
the sanme ptaorsstihm algbritien iforoddmidbng elienmecoridrdl aded fa aite sel ection
bl ock E. Thus the provider retrieves the electronic information. The

provi der eekrciagkelemenss f@tepf 2eat Ton asgusientisn (frogréasis 3R E8E B9 t he
user, by confirmng difference between the retrieved electronic 20
iQornatin%inlqﬁlﬂfﬁé Br (gfigmal3)copy. The provider can confirm genui neness of
t

but Gy by chackih TIRRECERecPBYr Pavoll THTHTACTeR RAECargoResit ngrul
content. fg¥é¥$§tg ntgléég%égxgg%bgsggéogg lﬂ?tz%%si83r5985§f%hm D (ap)
applied with division argument ap (step 4). For example, the
recorded copy may be divided into several hundfeds of information
elements. It is preferable for security of the information in
15 communications to divide the electronic informaticn at any
physical points in the queue of bit-data, rather than to divide
it according to blocks having some meaningful concepts.
Then, some elements are selected among the divided
" ~information elements according to the selection algorithm S (asg)
20 applied with selection argument ag (step 5). The selected
elements are preferably distributed throughout the whole
- electronic information.
A transmittal information block E is formed by
rearranging the selected information elements (step 6). The
25 transmittal information block is only a small part of the
original document C,, thus the communications channel is
effectively decreased with transportation of information guantity

because it is rather small than the original information quantity.



25 checks can be executed in practical, because only very small information
quantity shoul d be exchanged. The second electronic information inquiry
process of the invention is to confirm genui neness of the users or the
recor ded - 18 information in shops-ot3hespitals, characterized in that a
user holds a part of the divided originals, and the user sends that part of
the information to a certificate authority on demand of collation, and the
certificale,authority checks identjty o he i gj nal rnation to the
informati o dc%%i%&%mf?ﬁs?ﬂem?’%gcteﬂlev%g fﬁg%t gggaﬁﬁ%gi%nfa%%{ %gr%? which is
recorded | . 2 i t AYS n t he; | t. Jser.
Fig. 5 ishgmgpgé%&rPQSrgﬁ%ﬁ??ﬁ§$¥g##hge$%ge§gcg%% gﬁﬂ%o inéﬁ?gg Qﬁﬁgﬁ

i nventi onpe it dig 18 hSs@ihd WLl a0 aMeSBRWLDEa T Ocdieegy Ousdusa1EoE S NY
t he second enbodi nent. Tﬁe certificate authority divides user's

aut hent i cah F@rnd difcr BREREAL & Mhdy dPAili tAbardsarabied {r5d ehe2l), records
the first part A on an IC card, for exanple, and delivers the card to the
user (steprZigerEie dEekthduybemdrens maysbepspadiShedsbhitheaedetSipst ep 23).
The shop transmits the information part A recorded in the IC card to the
certifi caabgewittior iSt \ a@st.eTh24ynfThmatien | d4re dtee marehsectiyedohbi nes t he
part A of the information received fromthe shop with the remain part B
recorded Eommunscagionsr byyscrambldimaciosr ciphpaend i e (tfepresionHeApgnit

aut henti cate 20 genui neness of the I C card if conbinatjon of the ,

i nf or mat i BAY A% &FOUgRd tPndiwide Chenddfonmathen Hre? mriRborMe PRLASnERBRY
device results in the original infornatgon. The check,nfsult,is t[ggs 1tted
tgt he sh3pPQWIEF2ERCUTHEY st T irakKeet FLASEEYHtns UG ™ HE T ERBEK
re8ult . 25 The .above crgdittinq%irﬁ:ngghod baéed on,the divided information
is al¥o aVaffubiRd ASofFT AeE#ET THakd §°ng2°¥n

a %nr%%?ine mer chandi si ng, a
menory devi ce of r! s _u i A r = I n
the system of the¥§§c%ﬁ f%ﬁ%%?%gkﬁet%égfpf§%é§3%¥§$ﬁ? p%%bgﬁ?hgl%%égfis
only a di yided Haibnol AbBS-MNA) Ged AR EBLLANme AU, AcAd! dithd@sty cannot

know the content of the original information if he can access the
informatigp 18ced B+ENEd as a time stamp, so that the time having

maintained with equality will be clear if there is a dispute
15 about the equality, afterwards. The arguments may be used with
values relating to the place where the inquirer or the reference
exists. According to the system, it will be clearly decided the
country whose law the contracts should be based upon.
‘ . Both of the parties may exchange their transmittal
20 information blocks each other to determine the equality of their
recorded electronic information. In this case, it is preferable
to make the arguments relating to the time of collation and to
record them as time stamps, so that the arguments may be used as
evidence that the both contents were agreed with each other at
25 the time.
The transmittal information block E is sent to the
inquirer B (step 7). The arguments (ap ag) may be sent at the

same time as sending the transmittal information block E.



5 user's device. And it is safe enough in a communications traffic because
very small portion of the information and the check result only are
transmtted through the conmunications channel between the certificate
authority and the shop. Though fig. S ijndicates the certificate authority
10 confirnms genui neness by conbining the information fromthe both sides,
the shop itself may confirmthe genui neness receiving the rest of the

information fromthe certificate authorit}{. Fig. 7. .is a block di agr%m
showi ng the seconth®riBEWiFeRt Bi $25ppYEed- % SR EaliBan Bys'a SERRK T8 The

bank di vides the secre ey SK.into.t rts../A and. B,. delivers a card
witten vﬁg}%rte @@P??ti pgir%lepAlét)o eRe \é\g‘ﬁg@ﬁ (S)hrj‘,s an Orrgggr gp{{hgas%%g‘%ge part
B in a database.held_in hj.s nor.y _deyj ce. ; ; d 4 5 .conveni ent
for retri®%val pf’ﬁggsi%cwri%ﬁneqn i Fﬁet %ﬁl%a?ﬁgas%rg&g%%g%%o t%z(abognk wher e
the 20 re rt t ef. ke LS+ | 9C : e d id or
merchandi‘aw‘?(t-:'psllq'l%rcli ggélﬁo{p}?e %g'q’g'fsg\??ldé§§ﬁq%ﬁ%a?8%{}§%§ :ﬁgr %’s%gl che)?/l:léce in the
shop. <Th i-nal A deyvi f. e shap readscidelfddrstchin agaBnNtcA witten in
t he cgshercéa%ﬂ%gg éeﬁ%%%?tg%toﬁ%hgﬁlbaﬁk. The bank 9|corrbi nes it with the other
25 fragnefityiBikephndnsdidmealdn $Q@sapebn pLéviQVA Y Rik1deeretl kry ot @y the
contrary, the shop inquires the bank to receive the second fragnent B of

t he secreladiewthKrrecorded in the bank and retrieves the secret key SK hy
conbi ning the fragnent B and - 20 the other fragnment A which is provided
by the depositor.THhelmikeand trheesvep e texckmigsal nfofemrdtiprusi ng t he
common secret key SK. According to the above-nentioned nethod, two

ibormat idrock £r fgomntize aref axemsiendd (62P of h ¢ ITa1S3ecitée kaguSReBHBy when it
i $¥actually required to exchange information, thus it is safe because there
i s ndOsecededtsy inforsaikion FIEMSEEaCRRYIL k) T SeProdBteatERry time
when i nformation exch(ansge is finished gy frf‘shl, dividing the key and |0
del i veri 99 maghi(# & ARMELfht f SEhECHEKk AAISRE 1B WY of° t he

d itor. T t i devi f th i th d. |1
Sepost {0y e, ST Ao S5, SrtheySloPr ALY g, Wigpsegh oo, I

del i d to the.d it h tk IS 4 : t t
o Yo o SEPEP AT 98, Skl Bk .00, AR LOEmBL D Scor

and di St 1yt LARRLED LIS Paklieh pibcRegersaly 1), e seekebvieycis

reproduced every er inquiry, security of information nmanagenent is

enf orged. o TRI& Bl BOGn 86 ridY oMo MaRBAY €8 bPidirmaliirftainapibraterm~—so
traffic in the public comrunications network, so that it may be 20 used for

del i veri ngs sefempkeyswidh aharredirsieti bopedConl Y £t ahtheetoidvett ed

audi ences of such as satellite broadcasting and used to_receive cl osed
progr ans.elAnttrainde ihfcamtieormipl ized tbe rtenveded prapy der basondi stri bute
prograns. only to their designated users. 25 Fig: 8 is a bl ock_diagram

i |1 ust r atdinffemenappl itatdrorpd rdagtided WhtDr aeRTSRRIiitvetedesgbbe user i s
cw)i ned with information supplied froma reference ta center,.__The user

c@ies Praatdcadi peenthdt Hhe mesgreRt 2oRFeR Her ARFOMPRFDAC &iidferencs-

20 When the electronic information is treated as a queue of
bit data and divided physically at any points, if there is a
difference between the both information, the succeeding
information elements after the different position will be
affected by the difference. According to the above method, it is

25 easily decided if there is even a trivial difference in any
position, because the information retrieved by replacing with the
information elements included in the transmittal information will

not coincide with the original copy and has no meaningful



- 21 the reference data center namintains the renaining fragnent B of the

i nformati on. Shops or the |ike which need collations furnish collation
term nals. When a user nerchandises in a shop, the user provides 5 the shop
the information fragnent A recorded ip f{he_card. The collation term nal
receives the remaining information B stored in the collation data center,
and conbines and retrieves the conplete informati on A+B. Such systemis
avai lable in automated teller machi nes 10 whi ch obtains user authentication
by t henseFPBSeRES MAf CHFERr ARAKS f SRB QI Lyf age Rl nEeEE 180 PRELEX M. The

el ectronic information inquir process of the invention is applicable to
nedi cal sheets. ATfhz?rrFF?‘ed‘B%’f%‘? RSV Pe8S & ?fc‘%ﬂl%ltrg‘lf‘ﬂeap 8§ H'n which

the doctor . r cor}gs 15 information of the patient's nedical sheet |acking a
speci fi ¢ PaPtebf“$¥% nedical sheet. Any third party cannot read the content

of the medical shegl, eXachb¥s fi@f@ﬁ@glg%fa&% WeRtBE Rald epd, shows the

| C card to other of Oon a journey, the doctor requests collation to the

fam lys doEERfi}F‘]\gﬂ?%sg%h%inEH@stCogock@rk&nt-'rh@’@h‘wif d agdcy rdegtor sends the

ot her doctor t formati on which nmakes up the | acking portion of the

nedi cal shgehoriifie M henmodaeosceadie certificate the patient and make an
adequat e di agnosis. and treatnment referring to the retrieved nedi cal sheet.

25 The IC card reqordbag:yesifal thiephragcBrdipusito theecomyeadtd @t has hi gh

confidentiality as anyone cannot read out content of the nedical ‘

i nf or mat i egréenent e aivedceAptflcatreasithgrihe. ray ebithemehaeda cidubt

information to be recorded in the card, - 22 decreasing quantity of

MHBt i on tontents afsithet edntrougt terwasdamirg czan eesfhanbleioudh t hat
nication tine is saved and data is secured_in comunications. In the

abovel@esthepelestratie iinformetiemdinavd rivefeflp@ of the invention that

his recorded electronic information of the contract is the same
as the copy deposited in the certificate authority.

When the certificate authority receives an inquiry of
collation from the party concerned, acts as a reference to form a

15 transmittal information block by dividing the recorded electronic
information of the deposited contract into information elements
and selecting adequate elements accofding to the
division/selection algorithm, and send it to the inquirer

. together with the division/selection arguments.

20 The party concerned as the inquirer divides his recorded
electronic information based on the predetermined algorithm with
the arguments, and checks if his recorded electronic information
is the same as the electronic information retrieved by replacing
the indicated selected elements.

25 Thus, conformity of the electronic information recorded
by both parties concerned can be confirmed only by exchanging
very small part of the information elements.

The above method of the invention reduces load of the



5 are different information processing devices, though the inquirer and the
reference may exist in the sanme conputer in applications of the invention.
Maki ng contents un-retrievabl e of keys of cryptography, |ID signs,

passwords, and so on, security of the-rggorded information is nuch
inproved. It is preferable for the 10 reference to be a renovabl e nenory
medi um whi ch conput er hackers hardly attack. Other easily portable, usual

medi a such as f]o di sks i,nstead of | C,car he . t he nenor
nedi a r ecoPHHY Qﬁaﬁéda?af?ﬁmﬁﬂéiﬂﬁ)t?ﬁelpﬁ?%ﬁééfgﬁn?ﬁéééggéggonverted tg
bar 15 codes. and .r,ecar n er i d ri - i.cabi. ity
describede??ﬁgﬂﬁ%ﬁls gﬁ%@%}lgggbfﬁgﬁ%nggl%ﬁeyg%é%%%%%#%?ﬁt%f%P%%%?%ﬁ§fﬁhuiry

process gggrw 54 TR kBBe G0naeiuliichess: ahel hereleCial enbabnr mt i on

files ke N e ITnquirer can be determned only by transmtfing

el ectroni gohniOrJBLIAR  bhackssdada f nopherl ¥f strd |e RQtHoAACOinEbmation
recogni zed electronic information. "Therefore, confirmation between the
parties cgrser ngd «antcollation through a certificate authority 25 are

hi ghly secured agai nst | eakage of information during comunications and can
be easily execut edhwe tbrgifigite tuahbrtty aeay deepowmlpi thei DmSormation?3
CLAIMS 1. An electronic information inquiry nmethod conprising the steps of:
connect i nglacks nNoguitr areadividedfaresedechedughta coyaemt o4t LbasPattiafel ;
the reference determning an argument, 5 dividing a first electronic.

i nf or mat i opnedngd,i @nst eend bye t inf rEREiencklPak od roka4iah BnELAREFFRAL i on
el ement based on a dividing algorithmapplied wth said argunent, selecting

i mr mat | Brek| Wi mbover BatRed ccall woadd re| dheerefiiféFe FRENEE
t

smttal information bl ock rel oc ting sai d sel ected elenﬁnts Ig}based on
a sel Bt PLEHEITIQ HACEEBRY oo TP SRR DY, R VA SERARRY 8o s
transnmttal informatiopn plock and said, ar unent(%o S %q igggl eéétgnd t he
i nqui rer FRcEVAHG NG r%ﬁﬂﬁﬁ%tﬁﬂpaFﬁFXr%%%$%ﬁF Bek'a lglargunent,

I'gek and sa
dividing a._second electroni¢ information which is stored by the inquirer
into nmore-t éﬁﬁgze%f%%ﬁﬁﬁgéﬁhtion el enent based on the sane dividing

al gori thi as used iy hhens@hel,2A98-a08l bedk Wl I $@b18r uiBiex SIRE I NG 2

part of said divi enents "based on the sane sel ecting al gorithm applied
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el ements included in said transmttal information
15 with a user. The user may collate the electronic information to
the host computer, and compare it with the electronic information
in the mobile computer, so that even'at a remote place he can.
confirm conformity of the récorded electronic information in the
. ‘mobile computer with the original information.
| 20 Fig. 4 is a block diagram illustrating the same

collation inquiry method used by a software provider.

When data-bases or programs are delivered through
communications channels, it is preferable to confirm that there
is no change in electronic information of the software received

25 by the clients. And it is convenient to monitor the software
periodically so that the user would not use a falsified software

for any reason. But it is difficult in commercial use to confirm

genuineness of databases with vast capacity by transmitting the



20 block to generate a third electronic information, and conparing said
third electronic information and the second electronic information. 2. An
electronic information inquiry method conprising the steps of: an inquirer
dividing an original electronic 25 info{fation into nore than one
information el enent, selecting a part of the divided elenents to forma
transmttal information block, and sending the transmttal information

bl ock to a rfference; t he reference holdingtsaid transnittal.i?tornatéon
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information with the held information. 3. An electronic information inquiry

met hods COapEbSi fign LGy tthe pEe@san® andi Mbdhbgsad Wi e aleeleoBiCro
information into nore than one information el enent on the base of an
argument , thepasatd ngihsal dhdi yisladidmbenant tion @lenmErny dlecaibno parts which
are to be conbined into one body to retrieve the original information, each
of an inqergencars @a pefaeglence theepsay eactoroaadl5tbe saed divoiges tthe t he
reference sending the inquirer the divided electronic information kept by

t he ref er pnograms reapeesied asceldutriondai teformatiayiimga severkgi nal

el ectronic information by conbining the electronic information sent from
tA’ r ef er RERIBHELON 19 cBPRES r CIfiLETTEf 6PRAL PO RLBEtHePRAGI PRran 20 4.

el ectronic information inquiry method conprising the ste of ; dividing
an or 19 nATCEFEET GHE TR AR nERn & AEOSRETS R Sne SPAf SERAFI bh &P enent

on the ba § of an argunent, separating said divided information el enents
into two g FtBE Wi "are to be conmbined into one body to retrieve the
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one of said two parts; e 1I'nqui rer-seéendi ng € Tre ence
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15 selected according to the same algorithm with the information
elements included in the selection block E. Thus the provider
retrieves the electronic information. The provider can check if
any falsification exists in programs managed by the user, by
. ~confirming difference between the retrieved electronic
20 information with the original copy. The provider can confirm
genuineness of the copy not by comparing the retrieved
information with the recorded copy but only by checking that the
retrieved information has any meaningful content.
According to the above-mentioned method, periodical
25 checks can be executed in practical, because only very small
information quantity should be exchanged.

The second electronic information inquiry process of the

invention is to confirm genuineness of the users or the recorded



information kept by the reference, the reference examning if the retrieved
information is the same as the original information, and the reference
inform ng the exam nation result to the 5 inquirer. 5. The electronic
information inquiry. nmethod according tj@ any one of clainms 1 through 4,
wherein said information elenent is fornmed by dividing physically the
electronic information having a bit data format. 10 6. The el ectronic

information_ inquiry nmethod accordi ng to any one _of .clai ns t.hrou 5,
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sel ecting argunent as, and sends the transmttal information block E
acconpani & g¥irh theoanstimNtS tacaS)fdamaiidnnguinbened, watid diwe i nquirer

di vides the stored to electronic information CBinto nore than one

i nf or mat i pcealveERErangng eltectremainaparofuitinh disvicdedrééénemtishebased on t he
sane dividing and selecting algorithnms D (aD) , S (as) as used by the

r ef er encecktafiildacd wiithotitey ,amgudneends (theDress)lt keptheessathe sel ect ed
elements with the information elenents included in the 15 transmttal.

i nformation bl ockFE s ds woblock d¥ronam fdlepbeatbrd ctherfseoeac on C, and
conpares it with the stored electronic information CB to confirmidentity
ween tembastiimené efebthe oHIVENtAPBr naRe dh-CACakd eBLlow fdAgHEM SROWANT
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information into a part A and a part B (step 21), records the
first part A on an IC card, for example, and delivers the card to '
the user (step 22). The user buys items a shop and shows his card

15 (step 23). The shop transmits the information part A recorded in
the IC card to the certificate authority (step 24). The
certificate authority combines the part A of the information .
received from the shop with the remain part B recorded in the

‘. ~authority, and checks its identity (step 25). He can authenticate

20 genuineness of the IC card if combination of the information A
recorded in the IC card and the information B in a memory device
results in the original information. The check result is
transmitted to the shop (step 26). The shop can make transactions
trusting the check result.

25 The above credit inquiry method based on the divided
information is also available in online merchandising. In an

online merchandising, a memory device of user’s computer is used

instead of IC cards.



| : "=>>?73RS} xsni d_Z] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]c
a]-ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal Snt 4 +P4i %} xsni d_Z] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca
] ca] ca] ca] caI f[ 01\ 19

orrrrryt Tt ##$$%v4 xsni d_Z] caj cal ca] cal ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]c
Z]ca]cakfa]c?]ﬁf]ca]c?]ca]ca]ca]ca]ca]ca]ca]ca]ca]calM%%%

&8&E&! q *okk 4\ 4t d
] ca] (E)a]]ca] ca] /ca] coog‘?]]?f]i’fi]eg‘aﬁaﬁﬁ] o=\ & }g%} Jgrg% ‘5% s gg] gg]l o
- % > V22234\M4445656} x
gg]gg];gﬁﬁ?ﬁ%i?b&f@a?ﬁ%ﬁéﬁ]65] aﬁcgfgaggg]% f fca ca%@%%ga}ﬁf%%@ﬁéﬂ%gg]gg%
} z;;;;] zj:]ﬁ'& S1 % E}i@\ %?ésynlcc?rf] ca ca{ca?ca]: caﬁ caj]eca)]:(l:%]%%] ca] ca] ca] ca
Ca, a 4
A|AAABJB§§€%§%% %ghcgiEﬁ% E%%%%%ixéf%Eﬁk&ﬁ&g@%ﬁ?kﬁ?ﬁﬁ?ﬁﬁVf%a]%%]ca]ca]ca
| cal ggl caleal calicql cal calsalicalabeal eabagh oal clemmalicaleahs at saf o] cal HN
KJ KKKK?’le!rs.lf!ajﬂsM SOQRMAoss Bird Rk ] Cafcaon]anlaral] ecagcaheak ca] caj cajc
aJ cal ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]cal PQDQQOR=Rp
RRSSSOTV el VXbhiUl [ bEé $ 280 dmé]tjtletKthxsngh_Z4¢ cadrajrdacapoa] chjreglal ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal Krnnan
between the certificate authority and the shop.
&b F %, aSb5bnbbbpcccc>dddeBeqeeef } xsni d_Z] ] ca] ca] ca ca]ca]ca]ca]ca]ca
] gﬁé;géﬁﬁ%Cﬁ]ﬁﬁ%?ﬁ@ﬁﬁ?ﬁ?]éa}éé}@a}%%]ﬁhﬂ(ﬁﬁﬁiﬂﬂiﬁFcﬁ]éé% FESY caj cal cal fL
A S
] ai ]C 121 \éjqqnzﬁarmkeﬁnu}&%nﬁ%ﬁ Y @F@&Péapcs]%a]%%?%%éfeﬁ] EB% R34 caj ca
| cal ca) cal cal cal ¢l cal gl cal caled) ealaalenlsdl salaladss LLUEmpIRyTH Ll 0000
r~rrsstMetltnt ni d alcalcalcalc
< B AL s e
ca] cagl] calcalc
cal ga} ﬁ?]_ca] P ]%a] P g fi]o ]@M%Mﬁﬁj GakcakeahaadnadaaldAl cal ca
=+de cal.c c

cal ca] ca]ca] cp%g‘c%}d £ g}{.@% ca aﬁ%ﬁ?}’?ﬁh%@iﬁa}zwbﬁg )iglnlcg] gﬂ gg] gg] gg] gg]
ca] cajsca] ca] ca] catgalsadic licalie’d] eakcaterd € dea]alinapcapoapani<a cajcal ca]
calcalca]ca![]E>CIFR/j *c} xsnid_Z] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca
] ca] ca] cad cajaalvezkca) eadls adand cajitakaajdahcehe afiedtt Pacd! AZER/ fhe} xsni d_2Z]
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] caJ ca] ca
] ca] ca] cajead<tialorq] eaficaécorde he second part B in a database held
Sy&lO%& ()-'""Sy&10%&' ()-y1l0%& ()-10%& ()-109%& ()-!, (10%ss& (
g () - 1M aEpuRy( PevicoveSygh a SEehRCayd B$1‘a°/&‘f€{f)le@30(?&r %fe‘:rlev

1 {71 10% () - &610%& () - F4" 109%& () - f 2109 9
Piffec it DR ARG TR S ST
%N > 9 4" 109

S109429%( ) -TRVIYR )~ pefs‘éhio%/&fa’-&“( )59%h)Eo 1 F0dR TRFTY 2 06

o310 () P e e g0 oot Py 3 Hho 15 <

610%& 34, 0%& %
{J& 0 1() Jffé/o )eﬂ]‘&/n%,gE‘??‘q Z'%prrb%g%sgl% 1%&%&4%1‘3% 0%ebéck) of! 4080

shop reads the first fragment A written in the cash card and

{ & &10%

sends it to the bank. The bank combines it with the other
25 fragment B kept in himself so as to retrieve the secret key SK.
On the contrary, the shop inquires the bank to receive
the second fragment B of the secret key SK recorded in the bank

and retrieves the secret key SK by combining the fragment B and
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because there is no secret key in usual.
The secret key SK may be reproduced every time when
. information exchange is finished by freshly dividing the key and
10 delivering them again toAthe database of the bank and the IC card
of the depositor. The terminal device of the shop can rewrite the
cash card. In this case, it is preferable for the bank to destroy
the part which is delivered to the depositor, so that there is no '
complete form of the secret key anywhere for security. Or they
15 may reform new secret key, divide it and distribute them to the
parties, if necessary. If the secret key is reproduced every
after inquiry, security of information management is enforced.
The method of this embodiment can form a virtual private
. ‘traffic in the public communications network, so that it may be
20 used for delivering secret keys which are distributed only to the
contracted audiences of such as satellite broadcasting and used
to receive closed programs. And also it can be applied for
content providers to distribute programs only to their designated
users.
25 Fig. 8 is a block diagram illustrating an application in
which information delivered by a user is combined with
information supplied from a reference data center. The user

carries a card written with a fragment A of the information, and
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The electronic information inquiry process of the
invention is applicable to medical sheets. A family doctor
provides an IC card to the patient in which the doctor records

15 information of the patient’s medical sheet lacking a specific
part of the medical sheet. Any third party cannot read the
content of the medicai sheet exactly from the IC card. When the
patient shows the IC card to other doctor on a journey, the

' ~doctor requests collation to the family doctor who issues the IC

20 card. Then the family doctor sends the other doctor the
information which makes up the lacking portion of the medical
sheet. The other doctor can certificate the patient and make an
adequate diagnosis and treatment referring to the retrieved
medical sheet.

25 The IC card recording medical sheet according to the
invention has high confidentiality as anyone cannot read out
content of the medical information from the card. And increasing

the ratio of the medical information to be recorded in the card,
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instead of IC cards may be used as the memory media recording

divided information. The information may be converted to bar

15 codes and record on paper media.

Industrial Abplicability
As described in detail above, according to the
' ~electronic information inquiry process of the invention,

20 genuineness of the electronic information files kept in the
inquirer can be determined only by transmitting electronic
information blocks made from only small portion of the recognized
electronic information. Therefore, confirmation between the
parties concerned or collation through a certificate authority

25 are highly secured against leakage of information during

communications and can be easily executed with a light traffic

load of communications.




,gNngLan@

"T0U& () - 63" 10%&' () - 4F" 10%&' () - 2! 10%&' ()-0! 10%& () -. 10%& () - hNh~

f -109& ()-109%& ()-ni109%& ()-! 10% ()- 10 10 10 : !()10%&' () - &Lﬁ'ﬂﬁ?gggg -@
itiidB~_@;, %0%0& ()-10%& ()-!10%&’ {)>3L0%& ()- @  10%& () -3

109&' ()-i]<jVjjj4kdE~ @#z 109%& ()-!"10%& ()-

| 109&' () - &MLOY&! () - FLOY&! () - y10%&! () - 4kt kkk(1 _I | aB~_@

'I'El?cyfo()-- 109 ()-3+F" 10% ()-! @L! 109 ()= ' TO%& ()-9% 10%& ()- | | nFnprmmmd

oxv | 10y100& ()~ 10968 (J r00R L) AT (1 FGbaY) SRR B O

10o0pJ ppp%%lgo%ﬁb%y" :JL_OO %qr(aectslf %Af‘l%%lll]f:é.@é}i@ E )refflsQe@cé) through a

"109%& () aqq; r~ I's, )" 10%
e ()- "/é&g{%{z), 0% ()l MiL0YR( ko td DO%EL )de‘tre&iiﬁ.h% @hdag erd®, 10Y: Z
109&' () - 109 (- 6100& ()-14"10%& ()- ,"109%& ()- +S#109%&

dtetltq uKaiwﬁyWy e SVt 1006 Hdom3 ! & Sb AU &) w&(ﬂcﬁMll‘sO%’&o(:'ésd%y REEM 10%&' (
)-3(1YSM 109%&' ()-3(11 109 ()- 10wxxxyyy2z{\=+/!hSM 10%#109%& () -

210%&f() £ AR ) intbSMADUHaR Che3(nbSihdf6n element based on a

& ()-3(!1cSM 109%&’ () - 3(2zi zzzzzzz, { _@SM 10%.0%& ()- !Y10%]& ()- 10 10

103: '109@di?xd§ﬁgUH%&b¢)tmygﬁgﬂ%&d(yath said argument, selecting

Ae{{{[|}~~{Y7_@S'h, "10%E<E& ()-Z"!'h, '109%<& ()-Z"'#, "'109%& ()-Z"'j, '1
0%e& () - ZIERTation elame)ty tromysaid) divided o lgmmkssavgosgneyating a
3109& () - O#10%&' () -

‘0%&' ()transnmcﬁ%ﬁi&lpforznatlonl@dﬁc lemWfé%t%ﬁl EMTRRET) - 10

S"109& () - @LOY& ( 6109%&' ()-& d I'h %gy&f&) 0%&Té)

" 109829 ) _bage @ P pﬁggg /ng( 2 JIO¥d (§EP J.e Wl d argument; &nd

sending said transmittal information block and said argument to
said inquirer; and the inquirer receiving said transmittal
information block and said argument, dividing a second electronic '
information which is stored by the inquirer into more than one

15 information element based on the same dividing algorithm as used
by the reference applied with said argument, selecting a part of
said divided elements based on the same selecting algorithm
applied with said argument, replacing said selected elements with

. “the information elements included in said transmittal information

20 block to generate a third electronic information, and comparing
said third electronic information and the second electronic
information.
2. An electronic information inquiry method comprising
the steps of: an inquirer dividing an original electronic

25 information intc more than one information element, selecting a
part of the divided elements to form a transmittal information
block, and Sending the transmittal information block to a

reference; the reference holding said transmittal information
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. 3. An electronic information inquiry method comprising
10 the steps of: dividing an original electronic information into
more than one information element on the base of an argument,
separating said divided information elements into two parts which
are to be combined into one body to retrieve the original
information, each of an inguirer and a reference keeping each one
15 of said two parts, the reference sending the inquirer the divided
electronic information kept by the reference on request, and the
inquirer retrieving the original electronic information by
combining the electronic information sent from the reference and
. .the electronic information kept by the inquirer.
20 4. An electronic information inquiry method comprising
the steps of: dividing an original electronic information into
more than one informétion element on the base of an argument,
separating said divided information elements into two parts which
are to be combined into one body to retrieve the original
25 information, each of an inquirer and a reference keeping each one
of said two parts, the inquirer sending the reference the divided

electronic information kept by the inquirer, the reference

retrieving the original electronic information by combining the
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5 inquirer.

5.} The electronic information inquiry. method according
to any one of claims 1 through 4, wherein said information
element is formed by dividing physically the electronic
. information having a bit data format.
10 6. The electronic information inquiry method according
to any one of claims 1 through 5, wherein said argument is formed

based on a value relating to a time on request of inquiry.



