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generally relates to wirel ess conmuni cati ons. Mre specifically, the
invention relates to a nethod of and apparatus for affecting authentication
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Rel ated Art 1003]@1 SO- Wé@n 5%[‘ %%QE&%E@
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The use of CDMA techniques results in a nmuch higher spectral efficiency

t han can be achieved using other nultiple access techniques. 1005] In
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di vi d%g3]i NLO  The so-called code division multiple access (CDMA) modulation technique is but one of
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several techniques for facilitating communications in which a large number of system users are
present. Although other techniques, such as time division multiple access (TDMA), frequendy
division multiple access (FDMA) and AM modulation schemes such as amplitude companded
single sideband (ACSSB) are also available, CDMA has significant advantages over these other
modulation techniques. The use of CDMA techniques in a multiple access communication
system is disclosed in U.S. Pat. No. 4,901,307, entitled "Spread Spectrum Multiple Access
Communication System Using Satellite Or Terrestrial Repeaters”, assigned to the present
assignee, the disclosure of which is incorporated herein by reference.

1004] In U.S. Pat. No 4,901,307 a multiple access technique is described in which a large
number of mobile telephone system users, each having a transceiver, communicate through
satellite repeaters or terrestrial base stations (also known as cell base stations, or cell-sites) using
code division multiple access (CDMA) spread spectrum communication signals. In using CDMA
communications, the frequency spectrum can be reused multiple times thus permitting an
increase in system user capacity. The use of CDMA techniques results in a much higher spectral
efficiency than can be achieved using other multiple access techniques.

1005} In conventional cellular telephone systems the available frequency band is divided into
channels typically 30 KHz in bandwidth while analog FM modulation techniques are used. The

system service area is divided geographically into cells of varying size. The available frequency
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I nconpati bl e t I f n a added to the air. interface in
support oﬂ‘cc‘drﬂélﬁ’ﬁ‘gg’]?%&tﬁ%@g g(ﬁ)i) ﬁ@H‘SWBo‘F‘F |“(95tqeﬂﬁ%°dn{%fmﬁ§°rntﬁﬁéiafao
support fel6ifed FBEGSNEAfIRGESatioft] Brchplion, iridsSage $ypeB, b8 inleBddle8 size it Jif@rent in a
perspectiyg of the operator and of the equipment prowé 0091 Therefore,
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008] One way of authenticating between two communication networks would be to modify

GSM to enable it to effect features of a non-GSM system, e.g. a CDMA system. However, both
CDMA and GSM have been established for a long time now, relatively speaking, and operators
and equipment providers are reluctant to make expensive modifications to existing equipment in
order to accommodate a neighbouring incompatible system. If new messages are added to the air
interface in support of dual-mode mobile stations, then modifications must be made to support
these new messages. Plainly, this is undesirable form the perspective of the operator and of the
equipment provider.

009] Therefore, what is needed is a method and mechanism to allow for authentication of a

mobile station between different communication systems.

SUMMARY OF THE INVENTION
010] The invention addresses the above-discussed problems.
011)] An interworking node is created which acts like a RAN-AAA to a CDMA network (or

preferably, a CDMA20001xEVDO system) and acts like a MSC to a GSM/GPRS core network.
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An i nterworking node is created which acts |ike a RANN-AAA to a CDVA network
(or pref erggloéwzg CDVA20001xEVDO system and acts |like a MSC to a GSM GPRS
core networ K. %/ 092252 PCT/ US03/ 12193 3 For access aBtHEMB12¥8i on, the
I nt erwor ki ng node uses exi sting CHAP/ AAA nessages towards the CDVA

net wor k, and GSM MAP nessages towards thg® GSM core network/ hone | ocation
regi ster (HLR). As such, this apparatus and net hod provi des superi or

It A . ] :
b bser vi g 0 eEat Ao, UR el AOATRAY SR AP RAShERR el o fas e
changes i EDSDMVMesyarkeasd GSM:NIARcmessafies gowardsribe £33M cdore metwoek/horae lddation

there is proyi t hqd .of authenti.catin information froma first

cormunt calies ERE ofIF sich o pRRAN e P b REeray e SRR Sty il b ahtie

communi catdtenhaytindard GSMIGRRSTEstEn aiile preySAr the Batiefig of tieOGPRS B68 Getidric Or €

network, the nethod conpyi si ni%: recei vi n? aut hentication information in a
‘0

format refifl B EEBYINgRAY changes EF-on system converting the

aut hemipicat i ONABdM@REES bR adpedtoft e ifvehtidH theR0W iprédded N rdeli®d df adthenticating
communi cation systens into a format required by the second comuni cati on

system  Hiermatiamdram @& HEt cREmBHOREoNS] BAEIOP Rricsierrontisg messagef By fregecond,
required Biffeldd® ca@ERMAbatiG TP C8dch ObniRtiGMoh GybBR FREG BoMRifonlh

t&)ﬁe
second comuni cation system 1013] The above ang further ?eatures o1g t he

i nvent i onngiverks the methad-copprisinganeediving aythenjicatipntipformatinndm a Setmet wwiredsydhe

together Wi BoARABLARASsRCEaREmk e MFANTEh Hbfadbh BB.L B THAGE Adulla Of

the foll om ng detal esctip an exenplary e
i nvent i oningthe first wominunicetier systems ino & liernmt conivehyy thg seboadicommuniitidaFsystem;

DESCRI PTI THE. N 014] Ln the draw ngs: 015 I IS a
sohenat | ¢ b PSR |k Sentgih; iftolsfiof; B4 cormassl Pared ) B i pesdindy | <
a schemat cammbsigativmspdtera tit the obiematworkof the %Md\%?mnﬁiﬁa'aﬁbh Eﬁt@fElsCR{ PTL ON O:f
AN E | MENT THE | I 0171 .EIG 1 is a sc tic illustration o
an ei@%l ary corg thexp a’f\"gﬁgghfg}s‘)%&?%{‘%mﬁ%‘?mﬁﬂeﬂe iS¢ ﬁgﬁr‘ﬂﬁbﬂa@ ?‘H%‘Pré{}]e
utilize amppepdedcin@und BgbthbPhith abasEgestRsedfatill @BconRCEHEr RS E@isideration of
facilitating comunications between a typjcal Ig | arge number qof systeny
‘nobi | e st HEifgHeWins defsigdl | desqription, wgﬁgsqxe@alarst rabedimentsefathpe JRyention @veruwith pl e
access CORRBNE R theRcnffaffink abgues : : :

BRIEF DESCRIPTION OF THE DRAWINGS

1014] In the drawings:'
1015] FIG. 1 is a schematic representation of a hybrid communication system;
1016] FIG. 2 is a schematic diagram of authentication to GSM MAP.

DETAILED DESCRIPTION OF AN EMBODIMENT OF THE INVENTION
1017} FIG. 1 is a schematic illustration of an exemplary cellular telephone system 100. The
illustrated system may utilize any of various multiple access modulation techniques for
facilitating communications between a typically large number of system mobile stations or
mobile telephones, and the base stations. Such multiple access communication system techniques
include: time division multiple access (TDMA), global system for mobile communications
(GSM), General Packet Radio Service (GPRS), High Speed Circuit Switched Data (iDEN),
frequency division multiple access (FDMA), code division multiple access (CDMA), TS code
division multiple access (TSCDMA) orthogonal frequency division multiplexing (OFDM) and

AM modulation schemes such as amplitude companded single sideband.



include: tine division nultiple access (TDVRA), gl obal system for nobile
"communi cations (GSM, General Packet Radio Service (GPRS), Hi gh Speed
Circuit Switched Data (MEN), frequency division nultiple access (FDWVA),
code di vi si% #é%{)l e access (CDVA), TS code division multiple access.
( TSCDMA) or o‘%}g frequency division nultiplexing (OFDMPCHRYA031RNP
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GSM cel | u?%?é‘i" é@g}%e#é.gscéﬁgﬁdgﬂ%ogﬁﬁ%ﬂgr d 108 integrated with a CDVAlx
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sub- syst em TS) and ‘a standard GSM base stati on contro ( ) (not
shown). Patent Application No. 60/354,086, filed February 1, 2002, both converted to U.S. Patent

Application No. 10,076,831, filed February 14, 2002, assigned to the same assignee as the
present application, and is specifically enclosed by reference herein. The SIM cards 106, 110,
and 114 may also be a specialized SIM card configured to operate in more than one wireless
communication system.

1021] Mobile station 104 is communicably coupled with radio access network (RAN) 116. In
an embodiment, RAN 116 is a standard GSM or GSM/GPRS RAN, comprising standard GSM
based base transceiver sub-system(s) (BTS) and a standard GSM base station controller (BSC)
(not shown).

1022] Mobile stations 108 and 112 are communicably coupled with radio access metwork
(RAN) 120. Mobile station 108 may be communicably coupled with both RAN 116 and RAN
120. In an embodiment, RAN 120 is a CDMAI1x RAN as described in U.S. Provisional Patent
Application No. 60/340,356, filed December 14, 2001, converted to U.S. Patent Application
No. 10/077,556, filed February 14, 2001, assigned to the same assignee as the present
application, and is specifically enclosed by reference herein. RAN 120 is a standard CDMA2000
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026] Fig. 2 illustrates an authentication apparatus 500 to allow for authentication between a
CDMA based user terminal and a GSM system. Specifically, FIG. 5 illustrates the interaction
between a subscriber identity module (SIM) 504, an access terminal (AT) 508, a network carrier
512, a GSM1x MSN 516, and a home carrier’s network 520.

027] Initially, in establishing a connection between the user terminal 508 and the serving
carrier network 512, a link control protocol (LCP) 524 is negotiated. Typically, the LCP
negotiation is part of a standard PPP protocol. Upon establishment of a connection, a CHAP
challenge 528, comprising essentially a random number, is sent from the serving carrier network
512 to the access terminal 508, and/or its associated SIM 504. The CHAP challenges originates
from the serving carrier network 512. Upon receipt of the CHAP challenge 528, SIM 504
combines the received challenge (RAND 532) with its secret key (Ki) 536, and uses the two
values through an algorithm 540 (A3), producing an output SRES 544, SRES 544 is then
transmitted to the serving carrier network 512,

1028] The serving catrier network 512 then verifies the secret key 536, and transmits the access
terminal’s international (IMSI) 548 through the GSM1x MSN 516 to the home carrier network



chal | enge 528, conprising essentially a random nunber, is sent fromthe
"serving carrier network 512 to the access termnal 508, and/or its
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SRES 544. SRES 544 is then transmttedéto the serving carrier network 512.
10281 The serving carrier network 512 then verifies the secret key 536, and
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fields or particles, or any combination thereof.

030] Those of skill would further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connection with the embodiments disclosed
herein may be implemented as electronic hardware, computer software, or combinations of both.
To clearly illustrate this interchangeability of hardware and software, various illustrative
components, blocks, modules, circuits, and steps have been described above generally in terms of
their functionality. Whether such functionality is implemented as hardware or software depends
upon the particular application and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in varying ways for each particular
application, but such implementation decisions should not be interpreted as causing a departure
from the ;scope of the present invention. .

1031] The various illustrative logical blocks, modules, and circuits described in connection with
the embodiments disclosed herein may be implemented or performed with a general purpose

processor, a digital signal processor (DSP), an application specific integrated circuit (ASIC), a
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the invention. Thus, the present invention is not intended to be limited to the embodiments
shown herein but is to be accorded the widest scope consistent with the principles and novel

features disclosed herein.
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03/ 092252 ‘9;5/ H&B% 12193 8 CLAIMS 1. A nethod of aut hent| catl n

i nformation Prom=a2irst conmunications systemto a corrE 2‘3 message
in a second, different communication system each comuni catl on system
havi ng a correspondlng core network, the8method conprising: receiving
authentication information in a formt required by the first comunication
system converting the authenticati onguAmMs™ati on fromthe format required
inthe first conmunication systens into a format required by the second
comuni cation system and transmtting the authentication information in a
format requires ryhddhe a%%ﬁﬁl%ﬁfﬂfﬂhﬁéﬂ firé a?ﬁ‘ﬁb@ﬁﬁnﬁﬁncﬁtﬂﬁs §f‘s&%‘% a

conmmuni cati on system 2. The hod as ' clained in claiml1l, wherein said
first conPRIFES ngnn%aﬂeemmoad diffatent sgmmanicatipn sysemneach oemmunightionmed i n
Claim2, =V en doas clainmed in claim2,
wherein sya%%h{saﬁea?e %ﬁ%@g??%ﬁl systeﬂ?ﬁ?ag&gdgkﬁm fstem 5. An appar at us
f or converti ngreegivihg autherdicatiom infofroativatin o florimabrequirdd byshe fishrammusitation

system toﬂg fnorrespondl ng message in a second, different comunication
system the apparatus conprising: an input confi gured to receive

aut hent i cat i orconmértingrethe omthmmcatg)nanffommbnrﬁqml tted ftrynat heequifedr $i the first
conmuni cation syste a con ter cou d.to th nput. configured to
Convert ¢ FERIERE YRR BRI BY Sihesctd cBRiicaGm R s,
conmuni cati on tsasifting Nthe :ﬁltﬁdﬁhéﬁﬁbnr 8ffbtin{a€ign by &h€orfat GBghired OB UiRAL Cadcb
system and a transmtter g&i to the converter, configured to send

aut hent i cSATBRICAHOR SHEFM i COTBPHRIEAtoB ¥R FRd by t he second
conmuni cati on system 6. The appar atus as clained in claim4, wherein said

first conmmunication systemis a CDVA system W) 03/092252 PCT/ US03/12193
2. The method as claimed in claim 1, wherein said first communication system is a CDMA

system.

3. The method as claimed in Claim 2, wherein the CDMA 2000-1xEVDO.

4, The method as claimed in claim 2, wherein said second communication system is a GSM
system.
5. An apparatus for converting authentication information from a first communication

system to a corresponding message in a second, different communication system, the apparatus
comprising:

an input configured to receive authentication information having a format required by the
first communication system;

a converter coupled to the input configured to convert the authentication information from
the format of the first communication system into a format required by the second
communication system; and

a transmitter coupled to the converter, configured to send authentication information in-a

format required by the second communication system.

6. The apparatus as claimed in claim 4, wherein said first communication system is a
CDMA system.



9 7. The apparatus as clainmed in Caim®6, wherein the CDVA 2000- 1XxEVDO. 8.

* The apparatus as clainmed in claim5, wherein said second conmuni cati on
systemis a GSMsystem 9. An apparatus for nmapping a short nessage
service (SI\Q o!;/nJ gg mation froma first comunications systemto a
correspondi 19 "We%&%ge in a second, different cellular sysPEHPSBHR ret hod
conprising: neans for receiving authentication information having a formt
required by the first comunication sysfem means for converting the

aut hentication information into a format required by the second

comruni cathi on The tpparatesed charaedsinfQlaint 6, aviersii the APMAL0SOKEWDOON i nf or mat i on
to the second communi cation systemin the format required by the second
comuni cation system 10. The apparatus as clained in claim8, wherein said

first comsuni cThé appastas e¥Ttlained in RV 5YWheth sdill seddid @RRRAGALMSn 3Fstérh A FEd
in daim F wherein the CDVA 2000- 1XxEVDO. 12. The nobile station” as
clained i Sg\flqutﬁrg wherein said second comruni cation systemis a GSM
system 13. In a wireless comruni cati on system a nethod of authenticating
a nobile station, the nethod conprising: transmtting a first CHAP

chal | enge %nessAgapparptag & mapping afshors meSpgdserdes(SNE) infessatige fronr afistri t t i ng
an | VS : i I i e leceivi a
ol ur al |y o niof Rk SRRARES Dbrlolhdndihy st flst it bl HERSAR B SEept. i
transmi t t imeghogicompesingione paramet er; receiving a second CHAP response

[ - Lt ter: d [ h d
Grap T esponse. HeaRdolfted B s RR Bkt i« Fimat BRAREL bl B3F 052052
PCT/ US03/ tem@®nic@pm@ydtedo; P | (* 'r.:" 11.(I N. IL IL. .Jl.. 1 10 14. The

met hod as set forth in Claim313, wherein , the plurality of paraneters
conpri se a meansr}or convel%ng the authent?ca%on 1nforma?10n Ento a format re%uired by the second

communication system; and

means for transmitting authentication information to the second communication system in

the format required by the second communication system.

10.  The apparatus as claimed in claim 8, wherein said first communication system is a
CDMA system.

11.  The apparatus as claimed in Claim 10, wherein the CDMA 2000-1xEVDO.

12.  The mobile station as claimed in claim 9, wherein said second communication system is a
GSM system,

13. In a wireless communication system, a method of authenticating a mobile station, the
method comprising:

transmitting a first CHAP challenge message;

receiving a first CHAP response message;

transmitting an IMSI message corresponding to the received CHAP message;

receiving a plurality of parameters in response to the transmitted IMSI message;

transmitting at least one parameter;

receiving a second CHAP response message in response to the transmitted parameter; and

comparing the second CHAP response message to one of said plurality of parameters.



ci pher— F 3 as—St
in Caim 14 wherei n the st ep of corrparl ng corrprl ses corrparl ng t he second
CHAP response nessage t he SRES nmessage. 16.- The ne as set forth in

Claim 13, m)to%gnﬁorrpr Ing transmtting an accept ¥ gm“ﬁﬁ%ﬁ%‘ﬁﬁ‘ﬂ:g?s

second CHR *f'esponse nessage mat ches one of sallél“uplﬂ

17. In a wireless conmuni cation system an apparatus of authenticating a
nobil e station, the method conprising: Y¥eans for transnmitting a first CHAP
chal | enge nessage; neans for receiving a first CHAP response nessage;
means for l¢r anghe tihng aaset fdviblin kdmdgGewhaeineisOslnalifdfiparadeery @egiiies CHAP

nessage,; s fo ceivin I lity of paraneters in response to the
trans?n tteg’%fr%@ ?%éggﬁ%sagﬁgg‘ﬁgwpﬁfﬁ%em tting at |east one paraneter;
means for rece| VI ng a second CHAP response nmessage in response to the
transmtt er; a conparing the second CHAP response
message t ggo ne 'QPGI aiﬁeﬁ ?%ﬁfl ;a%F‘ 14y Whersinithe gtep Qf@onﬂﬁ@n&mr&%@f@@ﬂs&t
forth in GHe%béBnaﬁHAM’lstﬁdrﬁehi&@sagédértﬁ’éSMS Hlfessgge’.am?ters conprise a cipher
key, a SRES message, and a RAND nmessage. he apparatus as set forth in

Claim 18, wherein the nmeans of conparing conprises conparing the second

TG e 20C  TReRRIRA. A ek ot TR P huhe ool PACRL AR 3 S Eher el "

in Caim1l7, furt conpri si ng nmeans g an
message | fessage gé@m@mesmmgsmg@mhésmmpmmw ofgiathmehans al ity
of paraneters
17. In a wireless communication system, an apparatus of authenticating a mobile station, the
method comprising:
means for transmitting a first CHAP challenge message;
means for receiving a first CHAP response message;
means for transmitting an IMSI message corresponding to the received CHAP message;
means for receiving a plurality of parameters in response to the transmitted IMSI
message;
means for transmitting at least one parameter;
means for receiving a second CHAP response message in response to the transmitted
parameter; and
means for comparing the second CHAP response message to one of said plurality of

parameters.

+ 18.  The apparatus as set forth in Claim 17, wherein the plurality of parameters comprise a

cipher key, a SRES message, and a RAND message.

19.  The apparatus as set forth in Claim 18, wherein the means of comparing comprises

comparing the second CHAP response message to the SRES message.

20.  The apparatus as set forth in Claim 17, further comprising means for transmitting an
acceptance message if the second CHAP response message matches one of said plurality of

parameters



