
 

 

1/5 

100

Perform call detection on a method chain through 

aspect-oriented security to detect an abnormal call

Identify an attacked node in the method chain with 

respect to the abnormal call to determine a hardening 

location

102

104

106

108

Identify an attack means with respect to the 

abnormal call

to determine hardening strength

Select an automated hardening solution based on the 

hardening strength

110
Execute the selected automated hardening solution at 

the hardening location
 

FIG. 1 

  



 

 

2/5 

APP Risk

code

Third-

party 

SDK

Mini

program

IoT

tool

Core

logic

APP/IoT application

Privacy

protection

Security

defense

Risk

isolation

Aspect-oriented security

Abnormality

detection
Private

information

Key

behavior

 

FIG. 2 

  



 

 

3/5 

Packet information

Inte lligent ha rdening server

Stop

compilation

Automatica lly insert 

code

Attempt to perform 

compilation

Un-hardened 

file

Hardened

file

Perform performance 

text through simula tion

External attack code

Business code

Aspect-oriented secur ity layer

Call 

detection

 

FIG. 3 

  



 

 

4/5 

4

2

5

6

1

Java Application

Java Framework

ClassLoader
Interpreter

ExecutorMethod

Virtual machine

Native

Application

Dynamic link 

library

Native area

Interface

Linux process

Binder SocketLinux kernel

3

 

FIG. 4 

  



 

 

5/5 

Call chain

Intelligent obfuscation system

Hardening execution 

module

Hardening selection 

module

Identification module

504

506

508

500

Attacked 

node+attack 

means

Detection module

502

Hardening 

solution

Hardening result

Abnormal 

call

 

FIG. 5 


