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intended to serve more voice users on a given network and to support higher data rates

(e.g., greater than 144 Kbits/second) to a mobile station, such as a “cell phone.”

Figure 1 shows an exemplary arrangement of a UMTS network 100. A
geographical “coverage area” is partitioned into a number of smaller geographical areas
called “cells” (not shown.) Mobile stations (MSs) 101 powered on in the coverage area
communicate via a radio channel to a corresponding node 102. A plurality of nodes
102a-n communicate via links 103a-n with a corresponding Radio Network Controller
(RNC) 104. The RNC 104 aggregates the communication traffic from the nodes and
provides functionality, such as detecting the service options activated by the MS 101.
The combination of nodes 102 and RNC 104 is called a Universal Terrestrial Radio
Access Network (UTRAN) 105. There are potentially many UTRANS in a network.

Each UTRAN 105 communicates with a call server 108 (also called a MSC
server or a session control manager) via signaling links 106 and bearer trunks 107 and
communicates with a SGSN 111 via IP link 110. The traffic between the UTRAN and

the call server, i.e., voice calls, may be ATM-based, and the interface is defined by the
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requests and voice calls over the data network. The UTRAN 105 is
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activation of such calls and, in response to such activation, cooperates with the call
server to establish the necessafy signaling links 106 and bearer circuits 107 to the call
server 108. The call server, in addition to cooperating with the UTRAN, establishes
corresponding signaling links 112 and bearer circuits 114 to the voice network. More
specifically, the call server establishes signaling links with the SS7 signaling network
113 and bearer circuits with the PSTN bearer circuit network 115. Voice calls may

thus be routed to a called party using conventional signaling and switching and using

circuit based techniques.

A SGSN 111 is responsible for handling data calls — both conventional data
calls such as Internet requests and voice calls over the data network. The UTRAN 105
is responsible for detecting the activation of such calls and, in response to such
activation, cooperates with the SGSN 111 to establish the necessary data paths via IP
link 109 to the SGSN 111. The SGSN then helps establish a GTP tunnel starting from
the UTRAN and extending to a GGSN 119 to set up a virtual private network, or
“VPN.” The control logic for this switching behavior can reside in the call server.
(GGSN is the industry acronym for “Gateway GPRS Supporting Node”.) The SGSN

then processes the received information and forms it into IP packets that may be carried
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maintenance of such tunnels. The logic to carry out this function resides in the call

server and accesses the HLR and VLR to perform this function.

When a MS 101 makes a data call (i.e., when it initiates a packet session), the
UTRAN 105 receives signaling information, detects that a data call is forthcoming and
begins to receive packets from the MS 101. Upon detecting that a data call is
forthcoming, agent software executing in the call server mobility management module
access the HLR 117 using the subscriber ID of the MS, the MS number (MSN), the
terminal identification code, or the like, as a key to obtain certain subscriber profile
information including the “home” GGSN for that subscriber. As the data call
continues, the SSGN which receives the data packets from the UTRAN sends the data
packets over IP network 118 to the home GGSN which aggregates the packets for

subsequent transmission to the public IP network 121, 122.

The inventors believe that static assignment of a GGSNs causes certain
inefficiencies and disadvantages. For example, if a user is roaming, the GGSN at the
end of the tunnel may be far away from the user. Not only is this inefficient use of the

network (as the IP packets may have to encounter many hops in the network) but
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of the invention a GGSN is selected in consideration of the operational status of

network segments connecting a GGSN to the network.

According to yet another aspect of the invention, IP packet reception logic
receives messages from the control logic of a call server, and IP packet analysis logic
determines if the received message is requesting the identity of a GGSN. GGSN
selection logic, which is responsive to the IP packet analysis logic, identifies a GGSN
to serve data calls from a specified MS, and IP packet reply logic constructs and sends

a reply packet to the SGSN identifying the selected GGSN.

According to yet another aspect of the invention, the logic is software logic
executing on a switch platform in communication with an HLR and with an IP network.
According to yet another aspect of the invention, the logic is software logic executing
on the HLR. According to yet another aspect of the invention, the logic is software

logic executing on an adjunct that cooperates with the HLR.

Under yet another embodiment of the invention, GGSN selection logic is batch-

like. GGSN selection algorithm is executed to identify a GGSN to serve data calls from
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determ ning and i déRY§9Ping a GGSN to serve a data call within a nobile
comuni cati ons network. More specifically, preferred enbodi nents of the

i nventi on figures 4-6 are architectural diagrams showing alternative embodiments of the
invention.
Detailed Description

Preferred embodiments of the invention provide new systems and methods for
determining and identifying a GGSN to serve a data call within a mobile
communications network. More specifically, preferred embodiments of the invention
select a serving GGSN based on a variety of criteria, rather than merely use the home
GGSN in all cases. Selection may be based on (among other things) the geographical
proximity of a GGSN, available capacity of a GGSN, capacity of network segments
connecting a GGSN, and the operational status of GGSNs or links to GGSNG.
Additionally, the service provider may establish policies for selecting a GGSN which ,
in turn, may be included within the GGSN selection logic. Though several preferred
embodiments dynamically select GGSNs (in near real-time), certain embodiments

make selection based on batch-type selection as part of network management.

Figure 2 shows an exemplary wireless network 200 according to a preferred
embodiment of the invention. Like numerals are used to explain the same or similar
components as those in figure 1 but the description is not repeated for the sake of
brevity. The system 200 differs from figure 1 by the inclusion of a HLR proxy switch

205 positioned between and communicating with the private IP network 118 and the
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Under certain embodiments, the HLR proxy switch 205 performs one or more

of the following in response to IP packets received from private IP network 118:

1. HLR proxy 205 passes the message unaltered to the HLR or the SGSN; or

2. HLR proxy 205 intercepts the messages, does not pass it on, and instead
handles the message, including, for example, by generating a response to the
message.

The types of actions performed in each case along with the triggering events are
described below. As will be described below, the HLR proxy 205 may be implemented
by using the proxy switch’s ability to intercept pre-specified messages while allowing
all others to pass through unaltered. The proxy switch is modified to handle the 3G or
other signaling protocols used and to generate responses to intercepted messages as

described below.

Figure 3 is a flow chart illustrating GGSN selection logic of a preferred
embodiment. The logic starts at 300 and proceeds to receive 310 IP packets from the

network, e.g., from the call server 108 and addressed to the HLR 117. Each packet is
y :
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an information element (I1E) corresponding to the GGSN for a given user.
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fashion, the reply is sent to the requestor, e.g., the SSGN 111.

If the packet does contain a command requesting the IE having the GGSN, the
logic selects 325 a GGSN based on a predefined algorithm (more below). The selected
GGSN is then encapsulated in a reply packet and sent 330 to the requestor, i.e., SSGN
111. The original IP packet is never sent to the HLR.

Once the SSGN 111 receives the request packet identifying the GGSN to use,
the SSGN establishes a GTP tunnel to the selected GGSN as outlined above, except
that in this instance the GGSN is not the “home” GGSN but instead is one selected
dynamically. The selected GGSN will then aggregate IP packets originating from, or
destined to the user, via this GGSN.

As stated above, the predefined algorithm for selecting a GGSN may be of
many forms. One embodiment selects the GGSN that is geographically closest to the
‘MS and SSGN. In this case, the HLR proxy 205 as part of determining 325 a GGSN
consults a network topology database (not shown) and queries it to find the GGSN
closest to the SSGN that originated the request. Closest, for example, may be inferred

from the fewest number of network hops between the SSGN and the GGSN.

Under an alternative algorithm, performance criteria and/or conditions are

analyzed to select a GGSN. For example, the GGSN selection logic may query a

7



recei ve 310, nonitor 315, and pass 320 the reply packet unaltered (replies
fromthe HLR by definition do not have comrands requesting an EE having

t he GGSN)wol/08450s fashion, the reply is sent to the req®restusn2/184y., the
SSGN 111. If the packet does contain a command requesting the EE having the
GGSN, the logic selects 325 a GGSN based on a predefined al gorithm (nore
bel ow) . TR&agemeridatrbagaEmNItiliey tonidentifsidB psitak segmentathaiegt yngalseded and sent

330 to t r he |naI cket .S never sent
to the HAOEASE Rlea Py IR b mselE: P Ron b i BTS Bete i mg. ¢ he
GGSN t o LtS)ﬁJunctﬁditﬁwﬁﬁﬂl\é fplvabl hshesbaind B thénbele.t 0 t he sel ected GGESN as
outlined above, except that in this instance the GG&SNis not the "hone"

GGSN but instead is. one selected dynamically. The selected GGSN will then
aggregat e EP pacRBebveby. ity Hapmthp: mf%ﬁﬁle%ﬁ(} trsrdpnislighibityuser, via this

GGSN.  As j5oAihedoRREMEas atvgfa if & Nsrz& g@éngﬂ{géggﬁg @&@Fh@ﬁhit@gmﬁ%ﬁ' may be

of many forns. One enb I'S geographically
cl osest tandtilmtead-skBcamgla S3EN-up’IGGSINs case, the HLR proxy 205 as part of
determ ning 325 a GGSN consults a network topol ogy dat abase (not shown)

and queries it ose to the_SS t |nated t he
request. C os eac;uﬁrd@’aﬁ‘ﬂf’é‘ayr'?ﬁj?elﬁ‘éte‘ihf’@rar%‘)f? %&%@1 nunber of
net wor k haRfinib@itween thid@xaapk, MBHILR BroZrols aneﬁﬂe%lrfeﬁﬁ&ﬁt ' ve al gorithm
performance criteria and/or conditions are analyzed to sel ect a GGSN. For

exanpl e, adpEnIGCEN istdrésce Sh@gm)cpenmytlngjﬁle)sehdﬁh Wg(ﬁﬁbﬁﬂg a user Or

I | P k
cegmont s oAt BEURAIPRRRACRARA nD i ub e dlupe hhEih o

segment . dEhiaﬁdh@ﬁlfsQﬁ@fanﬁﬁb’rﬂ@)rltﬁﬁchtﬂfffer&flmimﬁ’écti on with the above or as a
substitute to the above. Alternatively, the algorithmmay select a GGSN

based on reli a ilit information, such as avoi ding GGSNs experiencing a
| arge nunber of opglg,ﬁp abgNeiflescHRLOn WaYin IRlafign ép %HL&PFP%z% "OBREEK- up" GGSN.

The act ughnlRtd:d Mt eRBod £a§ pi8 dENs@c&fin 18£10 sétpgt}ﬂelaﬂlgcpers ij Bfgs by an

network. For example, figure 4 shows an embodiment in which GGSN selection logic
405 (e.g., as discussed herein) is included within the HLR 417. Figure 5 shows an
embodiment in which the selection logic 505 is executed on an adjunct 510 that
cooperates with the HLR 117. Figure 6 shows another embodiment in which the
GGSN selection logic 605 is run periodically as a batch-like job as part of network
management utility. GGSNs may be selected for association with MSs based on
network performance and reliability information. The logic 605 may then access the
HLRs via a data interface 610 and specify the GGSNs accordingly. This access and
update would operate analogously to programming home GGSNs into the HLR, but in

this instance the GGSN would be based on other criteria.

Variations

Currently, there are some proposals to provide HSSs —Home Subscriber
Servers. The HSS will serve both PSTN and IP entities for their subscriber profile and
data needs. The HSS may also be used as a mobile transaction server allowing

subscribers to purchase items in which case billing will be tied to the HSS.



adm nistrator. In this exanple, the HLR proxy 205 would include a network
adm nistrator interface (not shown) permtting the selection of an

al gori t hmvby2@sasser or permtting the user to specify selpettisoniazyt es,
e.g., select one algorithmduring heavy denmand hours and anot her al gorithm
at different tinmes. Though the above description was in relation to a HLR
proxy 205, ot Hesucheasenitheselostion of HESNwanbe ad Hugpopilee@m@asy sel ect i on

| ogi c at C Is . d L gure. an
enbodi rrenczahlglﬁér\%ﬁé)%hg §slle?)fgcertlz | %ﬁﬁpgsge ¥ ER Etﬁ@éﬂ%&g@,& g@%ﬁg@%g@gg@ her ei n)

i s incl udedtod torasectne IPIsBsichrwitlrb@ue othbr GBSM an  enbodi nent in which the
selection logic 505 is executed on an adjunct 510 that cooperates with the
HLR 117. Figure 6 shows egﬁ;)t her ?nbod' nt i n whi (éﬁghe GGSN sel ecii on

| ogic 605 is rit Pefssenpekin sremplay smbedinenidt hopldte apaptentio neatoRs P
managene fdinhiyl ski1in t@@é%@hﬁeuar%@s Rl %E%%eﬁ@fhe%%%‘&hﬁ%ﬂt?i@séﬂb%@ wifisuPased on
network performance and reliability information. The [ogic 605 may then
access t lepatinRsron theapiditaad sevperof hednéa@ioand speci fy the GGSNs
accordingly. This access and update would operate anal ogously to

progranmm ng h tGCﬁ\ls i({mt_o the HLR, but in this instance the GGSN woul d
be based on ot Néf RFIHEFIE Vvariations Currently, there are sone proposals
to provi de HSSs -Hone Subscriber Servers. The HSS will' serve both PSTN and
IP entities for their subscriber profile and data needs. The HSS may al so
be used as a nobile transaction server allow ng subscribers to purchase
itenms in which case billing will be tied to the HSS. 8 WD 02/ 089509

PCT/ US02/ 12742 | n such cases, the selection of GGSN nay be tied to nobile
commer ce considerations, e.g., if a subscriber purchases an itemthe
network may switch himor her to a nore secure |P session with some ot her
GGSN. Havi ng descri bed an exenpl ary enbodi nent, it should be apparent to
persons of ordinary skill in the art that changes nay be nade to the
enbodi nent described without departing fromthe spirit and scope of the

i nvention.



What is clainmed is: 9 WD 02/089509 PCT/US02/ 12742 1. A nethod of
determning a GGSN to serve data calls in a nobile comrunications network
havi ng atwbeamssstsno GGSNs and a SGSN networ k, conpri sing PCRaAISaz154Df :

recei ving nessages froma SGSN;, anal yzing the received nessage to determ ne
if it is requesting the identity of a GGSN, if the received nessage is
requestinlg theA nchehmid dfydetd mniEEBKEGEN ée setrivendata cal3GHM mebikct i on al gorithmto
identify a GGSN to serve datg calls fro eci onstructing and
sendi ng’ £OFERICAGn; AEVGESRVIBE AL PRy o QTN Shr teSN aBiork. Srmiwighet hod
of clai myle yhepein the act of executing a GGSN sel ection algorithm

i ncludes the act of determining a GGSN that is closest to the SGSN. 3. The
met hod of claim 1l wherein the act of executing a GGSN selection algorithm
i ncl udes t he aeteivhg aeseanss fiongr SGBNSN t hat has the capacity to serve data
calls fromthe specified M. 4. The nethod of claim1 wherein the act of
executing a t orithm.incl.ud the act o cnidelngthe
oper at i onal sﬁl\@ﬁ‘ﬁﬁe }et ewe m% deter@?}‘ﬂ%ﬁilﬁ ]lsr{aql%?s%hetug et wor k.

5. A systemfor det@GSNping a GGSN to serve data calls in a nobile

communi cati ons network havi ng at |least two GGSNs and a SGSN net work,
conprising: 1P Packet reception logic to receive messg]ges froma SGSN;, IP

packet anal ysiik lqe(;@qeéqudngpéggerlﬁirwe;;qngtth@lqegg@ heCHENs B¥FSUIBE Request i ng
the identity of a @@Mﬁ Bk Eb”idérﬁ&*g% é}éﬁ%’?@%?a&%ﬁi‘ﬁoﬁf packet
ent I t v

analysis logic, to i ser ata ca roma specified
V5; specified MS

constructing and sending a reply to the SGSN identifying the selected GGSN.

2. The method of claim 1 wherein the act of executing a GGSN selection

algorithm includes the act of determining a GGSN that is closest to the SGSN.

3. The method of claim 1 wherein the act of executing a GGSN selection
algorithm includes the act of determining a GGSN that has the capacity to serve data

calls from the specified MS.

4. The method of claim 1 wherein the act of executing a GGSN selection
algorithm includes the act of considering the operational status of network segments

connecting a GGSN to the network.

5. A system for determining a GGSN to serve data calls in a mobile
communications network having at least two GGSNs and a SGSN network,

comprising:
IP packet reception logic to receive messages from a SGSN;

IP packet analysis logic to determine if the received message is requesting the
identity of a GGSN;

GGSN selection logic, responsive to the IP packet analysis logic, to identify a
GGSN to serve data calls from a specified MS;

10



10 WO 02/ 089509 PCT/ US02/ 12742 1P packet reply logic to construct and send
a reply packet to the SGSN identifying the selected GGSN. 6. The system of
cl aim5 viweroeiososohe network includes a HLR and wherei n t heCrRiSoparket
reception logic, |IP packet analysis logic, GGSN selection logic, and IP
packet reply logic is software |ogic executing on a switch platformin
communi cat i on WRipabkdtheply Higr @nubnsiirddy and sdnld aveplygrakket 7o thEHBGSY st em of cl aim
5 wherein the network includes_ a wherein the I P packet reception

| ogi c, | P packet aﬂgﬁ§§?§@ﬁ%b$%w“gég§ggglection logic, and I P packet reply
logic is software | ogic executing on the HLR. 8. The systemof claim5

wher ei n tdie netppiylteh v c‘}’cgﬁlSS #héeRR @8 ﬁet‘mﬁﬁ ﬁicﬁldteg‘g HIR alﬂf“&/h%lnr ®EQPL i on

| ogic, | P packet analysis logic, GGSN selection logic, and |P packet reply
logic is MQtwetlom@w,&QMt mgilxsus lagicaGGeitseldactian lmgmmadér packett h t he
hod. of .dete data call.s in a bile

Corun ¢ ApMS 0S8 i os SRt et S oy iR B iR T g e

conpri si NMGLR bhe vadtm PfnetvrRcut i ng a GGSN sel ection algorithmto i denti fy a
GGSN to serve data calls fromthe SGSN; providing the identified GGSN to

an HLR to associate the identified GGSN with the SGSN. 11
7. The system of claim 5 wherein the network includes a HLR and wherein the IP

packet reception logic, IP packet analysis logic, GGSN selection logic, and IP packet

reply logic is software logic executing on the HLR.

8. The system of claim 5 wherein the network includes a HL.R and wherein the IP
packet reception logic, IP packet analysis logic, GGSN selection logic, and IP packet

reply logic is software logic executing on an adjunct that cooperates with the HLR.

9. A method of determining a GGSN to serve data calls in a mobile
communications network having at least two GGSNs and a SGSN network, comprising

the acts of:

executing a GGSN selection algorithm to identify a GGSN to serve data calls
from the SGSN;

providing the identified GGSN to an HLR to associate the identified GGSN
with the SGSN.
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