DATA TRANSMISSION METHOD AND SYSTEM

Technical Field

The present application relates to the field of patar technologies, and in particular, to a
data transmission method and system.

Related Art

In the prior art, to ensure the security of datberaauthentication of the identity of a
receiver, data is sent by a sender to the recelVmrefore, regardless of different data formats
and data volumes, a uniform process is employeceithe data volume is relatively small, the
time it takes to authenticate a receiver may bgédoithan the time for data transmission. When
data transmission is performed multiple times,réeeiver may need to be authenticated several
times in a period of time. As for the sender, npldti receivers need to be authenticated

separately.

It can be seen that the existing data transmigsietnod has poor user experience and low

execution efficiency.

Therefore, based on the study on the existing ttatssmission method and system, the
inventor provides a data transmission method amstesy that have good user experience and

high execution efficiency.
Summary of the Invention

Embodiments of the present application provide latem of a data transmission method
which has good user experience and high executfmieacy. Specifically, the data transmission
method includes the following steps:

determining a credit between a receiver and a sende

selecting a corresponding data transmission piotechechanism according to the credit

between the receiver and the sender; and

transmitting data under the protection of the gebbcdata transmission protection

mechanism.



The embodiments of the present application furfirewide a data transmission method,

which includes the following steps:
receiving a data transmission request of a sender;
determining a credit between a receiver and thdesesf data transmission;

selecting a corresponding data transmission piotechechanism according to the credit

between the receiver and the sender; and

providing the protection of the data transmissiastgrtion mechanism to complete the data

transmission.

The embodiments of the present application furfirewvide a data transmission method,

which includes the following steps:
sending a data transmission request to a server; an

transmitting data to a receiver under the protectid a data transmission protection

mechanism;

wherein, the data transmission protection mecharssselected by the server according to a

credit between the receiver and a sender of datarmission.

The embodiments of the present application furfirewvide a data transmission system,

which includes:
an operation module configured to determine a tiegtiveen a receiver and a sender;

a security module configured to select a correspgndlata transmission protection

mechanism according to the credit between thevecand the sender; and

a transmission module configured to transmit dedenfthe sender to the receiver under the

protection of the selected data transmission ptioteenechanism.

The embodiments of the present application furfirewvide a data transmission system,

which includes:

a receiving module configured to receive a datastrassion request of a sender;



an operation module configured to determine a tisetween a receiver and the sender of

data transmission;

a security module configured to select a correspgndlata transmission protection

mechanism according to the credit between theverand the sender; and

a transmission module configured to provide thetqmtton of the data transmission

protection mechanism to complete the data transoniss

The embodiments of the present application furfirewvide a data transmission system,
which includes:

a transmission module configured to send a datasitmession request to a server, and

transmit data to a receiver under the protectioa @éta transmission protection mechanism;

wherein, the data transmission protection mecharsselected by the server according to a

credit between the receiver and a sender.

The data transmission method and system providethénembodiments of the present

application have at least the following benefieatiécts:

Data is split according to a credit between a kemeand a sender, and differentiated data
transmission protection mechanisms correspondftereint situations. Therefore, the provided
data transmission method and the method thered fawd user experience and high execution

efficiency.

Brief Description of the Accompanying Drawings

The accompanying drawings described here are osgavide further understanding of the
present application and constitute a part of tlesgmt application. The schematic embodiments
of the present application and the descriptionetbieare used to illustrate the present application,

but do not constitute improper limitations to thhegent application. In the drawings:

FIG. 1 is a flowchart of a data transmission metlaodording to an embodiment of the

present application;

FIG. 2 is a flowchart of determining a credit beénea receiver and a sender according to an

embodiment of the present application;



FIG. 3 is a flowchart of selecting a correspondilaga transmission protection mechanism

according to a credit according to an embodimenihefresent application; and

FIG. 4 is a schematic structural diagram of a dedasmission system according to an

embodiment of the present application.

Detailed Description

To solve the technical problems of poor user exper and low execution efficiency of an
existing data transmission method, a data transmissiethod and system provided in the
embodiments of the present application split dato@ling to a credit between a receiver and a
sender, and differentiated data transmission pliotecmechanisms correspond to different
situations. Therefore, the provided data transmissiethod and the system thereof have good

user experience and high execution efficiency.

In order to make the objectives, technical soligjoand advantages of the present
application clearer, the technical solutions of finesent application are described clearly and
completely below with reference to the specific ediments of the present application and the
corresponding drawings. Apparently, the describebaiments are merely some of rather than
all of the embodiments of the present applicatiBased on the embodiments in the present
application, all other embodiments obtained by ¢hokordinary skill in the art without paying

creative efforts all belong to the protection scopthe present application.

FIG. 1 is a flowchart of a data transmission metlaodording to an embodiment of the

present application, which specifically includes tbllowing steps:
S100: A credit between a receiver and a sendetesmined.

This step is used for quantizing a relation betwienreceiver and the sender according to
data transmission records between the receiveth@ndender by using a credit. For example, a
receiver that transmits data with the sender misltipnes is differentiated from a receiver that
never transmits data with the sender, thereby impgouser experience. The following will
describes how to determine the credit betweendbeiver and the sender in detail, and it is not
described here.

S200: A corresponding data transmission protectiechanism is selected according to the

credit between the receiver and the sender.



For a receiver having a low credit with the sen@dewarning is sent to the sender and a

check is performed. Data is transmitted only aftercheck succeeds.

For a receiver having a certain credit with thedsenduring data transmission within the

range of the credit, data is transmitted withoutgening a check.

For a receiver having a certain credit with thedsgnwhen a data transmission volume
exceeds the credit, a warning is sent to the semra check is performed. Data is transmitted

only after the check succeeds.
S300: Data is transmitted according to the seledédd transmission protection mechanism.

In this embodiment of the present application, daitsplit according to a credit between a
receiver and a sender, and differentiated datanassion protection mechanisms correspond to
different situations. Therefore, the provided d&emsmission method and the system thereof

have good user experience and high execution exfitgi

The following describes how to determine the créditveen the receiver and the sender in

detail.
Further, the determining a credit between a receiad a sender specifically includes:

calculating a first credit according to the recardeumber of data transmissions and a

recorded data transmission volume between thevarcand the sender.

To accurately determine the credit between theivecand the sender, this embodiment of
the present application, by taking a year befoeedhta transmission, collects statistics on data

transmission records in one dynamic year.
In one dynamic year, it is set that:

N; is the number of times the sender transmits datéhé receiver, and Vis a data

transmission volume of data transmitted from thelse to the receiver;

N, is the number of times the receiver transmits datdhe sender, and,\is a data

transmission volume of data transmitted from tloeireer to the sender;

when N+N,>=10, it is set that a trust coefficient betweengteder and the receiver is T=1,

and when h+N,<10, it is set that T=(N-N2)/10; and
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the first credit between the receiver and the seisd€=(V,+V,)*T/2, that is, the first credit

is equal to a mean value of data transmission vetumultiplied by the trust coefficient.

For example, the data transmission volume of detastitted from the sender to the
receiver is 10M bytes, and the sender transmits tathe receiver twice; the data transmission
volume of data transmitted from the receiver to Hemder is 20M bytes, and the receiver
transmits data to the sender four times. In theecthe trust coefficient T=(2+4)/10=0.6; and the
first credit C=(10+20)*0.6/2=9M bytes.

Further, the determining a credit between a receiad a sender specifically includes:

determining a third party that has data transmisseézords with both the receiver and the

sender; and

calculating a second credit between the receivdrtb@ sender according to the number of
data transmissions and a data transmission volwatveekn the receiver and the third party, and
the number of data transmissions and a data trassmivolume between the sender and the

third party.

In the embodiment provided in the present appbeativhen there is no data transmission
record between the receiver and the sender, apanty that has data transmission records with
both the receiver and the sender is used to aetymé¢termine the credit between the receiver

and the sender.

It is assumed that, a trust coefficient and a tteebween the third party and the receiver are
T, and G respectively; a trust coefficient and a creditsn the sender and the third party are
T, and G respectively. It is set that the trust coefficidatmax (T;, T2), and the credit C=max
(C1, &). In other words, a maximum of the trust coefintidetween the third party and the
receiver and the trust coefficient between the serahd the third party is taken as the trust
coefficient. Similarly, a maximum of the credit tiveen the third party and the receiver and the
credit between the sender and the third partykiertas the credit. It should be pointed out that,
there are also other methods for selecting val@iéisedtrust coefficient and the credit. However,
these alternative value selecting methods should b@o construed as departing from the

substantial protection scope of the embodimenteepresent application.

Referring to FIG. 2, further, the determining adirebetween a receiver and a sender

specifically includes:



S101: A first credit between the receiver and thader is calculated according to the
recorded number of data transmissions and a regadd& transmission volume between the

receiver and the sender.

S102: A third party that has data transmissionndsavith both the receiver and the sender

is determined.

S103: A second credit between the receiver andsdimeler is calculated according to the
number of data transmissions and a data transmissiome between the receiver and the third
party, and the number of data transmissions arata tdansmission volume between the sender
and the third party.

S104: A comprehensive credit between the receindrtlae sender is determined according

to the first credit and the second credit.

In the embodiment provided in the present appbecatnot only the first credit of the direct
relation between the receiver and the sender batthe second credit of the indirect relation that
occurs between the receiver and the sender thrthegthird party is calculated. Therefore, the

calculated credit is more accurate.

Still taking the above example for descriptionsiassumed that the first credit that occurs is
Ciss and the second credit that occurs igqCn this case, weights of the first credit and the
second credit are separately set according tofapeonditions, and the obtained comprehensive
credit is a weighted sum of the first credit and fecond credit. Alternatively, it is set that the
comprehensive creditGmprenensieMax (Gs, Cond), that is, the comprehensive credit is a larger
one of the first credit and the second credit. &ely, there are also other methods for selecting
the value of the comprehensive credit. Howeversehmethods should not be construed as

departing from the protection scope of the embodimef the present application.

The above describes specifically how to determireedredit between the receiver and the
sender. The following will describes specificallgvinto select a corresponding data transmission

protection mechanism according to the credit.

Referring to FIG. 3, further, the selecting a csp@nding data transmission protection

mechanism according to the credit between thevecand the sender specifically includes:

S201: A check is performed when the credit is zgra data transmission volume is greater

than the credit, and data is transmitted aftectierk succeeds.
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S202: Data is transmitted without performing a éhwben the data transmission volume is

not greater than the credit.

When the credit is zero or the data transmissidamme is greater than the credit, the sender
is reminded by a warning, and a check is perfornidata is transmitted only after the check
succeeds, thus ensuring the security of the dalterMhe data transmission volume is not greater
than the credit, data is directly transmitted, ¢éfbgrreducing checks of the sender, and achieving

good user experience.

Further, the receiver is a payee, the sender &yarpand the data is an amount.

The determining a credit between a receiver arehdey specifically includes:

determining a credit amount between the payeelangdyer.

Further, the selecting a corresponding data trassam protection mechanism according to

the credit between the receiver and the sendeifgadly includes:

sending a warning to the payee and performing akctvben the credit amount is zero, and

transmitting the amount after the check succeeds;

sending a payment amount over-limit warning andgpering a check when the payment
amount is greater than the credit amount, and rmméatisg the amount after the check succeeds;

and

transmitting the data without performing a checkewlihe payment amount is not greater

than the credit amount.

In this embodiment of the present application, adfygpayment or transfer method is
provided. A credit amount between a receiver anserder is determined. When the credit
amount between the receiver and the sender isaeaotransaction amount exceeds the credit
amount, a check is performed, and payment or aren be performed only after the check
succeeds. When the transaction amount does notexice credit amount, payment or transfer is
directly performed. Particularly, this embodimerittioe present application further provides a
warning for a payee whose credit amount is zeraetoind the payer to pay attention to the

identity of the payee, which is differentiated froine ordinary check.

Further, for a server terminal, a data transmiseiethod specifically includes the following

8



steps:
receiving a data transmission request of a sender;
determining a credit between a receiver and thdegenf data transmission;

selecting a corresponding data transmission piiotechechanism according to the credit

between the receiver and the sender; and

providing the protection of the data transmissiastgrtion mechanism to complete the data

transmission.

Further, the providing the protection of the dat@n$mission protection mechanism to
complete the data transmission specifically inctude

sending a warning to the sender and performingeglclvhen the credit is zero or a data

transmission volume is greater than the credit,teantbmitting data after the check succeeds; and

sending the credit between the receiver and theleseto the sender when the data
transmission volume is not greater than the cresht transmitting data without performing a

check.

In this embodiment of the present application, &remote server that provides data
transmission, first, the server receives a datastréssion request of a sender client of data
transmission. Then, according to data transmissemords between the sender client and a
receiver client in the server, a credit, i.e., asted data transmission volume, between the
receiver and the sender is determined. Next, atcitamission protection mechanism is selected
according to a relation of a current data transimisgolume between the sender client and the
receiver client with the credit. Finally, the prctien of the data transmission protection
mechanism is provided to complete data transmidseéiween the sender client and the receiver

client.

For example, a customer A serving as a sender rteesend a file with a size of 1G to a
customer B serving as a receiver. The server faseives a data transmission request of the
customer A. Then, a credit, i.e., a trusted datasimission volume, between the customer A and
the customer B is determined according to datasingssion records between the customer A and

the customer B in the server.



It is assumed that the credit between the cust@veerd the customer B is 10G. The credit
10G is greater than the current data transmissmome 1G, and thus the credit between the
customer A and the customer B is sent to the custofp and data is transmitted without
performing a check.

When the credit between the customer A and theomest B is 1M, the credit 1M is less
than the current data transmission volume 1G, lnsl & warning is sent to the customer A, and a

check is performed. Data is transmitted only atftercheck of the customer A succeeds.

When the credit between the customer A and theomest B is O, a warning is sent to the
customer A, and a check is performed. Data is tnathesd only after the check of the customer A

succeeds.

Further, the receiver is a payee, the sender &yarpand the data is an amount.

The determining a credit between a receiver andéneer specifically includes:

determining a credit amount between the payeelangdyer.

For example, a customer A serving as a payer ngepgay 100,000 yuan to a customer B
serving as a payee. The server first receives mealrequest of the customer A. Then, a credit
amount, i.e., a trusted payment amount, betweenctlomer A and the customer B is
determined according to economic transaction recbedween the customer A and the customer

B in the server.

It is assumed that the credit amount between tls¢domer A and the customer B is one
million yuan. The credit amount, i.e., one milligman, is greater than the current payment
amount, i.e., 100,000 yuan, and thus the credituantnoetween the customer A and the customer

B: one million yuan, is sent to the customer A, pagiment is made without performing a check.

When the credit amount between the customer A hacctistomer B is 10,000 yuan, the
credit amount, i.e., 10,000 yuan, is less tharctiveent payment amount, i.e., 100,000 yuan, and
thus a warning is sent to the customer A, and alcieperformed. Payment can be made only
after the check of the customer A succeeds.

When the credit amount between the customer Al@austomer B is 0, a warning is sent
to the customer A, and a check is performed. Paycambe performed only after the check of

the customer A succeeds.

10



Further, for a client, a data transmission metlogrovided, which includes the following

steps:

sending a data transmission request to a server; an

transmitting data to a receiver under the protectod a data transmission protection

mechanism;

wherein, the data transmission protection mecharsselected by the server according to a

credit between the receiver and a sender of datanmission.

Further, the transmitting data to a receiver unither protection of a data transmission

protection mechanism specifically includes:

receiving a warning sent by the server and perfognai check when the credit is zero or a
data transmission volume is greater than the ¢radd transmitting data after the check succeeds;

and

receiving the credit between the receiver and #raer sent by the server when the data
transmission volume is not greater than the cresht) transmitting data without performing a

check.

In this embodiment of the present application,dants of data transmission, first, a sender
client sends a data transmission request to a rseife server provides different data
transmission protection mechanisms according tiereift specific conditions after processing
the data transmission request. The sender cliansimits data to a receiver client under the
protection of the data transmission protection raa@m. Wherein, the data transmission
protection mechanism is selected by the serverrdiogpto a credit between the receiver client

and the sender client of data transmission.

For example, a customer A serving as a sender rteesend a file with a size of 1G to a
customer B serving as a receiver. The customemdssa data transmission request to the server
through a sender client. Then, under the proteafoa data transmission protection mechanism
provided by the server, the customer A transmits da the customer B serving as a receiver

client.

Wherein, the data transmission protection mechamssselected by the server according to

a credit between the receiver customer B and théesecustomer A of data transmission.
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It is assumed that, the credit between the custéweaerd the customer B is 10G. The credit
10G is greater than the current data transmissidenme 1G, and thus the customer A receives
the credit between the customer A and the cust@nand transmits data without performing a

check.

When the credit between the customer A and theomest B is 1M, the credit 1M is less
than the current data transmission volume 1G, hacketore the customer A receives a warning

and performs a check. Data can be transmittedadftdy the check of the customer A succeeds.

When the credit between the customer A and themestB is 0, the customer A receives a
warning and performs a check. Data can be transtndhly after the check of the customer A

succeeds.
Further, the receiver is a payee, the sender &yarpand the data is an amount.

For example, a customer A serving as a payer ngepday 100,000 yuan to a customer B
serving as a payee. The customer A sends a payeopest to a server through a sender client.
Then, under the protection of a data transmissroteption mechanism provided by the server,
the customer A transmits the amount to the cust@rs®rving as a receiver client.

Wherein, the data transmission protection mechamssselected by the server according to
a credit amount between the receiver customer Bledender customer A of data transmission.

It is assumed that, the credit amount between tistomer A and the customer B is one
million yuan. The credit amount, i.e., one milligman, is greater than the current payment
amount, i.e., 100,000 yuan, and thus the customegcAives the credit amount between the
customer A and the customer B: one million yuard payment is made without performing a

check.

When the credit amount between the customer A hadctistomer B is 10,000 yuan, the
credit amount, i.e., 10,000 yuan, is less tharctiveent payment amount, i.e., 100,000 yuan, and
thus the customer A receives a warning and perf@mkeck. Payment can be made only after

the check of the customer A succeeds.

When the credit amount between the customer A hedctistomer B is 0, the customer A
receives a warning and performs a check. Paymentboeamade only after the check of the

customer A succeeds.
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The above is the data transmission method providethe embodiment of the present
application. Based on the same idea, as shownGn4;lthe present application further provides

a data transmission system 1, which includes:

an operation module 10 configured to determinesditbetween a receiver and a sender;

a selection module 20 configured to select a cpaomding data transmission protection

mechanism according to the credit; and

a transmission module 30 configured to transmia datder the protection of the selected

data transmission protection mechanism.

Further, the operation module 10 being configureddtermine a credit between a receiver
and a sender is specifically configured to:

calculate a first credit between the receiver dedsender according to the recorded number
of data transmissions and a recorded data tranemisslume between the receiver and the

sender.

Further, the operation module 10 being configueddtermine a credit between a receiver

and a sender is specifically configured to:

determine a third party that has data transmiseeoords with both the receiver and the

sender; and

calculate a second credit between the receivertedender according to the number of
data transmissions and a data transmission volwatveekn the receiver and the third party, and
the number of data transmissions and a data trassmivolume between the sender and the
third party.

Further, the operation module 10 being configueddtermine a credit between a receiver

and a sender is specifically configured to:

calculate a first credit between the receiver dedsender according to the recorded number
of data transmissions and a recorded data tranemisslume between the receiver and the

sender;

determine a third party that has data transmiseeoords with both the receiver and the

sender;
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calculate a second credit between the receivertadender according to the number of
data transmissions and a data transmission volwatveekn the receiver and the third party, and
the number of data transmissions and a data trassmivolume between the sender and the

third party; and

determine a comprehensive credit between the recaivd the sender according to the first

credit and the second credit.

Further, the operation module 10 being configureddétermine a comprehensive credit
between the receiver and the sender according dofitht credit and the second credit is

specifically configured to:

take a maximum of the first credit and the secarditas the comprehensive credit, or take

a weighted sum of the first credit and the secorditas the comprehensive credit.

Further, the selection module 20 being configured select a corresponding data

transmission protection mechanism according tatbdit is specifically configured to:

perform a check when the credit is zero or a daasmission volume is greater than the

credit, and transmit data after the check succeats;

transmit data without performing a check when tawdransmission volume is not greater
than the credit.

Further, the receiver is a payee, the sender &yarpand the data is an amount; and

the operation module 10 being configured to deteenad credit between a receiver and a

sender is specifically configured to:
determine a credit amount between the payee anubtyes.

Further, the selection module 20 being configured select a corresponding data
transmission protection mechanism according tathdit between the receiver and the sender is

specifically configured to:

send a warning to the payee and perform a check wine credit amount is zero, and

transmit the amount after the check succeeds;

send a payment amount over-limit warning and perfarcheck when the payment amount
14



is greater than the credit amount, and transmiatheunt after the check succeeds; and

transmit the amount without performing a check whem payment amount is not greater

than the credit amount.

In this embodiment of the present application, dsatsplit according to the credit between
the receiver and the sender, and differentiatedh dednsmission protection mechanisms
correspond to different situations. Therefore, pevided data transmission method and the

system thereof have good user experience and kiggugon efficiency.

Further, a data transmission system includes:

a receiving module configured to receive a datastrassion request of a sender;

an operation module configured to determine a tisetween a receiver and the sender of

data transmission;

a security module configured to select a correspgndlata transmission protection

mechanism according to the credit between theverand the sender; and

a transmission module configured to provide thetqmtton of the data transmission

protection mechanism to complete the data transoniss

Further, the transmission module is configured to:

send a warning to the sender and perform a cheanwhe credit is zero or a data

transmission volume is greater than the credit,teantbmit data after the check succeeds; and

send the credit between the receiver and the seéodlee sender when the data transmission

volume is not greater than the credit, and trandatia without performing a check.

Further, the receiver is a payee, the sender igyarpand the data is an amount; and the

credit is a credit amount between the payee angddker.

Further, a data transmission system includes:

a transmission module configured to send a datasimession request to a server, and

transmit data to a receiver under the protectioa @éta transmission protection mechanism;

wherein, the data transmission protection mechargsselected by the server according to a
15



credit between the receiver and a sender of datarmission.
Further, the transmission module is configured to:

receive a warning sent by the server and perfoohezgk when the credit is zero or a data

transmission volume is greater than the credit,teantbmit data after the check succeeds; and

receive the credit between the receiver and théesesent by the server when the data

transmission volume is not greater than the cradd, transmit data without performing a check.
Further, the receiver is a payee, the sender &yarpand the data is an amount.

Persons skilled in the art should understand thatembodiments of the present invention
may be provided as a method, a system, or a comprdgram product. Therefore, the present
invention may be implemented in the form of a caetgplhardware embodiment, a complete
software embodiment, or an embodiment combiningwsoe and hardware. Moreover, the
present invention may employ the form of a compptegram product implemented on one or
more computer usable storage media (including,nbtifimited to, a magnetic disk memory, a

CD-ROM, an optical memory, and the like) includogmputer usable program code.

The present invention is described with referencdoivcharts and/or block diagrams of the
method, device (system), and computer program gtoaccording to the embodiments of the
present invention. It should be understood thatpder program instructions may be used to
implement each process and/or block in the flowtshamd/or block diagrams and a combination
of a process and/or a block in the flowcharts anti/e block diagrams. These computer program
instructions may be provided for a general-purposeputer, a special-purpose computer, an
embedded processor, or a processor of anothergmogable numerical processing device to
generate a machine, so that the instructions exedoy a computer or a processor of another
programmable numerical processing device generatgpparatus for implementing a specified
function in one or more processes in the flowcharnd/or in one or more blocks in the block

diagrams.

These computer program instructions may also beedgtm a computer readable memory
that can instruct the computer or another prograbenaumerical processing device to work in a
particular manner, such that the instructions stanehe computer readable memory generate an
article of manufacture that includes an instructiapparatus. The instruction apparatus

implements a specified function in one or more psses in the flowcharts and/or in one or more
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blocks in the block diagrams.

These computer program instructions may also bdeldbaonto a computer or another
programmable numerical processing device, suchalssries of operating steps are performed
on the computer or another programmable deviceagliyegenerating computer-implemented
processing. Therefore, the instructions executedthen computer or another programmable
device provide steps for implementing a specifiadcfion in one or more processes in the

flowcharts and/or in one or more blocks in the kld@agrams.

In a typical configuration, the computing deviceludes one or more processors (CPUs), an
input/output interface, a network interface, andemory.

The memory may include a volatile memory, a randmuoess memory (RAM) and/or a
non-volatile memory or the like in a computer rdadamedium, for example, a read-only

memory (ROM) or a flash RAM. The memory is an exbngd the computer readable medium.

The computer readable medium includes non-volatite volatile, and movable or
non-movable media, and can implement informaticoragfe by means of any method or
technology. Information may be a computer readamé&uction, a numerical structure, and a
module of a program or other numerical values. dkagje medium of a computer includes, for
example, but is not limited to, a phase change mgifRRAM), a static random access memory
(SRAM), a dynamic random access memory (DRAM), otlgpes of random access memories
(RAMSs), a read-only memory (ROM), an electricalhagable programmable read-only memory
(EEPROM), a flash memory or other memory techn@sga compact disc read-only memory
(CD-ROM), a digital versatile disc (DVD) or otheptacal storages, a cassette tape, a magnetic
tape/magnetic disk storage or other magnetic stodayices, or any other non-transmission
medium, and can be used to store information aittes® the computing device. According to
the definition in this text, the computer readailedium does not include transitory media, such

as a modulated data signal and a carrier.

It should be further noted that, the terms "includeomprise”, or any variants thereof are
intended to cover a non-exclusive inclusion, suwt & process, a method, a commodity or a
device that includes a series of elements not maydes such elements but also includes other
elements not specified expressly, or may furtheluste inherent elements of the process, method,
commodity, or device. Without more restrictions, element limited by the phrase "include
a/an..." does not exclude other same elements existirthe process, method, commodity, or

device that includes the element.
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Persons skilled in the art should understand thatembodiments of the present application
may be provided as a method, a system, or a comprdagram product. Therefore, the present
application may be implemented in the form of a ptate hardware embodiment, a complete
software embodiment, or an embodiment combiningwsoe and hardware. Moreover, the
present application may employ the form of a compptogram product implemented on one or
more computer usable storage media (including,nbttimited to, a magnetic disk memory, a

CD-ROM, an optical memory, and the like) includc@mputer usable program code.

The above are merely the embodiments of the premggpitcation, which are not used to
limit the present application. For persons skilladthe art, the present application may have
various changes and alterations. Any modificatiequivalent replacement, and improvement
made within the spirit and principle of the presapplication should be included in the scope of

the claims of the present application.
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CLAIMS

What is claimed is:

1. A computer-implemented method, comprising:

receiving a request for a data transmission between a sender and a receiver, the request
including an amount of data associated with the data transmission;

determining a direct confidence level between the receiver and the sender, the direct
confidence level quantizing a relation between the receiver and the sender according to data
transmission records between the receiver and the sender only;

selecting a data transmission protection mechanism based on the direct confidence level
between the receiver and the sender; and

performing the data transmission based on the selected data transmission protection

mechanism.

2. The computer-implemented method of claim 1, wherein the data transmission records
comprise a number of prior data transmissions between the sender and the receiver that occurred
during a time period and data amounts of the prior data transmissions between the sender and the

receiver.

3. The computer-implemented method of claim 2, further comprising determining an indirect
confidence level, wherein the indirect confidence level is determined by:

determining that a third party that had prior data transmissions with both the sender and
the receiver during a time period; and

determining the indirect confidence level based on a number of prior data transmissions
between the sender and the third party that occurred during the time period, amounts of data
associated with the prior data transmissions between the sender and the third party, a number of
prior data transmissions between the receiver and the third party that occurred during the time
period, and amounts of data associated with the prior data transmissions between the receiver and

the third party.
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4. The computer-implemented method of claim 3, further comprising the step of selecting a
data transmission protection mechanism based on an overall confidence level, wherein the overall
confidence level is determined based on the direct confidence level and the indirect confidence

level.

5. The computer-implemented method of claim 4, wherein performing the data transmission
based on the selected data transmission protection mechanism includes:

performing the data transmission without authenticating the sender and the receiver if the
amount of data is equal to or lower than the direct confidence level or the overall confidence level,
and

authenticating at least one of the sender or the receiver before the data transmission if the

amount of data is higher than the direct confidence level or the overall confidence level.

6. The computer-implemented method of claim 4 or 5, wherein performing the data
transmission based on the selected data transmission protection mechanism includes sending a
warning message to the sender if the amount of data is higher than the direct confidence level or

the overall confidence level.

7. The computer-implemented method of any one of the preceding claims, wherein the data
transmission is associated with a fund transfer, the amount of data is a fund amount associated with

the fund transfer, the sender is a payer, and the receiver is a payee.

8. A non-transitory, computer-readable medium storing one or more instructions executable

by a computer system to perform the steps of the method of any one of claims 1 to 7.

0. A computer-implemented system, comprising:

one or more computers; and
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one or more computer memory devices interoperably coupled with the one or more
computers and having tangible, non-transitory, machine-readable media storing instructions that,
when executed by the one or more computers, perform the steps of the method of any one of claims

1to7.
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