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AN AUTHENTI CATI ON HI ERARCHI CAL STRUCTURE OF SWTCHING . NCDES FOR
STGRAGE OF AUTHENTI CATI ON | NFORMATI ON Technical Field Thi s

i nvention relates to a nobile tel ephone and, in particular, to storage of 5
authentication information in a distriputed personal communication system
Background of the Invention . Wthin the prior art, nobile

t el eph . i R I o - I

tel cconmuiS AU BRIy RCATIONDuRR Chncar, sHRUCHRGHE of SWQRNGES) a1 <o
referred to NODESFORSTORAGEOF AUEHENTICATIONINFORMATION10 system

covers a | i y phi cal area offering a user with a nobile tel ephone a

possi bilit alls at the office, in residential areas, and in
vehi cl es \hi$ inventiomselategtocamobite telepherer andg in paiticlilaratbstomageef of cel | ul ar

el ephonecetRtiesiy akialtn ing dblibyMdbtrinal confBh Bl GsBE 00 iy
user of smmm hi gh charge per minute of 15 call as
ComParec b2 Pt XeHABRSREEAG AOHAD e toffnind SRBROLSE,
syst em andWo 8enerad typegh celliuar telaepmmunigatianssystemsand pegsonal comuannicationat i on
system Thgstefms (POSYaRb referre®id K telepSiff Sysfeii@. |A béltibriRichmuARbGS Y- pover ed
port abhﬁ tele hé)r},es f @éﬁ maki rna% cgi |'S . an%vvhegr e .t hat i@gs a fixed point
tel epof it VSEIMCQVERHA g aqosraphicat arapiiering Suser rithamablletelephpne 4 ocat ed at
vari ous plppssibility edvnmke calld at decoffitelin taskientialrapeas] and in vehicles while
having continuous service. A disadvantage of cellular telecommunication system is
the high cost, weight and size of the telephones, the high charges charged by the
operators for becoming a user of such a system, and the high charge per minute of
15 call as compared to a fixed telecommunication system. PCS is a compromise
between the low cost and lack of freedom of a fixed telecommunication system and
the high cost and freedom of a cellular telecommunication system. The PCS concept
offers users small light-weight baftery-powered portable telephones for making calls
anywhere that has a fixed point telepoint radio transceiver. The telepoint |
20 transceivers are located at various places such as railroad stations, airports,
pedestrian areas, office buildings, and residential areas. The provision of telepoints
in residential areas allows the user of a PCS_ telephone to make calls from their
residence and also provides an alternate telecommunication service to that provided
by the fixed telecommunication system. In order to make or receive a call, the user
25 of a PCS telephone must find a télepoint transceiver and must remain within the
range of that telepoint transceiver throughout the duration of the call. If the user
moves outside the range, the call could be cutoff since there maj not be call hand
offs between telepoint transceivers. The PCS concept requires comparatively little
power consumption in the PCS telephones in comparison to the cellular telephones.
30 Problems do exist in prior art PCS systems. One problem is that of
providing authentication information to a telepoint controller when a user of a PCS
telephone wishes to make a call or to register their PCS telephone. Because of the
much larger number of PCS telephones and telepoint controllers as compared to
cellular telephones and cells in a given geographical area, the use of a central
35 computer to keep track of where PCS telephones are and to provide the
~ authentication information for those telephones is both expensive and extremely time
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t el econmuni cati on service to that proyvpded by the fixed
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The preceding problem is solved and the technical art is advanced by an
apparatus and method that arrange switching nodes of a distributed
15 telecommunication system into authentication hierarchical structures with respect to

authentication information. If the authentication information is stored on a
switching node within the authentication hierarchical structure, all switching nodes
in that authentication hierarchical structure can access the authentication
information. An authentication hierarchical structure allows any switching node that
20 is part of the authentication hierarchical structure to obtain the authentication
information from another'switchihg node within the authentication hierarchical
structure if another switching node has the authentication information. Only one
switching node is required to retain the authentication information within a given
authentication hierarchical structure.
25 Brief Description of the Drawing
FIG. 1 shows a distributed telecommunication switching system for
providing PCS service;
FIG. 2 illustrates the node hierarchy of the switching nodes of FIG. 1;
FIG. 3 illustrates the dialing plan hierarchy of the switching nodes of

30 FIG.1;
_ FIG. 4 illustrates a software architecture in accordance with the
invention;
FIGS. 5-16 illustrate internal tables utilized by the switching nodes of
FIG. 1; '
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Patent No. 5,040,177 discloses a telepoint systemthat utilizes a separate
swi t<chi ng network and a service control point network. The service
control point network 5 handles the distribution of the authentication
i nformati.on. Wher eas, .ghe prior art systens do provide
partial solutions to the probl em these systens do not function well
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can make calls to the PCS telephones. Each PCS telephone is considered to have a
resident switching node and base station to which the directory telephone number of
the PCS telephone is assigned. Each directory telephone number is assigned to a

20 specified PCS telephone. Normally, this would be the base station serving the user
of the PCS telephone’s home. In FIG. 1, switching nodes 101, 102, 104, 105, 109,
110, 111, and 112 are located in the work center for a metropolitan area; whereas,
switching nodes 106, 107, and 108 are located in residential portions of the
metropolitan area. There could be more switching nodes in residential areas. Within

25 the metropolitan area, the switching nodes may be grouped to serve certain areas.

The switching nodes of FIG. 1 are arranged into a directory dialing plan,

switching node hierarchy and authentication hierarchical structures. Assume that the
resident switching node of PCS telephone 168 is switching node 108 and that the
user of PCS telephone 168 leaves his/her home and travels to his/her office which for

30 sake of an example is served by switching node 110 and registers on base
station 127. As part of the registration procedure, PCS telephone 168 transmits its
resident switching node number to switching node 110. Switching node 110 first
checks if the authentication information for PCS telephone 168 is within the
authentication hierarchical structure of which switching node 110 is part. If the

35 authentication information is not found within the authentication hierarchical

- structure, switching node 110 utilizes the resident switching node number to route
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30 FI G 1; FIG 4 illustrates a software architecture in

accordance with the i nventi on; FIGS. 5-16 illustrate
internal tables utilized by the switching nodes of FIG 1,

- 3- FIG 17 illustrages, in flow chart form operations
perfornmed by a nobi | ity nanagenent application in registering a PCS

t el ephone;
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been used less than any other PCS telephone. Switching node 110 continues to store

10 the authentication information even if PCS telephone 168 subsequentially re-
registers on switching node 108. In adﬁition, the authentication information is
available from switching node 110 for use by any other switching node which is part
of the same authentication hierarchical structure as switching node 110. If PCS
telephone 168 is registered on switching node 110, when a incoming call is received

15 for PCS telephone 168 by switching node 108, the latter sw1tchmg node redirects
that call to switching node 110.

Unlike a prior art system of switching nodes such as a network of

Definity Generic Il communication systems, a switching node of FIG. 1 has no
predefined stored information defining how this system is configured before

20 initialization, with what telecommunication links are terminated on which nodes,
what interfaces are utilized to terminate those links, the physical configuration of the
switching nodes, and the type and features of the station sets. Further, there is no
predefined information setting forth the directory dialing plans which is utilized to
identify the telecommunication terminal equipment connected to each of the

25 switching nodes. Finally, each éwitching node has no predefined knowledge of what
telecommunication terminals are connected to it.

' Each switching node determines the above information upon the entire
system being initialized or an individual switching node being initialized or the
initialization of a new telephone communication terminal. In addition, an individual

30 switching node begins to determine new paths through the system upon an individual
telecommunication link becoming active after the switching node has been
initialized. To obtain this information, each switching node as it becomes active
must perform the following functions: (1) establish its own internal configuration,
(2) identify and initialize interfaces including base stations, (3) establish its position

35 in the switching node hierarchy, (4) obtain ownership for its portion of the directory
dialing plan, and (5) learn how to route calls through the systems. In addition,
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t el ephones can nmake and receive tel ephone calls fromother PCS tel ephones
and 15 fromstation sets, such as BRI station set 124, directly connected
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also defines the directory telephone number and the resident switching node number.
The mobility management application determines from the resident switching node
number that PCS telephone 168 is assigned to switching node 108. Mobility
management application interrogates internal tables for the terminal service profile
20 of PCS telephone 168. Finding no terminal service profile, the mobility management
application then transmits a message to network management system (NMS) 115
requesting the TSP. Once the TSP is received from network management
system 115, switching node 108 proceeds with the registration procedure. As is
described later in greater detail, switching node 108 does not own the directory
25 telephone number and must request permission from switching node 102 to host the
number. If the resident switching node number did not designate switching
node 108, the mobility management application utilizes the resident switching node
number to transmit a message to the resident switching node requesting the
authentication information for PCS telephone 168. This message also includes the
30 node number of switching node 108 and the directory telephone number for PCS
telephone 168.

For example, when PCS telephone 168 registers on switching node 110
and switching node 110 is operating in a stand alone mode, a message is sent by |
switching node 110 to switching node 108 requesting the authentication information

35 and including the node number for switching node 110 and the directory telephone
~ number. This message is transferred to the mobility management application of
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-4-% t hrough the sw tching node hierarchy to sw tching node 108

requesting the aut hentication information for PCS tel ephone 168.
Swi t ching node 108 transmits to swi tching node 110 the authentication
informati on for PCS tel ephone 168 and 6ar ks in an internal table that

PCS tel ephone 168 is presently registered on switching 5 node 110.
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when a i ndB§S#gfF %%PISW'QE‘PS@B&?/&&I@" Bﬁg&"f‘%ﬁ“&ﬁg@v‘w‘f%ﬁ%ﬁgs&ot ghl ng
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are utili 298, %S\Y@m&m kiAsxecads Hresamoynd SBWSqu& ?%fﬂﬁ'ﬂ%at ion of the
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there | g riess than any other PCS telephone Switching node 110 continues to store the
authentication information even if PCS telephone 168 subsequent:ally re-registers on
switching node 108.
When an incoming call is received for PCS telephone 168 by switching
node 108, that call is eventually transferred to the mobility management application.

20 The mobility management application determines on which switching node PCS

 telephone 168 is registered. If the telephone is registered on switching node 108 via
base station 130, the call is transferred to base station 130. However, if PCS
telephone 168 is registered on switching node 110, the mobility management
application requests that the incoming call be redirected to switching node 110.

25 FIG. 4 illustrates the software architecture of the switching nodes of
FIG. 1. This architecture is based on the conventional OSI model modified to
implement the ISDN protocol. In accordance with the invention as described herein,
certain further modifications have been made to the standard model in order to
include ISDN capabilities.

30 The principal function of physical layer 401 is to terminate physical
links. Specifically, physical layer 401 is responsible for maintaining physical
channels and for controlling physical subchannels thereon. Physical layer 401
comprises a software portion and physical interfaces. Further, the software portion
of physical layer 401 is responsible for the direct control of the physical interfaces to

35 which physical links communicating PRI and BRI information terminate. Physical

" layer 401 presents to link layer 412 physical subchannels and physical channels as
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predefined information setting forth the directory dialing plans which is
utidlized to I dentify- the tel ecommuni cation term nal equi pnent
connected to each of the 25 switching nodes. Finally, each sw tching node
has no predefined know edge of what -7- teleconmunication termnals are
connected to it. Each sw tchi ng node determ nes the above
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utilized. Further, link layer 412 allows higher software layers to control physical
layer 401 in an abstract manner.
As seen in FIG. 4, link layer 412 is divided into link interface 402 and
1S link management 403. The reason for this division i is set forth herein below. It will
be helpful at this point to discuss the communication of ISDN signals over a
D channel to help readers, for example, who have only a rudimentary knowledge of
the communication of ISDN signals over a D channel. At link layer 412, a plurality
of logical links is established on a D channel. Only one of these logical links
20 communicates ISDN control signals, and this logical link is referred to herein as a
logical D channel (LDC).- The LDC is identified by a logical D channel number
(LDCN). :

Link interface 402 does the majority of the functions performed by link
layer 412, including the establishment of the logical links. Link management 403

25 identifies the various link interféoes for higher software layers. Further, link
management communicates information between the logical links and higher
software layers. _

Network layer 404 processes information communicated on the LDCs,

and thereby terminates the ISDN Q.931 protocol. Hence, this layer is responsible for

30 negotiating the utilization of system resources for the termination or origination of
calls external to a switching node. The network layer controls the allocation of
channels on an interface on which a call is being received or set up. For example, if
switching node 101 receives a call from switching node 102 via PRI link 150,
network layer 404 of switching node 101 negotiates with its peer layer (the

35 corresponding network layer 404 in switching node 102) in order to obtain allocation
of a B channel in PRI link 150 -- a procedure later to be repeated if a second
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5 S§/stem', Serial No. 07/816360, filed on Decenber 30, 1991, assigned to

t he sane assignee as the present application, and hereby incorporated
by reference. FIG 2 illustrates the switching node hierarchy and FI G
3illustrates the directory dialing _g.plan hierarchy.
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Network layer 404 receives information from another node concerning a
call via a LDC. As information is received on the LDC, a call reference number is
20 utilized to identify the call associated with this message. The call reference number
is selected by the originating network layer during call setup in accordance with the
ISDN standard. Details of this identification are given with respect to FIG. 14.
Transport layer 405, is the key element that allows the routing of a call
through a complex system having multiple nodes as illustrated in FIG. 1. Its primary
25 function is to manage the muﬁng of calls externally, i.e., between switching nodes.
Transport layer 405 views the system of FIG. 1 in terms of nodes and is concerned
with routing calls from its own node to other nodes or endpointé. (As explained in
the detailed discussion of session layer 406, that layer, not transport layer 405,
interprets logical destination information, such as a telephone number, to determine
30 the destination node of a call and to establish an intra-node path by using the
connection manager application.) In an overall system comprising multiple
switching nodes such as switching node 101, the various transport layers
communicate with each other in order to establish a call through the various
switching nodes. This communication between transport layers is necessary because
35 it may be necessary to route the call through intervening nodes to reach the
~ destination node. The transpert layers communicate among themselves utilizing
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For "exarrpl e, when PCS tel ephone 168 registers on switchi.ng node 110
and switching node 110 is operating in a stand al one node, a nessage is

sent by swi tching node 110 to switching node 108 requesting the
authentication information 35 and incl484 ng the node nunber for sw tching
node 110 and the directory tel ephone nunber This nmessage i s
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Storing  within the information elements, IEs, of standard ISDN Q.931 messages. Network
layer 404 uses the LDC that has been setup to a particular node to communicate this
information to its peer network layer. Similarly, when another network layer
15 receives information of this type, the other network layer unpackages information
~ and then directs the information to the transport layer.
The primary function of session layer 406 is to establish communication
among endpoints with all endpoints considered to be applications including, for
example, a BRI station set is considered an application. Significantly, these
20 endpoints may be applications such as the application performing the call processing
features or the dialing plan application. In any event, connections between such
endpoints is considered a call. A session (call) is set up by session layer 406 any
time two applications require communication with each other. As noted earlier,
session layer 406 deals only in terms of switching nodes and applications on those
25 switching nodes and relies on transport layer 405 to establish paths to other
switching nodes. Session layer 406 identifies the called application by an address
which previously in the telecommunication art was thought of as only a telephone
number but has a much broader concept in the Q.931 protocol. From this address,
session layer 406 determines the destination switching node. Session layer 406 sets
30 up a call to the destination switching node by communicating with the session layer
of the destination switching node. The communication with the other session layer
is accomplished by having the session layer request its transport layer to place a call _
to the other switching node so that a connection can be made for a particular address.
The transport layer places the call relying on the node number that was determined
35 Dby the session layer. These requests are done using the network layer to generate
~ standard ISDN Q.931 call setup messages. If the other switching node cannot
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authentication informati on and determ nes that PCS tel ephone 168 has been
used 15 Iless than any other PCS tel ephone. Swi tching node 110 continues to

store the aut hentication information even if PCS tel ephone 168
subsequentially re-registers on swpt.chi ng node 108.
When an incomng call is received for PCS tel ephone 168 by sw tching

node 108, that call is eventually transferred to the nobil|ity managenent
appl i cati or‘f‘ne?ﬁet%ﬁéd ﬁ'{etsﬁsﬁ'ﬁ%l&b%‘rﬁ? thatgyichingmads trae%&twrvfwa&sw whi ch
sw tching twitetrRfisport layerirequeniing thalth chlt be Gebpped! Bfthe késsiohdayeptahone is
regi stered,qn ?'%\{I‘bghl‘?'g ngde %?8’8 vi a .. Dbase siation 130, the call is
transf er r e PPHTY0E adqress, it sends s megsage to;its ransperg layer requestiog thata calls | s

r egi st er ed proceedingahessager edeanithttedtbycitsmeowbiki Myerebaek eorbe requestingappl i cat i on
request tlg@ﬁtcﬁn?@d.oﬂgom ng call be redirected to switching node 110. 25
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FIG 4 i the software architecture of the sw tching nodes of
FIG 1. This archi t Bresentationdayer46@ of FIG ¢ invokeeatomplek pEbcolirmerdentodi f i ed
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fs %t is the function of application layer 408 to determine and use such details,
consequently allowing the applications to be written in a very abstract manner.
Consider now in greater detail how a non-resident node obtains
authentication information using the resident switching node number and how calls
are directed from a resident node to a non-resident node. The manner in which these
20 operations are performed depends on whether the non-resident node is in an
authentication hierarchical structure of switching nodes with respect to the storage of
authentication information or the non-resident node is in a stand alone mode.
As is described in the U. S. Patent Application of Bales, et-al., the
switching nodes of FIG. 1 rapidly learn how to route calls through the system of
25 switching nodes both on the basis of the directory telephone numbers and on the
node numbers of the switching nodes. Tables 502-504, 507-509, 602-604, 607-609,
702-704, 707-709, and 802-804 of FIGS. 5-8 illustrate the dialiﬁg plan, level §
routing, and level 4 routing tables for switching nodes 108, 102, 101, 104, 109, 110,
and 106, respectively. Note, the entries shown for telephone number 4401 are not
30 yet present in the tables at this point in the description. The tables illustrated in
FIGS. 5-8 only illustrate the material relative to the present example, one skilled in
the art would readily see that these tables would include more information
concerning other PCS telephones and switching nodes. Not shown are also the
tables that define within a given switching node to which base station a PCS
35 telephone is registered. | |
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-7 - entities controllable by Iink |ayer 412, The
pri.-mary function of link |ayer 412 is to assure that the information
transmtted over a physical channel is recovered.intact and in the correct
order. This i s acconplished using gnot her | ayer of protocol which
alllows multiple 5 commnication paths -- commonly referred to as | ogi cal
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link is re erre 0 _herein as a | ogical D channel (LDC). The LDC is
i dentified by a | odfensidepnew dhemicani rentries for theangbility tables. The state

entry indicates whether the telephone number is resident (1) or non-resident (0) on

15 the switching node. A state of "'2" indirects that switching node is in an
authentication hierarchical structure for the telephone number but is neither the
resident nor non-resident switching node. The node number entry designates the
resident node of the telephone number. The node pointer is utilized ina
authentication hierarchy structure to point to the next lower node in the structure

20 having the authentication information. The authentication pointer is used to point to
a memory location within the switching node of the authentication information. If
the authentication pointer is 0, this indicates that the authentication information is
not present on this node. The time field indicates the time that the authentication
information was received. The activity field contains the time that the PSC

25 telephone made or received a call via the switching node.

Assume now that PCS telephone 168 registers on sw1tchmg node 108
via base station 130 for the first time. The mobility management application of
switching node 108 is responsive to the registration to obtain the directory telephone
numbser, 4401, and the node number of the resident switching node, 108. The

30 mobility management application interrogates mobility table 501 and does not find
an entry for telephone number 4401, since entry 512 has not yet been made. The
mobility fnanagement application then transmits a message to NMS 115 requesting
the authentication information and the rest of the TSP. The transfer layer of
switching node 108 readily routes this message to NMS 115 by examining table 504

35 and determining that the link to be utilized is 163. When the message is received by

' switching node 102, switching node 102 examines table 509 of FIG. 5 and
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Link interface 402 does the majority of the functions perfornmed by |ink
| ayer 412, including the establishnment of the logical |inks. Link
managenent 403 25 identifies the various link interfaces for higher
software | ayers. Further, link rd@agenent communi cates i nformation
bet ween the | ogical |inks and higher software | ayers.
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management application then inserts entry 512 into table 501. The state is "1", since
node 108 is the resident node for telephone number 4401. The dialing plan
application for switching node 108 also inserted entry 514 into table 503. The node

15 pointer of table 501 is set to "0" since there is no authentication hierarchical structure
of nodes. The authentication pointer of table 501 now points to the location in
memory where the actual authentication information is stored, and the time field
information is inserted. After these operations are accomplished, mobility
management application would complete the registration of PCS telephone 168.

20 Assume now that the user of PCS telephone 168 leaves his/her home
that is served by switching node 108 and goes to his/her office that is served by

| switching node 110. When PCS telephone 168 registers on switching node 110 via

base station 127, the mobility management application of switching node 110
obtains the resident switching node number and directory telephone number from

25 PCS telephone 168. First, the mobility management application interrogates
mobility table 706 of FIG. 7 to see if there is an entry for telephone number 4401.
Since PCS telephone 168 has just initially registered with switching node 108, there
is not; and the mobility management application must transmit a message to the
mobility management application of switching node 108. This message is routed

30 utilizing the node number of switching node 108 (resident switching node number).
The message includes the switching node number of switching node 110 and the
directory telephone number, 4401. The transport level of switching node 110 is
responsive to the request for transmitting the message to interrogate table 709 of
FIG. 7 and determines that the message to be routed to switching node 108 on

35 link 159. Similarly, the transport layers of switching node 104, 101, 102 and 106

- perform similar interrogations of their level 4 routing tables using the node number
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5 the establishnment of a call fromone point to another_point (e.g.,

sw tching node to swi tching node). The network | ayer is not concerned
with how a call is routed internally to a particular switching node
but rather transfers information up tqQihi.gher | ayers for the
determnation of how a call is routed in the sw tching node. However,
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20 node 110 inserts entry 901 into mobility table 706 of FIG. 9. Entry 901 indicates
that telephone number 4401 is presently registered on switching node 110, state

equals "1" and the node number 108 indicates that the resident node is switching
node 108.

Consider now when BRI station set 124 dials directory telephone

25 number 4401, when PCS telephone 168 is registered on switching node 110. The
call is routed to switching node 108 where the session layer interrogates level 5
routing table 503 of FIG.5. The session level determines from entry 514 that the call
is to be routed to the mobility management application. The mobility management
application is responsive to the call to access entry 512 of table 501 of FIG. 9 and

30 determines that PCS telephone 168 is currently registered on switching node 110.
The mobility management application then requests that the call be redirected to
switching node 110. The transport layer of switching node 108 is responsive to this
request to access the level 4 routing table 504 of FIG. 5 and to redirect the call to
switching node 110 using link 163. Entry 515 was added to table 504, when

35 switching node 110 requested the authentication information. When the call is
received at switching node 110, the session layer is responsive to the directory



swi't chi ng nodes such as sw tching node 101, the various transport |ayers
copmuni cate with each other in order to establish a call through the

vari ous swi t chi ng nodes. This comruni cati on between transport | ayers
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. " I i Lizi o .
o Ca%i@ﬂﬁ&'ﬁ?ﬁ:a e”tﬁ%c%%%éy'vé@féﬁ%%w&lﬁeamwﬁhsfﬁrgrgcaga%s.

Wth €1morx ment ication. Th h icatiame first |
that ;S:Paa:gﬂzgggg:m 3,;5';';3:? g @“‘“:°’“m.§g§g§;§gﬂ‘f§mt rated in FIG
1. Transport ayer i@ \ eqs |rﬁr%¢ &ol\rﬁelégfo_w de y session |ayer 406
to f_el ec'l[3 presentlywegistaredien Switching nodenk1Q. rEhespobility mymgep‘@ntapphsatiqts_ task ;)1;1
routin : &r}e@ inin e
avai | a%l eﬂ{gg@ﬁglzg%b? ﬁeﬂgﬁgﬁ'ﬁ%&éﬁgﬁﬁ‘%‘@%gﬁ'ﬁﬁa : tensulie@da gg?&;o notg
define al $taaRid7but only those paths which the node has already used.

Communi cati on bet iegfied § BNAIRII01 SEBIES. 9 arSstdBlE GnkiYPOS telepihont #6&1s 04 10
dost I ned. e egiaeied g wisChinE podib Rkor expishingcnode i Sk palsRest S5 404
packages thu sutheéntioatiGi infoimation \VSiwikchingmede N10carpétorentheaethemicatiod Es, of
2L oGP Bl 88 e e ALRA o AR e 1B Pt s
PCS telephone 168 can only be registered on switching node 108 for this to be the
case. If switching node 110 is storing the authentication information but PCS
telephone 168 is not registered on switching node 110, then the state field of entry
512 is set equal to a "1" to'indicate that telephone number 4401 is registered on
15 switching node 108, and the state field of entry 901 is set equal to a "0" to indicate
that telephone number 4401 is not registered on switching node 110. As previously
mentioned, each switching node has a finite amount of memory space in which to
store authentication information. Once this space has been exceeded, the switching
node must stop storing the authentication information for one telephone number to
20 create sufficient memory space to handle a newly registering PCS telephone. If the
PCS telephone'whose telephone number is selected for termination of authentication
information storage is still registered, then the registration must be terminated as
well as the authentication information storage being terminated. The selection of the
- telephone number is performed by determining the telephone number which last the
25 largest difference between the content of the telephone number’s activity field and
the present time. , |
If switching node 110 determines that PCS telephoxie 168 should no
longer be registered, the mobility management application transmits a message to
that effect to the mobility management application of switching node 108. That
30 mobility management application removes the designation in entry 512 to switching
node 110. The mobility management application on switching node 110 removes
entry 901. If the mobility management application of switching node 108 determines
that PCS telephone 168 should no longer be registered on switching node 110, that
mobility management application sends a message to the mobility management
35 application of switching node 110 which results in the removal of entry 901. One
~ condition under which switching node 108 would determine that the registration
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information to its peer network layer. Simlarly, when another network
| ayer 15 receives information of this type, the other network | ayer

unpackages i nformation and then directs the information to the
transport | ayer. The.gimary function of session |ayer
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For sake of an example, it is assumed that the authentication hierarchical structure
for switching node 110 includes switching nodes 104 and 101. The mobility tables .
of FIG. 10 define this structure. The top of this authentication hierarchical structure
is denoted by hierarchical state word 605 of FIG. 10 for switching node 101
20 containing a "1". If switching node 104 was to be the highest node in the
authentication hierarchical structure, hierarchical state word 610 of FIG. 10 would
contain a 1" rather than a "0". Hierarchical state words 705 and 710 of FIG. 10 are
also "0 " indicating that switching nodes 109 and 1 10 are part of the authentication
hierarchy structure. In the pfese,nt example, the telephone numbers illustrated in
25 FIG. 10 have already registered. Mobility table 601 for switching node 101 reflects
that the three telephone numbers are not present on switching node 101 by the state
entry being a "2". The node number entry indicates the.node that is the resident node
for the telephone numbers, and the node pointer entry indicates that the structure
descends down to switching node 104. Finally, the fact that there is an entry for each
30 of the telephone numbers in the authentication pointer entry indicates that switching
node 101 has the authentication information for the directory telephone numbers.
Consider now the example where PCS telephone 168 registers on .
switching node 110. The mbbility management application of switching node 110
first checks to see if it has in mobility table 706 of FIG. 10 an entry for telephone
35 number 4401. Since it does not, the mobility management application for switching
 node 110 transmits a message to the mobility management application of the next
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-10- interpret the address, the session |ayer of that sw tching node

transmts information to its transport |ayer requesting that the cal
be dropped. If the session |ayer can interpret the address, it sends a
nessage to its transport |ayer requestlbrg that a call proceedi ng

nmessage be transmtted by its network |ayer back to the requesti ng 5

Swi t ching hﬁ‘éﬂt t node in the authentication hlgfa?aﬁéyl %&ﬁbl M is $Qftch Eﬁg':l G 4 invokes
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1S application of switching node 108.

The mobility management application of switching node 108 is
responsive to the message to make an entry that is identical to entry 512 into
mobility table 501 of FIG. 5 for switching node 108. The mobility management
application of switching node 108 then routes the anthentication information directly

20 back to switching node 110. This routing may take a different path than that
indicated by the node hierarchy of FIG. 2.

When the mobility managément application of switching node 110
receives the authentication information, it stores entry 1101 in mobility table 706 of
FIG. 11 and transmits the authentication information to the mobility management

25 application of switching node 104. The latter mobility management application
stores entry 1102 in mobility table 606 of FIG. 11. Note, that the node number
points to switching node 108 which is the resident node.- In addition, the mobility
management application of switching node 104 transmits the authentication
information and node numbers of nodes 110 and 108 to the mobility management

30 application of switching node 101 which stores this information'in entry 1103 of
mobility table 601 of FIG. 11.

As will have to be brought out at a later time, the authentication
information is pointed to by the authentication pointer field of the various records.
Depending on the activity, the switching nodes in the authentication hierarchical

35 structures may not retain the actual authentication information if it has not been used

~ foralong period of time or if other telephones are registering requiring the memory
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As i's described in the U S. Patent Application of Bales, et al., the

swizt chi ng nodes of FIG 1 rapidly learn how to route calls through the
system of 25 switching nodes both on the basis of the directory tel ephone
nunbers and on the node nunbers -df74 he sw tching nodes. Tabl es

502- 504, 507-509, 602-604, 607-609, 702- 704, 707- 709, and 802- 804 of

Fouti ng ¢ ABPeS Tt Eate Sy HberBiabcdhione Bl wil be "gry fF tid Aherighio *©! %
106, r espdeintorisy'0",Nbenthe mabilitytmanagempnpapplicationausptithes gowptosdomo1 ar e
not 30 Yghe Bfe?&@ﬁbal'dﬂtﬂeﬂﬁcéﬁ?%gﬁ%gﬁge {n]ilrﬁt ﬁ’lﬁsr&tsv\hﬁh q'qr]og@%ﬁﬁélpﬁdson The

t abl es |IIustrﬁ i n ustr at material relative
to the prds@meddhe ayhenticatien nformatien; An generalt!hésm ing npde e wdichtheee t hat

t hles eht SbIpcS é&eﬂt@ne RCdctififly d FegiSteted! lﬁfahm%tth@ﬁhthemllcaﬁélﬂ?‘n%rﬂia%n ot Bler _Pfﬁ t
def i he w thin a oi YoEHingddg 1Agsedetionmremsi e Wephoon 195,069 35
t el ephone staringehe abithentication information for telephone number 4400 Sdrdedeived t he st and
o e oS g DRSS, b e b9 . ™
previ ous exitcping nhdallllﬁgemovds cREY 1161 apd oransniiGt mBsshge © tHCSlobﬁityphone 168
5,5 F0; S R il g oy 1 "1
Al of theaEyAda Slmllarly, the mobility management application of switching node 104
sends a message to switching node 101 informing that mobility management
application that it should remove entry 1103.
Consider the situation where the mobility tables are as illustrated
15 FIG. 11 and PCS telephone 168 registers on switching node 109. The resulting
changes to the mobility tables are illustrated in FIG. 12. The mobility management
application of switching node 109 requests the authentication information for
directory telephone number 4401 from the mobility management application of
switching node 104. The latter mobility management application examines mobility
20 table 1102 of FIG. 11 and determines that an entry for the directory telephone
number exists. The mobility management application of switching node 104
transmits this authentication information to switching node 109 and sends a message
to the mobility management application of node 110 informing it that PCS
telephone 168 is no longer registered with switching node 110. The mobility
25 management application of sw1tch1ng node 110 removes entry.
When the moblhty management application of sthchmg node 109
receives the authentication information, it creates entry 1201 in table 701 of FIG. 12.
The mobility management application of switching node 104 also removes
entry 1102 of FIG. 11 and replaces it with entry 1202 of FIG. 12. Finally, the
30 mobility management application of switching node 109 transmits a message back to
the mobility management application of switching node 108 informing it that
switching node 109 now has PCS telephone 168 registered. The mobility
management application of switching node 108 updates entry 512 of moblhty
table 501 of FIG. 5 to reflect this fact.
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t el'ephones are assigned tel ephone nunbers which are part of the dialing
pl an owned by their respective switching nodes. The tel ephone nunbers
for these nodes are the first entry into the nobility tables of FIGS.
5-8. For exanple, telephone nunber -18-3130" of nobility table 501 for
node 108 is PCS tel ephone 166. The purpose of the 10 various entries in

the dialing plan, ﬂmt&ﬁgﬁﬁil
expl ai ned ,in det al P%ﬁh;{aﬁxfrl‘ﬁr'ﬁed\? ref ereﬁi:he‘{jr&iljjs g ng eAp l'ication
of Balinsicadef syyitching node 109 the mObIlIWa&@PCW@RPIt‘%WrQ FVI gf entries

for the nyjoidei1DY wodll Rive séhtca mbshge to smﬁshir@'nddaqﬂaaﬁfeﬁn 4t togembhe

P i 1 e e Mms&ag%&%w@qﬁwﬁ g oo

aut hent § c gioden 04 wdud Kdveaseht asméssagmcﬁswnwmﬁgmdeallemmmmhyn 10Lbfi s

nei t her t resident nor non-resident sw tching node. The node nunber
entry des:]ﬁﬁalles t he resi dent node of the tel ephone nunber. The node
poi nter is utilize®heswitching nodestofidiGi t haveomfihitearnowit pf Blemory spagetim poi nt

to the ne)@hlkﬁ.ﬁ%ﬁt&{}t% (%rﬂaﬁ&m%ﬁﬁﬁito Q‘o?c%nsé}@é/ h’{%ﬂ\oy]fpa@é'tlpfs%!f ation

I nformation ornter 1s a nmenory
| ocati on \neceﬁsarytfneomwmhlmod@da th auth@tmtlmhma&mab strpgipstestioren. | f

the aujperthé adihbAtaiBh HiBimitond The'Tofowii £a'8in hb@&mwﬁneuts%pt i cati on

informatio pr esent ont bge i el |cates t he
time that %ll‘?é'l’é&?ﬂéfrﬂﬂFéa‘éthlﬁg node tq ﬁP’@rth%\?\“BPP‘W&ng n &%t ivity

field contembtsdimbit dséuibes thaithé Hieitélivhg Abde mmwmnemsdaepﬂonées:el ved a call
via the switc at PCS.tel ephone 168

g st or o TSBSERE HHRA e phentiaion inforpyaion gL The fil SiE soiEing po oy
time. The imthe huthgntivation hieeanchiegd structare. SFhecfecond embodirneti asgpnaesdbatia08 i s

ooPor TS auitniindEIeRLLAY LR hond Bl ekl ek %‘gﬁﬁ‘a%‘*%gﬁ%giog The
30 nobi | iamouns ehmemeny spaselallecatédoforistoringravthentieatiop dafiormstionandshalo1 and
does not fthﬂsq)ode storé’s”th@ %ﬁﬂéntﬁ&hoﬁ %ﬁﬂﬁm lBHé@?Qﬁan“tﬂ@&the?kWﬁ&nﬁﬁ'hbd&s512 has

not yet been i catjon_ the ransmts
a megs age méhq\mggqtg:ap%l b@gqrq:mgal structure re. In both el bochlents, when the mg{n{‘x
management application of a switching node determines that it can no longer store
20 the authentication information, that application must interrogate the mobility

memory management applications of the switching nodes above and below it in the
authentical hierarchical structure to determine if any other mobility management
application is still storing the authentication information. If no other mobility
management applications are still storing the authentication information, then the
25 mobility management application of the node preparing to delete the authentication
information must (1) transmit messages to the mobility management applications in
the switching nodes above and below it informing these applications that they are to
delete their entry for the particular telephone number associated with this
~authentication information and (2) delete its own entry for that particular telephone
30 number. In addition, the mobility management application of switching node on
which the corresponding PCS telephone is registered must inform the mobility
management application of the resident switching node that the telephone is no
longer registered.
Consider now the first embodiment w1th respect to the previous
35 example. FIG. 13 illustrates the mobility tables for switching nodes 101, 104, 109,
" and 110 where only the switching nodes upon which a PCS telephone is registered
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the' authentication information and the rest of the TSP. .The transfer |ayer
of . switching node 108 readily routes this nessage to NVS 115 by

exanm ning table 504 35 and determining that the link to be utilized is
163. Wien the nmessage is received by -19- switching node 102, switching
node 102 exam' nes table 509 of FIG 5 and

-12- 5 148. NMVS 115
t hen transm ts ﬁk&hﬁ du ﬁ\%ﬁ&ﬁn nci ﬂg'g e aut e(r,llpﬁ%(%ullo i nf or mati on
back to svrblen06, 70bqand#6 for switching nodes 104, 108eand HO; fgspestively. have 108 can
utilize dipdiftesy tﬁattpﬁlixﬁﬁ@&fteadﬂhﬁmeﬁmﬂﬂﬁﬂomatmn for the'®le h%%iuaﬂ?r mssion to

host this nunber since it does ortion of lLal i ng plan
that | nct JRBSteRban Besesmiobrionadey 8 OF i heianthentcatine Poisterseld pbibe

great dst anbbihny tab& mﬂnexte@uﬁu ﬂﬁf@lmﬂﬁ@ﬂloh' 1nt‘8nn§i?drﬂ@hoﬁb¢1h% gokddgh of Bal es,
et al. R e 1 8 receives pernmssion to utilize that nunber

from sw tctﬁ?tr}bamcu arrfg"d ich owns the portion of the dialing plan that
i ncl udes tel ephoneContmuingf’durpréﬁBﬁseﬁm;ﬂé wheg RES wlephone16Dleavest t he nunber

the'  equec isping B iy Biabi eeldlersofl i e 10odh igh St BforsRps o7 o
has been rillustratediinthe tablas QﬂlﬂGn UbWhenPEIS telephone 168 regiatpememswitghing cat i on
02 A8 s B Sl 2 e g o0 10
appl i cat i dhe residephsvi %nmmm dhe mobjlisy managementpplicatipRt o t abl e 503.
The node examines mobility table 701 of FIG. 13 and determines that it has no reference to the
directory telephone number 4401. The mobility management application then
transmits 2 message up the authentication hierarchical structure to switching
1S node 104 requesting the authentication information for directory telephone
number 4401. The mobility managemént application of switching node 104
examines entry 1302 and determines that it does not have the authentication
information but that switching node 110 is lower in the authentication hierarchical
structure. This determination is made on the basis of the node pointer field of
20 entry 1302. The mobility management application of switching node 104 then sends
a message down the authentication hierarchical structure to switching node 110.
This message requests the authentication information and also informs switching
nodes in this downward direction of the authentication hierarchical structure that
they are to remove their entries with respect to telephone number 4401 in their
25 mobility tables, after having transmitted the authentication information to the
mobility management application of switching node 104.
The mobility management application of switching node 110 is
responsive to the message to remove entry 1301 and to transmit the authentication
information pointed to by the authentication pointer field of entry 1301 to switching
30 node 104. The mobility management application of switching node 104 is
responsive to the authentication information to store this authentication information
and insert a pointer into entry 1402 referencing where the authentication information
is stored. The mobility management application of switching node 104 then
transmits the authentication information to the mobility management application of
35 switching node 109. The latter mobility management application then inserts
~ entry 1401 into table 701 of FIG. 14. FIG. 14 i)llistrates the resulting mobility tables




15. iooi nter of table 501 is set to "0" since there is no authentication

hi ertar chi cal structure of nodes. The authentication pointer of table
501 now points to the location in menory where the actual
aut hentication information is stored, -20d the tine field i nformation

is inserted. After these operations are acconplished, mobility

managenent fc?rps%ﬁc?xﬂ*é E&&gmo%m%&ﬁ rohe regi stration of PCS tel ephone

168. 20 he user of PCS tel ephone 168 | eaves
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168. First, the mobili1ty nmanagenent tron interro mobi ity

tabl e 706 &e%ﬂesml?a&l@ B‘EB‘CFPS mﬁ@ﬁ@dlbé' thﬁ‘q a@mayemm!i@m%ﬁénbs Msder 4401.
Si nce PCS peintéttif e élﬁﬁe:hﬁandmﬁdmﬂeﬂﬁéluam oﬂﬁ%ﬁh@ﬁﬁg n¥dshswitdhirghi ng node

108, there and thermlllt | i.cation nus
transmt a8 ‘a(gse‘mgo] 10have not mﬁ‘ﬂ[ﬂ"?‘?dt f?&ﬂgagr?g'ﬁlenaﬁﬁf %ﬁ HQJt Ny t chi ng
node 108. Bhlyshaveszs‘mgemry it %ﬁ@dﬂﬂﬁﬂcaﬁbnbbﬁﬂﬂgidd'lef uheahmbnhzyinaiﬂesofl’@m' t chi ng

Cui toni Ry KUIRR 168 daud ﬂidrﬁﬁg@#%%&d phgwiiching RgaC TIO B3 hB o 11

tel ephone engaged manegnvennlspha ort level of switching node 110 is
responsive to the r | 3 rrogate tabl e
% fond [ﬁ@ﬁé&sta cafl Mlﬁgﬂ%&% nté?mtcmrg

709 of FIG 7 an rm nes e rout

swi t chi ng Redel 1@8'1@@@51161 teblg 70§ gontajning ﬁ\em}fonnﬁm '11 Iysteaied in Fflg'yéﬁs of
swi t chi ng lﬂmoﬁ% nibaslgeaﬂé?@ applitai&P of swnchuigeﬁédérlrmmam RiquéshiRr r ogat i ons

of thei Is | ev&l ntlcatxon info E\t?c?tl cs)mus%trcl:ﬂu}ghe A ?82 §mce Hhe authentication
information is not present on switching node 104, the mobility management
application of switching node 104 requests the authentication information from
switching node 110 which has the authentication information. The authentication
information is then transmitted from switching node 101 to switching node 104 and
20 then to switching node 110. The mobility management application in switching
nodes 104 and 110 then change entries 1502 and 1501 of FIG. 15 so that they are
identical to entries 1302 and 1301 of FIG. 13. Once switching node 110 has the
authentication information, PCS telephone 168 can complete its telephone call.
With respect to the second embodiment, consider the situation where
25 PCS telephone 168 now registers on switching node 109 when the mobility tables
have the contents as illustrated in FIG. 15. The mobility management application of
switching node 109 examines mobility table 701 of FIG. 15 and determines that it
does not have an entry for telephone number 4401 and requests the authentication
information from sWitching node 104. The mobility management application of
30 switching node 104 transmits a message to the mobility management application of
switching node 110 requesting the authentication information and informing that
mobility management application to remove entry 1501 of FIG. 15. The memory
management application of switching node 110 responds with a message stating that
it does not have the authentication information. In response to that message, the
35 mobility management application of switching node 104 requests the authentication
~ information from the ‘mobility management application of switching node 101. The



-13 - of switching node 108 to determne the link that is to be

utilkized to send the nessage to switching node 108. These entries in
the various level 4 routing tables were set up in response to tel ephone
calls nade to or fromswitching node t@%-using the bl ock of directory

nunbers, "31xx" that are the portion of the dialing plan owned by 5
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office still has maintained a copy of the authentication information or there is a copy
stored within the authentication hierarchical structure of which the switching node is
a part. If decision block 1702 determines that the PCS telephone is not registered on
the node, control is transferred to decision block 1703.
20 Decision block 1703 determines if the switching node is part of an
authentication hierarchical structure. If the answer is yes, decision block 1704
determines whether the switching node is the highest node in that authentication
hierarchical structure. If the answer to decision block 1704 is no, a request is sent to
the next highest node in the structure for the authentication information and control
25 is transferred to decision block 1708.
Returning to decision block 1704, if the answer is yes, control is
transferred to block 1707 which sends a request to the resident node utilizing the
resident’s switching node number to route the request for the authentication
information. Then, control is transferred to decision block 1708. Decision
30 block 1708 is re-executed until the authentication information is received. When the
authentication information is received, control is transferred to decision block 1709.
If the authentication information was received from the resident node, then it is
necessary to fill out the mobility tables in the authentication hierarchical structure if |
one exists. If the information was received from the resident node, control is
35 transferred to decision block 1711 which determines if the requesting node is part of
~ an authentication hierarchical structure. If the ansWer is yes, control is transferred to
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Consi der now when BRI station set 124 dials di rectory tel ephone 25 nunber
4401, when PCS tel ephone 168 is registered on switching node 110. The

call is routed to switching node 108 where the session |ayer interrogates
| evel 5 routing table 503 of FIG2- The session | evel determ nes from
entry 514 that the call is to be routed to the mobility management
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node 110, Ndie, theS&in@ol bay ko bé trfFéi it Hockdl 714 ot 8&54i6n Blocks 1709,
-14- l%ﬁieggoi]f nunber to access entry 901 of table 706 of FI G 9 and

to direct t he nenory managenent application. The nenory
n'anagement appl I CaRleﬂﬂmng to dedisionblek lOOZtIthéDBGSSeleﬁhdnbes &ig&'tdied oel d being
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to inter conolmhty ltable then|controlACBansfemehtondecisidt block bHSe If the

authentication information is present on the node, decision block 1716 transfers
control to block 1714. However, if the authentication information is not present
which is indicated by the authentication pointer of the mobility table for the

15 particular telephone number being "0", control is transferred to decision block 1717.
The latter decision block verifies that indeed the node is part of an authentication
hierarchical structure. If the answer is no, this is an error and control is transferred
to block 1718 for error processing. If the answer is yes to decision block 1717,
control is transferred to block 1719 which requests the authentication information

20 from the next lowest node in the authentication hierarchical structure. Decision
block 1721 waits for the results of the request for the authentication information
from the next lowest switching node. If the authentication information is received,
control is transfer to block 1714. However, if the authentication information is not
received, then control is transferred to block 1721 which request the authentication

25 information from the next higher switching node in the authentication hierarchical
structure. Block 1722 transfer control to decision block 1723 which waits for the
authentication information to be received. If the authentication information is
received, control is transfer to block 1714. However, if the authentication
information is not received, control is transferred to block 1724 for error processing,

30 since the authentication information should have been somewhere within the
authentication hierarchical structure.

FIGS. 18 and 19 illustrate, in flow chart form, the operations performed
by a switching node when the switching node receives a request for authentication
information. Decision block 1801 determines if there is a telephone number entry in

35 the mobility table. Such an entry indicates that the switching node has information
' concerning the authentication information being requested. If the answer to decision



station 127. Entries 512 and 901 of FIG. 9 are stable
until- PCS tel ephone 168 is no | onger registered on switching node 110
or switching node 110 can no | onger store t he aut hentication

i nformati on. Switching node 110 can st-i3%- t he authentication 10
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108 for thIfS W? s storirng the
aut hent i catfoyRd by dseision; bleck:1#01 Abis indicates mabwn@wacmagnpée iscitheethest er ed on

switching nesiderdsitchitfnddddr phR o arl aithéniRbyahibdrchical sihddhuleswiie! _equal to

a "1" to indicat tel ephone nu I'S reglster on 15
swi t chi ng GSRECY ipthatparticylar tglephenernuanber.oPpemrecpivingicontrok fromedegision o a " 0"

to indicét Eblock 1801ha1hehehemmelsry¢m.s%(&o¢k81 300 defepines B e s@ﬂeﬁﬁ#t chi ng
node 110. ous. nite

on ach ., WI t chi
amount of le?tﬁ“imb'eﬁ npge ﬁ it 13213 %ﬁW&ﬁQ&S&P&%M‘P&f K02t i on.
Once this seadeﬂiemﬂbaaoatmnan&ﬂaduort tocthe switaﬁmyﬂode marké@d@h 4Vikpd a St Op

cr eat 6 suf ?‘F‘%P“"?"—‘“'ﬁ%“ﬁ Hegk bR T b i} SorBBRRRG PHEREes Lol aphone.
If the coping frine feansident switchieg eptia nBurtheniibe residestswitching fode
term najg Ofiré?isnﬁ&td}ﬁ&tsh%é‘{d t@@swnchm%ﬂéﬂy Jﬂﬁtﬂaﬁ?oﬁﬁ%ﬁgﬁgég%dﬁhég ?]ﬂ@ﬁ stered,

then the registration i cation
i nf or mat i oFYSHAG dt teapmgve thetelpphong number enttyefeom dts nanbilitydable. Afteel ephone

nunber is phésetivBntledtugsiale séik, HoRfol i SrahdbRed 10 o&wﬂq@r which last the 25

| argest difference tween t he .qon t el ephone nunber's activity
field and t he ‘PBF@SIOH%& 1%3 'if the answerlw na.soptral isg node 110

deL elr m nes ttdmferi%ﬁ&otdebxsibhmkﬂ@aﬁﬂmﬂ detérthines wheltien @89 ref) @estﬁﬁ!oﬁhﬁ f t he
mobi | i t t 1 ans a a at erfect to
the nobll .”f"g‘ﬂﬁ%%g%nen ol IS AR it Syl oo Moerashiopl S

nobi | ity ndhtheaeqnest mmmatfxoonaboammot iseradsferredhtat degisiombleck 1806312 to

SW t chi ng The 1aft&dfecisiéh bl%g%@hhﬁﬁﬁf aﬁﬁ’x@ﬁ%ﬁf]&?&mﬂ&?%s‘&@fa&ﬁ%ﬂp Wi tching

node 110 re ves entr managenent application of
swi t chi ng B qwlgglpeérlﬁmfe@oblhty table. If the pointeris not equal to zero mdlcatmg

that the authentication information is present on the switching node, control is

20 transferred to block 1814. The latter block transmits the authentication information
to the requesting higher switching node marking this information as coming from the
authentication hierarchical structure. Block 1816 then removes the telephone entry
before transferring control to block 1817. Since the request for the authentication
information had come from the higher switching node, this indicates that the PCS

25 telephone is being registered on another switching node, and the telephone number
entry should be removed for the present switching node.

Returning to decision block 1806, if the authentication pointer is zero,
decision bock 1807 is executed which determines if the present switching node is the
lowest switching node in the authentication hierarchical structure. If it is the lowest

30 switching node and the authentication information is not present, then a message is
sent back by block 1811 indicating that the authentication information is not present.
Block 1812 then removes the telephone number entry before transferring control to
block 1813. If the answer to decision block 1807 is no, control is transferred to
block 1808 which request the authentication information from the next lowest

35 switching node in the authentication hierarchical structure. Decision block 1809

~ awaits the response for this request. If the authentication information is not
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that PCS tel ephone 168 should no | onger be registered on switching node

110, that nobi | ity nmanagenent application sends a nessage to the

nobil ity managenent 35 application of switching node 110 which results in
t he renoval of entry 901. One cofirtion under which switchi ng node 108
woul d determ ne that the registration

- 15- rédedveddicdiftrob is tandférRd 16 BlokVl 8 Fhwhithhas! Blrdally Yeén tisci¥séd.t ¥l ephone

168 registered on. .. another swtcghi noge. lLf switching
e 150" U Sithtication, BRGrEHEPR I8 Tebrivech Fomtral s tansthrred to blogk AR14 MO s
4401 for rations have atead idiscagsbdne 168 is not registered on 5

sw t chi ngb‘rs:(e)del 11 the )FE)%Int e t. | cat 'go f  SW L,Ng node
110 transmts Oﬁe%é“é%ng’e‘ief Dﬂ%bj&é]@%&%f@ﬁaﬁm ﬁrﬂf’&&?r ﬁ'&r‘%@é #}E nt

appl i ca i for thé authentication imfogmativads from abbveor below|the presemtawitcking appl i cati on
renoves t e ' | I - ' .110. The

mobi lity %asﬂg g&@%?"t“gg%l“{a&ﬁ‘i“gﬂa% the Eégev?}%\gﬁ‘lmﬁﬁ Eg%’gc?%gar%mves entry
901. 10 transferred to decisbumblogk 181 \Theratterdecisiondlecksdateratinesgviatins theio i s
part of agézsent IR AdR'id 4R HEHRUANARNGR!nolk M@ SAmeRligaRnaut hent | cation

hi er ar chi are, assu ave t ane hierarchical structure as

i |1 ust r at déeraschicalstrustyre, Ifshepresent syitching npgg s jhe highes switehipg nodg. er ar chy
coul d @ usérconiiopisitiakfied it dcisiorpblockVP82Z4. The latéidciRicid a "1" which is
mai ntal ne%l&)fc écrt]eermrirl?eglil’ {t}eyauﬂl%lqgc,ga%gg ri‘l%fgl?nrlgtio%% lp{'ecsggtl 9F'the authentication
' information is present, this is an error and control is transferred to block 1828 for
error processing. The reason that it is an error is that the authentication information
should have been present within the authentication hierarchical structure and the
15 highest switching node in that structure is the last switching node tested. If the
authentication information is present, control is transferred to block 1826 which
transmits the authentication information to the requesting switching node as coming
from the authentication hierarchical structure and transfers control to block 1827.
Returning to decision block 1818, if the present switching node is not
20 the highest switching node in the authentication hierarchical structure, control is
transferred to decision block 1820 which determines if the authentication
information is present on the switching node. If the answer is yes, control is
transferred to block 1822 whose operation is described below. If the answer is no,
control is transferred to block 1819 which request the authentication information
25 from the next highest switching node in the authentication hierarchical structure and
transfers control to decision block 1821 to wait the arrival of authentication
information. If authentication information is not received, this is an error for the
same reasons as it was an error with respect to block 1828. If the authentication
information is received, control is transferred to block 1822 which sends the
30 authentication information to the requesting switching node after marking it as
having come from the authentication hierarchical structure. Further, block 1822
transfers control to block 1823 which stores the authentication information and
updates the authentication pointer in the mobility table to point to this information.
Returning to decision block 1801, if there is not a telephone number
35 entry for the PCS telephone for whom authentication information is being requested,
* control is transferred to decision block 1901 of FIG. 19 which determines if the
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15 ‘defines when the top of the authentication hierarchical structure has

been. reached. For sake of an exanple, it is assuned that the
aut henti cati on hierarchical structure for switching node 110 i ncl udes
swi tching nodes 104 and 101. The nobi .26y t abl es of FIG 10 define

this structure. The top of this authentication hierarchical structure

is d ted 1 t chi de 101
5 et A A A S el 0
t he adtx¢remhméslrmtum éfnt&mtaebwets“utmmgmodmmbmms egedte word 610
f FIG 10 t at
vor ds. 705 AR, 1905 for piffbuBlelsie. it it 1% BGer bytfhifi nbde, cbGIT Etifitred & °
nodes 109 dAdegisionleck02 wdrich d@elaunmﬁ thecrgquesting switching nadfttsyn 88ructure.
In the psespifientitation Kier ai nt switéhl lﬂh@Qns»FérG 10 -

have al readg rg‘,[%{g%tégred 1ty tabl e gg%s?or SW trfcgﬁfoﬁ@ node 101 reflects

that the tH Pk R Uspecontplds trapsfprred o blogk, 1905 ¢ mer?gswsﬂe 101 by

the state decisigibloygk PO yes, céntrol 1§ GankPéleeddetiion BIOLK Y907‘¢hfcﬁt es the. node
that is the, resi.den one nunbers, t he node

poi nt er entdSFTMiRESd ﬁf‘&@f?ﬁ?&iﬂﬂ#@ﬂw@&mﬁ@ﬁg est gl % 0 switching
node 104. fFauttminkigatidrhisiefancitical btdcturde Ifeit iﬂhatn@nktrs;mfchtngenﬂb, ¢dftrobis t he

owi tont 10 HERRRA B A, 1908 WA ERldst e AR REa i shiorhRiNF ROy, >
directory tresldgumtmmmds before transferring control to ¢803i Nete, thatthe Enesmnarrpl e
where PCS tqliRd Ot?ﬁﬂéﬁ{f tBH dlrgcth&?"fh%%mt@?in?ﬂgﬁe %Q:& dhe mobility

managenent ap_pl | cat | on swtc S tg see if it
has in rmb.ms&sgﬁrmstsh%P%cselewhmeRe@mlaa tedeqision blockdPRpHHbe answerisBar 4401.

Since it dasgsckedll feGeesiPibe alithynticafion fifBrhatiRtrom dd Mkt highest Wwiehingo
Rgg? ! 1?5t £, gr‘nn ttl?e suthenticatton hlerarc?l trucltlllrte ﬁmm&%'fg& l&ﬁpl I::utstfI rthe of the

authentication information to be received and once received transfers control to
block 1913 which sends the authentication information to the next lower switching
node which was the requesting switching node. Block 1914 stores the authentication
information and transfers control to block 1916.

20 FIG. 20 illustrates, in greater detail, base station 130. Base
controller 2001 controls the operations of radio units 132 through 133. Radio
unit 133 is shown in detail, and the othé'r radio units are similar in design. Radio
unit 133 includes clock 2016 for providing synchronization to Time Domain
Demultiplexer (TDD) 2011 and protocol converter 2015. Radio unit 133 also

25 includes radio frequency (RF) transceiver 201 3, antenna 2017 and frequency
synthesizer 2012. Transceiver 2013 comprises both an RF transmitter and an RF
receiver. Transceiver 2013 demodulates voice signals and control signals
transmitted by a mobile unit and couples the voice signals via protocol
converter 2015 to base controller 2001 via link 2010. Base controller 2001 provides

30 all control for radio unit 133 via bus 2010. Control signals received from
transceiver 2013 are transferred through protocol converter 2015 to base
controller 2001 via bus 2010. Protocol converter 2015 is also responsive to digitally
encoded voice signals received via bus 2010 from base controller 2001 to convert
those digital voice signals into the format utilized for transmission to a mobile unit.

35 Signal strength monitor 2014 is responsive to a signal from RF transceiver 2013 to

 amiveata digital value representing the signal strength being received by RF

1



-16- hi ghest node in the authentication hierarchical structure which

I S “switching node 104. Included in this nessage is the tel ephone
nunber, 4401, of PCS t el ephone 168, the swi tching node nunmber of node
110, and the resident sw tching R@Ge nunber which is swtching node

108. The nobility managenent application of 5 swtching node 104 is

i r oot or y TRV 28T AR beBl Bl et vatucho 8% AuBSUEELARISidS of Fic 10
Since ) lmaé%ﬁ.bitl ity managenment application of switching node 10§ Iclotes

e presen il
Rg;alggrr;nt gppl i cafl I on 21 ‘?’ﬂ&m‘&m? %ﬁﬁ‘gﬁéng e rﬁ%%a@?ﬁ&?ﬂmcgﬂﬂph{iﬁ gTm@nagerrgnt
appl i cat i dhisqwiédnelude ¢enixol anit 8101, wakedipdimer2 192 and eJogk 2@9efphone nurber
4401 in wqﬁbhu sgaahsgﬁ&é%pe‘gf ﬁe@&nﬂ'& unit 21@@%& ﬂ&nﬁﬁ@ﬁkagemm

hi erarc i cal

appl i cat i &H‘Q!? Wt%‘ﬁ @éc%H@“idlg“ébE%m%dt%% é“?‘gn%{t(wf?ﬂw[»p of the
aut hent i cajon9értdti2104r AloCiatludéd inGhobik @il 08 drk RIe@arisogivercHiogent swit ching

e ot | e A Rk e 108 P A lpyd *>°0° *°
The nobi | i deytiore@E0SepeRmits dinding mu:plmne digisand tabwa@ng\eolﬂrol Rkeys for placmges ponsi ve
o 1 45 vaocod Ripse Saly YCondh whi2 ) OF Rt MissdoBortffeiioh pluind
managemnme ntregnstra@q;pl Condral unit 210§ sfotes then§PID thehuligg ﬂhevsldenn switchihg
aut hent i CaﬁddQ'ﬁlgHbfePwlh@?mﬂ'rﬁe?ﬁ#&R&ﬁ’s reﬁﬁﬁ#wk‘io%% '&%@ﬁt ﬁﬂ’x Thi s

at C e

routing may t erent node

hi erar chy tgdepgasived via a base Station to transmiptheSRIR:inghding thy rmﬁvaéerrent
appl i cat i oywighirgMdde hufifbern @G }é{%estmg su"@ﬁﬁig"rﬁﬂet he aut hentication

I nfor migl on, 1t st Q{a%%cg{,]érrﬁo% compnsesrg% t}'a%gtln%tezggdgn RF receiver.
Transceiver 2106 demodulates voice signals transmitted by a base station and
couples these signals via the D/A section of converter 2104 and hybrid 2110 on to
loudspeaker 2112. Transceiver 2106 receives its input analog speech signals from
microphone 2111. These analog speech signals are coupled to the transceiver via

20 hybrid 2110 and the A/D section of converter 2104. Converter 2104 converts the
analog signals to digital signals which are then transmitted to RF transceiver 2106.
Conventional amplifiers 2113 and 21 14 are employed for amplifying the analog
speech signals obtained from microphone 2111 and provided to loudspeaker 2112.

It is to be understood that the above-described embodiments are merely

25 illustrative of principles of the invention and that other arrangements may be devised
by those skilled in the art without departing from the spirit or scope of the invention.
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FIG 11 and transnmits the authentication i nfornation to—the—mobility

managenent 25 application of sw tching node 104. The la i it
managenent application stores entry 1102 in nobili tmm)mﬂ ) ” G
11. Note, that the node nunber peRft-s to switching c

the resident node. In addition, the nobility managenent application of
swi tching 04 transmits the authentication I nformati on and node
nunbers of nhodes 110 and 108 to the nobility managenent 30 application of
Swi tching node 101 TwiA piethodaf distibutingianthentication information in amaobileof

mobi lity t : : ; R L be brought
out at a IgttPi gr&tgmgg%lﬁa%at g?\‘{nll gP Ilu(lj'%hty of swllt‘r:] lgéﬁngﬁsbﬁmﬁ@%noé fri:'f ed to by
t he aut hentstepstafon pointer field of the various records. Dependi ng on
the actigity, the swrhfdingdds@feR pliralififofiWilthiig fodes Rito B a@hentidation! 35
structures rr%\ér?‘ot retalin t_H_geaﬁtual dt he tIQaI_.j on infornatijgn if it has
not been udugrarchical stgyctyrewithyeqch ope af e set ofswilching nodpshaving in Han oy e
regi st er i ngofidetisify thegwitthingaiodes of the set above and below each one of the set of

-17- space. In that case, .the authenti.cation pointer field will be
“0" L1t ¢ RPERet oY he gthenticaian Rieggrchical Styetdtesn o 1o mobi 1 1y
managenent appl i cat sworingaathertidation informationrforiamobile telephoae in 2 fisst ol cal

741 b oo 0 P o e i AR BRABESAMERBIE | o

retained the au [ ner e Sw
whi ch the teleplzmne reisisrrshen the fisstone of therseypfawdtchingmodas:andt he

aut henti cation i nf 0p&RkdiRE the authentication information from the first one of the
switching nodes of the authentication hierarchical structure by second one of the
switching nodes of the authentication hierarchical structure.

15 2. The method of claim 1 wherein the step of arranging comprises the
step of establishing the authentication hierarchical structure to have multiple
branches.

3. The method of claim 2 wherein the first one of the switching nodes is
higher in the authentication hierarchical structure than the second one of the
20 switching nodes and the method of claim 2 further comprises the step of receiving by
the first one of the set of switching nodes the authentication information from a
resident switching node éssigned to the mobile telephone.

4. The method of claim 3 wherein the first and second ones of the set of
switching nodes are in the same branch of the authentication hierarchical structure.

25 5. The method of claim 2 wherein the first one of the switching nodes is
lower in the authentication hierarchical structure than the second one of the
switching nodes and the method of claim 2 further comprises the step of receiving by
the first one of the set of the switching nodes the authentication information froma
resident switching node assigned to the mobile telephone.

30 6. The method of claim 5 further comprises the step of communicating a
copy of the authentication information from the first one of switching nodes to the



| f* switching node 110 decides to unregister PCS tel eph%

storing the authentication information for telephone nunber 4401, 0

receives a message from sw tching node 108 to do sjy,m” i

managenent application of sw tchijngg node 110 renovest mn”mmw

transmts a nessage to the nobility @ “managenent appl i cati‘ontof*sw t 6Mi ng

node 104 informng it that it should renove entry 1102. Simlarly, the

nobi | i tyh_rmnagiamf Osa{it_chzcrtgato:demum{? md\ﬁtscb?@q’ swigthing(vbdes receivingdthe ia_ nmessage

to swtchi . i nf ormen at . ildty managenment application

that it shou %ﬁ?@ﬁ%\}é&mﬁgﬁ@&&e resx&?xpswncl-xngn “Consi der the situation

where the nobility tables are as illustrated 15 FIG 11 and PCS tel ephone

168 registers on i ' . t te the

mobi |ty t abl o ars THeH@Hpd B Qait®uncii B8 iy ahd Socond onke GHIRE St of,

appl i cat i fwitshingmades aregn theisamedganabepfdhe anthénsicationrhierarehical steudtvreor mat i on

for directory tel ephone nunber 4401 fromthe nobility managenent

appl i cati on of swi tching node 104. The latter nobility nmanagenent

appl i cafi on exani SesThednethed of claim ¢ fusther campriges the tepsiof agerssing the i nes t hat

an entry Iﬁthédﬁ;@aﬁi%r{ i%ﬁdrﬁ?ﬁoﬁ ﬁ‘oﬁpi_t h_h@ st one of gig%’é@df s@ﬁﬂcﬁinﬁ-notﬁéﬂgyg?mﬁd ty

managenent a catign of .sw i ng.node ans s this

Rt hont 1 et fes oR v ehing Boden B if egnatee bepoeh of e BuMeuicatighs  age

toI t hﬁ rmljiliggal'qhimﬂ?ﬂmr\vit}aﬂﬁlﬂrﬂaﬁ\éOﬂﬁﬁfSEWifbhﬁlginmﬂeﬁ%dgoit th hat ECIS

tel ephone 1 is n nger_reqistered with.switeghin e 110. e nobility

25 “hanagement appRERSTRGE §SHRE b Shdoid i S a8 3R ching podes

When t A@ ntheifirst oneofl thersenof swigdhingatadesitoaquivg the séqopd one of g Set of

receives tﬂﬁt&%é‘ﬁ(ﬁfek?@%&nﬁ&eitﬂé%ﬁaﬁfc&fm inforftlaBah.es entry 1201 in table 701
The nmobi 1t [

of FIG 12. y managenent application of sw tching node 104
al so renoves entry 1102 of FIG 11 and replaces it with entry 1202 of

Elog t 12. Fi ?al ly, & hme?;ﬁ?)mazlg()b'{ahﬁm mtnfﬁaeeia ﬁ?e_%{!lié $tepbf Qi%eé%zngﬁmb]f chi {19 nodfe
ransni nessage back .to e il mapagenent . apgl.i cation o
Swi t chi ng FERAUEERON ¥ermalian fiom the frst one of iy selaf SYCHERAOOBLLY B IIREe pCS
t el ephone difiBofrthe setiof switching aodesithdtii in another branch of the authentication

15 hierarchical structure with the first one of the set of switching nodes.

10. The method of claim 4 or 7 further comprises the steps of
determining by the first one of the set of switching nodes to remove the
authentication information; '

transmitting a first message to the second one of the set of switching
20 nodes to inquire if the second one of the set of switching nodes has still retained the
authentication information;
removing the authentication information and maintaining a pointer to
second one of the set of switching nodes by the first one of the set of switching nodes
indicating that the second one of the set of switching nodes has the authentication
25 information upon the second one of the set of switching nodes responding
affirmatively to the first message; and
~ removing the authentication information and transmitting a second
message to the second one of the set of switching nodes to also remove a pointerin
the second one of the set of switching nodes indicating that the first one of the set of
30 switching nodes has the authentication information upon the second one of the set of
switching nodes responding negatively to the first message.



rrahagerrent application of swtching node 108 updates WV
table 501 of FIG 5 to reflect this fact.

that if PCS tel ephone 168 had regi stered on swtching nHmmmm, ","murad
of switching node 109, the nobility rragagerrent appl i cat
node 101 woul d have sent a nessage t0“Swi tchi ng node 104 |nform ng ft to

renove entry 1102 of FIG 11. In turn, the nobility nanagenent
appl i cation of swilt.cEhepethodofdkain 10 whendin thexstep efdaterminisgdagpmave swi t chi ng

node 110 {g ﬁE’é%Vt e Eo}‘ iﬂi%'ﬂ%uﬁgdthfnt the mdBile %e?honf has been less actxvu? he

swi t chi ng n es o I'te anmoun space whi ch
to store &hmmmrzraobxmelenhmglwdw lh%ﬁ&séﬂwmmtw §M@bmg inpdess onl y
necessary for one sw tching node in the authentication hierarchical
structure to Sto:’ri?rtlg t he aut hentication jnformatjqn. The foll owi ng sets
forth two enbodi napparatus %4‘@@%@%#‘@?@1%‘1%%“%3@@ €store the

aut hent§ c aélesvininihieatidi $ystem Hdving 4 Eﬁ'ahty of @Wi@ﬂﬁhgfﬁ&lesiﬂéﬁﬂpmn :hat the
swi tchi ng node on whi chfthe PCS EH‘ aﬂi f} %ﬂl stered ores t he
aut henti cation i nf BFfR% PB?FWS"ER yrafityiof swafghingiadgs in the
aut hent i cauthenticitiondierarchival sttucturé with eadlhenesefcthe detesﬁswihchmgmodas unes that a
swWtc cal
st ructur erﬁlﬂ g'}Rﬁ%ﬂnﬁﬁé)ﬂo l}i&hﬁ% “L‘T%’d Fﬂwgh)oﬂgyé{;%g gaciﬁgbgg? &]éag’ g‘i oring
aut hent i cang oﬁ thaﬁeboﬁmma:miles inathe authentication hierarchical structure;
10 means for storing authentication information for a mobile telephone in a
first one of the switching nodes of the authentication hierarchical structure with the
mobile telephone registered on the first one of the set of switching nodes; and
means for accessing the authentication information from the first one of
the switching nodes of the authentication hierarchical structure by second one of the
15 switching nodes of the authentication hierarchical structure.

13. The apparatus of claim 12 wherein the means for arranging
comprises means for establishing the authentication hierarchical structure to have
multiple branches.

14. The apparatus of claim 13 wherein the first one of the switching
20 nodes is higher in the authentication hierarchical structure than the second one of the
switching nodes and the apparatus of claim 13 further comprises means for receiving
by the first one of the set of switching nodes the authentication information from a
resident switching node assigned to the mobile telephone.

15. The apparatus of claim 14 wherein the first and second ones of the set
25 of switching nodes are in the same branch of the authentication hierarchical
structure.

~ 16. The apparatus of claim 13 wherein the first one of the switching
nodes is lower in the authentication hierarchical structure than the second one of the
switching nodes and the apparatus of claim 13 further éomprises means for receiving
30 Dby the first one of the set of the switching nodes the authentication information from
" aresident switching node assigned to the mobile telephone.
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thi's*node stores the authentication information Iongem

swi-t chi ng nodes in the authentication hierarchi ca oth
enbodi ments, when the nobility . managenent applica "m’m mg’m ’Eﬂ
node determines that it can no |ongersgt.ore 20 the authenticatimons

I nformation, that application nmust interrogate the nobility menory
management applicatigns of the vm lching . nodes above and below it in the
aut henti cal hi erai@h%"aﬂ’@ﬁ"t‘ﬁ: Flaim béE}BYlFFFﬁ‘HB“’PF“W her mobility

ma ][lage rrf ntcom?nlédmg la®@py 6fltﬂe%uﬁfehhbatﬁiantfdi‘ﬂaﬁé‘tﬁframttH@ﬂi'sl tﬁﬁé obn .

i nformation no e cati e sti
Stori ng. t RUhinGIRORR 0 he,fF20nd 0 ok itching Rt HEom e B e pF SwiscHiSe, crvent
appl i cat i aiodes rectisingabeanhenicatioginfornsitiontfront e rasidée switching aode.

i nformation nust (1) transmt nessages to the nobility nmanagenent
applications in the swi tching nodes above and below it informng these
appl i ca¥ions that 18h¥he appardtas of claind &7 nmereimdabrﬁrmandyeqbnd onescofithe satcul ar

t el ephone | ormati on and
(2) "ol ot S PRERASEAE 4t fifindishle bindh of the dBelilicn Hieranica T TR P

addi ti on, stmetupsbi | i ty managenent appl i cat | on of sw tching node on
whi ch the correspondi ng PCS tel ephone i's registered nust informthe

mobility ig.e nt appl i cation of the resident swtching node that
t he tel ephone is ¢ appasteef Glaig L9 fyrther comprises means for accessipg the der now
the first aaﬂteadcmtmwrmbudzeﬁmqhe fifst bh@opme\éemf%w&‘éhm By ahild 13

Il lustgates abI r.swtc 04. 109, and
110" wn i o ol Brd et el e PR B 5 gt fraetboiing ap Btﬂnfﬁe oSt egi ster od
hierarchical structure with the first one of the set of switching nodes, and
means for transmitting a message to the second one of the set of

switching nodes by the first one of the set of switching nodes to require the second
one of the set of switching nodes to remove the authentication information.

15 20. The apparatus of claim 18 further comprises means for accessing the
authentication information from the first one of the set of switching nodes by a third
one of the set of switching nodes that is in another branch of the authentication
hierarchical structure with the first one of the set of switching nodes.

21. The apparatus of claim 15 or 18 further comprises means for

20 determining by the first one of the set of switching nodes to remove the

authentication information; -

means for transmitting a first message to the second one of the set of
switching nodes to inquire if the second one of the set of switching nodes has still
retained the authentication information;

25 means for removing the authentication information and maintaining a
pointer to second one of the set of switching nodes by the first one of the set of
switching nodes indicating that the second one of the set of switching nodes has the
authentication information upon the second one of the set of switching nodes
responding affirmatively to the first message; and

30 means for removing the authentication information and transmitting a
second message to the second one of the set of switching nodes to also remove a
pointer in the second one of the set of switching nodes indicating that the first one of



e
-19- have retained the authentication |nfornatlonﬂ_gpnsequenLLy——eﬁ¥y

nDbLTlty tabl es 606, 701, and 706 for switching nodes 104
110, respectively, have poi nters that point to the E

‘information for the tel ephones actual| regi stered

nodes. A "0" in the authentication pol er field of the 5 nDblllty table
i ndicates that the authentication information is not being stored on

t hat parti d\ﬂ set oﬁwuciﬁng"lgpdes)ha the authentication mfonnatmompon thersgcondeonerafvi ous

exanpl e whgy, e 110 and

regi sters onto svm tc % nodée@%cﬁﬁ%ﬂ?gauv%lyt?q he 1 n o At i on

illustrated in the tables of FIG 13. When PCS t el ephone 168 registers on
switching 10 nodez#Ofpe 5ﬂp§rammflclélm TPRRGEMRRAL u@mfopaétbﬁmnrr@%l ves the
directory tel ephone and resident swtching no
mobi |ty nﬁ?ﬁ@%“é?wpf&ﬁi)wwfpb?ﬁwla““&&'a?ﬁhﬁé@%M'FR*W" f'atb‘?fénfﬁeﬁﬁ of FIG 13
and det & Mad@vity ihaﬁ othTer moabileRlphbRésegivicrall dr e first onélof delserof t el ephone
nunber 4401..The ility managenent application then transmts a
message upSYHE § &% i cation hierarchical structure to switching 15 node
104 requesting the authentication information for directory tel ephone
nunber 4401. The nobility managenent application of swi tching node 104

exanm nes entry 1302 and determ nes that it does not have the authentication
information but that swtching node 110 is |lower in the authentication

hi er ar chi cal structure. This determination is made on the basis of the
node pointer field of 20 entry 1302. The nobility nmanagenent application
of switching node 104 then sends a nmessage down the authentication

hi erarchi cal structure to swi tching node 110. Thi s message requests

t he authentication information and also inforns sw tching nodes in
this dowmward direction of the authentication hierarchical structure that
they are to renove their entries with respect to tel ephone nunber 4401 in
their 25 nobility tables, after having transmtted the authentication
information to the




o

mobi{ity managenent application of sw tching node 104. : The
m)bl ity managenent application of switching node 110 is THIS&#EQ'H&IA‘SGBééN
the nessage to renove entry 1301 and to transmt the authgnti caRERLACED

i nformati on pointed to by the authentication pointer fielt
switching 30 node 104. The nobility-@nragenent application of switching
node 104 is responsive to the authentication information to store this

4] o e AN R THRVTICATION HIBRARCHECAL STIROCIURE U SWITCRING. S
mobility manggém PM&&&A@E% MBEM%AW INFORMATION ¢ ansnits
the aut herAbstPddeon i nformation to the nobility management application of 35

swi t chi ng 'node 109., The, | attey. nobi,lit li.,cafi on then inserts
entry 1481 into tabf@ngHg smtclfﬂf'&“oﬁ% Ofé'l ‘gg‘“ﬁ“’g‘sﬂ RRication SYSem,| ¢ i ng

nobi ity tintl amhentlcauon hxerarchlcal structures with respect to authentication information, - 20 -
Consi der now t he

f t

sggoﬁ\(ljm e?ﬂ%[}% %tfoé”f' rﬁ‘%‘hﬁ&é&“&%’"ﬁ&f’“ wnthlnsl.p%r e all of the
aut hent i cauﬂmntlcationrhmtardlmal Eth[éxuréEa]l switchingonaeles in that autlanéicationo

di t ' : | - h
node. of  HAGERRATErARE Shn A4 e Bhindfiicaipn MiChfadons AH st icabe 00 S0,
has nai nt diieracschical sipictuse allows apyewisching-nodecthat, lspaxpgf thp@mluatmauonc ated by
the fagy tHichrchital &nk'ﬁﬁ% t&Bthithe %@m@ﬁ&:aﬁon info gfm bibthéte

aut henti cation, pol nter fiel her sw tc sw t chi ng
switching node within the authentlcatlon hierarchical structure if another switching

node has the authentication information. Only one switching node is required to
retain the authentication information within a given authentication hierarchical
structure.

i

. This Sheet Has Been R

(WO




nodes~104 and 110 have not mai ntai ned copi es of the authentication

i nf ormati on and only have a "0" entry in their authentication pointer
field of the nobility tables. PCS 10 telip!]ﬁone 168 is considered to be
regi stered on switching nodeggd1Q_hbut is not engaged in an acti

t el ephone call. & &| PCS tel ephone 168 places a call ile
regi stered on swtching - Yo&EAl10 with nobility table 706 contai n\ng
the information illustrated i n|{Fl&@j 15, “the nobility managenent

application of switching nodex has to request the 15 authentication
informati on from switching nodd04. Since the authentication
information is not present on@Wijt ching nod@104, the nmolprT]

application of swtching node ; & aut henti cat@fn 1nfo
from swi t chi ng node 110 A Biad @i hent i catiof i'f or mag =Pn.
aut henticati on i nf or mat&So = e Ft chi 3¢ 88ode

U VV
dhi ng node 110} THe nobi Bty

managenent application in sw &hi nodes 104 and

entries 1502 and 1501 of FI G§g they are i ihes
1302 and 1301 of FIG 13. Oncggs\ tch@Tj]node 110 has thdg

aut hentication information, PES getpphone 168 can_co

cal | . Wth resp b se¢n i g e
situation where 25 PCS tel eplfr §10 precior B84

when the mobility tables e comBepls & il12s ’

The nobility managenent applicati g g & W tEhi ng ¥odd 1P S
mobi lity table 701 of FIG 15 and=3@lernires th& it : e an
entry for tel ephonegnunber 4401 a@@ Tlquests thé authenticatfo

i nformati on from skt gh+reg—rode e ty—Hrafafg e neat I fF]i on of
30 switching node 10\4} transmts a age to the nobi|itwgnage

appl i cation of sWi t chi ng node g requesting the huthentication

i nformation an§inform’ ng that ility managenent application to
renmove entry 1%01 of F maraggment appl i cation of

swi tchi ng nod 0 re ' hat It does not

have the auth t hat nmessage, the
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35 nobi | i ty managenent application of sw tching node 104 requests the

aut henti cation I nformation fromthe nobility nmanagenent application of
sw tchi ng node 101. The _

-21 - I att bi IZy managenent application - transmts the

aut henti cation ti to the rmbi lity ppagenent application of

'swi t chi ng node qu\/\ﬁ gyn turn t he authentication
i nformation to sw I'ng node 109. After i -H oper ati ons have been
conpl eted, the state of the m)bllltyta ostU _ilhat illustrated in 5 FIG

16. FIG 17, in oW cpart | oINg trates the
operations perforned by a W t chjfg nodg ug ecei VIMeng regi stra§2 on
request from dOPCS t eleet™on pfock 1701 | esP8 S|ve s~ eduest
to read the tel‘epiS¥E he SWH CHN r f d SWIFCHING: .
Control is then t : ed to 0D o[fe i 02 1CN |ch exa s e
nmobi lity table of thg nodetod ermye if there is ate ephone nunber

entry for the Bel ephqne of 108ye fCS tel phone Remenber that the swi tching

node wil | W Y Off ST ®bn information for a period of
time even HF@* % m w'rm contact with the sw tching
node via the base S possi ble that a user of a PCS

t el ephone has gonegf hone has used their t el ephone at hone, and then
returned tg.Jheirfofficdq The swtching node serving the office still
has mai nt alfed aZcony o he, 308 hentication information or there is a copy

0D ODE
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stored within the authentication hierarchical structure of which the

swi-t chi ng node is a part. |If decisi | ock 1702 determ nes that the
PCS t el ephone is not registered on t node, control is transferred to
deci sion block 1703. 20 Deci si on block 1703 determines if
the switching node is part of an aut henti cati on hierarchi cal

structure. If the answer is yes, decision block 1704 det er m nes

whet her the switching node is the highest node in that authentication
hi erarchi cal structure. If the answer to decision block 1704 is no, a

request is sent to t he next highest node in the structure for the

aut hentication information and control 25 1is transferred to decision block
1708. Returning to decision block 1704, if the answer is

yes, control is transferred to bl ock 1707 which sends a request to the
resi dent node utilizing the resident's switching node nunber to route

the request for the authentication information. Then, control is

transferred to decision block 1708. Decision 30 block 1708 is re-executed
until the authentication infornmation L’ﬂ{gﬁeiv d. When the
authentication information . is received, ntrol is transferred to deci sion

bl ock 1709. If the authentication informati on was received fromthe
resident node, then it is necessary to fill out the nobility tables in
t he authentication hierarchical structure if one exists. If the

informati on was received fromthe resident node, control is 35 transferred
to decision block 1711 which determnes if the requesting node is part of
an aut hentication hierarchical structure. If the answer is yes, control is

transferred to . -~
' 4 APPLICATIONS
408~ :
APPLICATION LAYER
407~
PRESENTATION LAYER
. 406 | -
" SESSION LAYER
405~
TRANSPORT LAYER
404~ |
NETWORK "LAYER -
& (TP
' LINK INTERFACE
w2 \ W~
i
W~ /1
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t he hi ghest node in

requesting node is not the hlghest

Z{behl

er archi cal
then it

stru

deci sion block 1712 which determnes if the requesting node is
t he authenticati

cture. If the

S necessary tO send

t he aut henticatio rf TPITUpP—10] t he hi gheg, Tope -t IET he
aut henti cati on hlgs cgg:a tfugtyirp so that Ehose§53d=s cpn| f ut 5
their nobility talheq. hi o performeds by BF okl NI:ln ly,
control is t f&fefl {o]blogk| 1714 whi cBgylo¥pdp it h| the
regi stration in a*nhotjes| nhnhet . Not e, th&t™qomef ol Eah kI Eol b
transferred to bl %3 T®H {rbmidécis| on bl ocks s 1 1)1, 1712.
Returning to deci 8 %%@2 the PCS t B®ih aﬁl_ls Jlste ed on 10
the node which i s&eeli @{EU bylab™Entry for thgglgfi)’en bef pef ng
present in the ol | {y]t §ble] [ hen controt“ts=sfahsfefr eci si on
bl ock 1716. If th tad ¢ n i nfornaghorn k$ BrL -he node,
deci sion block 17Gp tir @$TET$ cpntrol to oqk%VT. f the
aut henti cati on i nfor fatTomT TS0 esent whiTir1Ts 11 t he
authentication poinger of the nobifgty table forgghe 15 particul ar
t'el-ephone nunber beBhyg—t0y+reprire is transfer& eHppar-Beck 1717.
The |l atter deci si | QG efijiésitphat indeed 't} o n
authentication ESl & ructure. If Si3s is an
error and control @g|t Paps|{elT | to block&dl pr oceksi ng.
| f the answer is ye&[to—fet$i ck 1717, &2 T rred to
bl ock 1719 whi ch reeples™ nfication ipk f ok e next
| owest node in th t i prarchi cal uE§ c| 313
bl ock 1721 waits fowdit fe he request=¥ir "t he| apthept| cptj on
I nformation fr Th swi t chi ng ge rrtne-auarhemnti cati on
~information is recelved, Is transfer to block 1714. However,
if the authenticatio | not recd Y U IS
transferred to bl ock 1% st t he aut hertjga-t--ev-% «Rf oy mat i on
from the next higldr Xl n the autEintiEi i hnl bl el af chifcal
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structure. Block 1722 transfer

for the

control
aut hentication infornation to, be recei ved.

to decision block 1723 which waits

If the

aut henti cation |nforrrat|on i's recelvi{d control is transfer to bl ock
1714. However, if e A i nf or gat oS teeetved,
control is transf r-lerror aroﬁe§si g, 3’0 S | n’ce t he
aut henti cation infg Qﬂen son@gwher® wilt il 0l _tihe

aut henti cation hi etEpd s S I GS. 8land 19
illustrate, in flow-we opdr gt i ons YpeF byt 4

swi t chi ng node V\,heg racei ves2ad[ CE F

aut henti cation 4 ﬂ bl ock5 b]ﬁﬂﬂdﬁﬂiﬂ there is
a tel ephone nunberga3xs Tlity taﬁé M |EN{CTY | ndi cat es
that the sw tching Twek]0 |L TIE [aUT TIENit i cat i on
i nf or mati on bei ng DR to deci bl e olsieiw

-23 - bl ock r ansf efl g I %1?323 a

t el ephone nunber en ry s ci si on bl e84+ —t+H-s—+ndi cat es
that the swtching node Ls_ei [ esi delﬁ_gmlchi ng _node or part
of an authenticati r Wlt‘lg riesjpect} tjo |t Hat
particul ar tel eph & i<isgn {5 bl ock
1801, when the ans@etf|i 'uI k 1 :?jege i t e

swi t chi ng node= iit.chiing rfﬁcﬁ Lfl | esi dent
swi t chi ng node, bl hé' ijlon to the

swi tchi ng node mar
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t el ephone being registered on it with the authentication information marked

as

comng fromthe resident switch
switching node 10 transmts a nessage t

Sl

node.

Furt her,
e switching node that had

t he resident

formally registergd request idg t el ephone
nunber entry fromdt tlabl . After =2t are
sent, control is a bljogk 1813. Ly tjurning to
deci sion block 1 [ rf ijs no, contBeR|i rred to
deci si on bl ock 1864y i nes] whet her t'ne™ g 15 from
above or below t hZe& in the auth cal
structure. 152 cgdm ng from ransferred
to deci sion bIocﬁgxg |Jatlt er deci si he
aut henti cati on poterit wilth the e n the
mobi lity table. It not equal t%gée t hat
the authenticati i priesent on t 3 control is
20 transferred to QI atter block &
aut henti cati on i nf @natien to-i-he requesti @ node
~marking this infowalio olm'ngf omthe Quf
hi erarchi cal stru =) 16/3Fhen renov § y
before transferri ¢ I 1817. Si he
aut henti cation 2 one from%g node,
this indicates thajwmihem 5 hone is hejie not her
swi t chi ng node, hed h er ﬁ pved for
the present switcwg ol o~ on bl ock
1806, if the aut her@ Catrompornter—i s zero, g R 07 is
execut ed which determ ' rasent switchin e | owest
swi t ching node in the ik hentikakipr hierarchical [sg flif is the
lowest 30 switchgpgin nd { he gyt henticati il nED s| npt :
present, then a nBsSsS{UE TS ent| back by ck Aty ng that the
aut henti cation i nEb@eg pn| i b nof prlesent . H3Blo Enj renoves the
t el ephone nunber T AySENpre [rhngflerring coﬁgﬁﬁh b pck {L813. If
t he answer to decj nSp| opk| 1BOJ | 4 no, contraSis ed| tp
bl ock 1808 whi ch E?Eles& t hel apt heptli cation i yemebn| ff o [ he hext
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=l S el IR~ 1 R
3 1= 3 =
2 - s [
=g =8
3 E s
=] ' =]
% = = =
o2
= S | 2 S
- - =]
™ gst = é’g =
8= = e =
. Eaf® = Eal® =
QL 5= » 2=
I g 3 = |z ¥
= 2 2| 2
b Lad
(7 = (7] =
N e
et | o=
= 2 E| | B EI B
D




- s

35 switchi ng node in the authentication hierarchical structure. Decision
bl eck 1809 awaits the response for thjs request. If the authentication
information i s not — 7}18 . - 24-

received, control s |
di scussed. |f he
transferred to bl ESh
Returning to deci 3reh

for the aut henticgig
£

ggisferred to bl ock 1811 which has al ready been

h ntnggion information is received, control is
S€ operations have al ready been di scussed.

c 8d4 jwhi ch det erni ned whet her the request 5

? Tqrrjetgrgn i s from above or bel ow the present
rgﬁél%; t was from bel ow the present sw tching
nSTier

swi t chi ng nod

31301 1 | 108 | 0 ]POINTER

TeL 4| sTare woo 4]
T

node, control is Seae STiET|rygdit o deci sion bl ock 1818. The latter
deci si on bl ock dete THer] t he present sw tching node is the
hi ghest swi tchi ng godp dJrle hentication hi er 4r CRIIS[TpCI el f
t he present switc%ng r§ e hi ghest swi tchi ng ncg 13" t hen o}ut ol
is transferred to Tdec 1824. The latter deci N bl ogk] &
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transferred to bl error processing. FJ%;'E' pat—J t Y s
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transmts the authentication information to the requesting sw tching node
as -com ng fromthe authentication hierarchical structure and transfers
control to block 1827. &éﬂurning to decision block 1818,
if the present switching node is not 20 the highest sw tching node in the
aut henti cation hierarchical structure, control is transferred to

deci sion bl ock 1820 which determnes if the authentication I nformation
is present on the switching node. If the answer is yes, control is

1

transferred to bl ock wheseePeat gopn i s descirkeeb v t hgy answer
i's no, control EEE ock 1819 g hvk eqd e -

aut hentication infor ] 2] firgmjt hid next high swi tlchl nig ndegn t he
aut hentication hierafciijcal Istiructlurle %d tr [ _lcont t 02

deci si on bl ock 1821 Qi 'mawm of aut henfi ijon f opgrat i ON
| f authentication in il dn §i o dotl r&eived, thidiks jan or| flor& he
same reasons as it RE | O th rg&pect to bl 28.1 Iff e @
authentication & gatf o ecBt ved, c&iIS=A tf ansff orrfed™ o

bl ock 1822 whi ch nt&ation | _T N t

swi tchi ng node af a

hi erarchical str

| Ir eglesti ng
havi n ram [t hie nengg cati on
ckui822 ~SIB E%QI’S dn't]:dl Lo bl ock
1823 which store

| ¢ or nat i
ty ableta T [ {

FOR

aut henti cati on pGEeP
Returning to decigio I fl tfere is t | gt epuh ng nuribegs 35
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225 requesting switching node is a Iower swi tching node in the

authentication hi erarchi cal structure, Is not a | ower sw tching
node, control is transferred to bl ock /1305 for error processing. If it
is a lower switching node, control is transferred t o deci sion bl ock

1902 which determnes if the requesting switching node is in an 5
aut hentication hierarchical structure with the present-sw tching node. If
t he answer to decision block 1902 is no, control is transferred to

bl ock 1905. |f the afS 0 sigen bl ock 1 STYEST O[] olai s
transferred deci sion Cki 1POy7 ch ~— determi f] the| pf ebept =
switching node is the*%gh S swktjch nggnode in th ‘apt heht | cht itan

hi erarchical structune—J3fli st thel h&hest swit ¢hfofy hoHel EohtfolQis 10
transferred to bl ock Quesket he aut hent3 nf of npt ie@n from
t he resident sw alal e ransferring i 9p9 2 Not e,
that the resident— s@ds thegd nflesd i fept{y<o the
swi t chi ng node WhiRsd : [ t he PCR & efuf nj n~to
deci si on bl ock 199§~|i i&}ld i} , upsl st i@

aut henti cati on i nigtadimis hi ghe% W 5I hoHe £n the
aut henti cati on hi &S E . #Peci si o' RIS wWai fs)fea the
aut henti cati on i Ny | ¥&d and B transfegﬁ
control to he aut & TPr i to
the next |ower swa was t& s tchiﬁ§ node.
Bl ock 1914 stores thg i nf or mat ansfersﬁgontrol
to bl ock 1916. 20 illustra asy afe il,
base station 130. Ba 001 contr rpty op f
radio units 132 thro unit 133 i e IEEand
the other radio unit I gn. Radi 13 ngliudes
cl ock 2016 for provi to Tinme Deﬁult | exer

(TDD) 2011 and prot ocol converter 2015. Radio unit 133 als@ 2 I ncl udes

radio frequency (RF) transceiver 2013, antenna 2017 and fre§|ency
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syhf hesi zer 2012. Transceiver 2013 conprises both an RE transnitter and an

R~ recei ver. Transceiver 2013 denodul ates voice signals and control
signal s transmtted by a nobile unitﬂ/&l\d coupl es the voice signals via
pr ot ocol converter 2015 to base controller 2001 via |link 2010. Base
controller 2001 provides 30 all control for radio unit 133 via bus 2010.
Control signals received from transcei ver 2013 are transferred through
protocol converter 2015 to base controller 2001 via bus 2010. Protocol
converter 2015 i s ak&o-t-es{ersiw odigitally —6£ $hgnal s
recei ved via bus 20 d dordt r& er 2001 I h&e
digital voice signha r tilized fq ' [owd nobile
unit. 35 Signal st gi S respong ' f12m RF
transceiver 2013 to gital f h@eSi gnal
strength being rece , -2
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ant énna 2107 and frequency synthesizer 2108. Tel ephone circuits and keypad

section 2105 permts dialing tel ephone di
for placing 10 and receiving tel ephone c
function including

control

regi stration.

SPI D i ncluding the resident swtching
and is responsive to a request froma sw tching
base station to transmt the SPID including the resident
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Cl ai ms: 1. A nethod of distributing authentication

I nformation in a nobile t el ecommuni cati on system having a plurality of
swi t chi ng nodes, conprising the st epsIZ/ﬂa 5 arrangi ng a
set of the plurality of switching nodes into a authentication

hi erarchi cal structure with each one of the set of sw tching nodes having
I nformati on to identify the swtching nodes of the set above and bel ow
each one of the set of swi tching nodes in the authentication

hi erarchi cal structu ' storing ' 1

for a nobile tel epho toeﬁ)ofthes'

fnf gg mat i on
gl niode f The

aut henti cati on hieraf ctjurle s th the nobi tlelleghgne
registered on the fi hd get$df switchin sp land
accessing the authenji orfjrgt i gn from t he|figrist ne of tge a
swi t chi ng nodes of t atlidn & erarchi call Bty ucturle oyl sec&d one
of the swi t ching] e |ladt hent i cat i L. E5E8cC hy :
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switching nodes are in the same branch of the authentication hierarchical

structure. 25 5. The method of claim2 wherein the first one of
the switching nodes is -+ lower in the lﬂ/ﬂ&ent i cation hierarchical
structure than the second one of the swi t chi ng nodes and the method of
claim2 further conprises the step of receiving by the first one of
the set of the swtching nodes the authentication information froma
resi dent sw tching node assigned to the nobile tel ephone. 30 6.
The met hod of cl ai m S—ftt-her F-exp'i :egt he step gFeprpupteeitioh 2o
copy of the authenti g onj i pf prpraji pnserom the fijr ohe| ol $wW t bhisAg
nodes to the : Lad g * 284
second one of switchi noflep Lippn t1e§i rst one dqf W | es 2
receiving the attgnt cht|op | nforagation frorh%h M te2hi ng
node. Irhe et hbd] of@cl ai m 6 weFe| g
second ones of the, se s {chi ng nodes @I g An® of
t he aut henticati ofR &y i gal ptfugt UTe. SEeé bt 9d of
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authentication information fromthe first one of the set. of swi tchi ng nodes

by - third one of the set of switching nodes that is in another branch
of the authentication hi er ar chi cal stﬂﬁt& ure with the first one of the
set of sw tching nodes; and transmtting a nessage to the
second one of the set of sw tchi.ng nodes 10 by the first one of the set of
switching nodes to require the second one of the set of swi tching
nodes to renove the authentication information. 9. The

met hod of claim7 fur hegnst ep of ac i e o

aut henti cation inforn I r one of th e of |[sW ttchi ng& nodes
by a third one g $Wit ol ng nodes it s irll dngt Herwbr anch
of the authentication 3 bhijcadl tructure thelfilrgt oregthe
set of switching nodqsid L 10. The netdded|off ¢l i 4 ok 7
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swi t chi ng nodes responding negatively to the first message.

-29 - 11. The net hod of c%zu;n 10 wherein the step of
determning to renove conprises the stl f calculating that the nobile
t el ephone has bee S a t7V| ty than ot her m)bl | e tel ephones

regi stered on the fi rst one of the set podes.
12. An apparatus for distributing authe ’f‘l.[@ rmatlon in a nmobile 5
t el ecommuni cation systemhaving a plurality of S tchl ng nodes, conpri sing:
means for arranging a set of the plu= ; BERTO nqggg into a

. t of sw tching

aut hentication hierarchical structurle

nodes having information to idemt : —Rg—Aodes of the set
above and bel ow each one of the set of swi Chl ng nogd#02 n t he
aut henti cati on hierarchical str, 4 {r,:.o Gl RED 0" NODE means for storing
aut hentication information for jJa nobiTe j first one of the
swi tchi ng nodes of the authentifjcation_hjera al Sif'®cture with the
nobi | e tel ephone regi stered onfthe ffrst kUTHENTlCAmN set\NO swi t chi ng nodes;
and means for JaccesXi NINFORMATIONtRRESENT caf i on iinformati on
fromthe first one of {7034the jsw tching nodegyy € aut henlcathm]]
hi erarchi cal structure_hy Seco¥d _gne Q he 19 swi t ching_nodX: he
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13+ The apparatus of claim 12 wherein the neans for arranging conpri ses
means for establishing the authentication hierarchical structure to have
mul tiple branches. og Th%ﬁ)par atus of claim 13 wherein

S

the first one of the switching 20 n i gher in the authentication

hi erarchi cal structure than the --4 B3le of the swi t chi ng nodes and
t he apparatus of claim13 further 0SB ESEANS W Lecei vi ng by the
first one of the set of swtchigg|nod S( cal on information from
a resi dent switching node&s el ephone.

15. The apparatus of claim 14 h 8
25 of switching nodes are in the $smgs ‘ ) auflent i cation

hi er ar chi cal structure. = Bhe |&@)par atus of claim 13
wherein the first one of the.swt (&S 0SS = er in the

aut henti cation hierarchical str T & c@hd one of the

swi tchi ng nodes and the appar at Laer conprises s for
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17.% The apparatus of claim 16 further conprises neans for

comuni cating a copy of the authenticatiop jnformation fromthe first one
of swi tching nodes to the second onePH@ swi t chi ng nodes upon the first
one of swi tching nodes receiving the authentication information from

t he resident sw tching node. 5 18. The apparatus of claim17
wherein the first and second ones of the set - of switching nodes are in
t he sanme branch of the authentication hierarchi.cal structure.

19. The apparatus of claim 15 further conprises nmeans for accessing the

aut hentication information fromthe first one of the set of sw tching nodes
by a third 10 one of the set of switching nodes that is in another branch

of the authentication hi erarchi cal structure with the first one of the
set of sw tching nodes; and means for transmtting a
nmessage to the second one of the set ching nodes by the first
one of the set of switching nodes to Tequite thé second one of the set

of switching nodes to renove the authentication information. 15

20. The apparatus of claim 18 further conprises neans for accessing the

aut hentication information fromthe first one of the set of sw tching nodes

by a third one of the set OﬁWP ik C4d Ng nodes that is in another branch

of the authentication hi erarchieal structure with the first one of the

set of swi tching nodes, 21. The apparatus of claim 15 or

18 further conprises nt8s for 20 de ermning by the first one of the set
QEEE@

of switching nodes to re Qon i nfornmation;
means for transnittiqgof cond one of the set of
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smﬁféﬁ?ng nodes to inquire if the second one of the set_of switching nodes
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AN AUTHENTICATION HIERARCHICAL STRUCTURE OF SWITCHING
NODES FOR STORAGE OF AUTHENTICATION INFORMATION
Abstract '

Arranging switching nodes of a distributed telecommunication system
into authentication hierarchical structures with respect to authentication information.
If the authentication information is stored on a switching node within the
authentication hierarchical structure, all switching nodes in that authentication
hierarchical structure can access the authentication information. An authentication -
hierarchical structure allows any switching node that is part of the authentication
hierarchical structure to obtain the authentication information from another
switching node within the authentication hierarchical structure if another switching
node has the authentication information. Only one switching node is required to
retain the authentication information within a given authentication hierarchical
structure,



