
WO 03/030445 PCT/FI02/00769  1 A method for authenticating a user in a
terminal, an authentication  system, a terminal, and an authorization
device 5 The present invention relates to a method for authenticating the
user of  a terminal, the terminal applying an authorization device, and the
authorization device being connected to the terminal. The invention  also
relates to an authentication system which comprises a terminal  with means
for coupling an authorization device at least for authentica 10 tion, and
the authorization device being equipped with means for  implementing an
authentication protocol. The invention also relates to a  terminal with
means for coupling an authorization device, at least for  authentication,
and the authorization device being equipped with  means for implementing an
authentication protocol. Furthermore, the 15 invention relates to an
authorization device, to be used for user  authentication, the
authorization device comprising means for imple- menting an authentication
protocol. The invention further relates to a  computer program comprising
machine executable steps for  authenticating the user of a terminal
equipped with a device for 20 verifying the rights to use, the device for
verifying the rights to use  being applied for running an authentication
protocol, and to a storage  medium for storing a computer program
comprising machine  executable steps for authenticating the user of a
terminal equipped with  a device for verifying the rights to use, the
device for verifying the rights  25 to use being applied for running an
authentication protocol. In this description, the authorization device
refers to a functional device  which has means for verifying the rights to
use a function and/or a  device before the device is operable and/or in
connection with the use 30 of the device. Such devices for verifying, to be
mentioned in this con- text, include so-called smart cards which typically
comprise a proces- sor, a memory and connecting means. The smart card is
provided with  software or the like for processing inputs entered in the
smart card and  for generating responses. Such smart cards are used, for
example, in 35 mobile stations, as pay cards, as electronic identification
cards, etc.  Furthermore, there are known devices for verifying the rights
to use, to  



prevent the use of copied software. Such a verifying device (called WO
03/030445 PCT/FI02/00769  2 "dongle" or "hardlock") is placed, for example,
in the printer connection  of a computer, wherein the software includes a
security program which  investigates, for example, if the verifying device
is coupled in the printer  connection and, if necessary, it also examines
the identification (e.g. a 5 licence number) possibly stored in the
verifying device. Although,  below in this description, such devices for
verifying the rights to use will  be primarily called smart cards, it is
obvious that the invention is not  limited to be used in smart cards only.
10 Terminals are known, to which it is possible to connect a smart card to
be used, for example, for user authentication. The authentication may  be
necessary e.g. to prevent unauthorized persons from using the ter- minal or
performing such functions on the terminal which other persons  than the
authorized user of the terminal have no right to use. The 15 authentication
functions are normally arranged at least partly in con- nection with the
smart card, wherein the terminal transmits the identifi- cation data
entered by the user to the smart card. The identification  data used is,
for example, a user name and a password or a personal  identity number
(PIN). The smart card is provided with an authentica 20 tion protocol which
is run by applying, as authentication parameters,  the identification data
transmitted from the terminal. By means of the  protocol, for example a
reference number is computed, which is com- pared with the identity number
stored on the smart card. Thus, when  these numbers match, it is assumed
that the user is the person he/she  25 claims to be. A smart-card based
solution can also be used when the user is logged  in a data network with a
terminal. The data network is provided with an  authentication server or
the like, in connection with which are stored 30 identification data of
registered users, such as their name, user identifi- cation and password.
Thus, the authentication server and the smart  card communicate by means of
the terminal and the data network. Also  in such a solution, it may be
necessary to identify the user first in con- nection with turning on of the
terminal, after which a second authenti 



35 cation is performed in the authentication server of the data network.
This second authentication is based on the use of a predetermined
authentication protocol as well as authentication algorithms. Thus, the WO
03/030445 PCT/FI02/00769 3  program codes necessary for running this
authentication protocol are  stored in the terminal and in the data network
The authentication algo- rithm is stored in the authentication server as
well as in the smart card. 5 In the data network, the authentication can be
performed for example  by sending a log-in request from the terminal to the
data network, in  which the log-in request is transmitted to the
authentication server. The  authentication server forms a challenge, or the
like, by means of a  predetermined authentication algorithm. After this,
the authentication 10 server transmits a log-in response message to the
terminal in which  said challenge is included either as such or in
encrypted form. Further,  the authentication of this message can be
verified by a digital signature  which the smart card can check after
receiving the log-in response  message. Next, the smart card produces a
response number on the 15 basis of the user identification data and the
received challenge, by  means of a predetermined authentication algorithm.
The response  number is transmitted to the authentication server which is
capable of  forming an expected number on the basis of the user
identification data  stored in the authentication server and the challenge
formed by it. The 20 authentication server can compare the received
response number and  the expected response number and, from the results of
the  comparison, deduce whether the data used in the formation of the
received response number match with the data used in the formation of  the
expected response number. If the data match, it can be assumed 25 that the
user has been correctly authenticated and the user may start  to use the
data network. A method of the above-presented kind is  used, for example,
in the GSM mobile communication system and in  the UMTS mobile
communication system during login of a mobile  station in the mobile
communication network. The smart card used in 30 the GSM mobile
communication system and in the UMTS mobile  communication system is the
so-called SIM card (subscriber identity  



module) and the USIM card (UMTS subscriber identity module),  respectively.
As the authentication server, an authentication centre  AuC is used. The
SIM cards contain a mobile communication network  35 operator specific
authentication algorithm. WO 03/030445 PCT/FI02/00769  4 In smart-card
based solutions, the user data and the authentication  algorithm can be
changed by replacing the smart card with a new  smart card provided with a
new authentication algorithm. In a corre- sponding manner, this new
authentication algorithm must be installed  5 in the authentication server,
if it is not already installed. A problem in the above-presented solutions
of prior art is, inter alia,  that the authentication protocol cannot be
changed simply by changing  the smart card. For example, different
authentication protocols are 10 used in GSM mobile communication systems
and UMTS mobile com- munication systems, wherein a mobile communication
device comply- ing with the GSM mobile communication system cannot be
updated to  use an identification protocol used in the UMTS mobile
communication  system simply by changing the smart card. Thus, the changes
in the 15 authentication protocol also require changes at least in the
terminal  software and, if necessary, in the software of the authentication
server.  The user of a mobile communication device may move within the
range  of different mobile communication networks. Thus, when the user is
in 20 another network than his/her home network, the authentication is per-
formed in such a way that the roaming network transmits the messages
according to the authentication protocol between the terminal and the
authentication centre of the home network. The authentication is thus
performed by the authentication centre of the home network. Thus, the 25
authentication algorithm can be set to be operator-specific e.g. in GSM
mobile communication systems and in UMTS mobile communication  systems,
because all the values to be used in the authentication are  formed in the
home network. The roaming network does not need to  know the algorithm
because its function is only to compare the figures. 30 To maintain the
operability of mobile communication devices in differ- ent mobile
communication networks, the authentication protocol cannot  



be set to be operator-specific when using solutions of prior art.
Communication networks are also known, in which it is possible to 35 couple
a work station in a so-called home network, for example by  means of an
optional telephone network. Some of these so-called dial- up networks apply
an extendable authentication protocol (EAP). In WO 03/030445 PCT/FI02/00769
5 such systems, the purpose of the roaming network is only to transmit
messages complying with the EAP protocol between the terminal and  the
authentication centre of the home network. The roaming network  does not
need to be capable of interpreting messages complying with 5 the EAP
protocol. A new authentication protocol or algorithm can be  introduced
without changing the roaming network at all. However, the  terminal must be
changed, because the software required by the new  EAP protocol type must
be updated in solutions of prior art. 10 The EAP is a standard defined by
the Internet Engineering Task Force  IETF for the extended authentication
protocol to be used in connection  with a point-to-point protocol (PPP),
and its more specific definition is  presented e.g. in the IETF document
rfc2284.txt. The standard com- prises the definitions for the structure of
messages to be used for 15 authentication. The EAP message comprises a
header field and a data  field. The header field defines, for example, the
type, identification and  length of the message. The messages are
transmitted in message  frames of the PPP protocol used in the data link
layer. 20 It is an aim of the present invention to provide an improved
method for  user authentication. The invention is based on the idea that a
smart  card is provided with an extendable authentication protocol
interface  (EAP IF), through which the authentication functions are
performed on  the smart card. To be more exact, the method according to the
present 25 invention is primarily characterized in that the authorization
device  applies an extendable authentication protocol interface, through
which  at least some of the authentication functions are implemented. The
system according to the present invention is primarily characterized in
that the authorization device is provided with an extendable authenti 30
cation protocol interface as well as with means for implementing at  



least some of the authentication functions via said extendable authenti-
cation protocol interface. The terminal according to the present inven-
tion is primarily characterized in that the authorization device is pro-
vided with an extendable authentication protocol interface as well as 35
with means for implementing at least some of the authentication func- tions
via said extendable authentication protocol interface. Further- more, the
authorization device according to the present invention is WO 03/030445
PCT/FI02/00769 6  primarily characterized in that the authorization device
is provided with  an extendable authentication protocol interface as well
as with means  for implementing at least some of the authentication
functions via said  extendable authentication protocol interface. The
computer program 5 according to the present invention is primarily
characterized in that the  computer program further comprises machine
executable steps for  applying an extendable authentication protocol
interface in the device  for verifying the rights to use, including machine
executable steps for  processing at least some of the authentication
functions through the 10 extendable authentication protocol interface. The
storage medium  according to the present invention is primarily
characterized in that the  computer program further comprises machine
executable steps for  applying an extendable authentication protocol
interface in the device  for verifying the rights to use, including machine
executable steps for 15 processing at least some of the authentication
functions through the  extendable authentication protocol interface. The
authentication proto- col interface to be used in connection with the
present invention is  extendable in the sense that any authentication
protocol can be imple- mented by using said interface without changing the
interface or the  20 terminal software or the device in any way. The
present invention shows remarkable advantages compared to  solutions of
prior art. When applying the method according to the  invention, the
authentication protocol to be used for user authentication 25 can be
changed by changing the smart card. Thus, there is no need to  update
software in the roaming network or in the terminal. In this way,  for
example in mobile communication networks, the authentication  



protocol can be operator-specific, because the authentication centre of
the home network is used as the authentication centre. Thus, a differ 30
ent authentication protocol may be used in the roaming network than in  the
user's home network. As there is no need to update software, the
transmission of update files is avoided, which is complicated and diffi-
cult to control. 35 In the following, the invention will be described in
more detail with  reference to the appended drawings, in which WO 03/030445
PCT/FI02/00769  7 Fig. 1 shows an authentication system according to a
preferred  embodiment of the invention in a reduced chart, Fig. 2 shows a
wireless terminal according to a preferred embodi- 5 ment of the invention
in a reduced block chart, Fig. 3 shows a smart card according to a
preferred embodiment of  the invention in a reduced block chart, 10 Fig. 4
shows the method according to a preferred embodiment of  the invention in a
signalling chart, and Figs. 5a to 5e show some messages to be used in the
system  according to an advantageous embodiment of the invention.  15 In
the following detailed description of the invention, the authentication
system of a mobile communication network 2 is used as an example of  an
authentication system 1, but the invention is not limited to be used
solely in connection with mobile communication networks. The mobile 20
communication network 2 is, for example, a GSM mobile communica- tion
system or a UMTS mobile communication system, but it is obvious  that the
invention can also be used in other communication systems.  The present
invention can also be applied in connection with 25 UMTS-SIP authentication
which applies a protocol complying with the  EAP standard, as well as in
systems applying the IEEE 802A X  authentication protocol. Said protocol is
also being introduced in wire- less local area networks (WLAN), and it is
based on the application of a  protocol complying with the EAP standard. 30



The authentication system comprises an authentication server 3, such  as an
authentication centre AuC for a mobile communication network.  The
authentication system also comprises communication means 4 for
transmitting the data required in the authentication between the termi 35
nal 5 and the authentication server 3. The communication means com- prise,
for example, base stations 6, base station controllers 7 as well as  one or
more mobile switching centres 8 in a mobile communication WO 03/030445
PCT/FI02/00769  8 network 2. The authentication server 3 can be a separate
server con- nected to the mobile communication network 2, or it can be
arranged  e.g. in connection with the mobile switching centre 8. 5 Figure 2
shows a terminal 5 which complies with an advantageous  embodiment of the
invention and which can be used in the authentica- tion system of Fig. 1.
In this advantageous embodiment of the inven- tion, the terminal 5
comprises e.g. mobile communication means 9 for  communication with the
mobile communication network 2, a user 10 interface 10, a control block 11,
memory means 12, 13, as well as con- nection means 14 for connecting a
smart card 15 to the terminal 5. The  memory means preferably comprise a
read only memory (ROM) 12 as  well as a random access memory (RAM) 13. The
connecting means 14  for connecting the smart card 15 can be, in practice,
implemented in a 15 variety of ways. One possibility is to use a physical
connection, wherein  the connecting means 14 comprise connectors or the
like which are  coupled to corresponding connectors in the smart card 15
when the  smart card 15 is installed in the terminal 5. These connecting
means  can also be based on a wireless connection, wherein the connecting
20 means 14 and the smart card 15 comprise wireless communication  means
(not shown), such as radio communication means (e.g. Blue- toothT"', WLAN),
optical communication means (e.g. infrared), acoustic  communication means,
and/or inductive communication means. 25 In the terminal 5, preferably in
the software of the control block 11,  there is also implemented a protocol
stack for making the necessary  protocol conversions when messages are
being transmitted from the  mobile communication network 2 to the terminal
5 and from the termi- 



nal 5 to the mobile communication network 2. 30 Figure 3 shows a smart card
15 which complies with an advantageous  embodiment of the invention and
which can be used e.g. in connection  with the terminal 5 shown in Fig. 2.
The smart card 15 preferably com- prises e.g. a processor 16, memory means,
such as a read-only 35 memory 17 and a random access memory 18, as well as
connecting  means 19. WO 03/030445 PCT/FI02/00769  9 As the read-only
memory 12, 17 it is possible to use, for example, a  one time programmable
ROM (OTP-ROM; programmable ROM or  PROM) or an electrically erasable
programmable ROM (EEPROM;  Flash). Also, a so-called non-volatile RAM can
be used as the read 5 only memory. As the random access memory 13, 18, it
is preferable to  use a dynamic random access memory (DRAM) and/or a static
random  access memory (SRAM). For example, the user authentication
algorithm to be run when the ter- 10 minal is turned on, as well as the
terminal user authentication algorithm  to be run during its login in the
mobile communication network 2, are  stored in the read-only memory 17 of
the smart card. Furthermore, the  read-only memory 17 of the smart card
contains stored functions of the  extendable authentication protocol
interface which will be described 15 below in this description.
Furthermore, in a way known as such, the  read-only memory 17 of the smart
card contains other program com- mands which are necessary for controlling
the functions of the smart  card. 20 In a corresponding manner, the
read-only memory 12 of the terminal  -contains stored program commands
required for controlling the func- tions of the terminal 5, program
commands required for communication  between the smart card 15 and the
terminal 5, program commands  required in connection with mobile
communication functions, control 25 commands of the user interface, etc.
However, it is not necessary to  store authentication protocol functions in
the terminal 5, because in the  system of the present invention, these
functions are performed in the  



extendable authentication protocol interface implemented on the smart
card. 30 In the extendable authentication protocol interface presented in
this  invention, it is possible, for example, to implement an operation by
which the smart card is requested for the user identification, as well as
an operation by which a request message, such as an EAP request, 35 can be
entered in the smart card. Thus, the function of the smart card  is to form
a response (e.g. an EAP response) to this message. The  terminal and the
roaming network can be implemented in such a way WO 03/030445
PCT/FI02/00769  10 that it is possible to carry out more than one exchange
of request and  response messages before the authentication result is found
out. Fur- thermore, the smart card preferably contains an operation by
which key  material formed in connection with the authentication can be
provided 5 for use by the terminal. After this, the key material can be
used for  encryption of information to be transmitted, for example, via the
radio  channel, which is presently used in e.g. the GSM and UMTS mobile
communication networks. 10 At the stage when the terminal 5 is turned on,
it is possible to perform  user verification, known as such, for example so
that the terminal 5 dis- plays, on the display 20 of the user interface 10,
a notice where the  user is requested to enter a personal identity number
(PIN). After this,  the user enters, e.g. with the keypad 21 of the user
interface 10, his/her 15 password which is transmitted by the terminal
control block 11 to the  smart card 15. On the smart card 15, the processor
16 checks up the  password in a way known as such, by means of user data
and an algo- rithm arranged for the checking, which have been stored in the
read- only memory 17 of the smart card. If the password was correctly  20
entered, the terminal 5 can be turned on. After the turning on, it is
possible to start login in the network, if the sig- nal of a base station 6
in the mobile communication network 2 can be  received in the terminal 5.
If it is possible to log in the network, the 25 transmission of messages
(signalling) required for login is started,  



which is known as such. During the login, a location update (LA) is
performed, if necessary. Furthermore, in the login process, a transmis-
sion channel and a receiving radio channel are allocated for signalling,
to be used by the terminal and the base station in the communication. 30 In
connection with the login, the terminal is authenticated, which is  shown
in a reduced manner in the signalling chart of Fig. 4. The  authentication
server 3 of the mobile communication network 2 gener- ates a login request
501, of which an advantageous example is shown  in Fig. 5a. 35 The login
request is preferably a message which complies with the  extendable
authentication protocol and comprises certain records WO 03/030445
PCT/FI02/00769  11 containing values which can be changed to form several
different mes- sages, using substantially the same record structure. The
message  preferably comprises a header field and a data field. The header
field  contains, inter alia, the following data records: a code record 502
for 5 transmitting information about whether the message is a request, a
response, a success or a failure; an identification record 503 which is
used for identifying the messages e.g. in such a way that successive
messages should contain different identification data, except when the
same message is retransmitted; furthermore, a length record 504 indi 10
cates the length of the message. The data to be transmitted in the data
field depends, for example, on the purpose of use of the message. In  the
system according to an advantageous embodiment of the present  invention,
the data field contains a type data record 505 which indi- cates the type
of the message in question. For example, on the basis 15 of the EAP type
number, the terminal 15 can determine which smart  card 15. or program
module will process the EAP type (or authentica- tion protocol) in
question. The other data records contained in the mes- sage are
type-specific and may contain, for example, data which are  specific. to
the authentication protocol used, such as various chal 20 lenges,
responses, digital signatures or verifications, message authen- tication
codes, etc. 



With the login request, the authentication server 3 requests the termi-
nal.5 to transmit its own identification data. The transmission of the  25
login request is indicated by arrow 401 in Fig. 4. The mobile communi
cation means 9 of the terminal 5 perform the necessary operations to
convert radio-frequency signals to baseband signals in a way known as
such. The login request is transmitted in the terminal 5 to the smart  card
15, in which the message is processed in the extendable authen 30 tication
protocol interface. In practice, this means that the processor 16  of the
smart card receives the login request and runs the necessary  operations.
The processor 16 of the smart card generates a response  in which the data
field contains identification data of the user of the  terminal, preferably
an international mobile subscriber identifier (IMSI). 35 This international
mobile subscriber identifier contains a mobile country  code (MCC), a
mobile network code (MNC) as well as a mobile sub- scriber identification
number (MSIN). In each SIM-type smart card 15, WO 03/030445 PCT/FI02/00769
12 this identifier IMSI is unique, wherein the mobile subscriber can be
identified on the basis of this identifier data. In a case complying with
the EAP standard, the identifier is transmitted  5 in an EAP
response/identity packet, in which the identity in the roaming  network is
a so-called network access identifier (NAI). In an advanta- geous
embodiment of the invention, the user identifier (e.g. IMSI) is
transmitted in encoded format in this network identifier. In a general
case, the network identifier is a character sequence which identifies the
10 subscriber. It may contain an operator identifier, wherein it is in a
form  resembling an e-mail address: user identifier@operator.countrycode.
After the reply message has been formed in the smart card 15, the  smart
card 15 transmits this message via the smart card connecting 15 means 19 to
the terminal connecting means 14. The terminal control  block 11 reads the
message, makes the necessary protocol conver- sions; and transmits the
message to the mobile communication  means .9, to be converted to
radio-frequency signals. The terminal 5  can now transmit a login request
to the base station 6 (arrow 402). The 20 login request is received at the
base station 6, from which it is trans- 



ferred via the base station controller 7 to the mobile switching centre 8.
The mobile switching centre 8 transmits the message further to the
authentication server 3. After this, the message is examined in the
authentication server 3. 25 In the mobile communication network, the
response is transmitted to  the respective user's home network, in which
the authentication  server 3 processes the received response and checks the
subscriber  data e.g. from a home location register HLR. After the user's
subscriber 30 data have been checked from a database, the user
authentication  process is started, to verify that the user is really the
person whose  subscriber data are given in the response. The authentication
server 3  continues the authentication process by forming an authentication
start  message, whose data field contains transmitted information, for exam
35 ple, about the protocol versions supported by the authentication  server
3 (arrow 403). An advantageous form of this message is shown  in the
appended Fig. 5b. WO 03/030445 PCT/FI02/00769 13  In the terminal 5, the
message is transmitted to the extendable authen- tication protocol
interface of the smart card 15 where, for example, the  protocol version
data transmitted in the message are examined. If one 5 or several protocols
available at the authentication server 3 are also  available on the smart
card 15, one of these protocols is selected in the  smart card 15 to be
used in further steps of the authentication process.  Furthermore, this
protocol may also define the authentication algorithm  to be used for
authentication. 10 It is obvious that the above-presented transmission of
messages is  only one example of how the present invention can be applied.
The  number of messages processed by the smart card 15 may be different
from that given in the presented example. In a general case, various 15
requests (e.g. an EAP request) are transmitted from the communica- tion
network to the terminal 5 and guided by the software of the termi- nal 5 to
the smart card 15: The smart card 15 generates responses  



(e.g. an EAP response) which the terminal 5 transmits to the roaming
network and from there further to the authentication server 3 of the 20
home network. The number of these -requests, and responses is not  limited,
and they only need to be intelligible to the smart card 15 and  the
authentication server 3. In general, authentication protocols are based on
the rule that the  25 authenticating device and the device to be
authenticated apply the  same authentication algorithm in which the same
figures are used as  inputs. For example, in the GSM mobile communication
system, each  mobile subscriber is allocated a secret key Ki which is
stored on the  SIM card. Furthermore, this secret key is stored in the home
location 30 register of the mobile subscriber. The authentication algorithm
com- putes a response number, wherein by comparing the response num- bers
formed by the authenticating device and the device to be authen- ticated,
it is possible to authenticate the other party with a high prob- ability.
To reduce the possibility of misuse to a minimum, all the figures 35 to be
input in the authentication algorithm are not transmitted between  the
devices but they are stored in the device and/or in a database  where they
can be retrieved by the device. In particular, said secret key WO 03/030445
PCT/FI02/00769 14  is not transmitted at any stage in the mobile
communication network. In  this method according to an advantageous
embodiment of the inven- tion, the following steps are taken. 5 The smart
card 15 selects a first random number NONCE_MT by any  method. Furthermore,
a period of validity can be selected for the key to  be defined in the
authentication process. Information about the  selected authentication
protocol, said first random number NONCE_MT  as well as the period of
validity which was possibly selected are trans 10 mitted in a login
response to the authentication server 3 by applying the  above-presented
message transmission mechanisms (arrow 404). An  advantageous form of this
message is shown in the appended Fig. 5c.  The authentication server 3
retrieves n number (n >_ 1) of GSM triplets, 15 each triplet comprising a
second random number RAND, a signed  response SRES and an encryption key Kc
from the home location  



register HLR. The authentication server 3 retrieves the GSM triplets  from
the home location register HLR using the GSM roaming network  and the
Mobile Application Part (MAP) protocol, as known in the prior 20 art.
Furthermore, using one or several authentication algorithms  corresponding
to the selected authentication protocol, the  authentication server 3
computes a session key K as well as a first  authentication code MAC_RAND.
The parameters used in this  computation are preferably the encryption key
n*Kc, the random 25 numbers n*RAND, the international mobile subscriber
identifier IMSI,  and the first random number NONCE_MT. For the key, the
authentica- tion server 3 may accept the period of validity suggested by
the smart  card 15, or it may select another period of validity. In a
check-up start  message to the terminal 5, the authentication server 3
transmits one or 30 more random numbers n*RAND selected by it, the first
authentication  code MAC_RAND computed by it, as well as data about the
period of  validity selected for the key (arrow 405). An advantageous form
of this  message is shown in the appended Fig. 5d. 35 In the extendable
authentication protocol interface of the smart card 15  of the terminal 5,
the same authentication algorithm is run in a corre- sponding manner, using
as the parameters the first random number WO 03/030445 PCT/FI02/00769  15
NONCE-ME selected by the smart card 15, a given number of encryp- tion keys
n*Kc, second random numbers n*RAND selected by the  authentication server
3, as well as the international mobile subscriber  identifier IMSI (block
406). The result of the authentication algorithm is 5 compared with the
first authentication code MAC-RAND computed in  the authentication server 3
and transmitted to the smart card 15. If the  comparison shows that the
result of the computation of the authentica- tion algorithm is the same on
the smart card 15 and in the authentica- tion server 3, it can be assumed
on the smart card that the check-up 10 start message transmitted by the
authentication server was really  transmitted by said authentication server
3 and that the random num- bers in it are reliable. If the comparison shows
that the computed num- bers do not match, the authentication functions are
preferably stopped  



on the smart card 15 and the terminal 5 is not registered in the mobile 15
communication network, or in case of an authentication to be made in
connection with the use of a service, the use of the service is pre-
vented. In a situation in which the comparison shows that the random
numbers  20 are reliable, the smart card 15 forms signed responses SRES.
This is  performed with an algorithm which corresponds to that in the
authenti- cation server 3, by using, as the parameters, the encryption keys
n*Kc  and the second random numbers n''RAND selected by the  authentication
server 3. The computed signed responses n*SRES as 25 well as preferably the
international mobile subscriber identifier IMSI  and the first random
number NONCE MT can then be used for com- puting the second authentication
code MAC_SRES with an algorithm.  To the check-up start message, the smart
card 15 forms a response  which is transmitted to the authentication server
3 (arrow 407). In this 30 response, the second authentication number
MAC_SRES computed on  the smart card is transmitted. An advantageous form
of this message is  shown in the appended Fig. 5b. The authentication
server 3 can make  a corresponding computation and compare the
authentication number  computed by it with the second authentication number
MAC_SRES 35 transmitted from the smart card 15. If the authentication
numbers  match, the authentication server 15 can assume that the user is
really  the person whose international mobile subscriber identifier was
trans WO 03/030445 PCT/FI02/00769 16  mitted from the smart card 15 of the
terminal to the authentication  server 3. At the end of a successful
authentication process, the  authentication server 3 transmits information
about this to the termi- nal 5 (arrow 408). In this same message, the
authentication server 3  5 can also transmit a session key K to the
terminal 5. It is obvious that the above-presented authentication process
and the  structure and content of messages transmitted in connection with
it are  only some advantageous examples of the operation according to an 10
authentication protocol (EAP/SIM). Within the scope of the present
invention, it is also possible to use other message structures and  



authentication data, wherein the details may be different from those  given
in the example above. Neither is the invention limited solely to  the
extendable authentication protocol, but also other common authen 15
tication protocols can be applied in connection with the invention. What
is essential is that the smart card 15 is provided with an authentication
protocol interface in which it is possible to process received messages
related to the authentication, to form messages which are related to the
authentication and which shall. be transmitted to the authentication 20
server 3, to process keys related to the authentication (e.g. to retrieve
them from the read-only memory 17 of the smart card and/or from the.
received message), as well as to verify the messages related to the
authentication. Thus, all the functions which are substantially related to
the authentication in the terminal 5 can be placed on the smart card 15.
25 The method according to the invention can also be applied in a situa-
tion in which the terminal 5 is coupled, for example, to the Internet data
network 22 and a SIM card is used for user identification. Thus, the
authentication server can be placed, for example, in the interface 30
between the Internet data network 22 and the mobile communication  network,
wherein the authentication server can communicate with the  authentication
centre AuC of the mobile communication network for  retrieving the
necessary authentication data. The PPP protocol is used  between the
terminal 5 and a so-called network access server (NAS). 35 The network
access server communicates with the authentication  server by using the AAA
protocol. In wireless local area networks, the  situation is similar for
the essential parts. Between the terminal and the WO 03/030445
PCT/FI02/00769  17 access point of the wireless local area network, e.g.
the IEEE 802.1X  protocol is used, which is based on the use of the EAP
protocol. The  access point communicates with the authentication centre by
using the  AAA protocol. 5 By the method of the invention, the
authentication protocol can be  changed, for example, by changing the smart
card 15. Thus, such a  



protocol can be used which is implemented on the new smart card 15  as well
as in the authentication server. For example, no changes need 10 to be made
in the software of the terminal in connection with changing  the
authentication protocol. As the terminal 5, it is possible to use., for
example, a wireless terminal,  such as a wireless communication device,
such as Nokia 9210 Com- 15 municator, or the like. The invention can also
be applied, for example, in the authentication of a work-station in a local
area network, and in  the authentication of a computer to be coupled to the
Internet data  network 22 either by a wired or wireless connection. 20 The
invention can also be applied in such a way that the extendable
authentication protocol interface of the device 15 for verifying the rights
to use allocates some of the cryptographic computational operations to  be
carried out in the terminal 5. The cryptographic operations include,  for
example, encryption, decryption, hashing functions, message 25
authentication code functions, checking of certificates, as well as other
cryptographic operations related to the public key, such as the com- puting
of Diffie-Hellman key exchange, etc. Some of these crypto- graphic
operations require a large computation capacity which can, in  some
applications, be more easily arranged in the terminal 5 than in 30 the
device 15 for verifying the rights to use. Furthermore, such opera- tions
are basic cryptographic operations which are often implemented  in
universal libraries and do not necessarily require software updates in  the
terminal 5. It is thus possible to use various identifications, on the
basis of which the device 15 for verifying the rights to use can inform 35
the terminal 5 about the operation/algorithm to be used at a time and
transmit the necessary parameters via the extendable authentication
protocol interface to the terminal 5. The terminal 5, in turn, transmits WO
03/030445 PCT/FI02/00769  18 responses to the extendable authentication
protocol interface of the  device 15 for verifying the rights to use. The
invention can also be implemented in software by making one or  5 more
computer programs, in which machine executable steps are  defined for
performing the different steps of the present invention. The  



computer program(s) can be stored on a storage medium for e.g.  delivering
the computer program(s) to users for installation of the  computer
program(s) on the terminal 5 and/or on the device 15 for  10 verifying the
rights to use. It is obvious that the present invention is not limited
solely to the above- presented embodiments, but it can be modified within
the scope of the  appended claims. 15 WO 03/030445 PCT/FI02/00769 19
Claims: 1. A method for authenticating the user of a terminal (5), in which
ter- minal a device (15) for verifying the rights to use is applied for
running  5 an authentication protocol, and which device (15) for verifying
the rights to use is connected to the terminal (5), characterized in that
the  device (15) for verifying the rights to use applies an extendable
authentication protocol interface, through which at least some of the
authentication functions are processed. 10 2. The method according to claim
1, characterized in that, for user  authentication, at least the following
steps are taken: a step of transmitting a request (401, 403, 405), in which
a  request is transmitted to the device (15) for verifying the  15 rights
to use, a step of processing the request (406), in which the request  is
processed in the . extendable authentication protocol  interface to form a
response, and - a step of transmitting the response (407), in which the  20
response formed in the extendable authentication protocol  interface is
transmitted from the device (15) for verifying the  rights to use. 3. The
method according to claim 2, characterized in that in said  25 request,
information is transmitted about the authentication protocol to  be used
for user authentication. 4. The method according to claim 3, characterized
in that at least  



one authentication algorithm to be used for authentication according to  30
the authentication protocol is stored in the device (15) for verifying the
rights to use. 5. The method according to claim 4, characterized in that
identifica- tion data (IMSI, Ki) for identifying the user is stored in the
device (15)  35 for verifying the rights to use, wherein in the step of
processing the request (406), said at least one authentication algorithm
and the identi WO 03/030445 PCT/FI02/00769 20  fication data (IMSI, Ki)
stored in the device (15) for verifying the rights  to use are used for
user authentication. 6. The method according to any of the claims 1 to 5,
wherein informa- 5 tion is transmitted between the terminal (5) and at
least one communi- cation network (2), characterized in that in the step of
processing the  request (406), at least one cryptographic key (Kc) is
formed in the  extendable authentication protocol interface, and that said
at least one  cryptographic key (Kc) is transmitted from the device (15)
for verifying  10 the rights to use to the terminal (5). 7. The method
according to claim 6, characterized in that said at  least one
cryptographic key (Kc) is to be used for encryption of  information to be
transmitted between the terminal (5) and the com- 15 munication network
(2). 8. An authentication system (1) comprising a. terminal (5) with means
(14) for connecting a device (15) for verifying the rights to use for at
least authentication, the device (15) for verifying the rights to use being
20 equipped with means (16, 17) for running an authentication protocol,
characterized in that the device (15) for verifying the rights to use is
equipped with an extendable authentication protocol interface as well  as
with means (16, 17, 18, 19) for implementing at least some of the
authentication functions via said extendable authentication protocol  25
interface. 9. The system according to claim 8, characterized in that it
com- prises means (6, 7, 9, 14) for transmitting a request to the device
(15)  for verifying the rights to use, that the extendable authentication
proto 30 col interface comprises means (16) for processing the request and



forming a response, and means (19) for transmitting the response  formed in
the extendable authentication protocol interface from the  device (15) for
verifying the rights to use. 35 10. The system according to claim 9,
characterized in that  information about the authentication protocol to be
used for user  authentication is arranged to be transmitted in said
request, and that at WO 03/030445 PCT/FI02/00769 21  least one
authentication algorithm to be used for authentication  according to the
authentication protocol is stored in the device (15) for  verifying the
rights to use. 5 11. The system according to claim 10, characterized in
that  identification data (IMSI, Ki) for identifying the user is stored in
the  device (15) for verifying the rights to use, that the means (16) for
processing the request comprise means for using said at least one
authentication algorithm and the identification data (IMSI, Ki) stored in
10 the device (15) for verifying the rights to use, for user
authentication.  12. The system according to any of the claims 7 to 10,
comprising  means (3, 6, 7) for transmitting information between the
terminal (5)  and at least one communication network (2), characterized in
that 15 the extendable authentication protocol interface comprises means
(16)  for forming at least one cryptographic key (Kc), and that said at
least  one cryptographic key (Kc) is arranged to be transmitted from the
device (15) for verifying the rights to use to the terminal (5). 20 13. The
system according to claim 12, characterized in that it  comprises means (9,
11) for using said at least one cryptographic key  (Kc) for the encryption
of information to be transmitted between the  terminal (5) and the
communication network (2). 25 14. A terminal (5) equipped with means (14)
for connecting a device  (15) for verifying the rights to use, at least for
authentication, the device  (15) for verifying the rights to use being
equipped with means (16, 17)  for running an authentication protocol,
characterized in that the  device (15) for verifying the rights to use is
equipped with an extend 30 able authentication protocol interface as well
as with means (16, 17,  18, 19) for implementing at least some of the
authentication functions  



via said extendable authentication protocol interface. 15. A terminal
according to claim 14, characterized in that it com- 35 prises means (9)
for performing mobile station functions. WO 03/030445 PCT/FI02/00769 22
16. A device (15) for verifying the rights to use, to be used for user
identification, the authorization device comprising means (16, 17) for
running an authentication protocol, characterized in that the device  (15)
for verifying the rights to use is equipped with an extendable 5
authentication protocol interface as well as with means (16, 17, 18, 19)
for performing at least some of the authentication functions via said
extendable authentication protocol interface. 17. The authorization device
according to claim 16, characterized in  10 that it is a mobile subscriber
identification card (SIM, USIM). 18. A computer program comprising machine
executable steps for  authenticating the user of a terminal (5) equipped
with a device (15) for  verifying the rights to use, the device (15) for
verifying the rights to use .15 being applied for running an authentication
protocol, characterized in  that the computer program further comprises
machine executable  steps for applying an extendable authentication
protocol interface in the  device (15) for verifying the rights to use;
including machine executable  steps for processing at least some of the
authentication functions  20 through the extendable authentication protocol
interface. 19. The computer program according to.claim 18, characterized in
that, for user authentication, it comprises at least the following machine
executable steps: 25 - a step of transmitting a request (401, 403, 405), in
which a  request is transmitted to the device (15) for verifying the
rights to use, - a step of processing the request (406), in which the
request  is processed in the extendable authentication protocol  30
interface to form a response, and - a step of transmitting the response
(407), in which the  response formed in the extendable authentication
protocol  interface is transmitted from the device (15) for verifying the  



rights to use. 35 20. A storage medium for storing a computer program
comprising  machine executable steps for authenticating the user of a
terminal (5) WO 03/030445 PCT/FI02/00769 23  equipped with a device (15)
for verifying the rights to use, the device  (15) for verifying the rights
to use being applied for running an  authentication protocol, characterized
in that the computer program  further comprises machine executable steps
for applying an extendable 5 authentication protocol interface in the
device (15) for verifying the  rights to use, including machine executable
steps for processing at  least some of the authentication functions through
the extendable  authentication protocol interface. 


