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termnal, an authentication system a termnal, and an authorization
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user of a termnal, the term nal applying an authorization device, and the
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to use, to gythenticating the user of a terminal equipped with a device for
20  verifying the rights to use, the device for verifying the rights tc use
being applied for running an authentication protocol, and to a storage
medium for storing a computer program comprising machine
executable steps for authenticating the user of a terminal equipped with
a device for verifying the rights to use, the device for verifying the rights
25  to use being applied for running an authentication protocol.

In this description, the authorization device refers to a functional device
which has means for verifying the rights to use a function and/or a
device before the device is operable and/or in connection with the use
30  of the device. Such devices for veritying, to be mentioned in this con-
text, include so-called smart cards which typically comprise a proces-
sor, a memory and connecting means. The smart card is provided with
software or the like for processing inputs entered in the smart card and
for generating responses. Such smart cards are used, for example, in
35 mobile stations, as pay cards, as electronic identification cards, efc.
Furthermore, there are known devices for verifying the rights to use, to
prevent the use of copied software. Such a verifying device (called



prevent the use of copied software. Such a verifying device (called WO
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i n the prwotoan3mennecti on of a conputer, wherein the sof aarro2zmcdoudes a
security programwhich investigates, for exanple, if the verifying device
I's coupled in the printer connection and, if necessary, it also exam nes
the identification (e.g. a 5 |icence nunger) possibly stored in the
verifying device. Although, belowin thrs description, such devices for
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term nal , afdata wiedhisafaeexatphet daiser name and a password or a personal .
' identity number (PIN). The smart card is provided with an authentica-
20  tion protocol which is run by applying, as authentication parameters,
the identification data transmitted from the terminal. By means of the
protocol, for example a reference number is computed, which is com-
pared with the identity number stored on the smart card. Thus, when
these numbers match, it is assumed that the user is the person he/she
25  claims to be.

A smart-card based solution can also be used when the user is logged
in a data network with a terminal. The data network is provided with an
authentication server or the like, in connection with which are stored
30 identification data of registered users, such as their name, user identifi-
cation and password. Thus, the authentication server and the smart
card communicate by means of the terminal and the data network. Also
in such a solution, it may be necessary to identify the user first in con-
nection with turning on of the terminal, after which a second authenti-
35 cation is performed in the authentication server of the data network.
This second authentication is based on the use of a predetermined
authentication protocol as well as authentication algorithms. Thus, the



35 cation is perforned in the authentication server of the data network.
This second authentication is based on the use of a predeterm ned
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so-called Sl Mta49n(REPSGHEPREatigRYdrb¥r and the challenge formed by it. The
20  authentication server can compare the received response number and
the expected response number and, from the results of the
comparison, deduce whether the data used in the formation of the
received response number match with the data used in the formation of
the expected response number. If the data match, it can be assumed
25  that the user has been correctly authenticated and the user may start
to use the data network. A method of the above-presented kind is
used, for example, in the GSM mobile communication system and in
the UMTS mobile communication system during login of a mobile
station in the mobile communication network. The smart card used in
30 the GSM mobile communication system and in the UMTS mobile
communication system is the so-called SIM card (subscriber identity
module) and the USIM card (UMTS subscriber identity module),
respectively. As the authentication server, an authentication centre
AuC is used. The SIM cards contain a mobile communication network
35  operator specific authentication algorithm.



nodul e) and the USIM card (UMIS subscriber identity nodule), respectively.
As the authentication server, an authentication centre AuC is used. The
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of different mobile communication networks. Thus, when the user is in

20  another network than his/her home network, the authentication is per-
formed in such a way that the roaming network transmits the messages
according to the authentication protocol between the terminal and the
authentication centre of the home network. The authentication is thus
performed by the authentication centre of the home network. Thus, the

25  authentication algorithm can be set to be operator-specific e.g. in GSM
mobile -communication systems and in UMTS mobile communication
systems, because all the values to be used in the authentication are
formed in the home network. The roaming network does not need to
know the algorithm because its function is only to compare the figures.

30 To maintain the operability of mobile communication devices in differ-
ent mobile communication networks, the authentication protocol cannot
be set to be operator-specific when using solutions of prior art.

Communication networks are also known, in which it is possible to
35 couple a work station in a so-called home network, for example by
means of an optional telephone network. Some of these so-called dial-
up networks apply an extendable authentication protocol (EAP). In



be set to be operator-specific when using solutions of prior art.
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20 It is an aim of the present invention to provide an improved method for
user authentication. The invention is based on the idea that a smart
card is provided with an extendable authentication protocol interface
(EAP IF), through which the authentication functions are performed on
the smart card. To be more exact, the method according to the present

25 invention is primarily characterized in that the authorization device
applies an extendable authentication protocol interface, through which
at least some of the authentication functions are implemented. The
system according to the present invention is primarily characterized in
that the authorization device is provided with an extendable authenti-

30  cation protocol interface as well as with means for implementing at
least some of the authentication functions via said extendable authenti-
cation protocol interface. The terminal according to the present inven-
tion is primarily characterized in that the authorization device is pro-
vided with an extendable authentication protocol interface as well as

35  with means for implementing at least some of the authentication func-
tions via said extendable authentication protocol interface. Further-
more, the authorization device according to the present invention is



| east some of the authentication functions via said extendabl e authenti -
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20 - terminal software or the device in any way.

The present invention shows remarkable advantages compared to
solutions of prior art. When applying the method according to the
invention, the authentication protocol to be used for user authentication

25  can be changed by changing the smart card. Thus, there is no need to
update software in the roaming network or in the terminal. In this way,
for example in mobile communication networks, the authentication
protocol can be operator-specific, because the authentication centre of
the home network is used as the authentication centre. Thus, a differ-

30  ent authentication protocol may be used in the roaming network than in
the user's home network. As there is no need to update software, the
transmission of update files is avoided, which is complicated and diffi-
cult to control.

35 In the following, the invention will be described in more detail with
reference to the appended drawings, in which



protocol can be operator-specific, because the authentication centre of
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In the following detailed description of the invention, the authentication
system of a mobile communication network 2 is used as an example of
. an authentication system 1, but the invention is not limited to be used
solely in connection with mobile communication networks. The mobile
20 communication network 2 is, for example, a GSM mobile communica-
tion system or a UMTS mobile communication system, but it is obvious
that the invention can also be used in other communication systems.

The present invention can also be applied in connection with

25 UMTS-SIP authentication which applies a protocol complying with the
EAP standard, as well as in systems applying the IEEE 802.1X
authentication protocol. Said protocol is also being introduced in wire-
less local area networks (WLAN), and it is based on the application of a
protocol complying with the EAP standard.

30
The authentication system comprises an authentication server 3, such
as an authentication centre AuC for a mobile communication network.
The authentication system also comprises communication means 4 for
transmitting the data required in the authentication between the termi-

35 nal 5 and the authentication server 3. The communication means com-
prise, for example, base stations 6, base station controllers 7 as well as
one or more mobile switching centres 8 in a mobile communication



The authentication system conprises an authentication server 3, such as an
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when the snmart card 15 is ifnstallled in the term rllal 5. Th(ataﬁ) onﬁecti ng
means can alM$INBE BRANF BFETR AP FUBRIES thEAT ORI FHIPem cdact i ng

20 neans 14 well 4dha rameioim aacdsd Tnemopy i(RAM) 18] €he coomaatinganeans 1deans
(not shown),. suc ' i i n - Blue- “ma WLAN)
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5 and from tggdrechald 15 is installed in the terminal 5. These connecting means
can also be based on a wireless connection, wherein the connecting

-20 means 14 and the smart card 15 comprise wireless communication

means (not shown), such as radio communication means {e.g. Blue-
tooth™, WLAN), optical communication means (e.g. infrared), acoustic
communication means, and/or inductive communication means.

25 In the terminal 5, preferably in the software of the control block 11,
there is also implemented a protocol stack for making the necessary
protocol conversions when messages are being transmitted from the
mobile communication network 2 to the terminal 5 and from the termi-
nal 5 to the mobile communication network 2.

30
Figure 3 shows a smart card 15 which complies with an advantageous
embodiment of the invention and which can be used e.g. in connection
with the terminal 5 shown in Fig. 2. The smart card 15 preferably com-
prises e.g. a processor 16, memory means, such as a read-only

35 memory 17 and a random access memory 18, as well as connecting
means 19.



nal 5 to the nobile conmunication network 2. 30 Figure 3 shows a smart card
15 which conplies with an advantageous enbodi nent of the invention and
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the smart card, Furtherrn)%RAM:) read-only nmenory 17 of the smart card
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, mands which are necessary for controlling the functions of the smart

card..

20 - in a corresponding manner, the read-only memory 12 of the terminal
contains stored program commands required for controlling the func-
tions of the terminal 5, program commands required for communication
between the smart card 15 and the terminal 5, program commands
required in connection with mobile communication functions, conirol

25  commands of the user interface, etc. However, it is not necessary to
store authentication protocol functions in the terminal 5, because in the
system of the present invention, these functions are performed in the
extendable authentication protocol interface implemented on the smart
card.

30
In the extendable authentication protocol interface presented in this
invention, it is possible, for example, to implement an operation by
which the smart card is requested for the user identification, as well as
an operation by which a request message, such as an EAP request,

35 can be entered in the smart card. Thus, the function of the smart card
is to form a response (e.g. an EAP response) to this message. The
terminal and the roaming network can be implemented in such a way
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in the hBbil easemmﬂlwblahors trenaoifted yath®dermenali aandralrblonls itletarthal 5.
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(signal ling)  req U|re ginis sta

passworcx In a way known as quch by means: of user data and an algo--

rithm arranged for the checking, which have been stored in the read-

only memory 17 of the smart card. If the password was correctly

20 entered, the terminal 5 can be turned on.

After the turning on, it is possible to start login in the network, if the sig-
nal of a base station 6 in the mobile communication network 2 can be
received in the terminal 5. If it is possible to log in the network, the

25  transmission of messages (signalling) required for login is started,
which is known as such. During the login, a location update (LA) is
performed, if necessary. Furthermore, in the login process, a transmis-
sion channel and a receiving radio channel are allocated for signalling,
to be used by the terminal and the base station in the communication.

30 In connection with the login, the terminal is authenticated, which is
shown in a reduced manner in the signalling chart of Fig. 4. The
authentication server 3 of the mobile communication network 2 gener-
ates a login request 501, of which an advantageous example is shown
in Fig. 5a.

35
The login request is preferably a message which complies with the
extendable authentication protocol and comprises certain records



which is known as such. During the login, a |location update (LA) is
performed, if necessary. Furthernore, in the login process, a transm s-
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to be used by the termnal and the base station in the comrunication. 30 In
connection with the login, the termnal is authenticated, which is shown
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of “the messalé FrotBORIECIS Blaprantgeelie HiEhumBst o BhaeRdt y pe
number, the ingentioa| thé data detcradmainshactypemdata reaodd 565 whighr ogliam
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codes, etc. protoco in question. The other data records contained in the mes-
 sage are:type-specific and may contain, for example, data which are
specific. to the authentication protocol used, such as various chai- .
20 lenges, responses, digital signatures or verifications, message authen-

tication codes, efc.

With the login request, the authentication server 3 requests the termi-
nal.5 to transmit its own identification data. The transmission of the
25 login request is indicated by arrow 401 in Fig. 4. The mobile communi-
cation means 9 of the terminal 5 perform the necessary operations to
convert radio-frequency signals to baseband signals in a way known as
such. The login request is transmitted in the terminal 5 to the smart
card 15, in which the message is processed in the extendable authen-
30 tication protocol interface. In practice, this means that the processor 16
of the smart card receives the login request and runs the necessary
operations. The processor 16 of the smart card generates a response
in which the data field contains identification data of the user of the
terminal, preferably an international mobile subscriber identifier (IMSI).
35  This international mobile subscriber identifier contains a mobile country
code (MCC), a mobile network code (MNC) as well as a mobile sub-
scriber identification number (MSIN). In each SIM-type smart card 15,
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case, the network identifier is a character sequence which identifies the
10 subscriber. It may contain an operator identifier, wherein it is in a
form resenbAfteg the mpinimeasagestas usam ifdemedf inetr@)majttomardolﬁntmecode
After the re n r t r 5

card 15 traﬁaﬁ¥¥gﬁéﬁgqg nﬁﬁsnﬁ% ﬂﬁg ﬂﬁgsﬁge O% §§P hﬁﬁgégﬂﬁ C%@“ﬁ%h 19 to
the terth naI m@@mew.tﬁgtheeé@fmmai Cﬂﬁ@ep@ﬂ@ mﬁar&a‘ohﬂr dhe tﬂrawall@ﬁ‘@ahs t he

nessage, %\,khﬁ rréga§ Sy nmﬁayénl nﬁa‘k@‘éefhe ﬁé@*@}%ﬁdﬂﬂ%rbf@b‘ﬁ ractrﬁ/etfhe
nmessage to t ommun nmeans . be converted t
radi o- f requeﬂ@?sm @ﬂgl granﬁﬁg g e rf?i‘lesgag@aﬁonm\?t mahile tC%{nﬁ%@'Q@tWé\quest

to. the base lﬁe@tnsog 6o (b rconvaa2). tdradBireogiemcyesigeats. i She aeemired 5at t he
base stati Oncan nor\/\9 tra"‘@hﬁpaiiﬁgfnsretcffé%?fto the base station 6 (arrow 402). The -
- 20  login request is received at the base station 6, from which it is trans-
ferred via the base station controller 7 to the mobile switching centre 8.
The mobile switching centre 8 transmits the message further to the
authentication server 3. After this, the message is examined in the
authentication server 3..
25
In the mobile communication network, the response is transmitted to
the respective user's home network, in which the authentication
server 3 processes the received response and checks the subscriber
data e.g. from a home location register HLR. After the user’s subscriber
30 data have been checked from a database, the user authentication
process is started, to verify that the user is really the person whose
subscriber data are given in the response. The authentication server 3
continues the authentication process by forming an authentication start
message, whose data field contains transmitted information, for exam-
35 ple, about the protocol versions supported by the authentication
server 3 (arrow 403). An advantageous form of this message is shown
in the appended Fig. 5b.
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subscri ber 30 data have been checked from a dat abase, the user
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card 15, one o? these protocols is selected in the smart card 15 to be
used |n1@urther steps of the authentication process. Furthernore, this

protocol may|tajss @bRILNehhiheh@ushevs- pc@éem@datrgnsmlmbnt of b@es&&ﬁﬁssf QT
authentlcatlon 10 It is bVIO Hﬂat t he &ove resentetgtrgﬂ i on of
messages is OBM ONEnEX@ ﬁf’wh 5% e SBRMOR &AL oh A 'ege li ed.
The nunber nﬂmtmscafgmssageesgsm@ebgedhy theasmarbcdrd 35nmpydee diffdrenent

f t hat 15
rom that giygp 'tﬂ%{Avae‘H ﬁ?‘%ﬁ%%e%éﬁf@ﬂ %xaﬁbelg 9‘? b{%he?ﬁséasé’ af A s
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the smart cafigh WstwbiR t5MRE! te?AHifallS BRNGHREShY SREABTRFare of the termi-
nal 5 to the smart card 15 The smart card 15 generates responses
(e.g. an EAP response) which the terminal 5. transmits to the roaming
_ network and from there furtner to the authentication server 3 of the
20 home network. The number of these requests. and responses is not
limited, and they only need to be intelligible to the smart card 15 and
the authentication server 3.

in general, authentication protocols are based on the rule that the
25 authenticating device and the device to be authenticated apply the
same authentication algorithm in which the same figures are used as
inputs. For example, in the GSM mobile communication system, each
mobile subscriber is allocated a secret key Ki which is stored on the
SIM card. Furthermore, this secret key is stored in the home location
30 register of the mobile subscriber. The authentication algorithm com-
putes a response number, wherein by comparing the response num-
bers formed by the authenticating device and the device to be authen-
ticated, it is possible to authenticate the other party with a high prob-
ability. To reduce the possibility of misuse to a minimum, all the figures
35  to be input in the authentication algorithm are not transmitted between
the devices but they are stored in the device and/or in a database
where they can be retrieved by the device. In particular, said secret key



(e.g. an EAP response) which the termnal 5 transmts to the roam ng
network and fromthere further to the authentication server 3 of the 20
hone net woplk3/03d3es nunber of these -requests, and response®CTEFINRaN769 i mited,
and they only need to be intelligible to the smart card 15 and the
authentication server 3. In general, authentication protocols are based on
the rule that the 25 authenticating devjgce and the device to be

aut henticated apply the sane authenticatlon algorithmin which the sane
figures are issedt ansimped st dfyr stegenpl e MobilkeaEsMunithticn netwarki bat i on
system each ' lsher, 1S .-a S S
stored on thghlggﬁk/hgoa(?E’?%ﬁm'Pﬁetrdn%rne,éhg)%ﬁfsa%séé@rsetéﬁ‘l;@lr:ﬁgy\sFgrte Iﬁoe he hone
| ocation 30 fegi dweetollowingstepdare tak@®dcri ber. The authenti cati on aI gorithm
com put es a response nunber, wherein by corrpari ng the response num bers

ored by R e LR DO deHlCe A LS S SR E IE A o
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devi ces but PRoyineah: dhel AfhehERRIE BRlod Thifole ot HE®, hey
can be retri eele@te;g/aumemmatm pratopal, tsacd fisst, ra@&lom seorkzar NONGE BB/ 030445
PCT/ FI 02/ 00769 Wil o assth'eobeﬁéﬁ’b?mélkﬁlg Rhic 3% ﬁ@@slbg gcfeepé trans-

communi cati on accor vant ageous

embodi mEht ofmitted in RASGIN {EIPONIEO the @f&'fs%t@;ﬁ‘ss%{r\’éfﬁaﬁaéﬁpp InthEes nar t
card 15 sel eabév@ﬂreééhteroarmmargmﬁinM@@W@mmsmmﬁn@w4 rtmerrmre

a period of Va\', é)éxsr#plrle Sntlgfs?tgﬁéjsjs%ﬁe[ lts?ﬁbowéé" the éﬁpﬁﬁf{jha&dgcg‘fl on

aut henticati®
protocol, said f| rst random nunber NONCE_MI' as well as the period of

validity whi ?ﬂe au éﬁbb{ 5%?{,8{35%’{%\?? rr)a*r?ﬁmjo(erghtﬁ ? 'f'G@M' @’Iléstght od

response to t |cat|on server above pre
message Sraneacesﬁr@letrr@@ﬁwr@n@ @ase@o\ndomn o'y3] nuﬂ\b@m BdYds o signest t hi s

?‘éff?gse'ssnsn rige S%@pﬁlﬁ*@dﬁﬁ EnhBry &ilfbé\t Sk Séleuglgﬁﬂtthéahbﬁfe %@éérftﬁfsr} hg a
second rando?ﬁ%%ﬁé’é%ﬂ@ aﬁ‘ghéﬂglea{'?'gs%%rﬂ§éj38@§eé(ﬁ§ ﬁ% zitﬂ%&g/gp g key Ke
from the hongohotta imyme location register HLR using the GSM roaming network . .
: - and the Mobile Application Part (MAP) protocol, as known in the prior
- 20 cart. Furthermore, using .one or several authentication algorithms
corresponding to the selected authentication protocol, the
authentication server 3 computes a session key K as well as a first
authentication code MAC_RAND. The parameters used in this
- computation are preferably the encryption key n*Kc, the random
25 numbers Nn*RAND, the international mobile subscriber identifier IMSI,
and the first random number NONCE_MT. For the key, the authentica-
tion server 3 may accept the period of validity suggested by the smart
card 15, or it may select another period of validity. In a check-up start
message to the terminal 5, the authentication server 3 transmits one or
30 more random numbers n*RAND selected by it, the first authentication
code MAC_RAND computed by it, as well as data about the period of
validity selected for the key (arrow 405). An advantageous form of this
message is shown in the appended Fig. 5d.

35 In the extendable authentication protocol interface of the smart card 15
of the terminal 5, the same authentication algorithm is run in a corre-
sponding manner, using as the parameters the first random number



regi ster HLR. The authentication server 3 retrieves the GSMtriplets from
the honme location register HLR using the GSM roam ng network and the
Mobi | e Apwbiogasiseh Part (MAP) protocol, as known in the prPCIFIRM02G9t .
Furt hernore, using one or several authentication algorithnms corresponding
to the selected authentication protocol, the authentication server 3
conputes a session key Kas well as a fiyst authentication code MAC RAND.
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3 and that t random num bers in it are r'e he conpari son shows
that the- corﬁé@ﬂ@ﬂj num bers do not match, the authentication functions are
preferably stopped : » .

In a situation in which the comparison shows that the random numbers
20  are reliable, the smart card 15 forms signed responses SRES. This is
performed with an algorithm which corresponds to that in the authenti-
cation server 3, by using, as the parameters, the encryption keys n*Kc
and the second random numbers n'RAND selected by the
authentication server 3. The computed signed responses n*SRES as
25 well as preferably the international mobile subscriber identifier IMSI
and the first random number NONCE_MT can then be used for com-
puting the second authentication code MAC_SRES with an algorithm.
To the check-up start message, the smart card 15 forms a response
which is transmitted to the authentication server 3 (arrow 407). in this
30 response, the second authentication number MAC_SRES computed on
the smart card is transmitted. An advantageous form of this message is
shown in the appended Fig. 5b. The authentication server 3 can make
a corresponding computation and compare the authentication number
computed by it with the second authentication number MAC_SRES
35 transmitted from the smart card 15. If the authentication numbers
match, the authentication server 15 can assume that the user is really
the person whose international mobite subscriber identifier was trans-



on the smart card 15 and the terminal 5 is not registered in the nobile 15
communi cation network, or in case of an authentication to be made in
connect i owowswbo4the use of a service, the use of the serviPCE/HRI®R/QOT®-
vented. In a situation in which the conparison shows that the random
nunbers 20 are reliable, the smart card 15 forns signed responses SRES.
This is performed with an al gorithmvxhiﬁ: corresponds to that in the

aut henti- cation server 3, by using, as e paraneters, the encryption keys
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related to the authentication, to form messages which are related to the

authentication and which shall be transmitted to the authentication
20  server 3, to process keys related to the authentication (e.g. to retrieve
them from the read-only memory 17 of the smart card and/or from the
received message), as well as to verify the messages related to the .
authentication. Thus, all the functions which are substantially related to
the authentication in the terminal 5 can be placed on the smart card 15.
25
The method according to the invention can also be applied in a situa-
tion in which the terminal 5 is coupled, for example, to the Internet data
network 22 and a SIM card is used for user identification. Thus, the
authentication server can be placed, for example, in the interface
30 between the Internet data network 22 and the mobile communication
network, wherein the authentication server can communicate with the
authentication centre AuC of the mobile communication network for
retrieving the necessary authentication data. The PPP protocol is used
between the terminal 5 and a so-called network access server (NAS).
35 The network access server communicates with the authentication
server by using the AAA protocol. In wireless local area networks, the
situation is similar for the essential parts. Between the terminal and the



aut henti cation data, wherein the details may be different fromthose given
I n the exanpl e above. Neither is the invention limted solely to the

ext endabl woanwbmimt i cati on protocol, but al so other commonPaatF&D01®
tication protocols can be applied in connection with the invention. Wat
I's essential is that the smart card 15 is provided with an authentication
protocol interface in which it is possihle to process received nessages
related to the authentication, to form nessages which are related to the
aut hent i cat i aocessl poimitcdi HieaWirelbss tocmsaica adtwork, fee gathdéhbic 802 94X 20
server 3, to,pl h [ 1,0 I I eve
Sbemtrom 1 pRMGEGPE pgxa Wi @fﬁig Ba%etcﬂSnatWe ﬁ&é cﬁg‘nb g/\(‘fr?otobé)l T

recei ved mes8acess p@mtvmmrrwn@@te&wntwhewth@@@ag@@n rcarﬁﬁeeaytt@ngnawe
authentlcatlgm¢\§nﬂgcoplI the functions which are substantially related to
the authentication in the termnal 5 can be placed on the smart card 15.

25 The n@t hod according to the invention can also be applied in a situa-

tion in whicByttiee traethowlof StHes invemtiatd, tHeorawgkenication qrotecdintay neg dat a
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bet ween t he Dmtecnbcadehmusedehlcmgs anplerheniesbbh dheomevrgroarcti eard et wor k,
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termnal 5 ad gufiergieblied protowgik access server (NAS). 35 The network
access server conmuni cates with the authentication server by using the AAA

protocol. In wireless |ocal area networks, the situationis simlar for

t he essenti aAsphettermBativeehist pessiblertonabeatar exaenio, @3wialsssterminal,
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pr ot ocol5 Thmuru@@t@gsop@wenﬂlkeoﬂilnmrwm@nvmmn amb@uam@nﬂd c@f.e@wra@ﬁt re by

using the ApAypy %@ﬁé’ﬂmccﬁi(ﬁv o‘i‘*'ae\/\ifﬁ'lft@gt@ﬁ ihhg !b@é('e@ﬁéaoﬂet\hd% and in -
aut henti cation prot ocol can %? CB’ exami) f? % 9 r}g e srrart
card 15. ‘Thuthe ﬁgglﬂelatlcatlon ol a comp er to be cou to the !n ernet”data

network 22 either by a wired or wireiess connection.

20 - The invention can also be applied in such a way that the extendable -
authentication protocol interface of the device 15 for verifying the rights
to use allocates some of the cryptographic computational operations to
be carried out in the terminal 5. The cryptographic operations include,
for example, encryption, decryption, hashing functions, message

25 authentication code functions, checking of certificates, as well as other
cryptographic operations related to the public key, such as the com-
puting of Diffie—Hellman key exchange, etc. Some of these crypto-
graphic operations require a large computation capacity which can, in
some applications, be more easily arranged in the terminal 5 than in

30 the device 15 for verifying the rights to use. Furthermore, such opera-
tions are basic cryptographic operationé which are often implemented
in universal libraries and do not necessarily require software updates in
the terminal 5. It is thus possible to use various identifications, on the
basis of which the device 15 for verifying the rights to use can inform

35 the terminal 5 about the operation/algorithm to be used at a time and
transmit the necessary parameters via the extendable authentication
protocol interface to the terminal 5. The terminal 5, in turn, transmits



protocol can be used which is inplenmented on the new smart card 15 as well
as in the authentication server. For exanple, no changes need 10 to be made
in the soWbwaiso4es the term nal in connection wth changi ®gT/Rié200769

aut hentication protocol. As the termnal 5, it is possible to use., for

exanple, a wireless termnal, such as a wireless comunication device,
such as Nokia 9210 Com 15 nunicator, or éhe | i ke. The invention can al so
be applied, for exanple, in the aut hent i catl on of a work-station in a |ocal

ar ea net wor kregpansaes 1o htéxeamtmrdatﬁata@trlite@mcanonrrpmtecot intedaceudl Qtho t he
I nternet datg rf ne &l or wireless connection. 20 The
i nvention can a[b%t Y\ge&a%)%n&ecé]ﬁ{ne Eécﬁ a way that the extendable

aut henti cation protocol interface of the device 15 for verifying the rights

to use all Ocﬂ@strﬁ/@'ﬁﬁoﬂfcéﬂﬂ%%)ﬁ@ﬂﬁ RIPhE GteCOMPYbRWRE DY ﬁWﬁgimoFO be
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appl i cati onsg opg UTBF DrBaRdin(s pbhafteedelidd! & tHdTbAAN Inbhddvice B9 bhe
device 15 for v 9&9 e rights to use. Furthernore, such opera- tions
are basi@ crygt g‘?%%ﬁ’ﬁg' IQtPBns which are often inplenmented in

uni versal l|ibraries and do not necessarily require software updates in the
term nal 5. i.b ri fl

basi s of wni USRIl 18 e B s BL RN bt iR oM aBPubor m 35
t he tern nal peestrded embodpveatd, dutdl ganihehmadified witkio the scapevef thel
transmt the P?‘éﬁaé%{ P& aneters via the extendabl e authentication
protocol intérfacet ?he terminal 5. The ternminal 5, in turn, transmts WO
03/ 030443 PCT/ FI 02/ 00769 18 responses to the extendabl e aut hentl cation
protocol interface of the device 15 for verifying the rights to use. The

i nvention can also be inplenented in software by naking one or 5 nore

conput er programnms, in which machi ne executable steps are defined for
perform ng the different steps of the present invention. The



conput er progran(s) can be stored on a storage nediumfor e.g. delivering
the conputer program(s) to users for installation of the conputer

pr ogr am( swoan/osdaes t ermi nal 5 and/or on the device 15 for PCO/R&Gofesi ng t he
rights to use. It is obvious that the present invention is not limted
solely to the above- presented enbodinents but it can be nodified within
the scope of the appended cl ai ns. V[L 3/030445 PCT/ FI1 02/ 00769 19
Clainms: 1. A method for authentlcatlng user of a termnal (5), in which
ter- mnal aCdavige (15) for verifying the rights to use is applied for
running 5 an authentication protocol, and mhich device (15) for verifying
the rights to use is connected to the term nal , Characterized in that

the device {18y methogeldrfauthgntinating dhesusey @fsa T@pfpjllln%ls(f’én're)@'d@méﬂﬂe

aut henti cati giingr Qt(ﬂl@\ﬂbe'(ﬂB?'TéﬁQénfﬁﬁ%QH@fh SQB ) lseéébhé@'ir@r anrﬁr‘ikjf

aut henti cati on functions are Pro ess ghgse hod ccor %(ht}o claim
1, char aet er RRRHNRNTIRANON 1P ran lW'WE QA O veshupgyt @r $ owi ng
steps are tat@mseauetmr@ctedatosme tterrglrmlrequeﬁarééfénzews idQbat ther whi ch

fo user o st 05V Bookold; Grifor BiclonEaoe) Oe SRklith A SRieghiefé o7\

processed i naumentlcmtmnﬁmoeohwmﬂ&ﬁaoa;amr@lmglpr\mhlchoat leastesdmeeot thé or m a
response, angug\@qt&;ﬁ%noﬁunrcglgﬂérgr%ad@)@egggdresponse (407), in which the 20
in

response forne e exten uthentication protocol interface is
transni 1@ed fromthe device (15) for verifying the rights to use. 3. The

met hod accordi Mhd m@tlh@unaaco aet@alrﬂeid ¢hatdaerizeds aiil th2b foewgest ,
|nformat|on|strr§ tte !aﬁagh ﬁauthetlcau%protocol to be used
for user autfHH§ e RAOHYING & € ai m 3, characterized

in that at |east a step of transmitting a request (401 403, 405), in which a
reguest is transmitted to the device (15) for verifying the
15 rights to use,

— a step of processing the request (406), in which the request
is processed in the . extendable authentication protocol
interface to form a response, and

— a step of transmitting the response (407), in which the

20 response formed in the extendable authentication protocci
interface is transmitted from the device (15) for verifying the
rights to use.

3. The method according to claim 2, characterized in that in said
25  request, information is transmitted about the authentication protocol to
be used for user authentication.

4. The method according to claim 3, characterized in that at least
one authentication algorithm to be used for authentication according to

30 the authentication protocol is stored in the device (15) for verifying the
rights to use.

5. The method according to claim 4, characterized in that identifica-
tion data (IMSI, Ki) for identifying the user is stored in the device (15)
35  for veritying the rights to use, wherein in the step of processing the
request (406), said at least one authentication algorithm and the identi-



one authentication algorithmto be used for authentication according to 30
the authentication protocol is stored in the device (15) for verifying the
ri ghts towoe/03@®45 The net hod according to claim4, charactrerirEa@dore t hat
identifica- tion data (IMsSlI, Ki) for identifying the user is stored in the
device (15) 35 for verifying the rights to use, wherein in the step of
processi ng the request (406), said at %St one aut hentication algorithm
and the identi WO 03/030445 PCT/ FI 02/ 00 fication data (I M, Ki)

st ored IE thacgagnqmtel(ws‘lom vgrdréwmghEh@emcgh(n% fb? v@ﬁﬁn ?ehesmts@or
user authenticati.o g to any of the clains 1 to 5,
wher ei n mfoF?rHSQé}Fllg%eq %&[‘?F‘ﬁ‘?@g{) en the termnal (5) and at

| east one comuni- cation netvvork (2), characterized in that in the step of
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for verifyingatidf ddi®ork gi@; Scﬁ@raéténtzedt hm ﬂ@nrrm fﬂﬁé s(té;) of broéré@m@m@d
according to cl ai t(&gé) aracterized in
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E r ;insm tted betovkable imxthentrwtzubn (Yt caadi |mﬂeefac:emant6thaimaz?tatdea$temmr k

2 8. An a I rreans
(14) for contptiPHEARiIREHE %‘r%?*%ﬁ@t@?ﬂff"’éfﬂgm%hd%@fc@ 1167 kethh

| east aillf)henth%alghttmto ua@t@lébed@rmm)l ($br verifying the rights to use be| ng
20 equi pped with nmeans (16, 17) for running an authentication protocol,

caui pped wi L. SN TPENALRECHIA RGN CAITLA. BrBEbRTize erfﬁﬂéigégwﬁaf '
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com pri|5es mlamsa(lﬁn network (2) for transmitting a request to the deV| ce
(15) for verifying the rights to use, that the extendabl e authentication

proto 30 col interface conprises neans (16) for processing the request and
: 8. An authentication system (1) comprising a. terminal (5) with means

(14) for connecting a device (15) for verifying the rights to use for at

least authentication, the device (15) for veritying the rights to use being
20 equipped with means (16, 17) for running an authentication protocol,

characterized in that the device (15) for verifying the rights to use is

equipped with an extendable authentication protocol interface as well

as with means (16, 17, 18, 19) for implementing at least some of the

authentication functions via said extendable authentication protocol
25 interface.

9. The system according to claim 8, characterized in that it com-
prises means (6, 7, 9, 14) for transmitting a request to the device (15)
for verifying the rights to use, that the extendable authentication proto-

30 col interface comprises means (16) for processing the request and
forming a response, and means (19) for transmitting the response
formed in the extendable authentication protocol interface from the
device (15) for verifying the rights to use.

35 10. The system according to claim9, characterized in that
information about the authentication protocol to be used for user
authentication is arranged to be transmitted in said request, and that at



form ng a response, and neans (19) for transmtting the response formed in
t he extendabl e aut hentication protocol interface fromthe device (15) for
veri fyi ngwolve/osidght s to use. 35 10. The system accordi ng tPQTEHI@/M0TO,
characterized in that information about the authentication protocol to be
used for user authentication is arranged to be transmtted in said
request, and that at WO 03/030445 PCT/ FI 02/ 00769 21 |east one

aut hentication algorithmto be used for Zlt henti cation accor di ng to the

aut P\tent It cati hgir Qir@coéuﬂh‘énfitgnﬁd lamg%mandew cige ( @l@édf %r a’tﬁhFﬁMCﬁ'@Dﬁi he
ri S to us ract e
thgt i denti 13988{9} t&aﬁ? %;'IJ nt'C § f%rgg(?(ifgrlglsfq §(¥"C Q%%gl:ed in

the device (Jéﬁfyilhgrtheergrﬁs(ltog:sehe rights to use, that t he nmeans (16) for
processi ng the request conprise neans for using said at |east one

aut hentication algorithmand the identification data (INMSI, Ki) stored in
10 the dévicdl(1¥ %ef systemni fagosgdinge toi I 1. ekaracierigedr ~ in that

23%{;?:‘2_: ﬁgt' Rféntlﬁb%tlo-ﬁhaa%/ S(WGI 2eGPRE ey ted de Bl aigrea’int thd O,

or transmtti |nfo tjon betwee
terninal (5) ggé(fﬁ? 535} gQEt"%ﬂ'”&oﬁ%n”%ﬁ {f@ a(éﬁg}f)%ed in
that 15 the proeceskihyethautrbgnesic sbimpriser mfmmi fontwm@cwdmpreas;esommans

16) f f t t

| cast  one oPUbtafianefEalad Mt hHp AL AR BatRdn e (St KDSyoRR M e
devi ce {@5) the dewidef (iT)dor nerlfwrg@ttlsetnght&@ tget tos userautbent@tiorno 13. The
system according to claim 12, characterized in that it conprises neans (9,

11) for using said at |east one cryptographic k (Ke) for the encryption
i nf or mat i gﬁ tU’%eskﬁt%rﬁsﬁPPPEH”Beﬁ%égM 8{:@9#‘%'@ t@Sf aﬁ@”\f%@'”a’

?Ommm cat ![ Omé@rﬁy\QBk 6( 2? f%tr}?ﬁsrrﬁtthg][ mfﬁﬂhaﬂ@h t%:twa@ﬁdxeﬂntéhnma 5) (3—4]2
or connectin V or _.verl a S or
T ConneCt | B o Y on S m b iSRG b T2l OBheadiBriiaty F*btb‘?ﬁ

equi ppetiswi t thereamenddlde mﬁhenmoatmurpm’r@cﬁnnmutamenca)m@msea rpeansddb)

h t h t
caui pped wi ¢ P EIRG A s Eqvf*ee"guée#éﬁ e 1Y [ROP ule'thal SBipcat RatPl P
as ‘wi t h neanénel6fyntpgrandc key (Ke) lbnﬁf'@ﬁ@ﬁﬂ ty ke ireasmitteshdram thee

aut henti cati gayfdenctd)aBe verifying the rights to use to-the terminal (5).

20  13. The system according to claim 12, characterized i that it
comprises means (2, 11) for using said at least one cryptographic key
(Kc) for the encryption of information to be transmitted between the
terminal (5) and the communication network (2).

25 14. A terminal (5) equipped with means (14) for connecting a device
(15) for verifying the rights to use, at least for authentication, the device
(15) for verifying the rights to use being equipped with means (16, 17)
for running an authentication protocol, characterized in that the
device (15) for verifying the rights to use is equipped with an extend-

30 able authentication protocol interface as well as with means (16, 17,
18, 19) for implementing at least some of the authentication functions
via said extendable authentication protocol interface.

15. A terminal according to claim 14, characterized in that it com-
35  prises means (9) for performing mobile station functions.



via sai d extendabl e authentication protocol interface. 15. A term nal
according to claim 14, characterized in that it com 35 prises neans (9)
for perfowoioag3mmbi |l e station functions. WO 03/ 030445 PCTPETF200769 22
16. A device (15) for verifying the rights to use, to be used for user
identification, the authorization device conprising neans (16, 17) for.
runni ng an aut hentication protocol, chargcterized in that the device (15)
for verifying the rights to use is equi d with an extendable 5

?ut henti } cati 99, I dlevid (15} éoif @@ﬂl;]yiﬁgma@ rightsntd ms@atosbéhﬁsedl?or LBer 19)

or performn t sorre

ext elr[:dabl e aﬁ%ﬁghpﬁﬁgfs‘ epﬁ‘b 85'5?%&%&?@% &%fbpg P‘i%é’ﬁ%i@a zg%gew ce

accor di ng tormiranmarﬁamhan’accatmm pedtaool, characterized s in thabithe davigri ber
dentif t t hi

execut abl o s\ Eﬁ R erblbg e rigrtS icf h‘@e@'E’%’rée%%'ﬁggtare?"hcgf‘pf*?”“%b‘@ ped

with a devi cauthesticagen M@ﬁ@@@h Iﬁge'ﬂf%e asgnel asowiiBeneans (dBvil éel g i?ff or

verifying thg,r béhbﬁntrg; YieleatP RRhewREN iRAhéaticatitmifogcshayidieald cati on
protocol, characteriz rogram further conprises

machi ne execBxgndabl %?H&e@t&aq%bpvﬁﬂﬁogﬁ#%&?%gdabI e aut henti cation

protocol interface in the device (15) for verlfylng the rights to use;

i ncl uding ma e f.the

aut henti cati (ng ?ﬁﬁcéﬁ@#&%@n ﬁ%ﬁeé 5 orB dgﬁ]e?%u{:ﬁgﬁ ?%g g(l’)l pﬁr ot ocol
i nterfat@. 1thatThie &mqmteesulpscrm%mﬂ@abﬁ@ail@@bam ¢ nUBBM) char acteri zed in
that, for user authentication, it conprises at |east the follow ng machi ne
execut abl e steps; 25 - a step of transmtting a,request (401, 403, 405) in
which a reqt@stA |%0mpb!?f%rmﬁr986ﬁmocf’ﬁ§3rb%vgc&‘ biye'rreqiable) sirPs Her

rights to USQuthermC%ftlﬂg bl Ps@Ccesaitaemirig ( @qequddﬂf%th,ald@vm cis) toe
ntert ace tolPgMING e Spbie o A e'*ﬂeades\e!@%@?f‘ SRITREE 5 0 lsse
(407), 18 whbeimg applle@ﬁcpnonsmmgrm'eaumemhzat@mt prodatole charaetarized | onh
protocol i nhefl A% ESmLASS Profdnd 1ARhERCcaRrets( hrdcHiRe ¥Rebltgbi the
* - steps for applying an extendable authentication protocol interface in the
device (15) for verifying the rights to use; including machine executable
steps for processing at ieast some of the authentication functions
20  through the extendable authentication protoco! interface.

19. The computer program according to claim 18, characterized in
that, for user authentication, it comprises at least the following machine
executable steps:

25 — a step of transmitting a request (401, 403, 405), in which a
request is transmitted to the device (15) for veritying the
rights to use,

—_ a step of processing the request (406), in which the request
is processed in the extendable authentication protocol

30 interface to form a response, and

— a step of transmitting the response (407), in which the
response formed in the extendable authentication protocol
interface is transmitted from the device (15) for veritying the
rights to use.

35

20. A storage medium for storing a computer program comprising

machine executable steps for authenticating the user of a terminal (5)



rights to use. 35 20. A storage nediumfor storing a conputer program

conprising nmachine executable steps for authenticating the user of a

term nal WB)3w&4@3/ 030445 PCT/ FI 02/ 00769 23 equi pped wi t IrCa/rie@wioce® ( 15)

for verifying the rights to use, the device (15) for verifying the rights

to use being applied for running an authentication protocol, characterized

in that the conputer program further %rl ses machi ne execut abl e steps

for applying an extendabl e 5 authenti cati“on protocol interface in the

devi ce (15) equipped Myihwg dendcer(ightfer wverifigng thectightantp msehitine devégsut abl e

steps for pr S§ Of t n 0 hr ough
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t he extendab ion ot ocol 1 nt
authenncatlon protocol characterlzed in that the computer program
further comprises machine executable steps for applying an extendable
5 authentication protocol interface in the device (15) for verifying the
rights to use, including machine executable steps for processing at
least some of the authentication functions through the extendable
authentication protocol interface.



