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*159159* SECURE PEER- TO- PEER MESSAG NG | NVI TATI ON
ARCHI TECTURE FI ELD OF TECHNOLOGY * @0002* [ 0001]
~invention relates generally to a secure rressagl ng”mmm”,m,m"“mmml
invitation 5 architecture for nobile dev
cell phones, smart phones, personal data aSSI st ants
SECURE PEERITO-PEERMESSAGING INVITATIONAREHITECTURE
| aptop conputers, and other nobile electronic
devi ces, and nore particularly, to a peer-to-peer

et af e ressaging solution for mbile devices. NN
FlElrgonggp\W\‘;%LQ% al erts users when anot her *Gooo0z

i ndi v such as a friend or coll eague, is online

(000K 4 aII Q%"'tvﬁ@ﬂ?'? trlatengengliy S a spauredpessagingpviiation

arcHite@luré FdrinotMel iitlestdiRh Bs el phBHe S, s Bhélflsa¥srsonal data
inherent in an electronic nmail solution. With instant

assifaniadiRAs). pagars skandheldearaputgrs, pheneyenablpd lapier egmputers, and
othé’r"'r#ue” é‘%tg&aégéeﬁéed%%ﬁp;?@@%%%_rﬁ%é}&"{8‘5‘ g8t ﬁ)e éegég'iﬁﬁpdédYate
messegingrsokiiopgor mabite dévicés onl i ne st at us of each of its

subscri bed users (often referred to as presence

i nformation), and when soneone froma user's buddy

list is online, the service alerts that user and
BAGKGRQUUNDINEARMATHINt act with the other user. [0003]

I M solutions are nultiplying quickly and are show ng
[00Q4] not wstanti mebsaaing 20M) iinea esarvicenin@ht aletsit usars ovhen another

il S5, X AIBPLAIUAEE. BLOLMA K 58 B Sl fihessages to
eacli Rititey) in neabtime, V\athontethenstbreedndi-&pwepj delaypuntearent ianah electronic

mail %ﬁﬁo&n&gh} @s?a(g\? friers% 'ﬂ‘ég g heﬁ%'r clyg?rtglﬁ %ﬁfé %ath[ewsers with whom

he mém‘l. mzr&,s toasmdmanicttes ( ddmrﬁomyueﬁyrredmbrasededWI lists”). An instant
e device W em The n
mesRaBINOCS AT Kegps ik ALATE PO SALBIERGRST e sHASrgd users (often

referred to as presence information), and when someone from a user’s buddy list is

*159159+

-online, the service alerts that user and enables immediate contact with the other user.

[0003] IM solutions are multiplying quickly and are showing up not only in land-

line environments but also in wireless environments used by mobile devices such as cell
phones, . smart phones, personal data assistants (PDAs), pagers, phone-enabled laptop
computers, and other mobile electronic devices. Wireless environments offer the
potential for strong IM solutions, based on the time a user carries their mobile device
with them. The number of available mobile devices that can run IM solutions is in the

hundreds of millions.

[0004] it is well known in the art to port IM clients to a mobile device in order to
gain access to one of the many IM services available. These services include AOL's
Instant Messenger (AIM), ICQ, Yahoo! and Microsoft's MSN Messenger products.
These products are known to have tens of millions of users supported by each IM

server, and these communities are sometimes inter-connected to produce even larger
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25 hundreds of mllions. [0004] It is well known in

the art to port IMclients to a nobile device. in

order to gain access to one of the many | M services

avai |l abl e. These services include AOL's |nstant

Messenger (AIM, 1CQ Yahoo! and Mcrosoft's MSN
comlmamegequwexdm claad- Im'e*t&miedegsktabsbasedam sklutioms fallstednoet of what a

user §ﬁ@t '?foénﬁ%%ﬁgs‘gagtgurﬂﬁr?ﬁs p%g{j{@ ysggéq ﬁ\&i%nctlonaHy wherever they

mayrﬁe’:‘r‘\mmoﬂmcrr@dué Qigvicedu@iditionally, athgesmall s@mmiunartd @8emories of
wever , nd-1ine an deskt op- based IM sol yti on

¢ Fjgv'gﬁ% egreghin 3 ryskrating ﬁé?er'eém@f foeRe qurbﬁ'\ﬁa'??lag trying to
us@ﬂ‘ﬂ ek, pétﬁﬂ@'a)‘e g@@sd 'tMJc%QﬁF 1Hénﬁédrtde%?ﬁ%ﬁ&@ranﬁl“@bbenence of

may be with their bi | devi ce. ditionally, the

exgig [Msaletins BeapuRarbey aansior hess e reech daad-ifia dsers operating
Ieg?gzgééktc‘fﬁ NG s%;%ft'iéh% gé&i ﬁ%v@?ﬁ‘%ﬁﬁéﬁ%t%rﬁé%&e@?@?él@ctofgarh N here is thus

ese eop e are r1orce
a reedefor & bettwoamd peereotorapiete messagipg rickion @tﬂat enables immediate

me?é%@@ép A\M ﬁ1% \Jstaé)gf n&eﬁ?vxﬁr%lésgerﬁo&@enéleg 1o %gw?:%? that can take

I'ne user oper ati ng egacy esk
adsnitage ofrthe daldahsava” natucd bfea medbile deaiteves t o sel ect
from There is thus a need for a better and nore v
[0006hp! et AnatisergubDhigns withiteixisting tiMadppinatidned's itmervtadk aif security. With

oS Dbt Yo R 6°o 1S BASE UL o8 g ot ones
|deﬁf|tytrha’y baidsly dissemiraited withbuteparmidsicn e bee migiitGRédefore receive
theﬁ;_orgrobl emw th exist [ cati,ons i

I M .
Mo RAE S OB AIL P RRYPW P FWaIHeRrsaHics MRl RPES ES graroliBfation of junk

meB§a®%SBprﬁh sﬁraé@s taRl bthentsetiritpfconsems. REQRIsyIdifibalt to verify or
s identit may be wi dely dissem nated w t hout

auﬁB@F‘?ﬁaé% it SQHH?eo‘hfea'i‘n'@ﬂt@“?'hé? dRifjple MeseaqiRg, Waish Jgay give rise fo

nmﬂér%ﬂa%n%@ﬂ-@%d)éedww%@& source. This leads to a
proliferation of junk 15 nessages, spam viruses, and

[OGOBPer S eHthd YeonNe R Wirtlesk iméssa@inySstahddrl $short ﬁlessa%e service
verify or authenticate the source of an invitation

(SM).tisid ehreuakeufiNagth Awmeter arg egpeealiy is&urepean China and India.
This"RAMISGPERL K8 rAdH] AL EiFst SRE WoldtdssingSt&Sich SMS user must be

performed through their MS-ISDN, or telephone number. This phone number is
extremely easy to pass around and it is impossible to verify the authenticity of the
sender. Second, there is no implied presence, or any actual delivery information, so the
exchange of information has a lot of risk associated with it. SMS also has no concept of
a conversation that lasts forever, and in fact there are no SMS devices that keep long-

term status information regarding an SMS conversation with another party.

BRIEF SUMMARY

[0007] The present application describes a system and a method that provide for
immediate peer-to-peer messaging between mobile devices. The system and method
provide increased security by maintaining the secrecy of the underlying address identity
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[ 0006] Another commopn w rel ess nmessagi ng standard is
short nessage service (SMS), used throughout North
Anerica and especially in European China and India. 20
This service also has many flaws. First, the

addressi ng of each SMS user nust be perforned through

_ of é&l’f uddpof alAhbbilerddvidedn higd) Sy Iemib &n inVikdtdn I%l?@rﬂ%cﬂ#&*i%ﬁdi isclosed

extrenely easy to pass around and it is 0ssi b

| e
WPt?h\ﬁéﬁbi%ﬁ thaexahanae Rﬁrﬁcgnabidenh@cat@e AEIbErSSiE ﬁaw'thout requiring
alu38F ® difeddy a'cH@éé (ﬁdpre\rn@é RICSEr hé? %ﬁ\oﬁ%é’é&m ﬁﬂ)bl?é%flé!n encrypts its

|nfornat|on exch ange O nati o
aggoaiateg PAN @@tqratpwmm if to@, mmgmgsapnha@thmmeMbpt mebile device

"ﬁﬁ%@‘eg@ r@é_@ﬂ ﬁ@E@@@Jn%‘iloh %ﬁbﬁcﬁtu%g ‘éf'ﬁ[e inviaHon Qrcfhﬂg%tu fe automatically

Jevi ees 'ong-"terms
manBgesrtite encrygtipar; dhn gecmsltSN@ycmmhammt thencomwpadsition of invitation and

oEfian s esc Mol L o atn B UBE

(gf ];llﬁbqnle ass%ggﬁfedbr%%ﬁg ai%%ilf%tomngtﬁgwﬂg%esila&bpge f seurely
exa:twng&wbrsm déntifibatiomriuthisérsibegvédrea fist nobjle dbvitband a second
riABRF ey e P sV sk o5 o SYALER BUAIng o Wireless network

afd altolifeg s6r9ert SouPISFIohE Wireld¥sGHatRHRDIEREh tridbildd/ddfas one or
of personal jdentification nunbers_ (PINS) w thout

RSB BoTY cations Sppiaians aod PHORGIRS debioh fuyiel Bapiasmessaging
apfiicabibhl Tﬁe “F?sit?rﬁ&du'égje@%' Ha%aé fl@f‘p@@@ﬁéﬂﬁ&éﬂiﬂ&&lon number and the

associ at ed bef ore provid % to a nessag Iq%
segnd raablie)ﬂe\deﬁ hAv B 96FONFBRISEN ddentificatiammusnier. dine method

iRk ithe sfl;e:ﬁgrﬁf' BhE hr?d‘tw%q%ﬂ stbo iyl 1deﬂﬁﬁcéti‘8\’1' r‘FfMHé? "sending the

architect e automatica manages -t encrY 1 on,
eawpte@ldmstsnareoneé}dem&ngermmhaﬂéromﬂpd’s'st mobilendevice to the second

b SRy SR LR RAA S5  ifsecoppe e
ehtrypleddistiersqrg] ||dmit|f|mt|oprrmnmtm!$nd sim‘irigdde tﬁfstfpecsﬂnal identification
o BOE BB 18 e by D SRS Bilos e steps
ofl bm:rmtmg tﬁe@@v}bﬁ@pe@bﬁaluﬂ@tﬁhfbatlw AYRb&Isendihg tHehéndypted second
personal |E¢'ientq‘|ca¥mn number from the second mobile device to the first mobile device
using one of the communication applications, and decrypting the encrypted second
personal identification number and storing the second personal identification number in N
a memory on the first mobile device. After this exchange of PINs, peer-to-peer
messages are exchanged between the first mobile device and the second mobile device
using the messaging applications. Each peer-to-peer message contains one of the
personal identification numbers and each peer-to-peer message is routed by the routing

server based upon the personal identification numbers.

[0009] In another aspect, the present application provides a peer-to-peer
messaging system The system includes a plurality of mobile devices, a wireless
network, and a routing server coupled to the wireless network. Each mobile device has

- one or more communication applications and each mobile device includes a memory
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and a routing server coupled to the wrel ess network.
Each nobil e device has one or nore comruni cations
appl i cati ons and each nobil e device further has a
nmessagi ng application. The first nobile device has a
first personal identification nunber and the second

stﬁ'@rﬁ)h firsl @ersumah RiBnéificRio A MUnRr S Eash mobieideliceallddincludes a
nunper . Tf],e met hod 15 i ncludes the st egs,o encry tqiﬁgoq_
MERRAGING 3pPisaHR WAPTSIy Hif messaging APRI(FaHeR in &ial’ﬂgg'? ion
cRsENE Sl édrysiorPESmpdInt| £18dHthét rhahadimdhtEBRIpohERfMand a

the first nobile_device to the second nobile device
massatindeRMBeneHe ThermneRIRtan compapent is fer enegyptiagdhe first personal
e : ! fipst . o :
PR RerSheng RSt d GB B RAT st prsgunlidenfcaton
nirdeertinfo & eomounicatiob éor transmissiom toyamathehpobikcdendce using one of the

AR PG5! phGroaFis TR Bl SR RARBb TR b Fechigafooming

corumiaicatisre frdmipetamethen eohiiteftvicecdmthe qgrex sfdhalcommunication

airg.en{.l]i ficatian, nunber.fromthe, second, nobile de\{i&e.
RRiCaYiRNS: Whereipihs Ingorping cammyBicafion, igludes @ encrypted second

p&reonal rhd@giﬁb@ﬂibrﬂgmhb@ratah@ Iﬂlsr,e_xgadiirﬁt?&lﬁd’iﬁ_édzrpgtiﬁd;%e encry(/jpted second
encr ed_secon ersonal identification nunber .an

P%TFB'P%ﬁ ntwsaé%bwgﬁesﬁmqn%mmeem?samﬁe%rétr's o

a@ofREBAlY RBnA ﬁ%iﬂé SichaRBE beinRiticR. amf dReptdiicss with the another
-exchange of , peer-to-peer 25 nessages are

meRiheERGes Upiagiee Ane rbthE GasmpisAlien arplicaliontn dl im@essaging
A TERE sEnaf i G3ecaithd Bobhe fEavAEIcafes noroy o pcro
pesr messagge each diclydeend ofi thapetspnalidsatificatina ngadiers, and wherein
- - | .
Ry R8BSR 151601 e RS oaad uBBf it persona

identifmatioh@umdspect, t he present application provides a
- peer-to-peer 30 nessaging system The system i ncl udes

- [0@1P] ur al ilbyebénathei dspedt tine peseat applichtiorsprovisieasy mpbile device for

oy 4 BBl AN IR e A8y s ntwore
Theplirelestinetgordrincledesa raltingsendey The motileudteicedndades 3
c%ggﬂtn%bglﬁ%glé&yrﬁf%n gﬁ;e%l%gajlgphlg glgrte fs's%%tmlrr_%]nicr:]a%%evsith the wireless
nétwork, memory for storing a first personal identification number, and a processor
connected to the memory and to the communications subsystem for controlling
operation of the communications subsystem. The mobile device also includes-a
communication application for composing and sending communications to the other
mobile devices and a messaging application. The messaging application includes an
encryption component, a decryption component, a contact management component,
and a messaging component. "I"he encryption component is for encrypting the first
personal identification number and for embedding the encrypted first personal
identification number into a communication for transmission to another mobile device
using one of the communication applications. The decryption component is for receiving
an incoming communication from the another mobile device via the one of the
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nmessagi ng application wherein the nessagi ng
application includes an encryption conponent, a
decrypti on conponent, a contact nanagenent conponent,
and a nessagi nhg conponent. The encryption conponent
is for encrypting the first personal 5 identification

commﬁmﬁéatmcbrfpﬂéatmf@eﬂﬁlem\ tHéein@csmrngWoﬁdnuméatormélaaé@hn
identjfication gg into a communj cati on

e”P'iYQF%Arﬁ%Cﬁ”S Per ?9"5’#1 ﬁ@?cwsa.n@%w%foagrm@ct@aéwquqﬁ@tmg the

enEA/MBINSSRIND Prsutal identifi@ition nlivthed e Thy Rbhkt ﬁﬁﬁ'ﬁ@é‘l@n@ht component

is for receil vi ng an i nc omn conmmuni cati on fromthe
is for guasnatiegy rr@nagmlgdae wahanw Irvitgtionhand aasaptaRGESs With the

an@fﬂ%'r Ib%%rce"ﬁ%ﬁ{&eﬂhg dnldSofithie %gl]nﬁ%rng%ﬁg?lf BbFfRictiBAs. The messaging

ncl udes an encry second
corrm:@nentr is éent Yemdinguanskrecelving mqar-temeamssaﬂ@n whereby the peer-to-

peggfé{]e%élgéé ci‘u mgl[]% 8)48%?&1%3@&%?@% |@%ﬁ§%®@ermmbers and wherein

the:pe@shmqrﬁerlnseésages ard outdd byatheyrontmpgemgr basedenprinethg @ersonal
ntw tations and acceptances with the anot her

PRIy s ng the one of the conmunication

Ilcat ns one
+ ccePHet sspees PG TRARH Y er b8 FESER uiialioh Wi BE aPiarent o
onaeﬁbfdlﬁarl&kmeﬁlthémﬂmm oﬁimé?follmingdﬁtzﬂlé@ d¥sckifton and drawings
ersonal identification nunbers, and wherein the
deE@@F‘gPBeﬁég?orﬁ@&b‘Pg’&e%tﬁe routed by the. routing
server based upon the personal - identification
nunbers. [0010] In yet another aspect, the present

B@EE'@%S%@%FM?F@EW% hor | mobi e deviogs over
i rel ess vvork evvlrelcng; net wor k |nclude§h

812\ 51 - ETEBARTS Yl b eSaited B af xemple oniy. wi

refeBsHBAITH G196 a@@@eamgu@bemuéwn engagi ng in wireless
conmuni cation with the wirel ess ~network, nmenory for

[0¢13]r i N9 Riglid $tis BEBlI6 @lagiae F af dysetim Q%MHQ%meﬂlﬁﬂe Peer-to-peer
processor connected to the nenory and to t

m%ﬁﬁh“ﬁl%ﬁ%‘hﬁ‘@d%ﬁ&@@?ﬂ for controlling operation of
t he communi cations subsystem: The nobil e device al so :
00141 udesFigurss2ds antiew @fia ReTtian of Actignlanof BimeRissayigegshowing an

exBRPpIaTPNEbAtactC dEEHdse akLReBA Whidhhgs Q¥aHeNof a peer-to-peer messagmg
application;

[0015] Figure 3 is a view of a portion of a display of a‘-mobile device showing'an
exemplary status screen forming a part of a peer-to-peer messaging application;

[0016] Figure 4 shows an example embodiment of a graphical user interface for

notifying a user of receipt of a messaging invitation;

[00'1 7] Figure 5 shows, in block dlagram form, a mobile device conflgured to
provide peer-to-peer messaging; and

[0018] Figure 6 shows, in flowchart form, a method for securely exchanging
personal identification numbers in a mobile messaging system.
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nobi | e devi ces and a nessagi ng application. The
nmessagi ng. application includes an encryption
conponent, a decryption conmponent, a contact
managenent conponent, and a nessagi ng conponent. The
encryption conponent is for encrypting the. first

[o@r]Sonal | ikd esferdriceatuntetalRUHrE @ised fftolighio @ The Efjufds fohanote similar
encrypted first personal 30 identification nunber into

elemenfi?nAifeattiesn for transmission to another nobile
device using one of the communication applications.
The decryption conmponent is for receiving an incom ng
mruni cation fromthe another nobile device via the
D%WLEP PEECRIPTQNuni cation applications, wherein the
ncom ng_conmuni cati on includes an enc ted second
[OQ?é}]sonal Retesiing n@wé@ mﬁwdrﬁmfnﬂér Figsinel 1fia %@akr@wrangofam@vstem 5
l;
fordéjfdntl irﬂtgnehﬁ?e m Cg@ﬂg %‘Jy%f%‘?ﬁ‘@mcludesaplurallty of mobile

|cat| on unber ct "'managenen

 stajionpdAesich asmbbile davioemd 04 antlyl Oiieﬁrlrmgvmlg anreélx ehighgmay be any

typ%T %1’ \:P‘Yél%?év HnBBﬁe @l@gtr&‘? E %Bmmﬁ?atighg I?iewa@ sﬁcﬁ“&?t hc,eeﬁl phone, a smart

I cCé using onmmuni ca
phape)! a patsoobaldatd hesuaﬁasts@ﬂn)g a pagnpanmndhakj émrnpu;tendr aghone-

’ L Vi -1 .0- ssa wher eby, 1t he . .
orf 55 Yo 005 BROF T B PR Fovoo 10 may
prexddexbwith vadeus agplicatiors) invludie, S«gthg[]dhrﬂﬁﬁtcﬁi, Bne ohnore currently

t are raqute the rouyting servy
o358 ab8isaaotn et 2RaBR s mudaion il piier A ABvRgs 16, such as o
wu[e%l‘.]t]ale%b@é a@ﬁll@ﬁﬁbﬁ aﬂﬂ&nﬁﬁabbﬂcﬁﬁo@fa Eh6rt RcRS8GY servnce (SMS)
appﬁgqtll cation w | arent to one of ordinary s I

ST ST R (19145 gpalizationean ehhanced message

I
seﬂ&feg@%)nﬁbh@%%rg ?&%@IIB#%S%B% ABSs % gﬂ@lcgﬂlcatlons (each of

whidomay berrateiieddathersin |as %W@&nw@@r@m%@@tlow applicagen”). In
=S e 0 108 90 i S GplcbaoR oy T o
pegy&mrmmmimqlmmbg@bﬁFaJm(rp@red to herein as the “messaging
application”). The term “application” as used herein shall include one or more programs,
routines, subroutines, function calls or other type of software or firmware and the like,
alone or in combination. System 5 also includes wireless network 15, which may be any
wireless communications network or combination of interconnected networks, including,
without limitation, Mobiltex™, DataTAC™, AMPS, TDMA, CDMA, GSM/GPRS, PCS,
EDGE, UMTS or CDPD. As is known, wireless network 15 includes a plurality of base
stations that perform radio frequency (RF) protocols to supporf data and voice
exchanges with mobjle devices 1‘0A and 10B. Routing server 20 is coupled to wireless
network 15. Routing server 20 may be any type of routing equipment capable"of routing
data packets, ihcluding, without limitation, a TCP/IP router such as those sold by Cisco

Systems, Inc. of San Jose, California, or a network address translation server (NAT).

[0021] Each mobile device 10 of system 5 is assigned and stores a unique
personal identification number (PIN). The PIN for each mobile device 10 may be
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messagi ng between nobile devices; [0014] Figure 2 is a
view of a portion of a display of a nobile device
showi ng an 20 exenpl ary contact database screen which
is part of a peer-to-peer nessaging application;
[0015] Figure 3 is a view of a portion of a display of

ass@gndmbhd! etaley ithsrefiNANEAGt Brmasufabibka Br Hraligh its GuBSEriber identity
messagi ng

mosis (SUM{ BAC M Ga BYAPPRU.IP & NaFWarCREaRe B3 dhprogrresponding mobil

de\%@qg'JFEMrefégs PSR £ Blat &rables 4 1608 bAfed?® the mobile device
notifying a user of receipt of a messaging Invitation;

10, Bouting seryar 80 soludassone oF mPtsclouting iaies fos reyting rngsﬁag@s sent by
mo%é’ﬂE%SQQ%"Eﬁ%@@néﬂls rﬂé&ﬁ’h?elrfﬁ ﬁar p@%e%ﬁﬁm ithe PIN may

ure sho rm a ne
actpially sedie Glevucark@iddmysnyﬁeﬁpensmnahoiheelexemplaaty ieobodiment, the PIN

el 4 Fiepiche Bk & FE HEENF Bait R Gt eI, pist eq the mobie
sutsseribéel SDMi(MSISDN) éorethe snebilé deaddelt @ sandihBAhdtivOrk address may be

an ngeﬁgléeﬁ%l gs\l 2 002Ck)|1 aﬁgber ! Idg?stggcquethggem% g‘\g\ﬁersgnal identification

nurabém |or MBIN MR I@ér@urﬂ@&fotﬁrﬁteﬁ@&f tdTBS fidtited GolePy 86 ﬁ(lﬁn@rlc identifiers,
i ncl udes a stations 10, such

I f bi |
butnisb 9 e e ur(ﬁy y & $hauing weF.aéqha@umﬂer\ﬁmd@ﬁﬂf'ers binary

ideRtfierd Soradiler iH¥MTicd that E&h BE UsEB R bRaMb Pebi-RIp&er messaging.
conmuni cati ons device such as a cell phone, a smart

[oolpne, de?Gécﬁﬂ@ﬁienéé\tlﬁl o%%&hﬁh?ﬁhe(é%%hshﬁ\eﬁﬂ%ﬂ 'm@intenance of a
handhel d conput er g one 10 ena

Peql g RRAGE MOsPBORE RESSIOR Datwoan s RABIMGees drablerence will be made
to ﬁ'l%Bilé Be\%ee "1@)& Q‘ft‘j 1(9!?%Hbﬂ/ﬁqn PGB v afk WAl Be ARk GabH ORSwever, that

|nCU|ng, hout Imtation, one or nore urren1y
theesarae |dﬁgcram@|n| willtapphstor a peeetabeer measaging session hietween any. two

moBﬁQ ﬁéwgé’?‘l b.eV\WFéH £E§el'1(9f mgﬁﬁehdgﬁ’ce% OA wants to establish a peer-to-peer

messaging session with another mobile device 10, such as mobile device 10B, mobile
device 10A creates and sends an invitation to mobile device 10B using one or more of
the existing communications applications common to both mobile device 10A and
mobile device 10B. F_’referably; this is facilitated and accomplished through the peer-to-
peer messaging application using appropriate menus and/or'dialog. boxes displayed to
the user on a display of mobile device 10A. For example, in one embodiment, the user
initiates an invitation through selecting an ihvitation option in a dialog box or menu
associated with the messaging application. The user may be prompted to provide
address information for routing the  invitation using the existing communication
application.' For example, the user may provide an email address associated with
mobile device 10B. The messaging application then causes an é-mail to be composed
and sent to mobile device 10B using an e-mail application.

[0023] The invitation in each case consists of a message' appropriate for the
partlcular existing communications application, such as an email, SMS, EMS, or MMS
message or a wireless telephone call, that includes some form of a request as to
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Wi rel ess tel ephone application, an email application,
a short nessage service (SMs) application, a

mul ti medi a nessagi ng service (MVBS) application, an
enhanced nessage 15 service (EMS) application, and
other Internet enable nmessaging applications (each of

whehef thaTB¥ess mbRé dadick o 0B Wahis ﬁﬁaé’dbpf epd ﬁﬁ\}ltaﬁon and establish a
communi cations applicatjon”). In addition,

peqfipinesr dr&ﬁseemmcﬁqsyoarwh maPilg; quwo&m%yﬁmampaﬂe fingee 10B and

“an JTHS? tt'?(‘fentiﬁﬁgrthé %@%%98 éﬁ%ﬂ%tlﬁﬁltwér%gg in. peer-to peer

erein referr erein as th agln
mea@qglmg;atT herindicatti(e) mayrinclagd bncdtaicbment enkasitieddext, or other data

eleété@ré thtap‘éhé'ag tR& ?ne%rsa%rgfe}@'ilg&[o%n@e m%%ﬂé %%(/4@@ TB{ Wa rreé:ognize the

nes, “function FType o
meesada agvan endtation.heThe keessagingn eppnlrcatlon 05) rdmnﬁgmﬂednto monitor the
es W rel.ess networ

ntgh o Petol ok el SiRRerAdeR T snanRaeain Gpe OF riote B e existing

corﬁml]fnicaﬂbﬂl applidations.e frepariedibg dhe &te&@ééﬁﬁg alppmtaﬂldh ﬂﬁomtors incoming

meTHAGRS IDURISTI Abkisy Peatan LRHndCRE SRACAPEY Aignity that the

meb%d@u@%peéﬂté@e@ﬁme@@ég?ﬁ@'ﬁwitﬁtld)rﬂC' udes a plurality of
- base 25 stations that performradi o frequency (RF)

[OOQﬁgt OCO|L$pdrpreﬁiéi11ﬁfotsﬁﬁtéh HWtaldH, GRe BESSIRY §p;¥Mcbﬂon on mobile -
ile devices 10A and 10B. Routing server 0

deviesiJPBdiNVekes AB|ACEEPtanEe RiPReSE50T qu'npnglnseaméwagothﬁaryessagmg
apﬁ?i%aﬁéw nbiiRss Bk, Lﬁé&'tdf Wﬁolﬁ&ud@f@émloﬁ QFPé{bér? lrﬂﬁtaﬁcﬂ“hhé‘%een received

data packets, including, tion,
and solicits inpiHTaE theyser agltal Wbrﬁtharamot. Q‘}%Wﬁ%’ﬂoﬂ mould)be accepted.

Thesﬂgtrl]fé ﬂtéﬁ &gﬁingruggqh?m%iqr‘?@%ﬁEi?gg{g?fégggﬁﬁﬁ%)ﬂl% device 10A, such
as dp\d-mail Egldegsssyrsotben sudhsinfgriagior disanay bembiained fomythe invitation.

in G SABBUIHELICRLARR RHPRE LB M (TR e o HoriBHbvice 108
by thieemessagig applichtion i the formblﬁeaiuagjhg lbbs mebs,cpodaep window or other

arapBE) ebs dirBaseS (GO, . TS Trsbibolinn WG ore M§ase. may. in one

em!b@dlﬁﬁarw inelugessalsdtasle kbutfont ftﬁtotﬁéﬁ@abﬁldéaﬁrﬁam ¢eéﬂares to allow the
serv

US‘?W?E I“?Rj%’%% 59\9?9 &Bbéol"}ﬂh’iﬁtﬁ Q"'\eﬁlﬂré’é “P % 'BUH“H@ IS accepted
[Ooggfsageslf ?ﬁé‘ .tusey of 'mobile device 10B indicates that he or she accepts the
invitation and therefore wishes to establish a peer-to-peer messaging session, for
example by selecting an “accept” button on the GUI, then the messaging application on
mobile device 10B causes an acceptance communication to be transmitted to the
originating mobile device 10A by way of the appropriate existing communication
application. For example, in one embodiment the messaging application causes an
acceptance e-mail to be composed and sent using the e-mail application. The
messaging application on mobile device 10A is configured to recognize receipt of an
acceptance message, like an acceptance e-mail. |
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5 nobil e devices 10 based on this mapping. In one
exenpl ary enbodinent, the PIN may actually be the
network address itself, and in another exenplary
enbodi nent, the PIN may be the phone nunber of the
nobi |l e device 10 or a unique ID such as the nobile

[oogepscri her addwhh (tySpD Joﬂ[unbﬂ& i | exé&fidg ﬁ@hjaﬂ nW'thlon and

t he net wor k address nmay be an | P address or
acoeptance| usiy thedrstingorpremypicatien applieations, Jag mobile devuces 10A and

1088 @%ﬁdﬁ;g‘eqiﬂ\l'soﬁn Sfe AR, lmel‘?tr theFH’lN for PiRsbilB & Qlc@ 1'0?3 i9Qknt with the

I nt end [T mted sol el y t nuneric identifiers
acaeptarice mesmeudd@f@t@nblo@maﬁltbe giN fmmobnla:deﬂee 10A may be sent

I Ed G I [
it RO WIE Y el B o MY Yurh R B fhSviefement messge
aftgraeceipofibe acosstsacy mgssadged22] For conveni ence in

descri bing the establishment and nai nt enance of a

[O0REEr - t O- lpaecomesagjlthghemeﬂemn applioatien, mmm:éniylaﬂd confidentiality

of tggtﬁ @gslié%lrétﬁ{ﬂ'l%%e en 8\”?19 nﬁeg?cb ap&afge%e% ltlr)queBré mobile devices.

If aam@eesltmNeti nf&@é?gérﬁeraﬂ;“l@aﬁdtﬁe sanancliesic usdit b;bnsenb!llnk;I it over an
0 a peer-10- peer sagi ng sessi on
ungRBret el §597 a5 B35/ folis el desr DR Me BEYitE & ide range

of USBraBAk s ey 8P hA inh&thofzEE RiciPiontRE MiterddPs 8 disBge and obtain the
session with another nobile device 10, such as nobile

PiNjeJYest afotse %ﬁﬁ'ns’ecow@wrﬁ@t'm@we@f%@ ke esmadsu@rze unsecured

chérih\élst aAé @NrelsQit EORIobRe d8VitE PraylrdeBiveUhbEshdRRardh uUiRaRted sources
he exi st | n&pbcormunl cations applications conmon

that ba\%ﬁaphtamgh the RiNVPE theimpbilendeviem biceordiaglye thelBils are exchanged
in aﬁ?rf)cﬁ%@@& Yornd it mbSdifn@hitd dib A& Rke g%%ﬂpééﬁiﬁﬁﬁion

the peer-to- peer nmessaging appl1catihon usin

[OO?EE ropr 'ﬁFeeergf'g&E% ﬁﬁé Q'Pa)pl bgleﬂgoegﬁéa %lre%ﬂ%a}ltﬁ%etﬂetrﬂessages sent

user on

' usiwmﬁstiﬁgmmuenbm applicationseonrsey. beiattathed testhamessages. For

ox i i 8 & AT RSB HA AT ot bl Ly e
It vsadpbélap@recnntedﬂhm ergail yngoe bmanmﬁteedtta@erirma}" éacounter problems
nf ormation for routin .NVi.tati

0 FREERE. P ECHEee RS »pRracedopin.n otira ipPgdment, the

endristed FUN membledded directly. withitRithe bodly eStheasmaiti & tﬁhﬁh &hbbdiment, a
reagg[lgtgheaﬁ lﬁ,wllil%gg tggeq{g:e SZ%LE nlg aéo glsle(lz'%tslo(%nmég]mprehensmle text
symbols, however the messaging application is configured to extract and decrypt the
encrypted PIN. Additional details regarding the exchange of encrypted PiNs and related
key management and key exchange operations are provided below.

[0029] As will be appreciated, once the above steps are complete, mobile device
10A will have the PIN for mobile device 10B, and mobile dévice 10B will have the PIN
for mobile device 10A. Now, if either mobile device 10A or 10B desires to send a peer-
to-peer message to the other, it prepares a peer-to-peer meésage using the peer-to-
peer messaging application that includes the PIN of the recipient mobile device 10 (10A
or 10B, as the case may be), preferably in the message header, along with the message

-9-
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and sent to nobile. device 1 OB using an e-nail
application.. 30 [0023] The invitation in each case
consi sts of a nessage appropriate for the particular
exi sting comuni cations application, such as an enuil,
SMS, EM5, or MMS nessage or a W reless tel ephone

infarmation tthatt isi tocde1gent. SThE peerfB-pberomessitsis tentsent By the mobile
r the us?r of nobile device 10B wants to acce

et D fiobdh M esscneseprb %r%t'ngé@nqr@%espuvf&%%emao obtains
the FARNSHEN thé Beﬂﬁb;béeﬁ’ rﬁ’é‘é§ 8 ahdAisds itte dBRHife 4RV AERoMORIdress of

and an i nd| cat or ( ‘E@ t ha identifies the nessage as an
the; wmﬂ%ntuaﬁblt%d@wggg (1P o1 0By -gscthe carss 1yl be). using the routing
HrTal . gl
) SRR S FRaEAETE R TLRAER R 10 cron or
10Bppd theacdsenmay bayithraigtiewireless @Btwark riécaging ise tllatermmed network

S35 295085 RN 08 A0 15 T3 oI el mossecs

infareatioptcontained skerein, imay dendispliaged Wb tthe auer asf thier ecipient mobile

rEBoptcan gec o tthey
el 1T AP "’Q%Zaﬁgéi‘cééé‘h'gf&b%f’ cat ton moni Lor's

O R ol b5 4 b S o o
exdrsple emwmm@nm@r mﬁBﬁéé@hd&m 0 ﬂMltIﬁéibkélﬂple[é?MlmUﬁD fhe mobile

rec SucC n I nvi tatl on, nessa
dediio 10 Ba Ripvi bl ey e mday canis Redng data and possibly also

VOIiEs 6EPINTRALIBR @EBAISIItRSs. IrPak eREmplerendSddimeHt, %ﬁe déi 10 has the
nessagi ng application notifies the user of nobile

caRRBYILE AR RigeteWh Afier SOMBHIR A¥SiBREPTY BednipEPt. eRending on
theF@hétinbfity phdMded bPIAd B&idts £, |ﬁ‘%aﬁ6hé’\@r%5&ﬁ ePits hBldeVIE8 may be a
invitation shoul d be accepte he notification may
datp gemyianicationrdayidep A m@l@wermwmgommnmaon deviaepnfigured for both
0 r O
datd ik o Bfatcty BT RIcphBAE £ PR/ on ity Rifelbss
commuoicatieminydi cmm;buten: $ysterotwithi cwitreless moalen @nmngscﬁheretﬂmgs
to. the user of nobile device 10B by the nessaging

[ooapm i catliherdevicet ﬂlambbndas:afcomrdumba@rbmhsysteanﬂﬂ praghudipg a

rec@f ?pw\%g tr%r&?r&nitﬁagwph'dc sgggge 'o%gnfe% e%l#ggs) dneTgremore',

' preferably embedded or internal, antenna elements 116 and-118, and a processing

module such as a digital signal processor (DSP) 120. In some embodiments, the
communication subsystem includes local oscillator(s) (LO) 113, and in some
embodiments the communication subsystem 111 and a micrbprocessor 138 share an
oscillator. As will be apparent to those skilled in the field of communications, the

particular design of the communication subsystem 111 will be dependent upon the

: <communica'tion network in which the device 10 is intended to operate.

[0032]_- Signals received by the antenna 116 through the wireless network 15 are
input to the receiver 112, which may. perform such common receiver functions as signal
amplification, frequency down conversion, filtering, channel selection and the like, and in.

some embodiments, analog to digital conversion. In a similar manner, signals to be

-10 -
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20 enbodi ment, include sel ectable buttons or other

graphi cal input features. to. allow the wuser of the

nobil e device 1 OB to indicate whether or not the

invitation is accepted. [0025] If the user of nobile

device 10B indicates that he or she. accepts the
trahSitedtdr8 Brédedsthanabang %cﬁf‘ﬁ%nt&oeé{c%eldgsfar é‘xample by the DSP

eer-to-peer messa Session, .for exanple
128 enddumitdo the ranssaifer | or gistahoranalassonversian.freguency up
' AP

cofrER, e B coAPn e SRnfRRslch R WiPWHEESE AR 16 via the
antaningiidét i ng nobil e device 10A by way of the

appropriate existing comruni cati on application. For
[0033&]npl e, Tlhendeviee eﬁ‘mmﬂhudmrthemhieropmagd)rr@&mpt cardrolsothe overall

onERE o b oS T R D! e BEB g iyE WoniRiicatons

subpEternati @hdmsmitmberfbetsdmm fQﬁhérOd\av;lde mﬁlst@u”fs%hch(askﬂewe graphics
ni el (0] acce ance ne | ,

suby SR daaalie BBierY 125 reoB ForeBBOTGIAY) 123 3 fubscriber

ideHEiR) MBaLIEqBIM 1$6 Mﬁb%ﬂp%@;ﬁhtl(ﬂwb babdyatena®izs, serial port 130,
accept ance US%:?ﬁ the existi ng conmuni cation

keybadrd Cakevad 135 spaakar 184d g\wre@gonpoﬁ%@ﬂshofdfgge communications
suﬁwgﬂopér’\@ any Btrfé? @eﬁH@@Qbé’%ﬂéms ?Qﬁer@ll%ééﬂjné’f@@ k842 The

devi ce is sent acceptance nessage
QFWWM%MM trﬁ%raptlsrwwfbthe mm& Heond eertﬂ@ﬁs 9@9“@@ or text
upﬁﬁ'?l’ie g,sgawzgther the invitation nessage or with a
subsequent acknow edgenent nessage after receipt of ’
acce
00 2 “OhBrARgE SRR fmiald 153 4 Vaeas SRGEeuchihs 168
usecﬂ by tilee mirigrocessmi 138adradd onesprample h@bnémﬁrtt stored m a persistent
f
sto% %t]éﬁ‘ g§ flgﬂgﬁﬁy&g?g qunéﬁ’{ﬁ |a$ s?o%(%é: ?%men't Tf?os%s‘s?(glga é‘E Y art il
appteomte lthaimhdﬁpemmg gystemctiah aeﬁtwanemppllcatlons 1é'ﬁs gr pants thereof

mayoffe Biratty fiaded 5854 Forb M siertilieh Bs R 320 £ Brforyghplated that

receNet erninuaication sigaalentapalsaibe stéred tRXM Vo6t of the

exi sting conmuni cation applications, |ike e-mail, :
[o0d5]l | ze Tnheeatittoprbcessor 138, in addition to its operating system functions,

preferably enables execution of software applications 158 on the device. A
predetermined set of communication applications 162 may be installed on the device 10
during manufacture. The communication applications 162 may include data.

- communication applications and/or voice communication applications. A typical data
25 -

communication application may include an electronic messaging module for allowing a
user to receive, read, compose, and send text-based messages. For example, the .
electronic messaging module may include an e-mail applicatioh, a SMS application, an
MMS application, and/or an EMS application. Further software applications 158 and/or
communication applications 162 may also be loaded onto the device 10 through the
network 15, the auxiliary /O subsystem 128, serial port 130, short-range

communications subsystem 140 or any other suitable subsystem 142, and installed by a

-11 -
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channels. As' a result a nobile device may receive
nmessages from unwanted sources that have obtained the
PIN for the nobile device. Accordingly, the PINs are
exchanged 15 in an encrypted formin enbodi nents

di sclosed in the present application. [0028] The

use? EMEMRAM FNsr aBIn-NElatsheskdadr hdcatdm By Md mldﬂopr’aeessor 138.
nessages sent u3|n t he eX|st|ng conmunhi cati o

Sucépfgﬁwtalév |"bﬁBP|l§ﬁt'%y‘Sb’%|aH@'? KerRager ihq mcﬁ%@%@g%fsthe ggyice 10 and
magg?dmieeenwaﬁcad -GV fundfithls! e&hm.aahsn %\sfevam.ﬁ@hopb'\br both.

y be attached as a binary fil

[00§9§r eci g4 %‘Ba&eﬁ‘@émﬁldﬁﬁﬂaltlon?ﬁ’dc{éga%&lw éf f\élls%cﬁfatsaaotg%jmessage

encount er in traversing firewalls and
or weglapage Hownload mﬂ:b& grongisged by thenearpsrinisatirusuhsystem hét and

o5 PRt Brdh e R AES A ERFLISNAlpsoblivea signa
for eutpat to valdlsma;e1 Zmﬁ{rmugh mptgfdpmizs\tslmsyatweﬂ4'14asor<a1ternatlvely to an

h b t h

awdi B PBLAVER 12 uiea 5t rBUER 0ol A4 EEimoRg pionit, i a

sofmmdﬁ hpbﬁiﬁatlfah M58Adc ctdrmﬂailw\:gdﬁﬂrag;b;ﬂlcaﬁ@an 62, uch ab@mail messages
exc a 0 en an

for GiATARRBNIDG SRk RDoE A Ra it vahane ABPiaYcYAZ Ang possily an

auiRIrP VO dd¥ibed] 2825 ueh|dontps88 ReMEI rddEthen WeCtEarishdtted evar a

steps are conplete, mpbile device 10A will ‘have the
COF?’PNF'PBPOWB%'W%k H‘EW%thfm“m%\WSaWHbéyﬁ@m tH.10B will

have the PIN for bi | e device 10A. Now,
[0034hi | ¢ & S@é'ahPQﬁ&ng? SEO‘@E"HEQPF%g woa'cgmfawély@sémpfemented ina

perbEndl @RJitalBSS ARt (FDA) tl?pé’hb@ﬁnudldat@h @B@i‘b@%rﬁwmoh synchronization
peer -t 0- peer nessage USi ng peer - t

W'th@é@agiS ﬁgsiﬁ@pppwv rﬁn@trﬁé\pvwnhmayd@sdqewabh Eﬁb‘ﬁ anipptional device
corﬁ];g&\egié eéﬁch'@?bll'tq 3HSYUE eﬁé’cﬂé 1Qfer td’ﬁet}ré@rerﬂ'&%s hiBu V\?I"i‘%ﬁ external

), preferably 1n t nmessage al ong
dewmmwge a9piloa°tlon raadivenld Btentl éha capmbilitien of therdevice by
prog%ﬁ{g fof Tg&matgﬁsqi%\%ﬁwéfeeé@ﬁﬂgé {rokt% éj'épge ﬁgﬁt!ﬂ% S;;than through a
wirsleswemmﬁﬁmldauonlnleg/vmkr ver 20 obtains the PIN fromthe

peer-to-peer nessage and uses it to determne the
[0088] wor k Tdedshessranfe cbhmnummtpnersubsusmmd4ﬁewadmm component

wh{:Flm may BrO\lll%% fof' gor%rr}\%n%% ion gﬁ%veen)théJ %IGOIQGHB andoéfgféreﬁt systems or
devices, which need not necessarily be similar devices. For example, the subsystem
140 may include an infraréd device and associated circuits and components ora
Bluetooth™ communication module to provide for communication with similarly enabled
systems and devices. The device 10 may be a handheld device.

- [0039] The device ‘10 further includes a messaging application 160. The

messaging application 160 includes a monitoring component, an invitation component
and an acceptance component, which may collectively be referred to as a contact
management component. The role of the contact management component is to
establish contact or “buddy” relationships, i.e. to update and maintain the contact

information, based on the sending out of or the receiving of invitations and accéptances
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‘[00333 118,_and a pr.ocessin

tabl e(s) stored therein, and sends the nessage to the
reci pient nobile device 10 (10A or 10B, as the case
may be) through wireless network 15 using the

determ ned network address. Once received, the
peer-to-peer nessage, and in particular the nmessage

with 'iéW NBYntadls COThal Medsddiey ipplicdtn B60 du&ﬁéra}fﬂﬂhde@ hh@essaging
user of the recipient nobile device 10 (10A or. 10B,

corgRORaN fraesf W%@*}er't?tpee[ mé?g'%ﬂéméﬁb% CP@.taﬁbWQ‘?ﬁ'ééon
to. Figure 5 which shows a bl ock agram of an
[00401pl e EHROBHY ABSACIAEd Withdhe rr@ba%\sﬂpw@ 18.Is ploredyiy memory. It may,

-for%éﬁﬁil@ KEReStLaBR the )M ABD] heRANPYLE Binlfiniward dVBth¥RMse. Also

I'e ‘communi cati on device 10 having data and
stowkm memosy 90 the deviee dOrisganteat infarmadipabhon use isasspaiation with the
e t p
meggé’@gm ﬁéﬁ%tbh c;‘?% gSPét’g?rgurifgrrﬂé"t?on QSntaﬁ% ?ﬁﬁtlabtt hames and
asdauisteth@INs.Dependi ng on 15 the. functi onal [ ty provi ded
by the device 10, in various enbodi nents the device
[00#44} be aThejmwaatcnma:mmbmrmrit oﬁtr@a\nbsmgng applicafivre 1 6O demposes and

ser TR AP AEShATHE RosPE T 4 Asell e Balodrfl ngiructs the

mefseagmg rajpasat;omdamml serid an, invitatnctompobdtber sesicem The user may

o 28 Ao BecE MR AP Ohe <Ly 86 it gTaal addfess. The

invitadrl dom@oReA0gd et glededndl $@ndA ah riavigtibh traesskblé, thedibh one of the
assoclated Cﬁggonents such as one_ or oI e,

CO'B B Pe i9ne d54r syarasthgie- méH@BH\'Fé‘t'QPenents 116
| e such, as a di

nal prhg @Q‘HP”"(‘%Q@’TW%@M fﬁHgdﬂ%SS@%@dW%'ﬁ? n 3 h% watches for
ec‘(éW'nﬁ%h@rﬁ‘ @BQ@Q@SG%W%H&G&%%%&%&%‘ hbat qfoﬁ*séxample the .

and i n sone mbodi ments the comruni cati on
m%‘d@%’}% cRmpanantynay Bomiter f@ﬁr‘%‘é@%@fdhe eowilanplieation tosassess whether

anf’?é‘dé \{éﬂt s a%%s"‘ér’e'm@&a@ﬁ%aﬁh?@tlohg Wﬁr%%s%hé'rﬁﬂatléh may include

communi cat | partlcu ar deS|g .
pretdqaén@d)mnamdeo@rmmgth@mdmal elgiment de signiyribehit isfomessaging

c | : denbl ' Ce .
i, ISR ARE L B MBS E) Hh ity o usr
andrremph tHe 6iseh to wghepther miject| the sinvitatioor kFd5exaraple, the monitoring
component may display a dialog box or pop-up window'sho‘wing information regarding

- the sender of the invitation and offering selections to the user, such as “accept” and

“reject” buttons. If the user indicates acceptance of the invitation, then the acceptance
component is triggered. |

[0043] The acceptance component . automatically generates. and sends an
acceptance message through one of the communication applications 162, such as the
e-mail application.

[0044] The messaging application 160 includes components for performing
encryption, decryptlon and- related key management functions for exchanging PINs.
These components may be provided as a part of the invitation and acceptance
components or as separate components interacting therewith. These components
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input to the receiver 112, which may perform such
comon receiver functions as signal 30 anplification,
frequency down conversion, filtering, channel
selection and the like, and in. sone enbodi nents,
analog to digital conversion. In a simlar manner,
ma%'agé e eh@ryBﬁ%P Pat r&@iﬂﬁm PINdhE %P@Fa‘%ﬁso?%icdlélfblnu&f' aH required
ulation”and encodi ng f exa
keyarvaluespart sasSlonéQySartlsenattaehmemu ormmble@lmmloft@wme@fws into
meggggeesr Bk %P%’ﬁ sgi%&etﬁf%#ﬁpmonsegmﬁg re§|s‘ﬁﬂg cEHrﬁlﬁﬂ{:aﬂ%n applications 162,
an@éh%ekrybﬁomoé mbejptedeaMmaedel\&ed Bom06tBat mMidbile ddmwices 10 through

cIu r 2SS0 38-that controls
ong bt 4 OfinddSatb” GPRIsBAR vl o2 > il BRI GRcbedif§ encrypton,
ded@ﬁtlomtmdalcéysemﬁdmgbhmtrﬂ@mwI@bnth ofithe Bwhatist architddture is given

and al so interacts with further device subsystens such
belg¥. t he gr aphi cs subsystem 144, flash menory 124,

b d
0Bl e (% Rjeneaes g magwozFﬁgw@/ Futh nearmesd 95 oburty may
be FHPENSHER b Bo-pEEF hﬁéksé@ﬁrﬁé b}%@ndlﬂag |r|f\ﬁt}éh@|@§ ds QbsdreRshove over

132, speaker 134, m crophone 13 a short-range
MUKBHig ERMEHITIGAYEN Wbsyslﬂerﬁ“ﬂme eaﬁlﬁamargwmh@paml pplications. As
wﬂl%@%é?e%ﬁﬁe&eé‘éﬁffﬁ!;&rﬁn@ﬁﬁﬂaﬂ@@p%ﬂw @énfﬂrﬂ% a Eﬂ%rerﬂré’éﬂ?éﬁ identity for

subsystem 144 interacts W th }/
ther sangler sf tj\eapwtai@nomusmplnmbbepnfﬁ@ tbﬁﬁb' mgntlsmof thedwmvtation. For

. exémgl%aﬂferl%é%ﬂlr?g‘ %g@bl\@@ J%Q]rﬁé%m e sthsh 3Fde ‘f‘% eer messaging

I'i cations € m Croprocessor
sessia) with thm gsenxelmolilecamics h%nby ssendingcan invitatioeras desonibed above
. 2 Rty st e
us@é gtgoet %nrﬁg‘il aggﬁ’%tlgﬁn?ﬁn&’ t}’ é akpn}ett%épp rg %t gase, when the
invitdtain mbesagwrarelregels@dsbyemmdtﬁlé deﬁ@btm eheippbmxi’air.ltmnSke of mobile

ool B A Sroae R PBbETEARE L SECFE, BASF vt
and hiaé¢ SMSdrvitegidnCoWheni that messaegnalrive, iy usdrsef hwbile device 10B

tored to RAM 126. 2 0035]. The, m croprocessor, 138,
C‘?Hﬁﬂ BRIYAKEE to au“VsaB‘ngL%\‘?ri ﬁ}é Bl Hev(scdPBnsuch ‘as the calendar

application, the address book application, the browser application or the phone
application, or not currently using mobile device 10B at all (although it is powered on).
The user will be notified of the arrival of the invitation messages in the same manner as
any other message received by mobile device 10B (e.g., by beeping and/or vibrating).
When the user of mobile device 10B opens either of these two messages, the peer-to-
peer messaging application will be invoked to process the message. The automatic
invocation of the peer-to-peer messaging application may be accomplished by providing
each invitation message, regardless of form, with special indicators to indicate that it is -
an invitation for a peer-to-peer messaging session and by programming the peer-to-peer
application to monitor all incoming messages for such indicators. In addition, each
invitation message, wheﬁ created within the peer-to-peer messaging application, will .
include an indication of the number (over different paths) of invitation messages that
were sent. In the case where multiple paths are used, as in this example, the peer-to-
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preferably enabl es execution of software applications
158 on. the. device. A predeterm ned set of

communi cation applications 162 may be installed on the
device 10 during manufacture. The comruni cation
applications. 162 may include data conmunication.

pedpPflesSadihg A pRdtdiof 'will leREs SNSRI’ OP the M fd?ahé @Mfer invitation
mqsﬁeggécal data 25 comruni cati on applicati on nay

3 A" exempleo f he e LV ieton Biespass B orariedfiely the peer-to-
pelB 8pplicatibR SRl \“8an rtﬁé‘dmbéf’”@roﬁ]%eh@‘ﬂ)rstﬁ@ dSI\VIQ"iﬁwFéQ%ﬁ%essage As

messages. For exanple ctroni c messagl ng
deﬁ@mgdeatpmgp ithe linndlatiom reesagges apay beadeotifiedabBiti® special indicators

oAk Gt s phARoIA ekl ARl R B gerent i o

pravidenthe oseri cm‘rrnaplhsl device AOS Wibi2 tmmy:bdatysm Mdpbmmvdew until the

ot Sy Frfoh ARy e S P S AR o, e

useoofrumolsiiet devise sitbmayt ateehd Ghorindtitiont dedesdiideabbBove, reject the
I.nst user in the RAM

.Sl t |

iR o FORBRG ??l@og?%ﬁ&%pgpré%@%%ut. on by the

) 138. f bilit i cat

todAs]; Pt oREERarcR Shuanbinto FRER Fonbith JoR Bpiesinaly ewbodiment

of &@r@ﬂdcal RYr PtFdcde20DM0RREENINg 0S8t of feddipCdfiPMBssaging invitation.
mn@ cation-related functions, or both. [0036] In a

SRhHSAT tierfase 2R0Jacludes aRapRidiglogax 24 Averlpidior cascaded
ontt@iStof ERSIRBER displal sciEdh page ﬂfé"‘ﬁ@)@@ﬁ dl\élbé bBR Z@)ﬁoﬁﬁ‘ﬁ\ﬁ?ﬁ‘l Figure 4

he communi cat’'i on subsyst em1l | nput to

mdfﬁaé% Hiopavenf thesendan dhe fimea, tb@ @lﬁt& zmdyccfmlrmh éhat multiple paths
welé QURSint Qﬁndlﬁg%g Shyi ﬁitlgﬂalwguérp Pe&Hdlé}ZEoﬁ\% LiRericRbAYas to the

122 throug grap I CS subsys
soulicee rimgt papeiy diatogbox 20k aISDmT?S&th@thﬁeMsetreMchtSreeﬁsejs@able buttons

co@%?p?@;@'r@eg%gﬁa% |§‘|l(\)s;%i%§ B ‘; gﬁe}m%u\ﬁgétgﬂf r\QfLec'ﬂhS te invitation, and

delayinigi x dedision baIyhetbertto ascepteirirejeesthadestation f or
exanpl e; using the Keyboard 132 in conjunction with
[00473 di spRaﬁerm mnagaio geadk Yo drigurasxi landry. |AOndedi above in the

idon SHR-EAPR SRS I BT PR SRSHE KA P of e
mahilbsyeticn® 10 lare covertly exchanged using one of the existing communication
applications. A sending mobile device encrypfs its PIN prior to transmitting it using the
communication application.‘ At the receiving mobile device, the received encrypted PIN
is decrypted. Through appropriate key management, access to the unencrypted PIN is
limited to the messaging applications on the respective two mobile devices.

[0048] There are a number of encryption and key management techniques that
may be employed in various embodiments within the scope of the present application.
Moreover, the particular transformation or function that may be used in conjunction with
a key value to convert the PIN into an encrypted PIN may include a wide range of
cryptographic transformaﬁons or functions. Those of ordinary skill in the art will
appreciate that a wide range of such functions are known and may be selected, having
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[0037] The serial port 130 shown in Figure 5 would
normal ly be inplenented in a personal digital

assi stant (PDA)-type comruni cation device for which
synchroni zation 15 with a user's desktop conputer (not
shown) may be desirable, but is an optional device

regaraponiget protessing ppwet ahdtaryotihd consbhintsassRiateé® wiht a particular
apﬁgeferences t hrough an external device or software

CAUOR AN SYReIhd woul d extend the capabilities of the

[ b rovi di for information or software _
[0¢#ni oadlh eBetaBberiTiesk e meRwEOINg aRPkoRiBngiptaemploys symmetric

endhypBbRSS SOMMENHEabh@ Dt ar la. cBhtbQ83RL. téhnique wherein it is
short-range comuni cations subsystem 140 is a further
copmmiRtioantly eapy éh detgiminteoonelkey diont anather kay iimthe key pair. In most

syﬁ%é’tﬁ@rbrfcmtigﬁvé&% Ly I@ggfeﬁéﬁpén@éﬁgﬁﬁptgr@{ric encryption relies

devi ces, nee nc')t neg: ssarili ) o
upgathe secreryof drevkpys, Acbrrdinglys fise key paitls mayaliyrdistrtieted securely,

' ' a ] l.Leuit s and . .
o AR et B0 >3 B S AEEY e 4Bl e dovio 10
usps avietidivélyrsecoranthenhat, isaoh Wistahvcﬁd:enblharfdel};, te m‘ﬁh@ﬂ ’tc]hel'ilgser of mobile
yst d, devices. The devi.ce 10 an .
o T8 WB5 YAER st SedtlVolR svm By Belsd e B cerived. For
exarpiadhafrsanpéi ray prviddhe sBeend DBSSAIEH 8 Eoa@RbidCer pa@8word which
T A LRS-
pasolvbrCinay Bleyused dsed 866Edallio inBofulivnafith aNRARRVETE RS compute the
of the contact managenent

onent. The role age
-segr‘éﬁ%exﬁ g’dtusﬁé” £8Crypling pak ApSNPiRheYBMUPICAtpRR] dy "

|.ati h i.e. to update and naintain the contact
[oéz;eqﬁr Irrg? fblﬁﬁgfbslg_@aﬂz?_ﬁ"mﬁ& e arargagipatarpicaion ABO employs public-
of SHENPIDN. PUbES] Sherpitior aoFiegidhaBenidyd haling 8 encryption
trangformatien gnﬁg@gg@ﬁﬁg tra@gfqﬁ@ﬁgm whereip dt is mompdationally infeasible to

O . F A g .
ol 488y S 30 B S LG B, i ot
wosdrtbe eneryptioorfunction isesy trapfdoor ereswsyefunbtiors that guovides an output

mpj_q{égge?&ME%gﬁ ’kanir&Mejc?queritél(tfain&%%ﬁcr?/f)ti%E yr,vc\)'I Gannot détermine

the decryption key and thereby obtain the unencrypted content.

[0051] Public-key encryption functions by having each mobile device 10 generate
a public-private key pair. Each device shares its public key but protects the secrecy of
its private key. Other devices may encrypt messages to a first device using the first
device's public key, and only the first device will be able to decipher the messages since
only the first device has the corresponding private key.

[0052] -  In the context of the messaging system described herein, the messaging
applications 160 include a <‘:o'mponent for managing key pair géneration and key
exchanges. The key pair may be generated from a random seed value, such as, for
example the time and date or other pseudo-random seeds. The public key for each
mobile device 10 is communicated to the other mobile device 10 using one of the
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5 stored in nenory on the device 10 is contact .
information for use in association with the nessaging
application 160. The contact infornmation contains
contact nanmes and associated PINs. [0041] The
invitati on conponent of the messaging application 160

cobariipRigatoraAPplicAenEs 1621V FoRbk&aMplel thelp@tsiea@lyi veue may be embedded
A user_ of the device 10 instructs the 10

OVﬁ%ébﬁa apptmaheerinrameneomebite deMice A ka thenother mobile device
10810 R &orkke nfddimEifts U RS n@!a%lﬁéoi’ﬁpqgatﬁiﬁ ?@?i ef ﬁ‘\rtlatlng mobile

reachi ng the other device an e-nmal
devire 19Aembadscrr altashes distpupindeuttestodhd le‘emign amessage sent to the

oGS Bl TR0 40" 05480 g SR & oveds o

at[a@beg]ts Phblicvbey Ketd thg amaptanemne:s&agél semteto thgirigating mobile device

pl t|o 60, wat.ches for ece t. of in at i
1%5521965“% r%ggﬂog{rﬁgrl)t D‘ﬁﬁl F%’“H‘é’\?fC@ pllgg$orbx1aﬁ%p|eg1p?oyed by the
mb%gjngmnpltoatmnng 60 aohapkenienttlye mwnaﬁm ah@accmeﬁc@brocedure is an

h@ﬁé&n@ téﬂfg pt‘ﬂeg‘g‘%hbgfhn ﬁt i’ir{s‘ejﬂ SPU ﬁ@gg 5@%/){] ég Ca(%ta\c/:ﬁed to the e-

mamus batarpme@ayrhemhamglteraém b8 @fhBeRndbd I@thrsog&dy & the e-mail text.
er data elenment to si %Q;mh%t hat it iIs

Tr}?é?safgp naryngilf 4a ithe art will the M{'tﬁg”@oﬁﬁ\i‘cﬂ@eﬁf possibilities for
atta@:ﬁfhb' for €8mBBd&IRY | hablicOkey ! BERA lifto TBYisfR] 'éﬁ@nﬁlcﬁﬁ&{ application

20 and pronpt the user to  accept or reject
MeFRAGCEL i on. For exanple, the nonitoring conponent nay
di spl ay a dial og box or pop-up w ndow show ng

[00931or nmt Refereaggiiginey mase @eﬁtﬂé’fe & whigh $hﬂ)4/9z api ftawchart form, a
mé‘tﬂ@d Folosor QSlerSiyeé&hQN@n§ 1056 YSRbbite d:ﬁ@ﬁ%%g?g sFAERPThe method

reject” buttons the user in
3%@'@@@@m&lmretmele\ta¢vﬂq an jesnhodiment emplayinge pt puhtie. key encryption
hponent is triggered. 25 [0043] The acceptance
conponent automatically generates and sends an

ept an 0 ni; (e} ; .
[0 g%@l S0 ﬁ'ﬁﬁgfﬁ?@gg%dohégéiﬂg urﬁ@?ep \ISQ% hﬁﬁ%@gf@@ﬂ SF a first public
privetkgdy [die Eme@aagy tt@ mpséagmg applichtiéh 168 figes) of the first device 10A
0 oorﬁnt s for ng.
(ng. ”ﬂ? e Key pair ay 3 gene ted for each invitation sent by the device 10A or it
may be_ generated only once, or only periodically, by the device 10A and used for more
than one invitation messaging process.

[0055] In step 310, the second device 10B generates the second public-private

~key pair, Eg, Dg. As with step 302, step 310 may be performed anew for each invitation

received or may be calculated once (or periodically) and used in more than one
invitation messaging process. It will be appreciated that the public-private key pair E, D,
generated by a device 10 may be used for both sending invitations as an initiating
device or for responding to invitations as a receiving device. In some embodiments, the
key pair is generated off-line and is stored on the device 10 at the time of manufacturing
or deployment. | |
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encryption, decryption, and rel ated key managenent
functions for exchanging PINs. 30 These conponents may
be provided as a part of the invitation and acceptance
conponents or as separate components interacting
therewi th. These conponents -13 nmanage the encryption

[0®$6]2 feSTH@ﬂIseP'd}" dé\n:% QGﬂefriggéi%naﬁr Giedtio! ﬁtfoicgé’s ¥y providing an

required key val ues or ssi on eys
'nVéFﬁi/ e ﬁﬁ@mar@rméhﬁé@%ﬁaﬁglr@famh@atm 0. PIhe Inwﬁabon command may be

sefé%?e?jagfﬁfhé OGef Frél ﬁL? n fh%(slgéégr}n%/gﬁteo?‘e gﬁ]&d ?3( 5\}«5]69 ¥ address or

communt cation ap |ca i ons eer ypt
othafcegntacdinfiriatior for el ifiteadedtreeipientlof Itee dmmtatles 1(17 he invitation

cobHiE aiBL e fruhBFiaf HRRT b e PR Ea ) A CStiny 160, which
cokpysex ahamgtatioh trhessayben ey 804. The isssag¥iid abmPBsed using one of
architectyre is Igl ven 18% OW. LOO45 Ref erence 1s

the, GaMmyicRlion arAlgatens: 162 nsikad MoBMeh APPlicadion; + Jhe messaging

appRationel emamms%atnhe%mﬁo@e@mssagésﬁaua& Qu ifREstbN b alert the
Invitations as descri bed above over 10 nul ti

MesSANA| %%Q'icéﬂorbéﬁﬁso'msthﬁdeﬁ%l'b/mgp'm@blé@(|d§t/!°ﬁg1(?B to the fact that the

N &RirvitagorpPpl i cations. As w Il be appreciated,
eagﬁgcormur\{l cation path confirns a different address

[oosnti tyif &ep 3082 1€ MekYsalh té}fpllbé‘ﬂﬂnt O Aachdsr embeds the first

heIE to conflrmthe au hentlc:lt the Invitati
puplig keyoka P dhe campased lrtyftafmibmeésm| lveonie mbnﬁumam,sme message

s B AR B s RIS S0 T Al g e o
message serdisie ¢nablevtbe tessege tp tavdrsa firayvedlslandmplainciitéran

and an SMS application. In this case, when the
[0098li t at i nstaps¥8géwe aommtewtlvecaplpycat@bl $anddehe devitetiBn message

k f [
o 08 AR d W8] TR0t oo for e
commatiricationi dapplication amhtietrbeelﬁls@ rhobiiet ddviicen10BW Ethehen recelpt of the
evi ce 10B

. F uld .
g5 FRsge: 1 ong® ) ke SRARo e P GV RBag e monitoring
comipohents of htheC aherreging2 @pplidaltiog atl 6@ NrecbBize s dilr 18S Hebapk invitation.

Accgr%lmg?y, in spep é&e thber r%‘é’%?égmf gLLI)I%%EKIJr? %8 r|s ttngSerp hone

[0059] The messaging application 160 queries the user in step 314 to determine
whether the user wishes to accept or reject the invitation. If the user rejects the
invitation, then the method 300 ends. If the user accepts the invitétion, then the
messaging application 160 extracts the first public key E from the invitation message in
step.316. In step 318, it then uses the extracted first public key Ea to encrypt the PIN for
the second mobile device 10B (i.e. PINg) in accordance with a predefined encryption
transformation or fun‘stion. The messaging application 160 then composes an
acceptance message in step 320 for transmission through one of the communication
applications 162, such as an e-mail application. The acceptance message includes the
encrypted PINg and the second public key Eg. The encrypted PINg and the second
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application, or not currently using nobile. device 10B

at all (although it is. powered on). The user wll.

be notified of the arrival of the invitation nmessages

in the sane manner as any ot her nessage received by

nobi | e device 10B (e.g by beeping and/or vibrating).
pub%el(byl e HRET bef er‘ﬁBQdJﬁ@d dVheenbd OB %%c@bfah@é Abssage. The

these two neéssages, the peer-to 25 peer nessa
accgplance aessage s inentsent in/brdistireohilesterioe 10#ein g@%
The automatic invocation of the. peer-to-pe
[006@ksagi ﬁ@eappqssagmg applieationd 6ambthp|firsthadblﬁyd@ww1aArfgcogmzes
f
theea%ggpt‘g > 1 Iégg orsﬁ}%@%{ﬁﬂr&ﬁ&&ﬁ%rﬁ%ﬁth@ use? B}anéMtl'{ehmessage and it
extnants that semond qublic geg Bt foorpdee arrespztammg\eseagaa onstapB2y In step

oo OB BRSPS LBy B AL i 108

(i.e BN iaccardatice3ith the pridiefinedressagiion iesfoenatisheast function. The

within the eer nessagin icatio will |
me?%?@%@p&wa?%ﬂéhtthgﬂ COMPORES A 8%9@?%?? message in step 328
for frah&raissiovh thrbUghadnep@f theScoAgRSNIiEARIN apicsticN1 62, Istich 8 an e-mail
aths are used, as in this

wh |
apriigaing o e REkBRUBAGBM BN meSeRoR RS bige e ARTIRR P, which may
be WhibedB& for Hi@BhEN %o ‘the I%Pénovﬂédééh'ﬁerlnt' rlﬁg?éé%e U e ‘?%rznl%wledgement

invitation message(s). For exanple
meﬁsﬁgetlatth%hseréég Hgaesecgndwté@ daviost 108 Inestmaaot 0- peer
lication will scan the "inbox" or the |like for the

[00 i nviiaghireebileedayiage10 decrypfsdle paerdpi@gRUB it bagreceived using its
privaf kéRH,0B; %%ﬁ@gf% Iy dowrd .ﬁ%%@@b OXq 33 Sﬁfecaé\}.ces 10 then

i ndi cat or s herewith eer-to-p

' stonieetgga@cn@t@cbﬁws;@taamciaﬁom Mmiite C@ntammﬁ@matwnlfbr th\@tuser of the other
d f L«
 coREPIALBRIF NP U AR BRI HB ) ity e or

contmztsiagécérsmse dyf thanmesayging Bbpllmlbarmmvweﬂsages may now be sent
areGHR IR ohe Y5k Babe st lcusadBing g B5080nG rBiatpngD compose

- messugesahatdncorporat® tepRInEoft the ottesriusefor Fsutimgeept  or

reject. 10 [0046] Reference is now nmade to Figure 4, :
[0062) ch sShowet anothedEphedivibor ithe Messafing @mbmml 1605@anon the

D'#f?eég%?'ﬁ e)% %gre{eg%qrggptrcl)t%&ﬂg esta%?erg a%fem[ ey sP‘nared between the two
mobile devices 10. The protocol requires two parameters p and g, wherein p is a prime
number and g is a number less than p, with the property that for every number n
between 1 and p-1 inclusive, there is a power k of g such that n = g mod p. In the
context of the messaging applications 160 in the peer-to-peer messaging system of the
present appliéation, a first messaging application generates a private value a and a
public value g mod p, where a is an integer selected from 1 to p-2. The second
messaging application generates its own private value b and its public value g° mod p,
wherein b is an integer from 1 to p-2. The messaging applications exchange publiC
values, as described above in conjunction with Figure 5, and then calculate a shared
session key k from the relation k = g™ = (¢°)° mod p.

-19 -



10

15

20

25

30

The graphi cal user interface 200 includes a pop-up

di al og box 204 overlaid or cascaded on top of an

i nbox di splay screen 202. The pop-up di al og box 204

shown in Figure 4 indicates the name of the sender,

the time, the date, and confirnms that nultiple paths
[0(5]5"3]\/\/ere IHS Gék 'aHoﬁ%Fdérﬂgolenléﬁt | el ‘rﬁﬁthf?éh dbhitditure of the present

provi des sonme aut hentication as source. The
applaatlgp in¢ladiesy abpasseode-hpser @ué@@h@@thrherqspgéuram iThe invitation sent
t PG, h S

froh o ioBo Aot 2 ebond oINS s FREIGL The cul
diadogibox preisagi thg.usar dethiessiesand molvlﬂetdlemcetnmnladmaeqhtspley of the question

anfi §rfiden B8 s WiPidr Bapdrlibi to, 66! ST BriiEa 95oNer ™ e answer is

transmitteat wnn taecéudeptetmeem@sgage sent from the s@b@rscﬁrdewce to the first
g hon t he rei‘ﬁ%ﬂ‘i e PINs of the bl e devi ces

deyba the feb ceyige & g QIEMRGeLHRNEINSHHB the aserhighce message

wntﬁQﬁBldblrr‘é@f hRsweraftBldCat iheMfrst MobRE %w&ewstadtﬁerﬂ@mecme identity of
encrypts its PIN prior to transmtting it using

the- useRAfi tB%tSPG‘hn(bmﬂbl”@ sevisn. The vsrs qfée%ﬂmtﬁgom{@bqi@v(éce may provide
théj%‘ébp%f fhBesé&rRl WRsbiBNGaVE satPhik do?recg%wsmt'eﬁ'a an alternative
Through appropri ate key managenment, access to
coputiigafion eapi|crtipR, speh | asritheghoat Meicaesalhgi H@e passcode-based
t p t
oo R, BEoR0 B RRPBN S P o Bt @ mossasin
relationshimie restabdshed betwsenibe comest paetiesnpl oyed i n vari ous
enbodi nents within the scope of the present

- [0064)I i cat Referendetis eove againteadmta Figuteat. Aceordingrtoenother aspect of

j t
e prreUBF bbEaia oBhe e PEPRete 50 BRI Rrcd' e deviee
10iimaibdesbea aomadedatah@se thilat eres thptregneaphd/or other identifying information:
t.ransf or. nctio Those .of ordipary, skill
anh BRSSPI 1 ggeh SopLotngiin MonlRish i Wi Wi the user o
thd moblle devican © Hasaomninticatey obmam)\élehit@donm}mcfwe udig the peer-to-
rd to the proces an . .
pogo fisragii SPRUGIRar LAS oDRCh dabese 1§ 495 HBNeT taficoipuddy list
tha!farébéhQiﬂlM[Qgﬂl%tldd% QD@erGHﬁépld!NTﬁﬂfﬁrménBﬁ &P B8 @&idaed to and stored
application 160 ys symetric
in the contact database each tlme the user establishes a peer-to-peer messaging
session with another user. Entries may also be selectively deleted from the contact
database by a user. Figure 2 is a view of a portion of a display of a mobile device 10
showing an exemplary contact database screen 25 which is part of the peer-to-peer
messaging application and displays a listing 30 of contacts stored in the contact
database. As seen in Figure 2, contact database screen 25 also provides status
information 35 for each contact listed in listing 30 that relates to the likely availability of
the particular contact to participate in a peer-to-peer messaging session, referred to as

“‘implied availability.” This availability information is discussed in greater detail below.

[0065] According to a further aspect of the present application, each mobile
device 10 (referred to as the “first mobile device 10" for clarity) periodically transmits,

such as every ten minutes to minimize data traffic, availability information pertaining to it
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encryption. Symmetric encryption is a cryptographic
techni que wherein it is 5 conputationally easy to
deternmi ne one key fromanother key in the key pair. In
nost symmetric encryption schenes, the keys are
identical. Symmetric encryption relies upon the

to ﬂmcmye dévbb@ 1@&)fseacﬁct£f<1héiiueéisyhstéd1m teycaneadt dafﬁabase of the first

t uted secur el not over unsecur
mQE e 1D e egh st denibet Ctheramebls dsmigRsnif s lagedl) through

wirkRBs rebRsrka 5 Bh@rdgYseYe& IR uSAG IS torsd PIN 2F e§cl¥ 6f fHose users.
channel, to provide the user of nobile 10 device 10B

In grerparticdgr §Hlb@é'f6$nta ifsert of) thau ethiar onehite davices 19@9 off or out of
co@ﬁg@eraﬂgﬁe‘f&ﬂm F érve?xﬂj%| ﬁlﬁ'gbé’rs%'? Mablldty information

provid sec user vv|t codé
megispges lrtth@de;ieﬁmﬂmcm@theem@nls denicesttk andbwllledejwer tem once the

otrﬂeq %M@%QA&EP{& g ;U?ﬁec? Sﬂed’}%{rg b%r k iy %?ig\%ég JF&? ? nﬁ]avallablllty

as a seed va ue I'h~ conj unct|
mfmmwatmmpwhe:hthné changeovet tuhey:sfctenvem éommthenzriept opga&onbl state of

SRR S TR SR g to provide a

mdmdmbncof tk@xasem awl.ﬁﬂydﬁ thé kst intolie esiver Yt @mer %o @ive each of the
ue, _hav an encr

s RGP IapIE A ises A i o aaC ARt o cafiraate: of how likely it

is tHati the C@sERUSTathieOfiast | oiref Géﬁb@'@ WAl réRt Qhg rré%lyt fe a peerto-peer
decr%ptl on transformation. fromthe encryptio

message sehhirtthenser af berust mﬁbl#@jéew%éoeﬁ@#ypbeceﬂwse all of the mobile
defig8s10aRA sJy§te@n t5r @Hré},@.%sélﬂ'@d Wa W esesdd BQIOW}‘%n@hﬂWhgﬁ%vallablllty

an. out Ut er text Even know ng ﬁ
'nf%rﬁféﬁtlome %h@fr%tnmta@ésy it wﬂ'eb%aﬁntﬁmaﬂ@d éhahqa@ mwéle devnce 10 in

sySt8RT 5%?”%\% ﬁ@%@bﬁﬁﬁ{fﬁmat%w i rbatcheo#ﬂ‘%npméptﬁ%rs in its contact

cont ent encryption func
datebapeg Asacresuiba Ueemw\ﬂwenamleg@meai@wnhable to consult the availability

r
mf%ﬂlo@ cﬁrdn%ffthg% ec sr nﬁtﬁg—ﬂg g%rﬁgééf &aggégsraet §fstg rﬁgtellee device 10 to
gekmy ide& drfefo \MMeea pastjcuésT contHct imlﬂ@ﬂgm&ebelva ahdrre$pond to a peer-
to-BRH, TSRS rtiSh ket eV seees n dBelslacFp e et to send
peaﬁmsm?méeis@geataml y the first device has the ‘
correspondi ng private key. [0052] In the context of

[00663 nmessTigd agaikpdite Mfckestionhaay bensistrof 4 henéerasstadisngdicator such
as “available,” indicatihg, for example, that the mobile device 10 is powered on and in
range of the wireless network 15 and not actively utilizing an application that would
prevent a peer—to-peer‘ fnessage from being received, such as being engaged in a
phone call using the telephone application, or “unavailable,” indicating, for example, that
the mobile device 10 is powered off or out of range of the wireless network 15. In
addition, the availability information may relate to specific states of or events occurring
on thé mobile device 10, such as ignoring incoming telephone calls, the user powering
the mobile device 10 off, the first mobile device 10 being involved in a cUrrent telephone
call, the user of the first mobile device 10 being in a meeting as indicated by an entry in
the calendar application provided in the mobile device 10, or the user of the mobile

-21-



10

15

20

25

30

applications 160 include a conponent for managi ng key

pai r generation and key exchanges. The key pair may

be generated froma random seed val ue, such as, for 30

exanple the tine and date or other pseudo-random

seeds. The public key for each nobile device 10 is

, e d . [ , e .
deﬁ?@“ﬁ@e' |§a&frﬂarﬁ Irjnékgg“ %nbggﬁal é:egetrl @1}%&3{%@) é@n%dw As will be
appsegigbed, the Iaeagiahdity infaryatioal may beytieddo emdetitived from every action of

oo 08 PRyl S PR B3R 9528 v spcin

ex&ﬂmelesﬂis@igabtg/eaqrplmemtltobemwmlaw foalyi anid heﬁllnﬁgngmhi addition, the

device ,10A eds or attaches it Ka to the . ..
gefisl St RS R e, 7 gl loVels QrofistreSs of Bvailabilty
bagkey upén IiGrmalilon reRiivg\to itk lﬁncﬁstﬁﬁéél &farklort &veéntd Beourring on the
tbeds, or  _attaches 1ts pub Kb to the

MORIe AVRC - it SYefe ascase. ﬁtsa'iaﬁé'tx w¥qmmt'pngn%sp|réported on a scale
mdi@ﬁhﬁethel%iodsnle%% Smegiéé%néﬁ a@il%bﬂlm!.l&'hc%"‘ﬁ'(}auable Level 1,"

..application 162 enpl oyed by the messdging application
Avaiigbled-qvighReranst se pe. i'Radddionoif aa@wera@éelppﬁmmobﬂe device 10 does

nopﬁ/éﬁ?méﬁrea\}aﬁlaﬁﬂty o ?@'érlalcgg@d) Hl&@dg@ﬂat té;Cﬁn‘égrbe?&tlvely [prevent their

di ment to th
mobije gevice 49 fmrmaysm'ttmavarhbyhtminrmaﬂ@m natively be
enbedded in the body of the e-mail text. Those of _
[0067di nar yFigiie 3 is a vigve ohatponiian ofbe displey ofea mabile delige 10 showing
r r o
an gﬁgﬁﬁéﬁi g%‘?@'ﬁg%@ekh %g%zrxmlég 5fqﬁg fggf'i -peeéFt?ﬁgégaB%g application.
Statpplscesen 40 is rtbesraglesscr{a@lﬁ)m]thé{qfeerm}peen messagingc@plioation and

praft B Uuskliof Shes Fbe dlion ORRRE bl eref s intSitdEnBfaging to the
peelyr:gi-mer rﬂ"éusagmgfmjbllaélﬁbrs Hg}marﬂlc{(mléﬁ status aﬁ:tré@i 40 tps?]\ﬁdbsaiﬂformation
1 I ¢ key enc [on schene.
rl 540 VHEuR R RO S Rl s CHiTSt BRSOt 45, @ blocked
co@éﬁrﬁ‘mﬂbh&n gedup 40 raid RUIpleh&ing pbbmﬁ'@thﬁ}é lﬂjufp, 5BA, The current
the messigstsngnéap li catl on 160

CO'FYerr§"t‘ o(glg\gregp

messaging sessions, also referred to as conversations, in which the mobile device 10 is

of the
ovides information relag ing to aII of the peer—to peer

currently engaged. A current conversation means either that the mobile device 10 has
sent an invitation as described above to another mobile device 10 and has received an

acceptance message as described above in return, or that another mobile device 10 has

~ sent the mobile device 10 an invitation as described above and the mobile device 10

has responded with an acceptance message as describped above. The blocked
correspondents group 50 provides a listing of users of other mobile devices 10 from
whom the user of this mobile device 10 no longer wishes to receive peer-to-peer
messages; their messages will be blocked and not displayed to the user. Preferably,
“unavailable” a\)ailability information is transmitted by the mobile device 10 to each of
the blocked correspondents. Alternatively, peer-to-peer messages from users of other
mobile devices 10 from whom the user of this mobile device 10 no longer wishes to
receive peer-to-peer messages may be'blocked and not displayed to the user by
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20 (Fig. 1). The. key pair may be generated for each
invitation sent by the device 1 QA or it nmay be.
generated only once, or only periodically, by the.
device | OA and used. for nore than one. invitation
nmessagi ng process. [0055] In step 310, the second

renf@Nig eudro Btmnﬁeaé Effbrrﬁ hh?e 66120t datddaks;- ir th\/sab@se ktﬁ}é peer-to-peer
pair, step 302, step 310 may

meﬁgagl@g ﬁ@ﬂ"%’i‘ﬁ@ﬂ/"‘f"b?e @Qéﬂteﬂﬁ‘? |b!°&lk| ’6@1533293 f ré’EbP'\‘/léHS‘?fr”quéJ?ted in the
corhﬁct%t&bﬁs%t THe PURIIHPLERRFdABAE 3dup 59'&%W’&&dmfd"mfé%ﬁ relating to

han one I nvitation nmessagl ng process.
all aquﬂ@mcutreartlx endinge copyaibationsr ol dhe mepll@adawcg 19 A pending
corW%Psea{tBb‘?ﬁeQ"Ys étr%‘?Yﬁé‘tQhépquﬂX d@@lcﬂﬁ%gs%?rﬁ %mn\ﬁ%%h%% described
as an I n I nNg devi ce or or respondl ng
abave toranottarirookileadevice €2 ang hag ndtyétoeceived gsaagponse, or that another

mo%[gfg%gglgg tOSIHa% E ?@gﬁ%dé\?ceﬁge{qafp&ﬂ%rgnf éé id%Scrﬂﬂe% above and
theraobifecdd vigd 1@ha§ﬁobyetde$bm3dﬁ'dnt. -17 [0056] The user
of device 10A triggers an invitation process by

[0088DVi di Mtheacurrdnt\cohadrsatiorsagronmd 5} metMGcM@am@ispgndents group 50

onQ LS oS 55 SRR B unors actiona

|nfdrﬁﬁaltibh€|§ displayer, lﬂec@ﬁéé@éﬁswﬁére Q@dllﬁdinalqmoﬁﬁbtlon is not displayed.
rmati on for the . intended 6%5 ent of

Ea%@? they SYFeNt-AeBVErSatiens oNPstR: l?&k?%%w%@qnﬁiénts group 50 and

the ;séﬁdtrfg ¢me%maﬁggmuqu,5 fshehOURIS A FYHLRE ﬁﬁ@xPéﬁdéooﬁorWA user may
nposes an invitation nmessage in step 304 he

Selﬁ@%a/gf@gg@ Redwpes e géqweer?@d&ollapw satanhy rraviding an input into
the@?anﬂ&@E!n@@%O%ﬂﬁgﬁf‘Sr‘? |ﬁp§1tad£>ﬁ§rdf@él L%Hpéé ﬁgﬁdrgn ofl@ys and/or a

messagi ng appli 160 sures that t ose
rotm&lgmhwmeude@uw aaglactfdhe traokileedevigent0. hedxagipanded state,

e RS ERABE bl5 RS0 SaER Ul IS GESRLG) o vsor
asdauicgded wilBOthe other mexbdlagieviceap) (Z)aawadab|ﬂi@0nfmrmati¢reseleﬁng to the
o2 RRe ik 1S kb ottty B8 TBR8 Jpossage semt o
received. Since a peer-to-peer messaging session can remain open and active for long
periods of time,‘ e.g., weeks or months, item (3) provides a quick reference as to which
conversations are most active and current. In the expanded state, the pending
conversations group 55 lists for each pending conversation: (1) the user associated with
the other mobile device 10, and (2) availability information relating to the other mobile
device 10. As seen in Figure 3, an icon 60 indicative of the availability information is
preferably provided next to each entry in the current conversations group 45 and the
pending conversations group 55 for ease of reference for the user.

[0069] Although the foregoing description refers to the possibilities of embedding
or attaching PINs, keys; or other data elements to messages sent by one of the
communication applications, it will be understood that the term “embed” or “embedding”
as used herein is meant to be interpreted broadly to include attaching, embedding, or
otherwise transmitting or sending such a data element with a message‘.
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iIs an e-mail nmessage and the first public key EAis
inserted in the text body of the e-mail nessage so as
to enabl e the nmessage to traverse firewalls and spam
filters. 15 [0058] In step 308, the conmunication
application sends the invitation nmessage to the

WHXCRIS/ChgimBebilse device 10B. This nessage appears in

the "inbox" for the comunication application at the
recei ving nobile device 10B. Either on receipt of the
invitati on nessage or once the user opens the

11 NViA aidtaoy OBSSResy exé%g'imj]ﬂ)ér@éﬁél%erﬁiﬂ!ﬁi%erﬂlm@rs%@ﬁveen a first
nmessagi ng appl i cation 160 recogni zes, it to. be an /

i nvimabliefeviced A épe di srgopd mabilegiesise19B) inresystem including a
rres o . .
nesi,‘@g%'ﬁ% AOReEEE) 2o b Ul P8R0 Coun B B lng fiiass network
to débpresichenohileatenise (fAhaidrg ong sheore corauewisations applications
rej : usern ' e
it 07 B S B¢ Beube (1) 3R hel it pghéting pepication (160),
accdpe dirst meohile\devinei (40A) héndng bHiest peessabidegtification number and the
appl | ' Q, extr the first public k from
e SoBhl SR AeSiba B hA i b skRtndbrspial iidpygaldimber,
t herchasateridcaein éatrthe hexdhdd nsludpslthd stejewf:EA to
~encrypt the PIN for the second nobile device 10B
(i..e. Ph&wpting (326% thedfirscperabhdl identifiestihi mesbeancr ypt i on
“transformation or function. The nmessagi ng application
160 t heending(B81) sakirencayted fisst persvasisidgstification apmB2Ofrom the first

appl 1 cat TN e ICed BT P eBonl ORI BV ES{ T U Uoingeone of the
accept anegniegsegton dpplivateshst(he230 encrypted PINB and
the second public key EB. The encrypted PING and the

tSeC :J R dded@p@'{@(ﬁ%) k& éﬁBryméﬁThh@t Qéi’%ﬁiz!;l@@brﬂiﬁcé’ﬁdrﬁﬂtﬁger and

0 e acce ce, nmessage, . The acce nce nessage is

then seniBoitAg Tr3hperscnghideatiinaivs ebmbenin fHmangfy gpdhe second
[0060] TheohTRsfedibe@oBRP! i cation 160 on the first

nobi | e device 10A recogni zes the acceptance nessage,

ei thergf £i3718) He SHSRd RESIABEIdeRFRBGoh REmBBESage,
and iteS&gg?fg:l(cts)tﬁe s,ecotrf#(ﬂla publ ig key %B fromthe

accept 3aeEndesB948id shorjted 36dond Fbrsé identification number from the
‘ second mobile device (10B) to the first mobile device (10A) using one of
the communication applications (162); and

decrypting (332) said encrypted second personal identification number and
storing the second personal identification number in a memory on the first
mobile device (10A),

whereby peer-to-peer messages are exchanged between the first mobile
device (10A) and the second mobile device (10B) using éaid messaging
applications (160), and wherein each peer-to-peer message contains one of
the personal identification numbers and each peer-to-peer message is routed '
by the routing server (20) based upon said one of the personal idéntification
‘numbers. |
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326, the nmessaging application 160 encrypts the PIN
for the initiating nobile device 10A (i.e. PINA) in
accordance with the predefined encryption
transformati on or function. The nessaging application
160 then conposes an acknow edgenent nessage in step
328 for transm ssion through one of the conmunication
applications 162, such as an e-nmail 10 application.

. Thermaakepol RAGREER i clﬁﬁﬁaalﬁarhﬁl@hblé’&ﬁ\ thheit ﬁﬁfthfey D{cﬂﬂjes a step of

PI NA, which may be enb edded or attached to th
ac v@ﬁawnedag%aﬂ mw@e@g@mmm%m@m dayeadmntne eeéegag@bﬂe

5 VBRI SIS HESIRITES dstens (8 ton

endngjydied apirsy publinkey.r ecei ved using its private key
DA, DB, respectively, as shown in steps 332 and 334.

: Th & hegueibed cladmed ém claBn 9tasiZe charactesiseq n tat Paitstemof encrypting

ZQ'?%)%& %Bg&!\ﬁ/& Bereggéuegémiﬁe%%mmeg I‘F\&Ddé?gngﬁ?ﬁ eqotfhe second

her he use
ot rersahal ideetifiatios numbqnasingcs‘alchﬂrstmmhm Keiysatid wherein said step

ook By L5 B Bl oL Ao P BBk Rin, RS noiuaes

t h@enulngrammptmceﬁth|ms agcefmar@cf]mhblgldﬁls smdter?crypted second
ose S t hat rate the 0 t he :
ot fRersanab ideptf &flenﬂuwerfagp%@g%s 3 Fecpne! RS Key-
di he t 160
o I sl ey 2a7 eEieReredint b8 shatiBisein ffat said

sectsy okt mge(dw)ethwm pefgonal identifiaibh udér mdb@

The prot.oco pay anet e and
p |e§‘%5/ PHRY the ﬁrsﬁ8%893'dﬂ%ﬁtﬁ'cﬁtsﬁorhnﬁ‘mhﬂéﬂs'”%%'gtsﬁﬁﬂn‘i) ublic key,
Wi tehdtvitRerBQRed 5tépid? %bnalﬁg (%rs‘éld@'f@?%teﬂ flrﬁ?ie\"&ﬁu'él @entuflcatlon

and p-1 inclusive, there I's a g such

gwimbsd insludes sendingsan: aslnexe eMan, wl&ereﬁgee\@ acknowledgement

-ap%%&d”éé @&eﬁé@g{e‘afrg‘tepé@@ﬁal'i rn‘ﬂﬁ@étuoﬁ‘?ﬁﬁﬁ&&rng system

resent catlon rst nessagl ng

: 32%&43%8%&%9 g@ag?\%m ?ﬁy 8f e ﬁfé&@dni@kl‘a\ﬁn@ h%%t%usfeelimﬁa‘i said

als an er se ect
t o Steps of Emerypdiog mad desnplind age aplrﬁcbmm Using gesheresk sassion key,

ah &y S elndfG ool fufhof Hoiddes St o fiattingReyTAluBs and
appdeiriahn’giaaittsm(eﬂaagmorpkby from sald exchanged key values.

The method claimed in any of the preceding claims, characterised in that the first |
mobile device (10A) is associated with a first user, and wherein the method
further includes a step of receiving an invitation instruction from said first user

prior to performing said method steps.

The method claimed in claim 6, characterised in that the second mobile device
(10B) is associated with a second user, and wherein the method further includes
'a step of receiving (314) an acceptance instruction from said second user prior to
performing said step of sending said encrypted second personal identification
number.
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30 val ues, as described above in. conjunction with
Figure 5, and then calculate a. shared session key k
fromthe relation k = gba = (ga)b nod p. -19 [0063] In
yet anot her enbodi nent, the invitation architecture of
the present application includes a passcode-based

8. autTHRYVhkiab ImRHIE RN Y., cﬂ'&%ctéﬁ%éaiﬁ1h@ﬂs§§rﬂﬁessfabm@a?)phcatnons
first nmobile device to a second devi ce i ncl udes

a dd8Q)pesfermisaid sigps %Pﬁ?'&@“'ﬁﬂ))@%?y%%staqdfﬁeﬂm agpmatically in
t here§§t§r%'é% TR ord@ i‘ﬁ@ltét%' iHSRRtigh %HB%‘élooécJe ?ance instruction.

question 5 and provides the user wth an opportunity:

9. 10 ARl gelho grclaﬁHﬁﬁ‘uh aﬁgcgﬂ%"ﬁbced‘_ ﬁg c%ﬂﬁWha'réct?nsed in that said

transmtte eptance ssage sent fromt
secmedofdes cemmuniastion fapplicatione 1@ inciides an efmaﬂe&npﬂeatlon.
conpares the answer contained in the acceptance

10.me S5 pger-tovpaa mersagimgraysteminslusingsa ohealltyaof mobilé deces (10), a

m%nkeq?%eﬁfét&/grl{ SZLQ&E]%' deﬁ@é%.ewé? %Lﬂ e\é t8 fth? hzggless network

the sec Vi ce er 0
f i r(35), mabh hehile devieer(h() naving dee momtmcmmmuncdatiownepplications

OB RO A AR Bl AR oy, 1
B B e
R AR R T IR e———

(16BeMheluglese i s once again nmade to Figure 1. According to
anot her aspect of 15 the present application, the
peer - ap-epegptioe ssagongntdppénaraitingrsatd fistpérsondliitlentification

devi ce 10 i.nc s a cont.act .dat abase

e andPEIoeE eHasS: GufeRls hadHEnR fritbedhRiiedtheation
cor r espmeibeg irfftb M domimenichtisisor trahsmeionad amdthdr mobile device
device 10, with on&the user of the m)b|J‘ device 10

has com¥SRgQReR $Hd fRPMENDRLPD 2pBliRRlANE &182)usi ng t he

peer -t o- nessa appl jcation. This contact

dat abﬁggci%gt'?’l‘lﬁgmép MHPr tagevig aringaming caremupigationyfrom said

are par tangthdr Mcﬂﬂ@'deﬁ?%'\ﬁ&@ald Uherof 381 dIriinliRtst; dfﬁé;bﬂlﬁahons
may be added to and stored in the contact database

each ti fi62)hsaiddegonaiss gamnatcationjedvding apemcrypted second
messagi Mrsonal identification number, and for extracting and decrypting said

encrypted second personal identification number,

a contact management component for automatically managing the exchange
of invitations and acceptances with said another mobile device using said

one of said communication applications (162), and

a messaging compOnent for sending and receiving peer-to-peer messages,
whereby said peer-to-peer messages each include one of said pérsohal
identification numbers, and wherein said peer-to-peer messages are
routed by the routing server (20) based upon said one of said personal

identification numbers.
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session with another user. Entries may al so be
selectively deleted fromthe contact database by a
user. Figure 2 is a view of a portion of a display of
a nobile device 10 showi ng an exenpl ary cont act

dat abase screen 25 which is part of the peer-to-peer

11.25 TRSSRBM &IMPRY i aaing M 0 2EKhrabte REcY M thaf dad bREHySEbrPéomponent
cont cts stored in the contact database. As seen in

Fi diFlides a key oaperatan smpenart ieesenesatinga first gublirsgrivate key pair,
st %d@whér@f@éé’l@bb%c@ﬁaﬁ%erﬁ@ﬁt% ﬁf Sédcﬁt%‘ﬁ? firdt put?llc key to

listing 30 that relates to the I|i aval
t hesaifhpootbar mebiedevee usipgsaid ong @faﬂa@d ccammumcation appllcatlons
pegrpbp- peer nmessagi ng session, referred to as.

3pP ed availability." This avai lability information

12.1 S ﬂﬁes%?eﬁ'ﬁg;ldnﬂ errfﬁltaﬁﬁ 1qe&?atr5ctpﬁ%%'\fn 1R qu)c? 83Atact management

Accordi‘ng er aspec
ap piqnamtrieomnclw!es fanr\itdtion cdeponentior (:asrabmmgedn hmntaﬂon and

th [ evice 10" for clari per|0d| L1y, .
t 1 Srarishittho TR il RRyE Bpretang i afiotdle'debdoe Fing Said e % saia
t r adomrauniastion agplications (MBRY, @at iviergiarsail iAviegionantlides2§hid first
to thg gobile devices 10 of each of the users |isted
in FEU,P Bt act dat abase of the first nobile device 10
erre to,as the "other bil e devi ces 10" for
13.0] ST SRt 2iinet el AT or T2 retiebest tataaid fontact
SerMSMagwnmlo@mﬂoh@nSh@lU@és Bh Hc@éptﬁl@é‘é"c@ﬁ% AEME PorwdRiposing an
. I'n oné artlcal ar enhodi nent, if of the other

mofecerlacs abd trapsmitios paidackertanse %aid apaier mehje device using

I OWHidEné Bf ¥A4 0891n\MHléat@H%‘ﬂ)@h@atﬁHQJ‘Q%Q)%n@%ﬁbrlé\bbélbta\‘;ceptance
informati on nmessages i ntended for such ot her bi |

devielades; said fiFd PuP(IG kepeand, said eRervptasciyst prrsoral mtantlfcatlon
Mo nspdtevi ces 10 are turned on or are back in
coverage range. The availability information, which.

14 "I*hé::iﬁnwﬁ C%Yr%d'iﬁ ohd of&é?rﬁ’seﬁ Lqr ﬂg‘&wg?ac‘féﬁsrfgr?ﬁ that said

operati‘o stateo t he rst no devi ce
av aﬁncamtlpntopmn@n@nhmqrmts isaidi firstepedeehal ideptitisatioo rambkd using a

hg\clglegeﬁqg[]bﬁf kér)h Sald ¥e oﬁd gﬁﬁl'icvlhetygt%élﬁgb%l\fe 't trr(l)ggl@ A@%ther

eac
ot meobilendrvice uking sald oI\@ ofrsatdxmrmnumaaﬂlordamahaﬂms@(n 62), and

est f ki t he use

Fi Bt Ptk npans W ied Bl e A bpfioy Saement

peeaontrodmieation in response to receipt of an acceptance communication, said
acknowledgement communication including said encrypted first personal
identification number. '

15.  The system claimed in claim 10, characterised in that said encryption component
and said decryption component use a shared session key, and wherein said
contact management component generates a public value and a private value,
and exchanges said public value with said another mobile device, and wherein
said contact management cdmponent derives said shared session key from said
public value, said private value, and another public value received from said
another mobile device.
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16.

17.

nmessage sent to the user of the first nobile device

10. Thus, because all of the nobile devices 10 in

system 5 (unl ess disabl ed as described below) transmt
their availability 15 information to all of their
contacts, it wll be appreciated that each nobile
de"ﬂh@%y@@nﬁ Blalﬁééheéﬁy%ﬁ@ JF]flclél 5610245, @Hér'abfe\‘nsed in that said
information for eac er users In its con
datmideslevice furtherdotludesa displayasicreaty(128bhand adiser meutld)ewce
Wi | b t

ang! 5 2L WRERA S qohlbes ML EEE ddfpgEnf KBS rifhuitation
nolnstrectiesy from skid user igput deicei (d82), isrespordectohetiiclasaid contact

particul act i.s Likely to rec nd res

0 a5 § b BPhorsBulartSiany B AR e TE A RVtatoR to sid
ef aother hwbilediesicen as to whether to. send a

peer-to-peer nessage at all. [0066] The availability

i nfT oemsﬂeancla‘myecmglrm'iﬁdneoéf chaigenier ta:c1 5$t:lﬁz§na§te:ri§é<ﬂ ?ﬁﬂthf said
a ting, r.exanple, that, .
© hEoniB Rewica Kt Tadudes 4 BlseRhisivann GRal P BiuSkg lbbgt device

t he138)rapldamseraint 4T BorkBctanahdtRimett chivpblent prblide & en adication
apgl i catjon that woul d 25 prevent a peer-to-peer -

B e dsIBEsrigen 4L uman reeaibt ot dndevifagoe ﬁ@ﬁ@@wwaﬂon from
a  sBRH G rhobiR! d&ncet BRd We?&ﬁ%@% é’bfl’\@édt ‘Fr?éda@@n‘ﬁﬂf component

“unavail able,” 1n dicatin for exa
moBReivesa)] aeceptancs ingstien front said Ué@lltlnltﬂt deyinge(182), tine
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devices over a wireless network (15), the wireless network (15) including a
routing server (20), the mobile device (10) including

a communications subsystem (111) for engaging in wireless communication
with the wireless network (15);

membry (124, 126, 156), said memory storing a first personal identification
number; ' |

a processor (138) connected to said memory and to said communications |
subsystem (111) for controlling operation of said communications
subsystem (111); and

a communication application (162) for composing and sending
communications to the other mobile devices,

characterised in that the mobile device includes:
a messaging application (160), said messaging application including
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an encryption component for encrypting said first personal identification
number and for embedding said encrypted first personal identification
number into a communication for transmission to another mobile device

using said communication application (162),

a decryption component for receiving an incoming message from said
another mobile device via said communication application (162), said
incoming message including an encrypted second personal identification
number, and for extracting and‘decrypting said encrypted second personal
identification number, '

a contact management component for automatically managing the
exchange of invitations and acceptances with said another mobile device

using said communication applications (162), and

a messaging component for sending and receiving peer-to-peer

messages, whereby said peer-to-peer messages each include one of said

personal identification numbers, and wherein said peer-to-peer messages
are routed by the routing server (20) based upon said one of said personal .
identification numbers. |

. The mobile device Qlaimed in claim 19, characterised in that said encryption
component includes a key generation component for generating a first public-
private key pair, and wherein said contact management component sends said
first public key to said another mobile device using'said communication
application (162).
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