1 SYSTEM AND METHOD FOR PERVASI VE | NFORVATI ON SYNCHRONI ZATI ON  Fi el d of
the Invention [0001] The present invention generally relates to pervasive
information synchronization. In particular, the invention relates to a
met hod and system for pervasive synchronizing of information anong a
plurality of wireless devices and for tracking proximty contact between
the plurality of wireless devices. BacKground of the Invention [0002]
Contact tracing of individuals who have cone into contact with one anot her
is crucial in situations where there is an outbreak of acutely infectious
di seases. An exS¥STEMANDMETHOD FOR PERVYASICE INFORMATION t he year 2003
with the outbreak of Severe ASQYNCHRONIZADIQNSyndrone (SARS) in parts of
Asi a. [0003] SARS was caused by a previously unrecognized virus. The
primary way that SARS appeared to have spread was by cl ose
person-to-person contact. SARS was thought to be transmtted nost readily
by resplratorﬁ dropl ets produced when an infected person coughs or
sneezes theolnyertion om t he cough or sneeze of an infected person are
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person touches a surfa e ar. obj.e contam nated. wi.th i.nf.e us, dropj ets
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persons. Cl ose contact may be defined as having a high

Background of the Invention

[0002] Contact tracing of individuals who have come into contact with one another
is crucial in situations where there is an outbreak of acutely infectious diseases. An
example of such a medical emergency occurred in the year 2003 with the outbreak

of Severe Acute Respiratory Syndrome (SARS) in parts of Asia.

[0003] SARS was caused by a previously unrecognized virus. The primary way
that SARS appeared to have spread was by close person-to-person contact. SARS
was thought to be transmitted most readily by respiratory droplets produced when
an infected person coughs or sneezes. The droplets from the cough or sneeze of an
infected person are generally propelled a short distance through the air. The virus
spreads when the droplets are deposited on the mucous membranes of the mouth,
nose, or eyes of persons who are nearby. The virus may also spread when a person
touches a surface or object contaminated with infectious droplets and then touches

his or her own mouth, nose, or eye(s).

[0004] In general, SARS may be described to be spread through close contact
between infected persons. Close contact may be defined as haying a high
likelihood of direct contact with respiratory secretions and/or body fluids of the

person known to have SARS. Examples include kissing or embracing, sharing



| i kel i hood of direct contact with respiratory secretions and/or body fluids
of the person known to have SARS. Exanpl es include kissing or enbracing,
sharing 2 eating or drinking utensils, close conversation (within 3 feet),
physi cal exam nation, and any other direct physical contact between

peopl e. [0005] While such contagious viral outbreaks may possibly be
contained within a nedical facility s@ch as a hospital. The problem ari ses
as in the SARS outbreak where the infected person exhibits synptons only
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several other people including his fam|ly col | eagues, or passengers in a
crowded publ i 8Xamiaptiqne prd amh@tg@r cb@@bplwswabcq%hbﬂween ®loe i nfect ed.

[ 0006] Contact tracing of the infected person would then identify the other
peopl e having been in close proximty and contact with the infected
person. They o@os]t Réiile dueh kkoatagiots ivnalomhbﬁ:a]ksi ahp pbasibly barcantaired, within a
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recordi ng may R bRiFE&ed,0 human error. [0008] There have been ot her
proposed nethods using RFID tags. However, this method is only effective
in a predeterm ned prem se, like a hospi tal. Additional Infrastructure
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be brought into hospitals for quarantine, observation and treatment.

[0007] The most obvious way is to perform manual contact tracing by interviewing
the infected person to ascertain his movements and the people he has been in
contact with. However, such manual contact tracing may mainly be based on the
known contacts such as family members, friends and colleagues. The earlier
mentioned passengers in the public transport would virtually be untraceable. The
effectiveness of the contact tracing is also subject to the infected person’s memory,

and the recording may be prone to human error.

[0008] There have been other proposed methods using RFID tags. However, this
method is only effective in a predetermined premise, like a hospital. Additional
Infrastructure such as RF Transponders and RFID tag readers need to be installed
throughout the hospital and every person in the hospital will have to be issued with
an RFID tag. This method however only allows for the tracking of movement
within certain rooms or areas. Furthermore, once the person leaves the

predetermined premise, the contact tracing ceases to be effective.

[0009] Another proposed method involves the use of Short Messaging Service

(SMS) as available in most mobile phones today.




wWithin certain roons or areas. Furthernore, once the person |eaves the
predeterm ned prem se, the contact tracing ceases to be effective. [0009]
Anot her proposed net hod invol ves the use of Short Messaging Service (SMS)
as avail able in nost nobile phones today. 3 [0010] Individuals carrying
nmobi | e phones may during such outbreaks send SM5 of their locations to a
central server collating and conpiling3the data contained in the SM5. In
the event that an infected person may have been in a particular |[|ocation,
the server is able to identify other individuals who may have been in the
sone locality at the sane tinme. However, this nethod relies on the
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i nvention seeks to provi and system pervasi ve synchronizing
i nformati on f ddigeatlpkernrdang thy SMS wnd eke ssuliein atheanthcwntetcoataki thaping as
proximty contact between thhe Iu(ﬁal ity of wireless dﬁzi ces. [0013]
Accordingly, FCHRSBREXIEIEE thedpfectyd Brson mayHaHRaYe CBIGvi des a system for
tracking a plurality of individuals comng into close proximty with each
other, the systemconprising: a plurality of contact traceable nobile
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proximity contact between the plurality of wireless devices which overcomes or at

least alleviates the drawbacks of the prior art systems.

Summary of the Invention
[0012] The present invention seeks to provide a method and system for pervasive
synchronizing information from a plurality of wireless devices and for tracking

proximity contact between the plurality of wireless devices.

[0013] Accordingly, in one aspect, the present embodiment provides a system for
tracking a plurality of individuals coming into close proximity with each other, the
system comprising:

a plurality of contact traceable mobile devices;

each of the plurality of contact traceable mobile devices being carried by each of
the plurality of individuals, each of the plurality of contact traceable mobile devices
adapted for communicating within a personal area network, a wireless local area
network and a wireless wide area network;

a software module residing in each of the contact traceable mobile devices enabling
exchange and storage of a plurality of contact information via the personal area
network when at least one of the plurality of contact traceable mobile devices
comes into close proximity with another of the plurality contact traceable mobile

devices;



adapted for conmmunicating within a personal area network, a wireless |ocal
area network and a wireless wide area network; a software nodul e residing
in each of the contact traceable nobile devices enabling exchange and
storage of a plurality of contact information via the personal area
network when at |east one of the plurality of contact traceable nobile
devices cones into close proximty w #h another of the plurality contact
traceabl e nobile devices; 4 a tracking server for receiving and storing

t he pluralityaofackiagsaetr fontaeivadd anl ftoxdag the plurplity odlcotityctdhformati@ctrom
traceabl e nobi |l e devices; wherein the plurality of contact information may
be processed ths RiwelbrAtcania; Eapealble n’tq]ﬁ’éeﬂFY}Pf‘él?l ty of individuals were in

cl ose proxi m {1 dﬁ Sjgct 118&'}?]196 ontddt Ehfoldif ﬁérﬁc{r}'g%t pc&‘s‘é@’?d @é%ex‘ﬂ{mé bvﬁﬁ:h

[0014] In a secon present e rovi des, a mnet

conmputer i rrpbémmtabh‘q ok titididealscut@bire cloye préxinsty edtht each ouhanaalal e
nobi | e device f traggi n% a El urality of other contact traceable nobile
devi ces coni n§' ﬁtteHmélle B8 FWFty with the first contact traceable
nobi | e device, the nmethod conprising the steps: a. purging outdated data
depending on aging criteria;, b. activating personal area network; c.
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proximity with the first contact traceable mobile device, the method comprising the

steps:

a. purging outdated data depending on aging criteria;

b. activating personal area network;

c. searching for any of the plurality of other contact traceable mobile devices

within

range of the personal area network;

d. exchanging contact information if the plurality of other contact traceable

mobile devices that are within range;

e. storing contact information in memory of the first contact traceable mobile
device;
f. initiating download protocol if downloading of contact information is

required; and

g. downloading contact information to a tracking server;

wherein the contact information may be processed to determine which of the
plurality of other contact traceable mobile devices came into close proximity with

the first contact traceable mobile device in a predetermined duration of time.

[0015] In a third aspect, the present embodiment provides, a method computer
implement-able method executable by a first compatible entity for performing data
synchronization of a plurality of other compatible entities in close proximity with
the first compatible entity, the comprising the steps:

a. purging outdated data depending on aging criteria;




device; f. initiating downl oad protocol if downl oadi ng of contact
information is required; and g. downl oading contact information to a
tracki ng server; wherein the contact information nmay be processed to
determ ne which of the plurality of other contact traceable nobil e devices
canme into close proximty with the first contact traceable nobile device
in a predeterm ned duration of time. [®015] In a third aspect, the present
enbodi ment provi des, a nethod conputer inplenent-able nmethod executabl e by
a first conpabi bl eaetiratiny pesonglardaaretwory; data synchroni zation of a
plurality of other conpatible entities.in close proximty with. the first
conmpatible enfity, S?%&BE%F&‘I@%‘P B’Gtm‘galé‘ﬁ’é’pfé’?heé.co‘gﬂ?t 1‘?16“%19? Jat'8H dat a

dependi ng on 2gi,8%Hd defdonds dwoActivating personal area network; c.
searching for ar%y oﬁ{t%ee p uarrgefrlltg/voof’ ot her conpatible entities within

range of the gdersoeathagem nedatorskquahceeif cdtalegstngnea ofldhe Menlishoé dtherat
| east one of the gt% ral it 1(;).ther conpatible entities is within range;

I .of .
e. decoding t %78 eg%t&ﬂf%ﬁ%@t 184 responding to the data sequence

respectively. ewher gbghdifiethdah@ sSQRUENGRIMAY be processed to determ ne which
of the plurality of other conpatible entities were in close proximty with

the first conpati brespending jo tha data spqusdet wspéctizelydur ati on of tine. Brief
Description of ,the awi ngs [ 0016] Enmbodi ments, of the present | ion

w it now be moran AL Sl BRE S todielirmi i R e AMEARAETS ¢ e
drawi ngs of WRaiHeR compatible entities were in close proximity with the first compatible entity in

a predetermined duration of time.

Brief Description of the Drawings

[0016] Embodiments of the present invention will now be more fully described, by

way of example, with reference to the drawings of which:

[0017] FIG.1 illustrates a block diagram of a system for tracking proximity contact
between a plurality of contact traceable mobile devices in accordance with the

present embodiment;

[0018] FIG.2 illustrates a flow chart for a method for tracking a plurality of contact
traceable mobile device in close proximity in accordance with the present

embodiment;

[0019] FIG.3 illustrates a flow chart for the initiating download protocol step of
FIG.2;

[0020] FIG.4 illustrates a flow chart illustrating the method for performing data
synchronization of a plurality of compatible entities in close proximity in

accordance with another embodiment; and



[0017] FIG 1 illustrates a block diagramof a systemfor tracking proximty
contact between a plurality of contact traceable nobile devices in
accordance with the present enbodinent; [0018] FIG 2 illustrates a flow
chart for a nethod for tracking a plurality of contact traceable nobile
device in close proximty in accordance with the present enbodi nent;
[0019] FIG 3 illustrates a flow chart féor the initiating downl oad protocol
step of FIG2; [0020] FIG 4 illustrates a flow chart illustrating the

met hod f or pendoan)riFhG. sdltistratssynddta sanjuziatei io aca@idamce vithainbthgr edhbabmpstt i bl e
entities in close proximty in accordance wi th another enbodi nent; and 6
[0021] FIGS5 illustrates a data sequence in accordance w th anot her

enbodi Neetaikl BédepheiprSCri ption [0022] In the follow ng description,
details are provided to describe the preferred enbodinents of the
invention. It shall be apparent to one skilled in the art homever that

t he enbodi nen e Pr ctic ouf ' s
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traceabl e nobile devices to be each carried by an individual. The cont act
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cont act trace@hibadmg,e devi ces whi ch utilizes a personal area network
for exchanging the contact infornmation. At a predetermned tine, the
exchanged contact information may be consolidated and downl oaded to a

tracking [0023] The present invention utilizes a plurality of contact traceable mobile devices

to be each carried by an individual. The contact traceable mobile device is adapted
to be able to exchange contact information with other contact traceable mobile
devices when in close proximity. This is possible by way of a software module
residing on the contact traceable mobile devices which utilizes a personal area
network for exchanging the contact information. At a predetermined time, the
exchanged contact information may be consolidated and downloaded to a tracking
server which receives and stores the exchanged contact information from each of
the mobile devices. The exchange contact information can later be processed to
determine the individuals coming into close proximity of one another by way of the

contact traceable mobile device’s exchanged contact information.

[0024] Referring to FIG.1, an example of a system of present embodiment
comprises a tracking server 20 and a plurality of contact traceable mobile devices
50. The contact traceable mobile devices 50 are adapted to be able to communicate
with each other via a personal area network. The personal area network may be
implemented by way of using Bluetooth protocol, RFID or IrDA. Some examples
of these contact traceable mobile devices 50 are: mobile phones, PDAs, PDA

phones, laptops and notebooks.

[0025] A software module residing on the contact traceable mobile devices 50

enable the contact traceable mobile devices 50 to automatically exchange contact



server which receives and stores the exchanged contact information from
each of the nobile devices. The exchange contact information can | ater be
processed to determne the individuals comng into close proximty of one
anot her by way of the contact traceable nobile device' s exchanged contact
information. [0024] Referring to FIG 1, an exanple of a system of present
enbodi nent conprises a tracking server7 20 and a plurality of contact
traceabl e nobile devices 50. The contact traceable nobile devices 50 are
adapt ed to be igfblration Wikl Gapeoximity Rvithoelh otHeer Exdhaofah estan alaceabia

networ k. The personal  area network may be inplemented by way of usi.ng
Bl uet oot h pr otk degiee 8 vquidpe a%‘ﬁ%y 8sanching for qiherrqoptagt Hé‘fﬂag]@tm?l?lgceabl e

mobi | e devi Ceglsgx?eé‘%@:wﬁﬁitﬂi e ﬁgg{%% thé Bg‘%onﬁDﬁ‘ea%%gﬁq AR 3R Rardof

not ebooks. [0 A software no e residing on the contact traceable

nmobi | e devi cednfofmatémadidcarst dutomativiallg tonte¢ awethd @ntbirhe@abtlevhadk &Fided0
automati cal | y.exchange contact 7 information when in close proximty with
each other. E&tW'8%8% he contact traceable nobile devices 50 woul d be
actively searching for other contact traceable nobile devices 50 within

t he range of the personal area network. The exchange of information occurs
aut omat i cal | y [a926k Samst the rangenefathe persnebivees nebhirkds dethercshos() any sohtact ange.

[ 0026] Since the range, of .t he rsonal area network i§ rather short. any
Contact {1 acddErEinanpRededes SEPEB e meRofic oy MaY BS AR Sy be
consi dered topehig d18seChRXENAY OXuFiteYmorel cIdi8 IPFBKichityChid§ SePh PrédBtdnhingly be a
predeterm ned distance well  within range of the personal area network.
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The exchanged contact information is then stored in the contact traceable mobile

devices 50 temporarily.

[0027] While the exchange of contact information occurs automatically and
without additional actions from the individual, the contact information exchanged
is rendered unreadable by the individuals. This maintains privacy between
strangers coming into contact with each other. The software module residing on
the contact traceable mobile devices 50 may simply prevent the contact information

from being viewed on the contact traceable mobile device 50 display.

[0028] At a predetermined time or when so desired, the stored contact information
in the contact traceable mobile devices 50 may be sent to the tracking server 20 for

further storage. This may be performed via a wireless communication network 10.

'[0029] The contact traceable mobile devices 50 may be mobile phones, PDAs or
notebook computers further having wireless network capabilities compatible with
the wireless communication network 10. As such, the stored contact information in
the contact traceable mobile devices 50 may be transmitted to the tracking server
20 via the wireless communication network 10. Examples of the wireless

communication network 10 may be a Wireless Local Area Network, or a Wireless



[0027] Wil e the exchange of contact information occurs automatically and
W t hout additional actions fromthe individual, the contact information
exchanged is rendered unreadable by the individuals. This mintains
privacy between strangers coming into contact with each other. The
software nodul e residing on the contact traceable nobile devices 50 may
sinply prevent the contact information8 from being viewed on the contact
traceabl e nobil e device 50 display. [0028] At a predetermined time or when
so desired, tRedstaredNeowbaACsuetnfagr mdbilorphond ¢diemaaithéiohs tneasekbbe amobi | e
devices 50 may be sent to the tracking server 20 for further storage. This
may be perf or feBbpRRORORAtR| ess conmuni cation network 10. [0029] The
contact traceable nobile devices 50 nay be nobil e phones, PDAs or notebook
conputers further having wireless network capabilities conpatible with the
wi r el ess comiooselailhenlomeilowiikg dO theAsomuacthinfdrhvatish doe dtocayet mcthei tréckingat i on

in the contact traceable nobile devices 50 may be_transmitted to the
tracki ng servé‘?wengg}FP%\y _ enjiiated g¥stlhEdFﬁ?g}ﬂgc%&rY?fn2¢ﬁé'§vﬁ5$kW§®? thets i i%es of
the wirel ess COMINRELCEFhOR G ter LY H%KSSUC reﬁgésﬁrgﬁe‘%?aeéegsﬁﬁlthep\%ﬁaess
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communi cation network 10 to the contact traceabl e nobile devices 50

requesting foetwonel@xchanged contact information. The request nessage nay
be sent via SM5, MVS or other nessaging capabilities available to the
Wi rel ess communi cation network 10. [0031] Alternatively, the software

nmodul e resi di p@3AN AlRReha€iQ8lathe sbftdaRARbAITBRIJiIS on the contact traceable mobile
devices 50 may be programmed to download the exchanged contact information at

predetermined periods of time to the tracking server 20.

[0032] In another embodiment, individuals may choose to synchronize or
download the exchanged contact information with a relay station 60 and using the
relay station 60 download the data to the tracking server 20. Examples of the relay
station 60 may be personal computers having means for connecting to the internet.
The relay stations 60 may further be dedicated stations, booths or kiosks having
communication means to download the stored exchanged information into the

tracking server 20.

[0033] The heart of the present invention lies with the software module residing in
the contact traceable mobile device 50. The software module may be a wireless
application written in C++, Java, or VB.NET and executable on the contact

traceable mobile device 50.

[0034] Referring to FIG.2, the method 200 of the software module in accordance
with the present embodiment starts with the step of purging 210 outdated data
depending on aging criteria. The aging criteria is predetermined and any data that

has previously been synchronized and downloaded to the tracking server 20 may be




devices 50 may be programmed to downl oad the exchanged contact information
at predeterm ned periods of time to the tracking server 20. [0032] In
anot her enbodi nent, individuals my choose to synchronize or download the
exchanged contact information with a relay station 60 and using the relay
station 60 downl oad the data to the tracking server 20. Exanples of the
relay station 60 may be personal conp@ers having neans for connecting to
the internet. The relay stations 60 may further be dedicated stations,
boot hs or ki opkegedavdihngging@nitariai is dtviedhasedanisdatpthdohus|bead stored 1shgetr dlthn a
exchanged infornmation into the _tracking server 20. [0033] The hear{ of the
present i nven®rgiFiarmaed durptiomef dpe W&Pgi hoeensideredsioghayg setistied e agtigact
traceabl e nobiclie deyhee ﬁ%edfl'he sof tware nodul e may be a wrel ess
application witten 1 n 8+ , Java, or VB.NET and executable on the contact
traceabl e nobil e device 50. [0034] Referring to FIG 2, the nethod 200 of

t he software du in accordance Wt he present enbodi hrent _starts with
the step of plGbhgstaRE s datants 21 BerbRga oSG REr L i FAnathe
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synchroni zed and downl oaded to the tracking server 20 may be 9 purged. The
agi ng criteri &2pdort pther bastect wmtablgtrmobileateticss Hewnthist mngd of dheectivateth a

pr edet er mi ned druration oft t'l(ma goul ﬁ cocpsidered to _have s§ti fied the
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performed. Follow ng which, the step of searching 220 for other contact

traceabl e nobBleetdethi pretocsb saivier regisiragionoindt sseviee dispavesy arp egforiadd by ea

network is performed, i ng. th sonal area network used, the
respective pr 3?%@5 gndasr? R:glr oce ﬁlrgrg%e%&égﬁ $1SPed. For the exanpl e of

[0036] If no other contact traceable mobile devices 50 are found within range of
the personal area network, the method 200 continues to perform the searching 220

step.

[0037] If another contact traceable mobile device 50 is found within range of the
activated personal area network, the step of exchanging 230 contact information is
performed. The contact information exchanged may comprise of data having the
identification details of the contact traceable mobile devices 50 and the identities of
the individuals carrying the respective contact traceable mobile devices 50. In
addition, addresses and other types of information may further be exchanged. The
exchanged information at this stage is unreadable by the individuals receiving the
exchanged contact information. This protects the privacy among strangers but

maintains the gathering of data for contact tracing.

[0038] The exchanged contact information are then stored 235 as data in the

memory of the contact traceable mobile devices 50.

[0039] If downloading 240 of the data to the tracking server 20 is required, the step
of initiating 245 download protocol is performed. The downloading of the data

may be initiated automatically by the contact traceable mobile devices 50 after a




Bl uet oot h protocol, service registration and service discovery are
performed to activate and search for simlarly enabled devices. [0036] If
no ot her contact traceable nobile devices 50 are found within range of the
personal area network, the nmethod 200 continues to performthe searching
220 step. [0037] If another contact traceable nobile device 50 is found

wi thin range of the activated personalOarea network, the step of
exchangi ng 230 contact information is perforned. The contact infornmation
exchanged may poxletermaedgeriddba tihe\vor mgayt beinitiatkehini ibspoatd onthdeheltihg satert he

contact traceahl e nobil evjces 50 and the identities of the individuals
carrying the 3§§%€§W%t%&gﬁdé’8‘fn?‘?qdaceabl e nobile devices 50. In addition,
addresses and other types of information may further be exchanged. The

exchanged information at this stage is unreadable by the individuals
recei vi ng t he [0048ic hipogetie cutittiang 24 ndHthertovortoadTpriosocpt, she dats dohmipng Wecy

t but i ntains the.gatheri f.data for contact i ng.
[0038) The exErmge EBIHA ORISR dBEen foPBaHLRC i 83558 bt B4 1t ne
menory of the @m0 theREGAREs RAICE 206 Yo RRerBntabOPRBhb1E indbpwakpael ng

240 of the data to the tracking server 20 is required, the step of

initiating 2450dwimayadmerwithivoinges performed. The downl oadi ng of the data
may be initiated automatically by the contact traceabl e nobile devices 50
after a 10 predeterm ned period of tinme or may be initiated in response to

the tracking soavieRef&fns6UBStI, B kRp dfNRitHENE 1238 HowASADprokden fulRBer

initiating 245 of the downl oad protocol, the data containing the exchanged
cont act i nf or satts sthi the step of thamentraticerchble anatitle devige RO hedkdng/for agglablphe

met hod 200 t hgg?x?e%%ﬁ{%ei &i?etlﬁs%ﬁ{e%'&nglzgre& QetvfrR&10° o8 Fhvek (RREAP S oLl | €
devices 50 that may cone W thin range.
wireless personal area network as the download speed is relatively fast and the cost

involved is lower.

[0042] Next, the step of checking for available connection to a wireless local area
network 315 is performed. The standards for wireless local area network are for

example 802.11, 802.11b, and 802.11a.

[0043] Afterwhich, the step of checking for available connection to a wireless wide
area network is performed. Some examples of wireless wide area networks are
mobile phone communication networks, GPRS networks, 3G networks and 4G

networks.

[0044] Next, the step of selecting a best connection for downloading of data is

performed.

[0045] While the described embodiment describes the implementation in terms of
contact tracing, it is obvious to one skilled in the art, that the exchange of data may

comprise a variety of other different contents.

[0046] Referring to FIG.4, another embodiment of the present invention may

involve a plurality of compatible entities replacing the contact traceable mobile



[0041] Referring to FIG 3, the step of initiating 245 downl oad protocol,
further starts wth the step of the contact traceabl e nobile device 50
checking for available connections to a wireless personal area network
310. This gives priority to the wreless personal area network as the
downl oad speed is relatively fast and the cost involved is |ower. [0042]
Next, the step of checking for availabl® connection to a wireless |ocal
area network 315 is perfornmed. The standards for wireless |ocal area
networ k are f devicesxdhplle @@dihatible Sified dte, deaivds 8GPtetilsamilidPadth capatehtnsi ch,
the step of checking for avail abl e connection t wireless wd ar ea
network is pefd STBHIICES LSRR VASIo OLFehepkss FpiThEmare et ar L,

mobi | e phone gﬂ;m&w fé@&%xﬁib, REfWRIlcte 4AdPRrfofh WafkgncRGhiR B MPHKE sARithriyC
net wor ks. [0044] Next, the step of selecting a beSt connection for

downl oadi ng ofdapdedcampatiplerenitioerd. [ 0045] Wil e the descri bed enbodi ment
describes the inplenentation in terns of contact tracing, it is obvious to
one skilled in the art, that the exchange of data may conprise a variety
of other diff ejoant TheM&EREE400 BOAR] cIRBf@ibId Sfitled shattSvith BRO:ELHI iR Ment
of the present invention may involve a plurality of conpatible entities
repl aci ng t he4t@ardeted deticdeaphdingrob iapiag Flitetiay i heagBw, crifpréa isanpdeterpiied

over o wi de. vy o S OREDRCHRUBLAGbrh bR APE Mo Bidia PTG ©

primarily recegheZ mapberpimgedt e and perform data synchroni zation with
simlarly adapted conpatible entities. [0047] The nmethod 400 of the
conpatible entities starts with the step of purging 410 outdated data

depending on ey, ONekt,t e’ Srep TSYE aBH AheCht 5 Gt PerSorR] GHES HtWAEI for the

compatible entities is performed. Following which, the step of searching 420 for

other compatible entities within range of the activated personal area network is

performed.

[0049] If no other compatible entities are found within range of the personal area

network, the method 400 continues to perform the searching 420 step.

[0050] If another compatible entity is found within range of the activated personal
area network, the step of exchanging 430 a predetermined data sequence is
performed. The data sequence may comprise of data having the identification

details of the contact traceable mobile devices 50.

[0051] Referring to FIG.5, the data sequence 500 may comprise the following
portions: a START field 510, a LENGTH field 530, a STYPE field 550, a MTYPE
field 570 and a MESSAGE field 590.

[0052] The START field 510 defines a unique 8-bit pattern to identify the start of
the data sequence. LENGTH field 530 specifies length of the MESSAGE field 590
in Bytes, and excludes the first 4 bytes. There is no pre-defined format for the
MESSAGE field 590 except that it should be in byte-array form. This provides
flexibility and scalability in the type of content in the data sequence.




and any data that has previously been synchroni zed and downl oaded to the
tracking server 20 nay be purged. [0048] Next, the step of activating 415
t he personal area network for the conpatible entities is perforned.
Fol | owi ng which, the step of searching 420 for other conpatible entities
wi thin range of the activated personal area network is perfornmed. [0049]

| f no other conpatible entities are folidd within range of the personal area
network, the nethod 400 continues to performthe searching 420 step. [0050]
| f anot her conpatible entity is found within range of the activated
personal area network, the step of exchanging 430 a predeterm ned data
sequence is perforned. The data sequence may conprise of data having the

| dent i fi cati olwosdPlsair: Alla's86 s6AMAThe bpB6PARIBnipabl enfif WbAifify #l dalL051]
Referring to FIG'5, the data sequence 5 may conprise thé follow ng
portions: a SF&REnéd. b HYBR Gieldas I0EMICTHEftlyeledine® s havigT ¥ bis Whishall6®® foraa MTYPE

Uni que. 8- it SABYGPR OF G50 AT 0Fy IPRE Sy 50 Corhg e sBedionien. deliRiorn
field 530 spegirbé Bpel 8RPID: RivdrhaicMeadAGEyfi el d 590 in Bytes, and excludes
the first 4 bytes.” There is no pre-defined format for the MESSACE field

590 except that it should be in byte-array form This provides flexibility

and scal abi | i i Y, optent in.the dat.a.se 3
VP Tl ol sabseD MF§PEYRTa 370 SRBREMpr Br biiSRRliR A MR on B RIPH
data sequencene §akyREqiched. ANBSPPE FicRLST(RRIduyrelBY dBRALPS MAVIANY bits Aikich whi ch
allows for a definition of 256 tgges of STYPE fields 550. Current design

speci fi cati onablewsfes a definétéon 9Haso dyrpsafeM TSEH &eldsciT0entugaetly defiged
[0054] MTYPE frﬁe%lsa%estzrgesd%fe! RY: fr?f@r%a?ifonﬁeﬁgggge Wik WA MRS the &)ger5s70 n
application’s persistent storage, and REQ 1 — REQ x: a message that requests for

additional information or a response.

[0055] Referring to FIG.4, after the step of exchanging 430 a data sequence is
performed, the step of decoding 435 the data sequence is executed. The STYPE
field 530 of the data sequences is determined and the respective steps are

performed.

[0056] If the STYPE field 530 is a server, the compatible entity receiving the data
sequence will perform the step of responding 445 to a server request in the data
sequence if any. The step of storing 455 the data sequence is then performed if

required.

[0057] Ifthe STYPE field 530 is a client, the compatible entity receiving the data

sequence will perform the step of storing 455 the data sequence if required.

[0os58] If the STYPE field 530 is a relay, the compatible entity receiving the data
sequence will perform the step of responding 445 to relay instructions in the data
sequence if any. The step of storing 455 the data sequence is then performed if

required.



the data sequence. MIYPE field 570 is currently defined as having 8 bits
which allows for a definition of 256 types of MIYPE fields 570. Currently
defined nessage types are: FYlI: informational nessage that will be stored
in the peer's application's persistent storage, and REQ 1 - REQ x: a
nmessage that requests for additional information or a response. [0055]
Referring to FIG 4, after the step of #&3changing 430 a data sequence is
performed, the step of decoding 435 the data sequence is executed. The
STYPE field $®69bfit whié bdafuether gpenciesdi tharatieugh ribel earbd dirhents dspebednv e
steps are perfor . [0056] I.f the STYPE field 530 is a server, .the
conpat i bl e emdffw{gfégdai%m‘g V@ﬂ@uﬁa{%élg%aa%ﬁe IRPOVeRER A R wads gps %of
respondi ng 449eisen 3kif6d #ethe BRGHARt dhatthf F6Hh ®he s%gﬂéj 8 phdser@Mvenibie St ep
of storing 455 the data sequence is then perforned if rgqU|red. [ 0057] If
the STYPE field 530 is a client, the conpatible entity receiving the data
sequence will performthe step of storing 455 the data sequence if
required. [0058] If the STYPE field 530 is a relay, the conpatible entity
receiving the data sequence will performthe step of responding 445 to
relay instructions in the data sequence if any. The step of storing 455
the data sequence is then perforned if required. 13 [0059] It wll be
further appreciated that although the enbodi ments have been described in
detail, various nodifications and inprovenents can be nmade by a person
skilled in the art without departing fromthe scope of the present
invention. 14 Cains 1. A systemfor tracking a plurality of individuals
comng into close proximty with




each other, the systemconprising: a plurality of contact traceable nobile
devi ces; each of the plurality of contact traceabl e nobil e devices being
carried by each of the plurality of individuals, each of the plurality of
contact traceable nobile devices adapted for conmunicating within a
personal area network, a wireless |local area network and a wireless w de
area network; a software nodule residitg in each of the contact traceable
nobi | e devi ces enabling exchange and storage of a plurality of contact

i nformat aims a t he personal area network when at |east one of the
plurality of contact traceable nobile devices cones into close proximty
with another of the plurality contact traceabl e nobile devices; a tracking

server fqr reoekwkddg réinglackir) 4 BRrdING oRhistiddubly BhitP i elosd pf&mﬁ& At from
the plurality of” contact traceabl e nobile devices; Wherein the plurality of

cont act eadhother thersystem domppisingessed to determine which of the plurality

of individuals re. in clos rogximty with each other in a predeterm ned
duration of tf“r?i‘?ra]gt.y_#ﬁ8m§§/t§fa§ﬁ§%§? n@%’ﬁ? ﬁf?‘fi?esmherei n the plurality of
contact i nfor ggaéi &NtheplSBRHy dfconbRt trhéablel MObiRCAMBEs Wethgl Qridd bg leg&ksoft ocal
area network. 3. The systemof claim1l, wherein the plurality of contact

i nf or mat thsnplusalgEmt individuals,taagh lofrihe plurabity of eonthet Wiqeablesmobilaidedicesa
net wor k. The system.of. cl ai.m 1, wherein the plurality of ;contact

ot or mat AP R GnE BUh AneliRtarth bR or Sttt et e B e ¢ e
t r acki ng aféh wetelesd ide arfa ABMaEE conput er inpl enent-abl e nethod executabl e
by a first contact traceable _nobile device for trackip_g)g_ a plurality of

ot her cont act atspHweeynedye Fisidingiiaqagle of thewoniget traseeble mobide gedsgsranaling t h

the fir Stex&ﬁ'ﬁ&@ﬁfld ts{o?fg%a(@ atepl'[fpc%‘l)ljt}L 6 S5 Sntot G SELAMe f)gggﬁdl S dOnethBik

st eps:
when at least one of the plurality of contact traceable mobile devices comes into close

proximity with another of the plurality contact traceable mobile devices;

a tracking server for receiving and storing the plurality of contact information from
the plurality of contact traceable mobile devices;
wherein the plurality of contact information may be processed to determine which of the
plurality of individuals were in close proximity with each other in a predetermined

duration of time.

2. The system of claim 1, wherein the plurality of contact information is sent to the

tracking server via the wireless local area network.

3. The system of claim 1, wherein the plurality of contact information is sent to the

tracking server via the wireless wide area network.

4. The system of claim 1, wherein the plurality of contact information is downloaded

to a relay station before being relayed to the tracking server.



a. purging outdated data depending on aging criteria; b. activating
personal area network; c. searching for any of the plurality of other
contact traceable nobile devices within range of the personal area

networ k; d. exchanging contact information if the plurality of other
contact traceable nobile devices that are within range; e. storing contact
information in nmenory of the first conf@ct traceable nobile device; f.
initiating downl oad protocol if downl oading of contact information is

r equi r ed?. and A gethddwampater ngpleorentghle metlodnaecwable bya fisshekitary traegabler ;

wherein the.contact. i nfar.mati gn e.processed tq.deternm pe. which. of the
o o 1 S RS o, B ORE w elRY, o SuiBE PEag dthet S S, it e Gmir
proxi m t yntwicidle bRsithity HitlC@B ARG contatPEARRDIS niBME|dRvIdEhE SndtlibdPeomprising

predeterm ned duration of tinme. 6. The nethod of claim5, wherein step f.
further ¢hergensses the steps: fl. checking available connection to wireless

per sonal ,ar ea netir\lmrLg' %ét @hecgi régo avai | at%l e connection to wrel ess | ocal
area net Wor k; PFEI&H g‘ﬂ? PRI IR TS to wirel ess wide area
net wor k; band aéuhatine begbhdldrddaetweRnnecti on for downl oad. 7. The nethod of

claim6, wherein the wireless personal area network conprises at |east one
of the f6l| owseiclingfasapy of the|nherebatdf obes cortat rageableRpAbYe devares Withih  The

met hod of cl airéﬁgg,of%ﬁ%\?\%oﬁaﬂ}%%ﬁétfvghgss wi de area network conprises at

| east one of e phone communi cati on networ ks, GPRS

net wor ksd. 3G ereHanginkscontact afBahatonkis the plURslity®if bditkr @bontkcairmeablewhebiki n t he
exchanged contact information may not be displayed on the contact
traceabl e mobidPUcesdhatase withg rapge; A net hod conput er i npl ement abl e met hod

execut ab Ie.e by sﬁ)riﬁé %éﬁta&qﬁﬁ%.ht%x?inqﬂér%rx' of the first contact traceable mobile device;

f. initiating download protocol if downloading of contact information is required; and
g. downloading contact information to a tracking server;

wherein the contact information may be processed to determine which of the plurality of
other contact traceable mobile devices came into close proximity with the first contact

traceable mobile device in a predetermined duration of time.

6. The method of claim 5, wherein step f. further comprises the steps:

fl checking available connection to wireless personal area network;

2. checking available connection to wireless local area network;

3 checking available connection to wireless wide area network; and

f4. Selecting best connection for download.

7. The method of claim 6, wherein the wireless personal area network comprises at

least one of the following protocols: Bluetooth protocol, or IRDA protocol.

8. The method of claim 6, wherein the wireless wide area network comprises at least
one of the following: mobile phone communication networks, GPRS networks, 3G

networks or 4G networks

9. The method of claim 5, wherein the exchanged contact information may not be

displayed on the contact traceable mobile devices.



for perform ng data synchronization of a plurality of other conpatible
entities in close proximty with the first conpatible entity, the
conprising the steps: b. purging outdated data depending on aging criteria;
b. activating personal area network; c. searching for any of the plurality
of other conpatible entities within range of the personal area network; d.
exchangi ng a data sequence if at |east16ne of the plurality of other
conpatible entities is within range; e. decoding the data sequence; and f.
responding to the data sequence respectively. wherein the data sequence may

be processed to determ ne which of the pluralit f . other co i bl.

ent Pt i essiaer et Hle@wgscé’%%l r%?‘%t&lthl.e f"l%g’ofil e}"g‘f‘}{ilgﬁﬁ&laiqfﬂ“eco r;%gt? qnﬂ%a

pr edet er %ﬁ?&f@hﬁiﬁg idafh §fchioRBatidd of BNSlufBi 68 0Bt @bApAEbIE @nfitiad M diBse t he
step f. further conprising: f respondi ng to server request in the data

sequence Dreximity vt the Sistjwempatible entgtanthi comprisiag therstegisnat i ng from a server.
12. The tho cecordi t.o. clalm10, the step f. further conprising: f2.
respondi % to%@lg%loﬁ%ﬁg@gf}%?ﬁgﬂ?dﬁ}g ?rh%g"a%\frgeg%’quence if the data sequence
is identyfi e@cﬁﬁatﬁ%gﬁfs@ﬁﬁlialﬂ@ﬁd’[@&kg relay request. 13. The net hod
according to claim 10, 11 or 12 further conprising the step: g. storing

the dat a Ssequéparehing foreagyyiof ér. plumlitymefeothastchowatile enétiasgvitton cl ai m 10,
fleld s wrvee RS AR S RIRERT 73 17 18] “The rethod according to
cl ai m 14,d. wheregthanighey S0ARTsdquehad idef iless ode wiithkpluBalktlytof other compatible
entities is within range;

e. decoding the data sequence; and

f. responding to the data sequence respectively.

wherein the data sequence may be processed to determine which of the plurality of other

compatible entities were in close proximity with the first compatible entity in a

predetermined duration of time.

11.  The method according to claim 10, the step f. further comprising:
fl. responding to server request in the data sequence if the data sequence is identified

as originating from a server.

12.  The method according to claim 10, the step f. further comprising:
2. responding to relay instructions in the data sequence if the data sequence is

identified as originating from a relay request.

13. The method according to claim 10, 11 or 12 further comprising the step:

g. storing the data sequence if required.

14. The method according to claim 10, wherein the data sequence comprises:
a START field, a LENGTH field, a STYPE field, a MTYPE field and a MESSAGE
field.



pattern to identify the start of the data sequence. 16. The nethod
according to claim 14, wherein the LENGTH field defines a |l ength of the
MESSAGE field. 17. The nmethod according to claim 14, wherein the MESSAGE
field is in byte-array form 18. The nmethod according to claim 14, wherein
the STYPE field specifies the type of the conpatible entity sending the
data sequence. 19. The net hod accordi ndg7to claim 18, wherein the STYPE
field types conprises: server, client and relay. 20. The nethod according
to clai mib4, vithemedthod ieoMityPio dlaial th,detfergir shet YPER Dfficlddairge uniyut Bebit

MESSAGE field in the, data sequence,
pattern to 1(%nt1 Tile Csltart of the data sequence.

16.  The method according to claim 14, wherein the LENGTH field defines a length of
the MESSAGE field.

17.  The method according to claim 14, wherein the MESSAGE field is in byte-array

form.

18.  The method according to claim 14, wherein the STYPE field specifies the type of

the compatible entity sending the data sequence.

19.  The method according to claim 18, wherein the STYPE field types comprises:

server, client and relay.

20.  The method according to claim 14, wherein the MTYPE field defines type of
message in the MESSAGE field in the data sequence.



