- 1 - SPECIFICATION Shuffle-decrypting legitimacy certifying apparatus and method, shuffle-
decrypting verifying apparatus and method, program, and recording medium 5 Technical field: The
present invention relates to the art of certified shuffling and the art of certified shuffle-decrypting for
use in constructing an anonymous communicafl'or?‘péth. Background art: 10 [Related art (1)) The
certified shuffling technology of the related art includes the invention disclosed in JP-A No.
2001-251289, for example. Fig. 1 shows an arrangement described in the above publication. In the
drawings accompanying the present applicgfeis IR dhgt are joined together mean 15 that all of
information from the sources of the arrows are put together and sent to the destination of the arrows,
and arrows that SeUbtariéeeny phegriaatimacyrcerifyotdrdprasaiors och thettsolirsbsfiiethe arrows are
sent to the deatinati ns_of the.arrows. R?-encr ption shuffle referred to in the above publication is
called shuffle meﬁ%‘%ﬁl&gﬁfr%ﬂ@&ﬁgﬁﬂfﬁ.%ﬁﬂ%ﬁ?@%’n@rﬂﬂm%@ﬁ@ﬂm&@}ﬁm input to
shuffling step 101 where it is shuffled. Encrypted text and public key 100 that is input and shuffling
information 102 which specifies the shuffling are sent to identical conversion certifying step 103, and
shufflig infoFprdtiocal G2l sent to substitution certifying step 104. Identical conversion certifying step
103 25 generates and outputs identical conversion certifying text 105, and at the same time sends
random number 106 used to'§episeratiipmniiareoriotesion therar nbeetfiedsstusiingtanton certifying

step 104. SL{R%%%QPC%%?%@ ghufﬂe-decrypﬁng for use in constructing an anonymous
communication path.
Background art:

10 [Related art (1)]

The certified shuffling technology of the related art includes the
invention disclosed in JP-A No. 2001-251289, for example. Fig. 1 shows an
arrangement described in the above publication. In the drawings
accompanying the present application, arrows that are joined together mean

15 that all of information from the sources of the arrows are put together and sent
to the destination of the arrows, and arrows that are branched mean that all or
part of information from the sources of the arrows are sent to the destinations
of the arrows. Re-encryption shuffle referred to in the above publication is
called shuffle in the present specification.

20 In Fig. 1, encrypted text and public key 100 is input to shuffling
step 101 where it is shuffled. Encrypted text and public key 100 that is input
and shuffling information 102 which specifies the shuffling are sent to identical
conversion certifying step 103, and shuffling information 102 is sent to
substitution certifying step 104. Identical conversion certifying step 103

25 generates and outputs identical conversion certifying text 105, and at the same
time sends random number 106 used to generate identical conversion

certifying text 105 to substitution certifying step 104. Substitution certifying



- 2 step 104 outputs substitution certifying text 107. Response generating step 108 is supplied with
identical conversion certifying text 105, substitution certifying text 107, the encrypted text, public key
100, and shuffled encrypted text 109, adds a respgnse to identical conversion certifying text 105, 5
substitution certifying text 107, and the encrypted text to generate shuffle certifying text 110, and
outputs shuffle certifying text 110. In combination with the response, identical conversion certifying
text 105 certifies that it has the knowledge of shuffling of the order of input texts and the converted
contents of extepypiedaeisiasubalivtibat ibeifyimmutckd EhEyReshiext coupscamgletapnts of a
plurality of inte%ers, then each of the elements has been encrypted depending on the shuffling of the

same order. I05d8AURMESHWilHdsalieaberrie st caiifving tewiry foaubstitediamies that shuffling of
the order of | 2Ncrypte has been performed properly. .The term "shuffle” shown in Fig. 1
means that t%¥ﬁ£§ﬁd$?%%§g%ﬁ etg(ﬁ? 8% 'ﬂ%@ ahqpthaen a?gt@-%a%ﬁ%@.ef!o certify that
the above pr@ﬁeﬁtsg'?alﬁfé%m@@b@w{b’id@ﬁt%@%erﬂfé%mﬁfﬂe?ﬂ??iﬁy%é%{%%f“fymg steps, i.e., the
identical conversion certifying step and the substitution certifying step. The document achieves
efficierft genevisditugbn shdifiengettifying teantytheivdimgodbib téstttobgetentiftes RFf[Related art (2)]
The description of JP-A NQ. 08-263575, for example, is referred to with respect to the certified

decryption t&?ﬁH 156, XA d GepiidPatp tRyshuliesastinag g ehiBnt described in the above
RO st oL U i T St T et
text 204 thatéastidSeatertifies that it has the knowledge of shuffling of the order of input
texts and the converted contents of encrypted texts, and also that if an input
10 encrypted text comprises elements of a plurality of integers, then each of the
elements has been encrypted depending on the shuffling of the same order. In
combination with the response, substitution certifying text 107 certifies that
shuffling of the order of input encrypted texts has been performed properly.
The term "shuffle” shown in Fig. 1 means that the order of input
15 encrypted texts is shuffled and they are re-encrypted. To certify that the above
process is performed properly, the above docﬁment employs two certifying
steps, i.e., the identical conversion certifying step and the substitution certifying
step. The document achieves efficient generation of a shuffle certifying text by
dividing objects to be certified.
20 [Related art (2)]
The description of JP-A No. 08-263575, for example, is referred
to with respect to the certified decryption technology of the related art. Fig. 2
shows an arrangement described in the above publication.
In Fig. 2, shuffled encrypted text 200 and secret key 201 are
25 input to and decrypted by decrypting step 203. Shuffled encrypted text 200
and secret key 201 that are input and also decrypted text 204 that has been

decrypted therefrom are sent to decryption certifying step 205. Decryption



decrypted therefrom are sent to decryption certifying step 205. Decryption - 3 certifying step 205
outputs decryption certifying text 206 from these items of information. The term "decryption" means
that an encrypted text is partly decrypted using some of the secret keys that are owned discretely.
The 5 encrypted text is completely decrypted by repeating decryption using all the secret keys.
[Related art (3)] (a certified shuffle-decrypting method of the related art) A certified shuffle-decrypting
method can be achieved by combining related art 1 and related art 2. 10 Fig. 3 shows a certified

shuffle-decrygitifyingtéted 0btheuglatediewiydiftn erttilipaghuilods sryrtingenetheddsaccomplished
simply by combining related art 1 and related art 2. Encrypted text and public key 301, shuffling step

302, shufflingferd@tiation 303, shuffled encrypted text 304, identical conversion certifying 15 step

307, random number 308, identical copversion certifying text 309, substitution certifying step 310,
substitution certifying text 3?3? #Sg%ﬁg%c%%‘é?aﬁﬂaaﬁgﬁ A RAEHBRE EextitsiRg e 313 in Fig. 3

are identical issBAlekif CBRMSPhE LR RUDLGHRI 00 Rl GCsIRR OFpahufiing

information 102, shuffled encrypted text 109, identical conversion certitying 20 step 103, random
numbet 106 eiderytitad dorvisr siom plettilyine deyth 285 yebatitHgrieeripting siepglad1isebstitution
certifying text 107, response generating step 108, and shuffle certifying text 110 in Fig. 1. Secret key
300, shuffle8&HHBRKEY text 304, decrypting step 305, decrypted text 306, decryption certifying step

e Bt D B G L LR R TRETh B B Fefated e Y 20%
A certified shuffle-decrypting method can be achieved by
combining related art 1 and related art 2.
10 Fig. 3 shows a certified shuffle-decrypting method of the related
| art. The certified shuffle-decrypting method is accomplished simply by
combining related art 1 and related art 2.
Encrypted text and public key 301, shuffling step 302, shuffling
information 303, shuffled encrypted text 304, identical conversion certifying
15 step 307, random number 308, identical conversion certifying text 309,
substitution certifying step 310, substitution certifying text 311, response
generating step 312, and shuffle certifying text 313 in Fig. 3 are identical
respectively to encrypted text and pubiic key 100, shuffling step 101, shuffling
information 102, shuffled encrypted text 109, identical conversion certifying
20 step 103, random number 106, identical conversion certifying text 105,
substitution certifying step 104, substitution certifying text 107, response
generating step 108, and shuffle certifying text 110 in Fig. 1. Secret key 300,
shuffled encrypted text 304, decrypting step 305, decrypted text 3086,
decryption certifying step 314, and decryption certifying text 315 in Fig. 3 are
25 identical respectively with secret key 201, shuffled encrypted text 200,
decrypting step 203, decrypted text 204, decryption certifying step 205, and
decryption certifying text 206 in Fig. 2.



decrypting step 203, decrypted text 204, decryption certifying step 205, and decryption certifying text
206 in Fig. 2. - 4 The method shown in Fig. 3 shows in that shuffled encrypted text 304 is included in
shuffle-decrypting certifying text 316, shuffled encrypted text 304 is input to decryption certifying step
314 and is not input to response generating step 3‘12.—5 [Related art (4)] The description of JP-A No.

2002-344445, for example, is referred to with respect to the certified shuffle-decrypting technology of
the related art. In the above publication, a shuffled encrypted text is not added 10 to a

shuffle-decrypted text. Accarbngminttibe shvemtion Bigclsadwstiretaboyeufidelieatioyptat incomplete
commitment of the shuffled encrypted text is added to a shuffled decrypted text. By modifying related

art 1 and reldfed aR4isdnasndvenbutiendasaiplingoastityiogieytaibdebrfpadrenanpted

accomplished._if %‘g commitment of the shuffl .gé{encr ti{% xt is, incomplete even when 15 shuffled
encrypted tegI }(st a ée'%tm? Het?egtr%c'%% npcrg{iu B}ﬂr#gﬂ { r%'f‘éiréstBOg'BB FERtAR2rein
information of énePRiREf secBs3gommitted, i.e., the shuffled encrypted text, partly leaks. Itis thus
possible to attack the encryption system using the data that has leaked. Disclosure of the invention:
20 Problems|tdeiatadlegd 4y the invention: The related art described above suffers the following
problems: A communication path will be reviewed which shuffles an input encrypted text, decrypts the

shuffled text, outputs a decryiRFESHPHAR Pelitralle A 03u8ddd4D 1df 6XAMMIRY iKe legitimacy of
the above Progesed to with respect to the certified shuffle-decrypting technology of the

related art.
In the above publication, a shuffled encrypted text is not added
10 to a shuffle-decrypted text. According to the invention disclosed in the above
publication, an incomplete commitment of the shuffled encrypted text is added
to a shuffled decrypted text. By modifying related art 1 and related art 2 for
improvement, the legitimacy of shuffling and decryption can be accomplished if
the commitment of the shuffled encrypted text is incomplete even when
15 shuffled encrypted text is absent. The term "incomplete commitment" refers to
a commitment wherein information of an object to be committed, i.e., the
shuffled encrypted text, partly leaks. ltis thus possible to attack the encryption
system using the data that has leaked.
Disclosure of the invention:
20 Problems to be solved by the invention:
The related art described above suffers the folléwing problems:
A communication path will be reviewed which shuffles an input
encrypted text, decrypts the shuffled text, outputs a decrypted text, and
generates and outputs a text certifying the legitimacy of the above process.
25 Such a communication path can be provided (related art 3) by successively
employing related art 1 and related art 2. According to this scheme, the

legitimacy cannot be verified unless a shuffled encrypted text, that is unwanted



25 Such a communication path can be provided (related art 3) by successively employing related art 1
and related art 2. According to this scheme, the legitimacy cannot be verified unless a shuffled
encrypted text, that is unwanted - 5 information, is output. The shuffled encrypted text causes part of
the knowledge of a secret key used for decryptionsto leak. If this communication path is used as part
of an encryption system, then the security of the encryption system may not possibly be maintained
due to the knowledge that 5 has leaked. Related art 4 is successful in reducing the amount of leaked

knowledge biyfddiatican iscorfppietd tershnutieeht of theteH ulledansegpted tekthwithout adding the
shuffled encrypted text to the certifying text. However, part of the knowledge still leaks in Related Art 4

and this art JOEMRAGRRidesearablay ateesdeon dasom ipm tokekalM dhiscrasaypiratiome present
invention ha en made in view of the above problems. ]t is an object of the present invention to
provide a shﬁ# e-'aé}c%%et?nsgp \?e%\ilﬂ?iﬁg methea' N %ﬁs%rﬁia%g ’ﬁ&%ss%%‘ﬂh‘%’&f allowing any
knowledge ok serishonfayariinmsy/ask ywmbaeoiingibsiaiinaty ald Rrbwiling andidecryption,
and an apparatus based on the shuffle-decrypting verifying method. The method provided by the
presenbinvehtisrigakids it possible to construct an anonymous communication path having a higher
anonymity. Means for achieving the object: 20 According to the present invention, there is provided a

shuffle- decrypting legitima&F ERRehARS 4P SMeras BN heigsuahgitheamoaplbiagksdencrypted texts,
e e YA ATRALR AR X ABEHL TR BBMIHIRER: SPAYRINAHEE EReyBled texts v e
without adding the shuffled encrypted text to the certifying text. However, part
of the knowledge still leaks in Related Art 4 and this art does not provide

10 complete permutation and concealment of decryption.

The present invention has been made in view of the above
problems. It is an object of the present invention to provide a shuffle-
decrypting verifying method whiéh is made more secure by not allowing any
knowledge of secret information to leak when certifying the legitimacy of

15 shuffling and decryption, and an apparatus based on the shuffle-decrypting
verifying method. The method provided by the present invention makes it
possible o construct an anonymous communication path having a higher
anonymity.

Means for achieving the object:

20 According to the present invention, there is provided a shuffle-
decrypting legitimacy certifying apparatus for being supplied with a plurality of
encrypted texts, a public key, a decrypting secret key, and a random number,
encrypting the encrypted texts with the public key, shuffling the order of the
encrypted texts, generating a plurality of decrypted texts produced by

25 decrypting the encrypted texts with the secret key, and certifying the legitimacy
of the encryption, the shuﬁiing of the order, and the decryption fo a shuffle-

decrypting verifying apparatus, wherein data to communicate with the shuffle-



encrypted texts, generating a plurality of decrypted texts produced by 25 decrypting the encrypted
texts with the secret key, and certifying the legitimacy of the encryption, the shuffling of the order, and
the decryption to a shuffle- decrypting verifying apparatus, wherein data to communicate with the
shuffle - 6 decrypting verifying apparatus includes a commitment of a shuffled encrypted text which is
an encrypted text produced by encrypting the encrypted texts with the public key and shuffling the
order thereof. According to the present invention, there is also provided a 5 shuffle-decrypting
verifying appéestysfingberify sgpatipdratits anpludaiétya afoenoiyptad thdssluflachbityoofmtedrypted texts,
a public key, and a random number, and verifying the legitimacy by a shuffle-decrypting legitimacy -

certifying apparhitiaioh ésc@hﬁ%%w&ﬁﬁﬁ&?ﬁﬁtﬂiﬁ%ﬁﬁ%@d%ﬁ%ﬁétﬂ@e&l@ ﬁff@rﬂa\%‘jﬁﬁi@%d@@by |
encrypting thﬁﬁg?{[w %%Fﬁd gh%j}ﬂgfﬁg grrggrr {ngrgﬁ{, 10 and decrypting the encrypted texts with a

secret key corresponding to the public’key, wherein data’'to communicate with the shuffle-decrypting

legitimacy certifying apparatgsdrsiisies e prusdmentaiforwiied RNsRMIRSIRIEIch is an
encrypted text produced by encrypting the encrypted texts with the public key and shuffling the order
thereof515 THeUWHefdeseingiveyifditraapp@ufdbappasips mayvitomplisality sifuffling apparatus
for being supplied with the encrypted texts, the public key, and the random number, encrypting the
encrypted teﬁ%%ﬂ?ﬂéeﬁ%l?c%fé y RF MBS RIS T tRePHRER SRV 388 B Btputting a plurality

ot e S SRR A LSRR ot 0
certifying apparatus of a certification indicating that the decrypted texts are
data produced by encrypting the encrypted texts, shuffling the order thereof,

10 and decrypting the encrypted texts with a secret key corresponding to the
public key, wherein data to communicate with the shuffle-decrypting legitimacy
certifying apparatus includes a commitment of a shuffled encrypted text which
is an encrypted text produced by encrypting the encrypted texts with the public
key and shuffling the order thereof.

15 The shuffle-decrypting legitimacy certifying apparatus may
comprise:

a shuffling apparatus for being supplied with the encrypted texts,
the public key, and the random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, and outputting a plurality

20 of shuffled encrypted texts produced as a result;

a decrypting apparatus for being supplied with the shuffled
encrypted texts and the secret key, decrypting the shuffled encrypted texts with
the secret key, and outputting a plurality of decrypted texts produced as a
result; and

25 a shuffled encrypted text commitment apparatus for being
supplied with the shuffled encrypted texts and the random number, generating

a commitment of the shuffled encrypted texts, and outputting a shuffled



the secret key, and outputting a plurality of decrypted texts produced as a result; and 25 a shuffled
encrypted text commitment apparatus for being supplied with the shuffled encrypted texts and the
random number, generating a commitment of the shuffled encrypted texts, and outputting a shuffled -
7 - encrypted text commitment produced as a result. The shuffle-decrypting legitimacy certifying
apparatus may comprise: a substitution certifying commitment apparatus for being 5 supplied with the
random number, generating a shuffle commitment which is a commitment with respect to a
substitution repesgetatHe dreasyoiimegoh etused dsesoreulbf the encrypted texts to be shuffled and
the shuffled order of the encrypt ?Jlggzxt and the random number. for encryption, generating a
substitution certifying comrﬁ?ﬂﬁ ?ﬁifﬁ%mﬁt't‘ﬁ% S HMACY RRTHHER 2RB25BSBAYhitment of the
certification ofhe feowledge of the committed substitution and the committed random number for
encryption, and outputting the substitution certifying commitment; an identical conversion certifying

commitment apparatus for detngstitipipiedentityithecenenyitadiesis dheps ict@igthe commitment of
the 15 shuffled encrypted texts, and the random number, and generating and outputting an identical

conversion cevpiieg vothrthierentamichisbercgensitaiing afsdellefemotitmeravhigthist ahe

o S o R e e el

commitmentyRedseRyPHPthecs RSP RIS BE AMRARYS IR ARG SHIIGHer of the
encrypted texts and the random number for encryption, generating a
substitution certifying commitment comprising the shuffle commitment and a

10 commitment of the certification of the knowledge of the committed substitution

and the committed random number for encryption, and outputting the
substitution certifying commitment;

an identical conversion certifying commitment apparatus for
being supplied with the encrypted texts, the public key, the commitment of the

15 shuffled encrypted texts, and the random number, and generating and
outputting an identical conversion certifying commitment which is a
commitment of a certification indicating that the committed shuffled encrypted
texts are generated by shuffling the encrypted texts using the substitution and
the random number for encryption which are committed by the shuffle

20 commitment;

a decryption certifying commitment apparatus for being supplied
with the commitment of the shuffied encrypted texts, the decrypted texts, the
secret key, and the random number, and generating a decryption certifying
commitment which is a commitment of a centification indicating that the

25 committed shuffled encrypted texts are decrypted into the decrypted texts by
the secret key;

a challenge value acquiring apparatus for sending a shuffle-



with the commitment of the shuffled encrypted texts, the decrypted texts, the secret key, and the
random number, and generating a decryption certifying commitment which is a commitment of a
certification indicating that the 25 committed shuffled encrypted texts are decrypted into the decrypted
texts by the secret key; a challenge value acquiFineg apparatus for sending a shuffle 8 decrypting
certifying commitment comprising the commitment of the shuffled encrypted texts, the shuffle
commitment, the substitution certifying commitment, the identical conversion certifying commitment,

and the decgtiyptoegtifgititycenuoitméntets teghidiieydeeryptingivedhing grparatisdd and waiting
for and receiving a challenge value as a sequence of random numbers from the shuffle-decrypting

verifying app&raiBiethieatredpe st fleremmirapphiiesirsgéuiontrritifiegoonse which is
represented can. be calculated from data including the. challen alue, the random
number, and%ﬁ@ﬁ%&tﬁé&%ﬁ& ’s‘?é%uiﬁﬁrlﬁ%"si?ﬁg%‘?{ﬁ’?&@% I? %%@%ttﬁgé%ﬁllje-decrypting
verifying appaeatyptibheshiffisodasmmiineNeritying %ﬂem@ta%eaﬁytﬁ@%ﬁmhg 59@%?&&%,”'“6

generating apparatus for waiting for a shuffle- decrypting certifying commitment comprising a

substitution cerdfwatingiensdtdertaiciugiaghkatemyeiarn: abapiaplsyncs shufffeibencrypted texts 15
and a shuffle commitment, an identical conversion certifying commitment, and a decryption certifying

commitment,”wmeéémm?@§ﬁﬂﬁf@8%%9ﬁ@erlféﬁﬁyﬁ@épﬁaﬁtagﬁsel_ec_ting a random number
e e S AR 60 A B R e
commitmentivhich is represented by data that can be calculated from data including the
challenge value, the random number, and the secret key, and sending the
10 generated response to the shuffle-decrypting verifying apparatus.

The shuffle-decrypting verifying apparatus may comprise:

a challenge value generating apparatus for waiting for a shuffle-
decrypting certifying commitment comprising a substitution certifying
commitment including a commitment of a plurality of shuffled encrypted texts

15 and a shuffle commitment, an identical conversion certifying commitment, and
a decryption certifying commitment, to be sent from the shuffle-decrypting
certifying apparatus, selecting a random number having a given length as a
challenge'vaiue when the shuffle-decrypting certifying commitment is received

+

and sending the selected challenge value to the shuffle-decrypting certifying
20 commitment;

a substitution verifying apparatus for being supplied with the
shuffle commitment, the substitution certifying commitment, the response, and
the challenge value, and for generating a verifying result indicating of either
"legitimate” or "illegitimate" depending on whether the shuffle commitment is a

25 commitment of substitution or a random number for encryption;
an identical conversion verifying apparatus for being supplied

with the identical conversion certifying commitment, the encrypted texts, the



a substitution verifying apparatus for being supplied with the shuffle commitment, the substitution
certifying commitment, the response, and the challenge value, and for generating a verifying result
indicating of either "legitimate" or "illegitimate" depending on whether the shuffle commitment is a 25
commitment of substitution or a random number for encryption; an identical conversion verifying
apparatus for being supplied with the identical conversion certifying commitment, the encrypted texts,
the - 9 commitment of the shuffled encrypted texts, the public key, the response, and the challenge

value, and genenatitgenvefitiing hafduirticgiitgaoksidianepaiiiaiey ondllegitivrate” siepending on
whether the committed shuffled encrypted texts are shuffled using the committed substitution or the
committed Sthgnefatanas vaiier anégprieratingoeavastyingicesuirifydicptipparkeithéor being supplied

ith the decrypti jifying text itment of the shuffled ted texts, the decrypted texts,
the public key A TELPoHoaT A EnAMEROE 08165 e 5 Bt VB AARETTSELI Icicating o

cither "egiineaia I RGHAEL AAEPSOABS R SAEIELING SATE oo rgpupted exts are

decrypted into the decrypted texts; wherein i the verifying results from the substitution verifying
apparatus, thrandenticalrabavéssiencrepfiingsmpgparatus, and the decryption verifying apparatus
represent "legitimate”, then a verifying result indicating 15 "legitimate" or "illegitimate”, that represents
that shuffled decrypted textd BEErERHANCETINENSUERME @dsiffevbripgesopiggevithitheresults

cording to AR VA ERDTEL A S STh 8 EH LR T R et BBove method, and
a recording rageiyPled texts, the public key, the response, and the challenge value, and
generating a verifying result indicating of either "legitimate” or "illegitimate”
10 depending on whether the committed shuffled encrypted texts are decrypted
into the decrypted texts;

wherein if all the verifying results from the substitution verifying
apparatus, the identical conversion verifying apparatus, and the decryption
verifying apparatus represent “legitimate", then a verifying result indicating

15 "legitimate” or "illegitimate", that represents that shuffled decrypted texts are
produced, is output, and if even one of the verifying resuits represents
“illegitimate”, then a verifying result indicative of "illegitimate" is output.

A program according to the present invention enables a

computer to execute the steps of the above method, and a recording medium
20 according to the present invention stores the program.

According to the present invention thus arranged, secret
information can be concealed more strongly when certifying shuffling and
decryption.

Brief description of the drawings:
25 Fig. 1 is a diagram showing an arrangement of related art 1;

Fig. 2 is a diagram showing an arrangement of related art 2;

Fig. 3 is a diagram showing an arrangement of related art 3:



20 according to the present invention stores the program. According to the present invention thus
arranged, secret information can be concealed more strongly when certifying shuffling and

decryption. Brief description of the drawings: 25 Fig. 1 is a diagram showing an arrangement of related
art 1, Fig. 2 is a diagram showing an arrangem‘en% ®f related art 2; Fig. 3 is a diagram showing an
arrangement of related art 3; - 10 Fig. 4 is a diagram showing an arrangement of a shuffle- decrypting
legitimacy certifying apparatus according to an embodiment of the present invention; and Fig. 5 is a
diagram showing an arrangeiglentoh asiyiia SHRARPURGLYRIHYINg aRPSY 4R @ggording to an
embodiment of the present invention. Description of reference Characters: 401 a plurality of encrypted
texts 402 puitierkplinieagBmacyarartityingen it sasfiedartangted textn¥OSislniflsfaiapparatus 406
decrypting apparatus 407 secret key 15 409 shuffled encrypted text commitment apparatus 410
shuffled ench/SRETERVESHARIANht 411 substitution certifying commitment apparatus 412 substitution

certifying commitment

5

10

15

20

25

Fig. 5 is a diagram showing an arrangement of a shuffle-
decrypting verifying apparatus according to an embodiment of the present
invention.

Description of reference characters:

401 a plurality of encrypted texts

402 public key

403 random number

404 shuffled encrypted text

405 shuffling apparatus

406 decrypting apparatus

407 secret key

409 shuffled encrypted text commitment apparatus

410 shuffled encrypted text commitment

411 substitution certifying commitment apparatus

412 substitution certifying commitment

413 common reference base

414 identical conversion certifying commitment
apparatus

415 identical conversion certifying commitment

416 - decryption certifying commitment apparatus

417 decryption certifying commitment

418 chailenge vaiue

421 response generating apparatus

422 response



413 common reference base 20 414 identical conversion certifying commitment apparatus 415
identical conversion certifying commitment 416 decryption certifying commitment apparatus 417
decryption certifying commitment 25 419 challenge value 421 response generating apparatus 422
response - 11 500 shuffle-decrypting verifying ap drafus 501 challenge value generating apparatus
502 random number 503 substitution verifying apparatus 5 505 identical conversion verifying
apparatus 507 decryption verifying apparatus Best mode for carrying out the invention: Embodiments

of the preser@vention willsheflessebeg thejow ritviliyrefasangei¢o the drawings. The embodiments will
be described with 10 reference to an example using elliptical Elgamal encryption. Matters serving as a

basis for the PPdsent inventdraiEngrstaecieeoariinpaipwalEiliptical Elgamal public key encryption

system] An E%Eg?[ical Elgam}al e %c[l%/%ior\f%stem belongs to a public-key encryption system. First, it is
assumed that g represents Q'B [ UPBEr 15 having the relationship gmod3=2, E an elliptical curve

whose order ig)g, Go a 99%@!@%&9@%@%538@?5&@@ element of 0. In other words, point P on
any desired E satisfies [q]P = 0. [x]Go exprésses an x-multiplied point of Go.

5 505 identical conversion verifying apparatus
507 decryption verifying apparatus
Best mode for carrying out the invention:

Embodiments of the present invention will be described below

with reference to the drawings. The embodiments will be described with

10 reference to an example using elliptical Elgamal encryption. Matters serving as
a basis for the present invention will first be described below.
[Elliptical Elgamal public key encryption system]

An Elliptical Elgamal encryption system belongs to a public-key

encryption system. First, it is assumed that q represents a prime number

15 having the relationship gmod3=2, E an elliptical curve whose order is g, Go a
generating element of E, O an identity element of O. In other words, point P on
any desired E satisfies [q]P = 0. [x]G, expresses an x-multiplied point of Gq.

The elliptical Eigamal public key encryption system comprises
the following three algorithms:

20 [Key generating algorithm]

A random number is input, secret keys x are selected as random
elements of Z,, public keys Mg = [x]G, are calculated, and secret keys x and
public keys My are output.

[Encrypting algorithm]
25 Plain text M € E and public keys My are input, s are selected as
random elements of Z,, and encrypted texts are calculated as C = (G1,My) =

([s1Go, M+[s]Mp)} and output.



The elliptical Elgamal public key encryption system comprises the following three algorithms: 20 [Key
generating algorithm] A random number is input, secret keys x are selected as random elements of
Zq, public keys Mo = [x]GO are calculated, and §e§1r t keys x and public keys Mo are output.
[Encrypting algorithm] 25 Plain text M E E and public keys Mo are input, s are selected as random
elements of Zqg, and encrypted texts are calculated as C = (Gi,Mi) _ ([s]Go, M+[s]Mo) and output. - 12
- [Decrypting algorithm] Encrypted texts ¢ and secret keys x are input, and decrypted text M' =
M,-[X]M, is odipetrFrtng Mgeithri]G, = M+[s]Mo-[X][s]Go = M+[s]Mo- [s]MclO, It is clear that output M’
of the decrypting algorithm is in agreement 5 with encrypted plain texts M. It is assumed that secret
keys s are owned discrete\ENSRSHEE (95klS #)d GEGRbUGYS sarstiswah@eddesniptedividually

compietely dedine e AT O B Sher ARG 10 Lo SULR Pl Kot B rom the
value of M, cpiguiatedusipe st dee/R RGP eREIEEY iR IYMAH I keaRRsLAQLt - Since only
one decrypting secret key xm is handled in the present’'embodiment, it is expressed as x'. Public keys
include MO amithYewtryreed @laifdsSds M= [x']Go. [Encrypted texts] 15 n encrypted texts that are input
O e S e R Gesumed thit saeret keys & are owned discretaly. I otnar o o
words, Zj-¢"xmodq is satisfied and each x; is individually owned. According to
the present embodiment, x; is referred to as decrypting secret keys.
For completely decrypting the encrypted texts, the operation to
10 successively subtract [x];G1 from the value of M, calculated using each
decrypting secret key is performed with respect to allj. Since only one
decrypting secret key xy is handled in the present embodiment, it is expressed
as x'. Public keys include Mg and Y where Mg = [x]Go, Y = {x']Gq.
[Encrypted texts]
15 n encrypted texts that are input to the present system are
expressed as (G,M;); = 1, -, n. The elements of each of the encrypted texts
are elements of E.
These encrypted texts are produced by encrypting n encrypted
texts (G,M)i =1, -, n as ([s]Go+G;, [siMo+My) (i = 1, -, n) with public key M,
20 shuffling their order, and thereafter decrypting them with the decrypting secret
keys,
[Permutation matrix]
A permutation matrix will be described below. The permutation
matrix is defined as an n-row, n-column square matrix where only a non-0
25 component exists in each row and each column and its value is 1 on Z,. For
example, the permutation matrix is given as:

0,1,0,0



are elements of E. These encrypted texts are produced by encrypting n encrypted texts (G;,M;); =1, ,
n as ([s;]Go+G;, [s;]Mo+M;) (i = 1, , n) with public key Mo, 20 shuffling their order, and thereafter
decrypting them with the decrypting secret keys. [Permutation matrix] A permutation matrix will be
described below. The permutation matrix is definetPas an n-row, n-column square matrix where only a
non-0 25 component exists in each row and each column and its value is 1 on Zq. For example, the
permutation matrix is given as: 0,1,0,0-13-0,0,0,10, 0,1, 0 1,0,0,0 Embodiments: 5 [Embodiment
(1)] Shuffle-dgctyming legitimacy certifying apparatus 400 according to an embodiment of the present
-invention will be described below with reference to Fig. 4 which shows an arrangement thereof.
Shuffle-decryiptihgliegitimacy certifying apparatus 400 shown in 10 Fig. 4 is supplied with a plurality of
encrypted texts 401, public key 402, random number 403, secret key 407, and common reference
base 413, an&' gu s decrypted texts 408, shuffle-decrypting certifying commitment and response
422. Shuffle-mj%}ﬁgjtimacy certifying apparatus 400 comprises shuffling apparatus 405,
decrypting apparatus 406, shuffled 15 encrypted text commitment apparatus 409, substitution

certifying corfigmibwiinent (1)]

Shuffle-decrypting legitimacy certifying apparatus 400 according
to an embodiment of the present invention will be described below with
reference to Fig. 4 which shows an arrangement thereof.

Shuffle-decrypting legitimacy certifying apparatus 400 shown in

10 Fig. 4 is supplied with a plurality of encrypted texts 401, public key 402,
random number 403, secret key 407, and common reference base 413, and
outputs decrypted texts 408, shuffle-decrypting certifying commitment and
response 422. Shuffle-decrypting legitimacy certifying apparatus 400
comprises shuffling apparatus 405, decrypting apparatus 406, shuffled

15 encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 416, challenge value acquiring
apparatus 418, and response apparatus 421.

It is assumed that n encrypted texts are shuffled and decrypted.

20 A common reference base which is a point randomly selected from E, Fy (u = -
4,1, -, n), and My are input to the apparatus according to the present
invention. 1t is assumed that the apparatus can be used from all steps (inputs
to the steps will hereinafter not be explicitly described).

Shuffle-decrypting legitimacy certifying apparatus 400 is

25 implemented by a general computer system including an input device, an
output device, a memory, and a controller. Shuffling apparatus 405, decrypting

apparatus 406, shuffled encrypted text commitment apparatus 409,



apparatus 411, identical conversion certifying commitment apparatus 414, decryption certifying
commitment apparatus 416, challenge value acquiring apparatus 418, and response apparatus 421. It
is assumed that n encrypted texts are shuffled and decrypted. 20 A common reference base which is
a point randomly selected from E, Fp (p =- 4, 1, n), and M_1 are input to the apparatus according to
the present invention. It is assumed that the apparatus can be used from all steps (inputs to the steps
will hereinafter not be explicitly described). Shuffle-decrypting legitimacy certifying apparatus 400 is

25 implementatrpitiatigarcatifvingparemiysenhanprding aH hpdediésatepanemigiut device, a

memory, and a controller. Sh%JffIin apparatus 405, decrypting apparatus 406, shuffled encrypted text
commitment S EYHEESCRBEST“- T&ngfﬁ? toh ¢LtigRRIRMARRIEMRS SaRLMERt identical

conversion ityi i . ' rtifyd i apparatus 416,
challenge vaﬁﬁegggggliﬁ%ngﬁgglﬁﬁ%ﬂa%%érﬂggﬁz%%aﬁgg ?2%’@%%@% constructed in the

computer sysippargach4if thecdvveoaionanistivitde idaperibesh puietejshaloWE 45h Wilthg apparatus
405] n encrypted texts 401 (G;,M;)(1, n), public keys 402 (Go,Mo), and random number 403 are input

to shufffing appalReISAIEVTHe desedbadHnkdemstrlewion matrix (7Tjj)(i,j=1, , n) and 10 random
numbers no;g“il, HP EZqg are generated from input random number 403. Since the permutation matrix
and the rand rfb‘ﬁuﬁ?geéi! R Hﬁié y generated from input random number 403, they are considered

to have been included in thg M;&?&P@!&Q%‘P?@,'Mﬁmeﬂ-‘{Vﬁf,déuwl?:%@‘ﬂﬁﬁ‘(eo,mo),
and random number 403 are input to shuffling apparatus 405.
Then, random n X n permutation matrix ()(i,j=1, -, n) and
10 random numbers ng(i=1, -+, n) €2, are generated from input random number
403,

Since the permutation matrix and the random numbers are
uniquely generated from input random number 403, they are considered to
have been included in the input random number. In other words, when random

15 number 403 is input to the apparatus, the apparatus can again generate data
produced from a random number such as (m)(i,j=1, -, n) and ng(i=1, -, n) €
Zs.

Then, shuffled encrypted text 404 (G, M™)(i=1, -, n) is

calculated as (G',M")=Ep=o"[nu]Gy, Su=o"[mm]Mu. It can be seen, as described
20 below, that the shuffled encrypted text has been shuffled, i.e., encrypted and
thereafter the order thereof is shuffled.

If the relationship between j and i where =;=1 is represented by
a(i=], then (Tp=o [nuiG, Zp="[npIMu)= (Grg, Mn ). Shuffling apparatus 405
outputs shuffled encrypted text 404.

25 {Decrypting apparatus 406]

Shuffled encrypted text 404 and decrypting secret key 407 are

input to decrypting apparatus 406. Decrypting apparatus 406 calculates



15 number 403 is input to the apparatus, the apparatus can again generate data produced from a
random number such as (np)(i,j=1, ", n) and 7[oj(i=1, n) E Zq. Then, shuffled encrypted text 404 (G';
,M")(i=1, n) is calculated as (G'j,M,%)=Ep_o"[np; (gp,_Ep:o"[np;]Mp. It can be seen, as described 20
below, that the shuffled encrypted text has been shuffled, i.e., encrypted and thereafter the order
thereof is shuffled. If the relationship between j and i where n;=1 is represented by n(i)=j, then
(E{._0"[np;]Gp, Ep_o"[mp;]MN)= (Gntp, Mn tq). Shuffling apparatus 405 outputs shuffled encrypted

text 404. 25 [iBecyppei deappaitas 406N href@ad-elGhiteddeatalld an d degpyteing secret key 407 are
input to decrypting apparatus 406. Decrypting apparatus 406 calculates - 15 decrypted texts 408 as
(G‘;,M';)=(G';ﬁQ>§]G';,M';) and outputs decrypted texts 408. [Start of the shuffle-decrypting certifying

apparatus] [ e I text full:concealment commitment apparatus 409] 5 Shuffled encrypted
G L S e

text 404 (G (=1, n) and ran (R1d%shuffled encrypted text full-concealment

commitment[W@it@&%@b%@%&%@é@%ﬁ%fé&ﬁﬁﬂﬁﬁ@kﬂ%ﬂéﬁ%@%@jﬂ apparafus 409

selects random rc-1;EZq(i=1, n) from input random number 403. 10 Shuffled encrypted text

full-conzealment commitmephaibiedransydRel daitdate 3 oMmnitrknt-4ap amdirdnddof the shuffled
encrypted text as N;=[7c-1;]M-1+M";(i=1, n) and outputs calculated commitment 410. [Substitution
certifying comimngt 4 Bg;éﬂg)éihtﬁslhuﬁted encrypted text full-conceaiment commitment

apparatus 409. Shuffled encrypted text full-concealment commitment
apparatus 409 selects random n.yEZ(i=1, -, n) from input random number
403.

10 Shuffled encrypted text full-concealment commitment apparatus
409 calculates commitment 410:Ni(i=1, -+, n) of the shuffled encrypted text as
Ni={rylM.+M"(i=1, -, n) and outputs calculated commitment 410.
[Substitution certifying commitment apparatus 411]

Permutation matrix =;(i,j=1, -, n) indicative of the shuffling of the

15 order, random number ng(i=1, -+, n) used for encryption, and random number
403, which are used in the shuffle apparatus, are input to substitution certifying
commitment apparatus 411 [m(i,j=1, -, n) and n,i(i=1, ---, n) are included in
random number 403].

Common base 413 is input to substitution certifying commitment

20 apparatus 411. Substitution certifying commitment apparatus 411 selects
random nipo € Zy(u=-4, -, n), "HEZQ(P=-4, -, n), TaEZy(i=1, -, n) from input
random number 403. It is assumed below that these values are also included
in random number 403).

Then, substitution certifying commitment apparatus 411

25  calculates

ma=Z=1"3 mo® mmodq(i=1, -, n)

4=t 3 mo mimodq(i=1, -+, n}



Permutation matrix rrl(i,j=1, n) indicative of the shuffling of the 15 order, random number no;(i=1, , n)
used for encryption, and random number 403, which are used in the shuffle apparatus, are input to
substitution certifying commitment apparatus 411 [7rp(i,j=1, , n) and 1ro;(i=1, n) are included in
random number 403]. Common base 413 is inp—utjcé substitution certifying commitment 20 apparatus
411. Substitution certifying commitment apparatus 411 selects random npoEZq(p=-4, n),
1r'pEZq(p=-4, n), 7c2 (=- Zq(i=1 . n) from input random number 403. It is assumed below that these
values are also included imga@gﬁqgm}}?ﬁ{,(m. Them, substitution certifying commitment apparatus
411 25 calculates 7 C-3i=Ei_1"3 njo2 7i;modq(i=1, ..., n) n-4;=E " j_13 nio 7rpmodq(i=1, , n) - 16 -
F'p=Ev=.4"[nvp]Fv(p=0, nf b= D=EnE41f® v]Fv w=Ei=1 "nips-nao-rt -4modq where F';(i=1, , n) is
defined as a shuffle commitment. 5 Kinally, substitution certifying commitment apparatus 411 outputs
shuffle commitment F';(i=1 WHiainBE80R4N3A8 was substitution certifying commitment 412.

bt S R I D
5 Finally, substitution certifying commitment apparatus 411
outputs shuffle commitment F'i{(i=1, ---, n} and F'g, F"g, and w as substitution
certifying commitment 412.
[Identical conversion certifying commitment apparatus 414]
Permutation matrix mi{i,j=1, -, n} indicative of the shuffling of the

10 order, random number ng(i=1, -, n) used for encryption, random number
mo(j=1, -+, n), random number m.(o(j=1, -, n) [these values are included in
random number 403}, n encrypted texis 401 (G;M)(i=1, -, n), public keys 402
(Go,Mp), and random number 403, which are used in the shuffling apparatus,
are input to identical conversion certifying commitment apparatus 414.

15 ldentical conversion certifying commitment apparatus 414
calculates G'g=Zv=o [rvo]lGv, No=Eva.s"[nve]Mv.

Finally, identical conversion certifying commitment apparatus
414 outputs G'y, Ng as identical conversion certifying commitment 415.
[Decryption certifying commitment apparatus 416}

20 Part G{(i=1, ', n) of n decrypted texts 408, public keys 402
(Go,Mp), random number 7.4, and random number 403 are input to decryption
certifying commitment apparatus 416.

Decryption certifying commitment apparatus 416 selects random
teZy(i=1, -+, n) from the input random numbers.

25 Then, decryption certifying commitment apparatus 416
calculates Y'=[t]Go(i=1, -+, n), N'=[n.10]M.1+Zi= [t]G.

Finally, decryption certifying commitment apparatus 416 outputs



nioo=1, n), random number n) [these values are included in random number 403], n encrypted texts
401 (G;,M;)(i=1, , n), public keys 402 (GO0,M0), and random number 403, which are used in the
shuffling apparatus, are input to identical conversion certifying commitment apparatus 414. 15
Identical conversion certifying commitment appéra:h]s 414 calculates G'o=Ev=0[nvo]Gv,
No=Ev=_i"[nvo]Mv. Finally, identical conversion certifying commitment apparatus 414 outputs G'o, No
as identical conversion certifying commitment 415. [Decryption certifying commitment apparatus 416]

20 Part G;'(i=(i=), of nngeersipteddissotOSeiarg kewsd®Reea,Mo), random number it., and

random number 403 are input to decryption certifying commitment apparatus 416. Decryption
certifying cortfafigtiengeypharesingaesrrainsdiBl: EZq(i=1, , n) from the input random numbers.

25 Then, decryption certifying commitment apparatus 416 calculates Y';=[t|Go(i=1, ..., N),
=m0l LE 110G FRAI AR SERAG SOHAE A Csian Sl AT B 17 v =t
N as decrypiap et aRmmEIA 3 G lohallenperale atkinaaRRaLys 414 Challenge

value acquiring apparatus 418 sen uffled ehcrypted text commitment 410 N;(i=1, , n),
shuffle somnytientufiotidertijyidgsehaiitioartertibymgdzo mmifen 4 Amaiiatigadf F'o, F'o, w,

identical conversion certifying commitment 415: G'o, No, and decryption certifying commitment 417:
Y'(i=1, , n), ZOBMAMLAISETIHIRG corfitigeomitntentN2ane sesmietiscpgitiftngerifying apparatus
500, and Wai%%ggﬁw‘fpr%clel%p 2"?‘}/%82419 n), as shuffle-decrypting certifying commitment
420 to shuffle-decrypting verifying apparatus 500, and waits for challenge value
419.
10 Chailenge value acquiring apparatus 418 receives challenge
value 419: ¢, Zq(i=1, -, n).
[Response generating apparatus 421}
Permutation matrix m;(i,j=1, ---, n) indicative of the shuffling of the
order, random number ngi(i=1, -, n) used for encryption, random number
15 nvo(v=-4, ---, n), random number n'v(v=-4, --- n), random number n.q(i=1, ---, N},
random number n.x(i=1, ---, n), random number {i(i=1, ---, n), calculated number:
wa(i=1, -, n), and calculated number n4(i=1, -, n) are input to response
generating apparatus 421. These are all included in input random number
403.
20 Challenge value 419: ¢(i=1, -, n) and secret key 409 X' are
input to response generating apparatus 421. it is assumed below that ¢p = 1.
Response generating apparatus 421 calculates response 422:
rv{v=-4, - n), r'v (v=-4, - n), r"(i=1, -, n) as rv=Ip=o nvcumodg(v=-4, -, n),
rv=Sies"mvicttn'y modag(v=-4, -, n), and r"=x'ci+timodqg(i=1, -, n).
25 Finally, response generating apparatus 421 sends rv(v=-4, -,
n), r'v(v=-4, - n}, M(i=1, -, n) as shuffle-decrypting certifying commitment and

response 422 to shuffle-decrypting verifying apparatus 500, and then finishes



10 Challenge value acquiring apparatus 418 receives challenge value 419: cjEZq(i=1, n). [Response
generating apparatus 421] Permutation matrix 7ti;(i,j=1, , n) indicative of the shuffling of the order,
random number no;(i=1, , n) used for encryption, random number 15 nvo(v=-4, n), random
numberriv(v=-4, n), random numbern_r(i=1, n), random number 7T_2;(i=1, n), random number t;(i=1, ,
n), calculated number: 7T.3;(i=1, , n), and calculated number 7T_4;(i=1, , n) are input to response
generating apparatus 421. These are all included in input random number 403. 20 Challenge value
419: ¢;(i=1, ,ity) eyperatsret key 409: x' are input to response generating apparatus 421. It is assumed
below that co = 1. Response generating apparatus 421 calculates response 422: rv(v=-4, n), r'v (v=-4,
-, n), r':(i=1, [MaeiebEfilcotepaminagartiving agpatetEs 400E2-+iiv modq(v=-4, , n), and r";=x'c;+t;
modq(i=1, n), 25 Finally, response generating apparatus 421 sends rv(v=-4, n), r'v(v=-4, , n), r';(i=1, ,
n) as shuffle iRy @&/ing commitment and response 422 to shuffle-decrypting verifying

apparatus 500, and then ﬁ'@nﬁﬁéﬁéé}z@ﬁ]@%?@ﬁﬁgp%ﬁgm%gﬁ%m% {gfg'wg apparatus 400]

[Embodiment (2)] Shuffle-decrypting ve app according to an 5"embodiment of the

presentinverioboditheatdeiseiibed berawvatitiaiaranse dadtithsd Sblsiiendecryfiieasettying
apparatus 500 shown in Fig. 5 is supplied with a plurality of encrypted texts 401, public keys 402,

decrypted Fig. 5.
Shuffle-decrypting verifying apparatus 500 shown in Fig. 5 is

supplied with a plurality of encrypted texts 401, public keys 402, decrypted
texts 408, random number 502, cofnmon reference base 413, shuffled
10 encrypted text commitment 410, substitution certifying commitment 412,
identical conversion certifying commitment 415, decryption certifying
commitment 417, and response 422, and outputs challenge value 419 and
result 509. Shuffle-decrypting verifying apparatus 500 comprises challenge
value generating apparatus 501, substitution verifying apparatus 503, identical
15 conversion verifying apparatus 505, and decryption verifying apparatus 508,
Shuffle-decrypting verifying apparatus 500 is implemented by a
general computer system including an input device, an output device, a
memory, and a controller. Challenge value generating apparatus 501,
substitution verifying apparatus 503, identical conversion verifying apparatus
20 505, and decryption verifying apparatus 508 are virtually constructed in the
computer system. Each of the components will be described in detail below.
[Challenge value generating apparatus 501]
Public keys 402: (Gg,Mp,Y), encrypted texts 401: (G1,Mi)Xi=1, -,
n), and decrypted texts 408: (G',M')(i=1, -, n) are input to challenge value
25 generating apparatus 501. Random number 502 is also input to challenge
vaiue generating apparatus 501.

Challenge value generating apparatus 501 waits for shuffle-



texts 408, random number 502, common reference base 413, shuffled 10 encrypted text commitment
410, substitution certifying commitment 412, identical conversion certifying commitment 415,
decryption certifying commitment 417, and response 422, and outputs challenge value 419 and result
509. Shuffle-decrypting verifying apparatus 500"co}r5?pr|“ses challenge value generating apparatus 501,
substitution verifying apparatus 503, identical 15 conversion verifying apparatus 505, and decryption
verifying apparatus 508. Shuffle-decrypting verifying apparatus 500 is implemented by a general

computer syslea/ e GRL RtiGe AURYLARUSR rorANG-aed goepgroller. Challenge

value generating apparatus 501, substitution verifying apparatus 503, identical conversion verifying
apparatus 20c808y mgdageengitiod 08riffia g appasths kdgarealinugly eatstguaigdiattte  computer
system. Each of the components will be described in detail below. éChallenge value generating

apparatus 503‘?13[&5?@‘{%%*&6@?(@%1\)16%’@9 %ﬁ@!@ﬁ?@&%ﬁ@iﬁ_@f?‘( Qi ends Phal@eRR rypted texts
403 (G M: oot 2121p0% .Sl el 25 GEEEANAG SARAELE S Randag number S02
e in . Cha

is also input to challenge value'generat pparatus enge value generating apparatus 501

waits for shufilecrdfirdeseyptinggcasbtiag.saromitment 420 to be sent from shuffle-decrypting
certifying apparatus 400. As soon as challenge value generating apparatus 501 receives

shuffle-decrypting certifying@oatiatigaertidegansaivgamatierajss Vdldesatsdoc sBXfE=1, n) generated
from random pumber 502 tg_shuffle- 5 decry%ti%n%certifying apparatus 400. Challenge yvalue generating
ity

apparatus 5FCHARL RS SHINNLSSDBRRG 2 PG REPIRE 8 ileriecayr YRR decrypting

certifying  gpnaratus 400. When shuffle-decrypting certifying response 422 is sent to
challenge value generating apparatus 501, the following three verifying
10 apparatus are operated:
[Substitution verifying apparatus 503]

Substitution verifying apparatus 503 randomly select d&Z, from
input random number 502, and confirms that the following equations are
satisfied:

15 Eve s [rvrdrVIFv=F o HdF "o+ S ot de]FY

Ziet "I JEr 5+ 4 +wmodg

if all these equations are satisfied, then substitution verifying
apparatus 503 outputs "legitimate” as output 504. If all these equations are not
satisfied, then substitution verifying apparatus 503 outputs "iflegitimate" as

20 output 504.
[identical conversion verifying apparatus 505]

Identical conversion verifying apparatus 505 confirms that the
following equations are satisfied:

Zvsg [IV]GV=Ep=o [cUIG'H

25 Zv=t [rvIMv=Zi e Ny

If these equations are satisfied, then identical conversion

verifying apparatus 505 outputs "legitimate” as output 506. If these equations



apparatus 400. When shuffle-decrypting certifying response 422 is sent to challenge value generating
apparatus 501, the following three verifying 10 apparatus are operated: [Substitution verifying
apparatus 503] Substitution verifying apparatus 503 randomly select d EZq from input random number
502, and confirms that the following equations areSatisfied: 15 Ev=.4"[rv+dr'v]Fv=F'o+[d]F"0+E;_i"[c;
+dc?]F; E1'[rj3-c3]=r.3+r'.4+wmodq If all these equations are satisfied, then substitution verifying
apparatus 503 outputs "legitimate" as output 504. If all these equations are not satisfied, then

substitution vegfy t ! Allegitimate ) | onversion
verifying ap[;éj%%é%gg]eﬁéghﬁa (%%Ug%ﬁ;d\%gﬁf%g] gﬁgg{%?@ggﬁéﬁ% 'ﬁ]%g following
equations art|gafisfreteExs @iyl $oBp=0"[cp]G'p 25 Ev=-i"[rv]Mv=Ep=0"[cp]Np If these equations
are satisfied, then identical conversion verifying apparatus 505 outputs "“legitimate” as output 506. If
these equatitPecruprties Mefibsngfarpartdsdehtical conversion verifying apparatus 505 outputs

e e A LA R e e = =7
5 equations are satisfied:

[CAIM+Zieg "GN+ Zie 1 o] (Ne-MY)

[]Go=[ciY+Y',

if these equations are satisfied, then decryption verifying
apparatus 507 outputs "legitimate” as output 508. If these equations are not

10 satisfied, then decryption verifying apparatus 507 outputs "illegitimate" as
output 508.

If all the outputs of the above three apparatus, i.e., the
substitution verifying apparatus, the identical conversion verifying apparatus,
and the decryption verifying apparatus are "legitimate”, then the shuffie-

15 decrypting verifying apparatus outputs "legitimate” as output 509. if even one
of the outputs of the above three apparatus is "illegitimate”, then the shuffle-
decrypting verifying apparatus outputs "illegitimate" as output 509.

As described above, each of shuffle-decrypting legitimacy
certifying apparatus 400 and shuffle-decrypting verifying apparatus 500 is

20 implemented by a general computer system. According to the present
invention, shuffling apparatus 405, decrypting apparatus 406, shuffled
encrypted text commitment apparatus 409, substitution certifying commitment
apparatus 411, identical conversion certifying commitment apparatus 414,
decryption certifying commitment apparatus 418, challenge value acquiring

25 apparatus 418, and response apparatus 421 are virtually constructed in the
computer system. Challenge value generating apparatus 501, substitution

verifying apparatus 503, identical conversion verifying apparatus 505, and



[r" ]Go=[c]Y+Y'"] If these equations are satisfied, then decryption verifying apparatus 507 outputs
"legitimate” as output 508. If these equations are not 10 satisfied, then decryption verifying apparatus
507 outputs "illegitimate" as output 508. If all the outputs of the above three apparatus, i.e., the
substitution verifying apparatus, the identical conversion verifying apparatus, and the decryption
verifying apparatus are "legitimate”, then the shuffle 15 decrypting verifying apparatus outputs
"legitimate” as output 509. If even one of the outputs of the above three apparatus is "illegitimate”,
then the shuffergstsypiieryag MinehrRbarat&iauindésa Hegdamateor E6RYrAiglgscribed
above, each of shuffle-decrypting legitimacy certifying apparatus 400 and shuffle-decrypting verifying
apparatus 5tiosise 2phaptimentodivy cogamde systeniarny steatording diegionHopstaéy invention,
shuffling apparatus 405, decrypting apparatus 406, shuffled encrypted text commitment apparatus
409, substitt}ﬁgrpé‘égﬁﬁﬂﬁg commitment apparatus 411, identical conversion certifying commitment
apparatus 414, decryption certifying commitment apparatus 416, challenge value acquiring 25
apparatus 418, and response apparatus 421 are virtually constructed in the computer system.
Challenge value generating apparatus 501, substitution verifying apparatus 503, identical conversion
verifying apparatus 505, and - 21 decryption verifying apparatus 508 include a program for virtually
constructing these apparatuses in the computer system, and a recording medium for storing the
program. 22 CLAIMS



1. A shuffle-decrypting legitimacy certifying apparatus for being supplied with a plurality of encrypted
texts, a public key, a decrypting secret key, and & random number, encrypting the encrypted texts with
the public key, shuffling the order of the encrypted texts, generating a plurality of decrypted texts
produced by decrypting the encrypted texts with the secret key, and certifying the legitimacy of the
encryption, the shuffling of the order, and the deciyjign to a shuffle-decrypting verifying apparatus,
wherein data to communicate with said shuffle-decrypting verifying apparatus includes a commitment

of a shuffled encryptedtext gvhitfieigeprggdticgdaptirodbe sengigmgappzesasdordreingted text by
encrypting the encrypted texts with said public key and shuffling the order thereof; the shuffle-

decryptiggRelainaih ecplifyailypiatietes ifpfsing PuRitikeNg B pparRIS TP IERIGSUppRed with
said encrypted texts, said public key, and said random number, encrypting the gngrypted texts with
the pUbRRBIOSh TG TP BRICP BT T FE R R o B AU B B e
encrypiesigrismiluredpia 18Rt geASEaINg SBRA.T IRpREwRNG i dphufled
encrypted texts and said secret key, decrypting the shuffled encrypted texts with said secret key, and
outputtingearpptintityref decrypied texts wibdircedeasast kesulgradstarfifgthgibey @editextrommitment
apparatus for being supplied with the shuffled encrypted texts and the random number, generating a

commitnieREoERrelishutineusbvditcef 1basrdRt sapihtngesomivrdeag)pite-tse¥Biigitment

which is praogduced as a result using the random number: a substitution cestifying.c itment
apparatuvse Ffﬁ’”ggiﬁé) 2 Ebap?ffgd V\\/’l\}l?t%r s%i§ar¥aan R HuNY nécr,a{g%?rqleigglt‘ofﬁbda%Hﬁ%&gggﬁé{l}&r@ent which is a

COMMItTRIAYIHE dféﬁ%h@iﬁ%&tﬁwﬂmﬁéeﬁ@% yhagrasiaiion helvesa iagrder of the
encrypted texts to be shuffled and the shuffled order of the encrypted texts and the random number
for encryptichycgehesaiimihe sabsttutimmaestifggcenmnniphentext by encrypting the
 encrypted texis with said public key and shuffling the order thereof; the shuffle-
decrypting legitimacy certifying apparatus comprising:

a shuffling apparatus for being supplied with said encrypted texts,
said public key, and said random number, encrypting the encrypted texts with the
public key, shuffling the order of the encrypted texts, and outputting a piuraiity of
shuffled encrypted texts produced as a resulf;

a decrypling apparatus for being supplied with the shuffled encrypted
texts and said secret key, decrypting the shuffied encrypted texts with said secret
key, ahd outputting a plurality of decrypted iexts produced as a resuli;

a shuffied encrypied text commitment apparatus for being supplied
with the shuffied encrypted texts and the random number, generating a commitment
of the shuffled encrypted texts, and outputting a shuffled encrypted text commitment
which is produced as a result using the random number,

a substitution ceriifying commitment apparatus for being suppiied with
said random number, generating a shuffle commitment which is a commitment with
respect 1o a substifution representing an association between the order of the
encrypted texts to be shuffled and the shuffied order of the encrypted texts and the
random number for encryption, generating a substitution certifying commitment

comprising the shuffle commitment and a commitment of the certification of the



comprising the shuffle commitment and a commitment of the certification of the 22a knowledge of the
committed substitution and the committed randant aumber for encryption, and outputting said
substitution certifying commitment; an identical conversion certifying commitment apparatus for being
supplied with said encrypted texts, said public key, the commitment of the shuffled encrypted texts,

and the apdamsQUGPeL. A HRRIALNG ARG RAINRIMLRAARIAGRIESY FAYSISIoRGEEIfig commitment

which is a commitment of certification indicating that the committed shuffled encrypted texts are

generateshbyshoffingdhaugneimieshitextdesintichestiigiiigtisnanirtientandom number for
encryption which are committed by said shuffle commitment; a decryption certifying commitment
apparatus for being suglisteiga erveistnent it CommitaNtcrpPREXE RN decrypted

texts, said secret key, and the random number, and.generating a decryptio tifyin mmitment
which 1o S BHRA I P £ DBRTLE BT EL AL DS OB RIS e Gt ave
decryptedh e, otk e VRROHHRXES RYGPRIALTREE! ke @éﬂ&%%n%ea\%!%mﬁ@a@w%ﬁ for
sending a shuffle- decrypting certifying commitment comprising the commitment of the shuffled
encryptesbtextssisaid shififflegcconmitinestt seidbbubsitdiomdentfyirg cerifiutiientndaisticgntical
conversion certifying commitment, and said decryption certifying commitment, to said

shuffle-dE&AANEATBATHRE aﬁﬁg@%gﬁﬁwwaﬁ?@%ﬁrﬁ_r&??@@ 9%8%%‘%@%@@@@@@%%%%
of randoL%)f g rgg%rgst 1270, ¥4 lt‘aplgsfwﬂ%b%%ﬁ%’.?é'ﬂ@o\ﬁ%rh%'n%ﬁfo%ﬁé“fﬁ;ﬁ@ﬁgﬁvﬁﬁ%%o Re generating

apparat r genérating a response which' is” represente & Calculated from data
including.gaidpihadengeyalsieuriaidomndemsaumber, and said secret key, and sending the generated

response to said shuffle-decrypting verifying apparatus.

a decryption certifying commitment apparatus for being supplied with
the commitment of the shuffled encrypted texts, said decrypted texts, said secret
key, and the random number, and generating a decryption certifying commitment
which is a commitment of a cerfification indicating that the commitied shuffied
encrypted iexts are decrypted into said decrypted fexts by said secret key;

a challenge value acquiring apparatus for sending a shuffle-
decrypting certifying commitment comprising the commitment of the shuffled
encrypied texts, said shuffle commitment, said substitution certifying commitment,
said identical conversion ceriifying commifment, and said decryption certifying
commitment, to said shuffle-decrypting veriiyving apparatus, and waiting for and
receiving a challenge value as a sequence of random numbers from said shuffie-
decrypting verifying apparatus; and

a responss generating apparatus for generating a response which is
represented by data that can be calculated from data including said challenge value,

said random number, and said secret key, and sending the generated response to

said shuffle-decrypting verifying apparatus.

2. A shuffie-decrypting verifying apparatus for being supplied with a
plurality of encrypted texts, a plurality of decrypted texts, a public key, and a random .

number, and verifying the legitimacy by a shuffle-decrypling legitimacy



2. A shuffle-decrypting verifying apparatus for being supplied with a plurality of encrypted texts, a
plurality of decrypted texts, a public key, and a random number, and verifying the legitimacy by a
shuffle-decrypting legitimacy 22b certifying apparatus of a certification indicating that the decrypted
texts are data produced by encrypting the encrypted texts, shuffling the order thereof, and decrypting

ihe encripied s il aceteL ey sReeRoPERa n SRt i ey whaiei dpiadp sommunicate

with said egitimacy certifying apparatus includes a commitment of a shuffled

encryptestéexicaRish nprogtiegdnusingimsandgi, suofiiaigmarneteryntaddexiiy encrypting the
encrypted texts with said public key and shuffling the order thereof; the shuffle-decrypting verifying
apparat@Senmprigitie attamieg saxituyieAaetivg ¥parifesronaEitig fsia rUBkTR¥ecrypting

Duratty BRI Ent GBI A L S VAR AN [SGHICR LR LTIOR cortiying
Commimé%'&)taraéﬂgsaiﬁ&ﬁﬁ@i%%&%ﬁjﬁ%ﬁ@m‘gﬁ‘m&‘%HE@S@?‘@E& Saiskehufiesdeendpting

certifying apparatus, selecting a random number having a given length as a challenge value when

said shuffeg dosyptripeerifying cammiteent/saddeivedy andisetidingHthesetgpted telédlenge value
to said shuffle-decrypting certifying commitment; a substitution verifying apparatus for being supplied

with saiddiusRid eimlisifra RN LiigiiheopreertdRag o MMmsdiic S8an@ihen® Hibsaid
challenge vaILrJe and for Sg%etating a verifying result indicating either "legitimate” or "illegitimate"
dependir?a%% @\?HStﬁ%%e S¥Riffle commitment is a commitment of substitution or a random number

for encryption; an identigal-cRRYRJSIOR Ve WG ARRAERS K a0 RRlGD VY tBhEfd dentical

conversion certifying commitment, said encrypted texts, the
decrypting certifying commitment comprising a substitution ceriifying commitment
including a commitment of a plurality of shuffied encrypted texts and a shuffie
commitment, an identical conversion certifying commitment, and a decryption
cerfifying commitment, to be sent from said shuffle-decrypting certifying apparatus,
selecting a random number having a given length as a challenge value when said
shuffle-decrypting certifying commitment is received, and sending the selected
challenge value to said shuffie-decrypting certifying commitment;

a substitution verifying apparatus for being supplied with said shuffle
commitment, saia substitution certifying commitment, said response, and said
chalienge value, and for generating a verifying result indicating either "legitimate” or
"lliegitimate" depending on whether the shuffle commitment is a commitment of
substitution or a random number for encryption;

an identical conversion verifying apparatus for being supplied with
said identical conversion certifying commitment, said encrypted texis, the
commitment of said shuffied encrypted texts, said public key, said response, and
said challenge value, and generating a verifying result indicative of either "legitimate”
or "lliegitimate" depending on whether the commitied shuffled encrypted texts are
shuffied using the committed substitution or the committed random number for
encryption; and

a decryption verifying apparatus for being supplied with said



commitment of said shuffled encrypted texts, said public key, said response, and said challenge
value, and generating a verifying result indicative of either "legitimate" or "illegitimate" depending on
whether the committed shuffled encrypted texts are shuffled using the committed substitution or the
committed random number for encryption; and a decryption verifying apparatus for being supplied

with said ian. certifying it .of sai texts, said decrypted
texts, sai%gi%%ggiﬁ%ggé&ﬁséeg,ﬁﬁﬁﬂsﬂégﬁ{c aletrggsj%gftl%g gn e%@?%tigr%’ g’)%grifying result
indicativeefrgishes tisgilimaie poblideeiiinalie relgnpending o yehethiesibagonmigedrahuffled
encrypted texts are decrypted into said decrypted texts; wherein if all the verifying results from said
substitutismesivipg w@iiamssdididinsiba edbaiibmiclegsinate) apaiegiisnairl said decryption
verifying apparatus represept "legitimate”, then a verifying result jndicating "legitimate”, that

ropreseEARA LA PO e T o B e CEPP B S ARG aeic
encrypteg.tq %c@&%@‘t‘éx?@d if even one of said verifying results represents "illegitimate", then a
verifying result indicative of "illegitimate" is output. 23 3. A shuffle-decrypting legitimacy certifying
method for being suppligdandtn i plltatityaifgingyptaditciismaspib ko keyiaide aptingsecret key, and
a random number, encrypting the encrypted texts with the public key, shuffling the order of the
encryptedRts Uorsaratidg HipRireff)verHecypdMne @ Priatite PPy SRIErISERYI encrypted texts

with the sectet key, and certi ing the lggitimacy qf .the encryption, the uf%i]n of the order, and the
decrypio S AR AT BT L s B SR i oA Ete with s
shuffle-degpiptinge", that represents that said shuffled decrypted texts are produced by

properly shuffle-decrypting said encrypied tests, is output, and if even one of said

verifying results represents "illegitimate", then a verifying result indicative of

“illegitimate” 1s output.



verifying apparatus includes a commitment of a shuffled encrypted text which is produced using the
random number as an encrypted text by encrypting the encrypted texts with said public key and
shuffling the order thereof; the shuffle- decrypting legitimacy certifying method comprising the steps of:
being supplied with said encrypted texts, said public key, and said random number, encrypting the

encrypted texts with the, puhlj ! i fthe.er ing;a plurality
of shuffled encrypted tgétsM %}fg ué(/:e a %ﬂrgeirl% %@%@8%@@@%@%5%&&?&%%%%@%% texts and
said secygtrkeyp Gestyinshiombditiedencriping kyisavdiBsaidisgastiakanadadtautting a plurality
of decrypted texts produced as a result; being supplied with the shuffled encrypted texts and the
random raogdBrngere Aty ptinthiheencofrirddauitoditntigmebiiekey sshuiingtheg a shuffled

encrypted text commitment which is produced as a resylt using the random number; bejng supplied
it ol T PP RIET PR (O SRAIBG IR, ROE R AR RR Phospect t &

SubSUU SRIRSEING AR ASORINION REES sl laNe AT DRI shufied and

the shuf of the encrypted texts and said random number for efncryptionh, generating a
substituting eewtifyiniocomennueiihgani phisiogrthe shafite: cosamientaakautizraaitmenhgf the
certification of the knowledge of the committed substitution and said committed random number for

encryptidRréyio dennaimgsarhsipievtatene sanisrmeatEcoithigiteab EBmE 2eypled with said
encrypte\(!j te tls, said ut%lic key, the _commit ent gf the shu Ied encr ed Xts, an s.taid_ random
imber, 0V GrAPRAE o SLHRER AR TRFTEA Somocl LR b ERGAUECo I UATR fohich s
produced using the random number as an encrypted text by encrypting the
encrypied texts with said public key and shuffling the order thereof; the shuffie-
decrypting legitimacy certifying method comprising the steps of:
being supplied with said encrypted texts, said public key, and said
random number, encrypiing the encrypted texts with the public key, shuffling the
order of the encrypied texts, and outputiing a pluraility of shuffled encrypted texts
produced as a result;
being supplied with the shuffied encrypted texts and said secret key,
decrypting the shuffled encrypted texts with said secret key, and outputting a
plurality of decrypted texts produced as a resul{;
being supplied with the shuffied encrypied {exts and the random
number, generating a commitment of the shuffled encrypied texts, and outputting a
shuffled encrypied fext commitment which Is produced as a result using the random
number;
being supplied with said random number, generaiing a shuffie
commitment which is a commitment with respect to a substitution representing an
association between the order of the encrypted texts to be shuffled and the shuffled
order of the encrypted texts and said random number for encryption, generating a
substitution certifying commitment comprising the shuffie commitment and a
commitment of the certification of the knowledge of the committed substitution and

said committed random number for encryption, and outputting said substitution



commitment of a certification indicating that the committed shuffled encrypted texts are generated by
shuffling the encrypted texts using the substitutiorz @and said random number for encryption which are
committed by said shuffle commitment; being supplied with the commitment of the shuffled encrypted
texts, said decrypted texts, said secret key, and said random number, and generating a decryption

certifyingc?q%@m%rggﬂmllmgﬁ a com_mitment of a certification_ indicating that the_ committed shuffled
encrypted texts ecrypted into said decrypted texts by said secret key; sending a

shuffle-decrypting certianghcarpplitnenticesiprisitgyibte dcivinitsadh pablireketyffhed encrypted texts,
said shuffle commitment, said substitution certifying commitment, said identical conversion certifying

commitreemmimesarf tee sipidedsmiepicdimirnnt, 38iddRNSIQIFIBLABRRIERG verifying

apparatus, and waiting, for and, receiving a,challenge value asrﬁgseéuence %f rar]th%HlCnumbers from
' i

said shUIRSE) BT RN S A GRS S Y R R TSR WA I

JATES represented by data

that can hscalchlated-iom daiansiriaeng challnoe v saisiandare Rugies aaksaid secret

key, and sending the generated response to said shuffle-decrypting verifying apparatus. 4. A

shuffle-deeryriivgatediing méiharifer brngednbetwithng hlerslibstftiocrgmedaikts, a plurality of
decrypted texts, a public key, and a random number, and verifying the legitimacy b

shuffle-dE@EIBIh G UERmRn EXySESIPHRY WHisr AR Qﬁfﬂé?_ﬁf%ﬁt%’nﬁﬁ@i qmﬂé@a%%ted texts are
data produced by encg@e%bgéggp?@%rmﬁqﬁgxésmsrrr'nﬂgfl\'é'u ‘ct“gﬁt(%dg é@ﬁéﬁ%&\%@%ﬁ%@%ﬁ@g the

encrypted texts with a Coffesponding to sai ¢ key, wherein communicate

with saidsshufile-Alageptiogdegiimacy el kibying-RPPARS il desnd s oRHTIHapRt af igshiufiied
encrypted text which is produced using the random
decryption ceriifying commitment which is a commitment of a certification indicating
that the committed shuffled encrypted texts are decrypied into said decrypted {exis
by said secret key;
sending a shuffle-decrypting certifying commitment comprising the
commitment of the shuffled encrypted texts, said shuffle commitment, said
substitution certifying commitment, said identical conversion certifying commitment,
and said decryption certifying commitment, to said shuffle-decrypting verifying
apparatus, and waiting for and receiving a chalienge vaiue as a sequence of random
numbers from said shuffle-decrypting verifying apparatus; and
generating a response which is represented by data that can be
calculated from data including said chalienge value, said random number, and said

secret key, and sending the generated response to said shuffle-decrypling verifying

apparatus.

4. A shuffle-decrypting verifying method for being suppliied with a
plurality of encrypted texts, a plurality of decrypted fexts, a public key, and a random
number, and verifying the legitimacy by a shuffle-decrypting legitimacy certifying
apparatus of certification indicating that the decrypted texts are data produced by
encrypting the encrypted texts, shuffling the order thereof, and decrypting the

encrypted texts with a secret key corresponding to said public key, wherein data to



number as an encrypted text by encrypting the encrypted texts with said public key and shuffling the
order thereof; the shuffle-decrypting verifying methad comprising: a step of waiting for a
shuffle-decrypting certifying commitment comprising a substitution certifying commitment including a
commitment of a plurality of shuffled encrypted texts and a shuffle commitment, an identical

conversipl eI SPMLTSN, A0 A SRR SIS CARIIa- e Sl dam said

shuffle-decrypting certifying apparatus, se a given length as a

challenggovaiiprivdientsal @ shHidie SieonPlurDIeRIiyiRG fOmBHIRY isifgCei¥adnarghsending the

selected challenge value to said shuffle-decrypting certifying commitment; a substitution verifying step
of being BupBiEEwiEn sudrghigidesb mrttmemiisgitheussantet dexdis Wihrcoamnindiotkesid
response, and sajd challen

lue, and f ting a verifying result indicating either “legitimate”
or “ilgRRLAS BUBE R REIFET (1 MRS GA S DA AIHEN T B Rion or

random number for encLyq) 8%&95’9{?&@1 g%ﬁg%gﬁgﬁw éé?ﬁ’fﬁﬁ@%ﬂﬂﬁﬂ&ﬂ%@ with said

identical conversion certitying commitment, said encrypted texts, the commitment of said shuffled
encryptegbiendisssric puitikairsaigtitspgrsenanorzaitiobaltinge vatlvweniandgestesgsingaétyerifying
result indicative of either "legitimate” or "illegitimate” depending on whether the committed shuffled
encrypte@l @fxdfiae asndaciants hecca vl cUBEIHTtOR orfHE @OIRAIIRBHVEIFIM number for

O R S B R PR T S e
zggﬂe%?gggﬁ%ﬂ;&gmggﬁwﬁsrm sEasuli-pdicaliveont aithebcleqifimria’ Quellegitimate
length as a chalienge value when said shuffle-decrypting cettifying commitment is
received, and sending the selected challenge value to said shuffie-decrypting
certifying cbmmitment;
a substitution verifying step of being supplied with said shuffie
commitment, said substitution certifying commitment, said response, and said
challenge value, and for generating a verifying resuli indicating either "legitimate” or
"legitimate" depending on whether the shuffle commitment is a commitment of
substitution or a random number for encryption;
an identical conversion verifying step of being supplied with said
identical conversion certifying commitment, said encrypted texts, the commitment of
said shuffled encrypted fexts, said public key, said response, and said challenge
value, and generating a verifying resulf indicative of either "legitimate" or
"ilegitimate” depending on whether the committed shuffied encrypted texts are
shuffled using the committed substitution or the committed random number for
encryption; and
a decryption verifying step of being supplied with said aecryption
certifying text, commitment of said shuffled encrypted texts, said decrypted texis,
said pubiic key, said response, and said challenge value, and generating a verifying

result indicative of either "legitimate” or "iliegitimate" depending on whether the



committed shuffled encrypted texts are decrypted into said decrypted texts; wherein if all the verifying
results from said substitution verifying step, said ientical conversion verifying step, and said
decryption verifying step represent "legitimate"”, then a verifying result indicating "legitimate”, that
represents that said shuffled decrypted texts are produced by properly shuffle-decrypting said

encryblel (Gsitds QML AUAILAIEA Qs oheall eIy e eReREAsy lsgitmate', then a

verifying result indicative of "lllegitimate” is output. TRACT The present invention is aimed at
performing shuffle-decrypiipgincedifieatioanmiich issoadérmoresaaupdiyniohallonfingasieknowledge
of secret information to leak when certifying the legitimacy of shuffling and decryption. A
shuffle-desiey st ke inaTaE Yo i KBy ighaieru S HstRip et e plariMy s Eefcrepregeskts, a
public key, a decrypting secret key, and a_ random number, encrypts the encr te%ttexts. ith the
public kel EHTHA tﬁ@geﬂrﬁé’re %Y@ éﬁﬁ@b‘f& Y g‘&ﬁéﬁﬁ?@ S gﬁﬁgﬁ?ﬁ}" gé%?y 2% Ss produced
by decrygting e eaenipied lexispdth the secrel kel carlifies e leoilimacy LE MG pReyPtion, the
shuffling of the order, and the decryption to a shuffle-decrypting verifying apparatus. Data to
commurtsgte, Withutpeishadties desryptisgietifyingdppar atusiitclegesseotniittigitmbés'a shuffled
encrypted text which is an encrypted text fpr.odug:ged by encrypting the encrypted texts with the public
key and §ritfri¢ptieiogdasiibiedicative of "illegitimate” is output.



