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Claims 

 

1. A data statistics method of protecting data privacy between respective different 

enterprises, comprising: 

combining data from a cooperative data party and a statistical data party, wherein the 

statistical data party has a plurality of pieces of first data for calculating statistical values, the 

plurality of pieces of first data respectively corresponds to data identifiers that are associated 

with a plurality of pieces of second data of the cooperative data party, and 

wherein combining data from a cooperative data party and a statistical data party comprises: 

receiving, by a first hardware processor of the cooperative data party, data identifiers 

corresponding to a portion of the plurality of pieces of first data for statistical processing of 

the combined data from the cooperative data party and the statistical data party based on 

filtering conditions designated by a portion of the plurality of pieces of second data and 

corresponding encrypted data obtained by performing homomorphic encryption on the 

portion of the plurality of pieces of first data from the statistical data party and subsequently 

generating, by the cooperative data party, counterpart security keys according to a key 

exchange protocol;  

determining, by the first hardware processor, an identifier intersection between data 

identifiers corresponding to the portion of the plurality of pieces of second data of the 

cooperative data party and the received data identifiers corresponding to the portion of the 

plurality of pieces of first data; 

performing, by the first hardware processor, the statistical processing on the received 

encrypted data corresponding to common data identifiers in the identifier intersection to 

obtain encrypted statistical values; and 

sending, by the first hardware processor, the encrypted statistical values to a second 

hardware processor of the statistical data party to enable the second hardware processor to 

perform decryption on the encrypted statistical values and obtain the statistical values. 

 

2.  The method according to claim 1,  

wherein receiving, by a first hardware processor of the cooperative data party, data 

identifiers corresponding to a portion of the plurality of pieces of first data for statistical 
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processing of the combined data from the cooperative data party and the statistical data party 

based on filtering conditions designated by a portion of the plurality of pieces of second data and 

corresponding encrypted data obtained by performing homomorphic encryption on the portion of 

the plurality of pieces of first data from the statistical data party and subsequently generating, by 

the cooperative data party, counterpart security keys according to a key exchange protocol 

comprises receiving first processing identifiers from the statistical data party; and 

wherein after receiving the first processing identifiers from the statistical data party, the 

method further comprises operations performed by the first hardware processor: 

generating first key processing identifiers by performing counterpart security key 

processing on the first processing identifiers using the counterpart security keys; and 

storing correlations between the first key processing identifiers and encrypted data 

thereof.  

 

3.  The method according to claim 2, further comprising operations performed by the first 

hardware processor: 

performing the counterpart security key processing on the data identifiers respectively 

corresponding to the portion of the plurality of pieces of second data for the statistical processing 

using the counterpart security keys to obtain second processing identifiers, and sending the 

second processing identifiers to the statistical data party;  

receiving second key processing identifiers returned by the statistical data party; and 

determining the identifier intersection between the first key processing identifiers and the 

second key processing identifiers.  

 

4.  The method according to claim 1, wherein:  

when the statistical values comprise sums of the plurality of pieces of first data, performing, 

by the first hardware processor, the statistical processing on the received encrypted data 

corresponding to the common data identifiers in the identifier intersection to obtain encrypted 

statistical values comprises performing a summation statistical calculation on the received 

encrypted data; and 

when the statistical values comprise average values of the plurality of pieces of first data, 

performing, by the first hardware processor, the statistical processing on the received encrypted 

data corresponding to the common data identifiers in the identifier intersection to obtain 
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encrypted statistical values comprises performing an average value calculation on the received 

encrypted data. 

 

5.  The method according to claim 1, wherein the encrypted statistical values is encrypted 

with homomorphic encryption, and the method further comprises operations performed by the 

second hardware processor of the statistical data party: 

respectively performing the homomorphic encryption on the portion of the plurality of 

pieces of first data for the statistical processing to obtain the encrypted data; 

sending the data identifiers corresponding to the portion of the plurality of pieces of first 

data and the corresponding encrypted data to the cooperative data party; 

receiving the encrypted statistical values from the cooperative data party; and  

performing homomorphic decryption on the encrypted statistical values to obtain the 

statistical values. 

 

6.  The method according to claim 5,  

wherein sending the data identifiers corresponding to the portion of the plurality of pieces of 

first data and the corresponding encrypted data to the cooperative data party comprises the 

operations performed by the second hardware processor:  

generating security keys according to the key exchange protocol; 

performing security key processing on the data identifiers using the security keys to 

generate the first processing identifiers;  

sending the first processing identifiers to the cooperative data party;  

receiving the second processing identifiers from the cooperative data party; 

performing the security key processing on the received second processing identifiers to 

generate the second key processing identifiers; and  

sending the second key processing identifiers to the cooperative data party. 

 

7.  The method according to claim 1, wherein the portion of the plurality of pieces of first 

data for the statistical processing based on the data filtering conditions is obtained by the second 

hardware processor. 
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8.  A data statistics apparatus of protecting data privacy between respective different 

enterprises, comprising a memory, at least one hardware processor, and computer instructions 

stored in the memory and executable by the at least one hardware processor, to cause the at least 

one hardware processor to perform operations comprising: 

combining data from a cooperative data party and a statistical data party, wherein the 

statistical data party has a plurality of pieces of first data for calculating statistical values, the 

plurality of pieces of first data respectively corresponds to data identifiers that are associated 

with a plurality of pieces of second data of the cooperative data party, and  

wherein combining data from the cooperative data party and the statistical data party 

comprises: 

receiving, by a first hardware processor of the cooperative data party, data identifiers 

corresponding to a portion of the plurality of pieces of first data for statistical processing of the 

combined data from the cooperative data party and the statistical data party based on filtering 

conditions designated by a portion of the plurality of pieces of second data and corresponding 

encrypted data obtained by performing homomorphic encryption on the portion of the plurality 

of pieces of first data from a statistical data party and subsequently generating, by the 

cooperative data party, counterpart security keys according to a key exchange protocol, wherein 

the at least one hardware processor includes the first hardware processor and a second hardware 

processor of the statistical data party; 

determining, by the first hardware processor, an identifier intersection between data 

identifiers corresponding to the portion of the plurality of pieces of second data of the 

cooperative data party and the received data identifiers corresponding to the portion of the 

plurality of pieces of first data; 

performing, by the first hardware processor, the statistical processing on the received 

encrypted data corresponding to common data identifiers in the identifier intersection to obtain 

encrypted statistical values; and  

sending, by the first hardware processor, the encrypted statistical values to the second 

hardware processor of the statistical data party to enable the second hardware processor to 

perform decryption on the encrypted statistical values and obtain the statistical values. 

 

9.  The apparatus according to claim 8,  
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wherein receiving, by a first hardware processor of the cooperative data party, data 

identifiers corresponding to a portion of the plurality of pieces of first data for statistical 

processing of the combined data from the cooperative data party and the statistical data party 

based on filtering conditions designated by a portion of the plurality of pieces of second data and 

corresponding encrypted data obtained by performing homomorphic encryption on the portion of 

the plurality of pieces of first data from the statistical data party and subsequently generating, by 

the cooperative data party, counterpart security keys according to a key exchange protocol 

comprises receiving first processing identifiers from the statistical data party; and 

wherein after the receiving the first processing identifiers from the statistical data party, the 

operations further comprise operations performed by the first hardware processor: 

generating first key processing identifiers by performing counterpart security key 

processing on the first processing identifiers using the counterpart security keys; and 

storing correlations between the first key processing identifiers and encrypted data thereof. 

 

10.  The apparatus according to claim 8, wherein the operations further comprise 

operations performed by the first hardware processor: 

performing the counterpart security key processing on the data identifiers respectively 

corresponding to the portion of the plurality of pieces of second data for the statistical processing 

using the counterpart security keys to obtain second processing identifiers, and sending the 

second processing identifiers to the statistical data party;  

receiving second key processing identifiers returned by the statistical data party; and 

determining the identifier intersection between the first key processing identifiers and the 

second key processing identifiers. 

 

11.  The apparatus according to claim 8, wherein  

when the statistical values comprise sums of the plurality of pieces of first data, performing, 

by the first hardware processor, the statistical processing on the received encrypted data 

corresponding to the common data identifiers in the identifier intersection to obtain encrypted 

statistical values comprises performing a summation statistical calculation on the received 

encrypted data; and 

when the statistical values comprise average values of the plurality of pieces of first data, 

performing, by the first hardware processor, the statistical processing on the received encrypted 
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data corresponding to the common data identifiers in the identifier intersection to obtain 

encrypted statistical values comprises performing an average value calculation on the received 

encrypted data. 

 

12.  The apparatus according to claim 8, wherein the encrypted statistical values is 

encrypted with homomorphic encryption, and the operations further comprise operations 

performed by the second hardware processor:  

respectively performing the homomorphic encryption on the portion of the plurality of 

pieces of first data for the statistical processing to obtain the encrypted data; 

sending the data identifiers corresponding to the portion of the plurality of pieces of first 

data and the corresponding encrypted data to the cooperative data party; 

receiving the encrypted statistical values from the cooperative data party; and  

performing homomorphic decryption on the encrypted statistical values to obtain the 

statistical values. 

 

13.  The apparatus according to claim 12,  

wherein sending the data identifiers corresponding to the pieces of first data and the 

corresponding encrypted data to the cooperative data party comprises operations performed by 

the second hardware processor:  

generating security keys according to the key exchange protocol; 

performing security key processing on the data identifiers using the security keys to 

generate the first processing identifiers;  

sending the first processing identifiers to the cooperative data party;  

receiving the second processing identifiers from the cooperative data party; 

performing the security key processing on the received second processing identifiers to 

generate the second key processing identifiers; and  

sending the second key processing identifiers to the cooperative data party. 

 

14.  The apparatus according to claim 8, wherein  

the portion of the plurality of pieces of first data for the statistical processing based on the 

data filtering conditions is obtained by the second hardware processor. 
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15.  A non-transitory computer-readable storage medium, comprising at least a computer 

instructions stored in a memory and executed by at least one hardware processor, to cause the at 

least one hardware processor to perform data statistics operations of protecting data privacy 

between respective different enterprises comprising: 

combining data from a cooperative data party and a statistical data party, wherein the 

statistical data party has a plurality of pieces of first data for calculating statistical values, the 

plurality of pieces of first data respectively corresponds to data identifiers that are associated 

with a plurality of pieces of second data of the cooperative data party, and  

wherein combining data from the cooperative data party and the statistical data party 

comprises: 

receiving, by a first hardware processor of the cooperative data party, data identifiers 

corresponding to a portion of the plurality of pieces of first data for statistical processing of the 

combined data from the cooperative data party and the statistical data party based on filtering 

conditions designated by a portion of the plurality of pieces of second data and corresponding 

encrypted data obtained by performing homomorphic encryption on the portion of the plurality 

of pieces of first data from a statistical data party and subsequently generating, by the 

cooperative data party, counterpart security keys according to a key exchange protocol, wherein 

the at least one hardware processor includes the first hardware processor and a second hardware 

processor of the statistical data party; 

determining, by the first hardware processor, an identifier intersection between data 

identifiers corresponding to the portion of the plurality of pieces of second data of the 

cooperative data party and the received data identifiers corresponding to the portion of the 

plurality of pieces of first data; 

performing, by the first hardware processor, the statistical processing on the received 

encrypted data corresponding to common data identifiers in the identifier intersection to obtain 

encrypted statistical values; and  

sending, by the first hardware processor, the encrypted statistical values to the second 

hardware processor of the statistical data party to enable the second hardware processor to 

perform decryption on the encrypted statistical values and obtain the statistical values. 

 

16.  The medium according to claim 15,  
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wherein receiving, by a first hardware processor of the cooperative data party, data 

identifiers corresponding to a portion of the plurality of pieces of first data for statistical 

processing of the combined data from the cooperative data party and the statistical data party 

based on filtering conditions designated by a portion of the plurality of pieces of second data and 

corresponding encrypted data obtained by performing homomorphic encryption on the portion of 

the plurality of pieces of first data from the statistical data party and subsequently generating, by 

the cooperative data party, counterpart security keys according to a key exchange protocol 

comprises receiving first processing identifiers from the statistical data party; and 

wherein after receiving the first processing identifiers from the statistical data party, the 

operations further comprise operations performed by the first hardware processor: 

generating first key processing identifiers by performing counterpart security key 

processing on the first processing identifiers using the counterpart security keys; and 

storing correlations between the first key processing identifiers and encrypted data 

thereof; and  

wherein the operations further comprise operations performed by the first hardware 

processor: 

performing the counterpart security key processing on the data identifiers respectively 

corresponding to the portion of the plurality of pieces of second data for the statistical 

processing using the counterpart security keys to obtain second processing identifiers, and 

sending the second processing identifiers to the statistical data party;  

receiving second key processing identifiers returned by the statistical data party; and 

determining the identifier intersection between the first key processing identifiers and 

the second key processing identifiers. 

 

17.  The medium according to claim 15,  

when the statistical values comprise sums of the plurality of pieces of first data, performing, 

by the first hardware processor, the statistical processing on the received encrypted data 

corresponding to the common data identifiers in the identifier intersection to obtain encrypted 

statistical values comprises performing a summation statistical calculation on the received 

encrypted data; and 

when the statistical values comprise average values of the plurality of pieces of first data, 

performing, by the first hardware processor, the statistical processing on the received encrypted 
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data corresponding to the common data identifiers in the identifier intersection to obtain 

encrypted statistical values comprises performing an average value calculation on the received 

encrypted data. 

 

18.  The apparatus according to claim 15, wherein the encrypted statistical values is 

encrypted with homomorphic encryption, and the operations further comprise operations 

performed by the second hardware processor:  

respectively performing the homomorphic encryption on the portion of the plurality of 

pieces of first data for the statistical processing to obtain the encrypted data; 

sending the data identifiers corresponding to the portion of the plurality of pieces of first 

data and the corresponding encrypted data to the cooperative data party; 

receiving the encrypted statistical values from the cooperative data party; and  

performing homomorphic decryption on the encrypted statistical values to obtain the 

statistical values. 

 

19.  The apparatus according to claim 18,  

wherein sending the data identifiers corresponding to the pieces of first data and the 

corresponding encrypted data to the cooperative data party comprises operations performed by 

the second hardware processor: 

generating security keys according to the key exchange protocol; 

performing security key processing on the data identifiers using the security keys to 

generate the first processing identifiers;  

sending the first processing identifiers to the cooperative data party;  

receiving the second processing identifiers from the cooperative data party; 

performing the security key processing on the received second processing identifiers to 

generate the second key processing identifiers; and  

sending the second key processing identifiers to the cooperative data party. 

 

20.  The apparatus according to claim 15, wherein  

the portion of the plurality of pieces of first data for the statistical processing based on the 

data filtering conditions is obtained by the second hardware processor.   
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