
A method and apparatus for implementing a digital valuables depository
system, for public or corporation users to store and to retrieve valuable
digital information electronically is described. The apparatus is the
electronic analogy to the physical safe boxes provided by banks whereby
customers can keep their valuable belongings. The digital valuable
depository service is provided by a Service Provider (SP). To make use of
the services, a user first opens a Digital Safe account with the SP. The
user can then deposit digital valuables into, as well as retrieve, copy and
delete them from its account, all being carried out in an authentic and
secure manner. To store a digital valuable, the SP first encodes it into N
parts based on an encoding algorithm, and then stores the N parts into one
or more data storage devices. To retrieve or copy a digital valuable which
has been stored previously, the SP reads the N parts from corresponding
storage devices, and recovers the digital valuable from the N parts based
on a decoding algorithm. The encoding and decoding algorithms are selected
such that the original digital valuable is recovered correctly even if some
of the N parts are lost or corrupted. To avoid storage error/corruption
accumulation, the system periodically checks the N parts of every stored
digital valuables and recovers/corrects lost/corrupted parts when they are
detected.    


