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FIG. 13A

BUILDING A KNOWLEDGE GRAPH WITH A FIRST
SET OF TRANSACTION DATA RELATED TO

A FIRST SET OF TRANSACTIONS EACH
INVOLVING A PAYOR AND A PAYEE, A FIRST SET
OF NON-TRANSACTION DATA RELATED TO AT

LEAST ONE PAYOR AND/OR AT LEAST ONE PAYEE
INVOLVED IN AT LEAST ONE OF THE FIRST

SET OF TRANSACTIONS, AND A PLURALITY OF
HISTORICAL ALERTS EACH CORRESPONDING TO

A TRANSACTION OF THE FIRST
SET OF TRANSACTIONS

USING MACHINE LEARNING TO DETERMINE
OVERALL RISK SCORES FOR ACCOUNT HOLDERS
BASED ON THE FIRST SET OF TRANSACTION DATA
AND THE FIRST SET OF NON-TRANSACTION DATA,
WHEREIN THE ACCOUNT HOLDERS ARE PAYORS

AND/OR PAYEES INVOLVED IN THE
FIRST SET OF TRANSACTIONS

SHARING THE OVERALL RISK SCORES, THE FIRST
SET OF TRANSACTION DATA, AND THE FIRST SET

OF NON-TRANSACTION DATA WITH AT LEAST
ONE ENTITY THROUGH PRIVATE BLOCKCHAIN

RECEIVING FROM THE AT LEAST ONE ENTITY
THROUGH PRIVATE BLOCKCHAIN, A SECOND SET
OF TRANSACTION DATA RELATED TO A SECOND

SET OF TRANSACTIONS EACH INVOLVING
A PAYOR AND A PAYEE AND A SECOND SET OF

NON-TRANSACTION DATA RELATED TO AT LEAST
ONE PAYOR AND/OR AT LEAST ONE PAYEE

INVOLVED IN AT LEAST ONE OF THE
SECOND SET OF TRANSACTIONS
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FIG. 13B

UPDATING THE KNOWLEDGE GRAPH WITH THE
SECOND SET OF TRANSACTION DATA AND THE

SECOND SET OF NON-TRANSACTION DATA
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USING THE UPDATED KNOWLEDGE GRAPH TO
IDENTIFY HOPPING TRANSACTIONS IN WHICH

MONEY IS TRANSFERRED FROM AN INITIAL PAYOR
TO A FINAL PAYEE THROUGH AT LEAST ONE
INTERMEDIARY TRANSACTION INVOLVING

DIFFERENT FINANCIAL INSTITUTIONS AND/OR
ACTORS OTHER THAN THE FIRST PAYOR AND

THE FIRST PAYEE, THE ACTORS ACTING AS
PAYORS AND/OR PAYEES IN THE
INTERMEDIARY TRANSACTIONS

FOR AT LEAST ONE ACCOUNT HOLDER,
CALCULATING A DEGREE OF SEPARATION

BETWEEN THE ACCOUNT HOLDER AND AN INITIAL
PAYOR, FINAL PAYEE, OR ACTOR INVOLVED IN

AT LEAST ONE HOPPING TRANSACTION

FOR THE AT LEAST ONE ACCOUNT HOLDER,
DETERMINING A CONTEXT SCORE BASED ON

THE ACCOUNT HOLDER’S OVERALL RISK
SCORE AND DEGREE OF SEPARATION

USING THE CONTEXT SCORES, HISTORICAL
ALERT DATA, ONE OR BOTH OF THE FIRST AND

SECOND TRANSACTION DATA, AND ONE OR BOTH
OF THE FIRST AND SECOND NON-TRANSACTION

DATA TO CALCULATE THE FALSE POSITIVE
LIKELIHOOD OF ALERTS GENERATED BY THE
EXISTING ANTI-MONEY LAUNDERING SYSTEM
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FIG. 13C

USING THE CONTEXT SCORES, HISTORICAL
ALERT DATA, ONE OR BOTH OF THE FIRST AND

SECOND TRANSACTION DATA, AND ONE OR BOTH
OF THE FIRST AND SECOND NON-TRANSACTION
DATA TO PERFORM A KEY DRIVER ANALYSIS TO
DETERMINE FACTORS IMPACTING THE FALSE

POSITIVE LIKELIHOOD OF THE ALERTS

USING THE RESULTS OF THE KEY DRIVER
ANALYSIS WITH A DECISION TREE METHOD TO
CREATE DECISION RULES AND TO DETERMINE
NEW THRESHOLD VALUES FOR THE EXISTING

ANTI-MONEY LAUNDERING RULE

USING REINFORCEMENT LEARNING TO
DETERMINE A RECOMMENDATION FOR MODIFYING
THE EXISTING ANTI-MONEY LAUNDERING RULE

PERFORMING A GAP ANALYSIS USING A WHAT-IF
SIMULATION WITH THE NEW THRESHOLD VALUES

AND THE DECISION RULES TO DETERMINE
A DIFFERENCE BETWEEN PERFORMANCE OF
EXISTING ANTI-MONEY LAUNDERING RULES

AND ANTI-MONEY LAUNDERING RULES MODIFIED
WITH THE NEW THRESHOLD VALUES
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