(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau
(43) International Publication Date
18 June 2020 (18.06.2020)

(10) International Publication Number

WO 2020/123591 A1

WIPO I PCT

(51) International Patent Classification:

HO4L 9/08 (2006.01) HO4L 9/06 (2006.01)
G060 20/38 (2012.01) HO04L 9/30 (2006.01)
HO4L 9/00 (2006.01)

(21) International Application Number:
PCT/US2019/065621

(22) International Filing Date:
11 December 2019 (11.12.2019)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
16/217.734 12 December 2018 (12.12.2018) US

(71) Applicant: AMERICAN EXPRESS TRAVEL RELAT-
ED SERVICES CO., INC. [US/US]; 200 Vesey Street,
New York, New York 10285-4900 (US).

(72) Inventors: FERENCZI, Andras L.; c/o AMERICAN EX-
PRESS TRAVEL RELATED SERVICES Co., Inc., 200
Vesey Street, New York, New York 10285-4900 (US).

GALE, Dallas L.; c/o AMERICAN EXPRESS TRAV-
EL RELATED SERVICES Co., Inc., 200 Vesey Street,
New York, New York 10285-4900 (US). JADHAYV, Nilesh
Y., c/o AMERICAN EXPRESS TRAVEL RELATED
SERVICES Co., Inc., 200 Vesey Street, New York, New
York 10285-4900 (US). NAIK, Harish R.; c/o AMERI-
CAN EXPRESS TRAVEL RELATED SERVICES Co.,
Inc., 200 Vesey Street, New York, New York 10285-4900
(US).

Agent: THOMAS HORSTEMEYER LLP; Attn.: JohnL.
LYON, 3200 Windy Hill Road SE, Suite 1600E, Atlanta,
Georgia 30339 (US).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, I, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

(54) Title: ZERO-KNOWLEDGE PROOF PAYMENTS USING BLOCKCHAIN

100\

15

CUSTOMER

FIG. 1

ZERO-KNOWLEDGE
PROOF SMART
CONTRACT

145

DEVICE

CUSTOMER
.

130
“

ISSUER
SYSTEM

MERGHANT

SYSTEM

MERCHANT

wo 2020/123591 A1 | AT N0 TR 0RO

(57) Abstract: A zero-knowledge proof purchase system and process using blockchain is disclosed. The system may comprise a cus-
tomer device, a merchant system, an issuer system, and a blockchain network having a zero-knowledge proof (ZKP) smart contract. The
system may implement a zero-knowledge proof algorithm having a key generator function, a proof function, and a validate function.
Each function may be configured to perform various tasks in the system to support and enable zero-knowledge proof purchases.
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