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service it subscribed to. When the services are

de+ﬁg§&ﬁﬂ%£v§g?gg, the term nal must be att?ﬁgego}gta

certain In 25 the nobile world,

f the termnal 2
of attaqﬂyErgnégntlon pertains to the field of wireless data

communication. More particularly, this invention relates
to the address management in the wireless LAN (WLAN)
environment for the mobile user to come from other
networks. It could be used for the inter-working of the
WLAN to the public radio networks, e.g. 3G networks, or
WLANs using other radio technologies or in another
administrative domain. The invention is used by the WLAN
and the inter-worked network as well as the mobile
terminal, for the address allocation, configuration,
tunnelling set-up, etc, so that the mobile términal is

able to access services it subscribed to in the WLAN.

BACKGROUND ART

In WLAN inter-working, the terminal needs to be
addressable so that it can access any service it
subscribed to. When the services are delivered over IP,
the terminal must be attached to a certain IP address. 1In

the mobile world, the point of attachment of the terminal



changes frequently. It is highly possible that the
termnal traverses a few domains during one active
service session. To satisfy the requirenments of
term nal nobility, the address nanagenent nechani sm
is needed to configure 5 and update the termnal's
address every tine it changes %he point of .
attachnment. Mobile IP is an open standard, defined by
the Internet Engineering Task Force (1ETF)
(namapateantt ragleenance 1) (HOoR: PRt §nboLefierense 2wy

that provide a 10 solution for the address nanageneﬁi

and driraffal1C thQkleira@ s %oﬁehhﬁoﬁgﬁh%edﬁﬁﬁﬂhn8%%'aéE%%e service
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HEEQE?QBE&FLQ% %g Sﬁgmte hnol ogi es, e.g. the

i nter g WEAN and 3G cel I ul ar networks,
this king of.20_harnoni zed | evel solution is
especi al ﬁgbégfap.lfnanw%%?me???n@4ﬁﬁ%uﬁﬁ§%ﬂﬁdlby the
managenent s done over the IP connectivity. In case
A B R BhEReiOF ey e Rot: ERERS ablIF) ¢ (nsiind bvott
work. MobilelP also requires the termnal to own a
HoRBT RHETESs!) ahORTM-¢Rs FofrRromemt2) 251k pruivite a
not be available in the inter-working scenarios, 3
solution for the address management and traffic routing

for the mobile terminals. It allows the user to remain
reachable using the same address when roaming amohg
different IP networks. Since the mobility is controlled
at the IP level, it is not bound to the under lying link
layer technologies. Therefore, for terminals in the 3G
cellular networks, or the Wireless LAN (e.g. 802.11
networks), same protocol stack could apply. With the
merging of the access technologies, e.g. the inter-working
of the WLAN and 3G cellular networks, this kind of
harmonized level solution is_especially useful. 1In
MobileIP, the address management is done over the IP
connectivity. 1In case the IP connectivity is not
available, it could not work. MobileIP also requires the
terminal to own a Home Address, and know its Home Agent.

This might not be available in the inter-working scenarios,
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e.g. when the term nal powers up in the foreign WAN
for the first tine. Mobile IPv6 draft has introduced
a way of setting the honme address of the nobile node
(non-patent reference 5 2). The term nal would
generate a care of address first, e.g. utilizing
DHCPv6 (non-patent reference 3?, and use this address
to comunicate with its home network to set up the
final hone address. In WLAN inter-working, this is

nok . wor kabhethsi NEEmINEL NBOIL £s NaJel s ﬂ@%&%ﬂgﬁg{ K1Y for

not 10 be always reachable using the care of a ess
obtpénedrstremihe WLAN. Al so, the_nultlple round-trlp
configuration procedure would be tinme consum ng, and

could netpEetiphe mtﬂé oir}ltc.)tfo&JEeedJSaerwsé'y -%ge setting

Di aneter Mbile | Pv6 Application (non-patent

r ef §& eRSRe 4dd fg?ss? L§§ Z%&dﬁf Gy b S l‘htolo%g n(?uaogqg—r%at%%éltt%ﬁélégence

architecture e ess nmanage

el it & 4 eV Bl an oS E RoPubPRSL B cARFGe BBt ELTSE,

clients i n the visit

th addr ess_updat i nd agent discovery. The
ne%h%hﬂg%gbzJr‘ﬁ%ﬁﬁ@%’?h&l%ﬁqt@%&@f@&eﬁlﬁe 3I>|oc§F1dl pse
connectivity for the nessage exchange, e.g. able to

i 5¢&h Ef%‘ilir%/%% O I PPUTARASS, MEdPe it Srio8sgastwand to set
this is not al S possible due to the foreign o
dotRi 1S fldtagli %ﬁ AfdIRssy, tReWbBNeitentyorkirgs this is
for the situation where the address 25 belongs to the

ol 'R e S s hfo i 1 e modied swhaNe4network may not

be always reachable using the care of address obtained
from the WLAN. Also, the multiple round-trip
configuration procedure would be time consuming, and could
not meet the expectation of the users.

The Diameter Mobile IPv6 Application (non-patent
reference 4) has presented a solution based on the AAA
architecture for the address management for the Mobile
IPv6. This solution has utilized the ARA servers and
clients in the visited and home network to carry out the
address updating and agent discovery. The mechanism
requires the mobile node to have local IP connectivity for
the message exchange, e.g. able to listen for the Router
Advertisement messages, and this is not always possible
due to the foreign domain’s local policy. Also, the
scheme only caters for the situation where the address

belongs to the mobile terminal’s home domain. In the WLAN
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i nter-working, the termnal would use_addre§s from
anot her domai n depending on the service it's
accessing. This could not be supported in the schene
since it has not infornmation of the service request
of the termnal. This 5 scheme is designed for the
Mobil e | Pv6 environment, and téherefore could not work
with terminals with no Mbile IP stack. 3GPP al so has
provi ded a solution, GIP (non-patent reference 5) for

. , rm | . §| d nel | i .
GTP comar Faos to par Lo iar MPaPRe? WHINGS B gnother

fodotseh dapantiiakfba- ﬁgFEEPGfﬁgvﬁéﬁyﬁEﬁégggnqheT@#p

encapsul ates the user ata I'n

neCenrE, P0G L REPRTEr e abante HeRUNT - 0 nd P ot

ket 19, €6 Ve it o i i
%gbgﬁ%e?§§§§$ L oL %g%&ﬁﬂq%lq(ﬁ (A ronment, and
#erééﬁ%@/'et%%g /rfC/rfBgE%ft%ﬁ%pgégfgtgﬂjpiifﬁgblle Ip

/ MMMIIetf org/internet- drafts/draft-letf- _
% ? |p i pv6-19.txt (Non-patent reference 3) "Dynamc

t Co uration Protocol for |Pv6 (DHCPv6)" 25
;?f p: //5%19gP &¥SdhPs mr&rrstedd eafsod driant - GEPf -(dba-Patent

reference 5) for managing the terminal addressing and
tunnelling. GTP comprises two parts, GTP-C for control
and GTP-U for user data traffic. GTP runs over UDP, and
encapsulates the user data in the UDP packets. The GTP is
designed for the GPRS (non-patent reference 6) network,
and therefore depends heavily on the GPRS network’s
features, e.g. GGSN, SGSN nodes. This makes it difficult
to be deployed in the simple wireless access network (e.qg.
WLAN) .
(Non-patent reference 1) “IPp mobility support for IPv4”
http://www.ietf.org/rfc/rfc3344 . txt
(Non-patent reference 2) "Mobility support in IPv6”
http://www.ietf.org/internet-drafts/draft-iet f-
mobileip-ipv6-19.txt
(Non-patent reference 3) “Dynamic Host Configuration

Protocol for IPvé (DHCPv6)

http://www.ietf.org/internet—drafts/draft—ietf—dhc—




dhcpv6-28.txt (Non-patent reference 4) "Di aneter
Mobile I Pv6 Application”

http://ww. ietf.org/internet-drafts/draft-|e-aaa- 5

di anet er - nobi | ei pv6-02. txt (Non-patent reference 5)
"GPRS Tunnelling Protocol (GIP) across the Gh and &
Interface (Release 5)" 3GPP TS29.060 V5.3.0
(2002-09) ftp://ftp.3gpp. org/ Specs/ archivel/ 29 seri es/
10 (Non-patent reference 6) "General Packet Radio
Sevicpe 6-C8PRS):; Servi ce description; Stage 2 (Rel ease
5" 3GPP TS 23.060 V5.2.0 (2002-06)

f ANbhFbRE3aRDr OFOLSREE S pr epl YL 23 j\?o;g%%\{%m

(Non-patent reference 7)
(I Nppricipishage 2 (Release 5)" 3GPP TS 23.228 V5.6.0
(2002-09) ftp://ftp.3gpp. org/ Specs/ archivel/ 23 series/

( Non- pat r r.en ) "D aneter Base Protocol”
ht t p: //vmﬁ;\l\?v&i) é’%ﬁ%ﬁg?‘?e%’? et S dra it s/grptiad e -aaa-

di - 15 20 -patent reference 9) "PPP
° Ex?g%égg?%ﬁgﬁg %%ﬁ?%%%ﬁ%ﬁ”dbrotocol (EAP) "

ht t. 4L letf. . org/rfc/rfg2284.txt Non- pat ent

repgcr)énice i%? 5%%5%}%? e%)t GRS 13§op Pspgozsl (GTP)
-patent referepce 11) 3GPP2 project 6

(5§8r£§g the '& anJ]Gp Igterface QRglease 5)” 3GPP TS 29.060

V5.3.0 (2002-09)
ftp://ftp.3gpp.org/Specs/archive/29_series/

10 (Non-patent reference 6) “General Packet Radio Service
(GPRS); Service description; Stage 2 (Release 5)” 3GPP TS
23.060 V5.2.0 (2002-06)

ftp://ftp.3gpp.org/Specs/archive/23_series/
(Non-patent reference 7) “IP Multimedia Subsystem (IMS) ;
15 Stage 2 (Release 5)” 3GPP TS 23.228 V5.6.0 (2002-09)
ftp://ftp.3gpp.org/Specs/archive/23_series/
(Non-patent reference 8) “Diameter Base Protocol”
http;//www.ietf.org/internet—drafts/draft—ietf—aaa—

diameter-15.txt

20 (Non-patent reference 9) “PPP Extensible Authentication
Protocol (EAP)”
http://www.ietf.org/rfc/rfc2284.txt
(Non-patent reference 10) 3GPP project
http://www.3gpp.org

25 (Non-patent reference 11) 3GPP2 project
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http://ww. 3gpp2.org (Non-patent reference 12) "The
Net wor k Access ldentifier”

http://ww. ietf.org/rfc/rfc2486.txt (Non-patent
reference 13) "Nunbering, addressing and 5
identification (Release 5)" 3GPP TS 23.003 V5.3.0
(2002 06) ftp://ftp.3gpp.org/ Sepcs/ archivel/ 23-seri es/
(Non-patent reference 14) "Port-Based Network Access
Control" | EEE Std 802.1 X-2001 10

http://ggggg?pgérgggﬁgg(%é eti eee802/ (Non-patent

r ef eren ensi ble Authentication
ac P [icati "
i BeRP BarhEokARPLRER 1D e Metyork Aocess ldentifier
eap oo txt 1 ent referepc ), "Di anet er
NASREQ hﬁ%PiZé@Wgnlg% org/r%c/rPc§4&g txt
or /| nt drafts/draft-ietf-aaa-

ietf e
Rt BRtRRL: 66586505 ¢Ron L'ﬁ%‘%‘ﬁfl‘?%f e?fi%%ssmg ns
Stateless Address  Aut oconfi gurat i

heds ARG PP éFSﬁ?PE?eré4é§P?x?S %%u%@? Vie§ abfd02-

the inter-worked network are in different
ad®ni strative domains, which means their address
spaces are managed separately Therefore, when a
nobi | e €&PAY AAEDF BERE - © AY 65 G0 VEAN ¢l ee (8 3 feateims/
domain 25 than its hone network, some address
caibngueaenonretfistrehee714) "Port-Based Network Access
Control” IEEE Std 802.1X-2001
http://standards.ieee.org/getieee802/
(Non-patent reference 15) “Diameter Extensible
Authentication Protocol (EAP) Application”
http://www.ietf.org/internet~drafts/draft-ietf-aaa~-
eap-00.txt
(Non-patent reference 16) “Diameter NASREQ Application”
http://www.ietf.org/internet-drafts/draft-ietf-aaa-
diameter-nasreg-09.txt
(Non-patent reference 17) “IPv6 Stateless Address
Autoconfiguration”
http://www.ietf.org/rfc/rfc2462.txt
Usually WLAN and the inter-worked network are in
different administrative domains, which means their
address spaces are managed separately. Therefore, when a

mobile terminal roams into a WLAN in a different domain

than its home network, some address configuration must be
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carried out to guarantee the continuous service _
delivery to the termnal. This address configuration
could include for exanple |IP address allocation,
address registration, tunnelling set-up, etc. 5 For
certain services delivered to the term nal over the
WLAN, address restrictions woul’/d apply. For exanpl e,
to access the IMS (non-patent reference 7) service in
the 3G networks fromthe WLAN woul d require the

t ecarnaddtOut Aagddr I i s 0. the network .
provid?%g ?%eo?@ . 10 Cﬁ%izaﬁint yfﬂgkﬁ% i9% T &Cni ﬁpvery

g6 o ldaluspeesnl MALSLOITLILCER U000 s

required to have nmultipl

WL i nal ot all.owed .to use any resources,
e.éﬁks%ﬁ%ﬂ%ggré%g%%ég%éﬁrﬁﬂlQﬁéﬁiﬂgac@§@§FS§5rﬁéﬂéﬁéatlon/
t henti cate and authorized to do so.
u2$%6§%§¥ﬁ% Schéhes € g. the one suggested in M Pve,

ss. caonf.i guration could only happen after the
gﬂscezg%&ﬁ~éﬁ?ﬁ@?ﬁg§ﬁqﬁ&cﬁﬁo€§&&ﬁé§?dTﬁPsghﬁnaebmlnal over

js sJow, and is not able to neet requirenents
gﬁﬁ%%%@%g% 5¥i%Q%§Sséﬁ§¢€é§FlPﬁSoWQéﬁdtéphéVe tFer example,
address configured before the authorization, re[evant
iﬂ?%n%ﬁﬂﬁsént edlfs t(5opePRieEgr aeédrente Thesacebss in the
c rol_messages. The address managenent is usually
bg@%@e&WOF %§@W’§he8W@§HrWpﬂﬂdanQﬁbrﬂch®nterminal to

Therefore, it nust be 25 controlled by the nobile
t &M A&l 289R6RE RelwBEkngFbe 8he network providing the IMS.

Consequently, a mobile terminal with parallel access to
different services would be required to have multiple IP
address configured.

In WLAN, terminals are not allowed to use any
resources, e.g. send or receive normal data packets,
before they are authenticated, and authorized to do s0.
Using normal schemes, e.g. the one suggested in MIPv6, the
address configuration could only happen after the
successful authorization procedures. This kind of
approach 1s slow, and is not able to meet requirements of
some of the services. In order to have the address
configured before the authorization, relevant information
needs to be integrated into the access control messages.
The address management is usually based on the user’s
subscription information. Therefore, it must be

controlled by the mobile terminal’s home network. For
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certain external services, the address needs to be

al l ocated from domai n other than the honme network. In
this case, a nechanismis required to allow the hone
network to negotiate the address allocation, and other
5 information with that domain. Wen a term na

changes its address, the end-t& end QS associated to
it would be affected. For exanple, a traffic filter
based on source or destination address information

wouedenoh bRrabhel ! o FOILEC! | YnLl A301d tr,!“e%pqlsg &1 heans

i f the address changed. For a
figeygbheoy PLbgr i ontrol functions, the
term naila' s new&gd%éré@slfl a?%kge%e%}basnt S VGRatark. In
ot her w raf fi oul d be bl ocked or_ dropped. 15
DI sagéns?ﬁ%éofg THE KRR O WA 209 il o ity iome
' t._go throu t he. aut hent.i cati on,
aut %o‘?’é%}é{‘?‘gnn%?%@eadﬁ g@“? FYHiGFS f@h@nd other
resodrces.. In this invention, a solution is presented
f of gt R ettt 194823 i ntegrated i nto 20 the
access cgntrol nechanisnms. By this integration, the
t er m nal "EH RIS Fheedesntlitgussdresget ibe whthto-end
the granting of access. The term nal would reuse and
XN P SIHel Heqb <P ddntwastldnésh afifesmtedandFoheegfmp ke, a
does not need to inplenent any new protocol. The
confa gtiratf ok gr dased 23 wourgehers kliesltded thynt hddress
I nherent encryption and 9 protection of the access
cdm@%m%’%wu%@qmlh@ @éd@ o correctly classify the
streams if the address changed. For a WLAN that
implements firewall or other traffic control functions,
the terminal’s new address also needs to be signalled,

otherwise traffic could be blocked or dropped.

DISCLOSURE OF THE INVENTION

When a terminal enters a WLAN, it must go through
the authentication, authorization procedures to gain
access to the resources. In this invention, a solution is
presented for address management that is integrated into
the access control mechanisms. By this integration, the
terminal’s address could be configured together with the
granting of access. The terminal would reuse and extend
the access control mechanisms, and therefore does not need
to implement any new protocol. The configuration process

would be shielded by the inherent encryption and



ra security setup. The present invention also
S?gv?des neang for Phe termnal's home network to
negotiate the address 5 nmanagenent with the ne;moLk ;
t hat provides the serviﬁe tg t he tg;nlgﬁg.ilhls in

negoti ation is a back-en process,
?:ansgarent to the nobile tern1$a| and W.AN. ResultAN
of the negotiation would be carried along to the W
and nobile term nal using the service 10 authorization

pr@ﬂedeteionWBQHtﬁérékE@EsaESF§§o§e§§SQQ§Sag%T@rﬁéggtneed'no

to the sanme terminal, multiple addreSSes ¢

. . . , he
eguticr-ad C kN on provides a nethod for the
[e?ﬁfﬁglnghgéggiﬁgeg%dress that binds to the session,

[ ' Lo 1 Vi ce t hori zati on procedure.
Each sose on heard: ugréé&%%leo%o%f%%sp%ff‘lf%dd“fﬁlﬁ tfor the
htLO ew . address is all owed. e _
addr gL gleh, A Dot AL it Adsegol oy
| sis.. The policy control wou .
5 orBoh8eeEE LWL ST ehe P ia) i Uit et woico co
| Wh ecessary after an a
o Eae e N Kl ARepit ngobatot s, n aothdkbend
no, Lgégd and provisi oned according to the new st atus
us?ng Thartidt st Svidi asna ant thee gobidepdleirmynal and
c | 25 procedures. By this, a snooth address
transiti gﬁ?si RE tHer paAPhgatine would be eshiby@chlong to

Sinterruption could
E“%kézﬁLAN and é%bile terminal using the service

10 authorization procedures,

When parallel access sessions are present to the
same terminal, multiple addresses could be required. The
invention provides a method for the terminal to obtain
address that binds to the session, using a fine grain

15 service authorization brocedure. Each session would use
the address attached to it, and transition to a new
address is allowed.

The address management is also integrated with the
policy control mechanisms. The policy control would

20 provide means for the terminal and its home network to
configure the WLAN when necessary after an address
alternation. QoS, or tunnelling information would be
modified and provisioned according to the new status using
channels available in the existing policy control

25 procedures. By this, a smooth address transition in the
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be m nim zed. BRI EF DESCRI PTI ON OF THE DRAW NGS 5 Fi g.
1 is a block diagramshow ng an exanple of the
network architecture that is used for managi ng the
address allocation for the nobile term nal,
tunnelling setup and service negotiation in the W.AN
inter-working in the present 1hvention; 10 Fig. 2 is
a sequence di agram showi ng an exanpl e of the nessage
sequence for the address allocation for the Mobile

ek, | HPCHID LB S e Bl 7 coula

data s re diagram showi ng an 15 exanple of the
neé§a8%£¥§£%%§0re used by the Mobile Terminal in the
nmessage exchanges shown in Fig. 2; Fig. 4 is a data
structure di agram showi ng an exanple of the nessage

f f _add N i d by th
vobrrerTaraharTTof of o TadflSTe {PansiTion

di agram showi ng. an exanpl e i npl enmentati on of the Hone
Net wor k Béi®hoti reraihloghed Fagmihothosisine $Xample; of the
for the Mobile Term nal _address allocation, .
t URREPPFKgasehipeahare ek tel s negRd i ErY dHpnav e eaRddress
inter-working in the present 25 invention; 11 Fig. 6
i sadlprafienafor shoei hgbhhe ekarpieabf tumnekligg asdip and
that could be used for inplenentation of the
service negotiation in the WLAN inter-working in the
present invention;

Fig. 2 is a sequence diagram showing an example of
the message sequence for the address allocation for the
Mobile Terminal, tunnelling setup and service negotiation
in the network architecture shown in Fig. 1;

Fig. 3 is a data structure diagram showing an
example of the message structure used by the Mobile
Terminal in the message exchanges shown in Fig. 2;

Fig. 4 is a data structure diagram showing an
example of the message format of address allocation
request used by the Mobile Terminal;

Fig. 5 is a state transition diagram showing an
example implementation of the Home Network Authorizer in
the framework shown in Fig. 1 for the Mobile Terminal
address allocation, tunnelling setup and service

negotiation in the WLAN inter-working in the present

invention;
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request nessage processing procedure at the Hone
Network Authorizer; 5 Fig. 7 is a data structure

di agram showi ng an exanple of the nmessage structure
used by Home Network Authorizer for negotiating
Mobi | e Term nal service specification, address

al l ocation and tunnel settlngé1MAth Servi ce Provider
Network Server; 10 Fig. 8 is a data structure di agram
show ng an exanple of the nessage structure used by

Home Networ k g Aut B%hé@rcﬁ%tngﬂ%ixgé'é&g MBLE of the

Term nal service specification, address allocation

aQﬁxﬁPQ%%htS%%%%”%%u dtge W%AE §SEV§ Rl@ﬂgnggF %%o?hthe

is a data structure agrams ow ng exa

£ rk_, Aug horizer for
R R e G e
server of t he Home Network donaln. 20 BEST MODE FOR
c%ﬁﬁ% “85T THE | NVENTI ON The present invention is to

be used for the WAAN to inter-work w th other

net wor k§29Fhe Kt &r SREPKEHTHEEWEF K1 RBERT %%O‘éh‘b(ﬂ e

WLAN or a publlc cellular network. It is easy

déﬁ%@?’@h@ fi hpenfesiapR BGEHCEPIEhESedsRE. qu% @%twork

invention is to be used for the Eurgose.of address 12
ferad@rs8egrEdapingi Yrbhil gl pERENAAt SEBVEER

address transition (i.e. mobility control). The

dEpesifdse tdPny hadprepssedleepbien apdekyppel settings with

Service Provider Network Server;

Fig. 8 is a data structure diagram showing an
example of the message structure used by Home Network
Authorizer for negotiating Mobile Terminal service
specification, address allocation and tunnel settings with
WLAN Server; and

Fig. 9 is a data structure diagram showing an
example of the message structure used by Home Network
Authorizer for updating the Mobile Terminal’s status in

the policy server of the Home Network domain.

BEST MODE FOR CARRYING OUT THE INVENTION

The present invention is to be used for the WLAN to
inter-work with other networks. The inter-worked network
could be another WLAN or a public cellular network. It is
easy to deploy the invention in both of the cases. The

invention is to be used for the purpose of address
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interface and protocol inplenmentation are necessary.
The 5 schene woul d reuse the existing access contro
mechani snms, and extend sonme of the attributions to
support the necessary functionalities. The address
allocation and nodification would be integrated with
the service authorization protédures. Since the
aut hori zation 10 procedure is encrypted and protected
by the credentials obtained fromthe authentication,
th [ r i j e i
R e s e s s D s
aubharLeal Loa, ket Rl oo, Agfl oyl dobedfanserred
the 'same way as nornal ~auf horizat ron 51 %t 'of mati on.
For exanEhe, It couldtbefigﬁluded in(%he Di anet er
(non- pat éAt FEP&PERERT ST ak AP BXR AT Z3THBH " et fitd
AVP, or _an EAP (non-patent reference 9) attribute if
an BT FACROA oP T ALPROL| 1UPTORCT B GV | BT eNRRip Y - The
ternhnal entzrs t he VLQN, it would be 20 aut henti cated
andCaGlRolPred BERSReTAR| BT 10T LRECE TR CURrIf Lareqhpnisms,
the aut hori zation procedure, the term nal would
r eGliEsEXF6Rt REMSePYi EBE| 2CEBHAst 1QnaceRsEuPAM s the
i nformati on woul d be passed back to the termnal's
hoReCefepRyr kuBFtiapaW Ales ThelhedAdyasss aHdmsatdoRoard
deci des 25 whether to allow the service based on the
usBpdg figasipacrppifohepibt¢peat e pehith nNghorsetieice
service requested, the termnal's home network al so
deeudborihetaddr psecedubes . ussihdeoortheha@udoriicat ikor
exanple, for an I M5 service,

procedure is encrypted and protected by the credentials

obtained from the authentication, the address information
is also protected with same level of security. It would
be shown as part of the authorization information, and
could be transferred the same way as normal authorization
information. For example, it could be included in the
Diameter (non-patent reference 8) as an authorization
specific AVP, or an EAP (non-patent reference 9) attribute
if an EAP method for authorization is available.

When a terminal enters the WLAN, it would be
authenticated and authorized before allowed to use the
service. In the authorization procedure, the terminal
would request for the service it tends to access. This
information would be passed back to the terminal’s home
network by the WLAN. The terminal’s home network decides

whether to allow the service based on the user’s



ress needs to be allocated fromthe | M5 address
ghgpggg, whilst for a local WAN service, the address
obtained locally would be sufficient. Also, tunnelling
information related to the address nanagenent would be
identified. The address information would be included
in the 10 authorization inforadtion, and sent al ong
with the authorization success nessage. Part of the
information is destined for the WLAN, and part for

h liorSioFblran o t orization
ot e { PO A e,

toth@et%%hﬁhﬁqbsSHoﬁQaEeh&??ﬁnaigoc Q%% g%gg%ég;éQ¢@§s to be

and the tunnelling information woul

mLﬁ@eﬁffggtgﬁEksgygggg[lqﬂ)mere Fﬁéfszgéyﬁﬁbvwen any

L ice
change in address is necessar rPMEatsiesy ’

for gui ck update w thout
o ng hiscen {retsePdi e BhERETT S Bt derel 1e: Adress

I ld b ered when the term na
52’?‘5?%%6?8%%2%52%‘56 oot L IR eel et drrmatdcstress
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| ab to the olicy server at the
rgghgﬁéﬁgd §27§%i§ FE%%”%er@éﬁonGUdnehémng
de | Sj ons based on the address
F gﬁon Ry st gt narsgepentcywould be

cot g policies, so that the QS and service
provi si oni ng could be guaranteed. To help
under st aitft RPAIRSS rivemrnet ionheioudld owi ngcluded in the

ser be notified to update the 14
3%%%

authorization information, and sent along with the
authorization success message. Part of the information is
destined for the WLAN, and part for the terminal, similar
to the normal authorization procedure., For example, the
address needs to be sent to the terminal so that it can
configure itself, and the tunnelling information would be
used by the WLAN if network tunnelling were necessary.
When any change in address is necessary, the re-
authorization procedure could be used for a quick update
without going through the service authorization details.
Policy control would be triggered when the terminal
starts to access the service. Address information would
be made available to the policy server at the terminal’s
home network. The policy server could then make policy
decisions based on the address information. When address

changes, the policy server would be notified to update the
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definitions are used. 5 A "W.AN' refers to wireless

| ocal area network. It contains arbitrary number of
devices in order to provide LAN services to nobile
termnal s through wireless technologies. A "3G
network" refers to a 3rd generation public 10 access
network. An exanple could be thé& system defined by
3GPP (non-patent reference 10), or 3GPP2 (non-patent
reference 11). A "Mbile Terminal" refers to a device

US%@rE@%poﬁ@§ﬁ§3F891Eh§sSeég' aPrQNégQQ% h%%%¥i§§

and other 15 networks throug wrele

Nbgﬂgvgs&@hgggrcoﬁggeﬁé %Qafgﬁtgg wor k mhere t he

ile Term na rvice subscription
Kk scenari 0s,
E?f cour d Beg iR Bidera LTS W ey e G e ing
Engthﬁ%tggﬁe tmork that is authorized to have

access § subscription infornatiEn. A
"SerV|ce P r twork" refers to the networ
where the s . ﬁ ef THE it S dusss ilogerdowirg@ed neftwork. It
could _be any netmo k, e.g. the home network, the
W ARE R+ R ]%Jst’é%f%r%{?b%t%rq@VlESArnl\l@tr\ﬁ@rrk to provide
EI nt" refers to any functioning device in the

rReThhte arP @il o die s lfatthaeughocéssilegs A

"Pollc Server" refers to a network el enment that
technologies.

A “3G network” refers to a 3™ generation public
access network. An example could be the system defined by
3GPP (non-patent reference 10), or 3GPP2 (non-patent
reference 11).

A “Mobile Terminal” refers to a device used for
accessing the service provided by the WLAN and other
networks through wireless technologies.

A “Home Network” refers to the network where the
Mobile Terminal (MT)’s service subscription information
stored. In the inter-working scenarios, it could be the
network the MT originally subscribed to, or a visited
network that is authorized to have full access to the MT’s
subscription information.

A %“Service Provider Network” refers to the network
where the service the MT requested is provided. It could

be any network, e.g. the home network, the WLAN, or an

external network.
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he policy control function of the network
Sg;;?L?B g Thg polycy control function includes, for
exanpl e, the |ocal resource aIIocatlop,_packet fl|t$r
updating, routing wupdating, etc. An "Air Interface
refers to any radi o access technol ogies f9r t he o
nmobile termnal to access the MEAN.. 10 A "stream' is
a gathering of packets transferred |n"the network t hat
have certain attributes in conmmon. A "Traffic" is a

gat heri ng 0Ne§ﬁb§§”§léﬁ@ﬂ§tefﬁf %%n%%tgﬁé éﬁﬁ%giéyf%g device

"flow' refers to the datadpat (b oo To gt i voring
t a A .
the  stroam ens st e FH AR ST QI b Focetsing.
Service gfw s, 0 fic. "Message
refers t% tﬁ%llgﬁ}%gsre?r% T&g'n e fenraﬁw f I??Qrﬁﬁf?g@t that
the ose of Inter- _ .
cone e ST R e L SR Tt ion 6 a 9 ines o domain.
h t certain Network Elenments in
52’?*?%?5 SrSr 9&?%@%%} Lk T st olforaxaupper the
gers to y entity on top of the 16 current
ent| § tﬁ 1O ot dHepadRstkgtadddderouptation, routing

r.rent entlty "Client Based Tunnel" refers to
ﬂgxf%h el i

An “Air Interface” refers to any radio access
technologies for the mobile terminal to access the WLAN.

A “stream” is a gathering of packets transferred in
the network that have certain attributes in common.

A “Traffic” is a gathering of streams transferred in
the network.

A “flow” refers to the.data path and the network
tesources needed for the data path used in delivering the

Stream.

“QoS” refers to the term Quality of Service of a
data streams or traffic.

“"Message” refers to the information exchanged
between the Network Elements for the purpose of Inter-
working control.

“Operation Sequence” refers to a series of Message
Exchange between certain Network Elements in certain order

for Inter-working control.

“Upper Layer” refers to any entity on top of the
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schene that one of the end points of the tunnel is the
5 Mobile Term nal. "Network Based Tunnel" refers to
the tunnelling schenme that the end points of the
tunnel reside on Network Elenments other than the
Mobile Terminal. In the foll ow ng description, for

pur poses of 10 expl anation, spécific nunbers, tinmes,
structures, protocol nanmes, and other paraneters are
set forth in order to provide a thorough

ur r%&ﬂh@nQQt%ft%%% %E%%@ggegn¥ﬁgtkgekﬁt %@ggﬁ’tétit from
Wi be apparent to anyone skille n the art that
tQﬁme§§ent%q inv%ntion may be practiced w thout 15

t

t hése sﬁganfign&é di'l's. I'n other instances, well-known
conmponent.s .an dul es are.sho in pblock diagramin
order n lFS%oEgéﬁpe%Pﬁgebreggﬁ?anggnF?%néugne ing
unnecessary. Due tq the highly. npbile characterjstics
oP e AHA RAF, oblei EYCCBHIFP PE bhE BFYERb Mbehe
prom nent 20 issues for W.AN i nter-working. Wen a

t dohiing Tesvegalit could be forced to use an address
that is not local to its point of attachnent. For

exanpl e, Negrox k3BagefntHENE L oBAEETFNED Fhe Wempelling

needs a 3G domain address to access its hone

néaheme $hadr fheeend. goinks eér theetuypeh pssi¢ge on Network

termnal initiates the service inside the 3G networks,

1E levendddiogderi $hahl sbat Mdbadéeofdimynad. 3G schenes,

e.g. GCPRS service (non-patent reference 6) This

addr ess Twotthe fbé lbwind testhéptieom nbbt spBpaeds ubfr

interface. Wen a
explanation, specific numbers, times, structures, protocol
names, and other parameters are set forth in order to
provide a thorough understanding of the present invention.
However, it will be apparent to anyone skilled in the art
that the presented invention may be practiced without
these specific details. In other instances, well-known
components and modules are shown in block diagram in order
‘not to obscure the present invention unnecessary.

Due to the highly mobile characteristics of the
terminal, mobility control is one of the most prominent
issues for WLAN inter~working. When a terminal moves, it
could be forced to use an address that is not local to its
point of attachment. For example, for a 3G terminal
roamed into the WLAN, it needs a 3G-domain address to

access its home network’s service, e.g. IMS service. When

the terminal initiates the service inside the 3G networks,
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term nal enters the WAN domain, it could desire to 5
comuni cate using its WAN interface since that can
provide higher throughput. For exanple, a PDA with
dual interface, GPRS and |EEE802.11, would desire to
use its GPRS interface on the road, and use its

| EEE802. 11 interface in the holdpot. When using the
WLAN i nterface 10 accessing the 3G service, the
term nal needs to continue using the sanme address

obtabneddﬁé@ﬁ1ﬁ@ea§§bEBE§5fQE@ordgﬁgeE$A§§’%éﬁgﬁﬁ§, e.q.

termnal would face service Interruption

kNifkhAat S ' which is .not _
don abre Ty T e oA Eatlf e PR ALY Ik idogdrersy would

15 o+th npel .must. be set up fromthe
teFﬁfﬁan?ot§hghéﬁﬁg%%gn%$o%id%rcﬁé}%gzg.l Ehaifpl eWhen a
[ t] ' ntion, for, address
al Toontan SR0eftnhly AEMFIISRE &G, W Geatre To
avoj Lon,.only Network Entities tha _
pa?%ﬁ%ﬁgg%%éezﬁs}%gtﬁ%s§&Bﬂ$l%?§F%ﬁ%§%ﬂﬁﬂﬁﬂe'M%ii%ﬁinke
j 10 is the entity that requests a :

l: gzﬁgg&? E%H]%%%SHHWG}WW% Feal exapplld, Bt PBBuUWith dual
coqpris sev%gal entities, e.g. a handset connected '
tolt%%rfaa%‘?’op R rI&FEB 02 Bl luetwsotld Ideski rel tto2Gisies its
dr as one set in Fig. 1 for the reason of

i Tt YR T S Sfhd- fieh & AN @ stsieorig s( T@BEBO2L he
Access Point (105) is the entity that provides WAN

accEsE 135} He' N Ihot seartvi nhe108ing #ice e8BANPOI Miter face

(105) would block all the .
accessing the 3G service, the terminal needs to continue

using the same address obtained from the 3G interface.
Otherwise, the terminal would face service interruption,
and be forced to re-initiate the session, which is not
desirable to the user. Since the address in use is not
local to the WLAN, a tunnel must be set up from the
terminal to the Service Provider Network.

An example implementation of the invention for
address allocation and tunnel set-up is shown in Fig. 1.
To avoid confusion, only Network Entities that participate
in the signaling are shown.

The Mobile Terminal (101) is the entity that
requests a certain service from the network. 1In real

world, it could comprise several entities, e.g. a handset

connected to the laptop computer via a Bluetooth link. It

is drawn as one set in Fig. 1 for the reason of simplicity.
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data traffic fromthe Mbile Term nal (101) until it
is 5 authorized to use the WLAN services. A contro
channel that only allows certain specific data
packets is |left open for the access control
signaling. Mobile Termnal (101) communi cates wth
the Access Point (105) over thé€8 wireless link (1011)
This Iink could use any kind of 10 w rel ess

technol ogy, e.g. | EEE802.11, HiperLAN 2, Infrared,

et Amofthi shdowSAROFUREELh MG 1 he: )U,Seritgér ;gcg]clbegsfﬁ Paint £(105) is

technol ogies, e.g. Optical Fiber,

si theaénBEEPSEha€OBESP] ad LGHNAY O&yﬁsﬁ'q‘é&%ﬁwple

Anot her entity in the WAN is the |
Ser¥eRi fILAN Sef Vel Ll2)o; o35 é?&%ﬁm\if{%g‘ e vl (9%

is in charge of the address spa .

r e§QUK CEr ABAAYERE jﬁ%A It could reside on

the WAN gat evvay,(%rgel ;DPO} CFIAOAN, (dPdn until it is

colhocat e, with the Access Point (105) . The WAN

Server %?%%)a%dﬁﬁﬂﬁﬁg%t i1 VACEEss Pofartyabsyhannel

oVgY ﬁf 20 &}O 5).. This is for WAN resource

cont%%ﬂhg'd%ggﬁﬂ%: eL SPSRiAdC €a§a esketinagendaft

°%§%39L§1;Q:erface' To manage the WAN, the server

co interact WIHT SotREETOodnEilorad ing . t HEoMLIN, Texrginal

the MLAN atemgy or Firewall, which is not shown in

the di'agiPaAm 2595 S; He thethenArcespoReingt Wbpk) (4062) the

a Ho”g_lg Net wor k Aut hori zer (103) controls the

s&ViSCESSadtt b i(28kilon aPei adties scalldastd amy ®ied of

Access Point (105) and W.LAN Server (102) both

cd eS8t & hR1loBE, Hone. IEEES02.11, HiperLAN/2, Infrared,
etc. This does not preclude the use of other technologies,
€.g9. Optical Fiber, for this link, if similar access
control technology could apply. Another entity in the
WLAN is the WLAN Management Server (WLAN Server) (102).
This WLAN Server (102) is in charge of the address space
management, and resource management of the WLAN. It could
reside on the WLAN gateway, or, in a simple WLAN, even
collocate with the Access Point (105) . The WLAN Server
(102) communicates with Access Point (105) over interface
(1015). This is for WLAN resource control and service
provisioning, e.g. QoS management over air interface. To
manage the WLAN, the server could interact with other
entities of the WLAN, €.9. the WLAN gateway or Firewall,

which is not shown in the diagram.

In the terminal’s Home Network (1002), a Home



Net wor k Aut hori zer (103) for service contro
information 5 via links (1012) and (1014). Physically,
these links <could be identical, i.e. between sane end
points, using the sanme protocol, and encapsul ated in
the sane packet, but they are logically separated.
The Mobile Terminal (101) coull® request for any 10
service it subscribed to. These services could be in
the Honme Network (1002), a separate Service Provider

, t i | f - h

ﬁ%&%ﬁ A A U e et RF1009) o the

WA t h S i P i d 100 .

AT T A hel ! PSR AL O oPTiusTERerehTs ofoint

(e e ol o Song e T SeLUceLm OHEED . o

S 104 nt I t i hor i ion, ,

Sy (308 Comio sl er e A0 ot Lo 4
5 (1003). . The Hone hbtmprk 20 Aythor[zer%éloﬁéé ,

cornt Bates( Wit di AP ¥ovi BBYS1RRL Wor ktiee$§ et 1inks

(104) over a control interface (1013). In real ,
i nppiek et &N LGl /Selr g ¢ © FRARTD SETRe BRGT ROL 15638) US1Nng
could be the WLAN, the Honme Network (1002) or anot her
netlwrkame rorasecahe awt vircwnssilated dad the spaeHpaeket,
25 Network (1002), this interface becones an interna
20buint Brdvaceye almy iduelsl nctepsadt e fol | ow t he exact
format and using the sane protocol as described in
t he fol |Tivé gpb iebearifd mmiimgdl efiditlatdooid request for any
10 service it subscribed to. These services could be in the
Home Network (1002), a separate Service Provider Network
(1003), or even the WLAN itself. When the service is
provided by the Home Network (1002) or the WLAN, the
Service Provider Network (1003) would overlap with these
15 networks, and thus the control functions could bind
together. The Service Provider Network Management Server
(Service Provider Network Server) (104) controls the
service authorization, and address allocation in the
Service Provider Network (1003). The Home Network
20 Authorizer (103) communicates with Service Provider
Network Server (104) over a control interface (1013). 1In
real implementation, the Service Provider Network (1003)
could be the WLAN, the Home Network (1002) or another

network. In case the service is provided in the Home

25 Network (1002), this interface becomes an internal
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Fig. 2 shows an exanpl e operation sequence for the 5
addr ess managenent for the W.AN inter-working using
the above-described franmework. In the operation, it
is assuned that the Mbile Term nal (M) (101) has
already finished the W.AN associ ati on and

aut hentication procedure (2080 This neans that the
Mobi | e Term nal (101), and the 10 Access Point (105)
has al ready nmutual | y authenticated each other, and

enckyPt £ ok Prateddan s r@é@%\ﬁ%ﬁ.@%éﬁ%ﬁ%x@%@ ff%&mat

the foll owi ng nessage exchanges.

Teglrl@ r\‘f‘élr(c}oéﬂ %été%ﬁlc%assasages%%{i\ge%e igl\/?.%&;%%’llowing

WLAN, 1t Sends out _Reque nessag

' 1) to the Access Point (105) and
aeStoindle (LB vor k- Aut

dest twor k Aut horizer (103) . This

nessage 4s_end-to-end protected by the keys generated
fromt heELlan’t %Ansthloé”ast i%Ch exﬁ“é’é’(?dlfﬁp at26D) .Seﬂuug.ncs for the

sho an exanpl e i npl enentation _of the MI_Request A
ey FIE Cn T T JUALt APES TAHORYARG. NBSSagEhe
Type fi%$d(§3,1 This field_identifies which kind of
e 9 diehesPrie. gInREQBeRPSr WepPy, BEcis
The length of this field is one octet. Message types
ardS TR Sette sy Mokt dieridmadr SMTThi(301$ hessalkeeady
the linted resources 25 for signaling over the air
i nftet¥shed the WAShvdsses i ipp angonetskentliedtinnt heocedure
art that this field could adopt any other format when
necdslslar y Thits| meanagthat teesMgeiTgpkermimid (BDW), iand the
the Message Length field (302). It
Access Point (105) has already mutually authenticated each
other, and encryption protection has already been turned
on for the following message exchanges. When the Mobile
Terminal (101) wants to access any service over the WLAN,
it sends out the MT Request A message (202A), over the
link (1011) to the Access Point (105) and destined to its
Home Network Authorizer (103). This message is end-to-end
protected by the keys generated from the authentication
procedures (201). Fig. 3 shows an example implementation
of the MT Request A message (202A).
The message starts with the Message Type field (301).
This field identifies which kind of message is
encapsulated, e.g. Request, Reply, etc. The length of
this field is one octet. Message types are represented by

integer numbers. This is to save the limited resources

for signaling over the air interface. It is obvious to
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contains the information about the I ength of the whole

5 nessage, including the Message Type field (301).

Next field is the Domain Nane field (303) . This

field identifies the hone domain of the Mbile

Term nal (101). The Network Access ldentifier (NAl)
(no-patent reference 12) coukd be used, and it woul d

be in the formof, for 10 exanple,

"User | D@one. domai n. 3gpp. org”. To protect the user
'%%ﬁ%n%yskﬁgﬁegsﬁﬁlQh%a EFSEESEetBEg"f§%%5|%Quiéd%%%Pt any

ard valu
i d f ti
oRalco w1280 e 2k 5Bl "Rt DT M Mdibe _Type

o BT P R

field are protected t he secur
P SSBRoK Ge L ATAEGONVEBP. T8F m AR} 10%) ChRdAMS
Access Point (105) . This security association is
oBESSREE / f O ﬁénguﬁﬁénMﬁéﬁﬁgénTZEepfh@é@uf%0¥QOl?bXt
for the protection of air interface. Therefore, the
i driershtisorheoRpapaadNpret Fésedf i(3PAs. colili e ld
accessed by the Access Point (105) for forwarding
puideadd £ itse thieehgef domewnngft hbe Ddaki he Né@eminaal d(101)
(303) woul d be protected by the security association
b&thse éie tiiper k2 B.clplsisl édFatifnalr (WB1) and-PobenNerebrkence
Aut hori zer (103). 22 For exanple, it could be the
puld)i cokgyl b tisedHoampd Met wonkdAoehbni zee fd08)oforfor
the session key derived from Authentication procedure
( 2XBmp LEhe “UserIDRpame . ivamihh8gpp.org”. To protect the

|nf9{nat

user identity, the UserID part before the “@” sign is
using a wildcard value, e.g. “roamed”. The home domain
information is used for routing the message to the Mobile
Terminal (101)’s Home Network Authorizer (103).

The above three fields, Message Type field (301),
Message Length field (302) and Domain Name field (303),
are protected by the security association between the
Mobile Terminal (101) and the Access Point (105). This
security association is obtained from the Authentication
procedure (201) for the protection of air interface.
Therefore, the information contained in these fields could
be accessed by the Access Point (105) for forwarding
purpose. The fields following the Domain Name field (303)
would be protected by the security association between the

Mobile Terminal (101) and Home Network Authorizer (103).
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in-Nanme field (303) could be used to signal the
Pﬁggx 5 of the keyg that is used for the nessage
protection. After the Domain_Nane field (303) is the
MF IDfield (304). This field contains the _
information to uniquely identify the Mbile Term na
(101) in the Honme Network (1082) context. This could
be, for exanple, the IMSI 10 (non-patent reference 13)
of the Mobile Termnal (101), or the TMSI (non-patent

r efferercgamp3y, gaknedui A Bgeﬁhgﬁ%ﬁﬁfiéCﬁ%&?&%ﬁ?uag&ge

procedures. The Hone Networ orizer

NSt t pfid etrheve e_user's ., subscription
it ormaton trert 8Bt f BL” &P SRS e i i ek st e £rom

t C be used in_this field
e T Tt
ki I r identity. The next field is
TR EERET 1P 165 2% A% (il s lughe ndex

by, th ile Terminal (101) to i ndi cate

soebi TR L 19 ureston Fhendessmge Neterdt ion.

Aut hor i 1 %}. Since the nessage is between the _
Mbbi | e 'Zl‘zgrtn%(lhgq qTPH2 nd'ames THeks! NSOROr k sAthkoMIzZED field
(1 ;@ it 1S operator and network specific. For

exg tle: Tbﬁsa 3

B RePkBirs thesinéormabieon heo ARN quely
(non- ai nt 25 reference 13) that idgntifies the GGSN
(f%kﬁi d'Qﬁ%b@%”éﬁé&ﬁému@@dvﬁdélvo1ac¢hssHohb N&8twork
obvi ous to anyone skilled in the art that other
f of MY COMtEXe uBRési couhad bebnBoNetxamkl d, 1002 iMsT

of another type. O her service
(non-patent” reference 13) of the Mobile Terminal (101), or

the TMSI (non-patent reference 13} gained in the
authentication procedures. The Home Network Authorizer
(103) uses this identifier to retrieve the user’s
subscription information. It is obvious to anyone skilled
in the art that any other format could be used in this
field as long as the Home Network Authorizer (103) could
map it to the actual user identity.

The next field is the Service_ Request field (305).
This field is used by the Mobile Terminal (101} to
indicate the service it desires to access to the Home
Network Authorizer (103). Since the message is between
the Mobile Terminal (101) and its Home Network Authorizer
(103), it is operator and network specific. For example,
in a 3GPP network, this could be the APN (non-patent

reference 13) that identifies the GGSN to use and the
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[ [ the 5
request information could also be appended, e.g.
baﬂdmidth request. A possible value of the field could
be "2M bandw dt h.
request.INB.foo.bar.operator-nane.operatgr;
group.gprs”. The part after the "request” is the
standard APN to identify the gérvice, and the part
before the "request” is the specific service request.
The actual 10 request attribute is ser¥kce dgpfgdent,
andreatld bervdeti pedabyethe operaton, The Nbbi
Terminal (10f) coul d agaiens t(ﬁg@klnova edge Softq pgyone

(306 provies the Sesar b 1BEEORoFBRCY oy it omsed 1t the

(306) provides the sesstP S rein . (100) o
Thiggmks or, [ er '
idgﬁﬁnyE?ﬁgrgeéépgg)??Fsoge?%? °T iRt OtdeEesredice

A Session-ID field

The identifier

Aut hor i (103) . _
e A R L R SR I LA
MbRL wiﬁEH*PS'ué§01) . The Mobile Term nal (101) 20
shou*g ;

' A new entry with a neM/session identifier
agﬁ Pgén%V%%ggdregwﬁﬁﬁw&MsfoQapa§ép@Gd@t$€3$BMR.operator—

mal nt ai bcdl BPSSdPd eoivadle phetber fiedd could be

The entry would be renpved when the session

f;?%éﬁ%l%%rsand e Pedéneiftesr thaollkdgbestt ebs fi9¢ standard

.. In the exampl e inplenentation, 25 the field is
;%g@feq%,léﬁibt%%%p%rﬁqmi@e,i snidn th4 pexadpeirBRk the
value. It is obvious to anyone skilled in the art

t halt® Bt tifpehst sremitfiifd eersupportedeby .t Mehe actual
t er m nal coJfE be used. The MI_ID field (304) and the

request attribute is service dependent, and could be
defined by the operator. The Mobile Terminal (101) could
gains the knowledge of the format from the SIM or USIM
card.

A Session ID field (306) provides the session
control information. This is used for the Mobile Terminal
(101) to identify the session this service request
concerned to the Home Network Authorizer (103). The
identifier of the session should be locally unique within
the Mobile_Terminal (101). The Mobile Terminal (101)
should maintain a local record of all the service sessions.
A new entry with a new session identifier would be created
whenever a new service session starts. The entry would be
removed when the session terminates, and the identifier
would be freed for reuse. In the example implementation,

the field is 2 octets, and the identifier is in
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Session_ID field (306) uniquely identify a service
session 5 at the Honme Network Authorizer (103).
Address_Request field (307) contains the informtion
about the address allocation request fromthe Mbile
Term nal (101) . In the exanple inplenentation, a
conpound structure is used, ag84shown in Fig. 4. The
first part of 10 the structure is the Address_Type
field (401) . This would identify which type of

addegssetsmsupparted by the MA&POSSI%%%&JS}J}&%QSQ 4n the

size of this field is one octet

bearNothBt: oEh8%00yd 50 i | Pv4 0x0
Singl e_Stack_| Pv6. Fu |%§d?gé§9§§§§ S8 by the

Si egt_»ﬁ Shac r X
Dual S%ack F%%gagggfg%%%d &TﬁﬁgﬁuID field (304) and the

Du k ed_ Ful | ddre s 0x05; 20
Dugks Bl at kb P bo i of S PubHu Ll iie S rothrcoge ssion

to n n k|IIed art that there could be

@ ?y%e@oﬁupp%$w%§# éﬁﬁ%%ﬁ*&ﬁrnﬁHﬁgrs used. The
second of the structure is the Suggestion_Length
field ( reﬁ’ﬁ FIWIF i i lcht @9 Mheops allasgttheofinfhemat ion

foIIo q@gflel , Address Suggestions field 25 (403)
THeO% %ﬂékﬁﬁﬁ'%ﬁ%PQQQﬂQP(PﬁHyFSKiéh@mo&hetMebile
dgress tP %#the Mobil e Term nal (101) desires to be
Forlexanphe thanesagbi agloptehent a sioasi ng @mpound

structure is used, as shown in Fig. 4. The first part of
the structure is the Address_Type field (401). This would
identify which type of address is supported by the Mobile
Terminal (101). The size of this field is one octet.
Possible value could be:

No_IP ::= 0x00;

Single_Stack IPv4 ::= 0x01;

Single_Stack IPv6 FullAddress ::= 0x02;

Single_Stack IPv6 Prefix ::=0x03;

Dual Stack IPv4 Preferred ::= 0x04;

Dual_Stack IPv6_Preferred FullAddress ::= 0x05;

Dual_Stack IPv6_Preferred Prefix ::=0x06

It is obvious to any one skilled in the art that
there could be more types supported, and other numbers
used. The second part of the structure is the
Suggestion_Length field (402). This field indicates the

length of the following field, Address Suggestions field



certain address, it would be inmportant to have the
same 5 address assigned to keep the session
uninterrupted. The Address-Suggestions field (403)
could be a list of addresses.fEafg ep;:ynéntage list
ith a one-octet type fie S
Zgg:ggsmﬁspe, e.g. IPv4, or IP¢6, and fol lowed by the
actual address. For Home Network 10 Authorizer (103)
that does not support the term nal address suggestion

f edtdle,. t ke Suggesss otudeagt fodd ef b 4023 and oo ot the
Addr ess- Suggestions field (403) woul d be S|Ie%fif

ool e il essman (ol] (G0 s

[ Teg 1 |fdi cate which type of
tunnel 1T sunsor Pai e ot S B SN it ino o

i ndi is field, including itself.
Tho contant aF S Ehi e ol t ditl HBE LT S0 e Gioivame

j 0, octets. The first octet of each
ont P HreSE YL D dOcS BB FT 2SHIRY ity Rsache. The

MoRisheeJer &, ésﬁéégg S o] 4§3_The va!u§ﬁgf.thepf
pamnal 2 SandFh SLEGI. 2B FAE it el Mo pmecctat
N§%$3%5%4§g§;§Eéiﬁpg the address type, e.g. IPv4, or IPve,
and followed by the actual address. For Home Network
Authorizer (103) that does not support the terminal
address suggestion feature, the Suggestion Length field
(402) and Address Suggestions field (403) would be
silently ignored.
After the Address_Request field (307) is the
Tunnel Request field (308). This field is used by the
Mobile Terminal (101) to indicate which type of tunnel it
supports. The first octet of the field indicates the
length of this field, including itself. The content of
this field could be a list, with each entry occupying two
octets. The first octet of each entry contains the
identifier of the tunnel type the Mobile Terminal (101)
supports. The value of the octet could be:
Network Tunnel -- Generic::= 0x01;
Network Tunnel -- Mobile IPv4::=0x02;

Client Tunnel -- Generic::= 0x04
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It is obvious to anyone skilled in the art that 5

ot her tunnel types could be defined and used in the
field. The second octet of each entry indicates the
direction of the tunnel. Possible value of this octet
could be: Tunnel -- Fromtermnal ::=0x01; Tunnel --
To terminal ::=0x02; 10 Tunnek6-- Bi-directiona
::=0x03; The first entry in the list indicates the
Mobile Termnal (101)'s preferred type. The next

field i ncthenMT TRegdest 960(202A) i s, the
VAN ID field (309) it A e T T

i denti fycthenW ANnha;t he Networ k. Aug hor i zer
(103), $o t hat itncgﬁld nggg?é%cﬁg?éns‘béé%ﬁ;on t he

| ocat i onyo0k vi de tion-based service to the
Mbbi | e Te?niﬁgﬁég(lol)bgqﬁe W.AN | D coul d be obt ai ned

fromthegrauthenti i on procedures, or fromthe
broadcastedygogﬁk¥§§%a€ o YO $hel I gy i rart that

e IDin | EEE8B0Q2. 11 network. A Mobile
Tern1naltgaa%? Fgégf CouEhtRe i T ired ansl jurgdidied.the field.
Thipg. i the Access Paoint (105) to identify the
terrﬁhengie;g ePTERY 91 eFh ey Serdirgate Fitdled (i3t ion of
Th%ﬁe éé fifld contains the information to protect the
message B9 The 9S4t ealvgdhiet ik Gbéd botetheofilal Bet s
negotiaLﬁS} bet ween the Mbile Termnal (101) and its
Home NetWOHEL At HOM™ drerqmig@)]l . :Hoix®1lcoul d be settl ed

at the user
Tunnel -- To terminal 1 1=0x02;

Tunnel -- Bi-directional ::=0x03;

The first entry in the list indicates the Mobile
Terminal (101)’s preferred type.

The next field in the MT_Request A message (202A) is
the WLAN_ID field (309). It contains the information to
identify the WLAN to the Home Network Authorizer (103), so
that it could make decisions based on the location, or
brovide location-based service to the Mobile Terminal
(101). The WLAN ID could be obtained from the
authentication procedures, or from the broadcasted
information from the Access Point (105), €.g. the SSID in
IEEE802.11 network. A Mobile Terminal (101) local
identifier is also included. This is for the Access Point
(105) to identify the terminal.

The last field is the Security Field (310). This

field contains the information Lo protect the message.
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subscribing time, or saved into the SIMor USIM card
of 5 the termnal. It could also be inplenented as
software nodule, and to be downl oaded whenever
necessary. The fields in the MI Request A nessage
(202A) may not need to follow the exact sequence as
descri bed above. For exanple,27n real inplenentation,
the fields (304) to 10 (309) could be placed in any
order as long as they place a field identifier in the
fropk. ekackeahgbwkﬁm&@@@@r ihe FRSSRGE: GRdL DRt e

carried over the link (1011) u3|ng any su

E
PR R APl AT S S e

Skhg%gk h EE r1%|88uﬂf %@r%% QaE%%tu er
35 A0abs ety

h erence lg Access recei ve
t
i n%?;P%??%%wrsmﬁ‘égr A efbﬁl’fﬁgiﬁﬂ«rhcam of

ss Point (105) coul.d 2Q obtain e Hone

AERe Foaripabs) L G S led e bl Cabraer 2o Software
|nfornat|on a. DNS en The Access
Pof“ﬁfﬂuéfos?n%oﬁgdb?o?‘%%oi‘% n‘g'é NET QRS SATY -
correspondlng Home Networ k Aut hori zer_ (103) accordlng
to thi sThAf biehesoi Fhe Medrediesedsdesgpgan @2A)” may
woul d have 25 a central AAA server, the Access Poi nt
(105F WeaRdtPof ke 2Bhe hex el ser@Iense s Avs ikag above.
directly, and the W.AN AAA server would parse the
dofrarnekampl aat LBnreahdinpkelpenrita hion medwadge alsls hed04) to

actual Honme Network Authorizer (103). It
(309) could be placed in any order as long as they place a

field identifier in the front.

In real implementation, the message could be carried
over the link (1011) using any suitable mechanism. For
example, in an IEEEB802.11 network, it could be implemented
as an EAP message, and use the EAPOL defined in IEEE802.1x
to carry (non-patent reference 14).

When the Access Point (105) received this message,
it would retrieve the home domain information from the
Domain Name field (303). The Access Point (105) could
obtain the Home Network Authorizer (103)’s address using
the domain information, e.g. make a DNS enquiry. The
Access Point (105) would forward the message to the
corresponding Home Network Authorizer (103) according to
this information. In a certain case, the WLAN would have

a central AAA server, the Access Point (105) would forward
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[ that between the Access Point (105) and the
gskgﬁzugzgmork Aut hori zer (103), a secure |ink exists.
This could be setup during the authentication
procedure (201), or dynamcally setup using the -
security association derived fromthat process. e
Access Point (105) need not pafficipate in the 10
nmessage processing, and therefore need not to y

i npl enent the whol e stack to parse the nessage.

wotthe omlyageedo tRer RAA EB?V@Pséﬁgﬁ%ﬁyQF’aﬁ gﬂ%?ﬁ#%% AARA

re-encapsul ati on and forwardi ng, wn' ‘as

MI'sBegquesivoB1AEpSAGE tﬁgOgg%%%ghfmfg%ﬁégiégfzﬁg%g%gwmrd the

the forwarding could be any suita
P j i or...D aneter (non-patent
orerale AR Rl BT R R
- e 6))., Those protocols a
Al T eans e EhTE RO R M St POy (1 el tne

' [ t A
Ut 99 hentication. Therefore, the MI Reques '
goﬁne§§§§£w€§%2§3t?%r%%%%n?%%ﬁ"w‘%éﬁ%ﬂﬁﬁﬁlﬂ@ke@alﬁmen1 This

j ' Net wor k Aut hori zer

?/%g%'éfd %?:n tgL?IL tcé&liojtl{tgt tthagltlé;%letdmaﬁé@n Pabicedure (201),

: [ hows an exanpl e
P:r%c:%ﬁe%#agﬁ%fsq P R Né‘te\/\éleﬂuggttlyo!aiszeciétﬁ)ah's
st . hine. The Home 25 Network Authorizer (103)
stcgér]{elsmfa“?oﬁﬁ%et i PPTOCHSS-(501) 29 to the Idle state
(502) rfQrmng the process Initiate() 1in the

i %gﬁ inftni(L0& efpepr noespar CEUELEe BRYthe
transiti CSEEEP PRdntni ]

necessary steps to establish connections with other
meSsage processing, and therefore need not to implement

the whole stack to parse the message. It would only need
to read the message type, and do the re-encapsulation and
forwarding, shown as the step of MT_Request B message
(202B) . The protocol used for the forwarding could be any
suitable AAA protocol (e.g. the EAP application for
Diameter (non-patent reference 15) or NASREQ application
for Diameter (non-patent reference 16)). Those protocols
are already available on the Access Point (105) for the
purpose of authentication. Therefore, the MT_Request A
message (202A4) is essentially sent end-to-end from Mobile
Terminal (101) to the Home Network Authorizer (103),
similar to the end-to-end authentication procedure (201) .
Fig. 5 shows an example implementation of the Home

Network Authorizer (103)’s state machine. The Home

Network Authorizer (103) starts from the Init state (501)
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backend servers, security associations, etc. It is 5
obvious to anyone skilled in the art that other .
process could be involved depending on the setting in
the real inplenmentation. Wien the Honme NetworKk

Aut hori zer (103) received the MI_Request_B message
(202B) forwarded fromthe Acceg§ 10 Point (105) in the
transition (5002), it would transit to the state
Message Decrypt (503) . Fig. 6 shows an exanple of

o) akamenkasi ot shoss e SEEURS IO HEE cace

A“E%Q%h%eEr%%g§% gﬁ“'ggg;gryphuthf.ﬁégﬁgiglEH%£§¥%$é@cludes

MI_Request B nessage ) u5|ng

Y opiofFRRtany aUkel 29 00 1k Sl e SO0 igper

tNE‘ AR L CRSVES el FR0%) | hBUPaE SRS TR T o Badts
ﬁ?ﬁwsngﬁi Ruodd SRELTHY B g arer ?%Sas”acﬁ?#é‘n?@rocess

5004 Fron1the MI'_Request nmessage
trans; {lgi\S?k depeRfbrg 78 @aﬁ@%l@t@@m%l
the information about the identity of the term na
frbﬁ??ﬁ@eﬂﬁaFEPFreld (304) in 25 step (6003) . Using
t he |dent|ty, Hone Networ k Aut horizer 30 (103) would
retrieveipl bRertemediront iRmharioemt (103) freomiiviesl the

dat abase or a backend server (e.g. HSS in 3GPP
MT_Request B message (202B) forwarded from the Access

Point (105) in the transition (5002), it would transit to
the state Message Decrypt (503). Fig. 6 shows an example
of the implementation of Message Decrypt (503) state. 1In
the Message Decrypt (503) state, the Home Network
Authorizer (103) would decrypt the fields in the
MT_Request_ B message (202B) using the keys identified by
the Domain Name field (303) field in step (6001). If the
message is damaged, or detected modified using the
Security Field (310), in step (6002), the Home Network
Authorizer (103) would set the flag to Bad Message in step
(6013), and the state machine would transit to Service
Reject state (504) in the transition (5004).

From the MT_Request B message (202B), Home Network
Authorizer (103) is able to gain the information about the
identity of the terminal from the MT ID field (304) in

step (6003). Using the identity, Home Network Authorizer
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net wor k) The Home Network Authorizer (103) would al so
parse the service request information obtained from
the 5 Service-Request field (305) in step (6004) . The
service request could include various service
specific informati on enbedded, e.g. the bandw dth,
delay, jitter, etc. Decision wduld be nade in the Hone
Net wor k Aut hori zer (103) using the user subscription
i nformati on on whether 10 to deny the service to the

userod)n wheRy (B9%eve lthd 21% 38l V's%%s%?%#%igﬁdih%ogﬁgtion

supposed to be granted bas

! t r
se“ﬂso“f%t iR ek eﬁﬁ’fﬁe”%s%@{eég‘\%ﬁ@ o Tboh1arosahl Ber
d.t Ser
(oodel ol R o e rURER kR PebEns ?quthéould also
Tt t zer
Se”'s"evevotmsed BT SR dRaeTeE eheoPER ARG Topm the
ifi d
200 S0 2T L BT i
record exists with the sane session 20 identifier, it
meERIGH 9 da InglacPer ard gues FerHAget RBeC 61 fij Amformation
shoul d be allocated the sane address, so that the

s&mpessleshs §i-6h WHE! @awlﬂéh|rnﬁéﬂﬁwpt aiittet, neteecord

exists, it means it is a newrequest, and a record_

eﬁ¥¥V51§WbMQ@l@eb@eW@ﬂ@té@ thesﬁepe(Heoﬂyrkahuthooxe@r

in the Hone 25 Network Authorizer (103)'s storage, or

upd#t® tsd ngadkends’t dababasefienginfhemySton The woeeher

Net wor k Aut hori zer (103) would also identify the

SéovidsayPithe dervileewsok the008gr in step (6005). If the
service requested is not supposed to be granted based on
the user’s subscription, the Home Network Authorizer (103)
would set the flag to Deny of Service in step (6013), and
the state machine would transit to Service Reject state
(504) in the transition (5004). 1If the service is
permitted, the Home Network Authorizer (103) would search
its records for the terminal of the service for the
session identifier, received in the Session ID field (306)
in step (6007). If a record exists with the same session
identifier, it means this is a handover request, and the
terminal should be allocated the same address, so that the
service session would not be interrupted. If no record
exists, it means it is a new request, and a record entry

should be generated in step (6008), and stored in the Home

Network Authorizer (103)’'s storage, or update the backend




using the service information, and a connection would
be setup with the Service Provider Network Server
(104). 5 Fromthe Address_Request field (307), the
Home Network Authorizer (103) obtains the address the
Mobile Terminal (101) desires to use in step (6009)

I f the Home Network AuthorizeBl(103) does not w sh to
support this function due to operator policy or
anything else, it can 10 silently |gnore this

T Ter shoul d al ways
LQEQFEEEFEEaF ggd?@%shg fggg{egkf} EE%%ngHéﬁg(EggfﬁFk (103)
1 t wor u rizer

@33?3“32%?3% PaLal TPy TRIE DELPRLY AL Aot ha 003)

[ the 15 Hone
i ?Q%oé?r%azgl HE R et 1 e 4 G XY Iwould. be
QQ@ For exa e,.if auser is only allowed to use
t he %@Aﬂf?% g? S ?EW%E? R dpl dafwshdulSeer  (104) .

nsjide the WLAN, while for a user
CLboer SRS SR 3 b 30870l ocateds
an address jn that VPN. 20 The Home Network

Aw@ﬁ% WP Ll rAT iy 1 265 ¢ (lQAs att@insurihel adyipessupper MeBile

y.the Nbblle Term nal (101), from the Tunnel _Request
fu"é?lam(%ls) T H)stdgs @10 uskhiis sitebor(60BON WDE the Home
be used to set up the tunnels for the service _
pri&vWq Bhi M NomHez avb bi 108 ) Tetomisnalot( #t) ¢oukdpsrti shis
out nore than one tunnel type, and the first one in 32
t Hengtsion sluehdprogleamated bepdcyThe HapenNatWelke, it can
Aut horizer (103) needs to check with the Service

10 pryiiederly ignore this information. The Mobile Terminal
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(101) should always use the final address allocated from

the Home Network Authorizer (103) . The Home Network
Authorizer (103) would decide from the service requested
whether the address should be allocated locally or in the
Home Network (1002), or in the Service Provider Network
(1003). For example, if a user is only allowed to use the
WLAN local service, the address should be allocated inside
the WLAN, while for a user subscribed to a VPN service, it
should be allocated with an address in that VPN,

The Home Network Authorizer (103) retrieves the
tunnel type supported by the Mobile Terminal (101), from
the Tunnel Request field (308) in step (6010). This
information would be used to set up the tunnels for the
service provisioning. The Mobile Terminal (101) could

list out more than one tunnel type, and the first one in
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Net wor k Server (104), and decide which type to use.
Extra information, for exanple the direction of the
tunnel, 5 could also be included. Fromthe WLAN I D
field (309), the Hone Network Authorizer (103) would
get the identity of the Wreless LAN that the Mbile
Term nal (101) is currently ass8dciated wth in step
(6011) . Using this information, the Honme 10 Network
Aut hori zer (103) would | ocate the corresponding WAN

Va - hj -4 b in,th
N N e
§ be retrievabl.e from

185543008, 296SETEDL Ok P80 L RIEEL SN provigen
| 15 af h I nf ' [
L S U N S

nessage signal i g. After_obtained all the information,
thénigﬁ@a PRDrE r ABEABPTS eb e 1985 Mot Fortha Hannel,
Servi ce Reqgeust nessage . (203) and the W.AN_Request
neSSHge ?éég)b?hﬁgchﬁgg%ge 20 woul d be sent out when
the state machine of the Hone Network Authorizer
(103) tr&RsPt EheoWbhld TR fistdt 3(P04)the FHogpe Nedhiow
an_exanpl e of the inplenentation of the
SefytberReqiest Odbssaged (203) tiThel dritsidge ot dihtes Wiinte ess
the Hone-Network-I1D field (701). This field contains
t heAN26hahf bhealdlbhlabBermimel Mobille eradmant(l0Bsseociated
home network 33 identifier. It could be an operator's
nawéthoinastep- (6951 bm dfsiamditdpisetindokmathen, the Home
identifier should be

Network Authorizer (103) would locate the corresponding

WLAN Management Server (102). This could be stored in the
Home Network Authorizer (103)’s database as part of the
roaming agreement, or be retrievable from the backend
server (e.g. HSS). A secure link would be established
after the server information is obtained. This link is

used for the following service message signaling.

After obtained all the information, the Home Network

Authorizer (103) would form the Service Regeust message
(203) and the WLAN Request message (205). This message
would be sent out when the state machine of the Home
Network Authorizer (103) transits to the Wait State (504).
Fig. 7 shows an example of the implementation of the
Service Request message (203). The message starts with
the Home Network ID field (701). This field contains the

information about the Mobile Terminal (101)’s home network



| obal Iy unique. DNS nane of the network, e.g.
9netvvorﬁ.ope?ator.Sgpp.org", is a good candi date for
this 5 identifier. The presence of the honme network
i nformati on enables the Service Provider Network
Server (104) to apply network policies, e.g. roanng
agreenents, to the service reddest. The user profiles
are managed by the Honme Network (1002), and therefore
the user information should 10 not be sent to the
Setueaei Proyi dere Nejwwoy K Server e(rla(%@r"g Fh'%%yegk 10 pe
enabl e finer control of the se Vlfg’bu Zttached o the

E0EtEM/ GEONPY j ti cQu .

Testage Thi s 2ot B BoncAtknaLEd WitLA=L REOHOMebe

er & g. _
pg%%ﬁ%%h%%?&ﬂ%#%%?kF%%%?E?lrPfgﬁﬁfgpﬁtwofﬁfTﬁefgerV|ce

| Seryer (104) could use this _

i (e e PR S e ér arit i § o9t raged datiee for this
nex g&e%d S h%g MI ID field 2702 . This field '
contai ns tHe i nf'6r RAFSERCEbBEt thRehMBBi hetderki iaformation
(10 Q identjfier. It is used by the Home Network
Au?%obr 1Sort % RHFECT St vddaire dlettvacki SgrvEe (104) to apply
identifier could be the termnnal's IMSI, or a _ .
t er}%dfoa‘”r]ix H%lﬁ%e&ca@e@-by%mnﬁoﬁgr.ememw Aut bhei Z€fvice
(103) specific for the service session. It should be
cdisiisdnt BF HABTwWABPELLES eaferenafagdd bserhd thome
session. 25 A Session_ID field (703) follows the above
f it ork (10024 ,t padsEbsirefiordenhif iseralhocahedi®y should
the terminal. The Service Provider Network Server

10 ( P®F) bshsen§ keephe Service Provider Network Server (104) .
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However, to enable finer control of the service, user
priority/grouping information could be attached to the
message. This could be concatenated with the home network
identifier, e.q. “goldmember.network.operator.3gpp.org”.
The Service Provider Network Server (104) could use this
to differentiate the user when granting services.

The next field is the MT_ID field (702). This field
contains the information about the Mobile Terminal (101)’s
identifier. It is used by the Home Network Authorizer
(103) for service tracking. The identifier could be the
terminal’s IMSI, or a temporary ID allocated by the Home
Network Authorizer (103) specific for the service session.
It should be consistent for the whole lifetime of the

service session.

A Session_ID field (703) follows the above field.
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record of all the on-going session information.
Therefore, when the session identifier exists in the
dat abase, it 5 means the service request is triggered
by a handover, and therefore should use the same
configurations to avoid service interruption. For
exanpl e, when a session is actdi ve, the Service

Provi der Network Server (104) should allocate the
sane address for the Mbile Term nal (101), 10 so that

Coanplcggé%i E;éﬁHY%fgy' %Bgﬁqgﬁcﬁyngﬁé €@8Pminal.

any S|gna ing. dress Request

fi
ne@geags‘ee”vﬁmf? S5 ﬁwo.@%a.sgg&eezh%w fgEsh. feep a

Provi der Network Server (104) the t 5 add
OV A, B 01 PO T |5 1Y e aétsso%Reaﬁéée-’efore'

field (307) of the MI_Request A nessage 202A .
alveIprichg diss iy e féaik-?s“t@a‘lﬁ} Hg ﬁ%‘%u% )abase' it
Tern1na| (101). If the Service Provider Ept erve
YoR,

(ToepnYode AT eAR TIUARIpIrY HHITI R Gie PP BSEFy and

20 ignore this information. |If the Home hbtmor

Auttheré bere ghoa)d ded dée (TR dPnddguraddongotor §Vpdd

all ocated from the Service Provider Network (1003),

t hiervies divoest tie oroni Foadexampleer yhee Speesfielh dis

(705) is a conpound field. 25 1t contains the

i ndot et j orhefSetel epeidyidardldtmarnterysrs (1§4) should
allocate the same address for the Mobile Terminal (101),
so that the communication with the correspondence node can
continue without any signaling.

The Address_Request field (704) is similar to that
in the MT Request A message (202A). This part indicates
to the Service Provider Network Server (104) the type of
address to allocate, e.g. IPv6. Similar to the
Address Request field (307) of the MT Request A message
(202A), it also provides address requested by the Mobile
Terminal (101). If the Service Provider Network Server
(104) does not want to support this function, it could
ignore this information. If the Home Network Authorizer
(103) decides the address needs not to be allocated from
the Service Provider Network (1003), this field would be
omitted.

The Service Spec field (705) is a compound field.

It contains the information of the specific requirements



10

15

20

25

15 fromthe Hone Network Authorizer (103) based on the
user's subscription. A possible inplenentation (Data
Structure 1) of this field is shown bel ow. struct
Service Spec { u -long bitrate avg; u -long bitrate
max; int deliver order; int MU size; double del ay;
double jitter; int priority; 3mt service direction;
int QS type struct tineval start tine; struct tineval
end tinme; Anong the attributes, bitrate avg and

bi e th r.ant e ng _nmaxi mum ,
bi%ﬁggﬁgﬂ?gﬁng g&ﬁéggﬂfg%ﬁ¥%%ﬁ€§Iédi%?ae%ggfﬁng 8P8epser S
attribute indicates 20.whether .the deliver |s reguired
R R B ot R BTE JEbLpRERFREL S bR Ea: S SCure
dafa upit size to, be ransferred for the service. The
d;f)ayo nd* 35 (6 G '8 FroWhE&GIY -sone basi c S

attributes for the service. The priority attribute

i ndi cat €& 1Y mstdiiSsg-SPEorlity of the 25 data traffic

for this service. The service direction 36
u long bitrate avg;

u_long bitrate max;

int deliver order;

int MTU_size;

double delay;

double Jjitter;

int priority;

int service direction;

int QoS type

struct timeval start time;

struct timeval end time;

}i

Among the attributes, bitrate avg and bitrate max

represent the guaranteed and maximum bit-rate for the
service requested. The deliver order attribute indicates
whether the deliver is required to be in order. The
MTU size specifies the maximum data unit size to be
transferred for the service. The delay and jitter fields
specify some basic QoS attributes for the service. The
priority attribute indicates the handling priority of the

data traffic for this service. The service direction
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ri bute indicates whether the service is
3L}-directional or bi-directional. The QoS type
attribute specifies the QS schemes to be used for
provisioning the service, e.g. D ffServ, or InterServ
with RSVP, etc. The start tine and 5 end-tine specify
the starting and ending tinme o8éthe service. The
Service Provider Network Server (104) could wuse this
information to schedule the resources for the

' i | nyone skilled in the art
Thar Corhee dBAEPELOLSuher AR AR Mol ol corbe o rectional

' I strycture in real inplementation
AT létjgt§ ﬂ?%@?@?ségépe?ﬁ% godg{t?@ﬁ %Fr:l éltel'l'lﬁﬁﬁéllf$pécthe

[ is fiel ontai ns, the tunne .
{n?g?négﬁgﬁ?sagg e g?%glg.rtQF?Y&ﬁlﬁﬂﬂﬂQ_Hhﬁnﬁﬁnvlce, e.qg.
figld g§08) of _the MI Request A nessage (202A), but'
mﬁ?% g%nEV15OEX{?%F¥$ﬁ%Nrﬂ&WQHggﬁﬁecﬁéﬂ. Fbe exanpl eime and
for the network _tunnel entry, the WLAN end point is
pr%Q%éEﬁTeaﬁﬂe?%ﬁthRﬁ 1 e anshreelding seoer oty they
could be attached for data encryption. The last field

of Sthé* Gr vilde Redidse Resvader(Ho8)orROSEsvehe(104) could
Security Field (707). This field is used to protect
t WSt &5 nesieiges tisimg o rehestulr ttheasssouatieN for the

bet ween the Home Network Authorizer (103) and Service

Prefvi ete Netlork SbFiens( t04xnyoiibesekhréd algorid Bt that
used for this is inplenentation dependent. 25 It is
olRFRRE qo¥ Himpormweskiflilced titr ibhe ear totilat bthendTuded in the

structure in real implementation.

After the Service Spec field (705) is the
Tunnel Spec field (706). This field contains the tunnel
information, and is similar to the Tunnel Request field

(308) of the MT_Request_A message (202A), but with some
extra information attached. For example, for the network
tunnel entry, the WLAN end point is provided, and for the
terminal tunnel, a security key could be attached for data
encryption.

The last field of the Service_Request message (203)
is the Security Field (707). This field is used to
protect the whole message using the security association
between the Home Network Authorizer (103) and Service
Provider Network Server (104). The exact algorithm used
for this is implementation dependent,

It is obvious to anyone skilled in the art that the
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fields in the Service_Request nessage (203) need not
to be the described order. In real inplenmentation,
the Hone Network Authorizer (103) and Service
Provider Network Server (104) could negotiate any
suitable order for the 5 optim zation of signaling.
After the Service Provider Netwdrk Server (104)

recei ved the Service_Request nessage (203), it would
carry out the Service Address Managenent procedure

int Bi r ' P j.der
Ntk Sorver® (e ede ReatdPe AR I ahlaed rpt to be

i i i f i i-N ihn_th ession I D
(7558 CTEOTLP AT L oA lE- 2028 W e

: i.st i Provi der Net work
Lo e B S MR B A Ko

of the MI, 15 specification of
Rk e 04 R (o DAkt g0 L@ rHigfe for the

: i zer_.(103). as the reply nmessage

he se H%entifier does ;ot erhst,

' ider .Network Server (104) wou
Epgat ge?/fntge% F‘){Z%Vérﬁrr";}cﬁs TGVt Re TndRtyeski sarver (104)
i dentifije s index in its database. The Service
Pré%%geF4Q§ﬁﬂN4%Q§%9ﬁyRe€P@§$ WeseageckigbR) t het would carry
Addr.e Request field (704), and allocate a suitable
a%ﬂfrteitéref %%rt"ﬁé?elvé\ﬁ’idiréﬁe ARASENER01prbasduren(20he. In
a% ress type specified in this field. 25 The Service
Pr g\ﬁsdé’rro Pk &BPvEPrYies) PrhetHertNet@8rk Server (104)

would search its database for the session identifier
contained in the Session ID (703). If the session
identifier for the same Mobile Terminal (101), exists
Service Provider Network Server (104) copies all the
information in its record, e.g. address of the MT,
specification of the service, etc, and send that back to
the Home Network Authorizer (103) as the reply message
directly.

If the session identifier does not exist, the
Service Provider Network Server (104) would create a new
entry using the new session identifier as index in its
database. The Service Provider Network Server (104) would
check the Address Request field (704), and allocate a
suitable address for the Mobile Terminal (101) based on
the address type specified in this field.

The Service Provider Network Server (104) checks the
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Service_Spec field (705) fromthe Home Network
Authorizer (103). If the requested service is not
supported, a nessage which indicates failure would be
sent back to the Home Network Authorizer (103) . Some
error code could be 5 used to specify the cause of the
failure. If certain attributeS8in the Service_Spec
field (705) exceed the current capability of the
Service Provider Network (1003), the Service Provider

NeBWQWcheBEQE F104x W@@%goggg?tghenﬁgﬁ%;ﬁ%ﬁkﬁ%%}h&gﬁzrizer

Home Networ k Aut hori zer “for an ( o e

Ser vt cb Ronicel® nee oo Bl ‘baa%%@%@@rfmrda
(705 Aot TTEh FhoLr e Rt ol ViR My ihdEavicdack to the
Pr By oy et b KGR LAY 1045 khodkdet RerpanReReSapuld be

[ tched tunnel type. There could
Lleﬁlfr% t(?%?‘)ép%(g{%%g ,errg‘fffuﬁeﬁhéjég?}\ﬁ cf@ylFirL@\ﬁ-defff Net etk

Se . (104) shoul d choose the first natch._For a
.\.e%‘éﬁ%%%%% dml'uﬁ?%lsei%é%e_tsﬁkeasefrhﬁl@ (POSVi @eaceed the
Net wor k 20 Server,(leg% needs to prepare the tunne
end" POt At SR Ht Orifeit ioh the tSee et P roessiege NeEabrkhe1003)
Cient_Based Tunnel, the Service Provider Network
Se;%rS?rl\@ige VRIA g3y dfsdime rtkuSeetvetry dé 0dpeablile try to
infornation, and include that in the reply
i MIGHata ton Witdy theadiohe, NedwoakMahithert Peé 2508YPeopf 2 new
schene, the Service Provider Network Server (104) 39
set of attributes. This could be achieved by having the
same Service Request message (203) sent back to the Home
Network Authorizer (103) with the Service_Spec field (705)
modified to proposed value by the Service Provider Network
Server (104).
The Service Provider Network Server (104) checks the
Tunnel Sepc field (706) for the matched tunnel type.
There could be multiple matches, but the Service Provider
Network Server (104) should choose the first match. For a
Network Based Tunnel type, the Service Provider Network
Server (104) needs to prepare the tunnel end points
information in the reply message. For the Client Based
Tunnel, the Service Provider Network Server (104) would
prepare tunnel type specific information, and include that

in the reply information. For example, for a Mobile IPv6

type of scheme, the Service Provider Network Server (104)
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needs to assign a Hone Agent for the Mobile Term na

(101), and include possible sone security information

in the reply nessage too. Directional infornmation,

e.g. uni- direction, bi-direction, would al so be

attached to the 5 tunnel information fields. The

Service Provider Network Serve$9(104) replies to the

Hone Networ k Aut horizer (103) with the Service Reply

nmessage (205) . The Service_Reply nessage (205) could
usgethsg §é”§s§l&HC£Uﬁ8m§3A§€ﬁt 5?'8&&3&%%%% TR (101),

(203) as 10 shown in Fig. e contents o

Hogkg Networ ke | D, 6701 o dé\@%% %%{%;fg&%ﬁe%?&&% Dn the

(703) fields are copie o3 H
| | t e : ese .,
¢ OEGEOEL B0y o Y4 Ce TSOS TR 3308 DR o e

fi S” wou e used byt

1 .match. th t I e 15 pair
WL ere: TR B A5 dr kT Rikb ot B gk LY tne
te nina#s. ghe conteni. of the Address Request field
(7%2?“? et HEOT A R St d% Reply nessage (205)

contains_the address(es) allocated to the Mbile .

Ter ni nal TRA0IGEVIEe 2r Codsr e teqnisSegivedddridds replies to

entries with the first octet indicating the Iength of

t B¢ i EPme i Ne R AHE G101 49w (P 3 )patitthoft hieh Serivalcg_Reply

the address |ist, with one octet indicating the

adBe2339¢ y ped ¥ ol ThRe sy ickeRepljanesaddeesd05) could use

W/l dcard address is allowed. For exanple, if 25 the

adehessane esructyye |ag thia HericeeRequest sieéBage (203) as
shown in Fig. 7. The contents of the Home Network ID
(701), MT_ID (702) and Session ID (703) fields are copied
directly from the corresponding Service Request message
(203) . These fields would be used by the Home Network
Authorizer (103) to match the request and reply message
pair when the signaling link is reused for multiple
terminals.

The content of the Address Request field (704) field

in the Service Reply message (205) contains the
address (es) allocated to the Mobile Terminal (101). It
could be a list of address entries with the first octet
indicating the length of the field in byte. The following
part of the field is the address list, with one octet
indicating the address types followed by the actual

address. Wildcard address is allowed. For example, if

the address field is filled with all zero, it is



10

15

20

25

indicating the Mobile Term nal (101) forns an address
usi ng WLAN | ocal nechanisns (e.g. |Pv6

aut o-configuration) (non-patent reference 17) or
DHCP. The content of the Service_Spec field (705) in
the 5 Service_Reply message (205) contains the
attributes agreed by the Servi@e Provider Network
Server (104). It is identical to the Service_Spec
field (705) in the corresponding Service_Request

ned&@@ea&ﬁﬁ@)thbfM@bﬁlbh@erﬁﬁﬁéibVigf}af%ﬁﬂﬁpggvgﬁhg)ss

the Service Provider Network 10 Serve

WS Mt i h Py OPOS 0 the Servjce ,
e AP LA eRL s PRl Bl (G S S i

Aut(her Bt o 03 co T Jupnel o Spec{ el d (706) 1 the

Service-Reply nessage ( ( hs the tunne

' h 5 Service Provider Network
;:H/Iepg(?_gg)s sg%géén%xéfctg%%n ee%‘fl%%_ftﬂﬁcg ﬁﬂﬁédd (:7§)t5)peln the

. cific., If i ent Base unnel ty
E\g?gggh(&%ﬁ?ﬁ?ggﬁlrbé%%aeg%e{fq‘ﬁg q%ntr?édé:sstéd ]%/t .r?ttﬁ(jsu;es agreed
i bile I Pv6 were agreed, e _ .

$;§?E£§%n$%fﬁff%gp%%%ﬁ%ﬁﬁsNﬁtWQﬁ¥ SAgeitddassi gheils
to, 2 {he bilge Termnal (101), and a security key
f of %l’n%ﬁ?w LUt & SHutRentSRest itdieldet(@05The nadtieess

[ ess- Request field (704) woul d be used as
It E%éﬁﬁ%%%’dﬁééf&iq%ws@ messeioral(20801) 1fl 11 the

d Tunnel type is chosen, the field would
ﬁt‘ﬂ#&?%? as WV@Y thve thrd Spoivnteaddoesdert NBBRbrk

| égéggevfova'oﬂﬁerwise, it is the counter proposal of
the Service Provider Network Server (104) to the Home
Network Authorizer (103).

The Tunnel Spec field (706) in the Service_ Reply
message (205) contains the tunnel setting chosen by the
Service Provider Network Server (104) . The exact content
of this field is tunnel type specific. If a Client Based
Tunnel type were chosen, only one setting is necessary.
For example, if the Mobile IPv§ were agreed, the field
would contain the address of the Home Agent assigned to
the Mobile Terminal (101), and a security key for Binding
Update authentication, etc. The address in the
Address_Request field (704) would be used as the home
address of the Mobile Terminal (101). If Network Based

Tunnel type is chosen, the field would contain, for

example, the end-point address, tunnel identifier, etc,
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Il the necessary details for each supported
?BﬁnZI type. In pargllel with the Service-Request
nessage (203), the Hone Network Authorizer (103)
woul d send a 5 WLAN Request nessage (206) to the W.AN
Server (102) This message negotiates the necessary
setting for provisioning servitée in the W.AAN. An
exanpl e of the inplenmentation of this nessage is
shown in Fig. 8. The WLAN Request nessage (206)

hall B3 1t #heshetkasarOabial 8. stPMEMetyprk. 1D {18l d
((:ggl) and MF 1D fiel 3r%802 ﬁ %J;\i?v?%%p ‘iﬁfis"tunnel

01)
ne 203) . The Hone hbtmork ID field (8
coﬁ?ggﬁs(the identifier of the subscriber's hone

k t AN Server (102) in
Case soms nRtvarEEsor H %%ld%gso b e 1502,
Dfiel i s use
e e PPk e BBt | € el T Hal" e e could
I e A s Point identifier .
Eiﬁ%él?;%eaﬁff%@rﬁ%s%%e WL ordiia AIAN Sorves 1080 . This
g é& LEier MAC address. 20 The L
?egs §H$ % oF4 %ﬁ?? ML HE Fagatd inadifeat @rovisioning
her a W | ocal ~address needs to be allocated for
th%é ﬁ?zb%?llen%%"\%wléﬁ) exapglehef atlde ekspt gpestdvion of
be_used. The Hone Network Authorizer (103) woul d
delitie NFR1He thehavstdin dddreds i s necessary based

on the tunnel schenme 25 chosen. In the exanple
inpleneﬁ@%ﬁ‘&%ANJﬂﬁﬂqﬁsﬁsme@ﬁﬁeE dR042 contains two similar

fields, Home_Network_ID field (801) and MT_ID field (802),
as the Service_Request message (203). The Home Network ID
field (801) contains the identifier of the subscriber’s
home network. It is passed to the WLAN Server (102) in
case some network policy would apply to the service
provisioning. The MT_ID field (802) is used to track the
location of the Mobile Terminal (101). It could be, for
example, the Access Point identifier concatenated with the
Mobile Terminal (101)’s lower layer identifier, e.g. MAC
address.

The Address_Alloc field (803) is a flag to indicate
whether a WLAN local address needs to be allocated for the
Mobile Terminal (101), and the address types to be used.
The Home Network Authorizer (103) would decide whether the
local address is necessary based on the tunnel scheme

chosen. 1In the exXample implementation, the first octet of
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his field indicates whether allocation is necessary
&Ath the followi ng definition: No_Allocation 0x00;
Single Stack IPv4 :.= 0x01; 5

Singl e_Stack | Pv6_Ful | Address 0x02;
Single_Stack | Pv6_Prefix ::=0x03;

Dual _Stack | Pv4 _Preferred 0x0442

Dual _Stack | Pv6_Preferred Ful | Address 0x05; _

Dual _Stack_I Pv6_Preferred Prefix :: —Ox06 10 It is

obthaws rielanyanecakil! §eiRLD 11’5‘5& ot her
val ues coul d %e used tn the re ? enent%ﬁ - gEsary with

th h Suppor t fleld (804) is a
coﬁgggﬁg§??gﬁga ?ﬁg?ﬁ¥%g ﬁdes all the necessary

attri but i he service provisioning in
t he MLAAﬁéféglgggﬁaéﬁconte %ébs service specific. An

I t ield is.as that described in
Bara st i%#\giﬁl‘ﬁ%ner U field (805) is also

lt_uses the simlar format as the
?uﬁggro pecg{%%é§?§§+ﬁ% U lRqare sservirc xR@quest

The |ast field of the W.AN Request
Teasage {062 Fha e ik oi-erax0806) - This

ield t he securlt associ ation to protect
Ilh: i nlt ZDd'} S]t—ys(k(ﬁ Whdlrefepgssage = Ax§éri t hm used
for the conputation of this field 25 is

i mpl emertiti_ott afdpdfddnfrefsrred FullAddress ::= 0x05;

Dual_Stack_IPv6_Preferred_Prefix $:=0x06

It 1s obvious to anyone skilled in the art that
other values could be used in the real implementation of
this message.

The Service Support field (804) is a compound field
that includes all the necessary attributes to support the
service provisioning in the WLAN. The actual content is
service specific. An eXample content of this field is as
that described in Data Structure 1.

The Tunnel Setup field (805) is also a compound
field. It uses the similar format as the Tunnel Spec
field (706) in the Service_Request message (203).

The last field of the WLAN_ Request message (206) is
the Security Field (806). This field is using the
security association to protect the integrity of the whole

message. Algorithm used for the computation of this field

is implementation dependent.



The WLAN Server (102) would carry out the WAN
Service Address Management (207) after receiving the
WLAN Request nessage (206) For exanple, if the |oca
| Pv6 address allocation were requested by the Hone
Net work 5 Authorizer (103), the WAN Server (102)
woul d | ocate the suitable netdwrk section and
allocate the IPv6 address for the termnal. If
necessary, the W.AN Server (102) woul d al so update

the gat emay, Wty fdd aual | fHZt ﬁarr¥ePHFn5$e(Té@¥

address allocation, so t at the 0 o osaten
i \7 u
ﬂﬁ%ﬁ%ﬁ%&ﬁhe WA Vs ef”t%xogegleiw§ggzgee
he vi ce Support_fie
Lgﬁ%mrjhﬁ%ﬂgéa @'?ne Si or?%e%gﬁt rg? %g"f’ﬁ@]a tbf tHee local

Net k S er (104), if a certain
iﬁ%‘%iﬁ%@%i%%ia&s%5%l%&ﬁrge%éap@ﬁseeabam Hone Network

Id tr to negotiate a new set of
> serV|ce §%%%I¢Q§QV tﬁ@rvﬁﬁgelﬂﬁimmokld locate the
Agﬁﬂg; 03 reduce the bit rate, change
the s,éEl ]tlﬁ%kl ﬁ@grt\}ézln apgicalpocateatiohi BAY6 Baderkss for
nneI sche |s chosen by the Home Network
Alt¥ore 78 NE103) [Tt RRCYRIN Gertee WHFOR)Sedoes  (10R2)neetld
any speci al setup. When the Network Based Tunne
sé&éﬁeupgla%&&het HECPNAN, Servéir¢ual) meedse tWLAN of the
identify the tunnel end points using the information
fPSWuaéérﬁﬁé Milppatiend $80Rat 4ghe Mobile Terminal (101)
10 is able to access the service using this allocated local

address.

The WLAN Server (102) would also use the information
in the Service_Support field (804) to perform local
admission control. Similar to the Service Provider

15 Network Server (104), if a certain attribute exceeds the
WLAN’ s current capacity, the WLAN Server (102) would try
to negotiate a new set of service specification with the
Home Network Authorizer (103), e.g. reduce the bit rate,
change the service time interval, etc.

20 If a Client Based Tunnel scheme is chosen by the
Home Network Authorizer (103), the WLAN Server (102) does
not need do any special setup. When the Network Based
Tunnel scheme 1is used, the WLAN Server (102) needs to

identify the tunnel end points using the information from

25 the MT_ID field (802).
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The WLAN Server (102) replies the WLAN_Request

message (206) with the WLAN Reply nessage (208) . The
WLAN Reply nessage (208) uses the simlar structure as
t he WLAN_Request nessage (206), as shown in Fig. 8.
The 5 Home-Network-ID field (801) and MI_ID field
(802) are copied directly froftthe correspondi ng
WLAN Request nmessage (206) . These fields are used by
the Home Network Authorizer (103) to match the

request and WERNYsBBSSAJ i 0.The Address Al oc
field (803) in the WAN. %%?’3 lt%%l;%%sgge*tez BigRE
t haekBhgEMRD HB h al, address allocated
to the %bg?le ¥e€%$%a€h 1 :ﬁgﬁﬁyqu§ﬁag§xﬁ%98kﬁ The
figLani b cat t of the address, as defined
for Addrééiﬂégﬁ R@%ﬁée%?ef@f%) (5H "16}1% MRTRffestittactBire as the
nmegs The fo ing part of the field
cont}gigTe1l§,é&LtQ%é§12 a%?sua?gead@rogégs' ai"}sfosé’ét"@d o ighe 8VobThe
T ] 01) ..~ For exanple, if an IPv6 address is
aﬁ%ﬁc%tqlé%tg&?#e—w r@tel%c n%l WeRd Mie I0x G2 e ldnd 80Be are
next %gjo i@t contain the actual IPv6 address. 20
The "Service or'tt 7 &ihe C8F4rEsPendie g\WARNNRBphyest

sage (2 contains the information of the service
g?‘ferﬁsg‘iﬁeeﬁ?@def Thedef 6ielde FWANIRedUestt R ISRBYE Network
(%gﬁ%E"lf these service attributes were acceptabl e by
t AN 2T AN S8e bpe mat ch2 Y haoukduespyahbiere sl yepbs¥age
from 25 WLAN Request nessage (206) . If W.AN Server
(FFHF coul d 45

The Address_Alloc field (803) in the WLAN Reply
message (208) contains the information of the WLAN local
address allocated to the Mobile Terminal (101). The first
octet of the field indicates the type of the address, as
defined for Address Request field (307) in MT Request A
message (202A). The following part of the field contains
the actual address allocated for the Mobile Terminal (101).
For example, if an IPvé address is allocated, the first
octet would be 0x02, and the next 32 octets contain the
actual IPv6 address.

The Service Support field (804) in the WLAN Reply
message (208) contains the information of the service
attributes as defined for the WLAN Request message (206) .
If these service attributes were acceptable by the WLAN,
WLAN Server (102) would copy them directly from

WLAN Request message (206). If WLAN Server (102) could
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not agree on the attributes, it would send a new
proposal in the W.AN Reply nessage (208) with
attributes set to new values. The Tunnel _Setup field
(805) in the WAAN_Reply 5 nessage (208) is the tunne
information for the Mobile Terminal (101). It
specifies the tunnel type to b&used in the first
octet, and the tunnel type specific data in the
followi ng octets. For exanple, if Mbile IPv6 is used

' I e, is esent in
ot Soreioh B! EuePILLOREL BRLLBBI R Shgpoca:

8 t he -of -address _of the
Voby | o et RebBd 1y 88sq 0 EHIE, st S Ridites ives o new
figl uld contain the tunnel type in the first
octe?u¥%llomed by the Foreign Agent address aIIEcated
to the bil.e Term nal (101). 15 The Home Networ
Aut hor i ze e(ﬁ&ﬁﬁe%wﬁﬁQPQxﬁﬁﬁﬂq(ﬁQQ§) tiffe thef GiLAt Reply
fromthe Server (102) and the Service PrOV|der.
NebST 39 &e ) (o HhafiEingledaifpmmg tilva for the Mobile
Service Reply nessa%e (205) and WLAN Reply message
(%n}lmﬁf tH¥ )ser $icEPSpdéipperlie( 7OB)ebrt Bee vicebe used
Support field 20 (706) contains different attribute
vdﬂhééq%rﬁﬂf%qﬁﬁCﬁQtdlﬂ@d-$@ﬁv¢@@g§éqmgpe_Hpgsagec(aaaé in
or WLAN Request nessage (206), re-negotiation of
sdif dOlSpaing eattiedss i sFoneersspty, Thatdionee Networks used
Aut hori zer (103) would check the new val ues proposed
byt athehgedaitee tRrdfiider oNaywaokn2d Sepeels(p04deft tRethis
WLAN Server (102) . If these new 46
field, and address in the Address_Alloc field (803) would
be used as the care-of-address of the Mobile Terminal
(101) . If Mobile IPv4 is used, this field would contain
the tunnel type in the first octet followed by the Foreign
Agent address allocated to the Mobile Terminal (101).

The Home Network Authorizer (103) would consolidate
the information from the WLAN Server (102) and the Service
Provider Network Server (104) after receiving the
Service Reply message (205) and WLAN Reply message (208).
If the Service Spec field (705) or Service Support field
(706) contains different attribute values than that in the
Service_ Request message (203) or WLAN_ Request message
(206), re-negotiation of service specification is
necessary. The Home Network Authorizer (103) would check

the new values proposed by the Service Provider Network

Server (104) or the WLAN Server (102) ., If these new
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val ues were acceptable, it would confirmthe new
setting wusing the SPN Config nessage (210) and

WLAN Config nmessage (211). The nessage pairs

Servi ce_Request nessage (203), 5 Service_Reply nessage
(205) and WLAN Request nessage (206), W.AN Reply
message (208) do not have time4€orrelation. They
coul d happen in parallel, or one after another
dependi ng on the inplenmentation of the Home Network

AutiQridezelivel-t03):-cERi a@XaNPL e, whiieqHesR s Neh werk 10, setting
Aut hori zer (103) could decide to send out the WAN

Reqisasly tMRSsage cb306) h@%EQ?Q 0b1§ rghﬁeW€§@§§§ﬁfl% message

message (203) if the connection w
(102) 1iys idle. The SPN_Config message (210) is sent by
t he ané hbtmork Aut hori zer (103) to the Service

Cervi oo PAraRBPaPat PIEF cORERbIT ot PRETS TRMARE | B
203) |
uség%%?cfe" sp%psﬁﬁe%%?sé’ekéééig oo KSSEs  hrakecs (206,

Add R ld b tted if not
E%axné%%@g%ﬂkéﬁhﬁt@%ﬁr‘%&p%vé&w%&éw%a

necess For exa when Client Based Tunne

(eTﬁ1ey %B?Fﬂghf‘ﬁye?slﬁgﬂra%h%lca?]'e e Afr s enFthare
ile Termnal (101)_allocated by the W.AN Server

(1 SPeRdurd BB thﬁsé}ﬁ@éam%t%éowmﬁeth@émmmqﬁv@mk

(308% If a Network 25 Based Tunnel is used, the

t uRHEPCEAASpoi(hP3 heldriass eXseinl e47 the Home Network

Authorizer (103) could decide to send out the WLAN Request
message (206) instead of Service Request message (203) if
the connection with the WLAN Server-(102) is idle.

The SPN_Config message (210) is sent by the Home
Network Authorizer (103) to the Service Provider Network
Server (104) to confirm the new service parameters if a
re-negotiation is needed. Same message format as the
Service Request message (203) is used for the SPN_Config
message (210). Some fields (e.g. the Address_ Request)
would be omitted if not used.

Tunneling information could also be attached if
necessary. For example, when Client Based Tunnel (e.g.
Mobile IP) is used, the care-of-address of the Mobile
Terminal (101) allocated by the WLAN Server (102) would be
inserted to the Tunnel Request field (308). If a Network

Based Tunnel is used, the tunnel end-point address, port
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nunber, etc, of the WLAN woul d be forwarded in this
nmessage. The WLAN Confi g nessage (211) serves the
simlar purpose. The Home Network Authorizer (103)
uses this 5 nessage to confirmnew settings with the
W.AN Server (102) if necessary. The nessage coul d
al so be used for forwarding téhnel information. For
exanpl e, when the Network Based Tunnel is used, the
tunnel end point address, port nunber, etc, of the

Sehumbex Pr evides £ Neh WofKa g ]‘V%)'ﬁi,%]t?e L bfﬁ%ﬁlm%gg\%gr

to the WLAN Server (102) in't nmessa
(1Qg§s$?@[d then instruct the correspondi ng nodes to
set up the tunnel. Wen the dient Based Tunnel is

used, they,term q% dress would he included in the

nmessage, SO tgat— ?é?%ﬂjﬂ$%§ﬁHQj e VES ftheewarm lar

f s dat g traffic. Lt i bvious to anyone skill ed

. pur ' i

| PPRESATT T Hehiec e s hnBob i Pt ot ges this

neagg%g %2%9) and. _ W.AN Config nessage (211) coul d be

used” by T he® Hot! 1 N (VY 16 SAuftineis %@ﬁ%(f 3) WLANr 6eoker (102)

t he resour ces al | ocated 20 for the Mbile Term na

(101)"SFFF T he sdPi BEsSsagsi sauld abverbe Rasedxtmpl e,

when t he Home Network Authorizer (103) detected that

t e VBB T Irertiingdl ipferpmatsone | Bayeexample hevAAN he

it %Eul i ssue a W.AN Config message (211) with

SIS \slispsd Turaied (804)seslet the abhneér endAbbent 28ddress,

receiving this kind of message, WLAN Server (102)

Wit 4gimber, etc, of the Service Provider Network (1003)
would be forwarded to the WLAN Server (102) in this
message. WLAN Server (102) would then instruct the
corresponding nodes to set up the tunnel. When the Client
Based Tunnel is used, the terminal address would be
included in the message, so that the WLAN could open the
firewall for the data traffic.

It is obvious to anyone skilled in the art that
these two messages, SPN_Config message (210) and
WLAN Config message (211) could be used by the Home
Network Authorizer (103) to revoke the resources allocated
for the Mobile Terminal (101) when the service session is
over. For example, when the Home Network Authorizer (103)
detected that the Mobile Terminal (101) is no longer in
the WLAN, it would issue a WLAN Config message (211) with
Service Support field (804) set to all zero. After

receiving this kind of message, WLAN Server (102) would
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free all the resources allocated to the Mbile

Term nal (101), and perform other appropriate

actions. The Home Network Authorizer (103) would send

an MI_Reply B nmessage (212B) as the reply to the MI
Request B 5 nessage (202B). This nessage woul d be
forwarded by the Access Point4@105) or any ot her
attendant, to the Mobile Termnal (101) as the
MI_Reply_A nmessage (212A) . The MI_Reply_A nessage
(2h2A) and tie_ReplonrBoressagde 2428y thavaobhee E%rminal

identical contents and format. Network El enents

betaen tHhe et wehk rALLBRLLZeL +6193) 1 8Rd  Mobi T e
t

Term nal (101) has no access to e contents of these

messages Al hf L6885 ARehAL; € 405) 1 eyl 4 onky L& an
ﬁ férma d"7E O ThE

encapsul ate the whol e nessage anR orva -
MR e S
e e EA2blcae bo Bsksd: B0 %ﬁginﬁ%%q est_B
b bile Termnal (101 d me Ne I
AR 20708y, Ty Rl %‘%aeg%v(n;ﬁilp%eé%@?réf“@fm@he
[ . ues _
rschse BBoon LERE ABCabS BRBrH 16 tEBsetou 6 HeR Mobi Le
i ch ,Mohi | I rmnal (101) to 20 forward. |If the WLAN
gg%ﬁ@ﬁnéioéioig 85 the ParReBtvihemesmagrpl$l B hesThge
(212B), .the WLAN Config nessage %211) coul d be
prdgybRiNed MESERECsA ZH%sgageM ERePEXaApressage t3e2B)
WLAN Server (102) were the AAA server using D aneter

283V the WAARtLRAt GenFantsr aaddsormet Mr NRdploy kBElements

nmessage 49 , ,
between the Home Network Authorizer (103) and Mobile

Terminal (101) has no access to the contents of these
messages, and the Access Point (105) would only re-
encapsulate the whole message and forward it. The

MT Reply A message (212A) or MT Reply B message (212B) is
encrypted with the security association shared between the
Mobile Terminal (101) and Home Network Authorizer (103).
Since the MT Reply A message (212A) is the reply to the
corresponding MT Request A message (202A), the Access
Point (105) would know which Mobile Terminal (101) to
forward.

If the WLAN Server (102) is on the path of the
MT_Reply B message (212B), the WLAN Config message (211)
could be piggybacked to the same message. For example, if
the WLAN Server (102) were the AAA server using Diameter

in the WLAN that would forwards the MT Reply B message
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(212B) to the Mobile Term nal (101), the MI Reply B
nmessage (212B) coul d be encapsul ated in the

Di armet er - EAP- Answer AVP, while W.LAN Confi g nessage
(211) being encapsulated in another AVP in the sane
message. It is 5 obvious to anyone skilled in the art
that same kind of scheme coul4P be used even ot her
transportation protocol is wutilized. The MI_Reply A
nmessage (212A) has the sane structure as the

MT ( RResile st o A M SRAUE d 20240 n A4S |9 Fh 0
The Nbsgad%_Type field (3off“ﬁasﬁ5ﬁ§ns§%§ P%F#hpl§sB

t t Requgest (202A) . .1t woul
uggé%%gé?npﬁﬁgtho |rmﬁ%éh%?ﬁ%éﬁgiﬁgégg%%sgggeqlgmgger'EAp_
R I d .of t. The Message h field

(B0 e B e ST on O P oo ond ads Ba 0

in ' t.he. Message . T 5 field (301) The Domain

o b P g SRS B E B i G AS0RpSAden 1t s
MI_,Repl y_A nessage 12A) are the same as those in
th%bﬁvﬁq‘&q‘ifesacnwgrﬁe( )e(dZG’ZlA)t.hel @rits thgbysalie kénd of
anygne SkilHﬁg inthe art that these fields could be

orﬁl‘i B i TP U BedlSsdnvsRe AtAETok FRESPST§AAL PRgPrRBOCOL is
optim zatjon. The Service_Request field (305) in the
YELACEEE

nmessage (212A) is used to contain the
service specific _information set by the Hone Network
Aut hor i Z&e MRerdasAdmessene UgéRRs Babsthepsana. sEoucture
exanpl e, if a user 25 requested for the I M5 service,
t B GuM_Beaues tPACBEEssQe (202A), as shown in Fig. 3.

The Message Type field (301) has the same format as that
of the MT_Request_ A message (202A). It would use an
integer to indicate that this message is a Reply instead
of Request. The Message Length field (302) indicates the
total length of the message including the Message Type
field (301). The Domain Name field (303) and the MT ID
field (304) in the MT Reply A message (212A) are the same
as those in the MT Request A message (202A). It is
obvious to anyone skilled in the art that these fields
could be omitted in the real implementation for signaling
optimization.

The Service Request field (305) in the MT Reply A
message (212A) is used to contain the service specific
information set by the Home Network Authorizer (103) based
on the user’s subscription. For example, if a user

requested for the IMS service, this could be the P-CSCF



s. It is obvious to anyone skilled in the art
?ﬁg{esother i nformation necessary to the service
provisioning could be included in this field. The
exact format of this field is service dependent. 5
The Session_ID field (306) in the MI_Reply_ A nessage
(212A) is copied directly fromihe MI_Request A
message (202A). It could be onmtted in the real -
i npl enentation if not required by the Mobile Term na

t 307).in the epl y
%“’?8?35;3‘2@[%ii\ﬁgﬂﬁfa‘.ﬁégﬁﬂ Saubled o by that

| pld be used by the
;gfﬁffgbhgggFﬁ%g?ﬁgn“§§géﬁar ouPc Sda?E¥§?GFPF%YlSlonlng

fol | oned
oc f plhi; diSihb ss fype, and
bykﬁﬁé@agkuéﬁClhgg?eég é 3 The expqtp®rmat of this

- 5 aIIoc ted, the first oct et woul d
ggqggg %E?VT@8 é??%ﬂ?ﬁﬁ 32 octets contains the

[ tion t used the Mbbile Term na
> ?g.(e)];.; Xt Io %%i?n'%ﬁ]eogeflaa l?}FQIG(3%%>dr@$sth@MﬂéjR@j@r_@S$nessage
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. N gat eway address or DNS server
nadfbZB ' B8, o0 S T Re by viiterr C1p M dstumats bt age
g Il ow t he address information described above.
L(I%J %%‘8 tuémdﬂr Ghibe pPadtieddiinatbe rehat impeckbhtheion if

nal 10 shoul d use | ocal statel ess nechani sm
tong%tﬁ? oY udle iMeorkmtTeaminBie (MWinel Request
field (308) in the MI_Reply A 25 nessage (212A)
cont ai ns! thddnnRs_iRegusstt ifiglidor(3%7) in the MT Reply A

message (212A) contains the address allocated to the
Mobile Terminal (101). Tt should be used by the service
application as the source address. First octet of this
field is the address type, and followed by the actual
address. For example, if an IPV6 address prefix was
allocated, the first octet would be 0x03, and the
following 32 octets contains the prefix information to be
used by the Mobile Terminal (101) to form the actual IPV6
address. Other address information, e.g. WLAN gateway
address or DNS server address, could also be included.
These attributes would follow the address information
described above. Wildcard value of all zero indicates
that the Mobile Terminal (101) should use local stateless
mechanism to obtain the actual information,

The Tunnel Request field (308) in the MT_Reply A

message (212A) contains the tunneling setting for
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essing the service requested by the Mbile Ternna
?igl). I? woul d be tunnel type dependent. The first
octet of this field indicates the tunnel types used.
For exanple, if Cient Based Tunnel type Mbile |Pv6
5 were used, the value would be 0x06, as defined for
the tunnel types in the MI_Reflest A nessage (202A).
Foll owing the type attribute, there would be the
care-of - address allocated by the WLAN, and the Hone

AgerteaddhgSshe 38fyiRE SEGYLLLY Keys. i f cessary. .
T%e addr esg in the 10 %dd(rg@gs_ e dtt}f? @E@DJE%%ﬂeyrnl‘lnal
WO e the KoMy r allocated to the termnal.
Ifquﬁzfmﬁgﬁ Based ugﬁgﬁm¥y6@¢ﬁﬁfgpf§@&§§ﬁoIT%@@ﬁ?izt
th e attgibu here, woul d be the address o
IoggF¥gn%?pE§%$ %fé{%elQEhﬂ% ?iéﬁ%ﬁtqﬂpﬁﬁiﬁﬁMngﬁ kst .
5t Mobi |l e Terminal, (10 0 securely .
ngmﬁm cg e WilPite lr%rﬁajl-lpf‘d}%t asrte TOAR L DybieeMdbile IPv6
(39 } in the Ng R%§h¥_A nmessage (212A) is copied
di rgc‘?|3¥s?‘?bnif ey MRt be fedfages RF2ARd Ifbr the
could be omtted in real inplementation for 20
opglinrlﬁl% t T D111 H S thhdlddugs tTHe rSscagiet y 2p2al) d
(310). of . the MI_Reply_A nmessage (212A) is used for
r%?}ejc‘?w%rﬁ% the dgma \P 13T ittt ewh dlhe renessadebel thusesre—of-
the security association between the Mbile Term na
(fﬁ%;r%ﬁﬁi Nedwdik tAgt WaANz emntl@BE. Halel AgsheULEdress,
use the sanme algorithmas that for the 52
and the security keys if necessary. The address in the
Address_Request field (307) would be the Home Address
allocated to the terminal.

If a Network Based Tunnel type were used, following
the type attribute, there would be the address of the
local end-point of the tunnel, and the security keys for
the Mobile Terminal (101) to securely communicate with the
end-point.

The WLAN ID field (309) in the MT_Reply A message
(212RA) is copied directly from the MT_Request A message
(202A). It could be omitted in real implementation for

optimization of the signaling.

The Security Field (310) of the MT_Reply A message
(2127A) is used for protect the integrity of the whole
message. It uses the security association between the
Mobile Terminal (101) and Home Network Authorizer (103).

It should use the same algorithm as that for the
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est _A nessage (202A). After receiving the

xg_gzgry Afnessageg(ZgZAQ, the Mobile Terminal (101)
woul d retrieve all the necessary information, and
configure accordingly. The Mbile 5 Term nal (101)
could start the actual service session (213) using
the setting. In real inplenmentafion, a Mbile Term na
(101) could request for a few service at the sane
time, e.g. a Voice-over-|1P session together with a

| g0 1 RO Si Thi's would involve
é:g$§$gﬁ?%§g;§igégﬁégéiégQQAkbtmork in the signaling.

could be een T ECThE Bdanis SLNP Hoh Gipasy seiendl the

o e 4ol D e sane nessage For exanple, in
o . 0 _ ’
i e L el
Lt ipl. t f fields; Service Request fie ,

guegéukgkﬁ?%{e?r?e?%“‘i‘ P1 g ACCTechjuneslty f | Ehe ¥GDT)e

est fjeld (308). These four fields
\?\l/cr)]g %IH{HE% EFRg@J;)eoC,O% ?Qér’feagﬂﬁ gartiiade seeyiest edsbyon
th bile, Term nal (101), one group of these four
fi E?J(;@) Wit i dehecstidingted. For exanple, a
MI_Request _A nessage (202A) requesting for a _
voi ce- oViét 198 ks ddyilsmenta@ td ovi, deo Mostid eaFeng i 8e$Si 001 )

roups of the listed four fields would be
Lmﬁ.rp%%%?t rfedeiavifiey tsee viiEcRaqueak_Banessage, e.g. a
(202B) that 25 contains the same contents as the
Nﬂvq%ﬁﬁﬁgﬂ§543f9§§§§é053together with a video streaming

session. This would involve different Service Provider
Network in the signaling. Same mechanism and message
structure described above could be used in the scenario by
aggregating several service requests in the same message.
For example, in the MT_Request_A message (202A), there
could be multiple sets of fields; Service Request field
(305), Session ID field (306), Address_ Request field (307)
and Tunnel Request field (308). These four fields would
be grouped, and for each service requested by the Mobile
Terminal (101), one group of these four fields would be
included. For example, a MT_Request A message (202A)
requesting for a voice-over-IP session and a video
streaming session, two groups of the listed four fields
would be present.

After receiving the MT_Request B message (202B) that

contains the same contents as the MT_Request A message
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(202A), the Home Network Authorizer (103) retrieves
information fromeach set of these four fields
corresponding to one specific service requested by the
Mobile Termi nal (101) . Hone Network Authorizer (103)
5 woul d performsignaling for each of the requested
services as described above f88 the single service
request. For exanple, the Hone Network Authorizer
(103) woul d send Service_ Request nessage (203) to

bot hORAR, | Me SHEMS YIS & r AN, { nor o Whi Gl

provi des the streanin%(ziégtfégﬁggfigéLﬁ;ﬁ@gﬁ?ﬁﬁiism
\/\L g ]

t hey areggié?rﬁ%%Q%%%:the saﬁg SRS A HoRd dSNet wor k

A j ; oul d he aggre ate,the i nfornmati on,
ag%&gg%g %%#%Q%%%§ﬁ2%258§¥:%%' FiPE “ROARSREgudst the

%%M? ee be_sent to the same 15 W.AN,

gﬁ? iﬁgﬁée % i negn]% n@edd@ 'toHP%l&uE&?WPB}( fneheséapr (103)

a Jogation, The Ho Net wor k Aut hori zer (103) .

V\oqﬂcflgﬁggfgér efgjoa b Stgnalifg dorieashi gifothet ir@ﬁulemtedo?ermces

e 12B) according to the order o

?EEBE%%%FgéﬂggéﬁgéFé Or2¢hendinelRaserviae requbet. For

Mohil e Term nal (101) through the Access Point (105)
%&ﬂﬂq%§’TgﬁYﬁlﬂﬁke(fgiyoééu thhenzeconl DJur eoiil debénd

usi n the information in the aggregated MI_Reply_ A

n%%%%&&eeﬁfﬂﬂfﬁtlﬂeﬁﬁégﬁbbﬁpé)Tepnbnah tA01)MS equie st Pstem

mul tiple 25 services in parallel, it is possible that
d@pge&gﬁtnggwork which provides the streaming service.

While for the WLAN_ Request messages (206) for different
services, they are destined for the same WLAN. The Home
Network Authorizer (103) could be aggregate the
information, and send only one message. If multiple
WLAN Request messages (206) need to be sent to the same
WLAN, only one of them needs to request for the local
address allocation.

The Home Network Authorizer (103) would aggregate
all the service information into one MT Reply B message
(212B) according to the order of the service requested,
and forward that to the Mobile Terminal (101) through the
Access Point (105). Mobile Terminal (101) could then
configure itself using the information in the aggregated
MT_Reply A message (212AR) .

If the Mobile Terminal (101) requests multiple

services in parallel, it is possible that different
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addresses are allocated to the termnal fromdifferent
Service Provider Networks. It is also possible that
different tunnels are setup for different service
sessions. In this scenario, a special md-|ayer
processor is 5 required. The service session
identifier, as used in the Sé8sion ID field (306)
woul d be used by the md-layer processor to

mul ti pl exi ng the address and tunnel setting. The

n]qy%%%%%sp%Q%eﬁﬁqgca@egh%oN@HEl%eIﬁEHBPakr&ﬁoéifferent

mal ntain a [ ocal at abase of the address and

Lng); el Gl TN ROt g O HE SLEM) S0l 48 1BRs s

e Vi Ce Session Is generate at t

T 1 h d-| ;
AT I R e T

t hat mould be used in the, g 0 300) ; of

t H& 1@%&%@@@?&®W€§s§§@¢&? ZRfd ?%yﬂftgFoFS%%?V|hg

the M- Re message (212A) tha alns al
G5 b’ EOANGPEVRTS! AREPOA [HRP o] myas Used Gn the

processor woul d create a new entr atab s¢

processor pouldcreats a now eniry 0 Lis 8 ByftReraver

session identifier. Wien a service application need

t Pugred e 20 mlide learinec then 26858ssn anft tEBRAS FﬁEtlng

request with the session identifier to the md-I|ayer

pr ocessdthe ThHelniagen] @F@ﬁeﬁﬁ@éeé§oﬁhﬁoMP€1ﬂétT?éWéﬂal (101)

correspondi ng address and tunnel information fromits

dat@bias enaisitregi it ke 1sesdli olatabdent offi éhe FHdragdragd tunnel

and tunnel information would be 25 used by the nornmal

st ackormea toiorl FdmydErt fdrerdr estry15% sessions. When a
service session is generated at the Mobile Terminal (101),
the mid-layer processor would create an identifier for it.
This is the session identifier that would be used in the
Session ID field (306) of the MT_Request A message (202A).
After receiving the MT Reply A message (212A) that
contains all the address and tunnel information, the mid-
layer processor would create a new entry in its database
which contains all the information indexed by the session
identifier. When a service application needs to initiate
a new connection session, it sends the request with the
session identifier to the mid-layer processor. The mid-
layer processor would retrieve corresponding address and
tunnel information from its database using the session

identifier. The address and tunnel information would be

used by the normal stack, e.g. IP layer, to create
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sui tabl e binding, e.g. socket, for the connection. It
is obvious to anyone skilled in the art that in rea
i npl enentation, there could be WLAN that has no
controller, i.e. no WLAN Server (102). In this case,
the 5 Mobile Termnal (101) has to use those W.AN

| ocal nechanisms for address &t location and tunne
setup. The Hone Network Authorizer (103) woul d set
the Address_Request field (307) and Tunnel _Request

fi gh@'tsﬁ?@)biﬁ iﬁqe My Repl o A "854 ZhaNedid A
zero d 10 fofce the Nbbile Term nal (101) to

use WAN&{rE]ﬁ%%%%%% ar?_(gg‘ge:‘/%klwl%\{ﬁ’ln chn'e Lot that in

configuret tain case, the Mbi

rTEaF—’"@, P SRR TS AT B e M oS no
h
reERBEFehlebul b5 o HEAL ST et o 4P %ﬁés case, the

servi ¢ce. The Mobjl Ter nal 10 oul d out
Releﬂ%é%eATﬁ’é%é%@% ?12 i’z\?t"rP(ébsr d{ﬁ@@?

(305) set to a speci al value |nd|cat|n

t eMAFRARL AYS of OF sRAF RS FoloBifit &1 Hfémnel setup. The
Service_Request field (3052 20 could include a val ue
asHomeeNatwark. Mebiesizens! ¥ Ho. mﬂuld set the

oper at or - nane. oper at or - up.gprs". The "term nate"
beﬁddéeﬁﬁgReq@qa*ésflektéya%)fﬂj) and (Hnre hRapiasdr hiedce (308)
the service indicated by the APN attached after the

"r égutbe"MReRebiy. A Thes Segsi 641D 2B (B06)z¢t®| dhofs would

the MI Request A (202A) nessage woul d be 56
force the Mobile Terminal (101) to use WLAN mechanism, e.dg.

DHCPv6, MIPv6, etc, to configure the address.

In a certain case, the Mobile Terminal (101) would
desire to cancel the service registration in the WLAN. It
is obvious to anyone skilled in the art that the above-
described mechanism could also be used to de-register the
service. The Mobile Terminal (101) could send out a
MT Request A message (202A) with Service Request field
(305) set to a special value indicating the terminating of
service. For example, the Service Request field (305)
could include a value as
“terminate.request.IMS.foo.bar.operator-name.operator-
group.gprs”. The “terminate” before the “request” keyword
is the flag to terminate the service indicated by the APN
attached after the “request” keyword. The Session_ID

(306) field of the MT Request A (202A) message would be
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set to the session identifier of the service to be
term nated. The Address-Request (307) and .
Tunnel - Request (308) fields could be omtted for this
type of MI_Request A nessage (202A). 5 The Hone

Net wor k Aut horizer (103) processes the MI_Request_A
(202A) nessage as normal. Wen3bkt found the

"term nate" keyword in the Service_Request (305)
field, it would retrieve the service session

|d, The Ho
isa Herlr sciler, SaRLORLP (300, Lholdi e, o

t ated at__servjce registration
e A Ee S o %(chf SR o th@radn?fwm@ﬁquest

th |c t he address
o aeg o5 18EHE' PR vk SorPRLSa cfir i miie of

rk Authorizer (103) would
';2%3 ﬁgage$5+%2§?£§%§§t %@%@5 n;ssage to the Service

206)
Provi der Server (104), and VLAN | Request (
nmessage ?%NE% CM Y& et Rorime ras( 196 mglro des sielie s @ e

Servi ce_Spec (705) field and
sd vf%%q%ﬁﬁggat @ﬁ%ﬁ%ﬁﬁ ag qrcdmlalzer BheR0iTheound the
Sefyice. PrOV|der Net wor k Server (104) and WLAN Server
( 1095 MR F Prierdiard Hen rids sgor vas en®ermles tWiens) t Be¥1d, it
read the all zero Service Spec (705) field or
SeYH LR _igpitie (Bou)sewia, seseyonoibenkagwekt ri-smathe
service termnation request. These two servers would
25> S Th_tThei I0Qatfilsdsl f Bhet Hems et wer 6 mst 5 BILF ¥(103)
would search its database for the session entry created at
service registration time. This session entry would store
the information about the settings of the service, e.qg.
the address allocated, the tunnel setting, etc. Using the
information, the Home Network Authorizer (103) would send
Service Request (203) message to the Service Provider
Network Server (104), and WLAN Request (206) message to
the WLAN Server (102) as normal. In these messages, the
Service Spec (705) field and Service Support (804) are set
to all zero.

The Service Provider Network Server (104) and WLAN
Server (102) would process the message as normal. When
they read the all zero Service Spec (705) field or
Service_Support (804) field, they would know it is a

service termination request. These two servers would

search their database for the service session entry
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created at the service registration tine, and free
correspondi ng resources, e.g. the IP address, reserved
bandw dth, etc, for the service session. A Ml Reply A
nmessage (212A) woul d be sent back to 5 the Mbile
Term nal (101) after the Home Network Authorizer
(103) received notification frem Service Provider

Net wor k (1003) and the WLAN. This nmessage is to

notify the success termnating of the service, and

fre%egfcedt he Eﬁée5¥§915589g§9§§ra&poﬁ hﬁf(:r% Repl oL

( 1 A) nessage 10 Service Reques cont al ns
I
t-;@%%g L e At T
b t -
naﬁ% queé?bugsﬁp lge g%\ﬂgfeé?%%s%oéﬁbved" keywor d

der 2;,.‘:,: aliﬂFeﬁggfy%%em% USRS SREERIS

skikled , art tg xtra nfornatlon coul d he
nehgatabTaegTe Bhtanheit Gt art i PHRMRRIAERRS .

In_the ?rocess of provisioning service to the Mbile
TePHFRAF1£E01f 1 OPbl FeySLOR ro tibtFaf dafvof 5t Segrvice
exanple, 20 a termnal using its GPRS interface is

al P6QE#HISEoONBpORk c 65303 ht and e WIAN. t dhdsnaessagRsis to
into a WAN, it transits to use its WAN interface

f oRohgE¥sEhAgSHAGE SANBLI BNt g o ridee tSREWAIGRM and free of
provi des nuch higher air interface bandw dth, the

t ethenaksesvesdpeesedrces enjoy @5 hiMhdterocdss(212% message,
(e.g. 1 Mips). In order to achieve 58

the Service Request (305) contains the information about
the result. For example, following value could be used in
this field, “removed.request.IMS.foo.bar.operator-
name.operator-group.gprs”, where the “removed” keyword
before the “request” keyword indicates the success
deregistration of the service. It is obvious to anyone
skilled in the art that extra information could be
included, e.g. appended after the “removed” keyword.

In the process of provisioning service to the Mobile
Terminal (101), policy control would involve. For example,
a terminal using its GPRS interface is allowed 149Kbps
access rate. When this terminal roams into a WLAN, it
transits to use its WLAN interface for accessing the same
service. Since the WLAN provides much higher air

interface bandwidth, the terminal is expected to enjoy

higher access rate (e.g. 1 Mbps). In order to achieve
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this higher service rate to the Mbile Termnal (101),
policy control franmework needs to be invoked to nodify
corresponding policy settings, e.g. gateway filters.
In the above exanple, the control point, e.g. the
GGSN woul d 5 only reserve 149Kbps bandw dth for the
termnal's service when it inb8iates the service
using the GPRS interface. Wen the Mbile Term na
(101) registers the service session again using the

WLAN; serVhB8r LBeypeli erve ul d mpdify the
settings gt fhe szg%tgggﬁe{q %%. #ﬁlﬁﬁgggfqﬁhﬂ%nﬁ§Q%if
anyene-skj N ri that other kinds of .
seitéti n(é?a%%ﬁgg%%nﬁo é‘?’fgre MWoul o tﬁ%ekfenvld}‘(%'ifq fa medify
poki Thi s kind of policy control should be
ba%%gy%%8€%29$% ?i%c%Lﬁﬁﬁ§%Qé%Knﬁ°%ﬂuﬂqqﬁwﬂﬁ(ﬁ%anrs. In
th twork . 15 domai n.. The present invention
usggé'?ﬁo e Mo KRt HSHS 2R Rotad), teo dharkdtiee GGSE would
servj ce request address . (tunnel setup) Therefore,
itéﬁgg Cifib Yﬁa%égghﬂﬁnﬁﬁanﬁQﬁhnﬁqroﬁhﬁo¢ewmenpdvbcyervice
cqmgrol,gecision. This information could be passed by

the Fore NSt WordE Sautiisy isfeiv iz UB03)p tbet KERBolintyrface.
Server qf the Honme Network domain. The Policy Server
colier ithe dab

ngaﬁqﬁ@qgﬂlidgOddntegﬁStbnsethaceetﬁice
mani pul ate the correspondi ng node, e.g. the GGSN, to
ad® AGTGITy USThG Poli #.ABeseericeyl dhal §611tpf 9Mver
ot her networks involved in the service provisioning 25
usieg lch&oslifive e heosetslingsamewohk. GBSN exafpbeimbbs. 1t
59
1s obvious to anyone skilled in that art that other kinds
of setting and a control node would be involved in the
policy control.

This kind of policy control should be based on the
user’s subscription, and therefore in the Home Network
domain. The present invention uses the Home Network
Authorizer (103) to handle the service request and address
(tunnel setup). Therefore, it has all the necessary
information for the policy control decision. This
information could be bPassed by the Home Network Authorizer
(103) to the Policy Server of the Home Network domain.

The Policy Server could in turn use the policy control
interface to manipulate the corresponding node, e.g. the
GGSN, to act accordingly. The Policy Server could also

inform other networks involved in the service provisioning

using the policy control framework. For example, the
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[ rver in the Hone Network domain could inform
fgglcéofscy Server in the WAN of the new access rate
limt, so that the W.AN Policy Server could adjust
| ocal admi ssion control mechanismaccordingly. 5 Flg.OI
9 shows an exanple inplenentation of the nessage use
bet ween t he Honme Net work Auth0592er.(103) and the
Policy Server. The nmessage starts with the Cperatlog
field (901). This field indicates the operatlon to be

takehiby cbevEel igytSErMSfe FOSS value co n
10 Inétgtll o¥01 Remove o‘io‘g’ %a‘% T ONEC n”}JTcﬂ%l e

NePwO i hoetzg ceived a new service o
ses?ll)oﬁyfg%uest féo%ﬁ%ﬁidl\/l%bﬁ ermhadcEFLate limt, so

5 t he tion field
\(Nggji?t u%e%\émwpggl Pépﬁée}?m na &( 1%11‘31%)@‘%% 9@ ls@dpiission

i Aut hori zer (103) woul d use
fgién%%l vrg M {\%“y%f}ér‘h‘% Yon field (901) . The
" Updat e" v, uld be used when the service request
bﬁfe%$%$

fromthe %n%ﬁﬂexfﬁmifbfﬁpﬁ§mﬁ@§étdpngoénthe
n. is obvious to anyone
s%%s\llsea erw%cg ba?r S""Selﬁ%at h@t Hemet Yeswosk Aushoeiceul d1b8) and
%I r.eal | emrentation. Second field is the MI-1D
ﬁﬁ} V&4 efe BoRsagess tdets deinth fites @feration
i e Tern 101). For 25 exanple, it could
bg%t CP Of ? Sn%b?i@ ir@icatess the operation to be

taken by the Policy Server. Possible value could be:

Install ::= 0x01;
Remove = 0x02;
Update ::= 0x03;

When Home Network Authorizer (103) received a new
service session request from the Mobile Terminal (101), it
would use value “Install” in the Operation field (901) .
When Mobile Terminal (101) terminates a service session,
the Home Network Authorizer (103) would use “Remove” value
in the Operation field (901) . The “Update” value would be
used when the service request from the Mobile Terminal
(101) is regarding an active service session. It is
obvious to anyone skilled in the art that other types of
value could be used in real implementation.

Second field is the MT_ID field (902). This field
contains the identifier of the Mobile Terminal (101). For

eXample, it could be the IMSI of the mobile user.
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. . . . . Thi s
d field is the MI-Location field (903). _
:rg{d woul d be used by the Policy Server to retrieve

[ [ [ i de doubl e
| ocation based service policy, e.g. provit _
access rate when the terminal is a certain W.AN. This
field 5 could contain, for exanple, the WAN
identifier fromthe WANID fﬁﬁld (3?9%'|Pdtr§ e
Request _A nmessage (202A). The next fie _
%_Se?vi ce field (904). This field indicates what kind

of servi cairs @gceessed by.the Mobile, Term a59631>0.1) This
%ns JS% n

It could also contain the service

: . : el d
[ t . e | g, 0fLhe gontent in this fiel
could be e ABK Broe The ReSPERY R id dre - ficeve

' i Setting field (905). _
Pieglbgg:t%gﬁcgﬁgéate %-P?S(glﬁé?g%]e‘fﬁ ny' %Séﬂrcb‘ﬂllg%éiqwfma @ccess

' 0 i e AN. The contents of this f[eld
Igggrga%%égt%%%e e%@b%a ot ¥ chect et JHAY - eRbipofheld

i s tunnel
ad : nugber, etc. The exact format is
tygé§§§p%%$?%%?’1'%Ft?ﬁﬁmﬁlgydégfd@é@Jaﬂ@nwhérﬁmnfnmm the

i Tunnel Request field (308)
%P@%ﬂﬁﬁﬁggf@{r?ﬂ%gﬁ ‘3&1%@%5%@@@@) mez@afee (Lash) .
field of the nessage is the MI Address field (906) . |
This fiel'tf dUiitaiMelhd saddeeds_Ssacriby fhieldMobdke. This
Termnal, ( O%? in the WLAN. This could be used by the

oﬁ%ﬁj‘%%j& 4% ety kdnd (ofesenyicel és bortesse@sbiNBhe
t syrvice. 25 1t is obvious to anyone skilled in the
a&?ﬂ%. Termgpal (101). It could also contain the service

session information. An example of the content in this
field could be the APN plus the session identifier.

The next field is the Tunnel Setting field (905) .
This field indicates the tunnel setting used by the Mobile
Terminal (101) in the WLAN. The contents of this field
are the tunnel type followed the tunnel end point address,
port number, etc. The exact format is tunnel type
specific. The tunnel types used are the same as those
defined for the Tunnel Request field (308) field in the
MT_Request A message (202A).

The last field of the message is the MT Address
field (906). This field contains the address used by the
Mobile Terminal (101) in the WLAN. This could be used by
the Policy Server to set the filtering rules for accessing

the service.

It is obvious to anyone skilled in the art that in
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i npl enentation, the nessage fields need not
;gﬁlokpptﬁe exact order as described above. Each field
could also include extra information not described in
the exanple in actual inplenentation. 5 | NDUSTRI AL
APPL| CABI LI TY The present invention provides a way for
managi ng the address allocati6h of the termnal in
WLAN i nter- working. Wien it depl oyed, the nobile
term nal could be 10 allocated an address based on the

serehteinbl EREHESE 8Gnanfhe i fi8sSY eﬁfﬂ{% Y heed Dot ifod Low

i nformati on. The address nanage

outhwi tRQUt Led fréggd§§§§%%%§%g%%%aj?%gthcggzgg{ggaéd also

The invention also provh e nod wopeEe
tu t ' he W i nt er-wo g. . , _
t hgﬂ%%‘??eg?te#?n ln% O%%?ﬁ‘fbo%db%r‘%e%m d riét Wk epagede in
or {igﬂt-ggfed tunpel setup together with the service
au?ﬁo¥|za&|cwﬁm%$ﬁ% T%ention al so provides a met hod

for inter-working with the policy control framework.
Using the interface provided, the service

. . i I

a 0 dress 20 allocation, and tunne _

St o s B a be propagated to the pol i oy

servers, .and proper action could be taken to better

del i ver e RE&ESAENte inyenid onepriomales W tthyakbrthgnaging
thods, the address nanagenent, tunnel setup, and

s GHRRASf0 A LRG3 opowitd the aeconnphbi shadwpAkhi At ope

25 roundtrip nmessage exchange between the term nal and

i wording. ﬁhen it deployed, the mobile terminal could be
allocated an address based on the service it requested and
its subscription information. The address management
could be carried out without requiring access to the local
rYesources. The invention also provides a method for
control the tunnel setup in the WLAN inter-working. With
it, the mobile terminal could support either network based
or client based tunnel setup together with the service
authorization. This invention also provides a method for
inter-working with the policy control framework. Using
the interface provided, the service authorization, address
allocation, and tunnel setting information could be
bropagated to the policy servers, and proper action could
be taken to better deliver the service to the terminal.
With all the methods, the address management, tunnel setup,

and service authorization could be accomplished within one

roundtrip message exchange between the terminal and its



honme domai n server. Thus, precious signalling tinme and
bandwi dth coul d be saved. 63 CLAIMS 1. A systemfor
managi ng address allocation of a nobile termnal in
WLAN i nter-working wthout depending on |ocal WAN
access control, wherein a secure end-to-end 5 service
aut hori zation signalling betweéRd the nobile ternina
and a controller in a home domain of the nobile

term nal that has access to user subscription

| nhomeaHoea ini §evsed . f dr ' ne,, syhereb
) Sabtes  ofo g0l 58, IIPSAIEN,) MDY

the controller can nanage t

bagpaddandssr ¥bGeglPauthoyi zation information. 2. A
system for nmanaging a tunnel used by a nobile
termnal in W.AN inter-working w thout depending on

| ocal WLAN access control, wherein a secure end-to-end
15 service authorization signalling between the nobile
termnal and a controller in a hone domain of the
nobile termnal that has access to user subscription
information 1is used for tunnel managenent, whereby
the controller can manage the tunnel based on service
aut hori zation 20 information. 3. A system for managi ng
address allocation of a nobile termnal and a tunnel
used by a nobile termnal in W.AN inter-working

wi t hout dependi ng on | ocal W.LAN access 25 control,
wherein a secure end-to-end service authorization
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64 signalling between the nobile term nal and a
controller in a hone domain of the nobile term na
that has access to user subscription information is
used for address and tunnel managenent, whereby the
controller can manage the 5 address allocation and the
tunnel based on service authofPBzation information. 4.
The system according to any one of clains 1 to 3,
wherein security association derived froma |ocal W.AN
10 access control procedure ¢&pineacrypting and
protecting a signalling nessage Is used for

protecting a sigagdtdmoro MEsgage for, e W ﬁylgﬁgt&pn of a

i nter-working. 5. The systen1accor |ng t0 a
clabps1d tOrmlSaB. in information of the
nobi | e tern§%ala|slusedQ¥ &ESW?HﬁfQQN¥ﬁ§ﬂ%ﬂG(ﬂ?gﬂndlng on
thgoggptwggﬁeg Q? 1HQ¥F dgnmi n._of the nobi
e sys

t er m nal em acdor g b amf e @FldCItQi‘ﬁ‘@d
1 the nobile term nal enbeds its
do%r%f ng?n?%r rmellrlozna R NG Re taie s taenselal g

¥f t he b|| terninal and the controller
accesses e d&hﬁ GHH S ety 6n "afe Femadndsft ke mobile

nqs the domain information, whereby the
ern961 531 HEGGEES & Eﬁeédépé§§rﬂ9tlbormafdrmgtlon

t e ness qf e controller. 65 7. The system
accor ﬁg C&‘a TSP GRN39fenér nwhierehypkbdetonedoller can

mnldcard alue js used in
nage the address allocation based on service

authorization information.

2. A system for managing a tunnel used by a
mobile terminal in WLAN inter-working without depending on
local WLAN access control, wherein a secure end-to-end
service authorization signalling between the mobile
Cerminal and a controller in a home domain of the mobile
terminal that has access to user subscription information
is used for tunnel management, whereby the controller can
manage the tunnel based on service authorization

information.

3. A system for managing address allocation of a
mobile terminal and a tunnel used by a mobile terminal in
WLAN inter-working without depending on local WLAN access

control, wherein a secure end-to-end service authorization



ress allocation request and an address

grlgggtion 5 reply for supporting statel ess address
configuration at the nobile termnal, ii. an address
type list is included in }Pe ?ddges?eglgo?gﬁlon

uest and the address allocatio _
gﬁgporting di fferent address t?ées.at.the mobi e 10
termnpal, and iii. an address prefix is included in an
address managenent nessage for supporting multiple

addiesallahbosativernf eﬁetﬁﬁbﬂP@%%{Bﬂﬂ ”a"J‘r!ﬁc; %gc*eosritr-romeler in

system according to claim1l or 3 erein

[ eHRi n t identifier  that uniquely
Mont Troa nagh, OF CEe BBl LT g diat antass to
is. included in an address

moesane: aont DR F R HEIb b S ot st e and

i ndi address allocation operation
o PR el e ROl TG dantra e ooty slarewe the

) : . f
t I 8§85 &4 ijfjégéc’élcy\lgle%crgq E)tnﬂ?e gggqtr))lqllsbtat%@ gg):qts%;?z]i@eor

t he service access

' dd ed by 25 the nobile termna
RN S

for Ser Vi ion by 66 using the service
access session identifier. 9. The system according to
claim8 wherein the controller uses a backend server

for storage and 5 mai ntenance of the nobile tern1na! S

addr ess ‘Whi ch Th§ g¥édem according to any one of claims 1 to

3, wherein security association derived from a local WLAN
access control procedure for encrypting and protecting a
signalling message is used for protecting a signalling

message for the WLAN inter-working.

5. The system according to any one of claims 1 to
3, wherein domain information of the mobile terminal is
used for deciding the location of the controller in the

home domain of the mobile terminal.

6. The system according to any one of claims 1 to
3, wherein the mobile terminal embeds its domain
information in a message, and an intermediary node between
the mobile terminal and the controller accesses the domain
information and forwards the message based on the domain
information, whereby the intermediary node decides an

address for forwarding the message to the controller.
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for the service access session. 10. The system
according to claim®8 wherein i. the pontrol!er creates
a new entry with the 10 nobile termnal's identifier
and the service access session's identifier as an '

i ndex when the entry does not exist in a controller's

record, ii. the controller stobés the entry with the
address which is all ocated for t he npb!le term nal for
the 15 service access session, and iii. the

controller deletes the entry when the nobile term na
term nates the services access seSS|on wher eby t he

[ f
control I er canTﬂgl res figuration o .
the nobile ternina ?%&? ﬂ@y Tt 9 rhﬁ} ﬁrh& Wffreln
The system accpr di ng to c({afml or, 3 wherein i.
address al | ocation redues

cﬁvﬁdfkﬁgﬁbﬁ@ﬁﬁﬁ éér@ﬁ@d in

ouped in the 25 service
it hor e o L B i S b g s piid ot ion
ad é§§i &Iocatlon for dlfferent servi ces access
S

sess
copﬁéol er%obtalns i fferent address configurations

based i

t he nDblle term nal, whereby sinmultaneous service
sessions are ai¥-owed? REKress fwbel @iser isnahcluded in the

S HARC ?ﬁﬁﬁqe§§%ﬁ%ﬁ%ﬁﬂ AdgiesSs confdguration at

e service access 5 requests of

address allocation request and the address allocation
reply for supporting different address types at the mobile
terminal, and

iii. an address prefix is included in an
address management message for supporting multiple address

allocation for the mobile terminal.

8. The system according to claim 1 or 3 wherein

i. the mobile terminal generates an identifier
that uniquely identifies a service access session,

ii. the service access session identifier is
included in an address message sent between the mobile
terminal and the controller for binding address allocation
operation with the service access session,

iii. the controller traces an address which the
mobile terminal uses for the service access session, and

iv. the controller retrieves the address used by

the mobile terminal for the service access session by
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12. The system for supporting nmultiple address 10
configurations for nultiple services sessions
according to claim1l, wherein i. the nobile term na
mai ntains a | ocal database of the service access
session information wth the correspondi ng address
configuration, and 15 ii. the m6bile terni nal uses

di fferent addresses to access different services by
mul ti pl exi ng addresses using the service access
session ithentsichiers. h  f.or atlomﬁng

adj ust nent of poIicya%ggsgesfﬁﬁgégggég?af befo any one
of clainms 1 to 3, wherein i. the controller nodifies
policy configuration for providing service to the

nobi | e t erm naky, by | N n .interface wth a policy
server, and ii .thgof?%&ée?‘f?%ﬁd%%g adapt i o ahemiroithe

i di ' toth bile t I nal
VLAY Ba RaYi QDT RRSSrte b For {47 | Ggerdany 01 | oy

Si ] e_, contro|] node through policy contro
frggng}&%l?ﬁ.gn&%5Eh‘éh%;}§?%+.i%c"c%lmwl’t% rldiand ahich is used
mhfggig 2 S8t .5 of message format used for

i nf OF MBET oRC BXEFANYRCHRT RIS P10 servi ce aut hor i zer

whi ch aut horizes service and a policy server, the set

of message format conprising: i. a operation

identifif part that indicates operation to be taken
by the policy varstem according to claim 8 wherein

i. the controller creates a new entry with the

mobile terminal’s identifier and the service access

., . o .
Seéssion’s identifier as an index when the entry does not
exist in a controller’s record,

ii. the controller stores the entry with the
address which is allocated for the mobile terminal for the
service access session, and

iii. the controller deletes the entry when the
mobile terminal terminates the services access session,

whereby the controller can maintain the address

configuration of the mobile terminal in the WLAN inter-

working.
11, The system according to claim 1 or 3 wherein
i. an address allocation request and a

corresponding service access request are grouped in the

service authorization information for supporting multiple



ii. a mobile termnal identifier part that |nclyﬁes
an identifier of the nobile termnal; iii. a nobile
term nal location information part that includes

| ocation information of the nobile term nal for5
adapting policy settings based on the Ipcat!op 1 Con
information; iv. a nmobile termayal service informa ;
part that includes service type of the service, an
session identifier of the service if necessary; v. a

rad ' I 4H; Lon.part that 20.includes .
:Ennmrﬁii:%H%?ﬁ%%%ﬁﬂ§%¥bﬁlgg§%e8§ REVADHF| 8Ccess sessions

[ [ : [ ddr ess
] I .acc the _service; and vi. an a
}§$g12§f}%%%Bg%t%%%gggﬁﬁél88 s address information of

i ke terpinal for cessing. the service. 25 69
tShiOmigl. l[e&'rr:t E}(}g FaP ﬁﬁﬁgﬁFn@b%ﬂW%s%l%Mmt igidmfs a

[ - L5 f I ng service in WAN inter-
nor Bl s S Rhoar >aBRaRt i bhel S6hF=vemN swrebe: conta

|,SLPY: L. tep. in which the nobile term na
5gg%géhéﬁggaagrEggsﬂgﬁéb%nﬁﬁ¥m¥%ﬁhest together with a
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secure end-to- end service authorjzationlrequest to a
controll%?eF%b% simultaneous service 5esslons are allowed

for the mobile terminal.

12. The system for sSupporting multiple address
configurations for multiple services sessions according to
claim 11, wherein

i. the mobile terminal maintains a local database
of the service access session information with the
corresponding address configuration, and

ii. the mobile terminal uses different addresses
to access different services by multiplexing addresses

using the service access session identifiers.

13. The system for allowing adjustment of policy
settings according to any one of claims 1 to 3, wherein

i. the controller modifies policy configuration
for providing service to the mobile terminal by setting an
interface with a policy server, and

ii. policy setting is adapted on a control node

for providing service to the mobile terminal in WLAN by
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home domain of the nobile term nal that has access to
user subscription information; ii. a step in which
the controller allocates an address for the nobile
term nal to access service based on the service

aut hori zation request and the user subscription
information; and iii. a step if8which the controller
sends address 15 managenent information to the nobile
termnal with the secure end-to-end service

auhhwoihgathencshepal | &Ag: thod for

address al l ocation of a rﬂr%?? ﬁ s nacfyfsolrgnfggle@ﬁ g the
setyhteol MmMEAN: | AL el Ki tho t de endlng on

| ocal WLAN access cd%t%g?y{g Jgh%ﬁ?k;%%a Uikep i n

whi ch the nobile termnal sends an tunnel managenent

request together with a secure end-to- end service

aut hori zat i on g t to a controller in a 25 hone
domai n of theTLD %ﬁ; AR RS tRasladmeds whensén a set

TQhsyhseIi i forna i. a step in which the
controlle#ﬁ%é%ﬂ~ o ﬁﬁLf%rb&ﬁﬁpﬁﬂﬁﬁﬂpéneﬁ§hanhe between a

m@%ﬂﬁ;é(i%q#yarto ac??é% servi ce based on the

service au uéstthamd zeResas¥ics and a policy
nfornmation; and iii. a step in which the

contr& Ie %§eﬁ§§ © W@FsagénﬁpgmﬁétComprménngat|on to

the nobile termnal with the secure end-to-end

servi cetaut hoPi PREF8Risnghdenthfier part that indicates

operation to be taken by the policy server;

ii. a mobile terminal identifier part that
includes an identifier of the mobile terminal;

iii. a mobile terminal location information part
that includes location information of the mobile terminal
for adapting policy settings based on the location
information;

iv. a mobile terminal service information part
that includes service type of the service, and session
identifier of the service if necessary;

V. a tunnel setting information part that
includes tunnel setting information used by the mobile
terminal for accessing the service; and

vi, an address information part that includes

address information of the mobile terminal for accessing

the service,
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10 17. A nethod for managi ng address allocation of a
nmobil e term nal for accessing service in W.AN i nter-
wor ki ng wi t hout dependi ng on | ocal W.AN access contro
conprising: i. a step in which the nobile term na
sends an 15 address and tunnel nmanagenent request
together with a secure end-to%é€nd service

aut hori zation request to a controller in a hone
domain of the nobile termnal that has access to user

subscri pteen i Af QEPRLE0R, 1 p.in which the |
control | er decides an 20 & ?%é%ﬁéidm#%hﬁﬁﬁ gllocatlon of a

conbbgueatben ile.terminal to access,
service basedlggﬁtggﬁsgggéégl% thor Y 258 i Ih Whadhdester-

ang Sgk chiption information; and iii. a step
o end: et BSRE A PebElan et Tt Mo dsipam@ont ro1

ad - the tunnel configuration to 25 the nobile
te?ﬁﬁ%gfgaﬁ?h the secure end-to-end service 71
authoriz§tion Si naIIjng&,18. The net hod according to
any one of cl & E-% 11t FhEEh \Gher @obidecteirminal sends an
asggg}agion derived froma local 5 WAN access
CONtT O - privetT et o sHtasipthiasg thed pricheet iseguae end-to-
shgﬂgllin . message i s used for protecting a
si ghal ‘?lh‘glc‘rﬁe Tidrattiige \WeANeisitt éo- wockinngo118r Thea
t hod according to any one of clainms 15 10 to 17,
QQﬁrﬁaﬂﬂﬁﬂnP' ﬁ#ﬁ?ﬁﬁ%ﬁé@ dermisadolbhbe hesnmhBakskSto user

use%}fon deci ding the location of the controller in
t pgioscription information;

ii. a step in which the controller allocates an
address for the mobile terminal to access service based on
the service authorization request and the user
subscription information; and

iii. a step in which the controller sends address
management information to the mobile terminal with the

secure end-to-end service authorization signalling.

16. A method for managing address allocation of a
mobile terminal for accessing service in WLAN inter-
working without depending on local WLAN access control
comprising:

i. a step in which the mobile terminal sends an
tunnel management request together with a secure end-to-
end service authorization request to a controller in a

home domain of the mobile terminal that has access to user
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domain of the nobile termnal. 20. The nethod
ggggrding to any one of claims 15 15 to 17, wherein
the nobile term nal enbeds its domain infornmation in a
message, and an intermediary node between the nobile
termnal and the controll er accesses the donmain
i nformati on and forwards the nﬁ@sage based on the
domai n information, whereby the internediary node
deci des an 20 address for forwarding the nessage to

. m 15
h ekker. ; :aet hod according to claim
#u?ﬁﬁggklggﬁg?ié%ﬁgrégg%gg'in whi ch the address to be

: j ' f essi t he service

S neget At ed 35 beRuben Fhe (B rott o B dfe e dynnel
: . . ¢
sor o eer b bRt choby R FRBEl F cE et ikl L0 smcemre service
' [ [ ti 5 of the

mopr e 8 F AR SRRRLT Fofier Thch IAt e unsthamd The user
gg LSihg:.i. a step in which the nobile term nal
i nc %%égpgtl%%eﬁ?f? Aghes 2t an address al | ocati on
request sent to the controller in its home network;

and 10 ittt a & -5 WhitH dhéheomandinodd eal sendsesunnel
ddress. to be used according to the address

;r‘s%%%?wt%‘hdééﬁorﬂ?%qm.etqﬁma @obdrle armandl with the
information about the service accessed by the nobile

t e ¥ Ml . S1i% Box-enrh s aftiivsd sfudthonigpdribnng 1wkl phe .

t unnel

17. A method for managing address allocation of a
mobile terminal for accessing service in WLAN inter-
working without depending on local WLAN access control
comprising:

i. a step in which the mobile terminal sends an
address and tunnel management request together with a
secure end-to-end service authorization request to a
controller in a home domain of the mobile terminal that
has access to user subscription information;

ii. a step in which the controller decides an
address and tunnel configuration for the mobile terminal
to access service based on the service authorization
request and the user subscription information; and

iii. a step in which the controller sends
information on the address and the tunnel configuration to

the mobile terminal with the secure end-to-end service
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types and directions according to claim116 or 17,

further conprising: i. a step in which the nobile
termnal includes a Iist of tunnel types in a tunne
request nmessage sent to 20 the controller; and ii. a

step in which the nobile termnal and the controller
i nclude tunnel direction inforfation in the tunne
request message and tunnel configuration nmessage. 25
24. The nethod for managi ng the tunnel 73
CQﬁﬁﬁﬁgﬁfﬁd5Hbﬂﬁsfdﬁzﬂﬂyh& e termnal according to
claim16 or 17, conprisi'ng a step in which a tunne
configuration to be used by the nobile term nal for
accessing the service between the controller and an

actual tynnel nd 5.point in network that provides
t he ser&%ﬂe requegﬁégogyacFﬂ§ nB8i F8 #BY nPRalof 2laime 15

na t he tunnel . configuration of the
"q%. 74 BhatRt seBardfyg Hheces afRpactEabved tem 2 ocan

rcconpr|3|n% a step in which the controller
connun|c§i§§ % Rﬁﬁﬁ@@ Rt feAt PRGTVAL iR JUAN
mana .tunnel s used, by the nobile term nal for

abdé | §PEhé sépprdéingnmeppade ssepsed it ghrotecting a
managenent entity in the 15 W.AN enabl es or di sables
tﬁéggéﬁﬁépga@ééﬁégﬁgfpﬁ hhec@hMinicberomorksngt with

the controller. 26. The nethod for setting up a

networ k based site

19. The method according to any one of claims 15
to 17, wherein domain information of the mobile terminal
is used for deciding the location of the controller in the

home domain of the mobile terminal.

20, The method according to any one of claims 15
to 17, wherein the mobile terminal embeds its domain
information in a message, and an intermediary node between
the mobile terminal and the controller accesses the domain
information and forwards the message based on the domain
information, whereby the intermediary node decides an

address for forwarding the message to the controller.

21, The method according to claim 15 further
comprising a step in which the address to be used by the
mobile terminal for accessing the service is negotiated

between the controller and an address management entity in
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to site tunnel for the nobile termnal to access the
20 service according to claim16 or 17, further
conprising: i. a step in which the controller

conmuni cates w th a tunnel managenent entity in the
W.AN to identify and configure a tunnel end point in
the WLAN, and ii. a step in whZch the controller
communi cates 25 with a tunnel managenent entity in a
network providing the 74 service for the nobile
terpi o1, dent | fy. fi e
pgiﬁ%gakﬁktEggﬁe%a%%t&gg7gﬁgh%gﬁ%?ﬁ%2&§%cor f%g
CR%FQH%GtQEm}Za§ conprising a step in which the
control'l er conmuni cates wth a backend server in the
nobile termnal's hone network for the user's
subscription information. 28. The nethod according to
claim15 or 17, 10 gﬁe%r1the nobil e term nal uses a,

set of ssag%h?dT Mo SHUGIFEIRAGES drgr ruption

the
6]

conprising: i. a hope domain information part that
i A€l GREsMOPhée nbBr &N br aFPRFdEN Aok Gfddi nl >, further
i nformati on accessible to all network nodes; 15 ii. a

uSempsipdBatity infornmation part that is only
accessi bl e by a node authorizing a service request;

iii. a Service seepebt Wnighr nghe orrlplare terminadntigiodsides a
one or nore service requests only accessible by the
negecafiiforddragst he seryjdecsequbbecalipn requaegtAgent to
identifier information part; and

the controller in its home network; and

ii. a step in which the controller allocates the

address to be used according to the address allocation

request from the mobile terminal and information about the

service accessed by the mobile terminal.

23. The method for supporting multiple tunnel
types and directions according to claim 16 or 17, further
comprising:

i. a step in which the mobile terminal includes a
list of tunnel types in a tunnel request message sent to
the controller; and

ii. a step in which the mobile terminal and the
controller include tunnel direction information in the

tunnel request message and tunnel configuration message.

24. The method for managing the tunnel
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v. a address request information part that contains
one or nore address requests corresponding to the
service request. 25 29. The nethod according to claim
16 or 17, 75 wherein the nobile termnal uses a set of
message format, the set of message format conprising:
i. anobile terminal's hone dordin i nformation part;
5ii. auser's identify information part that is

only accessi bl e by the node authorizing a service

I equesti guirlaitiod %@r%h%emﬁﬁgygskekﬂigéfagiggr g%éségﬁ%laim 16

contains one or nore service reques onlty a

bYOrth@,n%gﬁpéggﬁgﬁiéiQge%hﬁnSS%Y%%g?rgﬁﬁﬁg agégégéhgg@ion

WLAN identifier 1 nformation par

[ Wi er. | _configuration request
| nfor bt 5389 The wePRe s%sram?ﬁgf% Sramioy the
L | t nessage fornmat,
e e EuE o BerEBRhGBhr o AR GbhRT | RGN |3 plar turate Tarend
id%ntifier of tEe bile 20 termnal's home network;
i i P°a"parP 81§ W?ggn*f%l??e?r%‘rl@% e \iewy s siegested by

the mobile terminal.

25. The method for managing the tunnel
configuration of the mobile terminal according to claim 16
or 17, further comprising:

i. a step in which the controller communicates
with a management entity in the WLAN managing tunnels used
by the mobile terminal for accessing the service; and

ii. a step in which the management entity in the
WLAN enables or disables the tunnel according to a

Icommunication result with the controller.

26. The method for setting up a network based site
to site tunnel for the mobile terminal to access the
service according to claim 16 or 17, further comprising:

i. a step in which the controller communicates
with a tunnel management entity in the WLAN to identify
and configure a tunnel end point in the WLAN; and

ii. a step in which the controller communicates

with a tunnel management entity in a network providing the
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regarding a service request; iii. a part of an

identifier of the nobile termnal in the service

request; 25 iv. a service request information part

that 76 includes one or nore service requests; and v.

a address configuration request information part that

i ncl udes one or nore address cddnfiguration requests

corresponding to the service request. 5 31. The net hod

according to claim 24, wherein the controller uses a

Sedefi FBSEAIR HOMBY 11 df R 3854 .tpﬁ%ﬁ%ﬁ??tf&ogﬂ'ﬁt cpnfigure
ier o e nobiTe

conprising: i. a part of an 1denti

10cﬁe“1{[}rﬁ?éi Serfﬁ?@i@aetts\’\qrnk;thiei ned, Rt of an

identifrer of t servi ce session “regarding a service
request; iii. a part of an identifier of the nobile
termnal in the service request; 15 iv. a service

_in the equest; 15
Cervi oo 7 Bquedt & TAHHCY. 2k BHAABR EBnfrgtRal fof L

t. i.nf ti ,_part th i ncl udes_one or nore
{ B TS GurkiPor™ PedGes fhocBPPoSERF nEoTBIL heates

servi.ce reguest. , , ,
with a backend server in the mobile terminal’s home

network for the user’s subscription information.

28. The method according to claim 15 or 17,
wherein the mobile terminal uses a set of message format,
the set of message format comprising:

i. a home domain information part that includes
the mobile terminal’s home domain information accessible
to all network nodes;

ii. a user’s identity information part that is
only accessible by a node authorizing a service request;
1ii. a service request information part that
contains one or more service requests only accessible by

the node authorizing the service request;

iv. a WLAN identifier information part; and

v. a address request information part that
contains one or more address requests corresponding to the

service request.

29, The method according to claim 16 or 17,
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wherein the mobile terminal uses a set of message format,
the set of message format comprising:

i. a mobile terminal’s home domain information
part;

ii. a user’s identity information part that is
only accessible by the node authorizing a service request;
iii. a service request information part that
contains one or more service requests only accessible by

the node authorizing the service request;

iv. a WLAN identifier information part that
includes a WLAN identifier; and

v. a tunnel configuration request information
part that includes one or more tunnel configuration

requests corresponding to the service request.

30. The method according to claim 21, wherein the
controller uses a set of message format, the set of
message format comprising:

i. a part of an identifier of the mobile
terminal’s home network;

ii. a part of an identifier of the service session
regarding a service request;

iii. a part of an identifier of the mobile terminai
in the service request;

iv. a service request information part that
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includes one or more service requests; and
V. a address configuration request information
part that includes one or more address configuration

requests corresponding to the service request.

31. The method according to claim 24, wherein the
controller uses a set of message format, the set of
message format comprising:

i. a part of an identifier of the mobile
terminal’s home network;

ii. a8 part of an identifier of the service session
regarding a service request;

iii. a part of an identifier of the mobile terminal
in the service request;

iv. a service request information part that
includes one or more service requests; and

' a tunnel configuration request information
part that includes one or more tunnel configuration

requests corresponding to the service request.



