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HYBRID DATA STORAGE AND RECONSTI{UCT_ION

SYSTEM AND METHOD FOR A DATA STORAGE DEVICE
_EIELD OF THE INVENTION o

‘The present invention relates to data-storagé
devices. More specifically, the present  invention
relates to data recomstruction for a data storage
device, such as a disc drive, tape drive, or optical
drive. o

BACKGROUND OF THE INVENTION

Two conventional computer models have become
well known in the industry of computing. ' The first is
a mainframe computing model and the second is a
clustered computing model.

The traditional progression for an end user in
the mainframe computing model is to purchase an initial
systém, and when additional processing capabilities are
required, to replace the initial system with a bigger
system. At various points in this cycle, traumatic
discontinuities occur. For example, if the user

' outgrows the architecture of the initial -system, the

user may need to convert from one operating system to
another, or even from one .venddr’s"proﬁfietary
architecture to that of another vendor, when the second
upgraded mainframe system is purchased. These changes
entail enormous costs for the organization purchasing
the upgrade, in both dollars and employee time.
Therefore, such convergions are avoided, in many cases.
In addition, the mainframe model entails poor
residual value of computer equipment. Thus, the system
replacement often results in invested capital which is
substantially completely lost when the initial system is
replaced by an upgraded system.  Further, larger
upgraded systems tend to be sold in lower volumes than
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smaller systems. Thus, each new system upgrade

. typically has a higher cost of computing ‘than the

.

previous system.

In a clustered computing model, a mainframe "

.computer is replaced with. a cluster of smaller,

standards-based servers. This can offer many advantages
over the mainframe model. Since the cluster may start
off as only a single system, the threshold to entering
the cluster model is lower.  Further, such smaller
systems are typically scld in high volume, making the
cost of computing less. Also, such systems are
standards based in that they do not exhibit dependence

‘on proprietary architectures. This provides for the

availability of equipment from multiple sources which
allows the user to choose the best alternative with each
subsequent purchase. _ o ——

Still other advantages present themselves with
the clustered’ E:omputing model. Upgrade costs ‘can be
controlled more precisely by adding only the amount of
additional resources required to wmeet existing  and
immediate future needs. Further, the user can choose
from a wide wvariety of vendérs; without concern about
migration or conversion to . a new architecture.
Similarly, with the right architecture, there may never
be a need for conversion to another operating system.

Still, the clustered comput-ing model does have
disadvantages and problems. For example, the clustered
computing .model encounters difficulty in providing
clustered systems with the ability to share data in a
way that allows the cluster to take on the workload that
a éingle mainframe could perform. For example, it is
currentiy very difficult to implement clustered models
where each of the servers in the cluster are required to
process transactions on the same data. Examples of some

~

PCT/US98/21080



WO 99/18507 PCT/US98/21080

10

15

20

25

30

-3~

such applications include an airlines reservations
system or a financial institution’s complete inventory
of transactions. _ - -

The . second _disadvantage ‘of the . clustered
computing model .simply involves the lack of extensive
expérience in managi_ng storage and data which exists in
the mainframe environment. Such experience has evolved
into management software that is simply not vyet
available in the standards based cluster environment. -

Conventional disec drives also includé
disadvantages which are related to the loss of operating
system information. For example, a conventional disc
drive contains millions of sectors of data. For any
number of different reasons, one or more of the sectors
may become unreadable or corrupted. If the sector which
becomes unreadable is one that is used for a special
purpose by the operating system, the entire disc space
in the disc drive may be rendered unusable, even if the
entire rest of the disc drive can be read. For example,
in a personal comwputer environment, the master boot
record, partition boot record, file attribute table
(FAT) or the root directory.can be become unreadable or
corrupt. This can cause the loss of essentially the
entire contents of the disc drive. No conventional
operating system has the ability to recover all the
readable data in the face of losing such key file system
management data. This represents a tremendous loss for
a user, and is especially unfortunate since the data
that is lost is operating system related, and has little
or nothing to do with the actual data stored on the disc
drive, which cannot be read. |

To date, any service for recovering data in
such instances is typically very cumbersome. Such
services generally require physically removing the disc
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drive from its operating environment and sending it to
a company or service provider engaged in the service of
recovering such data. This service is provided with no
guarantee of success, and with no protection against the

" consequent breach of - privacy which attends . i:_he- .

relinquishing of the disc drive for this purpose.

The present invention addresses these and
other problems, and offers other advantages -over the
prior art.

The present invention addresses these and
other problems, and offers other advantages over the
prior art. - :
SUMMARY OF THE INVENTION

The present invention is drawn to a hybrid
data reconstruction system and method for a data storage
device. Data is selectively stored according to one of

two or more redundancy schemes such that critical data

is stored according to a scheme which has a higher
degree of redundancy.’ : '

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a network
attached storage system in accordance with one aspect of
the present invention.

FIG. 2 illustrates an object model in
accordance with one aspect of the present invention.

_ FIG. 3-1 is a block diagram of a first
configuration in which an object on the storage device
is accessed by a requester.

FIG. 3-2 is a block diagram of a second
configuration in which an object on a storage device is
accessed by a reque'ster.‘

FIG. 4 is a perspective view of a disc drive
in accordance with one aspect of the present invention.
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FIG. 5 is a functional block diagram
illustrating access of an object by a requester.

FIG. 6 illustrates a portion of a storage
media partitioned in accordance ‘with one aspect of the
pPresent invention. - S . &

FIG.s . 7-1 and 7-2 show_ a  flow  diagram
illustrating access of an object by a requester in
accordance with one aspect in accordance of the present
invention. '

FIG. 8 is a flow diagram illustrating creaticn
of an object in .accordance with one aspect of the
present invention.

FIG. 9 is a flow diagram 111ustrating opening
and updating of an object in accordance with one aspect
of the present invention. _ . : ;

'FIG.. 10 is a flow diagram which illustretes
writing to an object in accordance with one aspect of
the present invention. = .. . - :

FIG. 11 is a flow dlagram which illustrates
opening an object for read only purposes in accordance-
with one aspect of the present invention. :

FIG. 12 is e flow -diagram which illustrates

reading an object in accordance with one aspect of the

present invention. _ .

FIG. 13 is a flow diagram which illustrates
closing an object in accordance with one aspect of the
present invention.

FIG. 14 is a flow diagram which 1llustrates
removing an object in accordance with one aspect of the
present invention. '

FIG. 15 is a flow diagram which illustrates
creating a partition in accordance with one aspect of
the present invention.

PCT/US98/21080 .
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FIG. 16 is a flow diagram which illustrates
removing a partition in accordance with one aspect of
the present invention.

FIG. 17 ‘is a flow diagram which illustrates °

exporting an .obfi ect in accordance with'one.aspect"of the
present invention.
- FIG. 18 is a flow diagram which illustrates

obtaining object attributes in accordance with one -

aspect of the present invention.
FIG. 19 is a flow diagram which illustrates

setting or modifying object attributes in accordance

with one aspect of the present invention.

FIG. 20 is a flow diagram which illustrates
reading lock attributes in accordance with one aspect of
the present invention. ' :

FIG. 21 is a flow diagram which illustrates:
setting lock attributes in accordance w1th one aspect of "

the present invention.

FIG. 22 is a flow diagram which illustrates
resetting lock attributes of an objecE in accordance
with one aspect of the present invention. -

FIG. 23 is a flow dlagram which illustrates
obta:mlng device associations in accordance with one
aspect of the present invention.

FIG. 24 is a flow diagram which 1llustrates
sétting device associations in  accordance Wlth one
aspect of the present invention.

FIG. 25 is a block diagram illustrating a disc
drive array implemented in accordance with one aspect of
the present invention. _

FIG. 26 is a block diagram illustrating a
target disc drive in accordance with one aspect of the
present invention.
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FIG. 27 is a block diagram illustrating a

parity disc drive in accordance with one aspect of .the
present invention. _ ,
~FIG. 28 is a flow diagram 111ustrat1ng the
creation of a parity group in accordance with one aspect
of the present invention. : _ |
FIG. 29 is a flow diagram illustrating a write
operation in which parity information is updated in
accordance with one aspect of the present invention.
FIG. 30 illustrates a data structure in
accordance with one aspect of the present invention.
FIG. 31 is a block diagram of a disc drive

.utilizing embedded location information in accordance

with one aspect of the present invention.

FIG. 32 is a flow diagram illustrating the

operation of the system shown in FIG. 31. .

FIG. 33 is a block diagram illustrating
another embodiment of a data storage device utilizing
embedded location information.in accordance with another
aspect of the present invention. . p

FIG. 34 is a block diagram 1llustrat1ng a disc

drive array implementing a hybrid data reconstruction’

system in accordance with one aspect of the present
invention. ' . -
FIGS. 35 and 36 are flow charts illustrating
a write operation of a hybrid data reconstruction method
for block oriented data and object oriented data,
respectfully.
DETAILED DESCRIPT;ON OF _THE PREFERRED EMBODIMENTS
FIG. 1 is a block d:.agram of a data storage
system 100 in accordance with one aspect of the present
invention. System 100 includes object oriented data
storage devices 110 and 112, file server 114, requesters
116, 118 and 120, and interconnect 122. System 100

-~
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illustrates a network attached storage configuration
which can be constructed of equipment and software from
many different vendors, and which appear to users as a
single large computer system.- -

- Object oriented storage devices 110 112 are
the storage components which perform the data storage .
function of System '100. ‘Storage devices 110-112 .
preferably include disc drives, redundant arrays of
inexpensive discs (RAID) subsystems, tape drives, tape
libraries, optical drives, ‘juke boxes or any other
storage device which can be shared. Storage devices 110
and 112 are also provided with an input/output (1/0)
channel attachment to requesters 116, 118 and 120, which
will access devices 110 and 112.

Requesters 116, 118 and 120 are components;
such as servers or clients, ‘which share information
stored on devices 110 and 112. Requesters 116-120-are
also preferably configured -to directly access “the
information on storage devices 110 and 112. &

File server 114 performs management -~ and
security functions, such as request authentication and

' resource location. In smaller systems, a dedicated file

server is preferably not used. Instead, one of
requesters 1le-120 assumes the function and
responsibility of overseeing the operation of systemlloo
carried out by file server 114. . In addition, where
security and functionality provided by file server 114
is not needed or desired, or where an overriding need
for performance requires that the cluster of requesters
116-120 talk directly with storage devices 110 and 112,
file server 114 is eliminated from system 100.
Interconnect 122, in one preferred embodiment,
is the physical infrastructure over which all components

o



WO 99/18507

10

15

. 20

25

30

-9-
in network attached storage system 100 communicate with
one another. '

In operation, when System 100 is powered up,
all devices preferably .identify themselves either to

.each other or to a common point of reference, such as

file server 114 or interconnect 122. .For instance, in
a Fiber Channel based system 100, object .oriented
storage devices 110 and 112, and requesters 116-120 log
onto the fabric of the system. Any component of system
110, in such an implementation, which desires to
determine the operating cdnfigﬁration can use fabric
services to identify all other components. From file
sexrver 1ll4, requesters 116-120 learn of the existence of
storage devices 110 and 112 with which requesters 116- -
120 can have access. Similarly, storage devices 110 and
112 learn the location of information required to locate.
other devices in system 100 and the address which must
be used to invoke a management _éervice, such as backup.

Similarly, file server 114, in one preferred embodiment,

learns of the existence of storage devices.110 and 112

from the fabric services. L _ ,‘ P

Depending on the -_seéurity practice . of a
particular system 100, requesters 116-120, or any of
them, may be denied access to some components of system
100. Prom the set of storage devices 110 and 112
available to each requester, that requester can then
identify the files, data bases, and free space available
to it. : .

At the same time, each component in system 100
preferably identifies to the file server 114 any special
considerations associated with it. For example, any
storage device level service attributes can be
communicated once to file server 114, and all other
components in system 100 then learn of those attributes

-

-
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from file server 114. . For instance, a particular
requester 116-120, may wish to be informed of the
introduction of additional Storage devices, subsequent

. to start -up. Such an attrlbute may be prov1ded for~

example, when the requester logs onto file server 114.
File server 114 then automatically advises that
particular requester 116-120 whenever new storage
devices are added to system 100. File sever 114 may
then - typically also pass to the requester other
important characteristics such as whether the storage
device is a RAID 5, mirrored, etc., storage device.

In accordance with one aspect of the present
invention, the information stored on storage devices 110
and 112 is stored with a system better illustrated in
FIG. 2. Each of storage devices 110 and 112 aré
preferably object -oriented devices which operate in a
mode ‘in which data is organized and accessed as objects
124-126 rather than as an ordered sequence-of3seétors._
The object oriented devices 110 and 112 manage objects
124-126 with an object file system which 1llustrat1vely
includes a single level list of the objects for each-:

‘partition on the particular device. This is also

referred to as a flat file system. The objects 124-126
which are stored on the storage medium in each device
110 and 112 are preferably the smallest visible units of
capacity allocation on a device 110 or 112 which is
operating in object oriented device mode. An object on
such a storage device includes an ordered set of sectors
associated with a unique identifier. Data is referenced
by the identifier and an offset into the object. The
object is allocated and placed on the storage media by
the storage device 110 or 112, itself, while the
operating system manages its files and metadata in these
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object constructs, instead of managing sectors of data,
as it does in prior architectures. \

The objects 124:126 are accessed by an
1nterface 128 in which the objects expose a plurality of
methods which can be invoked by a requester 116-120 in
order to access and manipulate attributes and data in
objects 124-126. Thus, as shown in FIG. 2, a request
130 is.issued from a requester 116-120. In a preferred
embodiment, requesters 116-120 are computer systems, or
an element in a cluster or network of systems, which
submits request 130 for action on a storage device which
contains objects 124-126. Thus, requesters 116-120 may
be both clients and servers. In any case, request 130
which is issued by one of requesters 116-120 invokes one
of the methods in interface 128, which, in turn, causes
the manipulation of one or more of objects 124-126, as
will be described in greater detail later in the -
application. . . . ) e _

'FIG.s 3-1 and 3 2 .are block dlagrams of two
different conflgurat;ons.whlch.can”be.used,to,access

. objects stored on storage devices 110-112. For the sake

of simplicity, only a single requester 116 and a single

~object oriented storage device 110 is illustrated in

FIG.s 3-1 and 3-2. When requester 116 wishes to open an
object (such as object 124-126) requester 116 may be
able to directly access storage device 110, or it may be
required to request permission from file server 114 and

-‘the location information, in order to access an object

on storage device 110. The extent to which file server
114 controls access to storage device 110 is primarily
a function of the security requirements of the
particular implementation of system 100.

In the block diagram illustrated in FIG. 3-1,
system 100 is assumed to be secure. That is, there is

-~
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no requirement to protect the transmission of command
information and data between Ireque'ster 116 and storage
device 110. In such an'impleme'ntatidn, there still may
be a file server 114 present for management funct::.ons,

- but file server 114 is not needed to oversee request:er

interaction with storage device 110.

In such an implementation, requester 116 is in
a position to access and create objects dilrectly on
storage device 110. Requester 116 can thus open, read,
write and close objects as if they were nativeiy
attached to requester 116. Such operations are
described in greater detail later in the application.

A brief overview is provided at this point, ‘however, -
simply for the sake of clarity. 1In order to read an’
object on storage - device ‘110, requester 116 may"
preferably first read from one or more objects which"
reveal the logical volumes or partitions on storage-

device 110, and how to begin searching for an object
stored thereon. Requester 116 then opens and reads™an
object, which may be a "root directory. ‘From this

object, locating other objects is straight forward, and~
.is ‘based on the contents -of the root directory."
"Requester 116 repeats the process until the desired data

is located. Data is referenced by an object
identification (object ID) and a displacement within the
object. . )

In a second implementation illustrated in FIG.
3-2, security is required. Therefore, file server 114
is interposed into the I/0 chain between requester 116
and storage device 110, to a degree necessary for the
desired 1level of protection. In one preferred
embodiment, requester 116 must first request permission
from file server 114 to perform a set of I/0 operations.
File sexver 114, (which may have withheld storage

PCT/US98/21080



WO 99/18507

10

15

20

25

30

-13-

location information from requester 116 for additional
security) then accredits the request from requester 116
by returning sufficient information to allow requester

116 to communicate directly with storage device 110..

Since storage device 110 is preferably informed of the
security parameters when storage device 110 logs onto
file sexver 114, storage device 110 preferably does not
allow an I/0 request unless it is properly constructed
and includes encoded data which inéludes_ valid
permission from file server 114.

Then, the process proceeds in a similar
fashion to that described which respect to FIG. 3-1..
However, the payload associated with each command may be
quite different. For example, in the case where

security is required (showing FIG. 3-2) both commands . -

and data which pass between requester 116 and storage
device 110 may be encrypted. In addition, permission

information must preferably be added to the command

parameters provided from requester 116 to storage device
110.

Since storage devices 110 and 112 can, in one

preferred embodiment, include hard disc drives, a brief

discussion of a disc drive is in order. FIG. 4 is a
perspective view of a hard disc drive, which can be
implemented as storage device 110. 1In disc drive 110,
a plurality of discs 132 are journaled about a spindle
motor assembly 134 within a housing 136. Bach disc 132
has a multiplicity of concentric circular recording
tracks, indicated schematically at 138. Each track 138
is subdivided into a plurality of partitions (described
in greater detail with i‘espect to PIG. 6). Data can be
stored on, or retrieved from, discs 132 by referring to
a specific partition within a track 138. An actuator
arm assembly 140 is rotatably mounted preferably in one

PCT/US98/21080
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corner of housing 136. The actuator arm assembly 140
~ carries a plurality of head gimbal assemblies 142, which
each carry a slider having a read/write head, or
transducer (not shown) for read:mg information from and'
5 ' writing information onto discs 132. .

A voice coil motor 144 is adapted to precisely
rotate the actuator arm assembly 140 back and forth such
that the transducers on sliders 142 move across the
surface of discs 132 along an arch genérally indicated

10 by arrow 146. FIG. 4 also illustrates, in block diagram
form, a disc drive controller 148, which is used in
controlling certain operations of disc drive 110 in a
known manner. However, in accordance with the present
invention, disc drive controller 148 is also used in

15 implementing interface 128 to objects 124-126 stored on-
discs 132. ' '

FIG. 5 is a block diagram of a portion of disc
drive 110 as it fits within system 100 shown in FIG. 1.
In FIG. 5, disc drive controller 148 includes a control

20 component 150 which implements interface 128. 'Obje'été.
124-126 are stored on the storage medium which
constitutes -‘disc 132. Request component 152 is-
implemented on a requesterj'_lls—lzo, and is formed to
logically formulate requests which invoke methods in

25 interface 128. Control cdmponent 150, wupon the
invocation of a method, carries out certain tasks in
order to manipulate identified objects in a desired way.
Control component 150 returns .an event, which can
include data or attributes associated with any

30 identified object. The event is also returned based
upon the particular method invoked by the requester 116-
120. '

In order for object oriented devices 110-112
to provide the .same functionality delivered by an

-~
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operating system with block oriented devices, storage
space on devices 110-112 must be manageable to a similar
degree. - Thus, in one preferred embodiment, an
organizational layer on storage devices 110-112 is
provided above objects 124-126 which are s.tored'th_efeon_,;
In one preferred embodiment, -object - oriented storage
devices 110-112 provide for allocating disc space into
one or more mutually exclusive régions, referred to as
partitions. 'Partitions are described in greater detail
with reépect to FIG. 6. Within a partition, a requester
116-120 can create objects. In one preferred
embodiment, the structure within a partition is a-
simple, flat organization. Onto this organization, any
operating system can map its own structures.

FIG. 6 illustrates a portion of storage space:
on a storage medium, such as one of discé 132. The
storage space includes a number of objects, such as a
device control object 154, a d_gvice association object
156, and a plurality of partitions labeled as partition
o] (aI.I.so- designated by numeral. 158), partition 1 :(also,
designated by numeral 160) and partition N (also
designated by numeral 162). Each partition  also
includes a number of objects such as partition control
object 164, partition object list 166, and a plurality
of data objects 168 {labeled data object 0-data object
N) . )

Associated with each object is a set of
attributes. - In accordance with one aspect of the
present invention, an access control attribute is
providéd which is set by a Set Attribute method
{(discussed in greater detail later in the application)
and provides means by which access to a particular
object is controlled. By changing the version number of
the access control attribute, certain requesters 116-120

-~
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can be denied or given, access to the particular object.
The clustering object is an attribute ‘which
indicates whethexr the particular object should desirably

. be located near another object in the storage system.

The cloning attr:l.bute indicates whether the part:l.cular'
object was created by copying another object in the
storage system. A group of size attributes define the
size characteristics of the particular object. For
instance, the group of size attributes includes
information indicative of the largest offset written
within the object, the number of blocks allocated for
the object, the number of blocks used to store data
within the object and the number of bytes per block
within the object. :

' A group of time attributes indicates when theé -
object was created, the last time data in the object was
modified, and the last time an attribute was modified in
the object. The object alsoc .may preferably include a
set of attributes which define the last time that any .
data in the file system was modified and that any"
attribute in the file system was modified.  ‘Other
attributes can alsc be provided, in order to indicate
other pafameter's, characteristics or features of any
given object. '

Each object is also associated with an object
identifier which is chosen.by the particular storage
device 110-112 and returned to the requester 116-120 in
response to the command to create an object. ~ The
identifier is preferably an unsigned integer of a
specified length. In one preferred embodiment, the
length of the identifier defaults to a size gpecified by
a particular storage device 110-112, or it can be set as
a device attribute. Further, in one preferred
embodiment, a predefined subset of identifiers (Ids) is

PCT/US98/21080
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reserved for well known objects, special uses, and other
special functions which may desirably be performed.

FIG. 6 illustrates that the storage medium

‘ typically includes a number of well known objects which

5 always have a specific object ID. In some cases, such

well known objects exist on every device or in every

partition. _ .

For example, one such well known object is the

device control object 154, which preferably contains

10 attributes maintained by each device 110-112, and which

relate to the device itself or to all objects on the

The attributes are maintained by the

. Set_Attribute method which is described later in the

application.

device.

In one preferred embodiment, there is one
15 device control object 154 per device 110-112.: '
Table 1 illustrates one set of  preferable

device control object (DCO) attributes. '

TABLE 1.
Type Name Bytes ’ | Semantics
20 Security |Clock =~ |8 monotonic counter

Master Key | 8 master key, "

' controlling device
key = :

Device Key | 8 device key,
controlling partitio
keys )

Protection {1 defines protection

Level options

Parti- Partition 1 Number of partitions
25 tions Count on device
Device Object B defines properties
attr Attributes associated with all
objects on device
In one preferred embodiment, the DCO
30 attributes include a clock which is simply a monotonic

-~
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counter, a master key'which_includes the encryption key,
or other master key which controls all other keys on the
device, and a device key which controls partition keys
and which may be used to lock partitions. . The"
attributes also include a protection leﬁel'kej which
identifies a predetermined protection level and which
has associated security policies, a partition count
which defines a number of partitions on the device, and
object attributes which define properties associated
with all objects on the particular device beihg
accessed. L

In order to adequately manage objects spanning
multiple storage devices 110-112, each storage device
110-112 also preferably includes a device association
object 156 which defines associations between various
devices 110-112. For example, where storage devices 110
and 112 are a mirrored pair of devices, or members of an
arrayed set, the device association object';lss
identifies this relationship. Table 2 illustrates
breferable attributes of the device association object
156. '

TABLE 2
Name Bytes Semantics
Association - 2 Unique ID of this set
Identifier
Association Type | 2 | Kind of Association

Membership List n

Association 2
Identifier

Association type
ItMembership List n

=

Such attributes preferably include an
association identifier, which is a unique identifier for

~
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each given set of associated devices. The attributes
also preferably . include an association type which
defines the kind of association (eg, mirrored pair, RAID

" 5, etc.} between the devices. The attributes further

preferably include a membership list which simply
identifies the devices 110-112 which are members of the
above-defined association. _ .

. Each partition 158, 160 and 162 on a storage
device 110-112 also preferably includes the partition
control object 164 which contains the properties of a
single partition. Object 164 preferably describesg not
only the partition but also any object attributes that
pertain to all objects in the partition. Each device
110-112 preferably includes one partition control cbject
164 for each partition defined on.the device. . While
FIG. 6 illustrates partition control objects: stored
within each partition, this need not be the case. The
partition control objects can be stored in the flat file
system above the partltlons instead. .

Table 3 indicates a number of attrlbutes which
are preferably included in the partition control objects
168. ' :

TABLE 3
—
Type Name Bytes | Semantics
Master Key 8 Encryption keys
Current 8
Working Key
Previous 8
Working Key
Part. | Object 8 defines properties
attr Attributes .| associated with all
objects in partition

PCT/US98/21080




WO 99/18507 : - : PCT/US98/21080

10

15

- 20

25

30

-20~

Such attributes preferably include a master
key which defines an encryption key for the entire
partition, and which can be used to- set a- current

-working key. The attributes also preferably include a

current working key and a previous working key which are
preferably used for encryption and decryption of command
and data messages. Partition control object 164 also
preferably includes object attributes which are
associlated with all objects in the designated partition.

FIG. 6 also illustrates thét each partition
preferably includes a partition object list 166 which is
an object that is built by control component 150 when a
partition is created on the storage medium. Partition
object list 166 preferably has the same identifier in
every partition, and constitutes the point of departﬁre
for navigating the object file system implemented on the

storage wedium. Table 4 illustrates a 1list of
attributes preferably .aésdc’iated with each partition
object list. ' : S
"TABLE 4
" Field Bytes
OBJECT ID 8 ID used for any OPEN, READ,
WRITE, CLOSE on this OBJECT
User Data N POL Attribute sets this, use GET.
ATTRIBUTE to learn value

Aé illustrated in Table 4, the object
preferably includes.a list of object identifiers (orxr
object IDs) for all objects resident in the partition,
and the volume of user space allocated to each cbject.
The object identifier is used by a requester in order to
open, read, write and close an object. In addition, the
user can preferably allocate user space for each object
ID by setting the user data attribute in the partition

~
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object list. After the partition object list 166, each
partition preferably includes a plurality of _ data
objects 168. Each of the data objects 168 preferably
includes one or more of the attributes set out in Table
1, and can include additional attributes, depending on
the specific implementation of the data storage system.

The object oriented storage devices 110-112

- preferably -support requests to provide data to, or store

data for, a requester 116-120. . Moreover, storage
devices 110-112 preferably assume responsibility for
other functions that would have been done at other
components, most likely in the --operating  system, in
prior art architectures. Space management, as well as

‘the maintenance of the attributes associated with

objects on devices 110-112, is preferably performed by
devices 110-112 themselves. Such functions are
preferably performed by invoking methods supported by
interface 128 which is implemented by control component
150 in each of storage devices 110-112. A number of the
methods which can be invoked are discussed in greater
detail later in the specification. However, in order to
facilitate a better understanding of such methods, FIG.s
7-1 and 7-2 provide a flow diagram which illustrates the
navigation of  the object oriented file system in
accordance with one aspect of the present invention. It
is believed that discission of FIG.s 7-1 and 7-2, prior
to a detailed discussion of each of the methods which is
set out below, will facilitate understanding of the
present invention.

FIG.s 7-1 and 7-2, extending from blocks 170-
204, illustrate finding an object in a specified
partition on one of storage devices 110-112. First, the
requestor 116 obtains the device attributes in device
control object 154. This is indicated by block 172.
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Invocation of the Get_DCO_Attributes method causes
control component 150 to return the attributes stored in
the device control object 154. This is indicated by
block 174. Requestor 116 then selects a glven‘partztlon'
based ‘upon the attributes réturned from the device
control object 154. This is indicated by block 176.

Once the partition is selected by requestor
116, requestor 116 then invokes the Get_DAO Attributes
method as indicated by block 173. This causes control
component 150 to obtain the attributes from the device
association object 156 stored on storage medium 110.
Control cbmponent. 150 then returns the device
association attributes to requestor 116 as indicated by
block 175. Based on the device association attributes
and the device control attributes, requestor 116 selects
a partition to interrogate. ' This is indicated by block
176. . _

Requestor - 116 then invokes the  Get-
PCO_Attributes method which causes control component 158
to obtain the attributes found in the partition control
ocbject 164 which is associated with the specific
partition to be interrogated by requestor 116. This
causes control component 150 to obtain and return the
partition control object attributes. This is indicated
by blocks 178 and 180. If the objects in the selected
partition are not the objects which are of interest to
the requestor, then the requestor selects  another
partition as indicated in blocks 182 and 176.

However, assuming that the requestor 116 has
found the partitions of interest, then the requestor
invokes the Get_POL Attributes for the selected
partition, as indicated in block 184. This methqd
causes control component 150 to obtain the attributes
from the partition object list 166 associated with the

-~
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selected partition. These attributes are then provided
to requester 116 as indicated in block 186.

Next, the requester 116 - invokes an
Open_Read Only ‘POL method. This is indicated by block

'188. As is discussed in greater detail -below, - the

control component 150 obtains the data stored in the
partition object list 166, associated with the selected
partition, but modifies an attribute in that object to
indicate that the data is being provided on a read only
bagis such that the data cannot be modified or extended.
This is indicated by block 190. :

The requester then invokes the Read_POL method
which causes control component 150 to tender the list of
objects in the selected partition for review by
requester 116. This is indicated by block 194. After
chéosing the desired objects in the selected partition,
the requester 116 invokes the close_POL method which
causes the control component 150 to close the partition
object list. This is indicated by block 195.

Having discovered the object ID .for - the
desired object or objects, requester 116 then invokes
the Open xxx Objectx method. The xxx indicates a
specific open method which is invoked by the requester,
based upon the particular data manipulation desired by
the requester. The Objectx indicates the object ID from
the partition object list which identifies the object to
be manipulated or accessed by the requester. The xxx
designation, for example, can represent an Open_Update
operation, or an Open;_Read-Only operation. These are
discussed below, and this step is indicated by block
198.

The requester then performs the desired
manipulation of the object returned by control component
150. Various methods which can be used to manipulate

-~
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the objects are discussed in greater detail below. This .
is indicated by block 200. )
Finally, once the desired object manipulation

or access is completed by the requester, -the :'r'éqp.est;er
116 invokes the Close Objectx method which is also

‘described in greater detail below, and which operates to

close the object which was accessed by requester 116.

. FIG.s 8-24 are flow diagrams ‘illustrating
various exemplary methods which can be invoked by a
requester in order to accomplish desired functions and
desired manipulations of objects stored on an object
oriented storage device, such as device 110.

FIG. 8 'igs a "flow diagram specifically
illustrating an Open_Create Object wmethod. When a
requester 116 invokes this method, as indicated in block
208, control component 150 creates a new object ID and
enters the object ID in the partition ocbject 1list
associated with the specific partition in which the
object is to be created. This is indicated by block

'210. Control component 150 then creates a new obj ect by

allocating the number of blocks, etc., associated with
the object, and by modifying the object attributes to
indicate the time of object creation and to set other
attributes listed in Table 1 and associated with the
object. This is indicated by block 212. Next, control
component 150 returns the status of the request along
with the new ID of the object which has just been
created. This is indicated by block 214.

In addition to simply creating an object,
requester 116 can specify a number of options. For
example, in one preferred embodiment, requester 116 can
specify whether the object is password protected,
whether the object is to be encrypted, certain quality
service thresholds (eg, whether the object is to be

-~
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backed up), lock characteristics (eg, whether the object
is to be locked by an object lock as well as any other
locks, such as partition and dévice locks), the access
control verSLOn, mirror or other backup support (which
will causge all updates to be mirrored onto another
object, or backed up in another way which is specified),
to indicate that space will be allocated in units of a
specified minimum size, and to set collision .
characteristics (such as write in a UNIX-type system).
The particular information which requester 116
provides to control component 150 in order to invoke
this method includes permission information in systems
which require this for security, the partition of the
device in which the object is to be created, and any of
the options mentioned above. In respohse, control -

‘component 150 returns, 1n one illustrative embodiment,

the capacity available on the device, the status of the
request, along with the ID of the new object.

It should also be noted that a special
instance of this method can be invoked, which includes
all data associated with an?object. In that case, omne .
method can be invoked which éan create an object, write
to the object, and close the object.

FIG. 9 is a flow diagram illustrating an
Open Update_Objectx method.. ~When the requester 116
invokes this method, as indicated by block 220, this
allows requester 116 to read and write the specified
object. It also provides for extending the length of

the object. When the method is invoked, control

component 150 sets an attribute in the specified object
indicating that the object is in use. Requester 116
provides permissibn information, the partition 1ID
containing the object, the identifier of the object to
be accessed, the type of action to be taken (such as

N



WO 99/18507

10

- 15

20

25

30

PCT/US98/21080

-26-

update or write) and any of the opti-ons mentioned above.
In response, control component 150 returns tl';e status of
the request and the length of the specified object,
along with remaining capacity available to the requester
116. ) . . S

FIG. 10 is a flow diagram illustrating a
Write_Object method. When requester 116 invokes this
method, as indicated by block 242, this causes control
component 150 to write to a specified number of blocks
in the designated object‘ at the location specified.

A write method can also cause other methods to
be invoked. For example, if parity support is called
for on the device 110-112 to be accessed', a write can
automatically invoke an Exclusive Or method which
performs an Exclusive Or operation on the data to be
written, and parity data to be written to one or more
previously specified parity devices.

In order to invoke this method, the requesterx
116 provides permission information, an objegt
identifier, a 'partition ID, a starting location: ‘of
blocks to be written within the object, a number of
blocks to be written to the object, option information,
and the data to be written. Once this method is
invoked, control component 150 modifies the specified
object with the specific data provided. This is
indicated by block 244. Control component 150 then
modifies necessary attfibutes in the specified object
such as the length of the object, the time stamps
associated w_ith' the object, etc. This is indicated by
block 246. Control component 150 then modifies
necessary 'attributes of other objects, such as the
partition object list, where needed. This is indicated
by block 248. Control component 150 then returns the
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status of the request to the specific requester. This
is indicated by block 250. '

FIG. 11 is a flow diagram illustrating an

Open_Read Only Objectx method. When .this method is

invoked, control component 150 allows the requester 116
to have access to the specified object for read only

purposes. = Thus, when this object is invoked, as

indicated by block .230, the requester provides
permission information, a partition ID, an object ID,
and option information. Control component 150 then sets
an attribute in the specified object indicating that the
object is in use. This is indicated by block 232.
Control component 150 then sets a read only attribute in

. the object indicating that the object cannot be written

by the requester. This is indicated at block 234. The
control component 150 then returns the status of the
request and the length of the specified object This is
indicated by block 236.

FIG. 12 is a flow diagram illustrating a
Read_Objectx method. This: method is invoked by the
requester 116 when requester 116 desires device 110 to
return data from the specified object. The requester
provides permission information, an - object 1ID, a
partition ID, a starting location of blocks to be read,
a number of blocks to be read, and any other desired
option information. In response, control component 150
returns the status of the request, the length of data
being returned, and the actual data being returned in
response to the method. This is indicated by blocks 256
and 258. ,

FIG. 13 is a flow diagram illustrating a

. Close_Objectx method. When this method is invoked by a

requester 116, as indicated by block 264, the requester.
provides permission information, an object ID, and any
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desired option information. In response, control
component 150 modifies the data in the specified object
as indicated by block 266. In addition, any changes to
the object as a result of writing to the object, if not
already written to the storage media, are written at
this time. Control component 150 also updates
attributes of object x as indicated by block 268. For
example, if the object is a newly created object, its
attributes are updated with the time of creation, and
other required atfribute information. In addition, the
attributes are modified to indicate the last time that
the data in the object was modified, the length of the
data, if it was changed, and an attribute is set by
control component 150 which indicates that the object is
no longer in use by a given requester;

Control component 150 can also, optionally,
update residual cache information associated with the
object and reflected in an object attribute. This is
indicated by block 270. For example, if the specific
requester 116 making the request is configured to inform
the storage device 110 that data is still being cached
for the closed object, or is no longer being cached, the
operating system of storage device 110 can retain the
cache information for those applications where objects
will be closed and opened again in quick succession. At
the same time, however, the storage device 110 can keep
track of whichever components in System 100 may need to
be informed in the event of coherency collisions, should
another requester request access to this object in the
meantime. Control component 150 then returns the status
of the request as indicated by block 272.

FIG. 14 is a flow diagram illustrating the
Remove_Objectx method. When this method is invoked, as
indicated at block 278, control component 150 takes the
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necessary steps to delete the object from the storage
medium. This is indicated at block 280. Control .
componént_ 150 then modifies the partition ocbject 1list
associated with the partition from which the object was.
deleted, in order to reflect that the specified object
ID is available. This is indicated by block 282.
Control component 150 then returns the status of the
request, as indicated by block 284. In order to invoke
this method, requester 116 provides permission
infqrmatibn, a partition ID, an object ID, and any
desired option information. Control component 150 then
returns the status of the request as indicated by block
284.

. FIG. 15 is a flow diagram illustrating the
Create_Partitionx method which can be invoked by a
requester, as indicated by bock 290, in order to create
a partition on storage device 110. It should-be noted,
that while the Create Partitionx method partitions the
drive into one or more regions, all space on the storage
media need not be accounted .for. In addition, partition
regions can also span various zones on a disk.

In one embodiment, this method is used to
create partitions in a tiling arrangement, with the
partitions representing true divisions.of the storage
space on the device. This arrangement is used to divide
the space by service levels such as data array. Such
partitions cannot be resized, but can be removed and
recreated. )

In accordance with another aspect of the
present invention, the partitions are used as a logical
partitioning in oxder to organize 'objects logically
rather than manage the space according to service
levels. 1In this second embodiment, the partitions can
be resized dynamically. .
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In order to invoke the method, the requester
provides permission information, any desired options, a
partition ID, and an initial space allocation which
identifies space to be allocated to the specific portion

identified. In' response, control component 150
allocates space on the storage media for the specified
partition, as indicated in block 292. The control

component 150 then establishes a partition control
object and a petition object list, as indicated by
blocks 294 and 296. As discussed above, the partition
object list cannot be removed and serves as a starting
peint for nmavigating objects in the partition. Control
component 150 then returns the status of the request and
a partition map illustrating the -partitioning which has
been conducted. This is indicated in block 298.

FIG. 16 is a flow diagram illustrating the
Remove partitionx wmethod. - In order to invoke this
method, requester 116 provides permission information,
option information, and a partition ID identifying the
partition to be removed. This is indicated in block
304. In response, control component 150 de-allocates
space previously associated with the partition as
indicated in block 306. Control component 150 then
removes all objects in the partition object list
associated with the partition to be deleted, deletes the
partition object list and deletes the partition control
object. This is indicated by blocks 308, 310 and 312.
Control component 150 then returns the status of the
request and the partition map showing changes made to
the partitioning. This is indicated by block 314.

In accordance with one aspect of the present
invention,' data management policies are communicated to
each storage device 110-112, so that the storage devices
can act independently of —one other to execute the

-~
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management policies. This provides significant
advantages in that it results in not only less human
intervention, but also more predictable  and timely
management control. )

'For'example, data on the storage devices 110-
112 may desirably be backed up each week. Conventional
systems are typically backed up during an idle period on
weekends, such that the . system availability is not

.intérfupted during a business week. However, the window

of availability has been gradually shrinking at the same
time the system capacities have been increasing. Thus,
the problem of attempting to find time to interrupt a

_system long enough to back up possibly terabytes, of

data has become very difficult.

Thus, in accordance with one aspect of the
present invention, by taking action on an object based
on attributes assigned to it, an object oriented storage

device. 110-112 can inform a backup function whenever an

object has reached the correct state for its backup to
be taken. Also, the béckup of all files can be spread
over a longer period - during which others are still
being updated-without affecting-data integrity.

Other examples of .attributes which can invoke
action by an object oriented storage device 110-112
include encryption, compression, Vversioning and parity
redundancy. ' In each 6f,these examples, the stofage
device 110-112 preferably need only be informed of the
policy with respect to a specific object or set of

-objects. The device itself can then perform the function

or inform an'agent designated to provide the service.
For instance, compression and encryption can
be performed on the storage device 110-112 itself.
Therefore, the only thing which need be communicated to
the device, is the fact that compression or encryption
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is required for an object. For a management function
which is performed by an agent, not only th\e management
function policy must be communicated to the storage
device, but_: also an identification ‘of an agent. to

perform the function, such “that the agent .can ‘be

accessed by the storage device when it is time to
perform the function. - '

In accordance with one aspect of the present
invention, associations are established among objects so

" that those with the same attributes or with dependencies

can be identified. - For example, assume a database
includes 6 files or objects, none of which can be backed
up " until either all have been closed or until ome
designated as the object on which all of the others are
dependent has been closed. A file server 114 may be
needed to manage this kind of relationship between
objects. In addition, the present invention also

~ establishes inter-device dependencies as in the case of

an arrayed parity set. By making it 'poss'ible to
establish groups in which one device or object ‘makes
certain that the rest of the group has the same
essential properties, management of the group is more
efficient and effective.

FIG.s 17-24 are flow diagrams which illustrate
management functions which can be performed by invoking
methods exposed by the objects on the storage devices.
Invoking the methods causes control component 150,
and/or related control components, to take_ steps in
order to perform the management functions associated
with the invoked methods.

FIG. 17 is a flow diagram illustrating the
Export_Objectx method. Requester 116 invokes this
method, as indicated by block 320, by providing
permission information, option information, an object

-~
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ID, a target device ID and a target partition ID. The
export method enables a storage device 110-112 to take
action based on rules expressed in attributes associated

.with a given object. For example, it can be used to
initiate a backup or support versionlng of. objects to

other devices. _

When the Export_objectx method is invoked,
control component 150 obtains the specified object from
the storage media as indicated by block 322. Control
component 150 then invokes an Open_Create method at a

target device specified by requester 116. This is

indicated by block 324. Control component 150 then
invokes a write method at a target device supplying data
and attributes of the specified object. This is
indicated by block 326. Control component 150 then
invokes a Close method at the target device closing the
object on the target device afi:er it h-as-been written to
the target dev:l.ce. This :Ls indicated by block 328.
Flnally, control component 150 returns the status of the
request to the requester, along with the new object ID
of the object which has been written to the target
device. This is indicated by block 330.

The interface 128 implemented by contxrol
component 150 also supports methods which allow a
requester to obtain object attributes for review, and to
set object attributes. FIG.s 18 and 19 are flow
diagrams which illustrate the corresponding
Get_Objectx Attributes and Get_Objectx Attributes
me.thods respectively. |

The method illustrated in FIG. 18 once invoked
as indicated by block 336, causes control component 150
to obtain attributes for a specified object. In one
illustrative embodiment, the requestexr provides
permission information, an object ID, or a list of
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object IDs, and option information. Control component
150 then obtains the attributes associatéd with the
6bject ID, or the list of object IDs, and returns those
attrlbutes, along with a status of the request to the
requester. This is 1nd1cated by block 338.

The Get Objectx Attributes method 111ustrated
in FIG. 19 can be invoked as indicated in block 344, by
a requester providing permission information, an object
ID, and option information to control component 150.
Control component 150 then modifies the attributes of
the specified object with the information provided by
the requester, 'and returns a status of the Irequest,
along with the attributes of the specified object, as
modified. This is indicated by blocks 346 and 348.

In accordance with another aspect -of the
present invention, objects can be locked so that they
can only be accessed once they are unlocked by a server
that owns the lock that has been placed on the object.
In one illustrative embodiment, objects can be locked at
the object level, the partition level, or the device
level. The lock wmechanism provides for inter-server
access resolution. Such locks, in one preferred
embodiment are used for scheduling concurrent updates as
well as prohibiting access during maintenance functions.
FIG.s 20, 21 and 22 are flow diagrams illustrating lock
methods which can be thought of as instances of the
Get_Attribute and Set_Attribute methods. However,
additional detail is provided for these specific
instances of those methods, such that they can be used
in the sharing of data among the cluster of requesters.

FIG. 20 is a flow diagram illustrating the
Read_Lock_Attributes method. This method can be
invoked, as illustrated by block 354, by providing
permission information, object, partition or device ID,

-~
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lock parameters, and any desired option information from
a requester 116 to control component 150. In response,
control component 150 determines whether the specified
object has a lock which is set. Control component 150
then.returns the status of ‘the request of ‘a requester
owning the lock. This is indicated by block 356.

FIG. 21 is a flow diagram illustrating the
Set_Lock_Attributes method. This method can be invoked
by a requester, as indicated by block 362, by providing
permission information, object, partition or device
identifier information, lock parameters and option
information. When this method is invoked, control
component 150 inspects a lock associated with the
identified object. This is indicated by block 364. The
control component then attempts to perform a lock or
unlock operation with the requester’s identification.
This is indicated by block . 366. If the .requestexr
requesting the operation is the owner of the lock, then
the operation w-i11 be performed. If not, the operation
will not be performed. In any case, control component
150 returns a status of the request along with the ID of
the server which owns the lock. This is indicated by
block 368.

FIG. 22 is a flow.diagram illustrating the
Reset_lock Attribute method. This function is used in
an attempt to reset a lock in an event that the server
which owns the lock is no longer functioning. The
method can be invoked, as illustrated by bléck 374, by
providing permission information, object, partition or
device identifier information, lock parameters, and any
desired option information. In response, control
component 150 locks the specified object, partition ox
device, as indicated by block 376, and returns the
status of the request along with the identification of

—
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the server which owns the lock. This is indicated by
block 378.

FIG.s 23 and 24 are flow diagrams illustrating
Get and Set_Device Association methods. These ‘methods .
define or interrogate relationships ainong devices 110~
112, One illustrative implemezitation of such
relationships includes that one of the storage devices
110-112 is identified as a master of a first set of
devices, and others being dependent members of that set.
The first. oxr master of the set, is respdnsible for
disseminating to the other members charig'es in set
attributes. Other members reject attribute settings if
they are not provided from the first or master of the '
set. In order for storage devices 110-112 to pexform
these functions, they are provided with the ability to
perform a self-inspection. This allows the devices to
inspect themselves to determine whether they - are
included in a mémbership of a larger device grbup'.'

' In FIG. 23, the Get_Device_Associations method
is illustrated. This method can be invoked, .as 'indiéa’ited
by block 384, by providing permission information and
option information. 1In response, control component 150
returns the status of the request, and the requested
associations for which the device is a member. This is
indicated by block 386. _

FIG. 24 is a flow diagram illustrating ‘the
Set_Device_Associations method. This method can be
invoked, as indicated by block 392, by providing
prermission information, option information, and a list
of members and attributes defining the associations. In
response, control component 150 modifies the device
association object 156 contained on the storage media,
as indicated by block 394. The device association
object is modified to include the attributes provided by
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the requester, and to include a time stamp showing when
the object attributes were last modified, etc. Control
component 150 returns the status of the request, as
indicated by block 396. .

' - The permission information described “above
illustratively allows the file server 114 to gate access
to storage by controlling which requesters 116-120 the
file server 114 gives the credentials needed to obtain
a response from a storage device 110-112. File server
114 also dictates to the storage devices 110-112 that
they must only hénor I/0 requests which adhere to the
installation security policy. The keys underlying the
permissions security capability are - illustratively
communicated to the storage devices 110-112 by the

. Set_Object_Attributes method. .If an appropriate ‘level

of security is set for a storage device 110-112, that
storage device may be configured to check every I/O
command for security compliance. However, as discussed
above, some applications need not employ. security.
Further, if a particular server cluster has some devices
located in another physical facility, it may be
desirable to define a higher level of security for
communication with the remotely located devices, but not
for communication from local traffic. This allows the
employment of security for remotely located requesters
or servers, but avoids the performance loss which would
accompany employing such security for local requesters
or servers as well. .

Further, each storage device 110-112
preferably includes a readable monotonically
incrementing clock to be used for time stamping secure
messages and objects. In one illustrative embodiment,
the clocks for the various devices are synchronized on
a system-wide . basis. . In another illustrative
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embodiment, file server 114 accommodates for
discrepancies and values from storage device-to-storage
device.

Thus, it can be seen that the present
invention provides object oriented -storage deviceé -such
as disk drives, which provide significant ~advantages
over conventional storage devices. The object oriented
storage devices significantly improve the cluster
architecture. For example, by storing data in an object
oriented fashion, the data can be managed by the storage
device itself. Objects provide the storage device with
sufficient knowledge of its resident data such that it
can assume responsibility for managing its own space.
Further, sharing of data can be controlled more
intelligently when the device has information about what
constitutes a logical entity. For example, if two
systems were to share data stored on a block oriented
device, all metadata activity would have to be
controlled for concurrent access. By contrast, <in an

- object oriented device, much of the metadata activity is

opaque to the systems accessing it. Thus, the systems
need only concern themselves with access conflicts to
user data. Further, space management being performed by
the device itself eliminates any contention or confusion
which can arise from two systems trying to manage space
on the same storage device at the same time. i
In addition, heterogeneous computing is made
much easier by an object abstraction. . Object oriented
storage devices provide the ability to at least have an
organization which an operating system can interpret.
' Further, the performance in a clustered system
is enhanc:ed by using object oriented storage devices for
a number of reasons. For example, the metadata need
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never leave the device iéself, eiiminating a certain
number of I/0 operations. , :

In addition, the device knows which objects
are open or closed at any one time, and is able to use
this information to more effectively cache data. Pre-
fetching can also be much more effective, since the
device knows the layout of the object being read. The
storage device can more effectively determine sequential
access patterns. The cache in the device can also hold
metadata once for multiple systems which are accessing
it. - Purther, the device can participate in quality of

. service decisions, such as where to locate data more

appropriately. The device can typically only do this if
it has responsibility for allocating storage. By
contrast, almost no operating systems can allocate data,
by =zone, on a disc drive. Thus, providing this
capability on the drive itself enhances performance.
The present invention can also be implemented
in disc drives arranged as an array of drives. . Because
the information stored on -a-disc drive array is often
much more valuable than the disc drives themselves,
drive arrays are often referi'ed to as Redundant Arrays
of Inexpensive Discs (RAID). Several types of RAID
systems or RAID levels are known. For example, Ffirst
level RAID is characterized by providing mirrored discs,
as discussed above. In fifth level RAID, both the data
to be stored to the array as well as the parity or

" redundant data, is spread over all disc drives in a

group. The fifth level RAID distributes the data and
check information across all the discs, including check
discs. Other RAID 1levels (e.g., levels 2-4) are
described in greater detail in U.S. Patent Number
5,617,425 entitled DISC ARRAY HAVING ARRAY SUPPORTING
CONTROLLERS AND INTERFACE.

PCT/US98/21080
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FIGS. 25-29 illustrate a write \opefation
performed in accordance with one aspect of the present
invention, in which data is stored as objects on the
disc drives in an'array In the embodiment ' illustrated_
in FIG. 25, file server 114, requestor (or host) 116 and: -
interconnect 122 are shown connected to a disc drive
array which includes target drive 402 and parity drive’
404 configured as storége devices, such as storage
devices 110-112. Target drive 402 holds an object, or
a portion thereof, which is to be written to, while
parity drive 404 holds the parity information associated
with the target object stored on target.drive 402.

In FIG. 25, the drive array is implemented as
a RAID 5 array in which data and pafity is distributed
across all drives in the group. Therefore, drive 402 is
the target drive and drive 404 is a parity drive, only"
for the present write operation. In other words, target -
drive 402 also holds parity information and parity drive
404 also holds data. However, for the single write
operation discussed below, driﬁe'402 is the target'drEQé'
and drive 404 is the corresponding parity drive. It
should also be noted that the present invention can be
implemented using other RAID levels, other than RAID
level 5. The present invention in such RAID systems
will be apparent to those skilled in the art.

In FIG. 25, target drive 402 and parity drive
404 are connected to one another through Fibre Channel
interfaces, or other suitable interfaces, such as other
serial interfaces. _ .

FIGS. 26 and 27 illustrate target drive 402
and parity drive 404, respectively. Each drive includes
control component 150 and one or more discs 132. Each
drive also includes read/write circuit 406 (such as a
data head described above). and an Exclusive Or (XOR)

-
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circuit 408. Target drive 402 includes disc space 410
which stores the target object to be written. _Pafity
drive 404 includes disc space 412 which -stores a
correspond:.ng parlty object . The operation of drives. .
402 and 404 is dlscussed in greater detail below’ w:Lth'
respect to FIGS. 28 and 29.

Conventional d:.sc arrays implement:.ng small

_computer system interfaces (SCSI) XOR commands enable

disc drives to carry out the bit manipulations necessary
to implement parity protection against drive failure.
Such commands require the host (or requestor) to have
sector access to the disc so that for any sector written
to one disc drive, the corresponding sector on another
disc drive containing parity informétion can be updated
appropriately. However, i:he object oriented disc drives
discussed above introduce a layer of abstraction between -
the host and actual Storage sectors on the disc drive.

.Spec1f1cally, the dlsc drives manage disc .space as

objects such that a host (or. requester) does not have
access to the underlylng.sector.addxes31ng scheme.  The
disc drive, itself, is responsible for space management
making it impossible for a requester or host to
correlate a portion of data written on one disc drive
with & location on another. Thus, the requester does
not know the address on a disc drive of a block that it
has written, and it cannot calculate a corresponding
parity address. This makes it very difficult, if not
impossible, to use conventional XOR functions in an
object oriented disc dfive, as described above.
Therefore, the present invention provides a
method referred to as Define_Parity Group which is
invoked at each of the disc drives in a set of disc
drives which make up a parity group. The method
accomplishes two things. First, it provides sufficient

PCT/US98/21080
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information to enable an invocation of ‘a standard
Write_Object method to perform the same funct:.on as a
sector based XOR command in a conventlonal dr:.ve array.
It also causes an object to be created on each dr:.ve in
the set which holds that part:.cular er.ve s share- of_ .
parity data. The parity object ID is a well- known ID
known to each drive, so that any drive want:l.ng to update
parity’ 1nformatlon is aware of the correct object
identifier to which it can address its request. _
The Define_Parity Group method is described in
greater detail with respect to FIG. 28. First, a
requestor, or host, invokes the method at eaeh drive in
a parity group. This is indicated by block 420. In
order to invoke the method, the requestor prov:.des a

number of th:Lngs as follows:

1. An ordered list of drives comprn.s:.ng the

- parity group. This can include, 111ustrat1vely, serlal

numbers and addresses for each drive.

2. An algorithm used in calculating parity.
In one simple illustrative implementation, moduliis
arithmetic is performed on the block address of data to

-be written. This arithmetic yields both the parity

drive address (based on the ordered list from item
number one above) and the relative block address in the
parity object on the parity drive (which is the relative
portion of the parity object containing the desired
parity information). | |

3. The amount of data in a parity stripe,
illustratively in units of blocks. If parity data is to
be interspersed throughout the space on each drive, this
information is the atomic unit of allocation.

4-. The parity object identifier. A drive
invoking a Write_Object method to update a parity object
issues it to this object ID on the parity drive

-~
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determined as set out in item two above. It should also
be noted that multiple level parity (such as two level
parity) can be implemented as well. Thus, each drive
may have up to two parity objects. In one illustrative
iniplementation, two well-known object IDs are allocated
and reserved by each drive, in case the drive is used in
a disc array having two-level parity. The presénce of
a second parity object indicates that two-level parity
is being utilized. _

5. The parity object allocation policy.
This indicates whether each drive is to allocate the
parity object as a single contiguous extent of disc
space or to intersperse the parity object with user data
objects. Thus, while the parity object and data object
are shown in FIG.s 26 and 27 as contiguous disc space,
this is illustrative only.l It should be noted that if
the parity object is interspersed with data, it can
still be pre-allocated.

'In response . to invocation of the
Define_ Parity group method, the control component 150 in
each of the disc drives in the parity group calculates
a percentage of its space required for parity data.
This is indicated by block 422. The amount of space
required for the parity object is determined based on
the number of disc drives in the parity group list. For
example, if there are nine disc drives in the list, each
drive must allocate one ninth of its space for parity
information. This amount of space is identified with
the well known parity object ID provided by the
requestor or host upon invocation of the method. This
is indicated by block 424.

Each drive in the parity set or group list
retains the information defining the parity group so
that every time the disc drive is powered up or reset,
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it can verify that the parity .group has not been
compromised. Thus, the information is stored in non-
volatile memory, as indicated by block 426. '

Hav:mg thus created a par:.ty set of disc
drives, and hav1ng allocated space ‘on each disc. drlve to
hold one or more parity objects, data stored in a data
object on one or more drives can be updated. FIG. 29 is
a block diagram illustrating the updating of a data
object, and the corresponding 'updating of a parity
object, in accordance with one aspect of the present
invention.

In order to update data, the requestor 116
which is requesting data to be updated invokes the
Write Object method described above on one of the disc
drives in the parity group. In the embodiment

“illustrated in FIG.s 25-27, requestor 116 invckes the'

Write Object method on target drive 402. This is’
indicated by arrow 428 in FIG. 26 and block 430 in FIG.
29. In order to invoke this method, requestor 116
provides, illustratively, an - object identifier
identifying the object to be updated, a partition ID, a-
starting location of blocks to be written within the
object, a number of blocks to be written within the
object, option information, and the data to be written.
Target.drive 402 knows that servicing the Write_Object
method must include updating parity information
associated with the object being updated. Target drive
402 knows this because it has stored the information
provided and generated during execution of the
Define_Parity_ Group method in non-volatile memory.

In order to update the parity information,
target drive 402 performs a number of steps. First, it
reads old data from the specified location in the target
object and provides it, along with the new data to be
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written to that location, to XOR cii:'cuitry 408. This is
indicated by block 432 in FIG. 29 and arrows 434, 436,
and 438 in FIG. 26.

Next, target drive 402 XORs the.old data with

‘the new data to obtain intermediate parity information. '

This is indicated by block 440 in FIG. 29. Target drive
402 provides the intermediate parity information at an

. output. 442 in FIG. 26. Next, target drive 402 writes
- the new data to the target location within the target

cbject 410, thus updating the target object. This is

indicated by block 444 in FIG. 29.

Target drive 402 then, itself, invokes another
Write Object method on parity drive 404 identifying the
parity object corresponding to the target object 410
which was just updated. This is indicated by block 446
in FIG. 29 and arrow 448 in FIG. 27. Target drive 402
can calculate the target location for the parity object
in a number of ways. For example, target drive 402 can
calculate the location from the relative sector address
of the block target object being written. The relative
address is divided by the number of drives in the parity
group to provide the relative address in the parity
object on the parity drive 404. The parity drive
address is determined by the algorithm specified in the
Define_Parity Group method. Target drive 402 then -
constructs the Write_Object method and invokes it on the
parity drive 404 identifying parity object 412 and an
appropriate location within that object wusing this
relative address.

By way of example, in order to calculate the
relative block in the parity object on drive 404 to be
updated, target drive 402 can wuse the following
Equation:

PCT/US98/21080
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Equétion 1
B= INT(S/D-1)

where B is the relative block in the parity
object; - '
' S is the relative sector address being written
at target drive 402; and
D is the number of drives in the parity group.
In order to calculate the parity drive
address, target drive’ 402 can use the following
Equation: '
Equation 2

P=Mod (S/ D-1)

when P is the displacement into the ‘list of
drives in the parity group of the parity drive (the list
used in calculating P must exclude the address of ta'r:"g'ét
drive 402). .

In response to this Write_Object  method,
parity drive 404 recognizes the command as a write to
its parity object and performs the parity operations.
Such operations include reading the old parity data, as
indicated by block 450 in FIG. 29 and arrow 452 in FIG.
27. Parity drive 404 then XORs the o0ld parity
information  with the intermediate parity data £rom
target drive 402. This is indicated by block 454 in
FIG. 29 and by arrows 456 and 458 in FIG. 27. The
result of the Exclusive OR operation is updated parity
information which is written to the parity object of
disc 132. This is indicated by block 460 in FIG. 29 and
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by arrows 462 and 464 in FIG. 27. This completes 1:'.he
update of the parity object.

FIG. 30 is a more detailed illustration of one
data object 500 (such as those .shown in FIG.-. 6). In
accordance with one aspect of the present invention,
data object 500 includes a number of portions, including

-a portion 502 containing attributes, and a number of

data portions 504, 506, and 508, each with an associated
error correction code portion 510, 512 and 514,
respectively. While the error correction code portions
510, 512 and 514 are shown adjacent the corresponding
data portions, they need not be recorded this way on the
disc, but are shown this way for expedience. Thus, in
accordance with one preferred embodiment, each of the
data portions (and indeed possibly the attributes
portion) of object 500 is used to generate error

_ correction code (ECC) information in a known manner.

This information can be used, when reading back the
corresponding user data, to determine whether the user
data contains any errors, and -(depending-on the code
used) to locate and correct those errors. In one
preferred embodiment, the ECC information is generated
using a Reed Solomon code. However, any suitable code
can be used to6 generate the ECC information.

In prior disc drives, if a sector is rendered
unreadable, and is used for a special purpose by the
operating . system, this can render substantially the
entire disc unreadable. For example, if the master boot
recoxrd, the partition boot record, the FAT table, or the
root directory become unreadable, this can cause a loss
of essentially the entire disc contents. Conventional
operating systems do not have the ability to recover the
readable data in the face of losing such key file system
management data.. Therefore, in accordance 'with one

-~

PCT/US98/21080



WO 99/18507

10

-15

20

25

30

-48-

aspect of the present invention, the object oriented
data organization on the disc drive makes the disc drive
responsible for maintaining basic file systiem structures'
that .were . formerly the domain of the operata.ng system. :
In accordance with one aspect of the present 1nvent:.on, ’
a redundant copy of the essential file system data is
stored with each data block, or data portion, in its
associated ECC portion. Since the ECC portions will
already be stored on the disc, embedding the file system
information in the ECC portidn of the data object does
not impact performance or user capacity in any way.
FIG. 31 is a block diagram illustrating how
f:Lle system information is combined with, or embedded
in, ECC information prior to recording the information
on the disc. PFIGS. 31 and 32 also illustrate how the
file system information is then used to reconstruct the
file system data in accordance with one aspect of the
present invention. FIG. 31 shows encoder 516, ~BCC
generator 518, Exclusive OR_c:chult 520, disc 132%and
read/write circuitry 406, ECC generator 522, decoder 524
and Exclusive OR circuit 526.- "It should be noted that
encoder 516, ECC generator 518, Exclusive OR circuit
520, decoder 524, ECC generator 522 and Exclusive OR
circuit 526 can all be implemented within control
component 150 on the disc drive, or can be implemented
separately. )
User data is first provided to encoder 516
from a host, a requestor or a file sexrver. Encoder 516
encodes the data according to a predetermined coding
algorithm, typically implemented to decrease error rate.
The encoded user data is then provided to ECC generator

518. ECC generator 518 generates ECC information based

‘on the encoded user data, in a krnown manner. The ECC
information generated will depend on the particular type
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of error correction coding scheme used. The ECC
information is, in turn, provided to Exclusive OR

_ circuit 520. The file system data is also provided to

Exclusivg OR circuit 520 at input 521. - In the
embodiment illustrated in FIG. 31, the file system data
is location information which identifies a location at
which the user data is written on disc 132. For
example, in the object oriented system described above,
the location information includes the object identifier
which identifies the object to which the user data
belongs. The location information also  includes
relative position information which identifies the
relative position of the associated data portion within
the identified object. The output of Exclusive OR
circuit 520 thus provides the ECC information with the
located information embedded (or seeded) therein. This
information is provided to read/write circuitry 406 and
is written to disc 132, as the associated ECC portion
for the data portion containing the encoded user data
provided by encoder 516. . . . .
When reading the. information back from disc
132 (in order to accomplish a normal read operation) the
control component 150 executes the Read_Object function
by providing the expected location information to an
Exclusive OR <circuit and Exclusive ORing that
information with the ECC information (which contains the
embedded location information). The output of the
Exclusive OR circuit vyields the ECC. information

~associated with the user data being read. This

information is provided to an ECC generator, which
determines whether any errors have occurred in the
encoded user data. If not, the encoded user data is
provided to a decoder where the error free information
is presented to the requestor or user. If errors have

-
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occurred, control component 150 may attempt to identify
and correct the errors, depending upon the particular
error coding scheme used. Aqternatively{ control
component 150 may simply provide an error flag.
indicating that the data contains one or more
uncorrectable errors. "

However, where the system information (in the
example illustrated-the location information) has been
lost, control component 150 operates in a different
manner. Control component 150 causes the data on disc
132 to be read. This is indicated by block 528 in FIG.
32. The encoded user data is provided to decoder 524
and to ECC generator 522. ‘It should be noted that ECC
generator 522 and ECC generator 518 can be the same
generator, with appropriate multiplexing circuitry.:
However, for the sake of clarity, they are illustrated:
in FIG. 1 as separate components.

ECC generator 522 generates ECC information
based upon the encoded user data as indicated by block
530 in FIG. 32. This information is provided to -
Exclusive OR circuit 526. The ECC information (which*-
contains the embedded location information) is also read
from disc 132 and provided to Exclusive OR circuit 526.
This is indicated by block 532. As with ECC generator
522, Exclusive OR circuit 526 can the same as Exclusive
OR circuit 520, with appropriate multiplexing circuity.
However, for the sake of clarity, the two circuits are
shown separately. _

By Exclusive ORing the ECC information
provided by ECC generator 522 with the ECC information
containing the embedded location information, the ECC
information in both inputs to Exclusive OR circuit 526
will cancel each other out, resulting in an output of
simply the location information. This is indicated by

-



WO 99/18507

10

i5

20

25

30

-associated encoded user data.

-51-~

block 534. This information can be used in conjunction
with the user data output by decoder 524 to ré__construct
the file system information which has been lost. This
is indicated by blocks 536 and 538. For.example,.ﬁhe
object directory can now be reconstructed using theé
location information retrieved from the disc, and’
associated with the user data also read from the disc.

In accordance with another 'aspect of the
present invention, the ECC information generated by ECC
generator 518 can be randomized by utilizing a
pseudorandom (or pseudonoise) generator. FIG. 33 is a
block diagram illustrating such an embodiment. A number
of the items shown'in FIG. 33 are similar to those shown
in FIG. 31, and are similarly nnmberéd. The block
diagram illustrated in FIG. 33 operates substantially
the same as that shown in FIG. 31. 'However, rather than
providing simply the location information at input 521 .
to Exclusive OR circuit 520, the location information is
used to seed a random number generated by pseudonoise
(PN) generator 540. Thus, the location information is
provided at an input 542 to PN generator 540. Based
upon the seed wvalue, PN generator 540 generates an
output provided to XOR circuit 521, which is Exclusive
ORed with the ECC information provided by ECC generator
518, which is recorded on disc 132 along with the

In order to reconstruct the file system
information (e.g., the location information) the encoded
user data is read from disc 132 and provided to ECC
generator 522 which generates ECC information and
provides it to Exclusive OR circuit 526. The ECC
information containing the embedded pseudorandom value
is also read from disc 132 and provided to Exclusive OR
circuit 526. The output of Exclusive OR circuit 526
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yields the random value which has been seeded with the
location information. This is provided to inverse PN
generator 544 which reverses the randomization proceSS
provided by PN generator 540, and 'pfow'.des, ~at its
output 546, ‘the location information -seed value. As
with the embodiment shown in FIG. 31, this information
can be used along with the decoded user data provided by
decoder 524, to reconstruct the file system structure
information which was previously lost.

| The XOR gates 520 and 526 described herein are
illustratively byte-wide XOR circuits for the individual
bits within the data bytes XORed. 'Thus, the XOR circuit
is really eight individual ‘XOR gates to provide an
eight-bit byte XOR function. Further, although the
invention as described herein refers to XOR gates, any
suitable Galois field wmanipulation (or addition), or
other suitable manipulation, over the field that the
error correction and detection codes are based is
considered to be within the scope of the invention, and
could be implemented by one skilled in the art.

Also, in one preferred embodiment, PN

generator 540 is described in greater detail in U.S.
Patent Number 5,717,535 to French et al., issued
February 10, 1998. That patent describes the generator

. as having 33 register cells, with inputs and outputs

connected to a logic block. The register cells are one
bit wide and are clocked on the same clock as the data
bytes. The generator is sufficient to hold an object
identifier and relative location information of up to
four bytes (32 bits) long, but can easily be expanded to
accommodate larger location information or other file
system information, larger than four bytes. The
generator also illustratively contains an extra registex
cell which is used so that_ location information having

~
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a value of zero will not produce ali zeros at the output
of PN generator 540. There is no reason that this extra
cell must be included in PN generator 540 if used solely
for the purpose of seeding the file system information
with ECC information. However, if generator 540 is used
to randomize data for some other reason (i.e., error

.tolerance) the extra cell should be included so that an

all zero input will provide a non-zero output.  Data is
clocked illustratively by a clock at a rate once every
eight data bits (i.e., once every byte).

-In the illustrative embodiment, generator 540
comprises a plurality of flip flops which operate in-
accordance with Equations 3 and 4 below, where B
represents the input to a flip flop and A represents the
output from a flip flop. | : .
- Equation 3

Bi~Arei

0 to 24; and

for I = S
. Bquation 4
B,~A, XOR Ay, 15i
for I = 25-32, M = (I + 8) Modulo 33.

It should be noted that generator 540  is
illustratively equivalent to a binary feedback shift
register based on the primitive polynomial X* + X + 1,
and shifted eight times per clock. The logic block
driving the inputs to the register cells represents the
result of these eight shifts. From this analogy, it is
clear that the sequence of bytes provided at the output
of generator 540 illustrative repeats every 2% - 1
bytes.
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Thus, it can be seen that the present
invention provides significant advantages over prior
systems. The present invention allows user data to be
read even in the face of a loss of critical file system _

.1nformatlon, such as file system structure ‘data. The

present invention embeds the file system information
(such as file sSystem structure information) in the ECC
information corresponding to data portions of an object.
The file system information can then be read simply by
reading the data on the disc and reversing the embedding
process, and the file system information can thus be
reconstructed. _

FIGS. 34-36 illustrate an alternative write
operation in accordance with another aspect of the
present invention, in which the drive array is
implemented as a hybrid RAID architecture. As mentioned
previously, data stored in a disc drive array is often
much more valuable than the disc drive itself.
Accordingly, a redundant array of inexpensive discs
(RAID) is provided to store redundant or parity data in
addition to the primary data in order to reconstruct the
primary data if it becomes corrupt or otherwise
inaccessible. Several types of RAID systems or RAID
levels are known. .

First 1level RAID (RAID level 1) is

characterized by providing mirrored disc drives. ~In

first 1level RAID, all drives in the array are
duplicated. Thus, should one disc drive £fail, the
information is not lost since that exact information is
mirrored on another disc drive. This is a very
expensive option for implementing a disc drive array
because of the duplicity of hardware.

Second level RAID includes a Hamming Code for
error correction, In second level RAID, data is bit-
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interleaved across the drives of an array and check
drives are added to detect and correct a single error.

This has the dlsadvantage that if a read is directed to
only a small amount of data, a full sector from each of

. the bit-interleaved drlves in the group must still be

read. Also, writing of a s1pgle unit still involves a
read-modify-write cycle on all of the drives in the
group. :
' Third level RAID is characterized by having a
single check drive per group of drives. In third level
RAID, the extra check drives used in second level RAID

for storing error correction code information are

eliminated. Rather, as the data is being stored to the
disc array, ECC information,is appended to the data.
Also, a single disc drive is used to store redundant
data corresponding to the data stored in the array. .
When reading information £from the array, the ECC
information is used to determine whether an error has
occurred, and which drive contains the error. Then,
the information on the failed.drive is reconstructed by
calculating the parity of the remaining good drives and
comparing the parity of the remaining good drives and
comparing bit-by-bit to the parity information that was
calculated for the original full group of data and that
was stored on the redundant or parity disc drive.
Fourth level RAID is characterized by being
arranged so that it provides for independent reads and
writes. In second and third level RAID implementations,
information stored in the array is spread across all of
the drives in the group. Thus, any read or write
operation to one drive in the group requires reading or
writing all drives in the group. Fourth level RAID
improves performance of small transfers by providing the
ability to do more than one I/O operation per group of

PCT/US98/21080



WO 99/18507

10

15

20

25

30

-56-

drives at any given time. Each data sector is no longer
spread across several drives. Rather, each daf_:a sector
stored in the array is kept as an individual unit on a
single drive. The information stored in the arxray is-
interleaved among data discs on a sector level rather
than at the bit level. ' '

In fifth level RAID, both the data to be
stored to the array, as well as the parity or redundant
data, is spread over all drives in a group. Thus, there
is no single check drive. While fourth level RAID
allowed more than one read to be performed per group at
any given time, it was still limited to one write per
group since each write requires accessing the check
drive. Fifth level RAID distributes the data and check
information per sector across all the drives, including
the check drives. Therefore, fifth level RAID can
support multiple individual write operations per group.
Since the check information for each sequential location
is on a different drive in the group, ~the write
operations can be performed in parallel since there is
no need to sequentially access any one drive at a given
time. ' o _

While the above discussion has provided an
overview of some of the main differences between the
different 1level RAID systems, a more detailed

" description of those differences along with illustrative

examples is provided in the article entitled "A CASE FOR
REDUNDANT ARRAYS OF INEXPENSIVE DISCS (RAID)", by

- Patterson, Gibson, and Katz.

Because of the characteristic differences
between RAID 3 and RAID 4 and 5 type systems, the
different systems are particularly well suited to
different needs. The RAID 3 system has typically been
suitable for, and demonstrated superior performance in,
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array systems which are required to exhibit a high data
transfer rate. RAID 4 and 5 systems, on the other hand,
typically demonstrate superior performance in disc.
arrays which are used in -high aggregate input/output
(I/0) applications. Such implementations are often
found in business applications or with many UNIX users.
Although RAID level 5 is the most commonly
used system for transactional applications, it is not as
reliable as a RAID 1 system. In particular, the RAID §
system is popular because it makes the most efficient
use of disc space and therefore requires less investment
in hardware. However, if the amount of primary data
lost exceeds the ability to recover data based on the

.reduhdancy data in a RAID 5 system, the primary data

cannot be reconstructed. As such, a RAID 5 system is
susceptible to complete data loss. .
_ By contrast, a .RAID 1 system is 1less
susceptible to complete dafaulpss:because a complete
duplicate'of the primary data is made on another drive
(i.e., the data is mirrored). Thus, if any or all of
the primary data is lost, the mirror data may be used to
fully reconstruct the primary data. However, a RAID 1
system can be cost prohibitive because it requires a
complete duplication of the disc drives.

The hybrid data reconstruction system of the
present invention provides both the cost advantage of a
RAID 5 system and the performance advantage of a RAID 1.
system. . The hybrid implementation is accomplished by -
applying a RAID 1 system to data that is determined to
be important or critical to the user, and applying one
of the other RAID techniques, for example RAID 5, to the
other mnon-critical data. Although the following
description illustrates this embodiment of the present
invention as a hybrid RAID 1/RAID 5 architecture, those
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skilled in the art will recognize that similar
advantages may be obtained by combining"any two
redundancy schemes such as the RAID 1 architecture with
RAID 2, RAID 3, or RAID 4 architecture. For purPoSes of
simplicity and illustration "only,"the 'foliéwiﬁg
description focuses on the hybrid RAID 1/RAID 5
technique. " : '

' -Because the most important and critical data
to the user is often the most frequently accessed data,
an efficient technique in identifying critical data is
to identify high frequency data. High frequency data
refers to data that is accessed significantly more than
other data on the disc drive. Those skilled in the art.
will recognize that the hybrid RAID technique of the
present invention has applicability to both block data
systems and object oriented data systems.: _

The most important and critical data may also
be designated by the user independent of how frequently
the data is accessed. For example, the user ‘may
designate a certain file name, a certain file type, a
certain directory, or a combination thereof as critical
data; - This data may be flagged by correlating the
critical data to a block address as used in ~block
oriented data, or to an object type or object attribute
as used in object oriented data. '

If the critical data is identified as a
function of how frequently the data is accessed either
drive controller 148, or disc drive array controller
602, or other suitable part of the computer system, may
be used to automatically log the number of times data
blocks or data objects are accessed. In this manner,
the number of times each data block or data object is
accessed will be collected and logged into preferably
non-volatile memory. Using this hystographical data,



WO 99/18507

10

15

20

25

30

-59-

data blocks or data objects being accessed above, for
example} a threshold frequency (i.e., above a threshold
number of access times), are stored using a RAID 1
technique (i.e., they. are mirrored). All other data

“being accessed below the threshold fréquency is stored'

using a RAID 2, 3, 4 or 5 technique. Accordingly, the
critical data is less susceptible to complete loss
because it is fully mirrored on another disc drive.
Caneréely, the non-critical data is backed up using a
more space efficient RAID technique, illustratively a
RAID 5 technique. This applies whether the critical
data is identified by virtue of flags assigned by the
user or by high frequency usage detected by the drive
controller 148 or an array controller 602.

FIG. 34 illustrates a block diagram of a disc
drive arrxay 600 implementing hybrid data storage and
reconstruction in accordance with one aspect of the
present invention. . The disc drive array 600 includes an
array controller 602 connected. to an array of disc
drives 604, 606, 608, 610 and 612. @ Each drive
illustratively includes a drive controller 148 (not
shown in FIG. 34). The array controller 602 is also
connected to interconnect 122 as illustrated in FIGS. 1
and 25. In the specific implementation illustrated,
each disc drive 604, 606, 608, 610 and 612 includes a
critical data portion 614, a non-critical data portion
616, a mirrored location 618 and a parity location 620.

The space allocated for the mirror location
618 is preferably proportional to the critical data 614.
Similarly, the space provided for the parity location
620 on each disc is preferably proportional to parity
data which corresponds to the space occupied by non-
critical data 616. However, those skilled in the art
will recognize that the space allocated for mirror
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location 618 and parity location 620 may be modified
depending on the balance between performance and economy
desired by the user for the particular application.
Illustratively, however, the critical data 614 occupies
a relatively small amount of disc space (e.g.; 20 MB of
a 9 GB drive) and the corresponding mirror location 618
occupies a proportidnally small amount of disc space.
Accordingly, because the overall amount of disc space
used for the mirror location 618 on each disc is
relatively small, the compromise between disc space and
performance is insubstantial.

FIG. 34 illustrates a hybrid RAID 1/RAID 5
drive array 600 in which primary data, mirror data and
parity data is distributed across all drives 604, 606,
608, 610 and 612 in the group. Therefore, drive 604
holds the mirror data for the critical data in drive
606. Drive 604 also contains parity data for the non-.
critical data in drive 606. Similar relationships exist
between drives 606/608, 608/610, 610/612, 612/604" as
illustrated. Each of the drives 604, 606, 608, 610 and
612 are connected to one another through a suitable
interface such as a Fibre Channel interface, or other
gserial interface.

The structure and operation of the individual
disc drives 604-612 are substantially similar to the
drives illustrated in FIGS. 26 and 27. In particular,
the disc drives are similar with regard to the RAID
level 5 architecture but differ with regard to the RAID
level 1 architecture. Specifically, each of the discs
in each of the drives 604-612 includes a mirroxr location
618 in addition to a parity location 620 whereas the
drives illustrated in FIGS. 26 and 27 do not have mirror
locations. The structure and operation, however, is
substantially the same except as described herein.

PCT/US98/21080
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The array controller 602 includes a command
component 624 which instructs each of the drives 604-612
to write the new data as either mirror data or parity
data. The command component 624 instructs the- drives
604 612 in accordance with an output received from
critical data detector component 622. Critical data
detector component 622 scans the incoming new data for
a flag as predefined by the user or as assigned by high
frequency data log 626. If a flag (e.g., block address
or object attribute) is detected by critical data
detector 622, the array command component 624 causes the
new data to be written to its destination and to be
mirrored at location 618. If no flag is detected, the
array command component 624 causes the new data to be
written to its destination and causes the associated
parity information to be written to parity location 620.

The high  frequency data log 626 may be

‘utilized .in order to 1log..the number of times a

particular data block or data object is accessed. If a
particular data block or data object has been accessed
above a threshold number of times, as may be defined by

‘the user, the high frequency data log 626 designates

that data block or data object as critical data for

‘detection by the critical data detector 622. If object

oriented data is utilized and one of the object
attributes already includes access frequency, the high
frequency data log 626 may be omitted. In addition, if
the critical data is designated as a function of
something other than the access frequency, the data log
626 may be omitted.

FIGS. 35 and 36 illustrate write operations
630 and 660 of the disc array 600 illustrated in FIG.
34. Specifically, FIG. 35 illustrates write operation
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630 for block oriented data and FIG. 36 illustrates
write operation 660 for object oriented data.

" With specific reference to FIG. 35, the write
operation 630 begins -at block 634, but the user may

‘'predesignate a flag which is appended or prepended to

the data and which identifies the data as critical data .
as in block 632.. Such a flag may be, but is not limited
to, a block address associated with data. If the user
predesignates a flag for critical data, the log step
illustrated in block 633 is skipped. If a flag is mnot
predesignated, the write operation 630 may begin with
the log step illustrated in block 633. o
Assuming the flag is not predesignated, the
command component 624 of contxoller 602 reads and logs
the block address of the new data in log 626 as shown in
block 633. ' The number of times the block address is
accessed (i.e., frequency) is tracked and recorded in
log 626. If the number of access times (frequency)
exceeds a threshold value, that block address is flagged
as critical data. R
Upon receiving new data, <controller 600
examines log 626 and determines whether the block
address for which the new data is destined has been
flagged as critical, as reflected in block 636. If a
flag is detected as indicated by decision block 638, the
new data is treated as critical data and written to its
destination and to a mirror location 618 as reflected by
block 640. If a flag is not detected as indicated by
decision block 638, component 624 updates the frequency
value as indicated by block 639 and a RAID 5 routine is
implemented as indicated by blocks 642-650. Those
skilled in the art will recognize that other suitable
RAID or other redundancy routines may be utilized
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including, but not limited to, RAID 2, 3, and 4
routines.
With a RAID 5 routine, the old data at the

. target location is read as indicated by block 642. The

old parity data at the parity location is alsc read as .
indicated by block 644. The old data at the target
location is Exclusive ORed with the new data resulting
in intermediate parity data as indicated by block 646.
The intermediate parity data is then Exclusive ORed with
the old parity data resulting in new parity data as
indicated in block 648. The new parity data is then
written to the associated parity location 620 as
indicated by block 650. Whether the RAID 1 routine or
the RAID 5 routine is initiated pursuant to the decision
block 638,- the new data is also written to the target
location as indicated by block 652. Upon writing the
new data to the target location, the write operation 630
is complete as indicated by block. 654. ,

| ”Refer no'w' to FIG. 36 which illustrates a write
operétion 660 for use with object oriented data. The
write opei'ation 660 is initiated at block 662. The
criticality of a block can be predesignated based on
object type. For example, it may be desirable to mirror
directory information (such as POL 166), or any other
objects which define the structure of the storage device
or the data stored thereon (such as DCO 154, DAO 158, or
PCO 164), or any combination thereof, at all times.
Fﬁrther, certain objects can be predesignated as
critical by the user or other entity, on an object-by-
object basis using the 0ID, £file name, or some other
attribute. Thus, command component 624 receives and
examines the object to determine whether criticality is
predesignated. This is indicated by blocks 664 and 666.
Such a predesignation is illustratively stored in memory
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in controller 602. If criticality is detected as
indicated in decisgsion block 668, the new data is written
to a wmirror location 618 as indicated in block 6'70 and

. to 1ts dest:matlon as indicated by block 682.

If predes:.gnated cr1t:|.ca1:1.ty is not detected
as indicated in dec:.s:.on block 668, component 624 then
determines whether the object being accessed is critical
based .on the frequency with which it is accessed.
Component 624 does this by examining high frequency data
log 626 which illustratively includes an OID and an
associated frequency value indicative of the access
frequency. This is indicated by block 669. If the
object is critical based on frequency (in that its
associated frequency value exceeds a predefined or
adaptively adjusted threshold), component 624 mirrors
the data as indicated by block 670. o

If the object is not critical based on
frequency, component 624 logs the OID in log 626 - (if it
is a new object) and updates the associated frequency
value. This is indicated by block 671. The data is
then stored according to a RAID 2, 3, 4, or &
implementation or other redundancy scheme..

With a RAID 5 implementation, the old data at
the target location is read as indicated by block 672.
The old parity data at the parity location is then read
as indicated by block 674. The old data at the target
location is Exclusive ORed with the new data resulting
in intermediate parity data as indicated in block 676.
The intermediate parity data is Exclusive ORed with the
old parity data resulting in new parity data as
indicated in block 678. The new pafity'data is written
to the parity location as indicated by block 680 and
illustrated in FIG. 34. Whether or not criticality is
detected in decision block 668, the new data is written
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to thc-; target location as indicated by block 682.
Having written the new data to the target location, the
write operation 660 is complete as indicated by block
684. ' . .
’ It should also be noted that the steps set out
in FIGS. 35 and 36 can be carried out on a drive
controller 148 associated with any one or more drives
604-612, illustratively the target drive, and the data
is then communicated to . the appropriate drive
controllers to be written on the appropriate drives. In
that. case, the drive controllers are provided with
components 622-626. The processing is substantially

- identical to that shown in  FIGS. 35 and 36.

It should also be noted that the frequency
value can be predesignated as a raw number or as a
variable based on drive use. For example, the threshold
can be set as a percentage of total drive accesses and
can be adaptively updated with each access (i.e., with
each read or. write operation). Further, multiple
thresholds can be used, one for each object type or
group of object types, for example. - Other adaptive
techniques can also be used. - If the threshold is
adaptively set, the frequency value for each block or
object must be updated with each access.

In addition, advantages of the present
invention can be obtained using a redundancy scheme to
store critical data while simply using a direct encoding
scheme to store the remaining data. By direct encoding
scheme, it is meant that encoded data is simply stored
on a disc drive and is not augmented ‘with redundancy
data. Therefore, the critical data can be mirrored or
stored according to any other redundancy scheme, while
the non-critical data is simply stored, in an encoded
form, as a single instance. 1In such a case, and again
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referring to FIG. 34, the non-critical data 616 has no
corresponding parity data stored in parity location 620.
Thus, the space consumed as parity location 620 in FIG.
34 is available to store additional critical data, non-
cxritical data, or redundant - data correspbnding to the
critical data. Similarly, the present invention can be

carried out using two or more redundancy schemes, as

well as the direct encoding scheme. In that case,
highly critical information can be stored according to
a highly redundant redundancy scheme, moderately
critical data can be stored according to a less
redundant redundancy scheme, and non-critical data can
be stored according to the direct encoding scheme.

It should also be noted that the term "array"
is contemplated to mean a collection of disc drives
stored in locations which are.geographically;remote from
phe another, such as in different xooms, different
buildings, or locations separated by a great distance.

As can be seen from the foregoing, the hybrid
access operations 630 and 660 illustrated in FIGS? '35
and 36, in addition to the hybrid array architecture 600
illustrated in FIG. 34, provide the cost advantage of a
RAID 5 system and the reliability advantage of a RAID 1
system. '

One embodiment of ‘the present invention is-a
disc drive array 600, compfising a plurality of disc
drives 604-612 and at least one controller 602, operably
coupled to the plurality of disc drives -604-6i2,
configured to receive data and store a first portion of
the data on the disc drives 604-612 according to a first
redundancy scheme and to store a second portion of the
data on the disc drives according to a second redundancy
scheme. The first redundancy scheme preferably provides
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a greater degree of redundancy’ then the - second
redundancy scheme. o

The first portion of data includes redundancy
data which is d:.fferent: than the first portion of data
and the controller 602 is configured to store the first
portion of data and the redundancy d_ata,_ on. the disc
drives 604-612 according to the first redundancy scheme.

- The controller 602 is configured to store the
second portion'of data on a first drive or set of drives
of the plurality of disc drives and to mirror the first
portion of data on a second drive or set of drives of
the plurality of disc drives 604-612.

The first portion of data may cemprise data
which is accessed more frequently than the first portion
of data, such as metadata. _ o

The controller 602 may be configured to store
the first and second portions of data as objects in a
structural arrangement and the first portion of data may
comprise a. structural..object . including information
:Lndlcat:.ve of the structural arrangement.

In this context, the .controller 602 may be
configured to store the objects in partitions and the
structural object may comprise a device control object,

a device association object, a partition control object,

or a partition object list.

The first and second portions of the data wmay
be stored as objects, each object including attributes,
wherein the second portion of data comprises attributes.

The first redundancy scheme wmay be RAID level
2, 3, 4 or 5 and the second redundancy scheme may be
RAID level one.

The controller 602 may be cohfigured to
determine how frequency data is accessed and divides the
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data into the first and second portions based on how
frequently it is accessed. -

In this context, the controller 602 may be
configured to store the first and secdpd'dé.ta"' portions -
as objects having associated file namés and to track the _
frequency with which data is accessed based on the file
names. ' ' e _

Alternatively, the controller 602 may ' be
configured to store the first and second data portions
as objects, each object having an associated object type
and configured to divide the data between the first and
second data portions based on the object types.

The data may be divided between the first and
second data portions based on a user input. '

Each disc drive 604-612 may include a drive
controller 148 wherein the controllexr 602 includes one
or more of the drive controllers 148. '

A host controller may be coupled to the drive
controllers 148 and the controller 602 may be the host
controller. _ i

In another embodiment of the present invention

. a disc drive array 600 includes an array of disc drives

604-612; and array controller means 602 for selectively
mirroring data among the disc drives 604-612.

In yet another embodiment of the present
invention, a method of storing data on a disc, in a disc
drive, includes storing a first portion of the data
according to a first redundancy scheme; and storing a
second portion of the data according to a second
redundancy scheme, different from the first redundancy
scheme. )

The method may include determining whether the
data is in the first or second portion based on a user

PCT/US98/21080



WO 99/18507 ' PCT/US98/21080

10

5

20

-69-

input, based, f_or example on a frequency with which the
data is accessed, or based on content of the data.
It is to be understood that even though

numerous characteristn.cs ~and advantages of wvarious

embod:.ments of the present :.nvent:.on have been set. forth
in the foregoing description, together with details of
the structure and function of various embodiments of the
:anention, this disclosure is illustrative only,  and
changes may be made in deta:.l ~especially in matters of
structure and arrangement of parts within the principles
of the present invention to the full extent indicated by
the broad general meaning of the ‘terms in which the
appended claims .'are expressed. For example, the
particular elements may vary depending on the particular
interface methods, r'edundancy. scheme or error detection
or correction scheme ' used while maintaining
substantially the same functionality wa.t:hout departing
from the scope and spir:.t of the present 1nvent:.on.
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WHAT IS CLAIMED IS:
1. A disc drive array, comprising:

a plurality of disc drives; :
at least one controller, operably coupled to
the plural:.ty of disc dr:.ves, conflgured
to receive data and storé a first
portion of the data on the disc drives
according to a first redundancy scheme
and to store a second portion of the
data on the disc drives according to a
second redundancy scheme.
2, The disc drive array of claim 1 wherein the
first redundancy scheme provides 'a greater degree of
redundancy than the second redundancy scheme. |
3. The disc drive array of claim 2 wherein the
first portion of data includes redundancy data which is
different than the first portion of data and wherein the
controller is cdnfigured‘to'store the first portion of
data and the redundancy data on the disc drlves
according to the first redundancy scheme. o
4. The disc drive array of claim 3 wherein the
controller is configured to store the second portion of
data on a first set of the plurality of disc drives and
to mirror the first portion of data on a second set of
the plurality of disc drives.
S. The disc drive array of claim 4 wherein the
controller is configured to store the second portion of
data on a first of the plurality of disc drives and to
mirror the first poﬁtioh of data on a second of the
plurality of disc drives.
6. The disc drive array of claim 2 wherein the
first portion of data comprises'data which is accessed
more frequently than the second portion of data.
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7. The disc drive array of claim 2 wherein the
controller is configured to store the first and second
portions of data as objects in a structural arrangement
and wherein the first portion of data comprises a
structural object including information indicativé'df
the structural arrangement.

B. The disc drive array of claim 7 wherein the
controller is configured to store the objects in
partitions and wherein structural object comprises one
of a device control object, a device association object,
a partition control object and a partition object list.
9. The disc drive arfay of claim 2 wherein first
and second portions of the data are stored as objects,
each object including'attribﬁﬁes) and wherein the second
portion of data comprises attributes. '
10. A method of storing data on a disc, in a disc
drive, comprising steps of: .

(a) storing a first portion of the data
according to a first reduhdancy scheme;
and o )

(b) storing ‘a _s’ecdnd portion of the data
according to a second redundancy scheme,
different from the first redundancy
scheme. o

11. A disc drive'array, comprising:

a plurality of disc drives;

at least one controller, operably coupled to
the plurality of disc drives, configured
to zreceive data and store a first
portion of the data on the disc drives
according to a first redundancy scheme
and to store a second portion of the
data on the disc drives according to a
direct encoding scheme.



