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DESCRIPTION

METHOD AND APPARATUS FOR AUTHENTICATING IC CARD

TECHNICAL FIELD

The present invention relates to a method and apparatus
for authenticating the holder (proprietor) of an IC card.
More particularly, the present invention relates to a method

and apparatus for preventing illegal use of an IC card, which

could otherwise be performed through copying of signature

data which are used in authentication of the user of an IC

card by use of an electronic signature.

BACKGROUND ART

A variety of methods are used for authentication of
individuals (hereinafter referred to as "personal
authentication”). In public offices in Japan, personal seals
are mainly used for personal authentication. However, means
for personal authentication other than personal seals have
recently come into acceptance.

As computer communications have come into widespread
use and been popularized, problems have arisen in relation to
secrecy. Personal authentication is used as one measure for
securing secrecy. A principal technique used for personal
authentication is use of a password. However, sole use of
such a method 1s not necessarily sufficient for securing

secrecy. Therefore, personal authentication by use of
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biometrics has recently attracted a great deal of attention
as a method for identifying an individual.

Biometrics utilizes biological characteristics such as
those of the subject's iris, DNA, voiceprint, or fingerprints.
Handwriting is also considered to fall under the category of
biological characteristics. Personal authentication by means
of biometrics is advantageous because problems involved in
use of personal seals, such as loss or theft, are eliminated.
However, for the purpose of authenticating the user of a card,
at the present time use of biological characteristics other
than handwriting is not practical, in view of technical and
economical consliderations.

Personal authentication is important in the case of
cards such as bank cards and credit cards, because the user
of a card must be confirmed to be the holder (i.e., the
person to whom the card has been issued). However, at
present, importance is placed on confirmation of the
financial status of a person, and personal authentication is
generally not performed

A terminal that accepts cards 1s connected via a
network to a host computer of a financial institution. The
balance held by the financial institution, presence/absence
of a report of a missing card, credit standing, etc. are
checked by the host computer, and on the basis of the results,
transactions such as issuance of cash and lending of money
are performed.

At present, use of magnetic capds 1s prevalent, and in
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many cases personal authentication is performed by use of a
password. Also, there has been proposed use of IC cards in
place of magnetic cards in order to strictly check for
illegal use of a card, which could be performed through
illegal copying of a card or forgery of a signature.
Information on a card is processed by computer,
regardless of whether the card is a magnetic card or an IC
card. Whereas authentication of the user of a cash card
issued by a bank is mainly performed by use of a password, in

the case of a credit card, a signature is used for personal

authentication.

Authentication of the user of an IC card on the basis
of handwriting is performed as follows. Handwriting (a
signature in ordinary cases) is registered in an IC card, and
a signature produced by the user of the card at the time of
use is collated with the registered handwriting or signature
for verification. Such authentication of the user of an IC
card on the basis of a handwritten signature inevitably
involves fear of signature data being illegally copled and
used. For example, an employee at a shop that accepts IC
cards may alter a signature data verifier in order to
illegally copy data of a signature made by the holder of an
IC card and may illegally issue an invoice to a credit
company by use of the copied signature data. Although such
illegal copying and use of signature data requires large-
scale alteration, such illegal conduct is somewhat likely to

occur.
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Handwriting has an advantage of being difficult for
other persons to imitate. In addition, handwritten
signatures depend on the individual's characteristics, and a
person is very unlikely forget how to make his/her signature.
However, if handwriting is examined by the naked eye, the
examiner must have a great deal of experience, and the
results of the examlination depend on the power of observation
of the examiner. As has been described in relation to prior
art techniques, in Japan, personal authentication by use of a
handwritten signature performed for use of a credit card is
superficial and is a long way from constituting true personal
authentication by use of a signature.

Because of the above-described reasons, automation is
essential for realizing reliable personal authentication by
use of a handwritten signature, without involving dependence
on the individual skills of the examiner. Personal
authentication by use of a handwritten signature is
relatively immune from forgery, because an individual's
signature reflects his/her personal characteristics. However,
handwriting varies from signature to signature, depending on
the mental condition of the signer, the environment where the
signer signs his/her name, and other factors. Therefore,
when personal authentication is automated, the above-
described characteristics must be taken into consideration in
order to achieve stable verification results. Also, the fact
that handwriting changes with time must be taken into

consideration in personal authentication by use of a
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handwritten signature.

An object of the present invention is to develop a
method which enables automated authentication of the user of
an IC card and prevents illegal transactions which could
otherwise be performed through illegal copying of signature
data by a person other than the holder of the card. Another
object of the present lnvention is to develop a method for
maintaining a stable verification rate in automated

verification of handwritten signatures.

DISCLOSURE OF THE INVENTION

In order to solve.the above-described problems, the
present invention utilizes an IC card and an electronic
signature. A user is requested to sign on an electronic
tablet by use of an electronic pen, and on the basis of the
signature, a judgment is made as to whether the user is the
holder {(proprietor) of the IC card. The method will be
described below. In the following description, signature
data used@ as a reference for verification will be referred to
as "registered signature data," and signature data to be
collated will be referred to as "verification signature
data."

When an IC card storing registered signature data is
to be authentlcated, a degree of difference obtained from
differences in respective elements between verification
signature @ata and the registered signature data stored in

the IC card is measured; and on the basis of the measured
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degree of difference, a judgment is made as to whether the IC
card is authenticated. Further, for verification, the
verification signature data are collated with the registered
signature data and with signature data used in the past, both
stored in the IC card, and when substantially perfect
coincidence is found, the authentication is denied.

When an IC card storing registered signature data is to
be authenticated, a degree of difference obtained from
differences in respective elements between verification
signature data and the registered signature data stored in
the IC card is measured; and the registered signature data
are updated by use of data obtained through weighted
averaging of the registered signature data and verification
signature data set which has passed a verification test
performed on the basis of the measured degree of difference.

The signature data used in past may be stored in any of
various compressed/converted forms, and a check-sum form may
be used as well. The signature data may be of any type.
However, use of signature data composed of time-series data
of coordinates of character handwriting and writing pressure
can improve the reliability of the authentication.

The present invention will be described in more detail.
In the following description, a scheme utilizing time-series
data of coordinates of handwriting and writing pressure will
be described; however, the present invention is not limited
thereto. When a person has obtained an IC card and thereby

becomes a holder, the holder first registers into the IC card
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signature data that serve as a basis for signature
verification. This procedures is performed as follows.
First, the person who is to become the holder of the card
signs his/her name a plurality of times on an electronic
tablet by use of an electronic pen, in order to create a
plurality of signature data sets. From the signature data
sets, characteristics that are peculiar to the person and
requlired for authentication are extracted to thereby create
registered signature data, which is then stored in the IC
card. The thus-created registered signature data contains,
as time-series data, shape information (x and y coordinates
of handwriting) and writing pressure information (writing
pressure p coordinate).

When the IC card is used, on a computer, data of a
signature that the user produced at the site where the card
is used is collated (for verification) with the registered
signature data stored in the IC card in order to check
whether the user is the holder of the IC card.

When the result of the verification indicates that the
newly-created signature data does not coincide with the
registered signature data, the user is not acknowledged as
the holder of the IC card, and use of the IC card is denied.
In cases other than the above, the user is acknowledged as
the holder of the IC card. According to a conventional
technique, a transaction by use of the IC card is performed
at this point. By contrast, in the present invention, for

verification, the verification signature data set is further



‘e

collated with signature data sets used in the past
(historical signature data sets). When substantially perfect
colncidence 1is found between the verification signature data
set and any one of the historical signature data sets, the
verification signature data set is judged to have been
illegally copled, or it is judged that a signer has signed in
completely the same handwriting because of the signer's
exceptional manual dexterity. In this case, re-signing is
requested, or authentication is denied. When substantially
perfect coincidence is found between the verification
signature data set and any one of the historical signature
data sets even after re-signing is performed a predetermined
number of times, the signature data is determined to have
been copied illegally. In this case, the user is not
acknowledged as the holder of the IC card. Needless to say,
when the data set from re-signature falls a verification test
in which the data set from re-signature is collated (for
verification) with the registered signature data, the user is
not acknowledged as the holder of the IC card.

The verification signature data set is judged to have
passed the verification test completely only when a
sufficient degree of coincidence is found between the
verification signature data set and the registered signature
data and substantially perfect coincidence is not found
between the verification signature data set and any of the
historical signature data sets. The verification signature

data set that has passed the verification test is registered
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in the IC card as a new set of historical signature data.

The historical signature data composed of a plurality of past
data sets 1s registered in the IC card after being converted
into a compressed form; i.e., a check-sum form.

In order to realize the above-described method, an IC
card verification apparatus (basically, a handwritten
character recognition apparatus) is provided as hardware at a
site where IC cards are handled. The card verification
apparatus comprises an IC card reader/writer and a software
program for realizing the method of the present invention. A
communication interface (I/F) is attached to the IC card
verification apparatus. For a user that has passed a
verification test, the IC card verification apparatus
requests, via a computer network, that a financial
institution such as a credit company check the financial
status of the user. After having passed the check, the user
can effect a transaction.

The procedure for authenticating the user of amn IC card

- will be described with reference to FIG. 1, which shows the
hardware structure of the card verification apparatus. In
the following example, it is assumed that the user of the IC
card is a customer; the person who performs authentication is
a clerk at a shop that accepts IC cards; the issuer of the IC
card is a credit company; and the customer makes a payment
for purchased goods by use of a credit card (IC card)}.

First, the clerk causes an IC card input/output device

(IC card reader/writer) 12 to read an IC card 13 presented by



the customer. Information read from the IC card 13 is stored
in a work area 30 via an IC card I/F 22. Simultaneously, a
message "Request Signature®” is displayed on a display device
14 via a display I/F 23. According to this message, the
clerk requests the customer to sign his/her name.

The customer signs on an electronic tablet 11 by use of
an electronic pen 10. The thus-obtained signature data set
is sent to the work area 30 via a tablet I/F 21 and is
temporarily stored therein. The data read from the IC card
include registered signature data and historical signature
data. First, the verification signature data set is collated
with the registered signature data for verification, and upon
passing the verification test, the verification signature
data set is then collated with the historical signature data
for verification. When substantially perfect coincidence 1is
found between the verification signature data set and the
historical signature data, this fact is displayed on the
display device 14, and re-signing is requested.

Signature data obtained through re-signing is checked
in a similar manner, and when substantially perfect
coincidence is found between the signature data set newly
obtained and the historical signature data, the verification
signéture data set is determined to have been copied
illegally. In this case, the customer is not acknowledged as
the legal holder of the IC card (note that the number of re;
signing operations depends on the situation in which the card

is used; the details are shown in a flowchart which will be
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described later). Of course, when the re-signature data set
fails the verification test in which the re-signature data
set is collated with the registeréd signature data for
verification, a message indicating this fact is displayed on
the display device 14, and use of the IC card is denied.

When the verification signature data set has passed the
above-described verification test, customer information is
transmitted to the credit company via a communication port 24
in order to inquire about the reliabllity, etc., of the
customer. When a reply indicating "no problem" is returned,
the transaction is effected.

After the transaction is effected, the verification
signature data set is registered in the IC card, as new
historical signature data, from the IC card reader/writer 12
shown in FIG. 1. The program used at this time is a
reglstration/update program 29. When the transaction is not
effected, this processing is not performed.

The manner of handling signature data will be described
in further detail. First, a method of registering registered
signature data will be described.

When the customer (the holder of the IC card) registers
registered signature data, the customer signs a plurality of
times in order to create a plurality of signature data sets.
Some of the signature data sets are selected and averaged in
order to create a candidate for registered signature data.
This candidate is collated with each signature data set.

When each signature data set has a colncidence rate greater

11



than a predetermined level, the candidate for registered
signature data is registered in the IC card as proper
registered signature data.

At this time, by the action of the registration/update
program 29 shown in FIG. 1, the registered signature data is
sent to the IC card reader/writer 12 to be written into the
IC card 13. Also, a verification program 28 creates
registered signature data at the time of initial registration
and processes signature data obtained from a signature
written on the electronic tablet 11 by use of the electronic
pen 10. For a person whose signature is always stable, the
signature registration processing typically ends at this
stage.

When there exists a signature whose coincidence rate is
lower than a passing level, the customer is requested to sign
m times more. At this stage, (n+m) sets of signature data
are present, including the previously input signature data
sets. First, one of the signature data sets is selected and
collated with other signatures. This processing is performed
for all signatures, and a plurality of signatures having the
highest coincidence rates are selected {specifically, a
plurality of signatures are selected in descending order of
coincidence rate) and are averaged in order to create a
candidate for registered signature data. Further, the
candidate is collated with other signature data sets, and
signature data sets which have passed a verification test are

selected. Subsequently, the candidate for registered
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signature data and the selected signature data sets are
averaged in order to create registered signature data, which
are then registered in the IC card.

As is apparent from the above description, the
frequency distribution of cumulative errors varies between a
person who can sign stably and a person who cannot sign
stably. For example, as shown in FIG. 2, the frequency
distribution of cumulative error changes between stable

signature S1 and unstable signature S2. Although the

@T

frequency distribution is not necessarily a normal
distribution, a peak (the crest of the frequency
distribution) is typically present near the centroid
(corresponding to a degree of difference (cumulative error)
bisecting the area of distribution).

When a threshold value for identifying a person from
his/her handwritten signature is set at such a position as to
cover 90 to 95% of the frequency distribution, the boundary
line naturally changes between a stable signature and an

N unstable signature. In the graph of FIG. 2, in the region to
the left of a line indicating a threshold value (a
verification test pass region), a signature is determined to
have been signed by a person himself, whereas in the region
to the right of the line (a verification test failure region),
the signature 1is determined not to have been signed by the
person himself. Registered signature data and a threshold
value are registered as a pair in the IC card, and are used

when the registered signature data are compared {collated)
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with a verification signature data set.

Since the registered signature data include positional
coordinates (shape information; (x, y)) and writing pressure
coordinates (writing pressure information; p) as time-series
data, the registered signature data P and the verification
signature data set P' are represented as follows:

P = {X., Yer Pehiat"

P' = {x', ¥:'s P'dead’
where N is the total number of sample points.

Therefore, the cumulative error D (degree of difference D) is
represented as follows:

D* = |P - P'|?

=Z (|x - x'[*+ |7 - %"+ |pe - D
where X is the sum for t=1 to N.

‘However, since the size, inclination, and character
pitch of handwritten characters are not necessarily stable
and constant, correspondence cannot be simply established
between the coordinate values of P and the coordinate values
of P' as in the above-described equation, even when the size
and inclination of characters are normalized for each
signature data set. In order to solve this problem, the
present invention uses the following Equation 1 and Equation
2. Equation 1 represents the degree of difference between
the m-th character of registered signature data A and the

corresponding character of verification signature data set B.
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_ k=Ls(m}
4= Le(m) - Ls(m) +1 -

Equation 2 represents the overall degree of difference
of the signature; i.e., a normalized degree of difference
obtained through a calculation in which the sum of the
degrees of difference for the respective characters is
divided by the total number of data points of the characters.

M
st(m)'(lae(m) —Ls(m) +1)

D(A4,B)=*=—; Eg. 2
Z (Le(m) - Ls(m) +1)

where L.(m), L,{m) respectively represent the start and end
points of the m-th character, M represents the number of
characters, w, represents a weighting coefficient, t(k)
represents a skew function at the k-th sample point of the m-
th character, and z‘ and p’ respectively represent normalized
positional coordinates and a normalized writing pressure
coordinate. The coefficient w, satisfies the following
relation:

0 = w, < 1.

Through adjustment of this coefficient, the effect of writing

pressure information on authentication judgment is varied.
z" represents the following complex coordinates:

z' = x* + iy"

i = SQRT(-1) (the square root of -1).
The skew function Tt is a function for minimizing the

cumilative error of handwritten signature data. The
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positional coordinates and writing pressure coordinate of the
signature data B corrected by use of this function are z'y
(t(kx)) and p's(t(k)). In other words, the cumulative error
can be minimized through selection of a coordinate point
{(z’,(v{k)), p's(v(k)) of the signature data B that corresponds
to a coordinate point {(z",{(t(k)). p’{t(k)) of the signature
data A.

The number of characters can be obtained from the
writing pressure information, an example of which is shown in
FIG. 3. As shown in FIG. 3, characters are separated from
one another while a portion where the writing pressure P
becomes zero 1s used as a separation point. However, when
the distance between adjacent strokes (e.g., second and third
strokes of the second character) is less than a predetermined
value, the two strokes are regarded as belonging to a single
character. The start and end points of each section obtained
through separation of characters are L, and L,, respectively,
and coordinates (including the pressure component) are
provided for each section.

When the cumulative error D obtained in the above-
described manner does not exceed a threshold value, the
signature data set is judged to have passed a verification
test. In all other cases, the signature data set is judged
to have failed the verification test.

Although the manner of storing historical signature
data sets will be described in connection with the following

embodiment, the verification signature data that have passed
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the verification test are converted into a check-sum format.
Subsequently, the verification signature data set is collated
(for verification) with the historical signature data sets,
and when the verification signature data set does not show
substantially perfect coincidence with any of the historical
signature data sets, an indication that the verification
signature data set has passed the final verification test is
issued. When the verification signature data set shows
substantially perfect coincidence with any of the historical
signature data sets, the verification signature data set 1s
judged to have possibly been copied, and re-signing is
requested. When the same result 1s obtained with each
repetition of a signing operation performed a designated
number of times, the verification signature data set is
judged as copied data. This authentication processing is
shown in the flowcharts of FIGS. 4 and 5.

In the flowcharts, Sn represents internal processing of
the computer, T1 represents a processing routine, and Un
represents the user's signing operation. C represents the
number of re-signing operatiomns, Cmax represents a
permissible number of times for re-signing operationms, and MD
represents a message digest {check sum). Since the
historical signature data are stored in the form of MD, when
the verification signature data set S' is collated (for
verification) with the historical signature data, the
verification signature data set S' is compared with the

historical signature data after being converted into the MD
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format (processing at S5 and S6 of FIG. 4). When the
verification signature data set S' has passed all the
verification tests and is thus judged to be reliable, the MD
of the verification signature data set S' is registered into
the IC card as a historical signature data set (processing at
85 of FIG. 5).

When the verification signature data set S' has passed
the verification test, a signer is acknowledged as the holder
of the IC card, and a transaction by use of the IC card is
performed. In the conventional technique, the IC card is
returned to the user at this step, and the entire processing
is judged to be completed. By contrast, in the present
invention, in consideration of future signature verification,
the registered signature data and the verification slgnature
data set used for verification are subjected to weighted
averaging in order to update the registered signature data.

For ekample, in the case of the registered signature
data A and the verification signature data set B, the
following calculation is performed, while a proper welighting
coefficient w is introduced:

(1-w)°*A + w*'B where 0 = w < 0.5.

The thus-obtained data are regarded as new registered
signature data A. The thus-updated or new registered
signature data A are written into the IC card. This is a
learning function.

In order to realize the above-described method, an IC

card verification apparatus is provided at a site where IC
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cards are handled. The card verification apparatus comprises
an IC card reader/writer and a software program for realizing
the method of the present invention. A communication
interface (I/F) is attached to the IC card verification
apparatus. When a user passes a verification test, the IC
card verification apparatus requests, via a computer network,
that a financial institution such as a credit company check
the financial statqs of the user. After having passed the
check, the user can effect a transaction.

The procedure for authenticating the user of an IQ card
will be described with reference to FIG. 1 showing the
hardware structure of the card verification apparatus. In
the following example, it is assumed that the user of the IC
card is a customer; the person who performs authentication is
a clerk at a shop that accepts IC cards; the issuer of the IC
card is a credit company; and the customer makes a payment
for purchased goods by use of a credit card (IC card).

First, the clerk causes the IC card input/output device
12 (IC card reader/writer) 12 to read an IC card 13 presented
by the customer. Information read from the IC card 13 is
stored in the work area 30 via the IC card I/F 22.
Simultaneously, a message "Request Signature" is displayed on
the display device 14 via the display I/F 23. In accordance
with this message, the clerk requests the customer to sign
his/her name. The customer signs on the electronic tablet 11
by use of the electronic pen 10.

The thus-obtained signature data is sent to the work

19



area 30 via the tablet I/F 21 and is temporarily stored
therein. The verification program 28 collates a signature
data set obtained from a new signature with registered
signature data read from the IC card, and displays the result
of the verification on the display device 14. The
verification test is performed such that when the
accumulation of errors (cumulative error) between the
registered signature data and the verification signature data
set does not exceed a predetermined value, the verification
signature data set 1s judged to have passed the test; i.e.,
the signer is judged to be the holder of the card, and in all
other cases, the verification signature data set is judged to
have failed the test: i.e., the signer is judged not to be
the holder of the card.

When the verification signature data set has passed the
above-described verification test, customer information is
transmitted to the credit company via the communication port
24 in order to inquire about the reliability, etc., of the
customer. When a reply indicating "no problem" is returned,
the transaction is effected.

When the transaction by use of the IC card is completed,
the registration/update program 29 starts. As a result, the
verification signature data set is reflected in the
registered signature data in order to create new registered
signature data, which are sent to the IC card reader/writer
12 and written into the IC card 13.

The above-described processing is shown in the

20



flowchart of FIG. 8. In the flowchart, Sn represents
internal processing, Un represents signing operation by a
user (customer), and Dn represents judgment (n represents a
consecutive number). When the verification signature data
set B has failed the verification test where the verification
signature data set B and the registered signature data A are
collated with each other for verification, the tramnsaction by
use of the IC card is denied (processing at S3). When the
verification signature data set B has passed the test, the
credit company is inquired about the reliability of the card
holder, by means of communications (processing at S4). When
a reply indicating "Reliable"™ is returned, the transaction by
use of the IC card is approved (processing at S6). When a
reply indicating "Reliability Questionable” is returned, the
transaction by use of the IC card is denled (processing at
S5). During the process for transaction approval at S6, the
amount of money for the transaction is reported to the credit
company by means of communications. During the process for
transaction denial at S3 and S5, no processing is performed
for the transaction. Of course, a message indicating this
fact is displayed on the display device in order to inform

the clerk of the fact.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view of a hardware structure according to
an embodiment of the present invention, which is required

when authentication of the proprietor of an IC card is
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performed by means of verification of handwritten characters;

FIG. 2 is an explanatory diagram showing the
relationship between signature characteristics (frequency
distribution of cumulative error) of each person and a
threshold value, used in the embodiment of the present
invention;

FIG. 3 is an explanatory diagram showing a method of
isolating characters from writing pressure information, used
in the embodiment of the present invention;

FIG. 4 is a flowchart showing an algorithm for
authenticating the proprietor of an IC card by means of a
handwritten signature and a processing for eliminating
illegal copy by use of historical signature data, which are
used in the embodiment of the present invention;

FIG. 5 is a flowchart showing an algorithm for
authenticating the proprietor of an IC card by means of a
handwritten signature and a processing for eliminating
illegal copy by use of historical signature data, which are
used in the embodiment of the present invention (continued
from FIG. 4);

FIG. 6 is a diagram for describing creation of a
message digest used in the embodiment of the present
invention;

FIG. 7 is a diagram showing the structure of a
historical signature data table used in the embodiment of the
present invention;

FIG. 8 1s a flowchart showing electronic signature
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verification processing containing a learning function, used
in the embodiment of the present invention; and

FIG. 9 is a graph showing the frequency distribution of
cumulative errors and used for describing conditions of
verification signature data which is used for update of
registered signature data in the embodiment of the present

invention.

BEST MODE FOR CARRYING OUT THE INVENTION

An exemplary method of storing historical signature
data in an IC card will be described as an embodiment of the
'present invention. Registered signature data P are stored in
the following format:

P = {X., Yir Pedes
where N is the total number of sample points. Therefore, the
historical signature data may be stored in this format.
However, when historical signature data are collected over a
certain period, six months or 1 year, the total volume of the
data becomes huge. In view of this problem, in the present
invention, a check sum of the verification signature data set
is calculated in order to store the historical signature data
in compressed form.

FIG. 6 shows an exemplary method of calculating the
check sum. When a sample point corresponding to the moving
time t, of the electronic pen is represented by k, the
coordinates indicating position and writing pressure are

represented by (X, Yy, Px). A check sum of the coordinates
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is represented by C,. When the check sum is calculated, the
data are compressed. Therefore, there is a possibility that
the thus-calculated check-sum becomes equal to a check-sum
calculated from different coordinate values. In order to
solve this problem, in the present embodiment, a hash
function—which is widely used in encryption—is used in
order to obtain a unique result. That is, through use of a
hash function h, the check sum C, is obtained as follows:

C, = h(£(xc, Y. Dx))
where £ is a proper function that is applied to the
coordinates before use of the hash function. In a similar
manner, a hash function calculation is performed for all the
check sums C, in several steps, so that a final check-sum is
created, which is called a "message digest MD." 1In the
example of FIG. 6, the data of the coordinates are compressed
to an ultimate size of 22 bytes.

FIG. 7 shows an example of a historical signature data
table used when signature data are stored in the IC card, as
well as an example format of the historical signature data.
In FIG. 7, reference character N denotes a maximum number of
items that can be registered (a maximum number of
subscripts); k denotes the position (subscript) of the
historical signature data set that has been registered most
recently; TS denotes a time stamp, and MD denotes a message
digest. The time stamp TS is a four-byte time stamp that
represents the year, month, and date of registration (yymmdd)

and a serial number (nn) that distinguishes signature data
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sets produced on the same day; i.e., yymmddnn. When the
newest historical signature data set is stored at position k,
the next data set is stored at position k+1. However, when
the storage position reaches N, the next data set is stored
at position 1.

As described above, after the historical signature data
table is completely filled with data, a new data set is
overwritten on the oldest data set. When the historical
signature data sets are listed in the order of most recent to
oldest, the following is obtained:

MD,, MD,,, MD,, ...., MD;, MDy,, MDy, ...., MD,,

When the verification signature data set MD is newly checked
{(collated with historical signature data for verification),
the check operation is performed from the positions 1 to N,
sequentially and unconditionally. If MD=MD, holds, the
verification signature data set MD is judged to have been
probably copied.

The manner of handling signature data will be described
in further detail. First, a method of registering registered
signature data will be described.

When the customer (the holder of the IC card) registers
signature data, the customer signs a plurality of times in
order to create a plurality of signature data sets. Some of
the signature data sets are selected and averaged in order to
create a candidate for registered signature data. This
candidate is collated with each signature data set. When

each signature data set has a coincidence rate greater than a
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predetermined level, the candidate for registered signature
data is registered in the IC card as proper registered
signature data.

At this time, by the action of the registration/update
program 29 shown in FIG. 1, the registered signature data are
sent to the IC card reader/writer 12 to be written into the
IC card 13. Also, the verification program 28 creates
registered signature data at the time of initial registration
and processes a signature data set obtained from a signature
written on the electronic tablet 11 by use of the electronic
pen 10. For a person whose signature 1is always stable, the
signature registration processing typically ends at this
stage.

When there exists a signature whose coincidence rate is
lower than a passing level, the customer is requested to sign
m additional times. At this stage, {n+m) sets of signature
data are present, including the previously input signature
data sets. First, one of the signature data sets is selected
and collated with other signatures. This processing is
perforﬁed for all the signature data sets, and a plurality of
signature data sets having the highest coincidence rate are
selected (specifically, a plurality of signature data sets
are selected in descending order of coincidence rate) and are
averaged in order'to create a candlidate for registered
signature data.

Further, the candidate is collated with other signature

data sets, and signature data sets which coincide with the
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candidate are selected. Subsequently, the candidate and the
selected signature data sets are averaged in order to create
registered signature data, which is then registered in the IC
card.

The initial registered signature data is prepared in a
state in which a limited number of signature data sets are
present. Although the registered signature data represent
the characters of a signer, the number of samples is not
sufficient. The measures for overcoming the drawback is the
learning function of the present invention; i.e., the
feedback of the verification signature data set used in
verification to the registered signature data. Meanwhile,
the signature itself, characteristic to the human nature
producing the signature, changes with time. This means that
use of fixed registered signature data does not cope with
long-term changes in the signature. This is also the reason
why the verification signature data set is fed back to the
registered signature data.

The above-described feedback is performed by a method
in which the following calculatlon is performed, while a
proper weighting coefficient w is introduced:

{l1-w)}*'A + w'B where 0 s w < 0.5,
and the thus-obtained signature data set is used as the
registered signature data. Since this update operation is
performed only when the verification signature data set has
passed a verification test, the registered signature data is

not changed in an unfavorable direction. An unfavorable
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direction means that a frequency distribution of cumulative
error of verificatlion signature data with respect to the
registered signature data becomes broader.

FIG. 10 shows the frequency distribution of cumulative
error. The cumulative error of verification signature data
set B that is fed back to the registered signature data does
not exceed a threshold value, and the effect of the
verification signature data set B is decreased by the
weighting coefficient w, which is not greater than 0.5 (50%).
Therefore, the registered signature data is not changed in an
unfavorable direction. For example, when the verification
signature data set B is reflected in the registered signature
data A, while a weighting coefficient of 25% is used, new
registered signature data A' can be obtained as follows:

A' = 0.75A + 0.25B.

When the registered signature data A is replaced with the new
registered signature data A', the new registered signature
data A' is not changed greatly by the verification signature
data set B, because the degree of effect of the verification
signature data set B on the registered signature data A' is
small (0.25), and the values of the verification signature
data set B are lower than the threshold value of the original
registered signature data A. Further, the values of the
registered signature data can be made closer to values that
represent the signature characteristics of the signer, and
the signature characteristics that change with time can be

reflected in the registered signature data.
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As described above, the learning function of the
present invention provides a short-term action of improving
initial registered signature data and a long-term action of
rectifying the signature characteristics of a signer that
changes with time. Thus, a constant coincidence rate can
always be secured.

The advantage of personal authentication
(authentication of the holder of an IC card) by means of a
handwritten signature is that it is difficult for other
persons to imitate the signature; since the signature is
characteristic to the individual, it cannot be used illegally,
unlike seals and passwords, and the holder is not required to
carry anything. However, like passwords, the possibility of
a signature being stolen is not zero. This 1s because of the
possibility that, as described in the Background Art section,
a handwritten character recognition apparatus is altered at a
shop that accepts IC cards, signature data of authentic
holders are copied illegally, and the copied data are used
illegally.

Such an illegal copy requires large-scale alteration
and therefore cannot be easily performed. However, when IC
cards become popular in future, there will arise a
possibility that a shop that accepts IC cards or one of its
employees (or a crime syndicate) conducts such an illegal
copying operation.

The method of authenticating the holder of an IC card

by means of historical signature data according to the
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present invention is effective against such illegal conduct.
The present invention premises that each signature used for
identifying a signer represents well the features of the
signer, and even the signer himself cannot sign with perfect
consistency. However, a dexterous person may produce a
signature that is identical with a signature produced in the
past. Therefore, when a signature is detected as being
identical with a signature made in the past, re-singing is
requested. Virtually nobody produces the same signature
during the re-singing operation, which is one characteristic
of signatures.

Anotherlfeature of the present invention resides in the
method of storing historical signature data. In order to
store the historical signature data within the memory of an
IC card having limited capacity, in the present invention,
the registered signature data are stored in the form of
check-sum. This data compression enables the IC card to
store data froﬁ the most recent period of several years,
depending on the frequency of use of the card. The above-
described feature prevents illegal use of the IC card, which
would otherwise be possible through copying of signature data.

The advantage of personal authentication
(authentication of the holder of an IC card) by means of a
handwritten signature is that it is difficult for other
persons to imitate the signature:; since the signature is
characteristic to the individual, it cannot be used illegally,

unlike seals and passwords, and the holder is not required to
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carry anything. However, an individual's handwriting
gradually changes with time. Although a signer immediately
notices a significant change in his signature, he does not
necessarily notice a minor change. It may occur that a
signer can pass a verification test at the beginning, but at
a certain time the matching rate abruptly becomes worse.
This is caused by characteristics of the handwriting that
change from day to day and from moment to moment.

Another factor to be considered when handwritten
signatures are used is the stability of registered signature
data itself. As described in connection with the embodiment
of the present invention, registered signature data are
created from a few signatures of a signer whose signature is
stable, or from a dozen of signatures of a signer whose
signature is not stable. Handwriting changes depending on
the environment and the mental condition of the signer.
Registered signature data created in an initial stage are
created in a certain situation, and the probability of the
registered signature data being biased is high. 1In order to
solve this drawback, signature data created in various
situations must be reflected in the registered signature data.

The learning function of the present invention solves
the above-described problem. In the method for realizing the
learning function of the present invention, registered
signature data are changed on the basis of verification
signature data sets that are created when the IC card is

actually used. Therefore, data of signatures that are made
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in different environments and mental conditions are reflected
in the registered signature data. In addition, only when a
signer is acknowledged as the holder of a card by means of a
verification test in which a verification signature data set
is collated with the registered signature data for
verification, the verification signature data set is used for
updating the registered signature data, the registered
signature data are not changed dynamically, and the
registered signature data of the holder of the card are not
replaced with data of signatures of other persons.
Accordingly, the learning function of the present invention
contributes to satisfying mandatory conditions for obtaining
a constant coincidence rate. That is, on a short-term basis,
the learning function improves the initial registered
signature data, and on a long-term basis, the learning
function absorbs changes in signature data caused by the
characteristics of a signer which change with time, to

thereby secure a constant coincidence rate.

INDUSTRIAL APPLICABILITY

The present invention is useful for preventing illegal
use of an IC card, which would otherwise be possible through
copying of signature data, when the holder of the IC card is

authenticated by means of an electronic signature.
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1. A method for authenticating an IC card in which are

CLAIMS

stored registered signature data, characterized by comprising
the steps of:

(1) measuring a degree of difference obtained from
differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and |

(2) judging, on the basis of the measured degree of
difference, whether the IC card is to be authenticated, and
collating the verification signature daéa with the registered
signature data and signature data used in the past, both
stored in the IC card, wherein when the verification
signature data coincides with the registered signature data
or the signature data used in the past, re-singing is
requested, or the authentication is denied.

2. A method for authenticating an IC card according to
Claim 1, characterized in that the signature data used in the
past are stored in a compressed and converted form.

3. A method for authenticating an IC card according to
Claim 1 or 2, characterized in that the signature data
includes time-series data in relation to coordinates of
handwritten characters and writing pressure.

4. An apparatus for authenticating an IC card in which
are stored registered signature data, characterized by
comprising:

(1) means for measuring a degree of difference obtained
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from differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and

(2) means for judging, on the basis of the measured
degree of difference, whether the IC card is to be
authenticated, and collating the verification signature data
with the registered signature data and signature data used in
the past, both stored in the IC card, wherein when the
verification signature data coincides with the registered
signature data or the signature data used in the past, re-
singing is requested, or the authentication is denied.

5. An apparatus for authenticating an IC card according
to Claim 4, characterized in that the signature data used in
the past are stored in a compressed and converted form.

6. An apparatus for authenticating an IC card according
to Claim 4 or 5, characterized in that the signature data
includes time-series data in relation to coordinates of
handwritten characters and writing pressure.

7. A medium on which is recorded a program for
authenticating an IC card in which are stored registered
signatﬁre data, the program

(1) measuring a degree of difference obtained from
differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and

(2) judging, on the basis of the measured degree of

difference, whether the IC card is to be authenticated, and

34



So—

p—

AR

collating the verification signature data with the registered
signature data and signature data used in the past, both
stored in the IC card, wherein when the verification
signature data coincides with the registered signature data
or the signature data used in the past, re-singing is
required, or the authentication is denied.

8. A program-recorded medium according to Claim 7,
characterized in that the signature data used in the past are
stored in a compressed and converted form.

9. A program-recorded medium according to Claim 7 or 8,
characterized in that the signature data includes time-seriles
data in relation to coordinates of handwritten characters and
writing pressure.

10. A signature-authentication-type IC card,
characterized in that the IC card can store registered
signature data and signature data used in the past.

11. A signature-authentication-type IC card according
to Claim 10, characterized in that the signature data used in
the past are stored in a compressed and converted form.

12. A method for authenticating an IC card storing
registered signature data, characterized by comprising the
steps of:

(1) measuring a degree of difference obtained from
differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and

(2) updating the registered signature data by use of
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data obtained through weighted averaging of the registered
signature data and verification signature data permitted by
authentication judgment performed on the basis of the
measured degree of difference.

13. A method for authenticating an IC card according to
Claim 1, characterized in that the signature data includes
time-series data in relation to coordinates of handwritten
characters and writing pressure.

14. An apparatus for authenticating an IC card storing
registered signature data, characterized by comprising:

(1) means for measuring a degree of difference obtained
from differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and

(2) means for updating the registered signature data by
use of data obtained through weighted averaging of the
registered signature data and verification signature data
permitted by authentication judgment performed on the basis
of the measured degree of difference.

15. An apparatus for authenticating an IC card
according to Claim 14, characterized in that the signature
data includes time-series data in relation to coordinates of
handwritten characters and writing pressure.

16. A medium on which is recorded a program for
authenticating an IC card in which are stored registered
signature data, the program

(1) measuring a degree of difference obtained from
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differences in respective elements between verification
signature data and registered signature data stored in the IC
card; and

(2) updating the registered signature data by use of
data obtained through welghted averaging of the registefed
signature data and verification signature data permitted by
authentication judgment performed on the basis of the
measured degree of difference.

17. A program-recorded medium according to Claim i6,
characterized in that the signature data includes time-series
data in relation to coordinates of handwritten characters and

writing pressure.
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