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8 Carlo l m6molre da m1111 pour mloroordlnateur avec t1C111t6a d'edcutlon d• programmes lnternes._ 

® 1.·rnvenllon aanoerna tea canes ~ mtmolre 
amuviblea A plua1eura o1routts-lnt6gr6s, pour 

· Otd(nt\eul'$ pereonnt11. 
Cee oartea A mtmorre 11ivent d& m&molre de 

· rnaaee de grande capacltf dtatln6es l rempta­
cer lei dlsguettee at autrea aupporta magn6tl- · 
quaa amovlb1ea. Pour am6tlorer lea posslblllt6e 
da aee .o--. on tnPotO de ltur adjolndre un 
mlcroprooe11eur (MPC) et de . olbler dlreote· 
ment le bue ex6oiltable (B02) de ce mkll'o~­
ceq1ur IUr la m6molre (MEM) de la carte. De 
catte manl6•e, on r6atlse une carte aveo e><6clJ. 
tlon dlt"•ott en lnteme de programmea ex6cuta­
bles qui ont •t6 prtalablement ohare6• par 
l'ordlnateur (PO) Gana laquQlle e 6tt lnatnie la 
carte. Le mloraproceaseur fonotlonne done t'lon 
sewemen\ avec une m6mo1re d6 programmes 
flgl!!e. lnteme male eu11I aveo Clet PtaQtammo• 
&Ucutabfe1 qui ont 6t6 ahallJltl dins la carte 
par l'ordfnalaur et qui eont dono modlfl&'llbl•• a 
votont6 (aoue rAaerve du r••~ct de proo6dures 
d'habllll&Uon di l'lltllaetO\R'), 
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G E\vt ~'(· ·- Y~~ .• d:t!. n.,, lt.ti's \ "'ib·ie\:le 1t1~..,,6. de:rxi~.:C 
MI~PWBR fC-cJ\RD ABLE 10 PllJR'li()Rt INl'ERW:i PRXiWS 

P:IBLD O• TB8 llfVJJll'llOft 
Exchangeable mass ~r:y or: fC ... ca"J:de for mi~tere -or peC'flOr1al CQ\\-

putera (PC) have .recently appeared as personal canputer a.~esaot"'i~, 

~rticul8X'l.y for portable canputer.s. In fumre, they could· reptaoo 

floppy disks and other magnetic mass storage means.· tt'hey can be used as 

a mass manoey having- tt\e same capacity as magnetic floppy disks ( epp:tox­

.imately one million bytes)'. fht>:lr sue is no greateX'. (credit cam tJi~e 

with a tbicknese of 3 to 5 rnnl. They have a much faster ~ese (asver;Jl. 

thousond t.irnee faster). 

l'RIOR AR'l' 
They can ev>en be used oe a proaran"randan occeas IMftlOtY directly Qerfonn-
able by the pe.t"Sonal caip.atei;-. ttowevor, in thie case, unlike :In the cme 
or magnetic maae memories, they aro not loaded :lnto the randan access 

·~s ,-nemory ( Rl\M) of t:he ~ to be subsequently perfoi:med. ·rhe progra11s wbich 

they con1:ain are directly perf.ormable by the personal ~ter. 

20 

· M~as meno:r:y Ol:' PC-cams have sweral 1nEl1'0·qr chips and a con1\Gctor ( 66 p!n 

female connector acco.r.ding. to l:he PCHCII\ st~at'd of the Personal CQnputer · 

M81\0ry czmt International Assoo:lation., 1030'8 s.t· Dur.me Avenuo, sunnyvole, 
Califomio), The c&d con be plugged into a coxreep.Xld:lng Nle cmne0tor 
of the ca1PJ,ter. The connections are such that the mernoz:y oan be 

addressed by a parallet :lnput--output port of! the PC,. e..ithez: as if the 

memm:y was a magnetic ll\898 me.moey, or as if it· was an extension of. the 

25 RAM of the Ccrtp,lter. 

oaa•CI'& J\lG> ADVatnAGB8 
Accom1ng to the invention, it iB cone:ldered deeirable to produce the 

'---' mass m~ or PC-cm:d in such a way that certain. of ~ Pt'Q9J:811S which 

;Lt contains in the RlQllQey. are parfw:mable by the actual oard end not the 

30 carpu.t~. 

Thia weuld 1nake it poeoible to of.fer supplernentazy fwlc:tione, particuL'lrly 

· far carrying out and modifying appl.1,cation progrl.ll'IS relative to tt\e cant. 

It. would also make it possible to fr.ee tbe pe1:80J\al cmpJl:or for other. . . 
35 tunqtiona whil.et ~ll<Min~ tlie cont to per.fo.an sane ae theae. 

SUMHN\Y 01' THI INVBN'l'IOll· 

'l'b:lu ie ·W1W the .invention pxoposes a pluggable PC-co'-'1 for o personal 

ca~ter carpr11dng at least one ounputer writing t\t.'Cf!St11b~e cnanoey, 
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charocted.zed in that: it a1.eo has a miorop:roceeeor and means enabling the 

micrq>rooeseor to tUcectl.y perfoDn an J.netJ:uction progran contained Jn a 
file of the \TleMOxy ~ 

In other woms, a micrcprocessor :ls provided in the cam, ·sil'J.:ld mi.c.ro­

p2:00essor being physically connected to the manories in euch a way that 

it am di.r:eotly receive tt\carefran on its perf'otmablo inatµ.i.ct;ion bus per­

fotmable instxuctions. This micrq>rooeeeor. can also have its own progasn 

read only memoi:y, more pat:ticulllrly containing p.r.ograns for seekil\g in 

10 the ll_lemo.r:ies o_f the PC-card instructions to be perfcmned md tntGrpret­

at.lon programs for ira.:ld instructions. Moreover, aOCOLding to the 1.nven­

tion, the microprocessor hae di.rect wiring between ittJ i.nstructioo bua 

'-' and tho a~ mano.ey <that which con ca0U1icote with the extemal 

canputet") in ozder to perfOl\n and not inte:r.pret a progran <."Ontain~ 

20 

The oom preferably nae a .switching <:1rruit for_switchJng to the manory 
eit:her the control signale fi:an the mic:raprocessor or the control signal.a 
fran the canputer in which the cam is inetal.191. Dur1ng the per:f.01mMce 

of a progrem in 4:Lrectly perfonnable code, the switchit\g circuit _onl.y 

transfers to the memoey the cont:rol signala fron the _micrq>l:'ooesaor, 
whereas those fran the· oanputer do not reaoh the msnor.y. However, in 

other operation~ and more port:lcul.arly thoae c('11s:t.sting ot' loading 
perfomteabl.e f !JBs fran the exlnputer, the oontro;J. signals J!ran the canpute1• 

15 lire trananitted •. 
\._..,·· 

In on advantageous use exEmple of the :lnventian, the mimq>1:ocesaor part~ 
ioipatee 1n the perfonnmce. 1>f a eeourity funotJQn (pt'Otection of the . 

cmd .l'J9a1nat abuei~ use) • rt: is then ot! considerabl.a 1ntet'e&t tu t~ve 
30 :ln the meooxy 8PJ:,l1cation p:r:ograna per.foi:mable by the m:l.orq>roc~eor. In 

ot'der to ensure saj.O. aecurJ.t,y, In th'la way, on chang:l.ng the 

applicati~ context, it !e poasibl& to i.Qad a n<JW perfoxmable progrc:m. 
Thte would not be posa i.ble if the m1o~eeaur coul.d cnly per.for.in thu 

tnstxuctions conta!necS 1n the progrmmable read-only mflllO.cy thereof. 
35 

It is than veey desirable t::o uso aeourity .functions fot' exercieing a con­
trol on the right: of. the us~ l:() modify the pert'or.tnable t;Uea. Tbis pref-
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erably takes place by providing 1n the cat"CJ 8 security or cl.eor.enoe· chip 

able t.o verify by a confJdential cede system the clearance of the user. 
lt 11 also preferable th4t the security eysten_hll.s an inaccessible file 

with:in the aocurity chip ond wll.1.ch contail\s :ldontificl't1on "signatures" 

of the perfoxmable f ilea to be protected, said signatures being inl!o't."ln­

atione t;tuch .that the signature is rnodif.iec1 U: the fiJ.e ta mcxlificd. Tho 

function of the securit.'Y chip would be the invisible sto.r.age and/or vet'i­

fication of the1.;e fllgnatur.ea. . 

BRJBF DBBCRI•TIOH·O~ 'l'HB DRAWIHGS 
.....-11"~"'· 

The i.t~vention i~ deacribat in greater. dota.i.l he.n!:lnafter relative. to non-

l:lmitat1ve embod~me.nte and with .reference· to the attached drawings, 

wherein Shawl 

Fig. l. . The architec1:Ure of the mass mmnry or PC-cat'C1 aceotd:l.ng to 

tne 1nvent10n. 

A circuit detail. 

DB'l'A'ILBD DBBORXPIJ-lOR 01' IJ!HE PRSFBRlllJD EMBObl:MU'l' 

The ·c01_'d CC shown in fig. l is intended to be inserted. in 11 persautl. 

oanputer ot' 'PC, tbe c8l:Jl hav1.ng a atandam pluggable tSonnector ex, pref·. 

erably of the type defined by the PCMCIA stand.m:d anQ._ the PC has a corr• .. 

ponding connector. toi: reoe:l.v.tng the catd. 

The cai:d is a mttnory card, i.e. it is .:lntendEid mainly to .serve for the 

storage ot data. For thie f.unct1on, the card either baa eoveral di.f.fet'E'nl: 

ll\anc>I:y types (static OX' d.ynmiic IWof, RCM, EP.RCM 1 EEPRM ba1ng the most 

. widely ~sed types), or o single m9noty type, :tf the meno.ri.es ar.e w+t'a, 

which ate eas&ntially-volatile, 1.t ie possible to pt:OV;\de a standby b."l.t• 

t:ezy for ~~ing the dote. 

In m:der to obtain a l.at9er star:ago capacity, several integrated cirt.-uit 

chips are p.rovided, each of whioh is la menoey chip. ThefJe oh.tp~ ~re 

deaignatEd overell _by the r.oferenoe HIM. There ·can be aeveroi dozen cb:lr>G 

en the cm:d. for luger et~age capac:tti.es (e.g. eeveral megabytes), 

The cam CC is m exchongenb.le per:tpt\er.al Of the ccmputer PC. It cm be 
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used either as a mas.s storage peripherat, o.r as o JW4 extension. lt i.s 

the caoputer which controls this chOice (when a choice 1.e possible, l.e. 

part:icular1y whet'\ ·there era severai. manor.y types .1.n the 'J8td) • 

At l.east ce't.·ta~n a~&s o.f! the aneno:ry Mf.M are accessible in writmg by t:he 

PC. In i>raotioe, all or almost all. the meno:ry Ml'!M is acoea&J.blo 'ln 

reading ond writing, but providm that thie ie on the pert of a cle.lt:'«\ 

· user in tho case wruD:e the acceae ·security functi.ons are provided. 

Apart tran the chips foiming the menory MliM, the card can h(lve other 

chips. ttor exarple, fig. 1 ebOWa a security moouiG,. which is an integr­
ated circuit chip MPS having ta mioroprooessor with small lnEJlllQriea ond 

prograna for the oper~tion .of the m:lcrop.rocessor. '1'ho oeeent_ial fw1etion 

of this 1noc!ule is to ensure the access aecuriey to the mano.r:y M'PM .fron 

l:he COl\l)Uter. 

Acccmling to the invent.ion, the oaro cc also baa a supplettantary chip, 

wh.icll 18 a. m:lcroprocesso:r: MPC having varied func~1one (e.g •. Unkeci with 

the camurlication with the aecur:Lty module) and which, accoxd.:lng to t~ 

.invention, has the &UJ)plenentaxy funcUon of dit'eet perfo1mancc within 

the cm:d of p~rmis contained in ce.t'tain areas of the· manoey M&M. · TheAe 

prograus are stored 1n the fonn oe c:t1rect}N perfo:mulble_ operating ocdeR 

.in the language of the m.lcJ:cprocessor and the opeioat.1.onal bue of! tl\ca 

microprocessor (bUe intended to recaivo the· instr:v.ctions) is connoted to 

25 an output bue of tlle manoJ:y MllM. The mioropt'OCeaeor oan also have a 

'---" pcogx:ma RCM coup1ed to ite opeJ:"atic:ll\al bus. HO'tle'ler, tt\e special feature 

of the invent;t.on is that this 10t (1Mocessibt.e fran the PC) is not the 

only opeC'ational manoey. because the f 1.lea of the memo.ty MBf ( anong the 

30 

. . 
f .i.les accessible fron the tie) are also perfOlmc)ble b,y the mic:J:Oprooeseo.c. 

'l'M manories MEM ore connected to the PC by meme of sovotal bla8", namely 

an addt"eSs bJ.s, a c:tata bus and a control eigncsl bJR. Kowe'Voc:, thQQo buseal" 

are preferably contr:o.tted by a locking or ClatlpJ.ng c.ira1it cv, which is 
itself controlled bj the microprocesaol:' MPC. so that the acceee to l:he 

. memories ia not col'gletely free, except when author.ization is given by 

the m.\cropr:oceasor MPC. 
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In tl\El represeni:ed embod:lment, it 1e assumed that the locking circuit CV 
aota on the address bus and on the control signal ws, but not on tho 

data bus, but othe.i: solut1ona are possible. 

10 

This is why one has shown on the one hand a do.to bus BDl paeo1n9 dtrectty 
fran _ t;h~ connector a.JC to the mono.i:y Me-t ll1'1d on tha ot:Mr en oddreaa WR 
fran the connector to tho memory ana :tnterr:upt:ed by the locking ciC"Cuit 
CV. ThitJ 'bus :ls designl!ted l\Dl upetree111 ot the locking c.trouit on the 
oonneotor aide md ADJ downstr.ean thereof ·en the manoz:y side. Finally, c"J 

oontrol eignal bus (SC1 upstrean I.Ind SC3 downstr.ema) oleo interrupted by 

the looking circuit CV ie providet1. 

Another c1rcuit (switching circuit AA) is intei:posed between the bue ~J 
mid the memory, tta function is to switch to the maoo:r:y either th.e con-

15 tro1 ~ignals of the blls SCJ cani.ng fraTI the PC. or tlte cont~l. signals of 
o bus s:'.:2 caning f.rc:m the m.t.crop"OOCeSaor MPC Md further details will oo 
given thereon hereinafter. The control eignal bus finally lead~ng to the · 
tl\Ol\OLY is deeigmlted SC downstrean of the switching circuit AA. • 

. 20 As a a~lified anbcxUment, reference can e.g. be mlde to the oontr.ol 
buses s::t. ~2 Q-r SC3 or SC transporting signals euch f:'S reacl:lng inst:ruc­
tiOns (tol,· ~2, RDl, RD) or wr1.t1.ng ins~J:\lotionR (WRl, WR2, WR3, WR) or 

:lnatJ:uctions foC' the selection of 01'\e chip fro\'\ ana\g sevet'al: CBftl, CEa2, 

CE63, CBa ror the selection of. a me\lOry chip A fran t.roong tbe chi.Pa A, B, 

C of the manoey MiM or CEbl, Cl!:b2, CBb3, CEb ·fo.t' the chip B, etc. 

_The lock:lr\g circuit CV is direotl¥ oontr.ollecl b)' a c1em:anae b.le SH fran 

the microprocessor MPC. ~hie bUe transports paeeage auth>r~at1on or 
inhibition signals with reePec:t to the control or. addt'eas a:lgnala pe.ao'lng 

30 ttu:uJ.gh the looking ct.rou.tt CV, In exemplifiea mannQl', .lt can be con• 
aiders\ that there is ~ reading clearance a:l.gru.il SHR, a writing clearonee 
111gnal SHW, clearance signals for each merno.r:y oh.l.p SHA for the chip 1\, 

SiB ~OX' the chip O ancS SHC for. the c::hip C. 

35 ~he ·.,pec~l featu:re ie that the cl.ear.once signals cane d:l.rectty f.roYI the 

MPC and are eeeen_tially ·used ·for ensu1!i.n9 aooea.'I security to tho motlQr:y 
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MlM fran the JilC in applications whe1:e access serurity is requ.ira:! (and 

controlled by the microproceeaor MPC and tile eecut:ity module MPS). 

Ttus, the microproceaaor M.l:C is abl.~ t:o electronically ond selectiveJ.y . 

provent rem:l.ng ox- writing access to ce'C'tG1n parts of tile catd mano.cy 

Ml!M. 

In o:r;der to C<Jll\llete the general description of' the architecture of fhJ. 

1, "oference is made to thC!I folJ.OWing point.$. The microp.ooceeeol:' MPC can 

10 acoees at randan th8 manory M'tiM. In the ejmplest case ·aakt meooey ha..q 11 

~oub.'l.e acceef;J ond.th.19 is w1'f it is possible to see an address bus AD2 
and a data bus B02 between the microprocessor and the 1ne110ey, although 

"--".· ·this solution is not obtigatm:y and a single aooeae 1nc.:mo.cy would olso be 

possible. Part of the data bue BD2 oonetitutee the <.>pcDCat:t.onal ws of 

15 

20 

· the mic.roprooeeeor MPC, so that the latter cml cUrect.ly perfcmn p.rograns 

in- an oper:attonal language stored in the tiles of the manoxy MEM. Access 

by the m:l.orcproceeaor MPC to the mano:cy takee ·place with tne a14 of. a 
control signal bue SC2 fJ:Qn the microprocessor; til.lt, &11 stated, said b.ls 

passes thrOugh the switching circuit AA. This arrangc!mCMlt aims ot: pe.'t' .. 

m1tt1ng an operation of the microprocessor in oloaed. ctrcuit with the . 

1vaemory M&t during certain p.mgr.ean phases. There is 11 general ewitclling 

e1gna1 OOA fran the microproo&seor MPC, which controls· the switching 

circuit AA. Finally, in. the ease where requests made by the ext(smal. PC 
. . 

JJyatSMtically pass thwugh the memoz;y HEM before reaching the m1oro-

~5 processor to be Jntei:preted and then perto.ane4, appropriate1y the writing 

\......t' . inEJtx:uctions WR1 fran the PC are detected by the microproceeeol:' Ml.JC. In 

thie way 1 the latter can lenOl«l whether a request: has been mecle and can 

optionally aMk an 1.nstxuct·ion to be mtexpreted in the menory MBH. This 

i9 why a d!Ze;ot coni1ect:l.on WRl bas been shown between the connector CNC 

30 and the mioroproceoeor. 

35 

The locking and switohitlg c:irouits cv and M are extranet.y 1:1:t111>le wired 

logic circuits. An exatipte the.ceo.C is given in fig. 2 to facilitate l:he 

understanding of the .P:d.no.lp\e ·oe the invention. 

It ie e.g. assumed thl.\t tho accol!ltJ to the various memor.y chips in reaih\g 
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and writing requires the presence of: cll.ip selection or enable sigru.cla 

CEa, Cmb, CBo for the chips A, B, c respectively an(l t1\e presence of 
"Ceading RD or writing WR tneb:Uctiona. True, the signals CEtl, CF.b, Ceo 

in this . eKCt\T9le fOJ.m tM content of t\\e control bus ~ leading to the 

memory M!M. 

Access a:-oquesta are fomulated. by the externo.l PC in the fo:tm of s19nals 

CEal, CJ£bl, CEol, ROl, WRl on l!he bus SCl, aocanpanied by an etldreas on 
. the bus ADl. Signa.le SHA, SHB, aH9, SHR, SKW are present on tne ciea['-

10 ance bus SH. Bach of these a.t.gnala oont:mla t:he opening O:c' closing of a 

respeoti~ AND gate. Rach of the. gates receives a respective control 

signal. The inputs of .these gates constitute the bus S:l of 'ftg. l. ·rile 

outputs oonatitute the bua ~3 tr~sporting or not too control eigna~s 
such a~ received frttn the PC in· aooor:dMoe with author1zat1ona given by 

15 

20 

the m:lcl:'OCQntrollet· .. 

The control 11:Lgnels trensportetl on the bus SC3 are appl:l.ed to the swit­

ching oirru1t M·pe.rtlf shown in fig. 2. · 

The switching o.i~it 1e controlled by a sw.1tch1ng signal trJ\. As a func-. 

:tion of the state of this sig1u:tl, transfer takes plaoo to the we SC (i.e. 

to the m~ M&M) either of the control. signals fran the bUs S:3 (e.g. 

RD3, WR3, etc.), i.e. the control. signals from the PC under the control 

of· the micropxocessor,. or_ the oont.r:ol. e1gnals (RD2, WR2, etc.) fran the 

actual mlc.rooon~~ller. 

For exatple, for switching ret:lding control signal.a RD, an l\ND gate 

i:eoeivea ~3 Md is controlled by the signal saA, whilst another gate 

receives RD2 arid ia controlled by the logt.c CQrl{>liment of. SGA, whUst an 

30 · OR gat& receives the outputs o.f these L'WO gates and supplies the .r:eading 

signal· RO, said signal being either RD2 or RP3 ao a functi.on oe the state 
. ' 

of SQA. 

'l'he aation_. Of the lockin~ circuit CV has been represented on control sig-

35 nala on~, bit it is el.ear that in aCf"..otdance w:Lt11 the acehitecb1re of. 

fig. 1, it could also be exercised on the address bi.ts supi>liecS by tho PC. 
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AccXmiing to the invention, the function of the c.ircuJ.t AA is to mako :f.t 

pass.:i.ble for the manoriee to be oont:r:olled in reod.ing ana writing eittuu~­
by the mio.z:op~r MfC f.or a direct . perfomanoe ot proyrana by. the 

latte:r:, or by the personal micr0<..~ ter for va.-rious · oper11t1one. 

Accor.ding to the stote of the signal S3A, these are either 1.nstructione . 
fran the PC (M>l, WR1, eto.) or .instructiooe fran the •nicroprocessor. Mile 

( RD2, 'WR2, etc,)., which are .rel:rieVed and ewitohed to the meror1eB MEM. 

In this way, the men<>ty catd accot'd.tng to the. invention can be. used for 

moro sophisticated purposes than was pr.eviously pose.i.ble. 

In a f int conventional use. the cam is usei:i for storing prograns and 
data to be used by the eanputer ( t:ranefer Of said prQgr~ and <lata into 

the ~tar lW'I). The reverBG transfer is also ~seible, i..e. loac1.i.ng 
.tnto tl\e RM;1110J:y cam new data of new p:rogrims • 

In a second known u8e, the memory ·card ser.ves as a RAM extension f.or a 

personal ~ter. Pp>grllltS d.l.C"ectly perfomable. b.Y the catp.tte.r. are 

etorect in the manoq MIM •. The Jnstructione ore stored in cUrectly oan-
20 prehensible fonn by the c~ter eentral unit. They are perfo:aned by 

the latter tA.lthout previouel.y be1ng lo.~ into the ca11,lUter ~. 

\ ..... / 

J:n a thiXd stage, epeoifio to the invention, the m.t.crop.rocessor MPC blocks 

access ol the control e:Lgnale (RDl, WRl. etc.) by the circuit AA. The 

mioJ:"Opxooessor opera.tea directly with the i1l«l101:'1ea MDI, Wh1ch contain in 
certain areas operating ooSee d.:l.~tly perfcmnable b.V the mio.roptoce11aor. 
DJ.ring thi& tiane, the personal CQ1'>Uter oem continue l:O perfotm·Other 

tasks. 

30 These directly perf0t.1nttbl.e inst::ruction pr.ognma have been loaded befoce­
hon(t by the coopiter at a time where accese was 4~lin given to t.t by tlle 
s.ignal SC"'-'.• Thus. these p~ ar.e loooted 1n ereas acceea1.ble tn 
writing by the PC (provided that a uecurity c1~mco has be.en provided). 

35 Thus, it ie possible to eoe1ly mcxU.fy the tasks 1;1ertoaned by the m.Lcro­

proceeeor M~ by ct\8ng1ng the Pl."09t'MlS which it con pArfcmo. vor exarple, 



·.· 

' 
l 

I 

I 
I. 
;4 
i 
I 
I 

I 

·, 
33 1 45019828 

- 9 ... 

asisi.arn!ng that th'il microprocessor has the function of oon9til'Ut:ing a •MS­

tei.r processor for the security module MPS which would be a slave, .1n 

5 

· acootdance with e Pr<>gran which can be depSndent on the envisaged l)~l.ic-. 
at1on, it can be seen that {ln application change. is easy. This woul<l not 
be possible if' the mlcropJX>Ceeeor MPC functions solely under the control 

10 

'-..;-' 

15 

20 

· of o R01•eet: ·progr(ITI. 

Hereinbeforca, the mEmOcy oe\xd Jias been presented as a peripheral connected 
to the oOTipUter, but not connected to anything el.ee. However, it can 
al.so be a C<mnunication pedphe.r.al to the outside (MOO'F.M c::a~, etc., con­
trol. ooi'd constitutmg Gn intelligent inte:r:face with ea 11v.1eh1ne). .In 1:h:le 
case, it has a supplanentary connector to the outside (e.g. telepha\G 

l1ne connection). The canrunication processes are ooe\t.r:oll.ed by the 

microprocessor MPC. The 1nVent1.on is parttcularly 1ntereet1ng ln such a 

case, beoaueo it makes it possible to 1nodify the progr50e pexmitting the 

oomnunioetion, either for checking an o.ppl:t.cat:t.on, or for changing the 
application.· 

'l'he perfot:mance of ea task carried out by the m:t.orop.rooesaor can take 
plaoe ·:In the foll.owing way. A file Fl of the menocy Mat contain~ a pro­
gran written .in a leriguoge direct:l.y pe..:fo:r.mable by th~ microprocessor. 
'rh.i.a .file may havo been written by. the PC in a prev:1.ou;"atog•• ~ file F2 
of the menocy can receive fro" th0 PC !natmot:lans (intez:pretable, but 

not puformable) intended for. the micxoproceeeor. The 'R::M pi:og.rfJll& of 

25 the mtcroprocessot:' make it poaeible to seek l:he coni=ent of the file F2 l!lt 
\__.,,.. the request of the PC and a\eo 1nal<e it pt;>eeible to mterp~t the inst:cuc.­

ttons conta.i.nttl :ln said file 1"2 •. The PC \olrites in the file n or, instruc­

tion, which .111 the intemal performance instr.uction of the perfoxcnable 
progran contained in the file rl. Thia writing by. the PC 1a 41eeen" by 

30 the 111ic-roproeeeeor MPc (oonneati.on WRl) and wlC!e.r:stood as a request to 

reod t~ file F2. The miaropJ:oeessor then !nvalidateA by the signal mA 
access f.tan the PC and will then t'eaci the file l'2 end indiv:lduo.lly int:~­
pret the inetxuotJ.one conta:l.ned therein, :b1chld.ing .the oo.ter .to por.fonn 
the file Fl. The microprocessor then jumps to the first addreaa of the 

35 . file Fl and ~1,1QQessively perfmms the directly perfozmable ii>atnictionFJ 
of sai.d f.i.le and dut"ing this ti1ne access to the memo.cy by t'he PC 18 
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invalidateci ~ the s.1.gnal SM. The end of the file Fl has an instructior) 
w rebJrn control· to the mic.r:oprocessor D :t11tem8l pr.ogt"OOls, which havo 

the 1nstxuctions for retw:ning a atate word. to the file n, saJd wo:cd 

representing the 'fact that t\'e po:r.formance of file Fl is temdnated. The 

5 microprocessor revalidates the access by the PC by rGVer:aing the state of 
the signal SQA .. 

lt will now be shaWn tnat · theao new possibilities are of interest :Lt\ oon­
t'lection with maTIOry or PC caxd use secud.ty control pr.ogroms, neme\y 

10 security against: re«&ing or wr.t.tt.ng data areas o.r. pi:ogrmt ar:oae by tU'l 

unauttnr.bed user • 

.......__.,. . . Access to certain memor;y. a·ceas (e.g. certain chips or cert~in chip ~) 

fl."Cn\ the PC is authoriaed by the \'licrocontro.\.l.er. M\'C as a Cunct.ton of 

15 pr.evious.ty de.fined securtty crltuU. and as a func~ion of confi.J::mations 

given . by the security module. 

The security module 18 pr:eeerabl.y the integrated c:irc:uit chip of the can­

ponent sold by SGS-"IHCM~ und~ the refet:ence S'l'l6612, in whi.oh te 1ncor .... 
20 porated the non-volat!le manw:y pro(Jran MCOS of OIMPLUS. This oanponent 

has t:he following special f'estlu:es. 't'he mano.q dato aro invisible for 

the ueer, because they do not paea on the chip inputs-outputs. They aro 
also opticall.y 1nv:Leib1e (mBSkOO.). The chip has a micr:oproeeasor and 

only i.t oen seek and p.t'OCe8& data :ln, the mGmOJ:y. ·The KM ptagrmB aro 

25 ca't'r.led out by ·masking and CM consequently not be mcdi.f ied. These pro-
\ __ ./ grams do not e.u.thorJze aooess to al.l the ahip memo.cy a.r:oao. When a oec.ret 

clearance code :Le presented at the chip inputs. it !., piocesaed by the 

1n.lcJ:'Ol)roooaeo1"", which in response suppliea clenrono~ Ot" .1.nhibition signal.II 

and ut no time can the nal-ure of the ve.t'1f.\oat1at treatment 'bo deteo~ 

30 on the chip 1nput/output ter:m1.nal.e. 

The p:roced.um e.g. takes place :l.n the fo'L'l,ow:lng way. ·nw Jneor.tton. oe 

the PC·cm:d in. the oaiwuter 1n1tin t:es ~he following 01>eral:i0ne: .request 

by the PC for:- t:he aonfUl.entiAl1 clearance cede. of the user, eaW cocie being 

35 introduced. bl' the user ~ thG PC keyboan:l in acoomanoe with a· stanclen1 

parallel c::onmunication pmt:(')00.1. for a PC. tt le tcmernttted to the 

... 
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cont:rol. microprQOessor ~PC of the car:d and retranern.i.tted by t:he· .l..ntl=AX" to 

the security module MPS in a fornllll: conprehensi~l.e for the l.atter (con .. 

saquently in px-1noiple in aeries fox.in on «:he single input/output tem:lnol 

. avail.able on tl'le ehlp MPS). The security mcX1Ule verifies t'he oonfi4entit\l 

5 cod.e and tronernita to tho miorop.roceaeor MK: a control wo~ representing 

the state of tile autho.d.~at.1.one given (total inhib:Ltton, total authoriz .. 

ation, partial. anthorization o'f cet:tato manory areas). 'l'l'\e C<>ntool. rdor.o­

proceoeor: MJ?C receives this wo:cd tn ee·r101 foon and thel\ establ. tsl\es on 

the bJe SU the corresponding clel!lranc:e signals (SHA, SiB, SHC, SHR, SHW 

lO ••• ) , which control. the access to· tl1e var:Loue RIElllOIY chips. ·rile m.t.cr.o­

proceseor· MPC then retums to the PC a ·et.ate woJ:d ind.ioat tng tool! t.he 

security. procedur.e hos been pe-rfoi:med ~nd. indicati.ng the ~·esult of this 

\...._ .. / .prooeduro6 

15 In tM.e oysten it: ia clear thllt it is the in;tero,processor. MPC which con­

. trol.s the PC•cam seour.lty prograns. tt 4e.1!.1nes the authorization& a,\(l 

:lntlibi.ti.QruJ ooo \lees the se<.-urity modulG ae a specialize! menber foe 

20 

\._ ..... /. 

· cl1e01c:lng a cleal:ance by conf iOentiol. code. No &."Cese secut':tty operntion 

le cont:iolled by the PC. 

In a re:t.nfox-c~ security structure, the data stored 1n. the· meinoty nr:e 

an.coded by means of a aeoret key. The secret decoding key is not kn~l 

to the uee.t" and :ls contained ill the se.curity 11\0&lle. on presentation of 

~ voli4 clearance code, the security mo<hllo supplies the eecret key to 

the m1.crop"tOCeaeor MJ?C, wtµ.ch can t.hen or.any out a decoding p~r.on with . . . . . 

.respect to the manoty dota and tranamit them to the fC. in decoded fo:rm. 

J;t ie th.la ensured that the data. stor.ccl .f.tl tile mEmoty ceinnot be usefully 

copied by an unauthor:l~ed person. 'l'he reooming of tile csata in the meno.r:y 
can also tQk~ pl.4ce in encoded. fcmn using the aeme encoding key· and once 

30 again only after reoo<Jn!Mtng the user's oleornnce. 

It should ~noted t:hal: dnM are not outputtfacl 1.n Mcoded .f.'oan OS 1B tlle 

case in certain SOCUt'1t.y app:t'l.eaUone om inRtetd the data ato.ced 1.n the 

ro-c~\"d are encoded so that any <."OfJY thereat! woul<.t not be usoble by . ocme-

35 ooe without a clearmce to c.10 thta. 
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Thus evon on fraudulently oett.lng the signal SGA or the signa'ls RD, WR 
for reading the dat., of thQ eat.'d, 'il: would still be impossible to utilize 

oaid data. 

5 In this use of the circuits MPC ana MPS for controlliJlg _the security of 
the cmd, it is clear that the invantJ.on makea 1t: possible to tnodi.ey the 
progrmua contr.Ol..1.ing this Aoourity. use Js made of 1!1les such ~s Fl of 
the m81\0ry MliM in order to poa.1t:1on there directly per.fonooble prog't'c'.tlls, 

rat.her than use a set RG1 of the microprocoseoC' MPC. Tms, it iG pusslblo 
10 to modify the seou-r:lty cont.col p:rograns as a function of the application~ . 

whilst retain:ing the eanc;i 1n~.o.r.oproeeQaor MPC and the BtrRQ sectn.•1.l:y 

module MPS. 

However, as the control of security prCl'Jupposea th(lt the unl'lUthorized 
15 uee:t.~ cannot eaeily mocUfy the aecur1~y control protjrans. it ·18' posa1ble 

to p:rxwi.de reinlorced aeourity met1Gut"es £0'1: the protection of per<:or.mebl.e 

li1eu euoh as Fl. 

20 

A desc3:1ption will now be given Qf one metOOd fot" obtt.i1nSng this inCr.<.~«i 
security. 'With each per.eo:anoble file to be protectod J.u associated 11 

porticuler 11signature", which repreaents su:ld file and which ia deterior­
ated i.f the file is rnodltled. 'rhie eignat"\lre is fcm1*1 from the aol:unl 
file content:, i.e~ it is the concatenl\t1.on of all the file bJ.ts. Thi.a 

signature is el:ored. 1n a non-volatile and non.-aeeessil)le meinoty (invisihlf!! 

25 for the user) of the security rnooule. When the .file has to be used and. 

\,,.__,.' pat't.i.cul.erly when it will USG a program per.fonnable t¥ the mic.roproceeaor 
MPC, o check will f.iretl.y be made t:o ensure t!Vlt there bas been non 
del:eriorett1on of the file. tf. tl'\e file _hl..la been danegeci. ite use w1ll 
bo prevented. Vox-. this pUJ:pose, the mic~easo.c: will f"irstly rooel.eu-

30 · lc.lt.e the signatute Of the file to which it has access and will nsk tho 

aoour1ty module what is ttle ox.peat~ signature. It will then make a 
CC11prison aru1 w1.ll only validate uee if the aignot:ul"eft correepoo<t. '\'he 
oc:in~r:ison could tt.ike place within tile uec..'tar1ty·l110dule. Wi.tld.n the 
ffecurity mod.ulca the.ce con be t:he 5'llll\e ·nuanbor· of eto't'e eignaturea e.o theJ:"V 

35 ai:e J!i.J.ee to be protected.. ··rhus, .in •!he security mc.x1ulo there is an 

''image" of the files to be pxotectecf of the menoey MEM, in the f.or.m of a 
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file of signat:u1·es corresponding to tho v.ar.1tllls parts to be pr<>teal;ed. 

Any dete.r;.iQrotion inval:l.dal:es the use of the com. 1'll.e control p:~rtns 

o.f said re.tneorced security syetem (signature calculation, signature· 
cooiparison and similar progra-ne) at"c at leaat partly in the set prograns 

5 ( inacoeGoiblE! by the PC) of the microprocesso.c MPC or the seour:1ty module 

Ml>a • 

This Sheet Has Been Replaced 

I 18\l\\ \lll\I \Ill ll Ill\ 
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* t L M S * 

Cf.J\lHS __ ...... _ 

1. PlUgg&ble menoty catd (CC) for a canput.-, canprising ot: least one 

memoi:y (M&M) aoeeseible in ~iting by the CQltJUtor vie a data bus ond an 

addres& bl.la connected to the canput:e.r, aleo cci~rieing a m~:ropi:ocessor 

(MPC) and mMne (BD2, M) for tl\e <U.r.ect perfQ1inance by the miorop.roceoiaor 

of an msb:uotion progran containm 1n the eiocessit>le memory •. 

2 • Manor:y card aocoming to claim 1, whex-ein the means for perfoxming in 

direct manner o progran comprise f.ln operational bua ( BD2) of the m.i.cr.o­

processor, said bUS be:lng directly connected to.an outpit bus o.f ~he 
memo:cy. (MBM) .. 

3. ~EmOJ:Y card aoeotd.tng to cl.a:hn 1, whe:t>ein the rnem1e· for. t:he direct 
15 perfoxmonQe of a progran OOTipriee a ·switching olcouit (AA) control.l.ed by 

t:he microprocessor for supp1y~.ng control eigneAls .. (SC) intended for thu 

Q1el\Q:t:y (MJ!M), said ewitchtng circuit rece:l.ving the control a:lgnols to be 

ewit9hed to tho metnO.t'Y; on the one harad fr«n a conpi.lter .tn wh'l.cl\ is 

.\naerted the cm:d arn1 on the .. other. fxun the 1n1cropr<x'..essor. 

20 

4. MEm0%.Y card aooo.cd1ng to cl.G:lm 1 ca~ris1ng catd access secur:Lty con­

trol ~rane ·in a perfcmnable filQ aooeesi'ole fr<n ttte rnc:mory (Ml!M). 

5 • Maro.cy ~X\1 acoonling ·to ol.a Im 4, Wherein pr:ogr8l18 fOJ: ca1.culoting 

25 . Bild cat1p&ring ej,gnotures of perf.or.taabl.e l!iles n.re containa.\ 1.n 1nao,~ess-

\_./ ible progrem lt\8\\0ri"s. 


