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PRIVATE-SET INTERSECTION OF UNBALANCED DATASETS

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application clams the benefit of U.S. Provisional Application No. 63/324,498,
filed March 28, 2022, the disclosure of which is incorporated herein by reference.

BACKGROUND
[0002] “Private set intersection,” or “PSL” refers to a computer-implemented protocol that
allows one or both of two parties to determine the intersection of a first set associated with
the first party and a second set associated with the second party. The protocol is designed
such that one party (or both parties, depending on the protocol) can learn the intersection
without learning any elements of the other party’s set that are not in the intersection. For
instance, in the context of contact-tracing to control spread of a virus, it may be desirable to
determine whether any persons with whom an individual has had recent contact is in a
database of known infected persons maintained by a public health authority, without the
individual learning anything else about the database and without the public health authority
learning anything else about the individual’s contacts. As another example, in the context of
subscribers to (or registered users of) an online service, it may be desirable for one subscriber
or the service (or both) to learn which of the subscriber’s friends or colleagues are also
subscribers to the service. One known approach to PSI involves the parties exchanging
versions of the elements that have been effectively encrypted (e.g., using decisional Diffie-
Hellmann, or DDH, techniques) such that the receiving party cannot decrypt the elements but
can compare them to correspondingly-encrypted versions of elements in the receiving party’s
own set to detect matches. In this manner, the receiving party can determine the intersection

without learning any members of the other party’s set that are not in the intersection.

[0003] Conventional algorithms for PSI are not well adapted for situations where the sets
are of disparate sizes. For instance, an individual may have contacts numbering in the tens or
hundreds while a large service provider may have millions of subscribers. In conventional
PSI algorithms, the parties exchange encrypted representations of their sets, which may be

padded with additional elements to make both sets of equal size, meaning that both sets need
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to be at least the size of the larger set. Computation cost may scale quasi-linearly with the
number of elements in the larger set, and communication cost may scale linearly with the

number of elements in the larger set.

SUMMARY
[0004] Certain embodiments disclosed herein relate to private set intersection (PSI)
protocols that can reduce the computational and/or communication costs of performing PSI
on datasets of disparate sizes (also referred to as “unbalanced” datasets), while preserving the
property that neither party learns any elements of the other party’s set that are not included in
the intersection. In some embodiments, the party with the larger set (referred to for
convenience as a “server’) can compute an array, such as an inverted Bloom filter or cuckoo
hash table, that represents the content of the server set. The party with the smaller set
(referred to for convenience as a “client”) can query the array, e.g., using a private
information retrieval (PIR) protocol, to obtain information that enables the client to determine
whether a particular element of the client’s set is also in the server’s set. By repeating the
query for each element of the client’s set, the client can learn the intersection. In some
embodiments, the client learns no information about the server’s set other than the elements

that are in the intersection while the server learns no information about the client’s set.

[0005] Certain embodiments relate to a method that can be performed by a server computer
system. The server computer can prepare, based on a server dataset having a number of
elements, an array having some number of array locations. Preparing the array can include,
for each element in the server data set: computing a set of hash values using a set of hash
functions; and updating one or more of the array locations based on the hash values. The
server computer can receive, from a client computer system, using a private information
retrieval (PIR) protocol, a request to retrieve data from a number of array locations
corresponding to a number of encrypted hash values corresponding to an element of a client
dataset. Using the PIR protocol, the server computer can compute a PIR response based on
the array and the encrypted hash values and transmit the PIR response to the client computer
system, without the server computer system learning which array locations had data retrieved.
The PIR response can be usable by the client computer system to determine whether the
element of the client dataset is also in the server dataset, without the client computer system

learning other information about the server dataset. In some embodiments, the PIR protocol
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can support batch requests, and all of the encrypted hash values corresponding to the element

of the client dataset can be requested in a single request.

[0006] Various techniques can be used to prepare the array. For example, the array can be
populated using cuckoo hashing with at least three hash functions. In some embodiments, the
server computer can perform an oblivious pseudorandom function (OPRF) protocol with the
client computer system to generate an encrypted element corresponding to the element in the
server dataset, wherein the server computer system initiates the OPRF protocol, and the hash
values can be computed for the encrypted element. Similarly, prior to receiving the request
from the client computer system, the server computer system can perform the OPRF protocol
with the client computer system to generate an encrypted element corresponding to an

element in the client dataset, wherein the client computer system initiates the OPRF protocol.

[0007] Certain embodiments relate to a server computer system that can include: a
communication interface configured to communicate with a client computer system; a
memory to store a first set that is private to the server computer system; and a processor
coupled to the memory. The processor can be configured to prepare, based on a server
dataset having a plurality of elements, an array having a plurality of array locations.
Preparing the array can include, for each element in the server data set: computing a plurality
of hash values using a plurality of hash functions; and updating one or more of the array
locations based on the hash values. The processor can be further configure to receive, from a
client computer system, using a private information retrieval (PIR) protocol, a request to
retrieve data from a number of array locations corresponding to a number of encrypted hash
values corresponding to an element of a client dataset. Using the PIR protocol, the processor
can compute a PIR response based on the array and the encrypted hash values and transmit
the PIR response to the client computer system using the PIR protocol. The PIR response can
be usable by the client computer system to determine whether the element of the client

dataset is also in the server dataset.

[0008] Various techniques can be used to prepare the array. For example, the array can be
an inverted Bloom filter for the server dataset. In some embodiments, the PIR protocol can
use additive homomorphic encryption and the processor can be further configured such that
computing the PIR response includes: retrieving, for each encrypted hash value, an
encrypted message representing a value stored in the array location corresponding to the

encrypted hash value; and computing a sum of the encrypted messages. In some
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embodiments, the processor can be further configured such that transmitting the PIR response
includes transmitting the sum. In some embodiments, the processor can be further configured
such that computing the PIR response further includes computing a product of the sum

multiplied by a random scaling factor and transmitting the PIR response includes transmitting

the product.

[0009] Certain embodiments relate to a method performed by a client computer system.
The client computer system can select an element from a client dataset having one or more
elements, compute a set of hash values from the element of the client dataset using a set of
hash functions. The client computer system can send, to a server computer system, using a
private information retrieval (PIR) protocol, a request to retrieve, from an array stored by the
server computer system, a number of array elements at locations defined by the set of hash
values, wherein the array represents a server dataset. The client computer system can
receive, from the server computer system, a PIR response based on the plurality of retrieved
array elements. Based on the PIR response, the client computer system can determine
whether the element of the client dataset is also in the server dataset. In some embodiments,
the only information the client computer system learns about the server data set is whether

the element of the client dataset is in the server dataset.

[0010] In some embodiments, the PIR protocol can support batch requests, and all of the

hash values computed from the element can be included in a single request.

[0011] In some embodiments, the array stored by the server computer system can be an
inverted Bloom filter, and the PIR response can include a plurality of encrypted Bloom filter
values. Where this is the case, determining whether the element of the client dataset is also in
the server dataset can include computing a sum of the Bloom filter values, determining that
the element of the client dataset is also in the server dataset in the event that the sum is zero,
and determining that the element of the client dataset is not in the server dataset in the event

that the sum is different from zero.

[0012] In some embodiments, the array stored by the server computer system can be an
inverted Bloom filter, and the PIR protocol can use additive homomorphic encryption.
Where this is the case, the PIR response can include a sum of a plurality of encrypted Bloom
filter values retrieved by the server computer system in response to the PIR request. In some
embodiments, determining whether the element of the client dataset is also in the server

dataset can include determining that the element of the client dataset is also in the server



10

15

20

25

30

WO 2023/192071 PCT/US2023/015815

dataset in the event that the sum is zero and determining that the element of the client dataset

is not in the server dataset in the event that the sum is different from zero.

[0013] In some embodiments, the array stored by the server computer system can be a
cuckoo hash table in which the array elements store encrypted versions of the elements of the
server dataset, and the PIR response can include a plurality of values representing entries at
locations in the cuckoo hash table that correspond to the hash values sent to the server

computer system.

[0014] In some embodiments, prior to sending the request to the server computer system,
the client computer system can perform an oblivious pseudorandom function (OPRF)
protocol with the server computer system to generate an encrypted server element
corresponding to each element in the server dataset, wherein the server computer system
initiates the OPRF protocol. Prior to sending the request to the server computer system, the
client computer system can also perform the OPRF protocol with the server computer system
to generate an encrypted client element corresponding to the selected element from the client
dataset, wherein the client computer system initiates the OPRF protocol, and the hash values

can be computed from the encrypted client element.

[0015] In some embodiments, the PIR response can include a value that is zero in the event
that each of the plurality of hash values matched an entry in an inverted Bloom filter
maintained by the server computer system for the server dataset and nonzero in the event that

at least one of the plurality of hash values did not match an entry in the inverted Bloom filter.

[0016] The following detailed description, together with the accompanying drawings, will

provide a better understanding of embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
[0017] FIG. 1 shows a flow diagram of a process for determining a private set intersection

using a Bloom filter according to some embodiments.

[0018] FIG. 2 shows a flow diagram of a process for determining a private set intersection
using a Bloom filter and a private information retrieval (PIR) protocol according to some

embodiments.

[0019] FIG. 3 shows a flow diagram of a process for determining a private set intersection

using a Bloom filter and a PIR protocol according to some embodiments.
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[0020] FIG. 4 shows a flow diagram of a process for determining a private set intersection

using cuckoo hashing and a PIR protocol according to some embodiments.

TERMS
[0021] The following terms may be used herein.

[0022] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database server
coupled to a Web server. The server computer may comprise one or more computational
apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests from one or more client computers.

[0023] A “client computer” may include a computer system or other electronic device that
communicates with a server computer to make requests of the server computer and to receive
responses. For example, the client can be a laptop or desktop computer, a mobile phone, a
tablet computer, a smart speaker, a smart-home management device, or any other user-

operable electronic device.

[0024] A “memory” may include suitable device or devices that can store electronic data.
A suitable memory may comprise a non-transitory computer readable medium that stores
instructions that can be executed by a processor to implement a desired method. Examples of
memories may comprise one or more memory chips, semiconductor flash memory, disk
drives, etc. Such memories may operate using any suitable electrical, optical, and/or

magnetic mode of operation.

[0025] A “processor” may include any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a
desired function. The processor may include a CPU that comprises at least one high-speed
data processor adequate to execute program components for executing user and/or system-
generated requests. The CPU may be a microprocessor such as AMD's Athlon, Ryzen, and/or
EPYC processors; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's
Celeron, Pentium, Xeon, and/or Core processors; and/or other commercially available

processor(s).

[0026] A “communication device” may include any electronic device that may provide

communication capabilities including communication over a mobile phone (wireless)
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network, wireless data network (e.g., 3G, 4G, or similar networks), Wi-Fi, Wi-Max, wired
data network (e.g., Ethernet), or any other communication medium that may provide access
to a network such as the Internet or a private network. Examples of communication devices
include mobile phones (e.g., cellular phones), PDAs, tablet computers, net books, laptop
computers, personal music players, hand-held specialized readers, wearable devices (e.g.,
watches), vehicles (e.g., cars), etc. A communication device may comprise any suitable
hardware and software for performing such functions, and may also include multiple devices
or components (e.g., when a device has remote access to a network by tethering to another
device—i.e., using the other device as a relay—both devices taken together may be

considered a single communication device).

[0027] A “set,” or “dataset,” can refer to a group of data values that represent items of
information stored by a computer system. The data values can be represented as binary

numbers having some number of digits, which can be a fixed number. A set can include
items of a particular type of information, such as contact data (e.g., name, address phone

number), location information, account numbers, transaction information, and so on.

[0028] An “encryption key” may include any data value or other information suitable to
cryptographically encrypt data. A “decryption key” may include any data value or other
information suitable to decrypt encrypted data. In some cases, the same key used to encrypt
data may also be usable to decrypt the data. Such a key is referred to as a “symmetric

encryption key.”

[0029] The term “public/private key pair” (also referred to as a “key pair”) may include a
pair of linked cryptographic keys generated by or provided to an entity (e.g., a computer,
communication device, or other electronic device) that “owns” the key pair. A public/private
key pair may be used with an asymmetric encryption algorithm so that data encrypted using
the “public” key of the pair can be decrypted using the “private,” or “secret,” key of the pair
(and vice versa). The public key of a key pair may be provided to other entities and used for
public functions such as encrypting a message to be sent to the owner of the key pair or for
verifying a digital signature that was purportedly generated by the owner of the key pair. The
public key may be authorized or verifiable by a body known as a Certification Authority
(CA), which stores the public key in a database and distributes it to any entity that requests it.

The private, or secret, key is typically stored in a secure storage medium and known only to
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the owner of the key pair. It should be understood that some cryptographic systems may

provide key recovery mechanisms for recovering lost secret keys and avoiding data loss.

[0030] A “shared secret” may include any data value or other information known only to
authorized parties in a secure communication. A shared secret can be generated in any
suitable manner, from any suitable data. For example, a Diffie-Hellman-based algorithm
such as Elliptic-Curve Diffie-Hellman (ECDH) may be used.

[0031] “Additively homomorphic encryption” (or “AHE”) refers to a public-key encryption
scheme (including a key generation function (pk, sk, ) « KeyGen(1%), encryption function
ct « Encpi(m; 1), and decryption function m/ L« Decg(ct) ) over a message space M that
exhibits correctness, CPA security (i.e., security against chosen-plaintext attacks), and linear
homomorphism such that Encp,(m,) @ Ency(m,) = Encye(my + my) forvm,, m, € M

and ¢ O Ency(m) = Encpr(c - m) forVe,m € M.

[0032] “Fully homomorphic encryption” (or “FHE”) refers to a public-key encryption
scheme that provides AHE and further provides multiplicative homomorphism such that

Enc,i(m,) ® Enc,i(m;) = Encyi(m, - my) forvmy, m, € M.

[0033] The “decisional Diffie-Hellman assumption,” or “DDH assumption,” states that, if

G is a cyclic multiplicative group of prime order g with generator g, and if a, b, ¢ are sampled

uniformly at random from Z,, then (g%, g%, g%?) C( @ g, g©), where the notation ¢
y q 9% 9%.9*") (g <

~

indicates that two distributions are computationally indistinguishable.

[0034] A “Bloom filter” is an array B][j] of length |B| that represents the outputs of a set of
k independent hash functions h, (x;), hy(x;), ... hi (x;) applied to each element x; in a set X.
The array length | B| corresponds to the number of possible output values of the hash
functions. Each entry in array B[j] can be one bit. To compute a Bloom filter for set X, all
bits of array B[]] are initialized to the same value, representing an unpopulated state. The
value representing the unpopulated state can be 0 for a “standard” Bloom filter or 1 for an
“inverted” Bloom filter. For each element x; in set X, the hash values

hy(x;), hy(x;), ... b (x;) are computed, and the corresponding array elements

Blh,(x)], B[hy(x)], ... B[hy (x;)] are set to the value corresponding to the populated state
which can be 1 for a standard Bloom filter or O for an inverted Bloom filter. (If a particular

array element is already in the populated state, the array element is not changed.)
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[0035] “Cuckoo hashing” is a hashing process that assigns a set of some number (n) of
items into some number (b) of bins. The process can be as follows. First, random functions
Hy, Hy, ..., H: {0,1}" — [b] are chosen, and empty bins B[1, ..., b] are initialized. To hash an
item x, a determination is made as to whether any of the bins

B[H;(x)], B[H;(x)], ..., B[H(x)] are empty. If so, then item x is placed into one of the
empty bins and the process terminates. If not, then a random number i € {1,2, ..., k} is
chosen, the item currently in bin B[H;(x)] is evicted and replaced with item x; then a
recursive process is used to insert the evicted item into another bin. If the process does not
terminate after a fixed number of iterations, the final evicted item is placed in a special bin
called the “stash.” The number k of hash functions can be chosen as desired and can be a

small integer, such as k = 3.

[0036] An “oblivious pseudorandom function,” or “OPRF,” is a two-party protocol for
securely computing a pseudorandom function on an input, without revealing the function or
the input. A first party (sometimes referred to as the sender or initiator), has an input, which
the first party can encrypt and send to the second party (sometimes referred to as the receiver
or responder), which can apply a further operation to produce the pseudorandom function
output. A number of encryption schemes and further operations can be used. The
pseudorandom function can be any function for which the same input produces the same
output, different inputs provide different outputs (with probability approaching 1), and for
which knowledge of one input and output provides no predictive ability as outputs for other
inputs. In one implementation of an OPRF, the sender can encrypt the input by computing a
hash function of the input and raising the hash function to a first power that is not known to
the recipient. The sender can provide the result to the recipient, which can raise the result to
a second power that is not known to the sender. If the hash function is known to both parties,
the two parties can compare data items by performing the OPRF and comparing results,
without either party learning the other’s data item. Embodiments described herein can use
any OPREF that creates an encrypted representation of an element, provided that neither party
can decrypt elements that were initially encrypted by the other party and provided that each
party can obtain corresponding encrypted representations of data elements such that that if
two encrypted representations are the same, then it can be assumed that the elements were the
same and that if the encrypted representations are different, then it can be assumed that the

elements were different.
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[0037] A “private information retrieval protocol,” or “PIR protocol,” is a two-party
communication protocol that allows a first party to retrieve an item from a database or dataset
held by a second party without the second party learning which item was retrieved. The first
party can send a PIR request that includes an identifier of the data item (e.g., an index into the
database or dataset). The identifier is sent in an encrypted form that the second party is
unable to decrypt but is able to use to extract a correspondingly encrypted version of the
identified element from the database or dataset, which the second party can return as a PIR
response. In some implementations of PIR protocols, the first party learns nothing about the
second party’s database or dataset other than the item that was retrieved. Examples of PIR
protocols include Seal PIR (described in S. Angel et al., “PIR with compressed queries and
amortized query processing,” available at https://eprint.iacr.org/2017/1142 pdf) and Gentry
PIR (described in C. Gentry and S Halevi, “Compressible FHE with Applications to PIR,”
available at https://eprint.iacr.org/2019/733.pdf). Some PIR protocols may support “batched”
queries, in which the first party can send a single request to retrieve multiple data items;
examples include multi-query PIR protocols described in J. Groth et al., “Multi-query
Computationally-Private Information Retrieval with Constant Communication Rate,” in

Public Key Cryptography — PKC 2010, https://doi.org/10.1007/978-3-642-13013-7 7.

DETAILED DESCRIPTION
[0038] The following description of exemplary embodiments of the invention is presented
for the purpose of illustration and description. It is not intended to be exhaustive or to limit
the invention to the precise form described, and persons skilled in the art will appreciate that
many modifications and variations are possible. The embodiments have been chosen and
described in order to best explain the principles of the invention and its practical applications
to thereby enable others skilled in the art to best utilize the invention in various embodiments

and with various modifications as are suited to the particular use contemplated.

[0039] Certain embodiments disclosed herein relate to protocols for private set intersection
(“PSI”). By way of example, scenarios are contemplated in which two parties (which can be
computer systems), referred to as PO and P1, each collect information items that can be
represented as elements in a set. The information items might be, for example, identifiers of
people or entities (or devices) with which PO or P1 has had contact or performed a
transaction, identifiers of subscribers to a service offered by one or the other party, or the

like. It is contemplated that the sets held by PO and P1 may be of disparate sizes; for

10
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instance, the set held by PO may include on the order of a hundred elements while the set held
by P1 may include millions of elements. In some embodiments described herein, a PSI
protocol can enable the party that holds the smaller set to determine which information items
the two sets have in common without exposing any other information from either party’s set
to the other party. As one example, P1 may operate an online service that has a large number
of subscribers, and PO may be an individual who wishes to know if any of her personal and/or
business contacts are subscribers to P1°s service. PSI protocols of the kind described herein
can allow PO to obtain this information (the intersection of the set of PO’s contacts with the
set of P1’s subscribers) without revealing information to P1 and without learning information

about any of P1’s subscribers who are not contacts of PO.

[0040] To facilitate description, the party PO with the smaller set is referred to herein as the
“client,” while the party P1 with the larger set is referred to herein as the “server.” The client
requests information from the server and receives responses that enable the client to
determine the intersection of the sets. In some embodiments, the PSI protocol allows the
client to learn the intersection but does not learn anything else about the server’s set, while
the server learns nothing about the client’s set. Operations of the client and the server can be

implemented using any suitable computer systems.

[0041] In some embodiments, a server can construct an inverted Bloom filter that a client
can query to determine which elements of the client’s set are in the server’s set. In various

embodiments, different degrees of privacy can be provided.

[0042] FIG. 1 shows a flow diagram of a process 100 for determining a private set
intersection according to some embodiments. Process 100 assumes that a server 102 holds a
first set X, a client 104 holds a second set Y, and it is desirable for the client to learn the
intersection X NY. At block 106, server 102 can prepare an array representing the content of
set X for use in responding to client queries. In this example, server 102 can prepare an
“inverted” Bloom filter representing the content of set X. To prepare the inverted Bloom
filter, server 102 can define a set of independent hash functions h,(*), h,(*), ..., hy(*), for
some integer k, and an array B|[j] of length |B|, where |B| is the number of possible output
values of the hash functions. Each entry in array B[j] can be one bit. The number k of hash
functions can be selected as desired; for instance, & can be 3, 4, 5 or the like. The particular
selection of k can depend on the acceptable error rate for a given application. For an inverted

Bloom filter, all elements of array B[j] can be initialized to 1. For each element x; in set X,
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server 102 can compute h, (x;), h,(x;), ... hi (x;) and set the corresponding array elements

Blhy(x)], Blhy(x:)], ... B[y (x:)] t0 0.

[0043] At block 108, client 104 can prepare to query the server. For example, at block 108,
client 104 can obtain the hash functions A, (), h,(*), ..., A (*) used by the server to prepare

the inverted Bloom filter. At block 110, for an element y; of set ¥, client 104 can compute
hash values a; = h; (yj), a, = h, (yj), v, O = hy, (yj). At block 112, client 104 can send

the hash values a4, as, ..., a; to server 102.

[0044] At block 114, server 102 can receive the hash values from client 104. At block 116,
server 102 can read the corresponding Bloom filter entries B[a, ], B[a,], ... B[a;]. At block
118, server 102 can compute a sum z = &, B[a;]. Where an inverted Bloom filter is used,
the sum z is O if all of corresponding entries in the Bloom filter are zero, which is the case if
all of the hash values a4, a,, ... a; match results of hashing elements of the server’s set X. At

block 120, server 102 can send the sum z to client 104.

[0045] Atblock 122, client 104 can receive the sum z from server 102. At block 124,
client 104 can determine whether the element y; is in set X based on the sum z. For instance,
if the sum z is 0, then client 104 can determine that element y; is in set X if the sum z is not
zero, then client 104 can determine that element y; is not in set X. This simple decision logic
is sufficient in cases where the parameters of the inverted Bloom filter are selected such that
the possibility of coincidentally matching all k hash values can be ignored. Blocks 110-124
can be repeated for every element y; in set Y, allowing client 104 to determine the

intersection X NY.

[0046] Process 100 allows the client to determine the intersection X N Y by executing a
query for each element in set Y. If n is the number of elements in set Y and N is the number
of elements in set X, the communication cost for determining the intersection scales as O(nk)
and is not dependent on N. For n < N, this compares favorably to the communication cost
for conventional PSI protocols, which scales as O(N). The computational cost includes
computation of the Bloom filter, which scales as O(N) (but only needs to be performed
once), plus the computational cost associated with retrieving entries from an array and

computing a sum.

[0047] Itis noted that process 100 may yield false positives. For instance, there is a

nonzero possibility that h,(x;) = hy (yj) for x; # y; (where indices a and b might or might
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not be the same), which can lead to a false positive. The error rate depends on the number k
of hash functions, the array size |B|, and the number of elements in set X. With appropriate
design choices (such as making the array large enough that the number of populated entries is
below about 50% of the total), the error rate can be kept to an acceptably low level for many

applications.

[0048] It is also noted that the privacy provided by process 100 is relatively weak. The
parties do not learn elements of each other’s sets that are not in the intersection, but some
information about such elements may be obtained. For instance, server 102 may learn the
hash values for elements of client’s set Y that are not in set X. Likewise, client 104 may learn
information about the content of the Bloom filter from queries for elements y; that are not in
set X, such as the number of hash values that matched unpopulated entries for a particular
query. In some embodiments, privacy on the client side can be enhanced by using a private

information retrieval protocol to execute the query.

[0049] FIG. 2 shows a flow diagram of a process 200 for determining a private set
intersection according to some embodiments. Similarly to process 100, process 200 assumes
that a server 202 holds a first set X, a client 204 holds a second set Y, and it is desirable for
the client to learn the intersection X N'Y. At block 206, server 202 can prepare an array
representing the content of set X for use in responding to client queries. In this example,
server 202 can prepare an inverted Bloom filter representing the content of set X, in the same

manner as at block 106 of process 100.

[0050] At block 208, client 204 can prepare to query the server. For example, at block 208,
client 204 can obtain the hash functions hy (+), h,(*), ..., h(*) used by the server to prepare
the inverted Bloom filter. At block 210, for an element y; of set ¥, client 204 can compute
the hash values a; = hy(y;), ay = hy(¥;), ..., ax = hy(y;). Atblock 212, client 204 can
send each hash value a4, a,, ..., i to server 102 using a private information retrieval (PIR)
protocol. As used herein, a “PIR protocol” refers to a cryptographic two-party
communication protocol that allows one party (the client) to retrieve an element from a data
set held by another party (the server) without the server learning which element was
retrieved. Numerous examples of PIR protocols are known in the art and may be used.
Examples include SealPIR (described in S. Angel et al., “PIR with compressed queries and
amortized query processing,” available at https://eprint.iacr.org/2017/1142 pdf) and
GentryPIR (described in C. Gentry and S Halevi, “Compressible FHE with Applications to
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PIR,” available at https://eprint.iacr.org/2019/733 pdf). Other PIR protocols can also be used.
The PIR protocol allows client 204 to query the server’s Bloom filter without the server
learning which elements of the Bloom filter were queried. Accordingly, at block 212, client

can send & PIR requests, one request for each hash value a4, a,, ..., ai.

[0051] Atblock 214, using the PIR protocol, server 202 can receive the PIR request for the
element of the Bloom filter array that corresponds to a hash value a; from client 204. At
block 216, within the PIR protocol, server 202 can retrieve the corresponding Bloom filter
entry z; = B[a;]. Atblock 218, server 202 can return the entries z; using the PIR protocol.
The PIR protocol prevents server 202 from learning the hash value a; or the retrieved Bloom

filter entries z;.

[0052] At block 220, client 204 can receive the query result z; corresponding to each hash
value a; for a given element y;. In accordance with the PIR protocol, the query result z; can
be in an encrypted form, which client 204 can decrypt. It should be understood that &
query/result transactions can be performed for element y;, with each transaction using the
PIR protocol. Alternatively, a PIR protocol that supports batched queries can be used
(examples are described below), and a single batched query can be used to retrieve the k
Bloom filter entries for element y;. At block 222, client 204 can compute the sum z =

Y¥ . z;. Asin process 100, for an inverted Bloom filter the sum z is 0 if all of corresponding
entries in the Bloom filter are O, which is the case if all of the hash values ay, a,, ... a;, match
results of hashing elements of the server’s set X. At block 224, client 204 can determine
whether the element y; is in set X based on the sum z. For instance, if the sum z is 0, then
client 204 can determine that element y; is in set X, if the sum z is not zero, then client 204
can determine that element y; is not in set X. Blocks 210-224 can be repeated for every

element in set Y, allowing client 204 to determine the intersection X NY.

[0053] In some embodiments, the PIR protocol increases the communication cost relative
to process 100, with the particular increase depending on the particular PIR protocol. For
SealPIR or GentryPIR, the communication cost scales as O(nk logN). Again, forn K N,
this compares favorably to the communication cost for conventional PSI protocols, which

scales as O(N). The computational cost is similar to the communication cost plus O(nkN).
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[0054] It is noted that, like process 100, process 200 may yield false positives due to the
Bloom filter. As noted above, with appropriate design choices, the error rate can be kept to

an acceptable level for many applications.

[0055] Process 200 provides improved privacy for the client over process 100, in that the
server does not learn the hash values a;, a,, ... a. In the context of the PIR protocol, the hash
values a4, a,, ... 4y are indexes into the Bloom filter array, and the PIR protocol by design
prevents the server from learning the indexes or the content of the retrieved Bloom filter
entries. The client may learn information about the content of the Bloom filter, such as which
hash values mapped to unpopulated entries. In some embodiments, privacy on the server side
can be further enhanced by exploiting additive homomorphic encryption (AHE) within a PIR

protocol.

[0056] FIG. 3 shows a flow diagram of a process 300 for determining a private set
intersection according to some embodiments. Similarly to processes 100 and 200, process
300 assumes that a server 302 holds a first set X, a client 304 holds a second set Y, and it is
desirable for the client to learn the intersection X N'Y. At block 306, server 302 can prepare
an array representing the content of set X for use in responding to client queries. In this
example, server 302 can prepare an inverted Bloom filter representing the content of set X, in

the same manner as at block 106 of process 100.

[0057] Atblock 308, client 304 can prepare to query the server. For example, at block 308,
client 304 can obtain the hash functions h, (), h,(*), ..., b (*) used by the server to prepare
the inverted Bloom filter. At block 310, for an element y; of set ¥, client 304 can compute
hash values a; = hl(yj), a, = h, (yj), v, Ay = hk(yj). At block 312, client 304 can send
the hash values a4, a,, ... a; to server 302 using a PIR protocol. Any PIR protocol that
provides AHE can be used, including SealPIR or GentryPIR. If desired, each hash value can
be sent as a separate PIR request. In some embodiments, a PIR that supports batched queries
can be used, such as the multi-query PIR protocol described in J. Groth et al., “Multi-query
Computationally-Private Information Retrieval with Constant Communication Rate,” in
Public Key Cryptography — PKC 2010, https://doi.org/10.1007/978-3-642-13013-7 7.
Where batched queries are used, a single PIR request can be used for retrieving entries

corresponding to all k of the hash values.

[0058] At block 314, using the PIR protocol, server 202 can receive the PIR request(s) for

the & hash values from client 304, either in separate requests or as a single batched request At
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block 316, within the PIR protocol, server 302 can retrieved the corresponding Bloom filter
entries B[a, ], Bla,], ..., B[ax]. The PIR protocol retrieves the Bloom filter entries as
encrypted values b; = Enc(B[a;], K) where Enc(m, K) is an encryption function that
supports AHE and that the server cannot decrypt. At block 318, server 302 can compute a
sum z = Y1, b;, which (as a consequence of AHE) is equal to Enc((Ti~; B[a;]),K). As
long as the PIR protocol provides AHE and all b; are non-negative, the sum z is an
encryption of the value 0 if and only if all of the Bloom filter entries Bla,], Bla,], ..., Bla]
are zero. Thus, the sum z provides sufficient information for client 304 to determine whether
element y; is in set X. At block 320, server 302 can multiply the sum z by a random (non-
zero) scaling factor r to produce a result z' = r - z. As a consequence of AHE, the result z’
decrypts to O if and only if z decrypts to 0. Thus, introducing a random scaling factor (that is
not known to the client) preserves the information as to whether z is or is not equal to zero
while obscuring any other information about the content of the Bloom filter from the client.

At block 322, server 302 can send the result z’ to client 304.

[0059] At block 324, client 304 can receive the result z’ from server 302. At block 324,
client 304 can determine whether the element y; is in set X based on the result z". For
instance, if the result z' decrypts to 0, then client 304 can determine that element y; is in set
X; if the result z’ does not decrypt to 0, then client 304 can determine that element y; is not in
set X. Blocks 310-326 can be repeated for every element in set Y, allowing client 304 to

determine the intersection X NY.

[0060] In some embodiments, the communication and computational costs for process 300
are similar to those for process 200. Again, for n < N, this compares favorably to the

communication and computational costs for conventional PSI protocols.

[0061] Itis noted that, like processes 100 and 200, process 300 may yield false positives
due to the Bloom filter. As noted above, with appropriate design choices, the error rate can

be kept to an acceptable level for many applications.

[0062] As with process 200, process 300 can prevent the server from learning the hash
values a4, a,, ..., a,. In addition, the client does not learn any information other than whether
the sum of Bloom filter entries corresponding to a given set of k hash values is or is not equal

to zero. Accordingly, a private set intersection can be determined by one party with reduced
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computational cost and without either party learning information other than the intersection

of the sets.

[0063] FIG. 4 shows a flow diagram of a process 400 for determining a private set
intersection according to some embodiments. Similarly to processes described above,
process 400 assumes that a server 402 holds a first set X, a client 404 holds a second set Y,

and it is desirable for the client to learn the intersection X NY.

[0064] At blocks 406-410, server 402 can prepare an array representing the content of set X
for use in responding to client queries. For example, at blocks 406 and 408, server 402 and
client 404 can execute an oblivious pseudorandom function (OPRF) protocol, with server 402
as the initiator and client 404 as the responder, to generate an encrypted set X’ where each
element x;" in set X' is the result of performing the OPRF protocol for input x; € X. Any
oblivious pseudorandom function OPRF(K, x) can be used, provided that, if = X NY, then
for any x; € X\I, x;' = OPRF(K, x;) appears pseudorandom to the client and hence leaks no
information about the element x. In some embodiments, at block 406, server 402 can apply a
hash function Hy(-) to each element x; and raise the result to a power K1 that is not known to
client 404. Server 402 can send H,(x;)%* to client 404, and at block 408, client 404 can raise
Hy(x;)¥* to a power K2 that is not known to server 402. Client 404 can send the result

x{ = Hy(x;)X2 to server 402. Other OPRF protocols can also be used.

[0065] Atbock 410, server 402 can compute a cuckoo hash table using the encrypted set
X'. For example, server 402 can define a set of independent hash functions

Hy, H,, ..., H,: {0,1}" — [b] and can initialize an array of empty bins B[1, ..., b]. To hash
each element x;’, server 402 can determine whether any of the bins

B[H,(x;)], B[Hy(x;")], ..., B[Hi(x;")] are empty. If so, then element x;’ is placed into one of
the empty bins and the process terminates. If not, then a random number q € {1,2, ..., k} is
chosen, the item currently in bin B[H,(x;")] is evicted and replaced with element x;’; then a
recursive process is used to insert the evicted element into another bin. In some
embodiments, if the process does not terminate after a fixed number of iterations, the final
evicted element can placed in a special bin called the “stash.” Depending on the selection of
k (which can be, e.g., 3, 4, 5 or another small integer), the number of iterations of eviction
and replacement, and the number of possible hash function outputs, the stash may remain

empty with probability approaching 1.
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[0066] At blocks 412 and 414, client 404 can prepare to query the server. For example, at
blocks 412 and 414, client 404 and server 402 can execute the OPRF protocol, with client
404 as the initiator and server 402 as the responder, to generate an encrypted value y;" =
OPRF(K, y;) corresponding to element y; of client set Y. In some embodiments, client 404
can apply the hash function Hy(-) (the same hash function used by the server at block 406) to

element y; and raise the result to the power K2 (the same power used by the client at block

408). Client 404 can send H| (yj)KZ to sever 402, which can raise H, (y}-)KZ to the power K1

(the same power used by the server at block 406). Server 402 can send the result
yj = Hyp (yj)K2K1 to client 404. Other OPRF protocols can also be used. To allow for

comparison of encrypted elements, the same OPRF protocol can be implemented at blocks

412-414 and blocks 406-408, with the roles of initiator and responder reversed.

[0067] Atblock 416, client 404 can use the cuckoo hash functions to compute hash values
a; = Hi(y{"), a; = Hy(y;"), ..., ax = Hx(y;") using the encrypted element y;’. At block
418, client 404 can send the hash values a,, a,, ..., a; to server 402 using a PIR protocol.
Any PIR protocol that provides AHE can be used, including SealPIR or GentryPIR.
Similarly to process 200, each hash value can be sent as a separate PIR query. In some
embodiments, a PIR that supports batched queries can be used. Where batched queries are

used, a single PIR request can be used to query all k of the hash values.

[0068] At block 420, using the PIR protocol, server 402 can receive the hash values from
client 404, either in separate queries or as a single batched query. At block 422, within the
PIR protocol, server 402 can retrieve the corresponding cuckoo hash table entries

Bla,], Bla,], ..., Blay], without the server learning which entries were retrieved. At block
424, server 402 can send PIR responses 74, Z,, ..., Z representing the retrieved entries to

client 404.

[0069] At block 426, client 404 can receive the retrieved entries from server 404. At block
428, client 404 can perform a membership test based on the response. For instance, using the
PIR protocol, client 404 can extract the cuckoo hash table entries B[a, ], Bla,], ..., Bla;]
from the server’s response. The hash table entries are elements of the encrypted set X', and
client 404 can compare each of the cuckoo hash table entries B[a, ], B[a,], ..., Bla,] to the
encrypted element y;’ to detect a match. If one of the cuckoo hash table entries

Bla,], Blay], ..., B[a,] matches the encrypted element y;’, then the unencrypted element y; is
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in the intersection X NY; if not, then element y; is not in the intersection. Blocks 412-426
can be repeated for every element y; in set Y, allowing client 404 to determine the

intersection X NY.

[0070] In some embodiments, the communication and computational costs for process 400
are similar to those for processes 200 and 300. Again, for n < N, this compares favorably to
the communication and computational costs for conventional PSI protocols. In some
embodiments, the cuckoo hash table can be binned into a number of smaller tables, e.g., using

known techniques. This may further improve computational efficiency.

[0071] Itis noted that process 400 may yield false negatives, which can occur if the
element of set X’ that matches element y;" was evicted to the stash. As noted above, with
appropriate design choices, the error rate can be kept to an acceptable level for many
applications. In some embodiments, process 400 can allow client 404 to execute a separate
query to retrieve the stash from server 402 and compare the contents to any elements y;’ for

which a match was not found in the cuckoo hash table.

[0072] As with processes described above, use of a PIR protocol can prevent the server
from learning the hash values a,, a,, ..., a,. In addition, the client does not learn any
information other than the retrieved cuckoo hash table entries. Since the entries contain
encrypted data elements x;’, the client can learn whether its encrypted data element y;" has a
match in the cuckoo hash table without learning anything about the elements that do not
match element y;". Accordingly, a private set intersection can be determined by one party
with reduced computational and/or communication cost as compared to previous PSI
protocols. It is also noted that, while a PSI process similar to process 400 can be
implemented using cuckoo hashing with fully homomorphic encryption (FHE), use of a PIR
protocol can provide the same privacy with lower computational costs, as FHE algorithms

generally incur higher computational costs than PIR protocols that use AHE but not FHE.

[0073] PSI protocols of the kind described above allow a client to learn the intersection X N
Y while the server may learn no information. In some embodiments, parties can repeat the
process with roles reversed to enable the server to also learn the intersection. However, it
may be more efficient to execute the PSI protocol once so that the client learns the
intersection. Once the client has learned the intersection, the client can provide the

intersection to the server, e.g., using a secure communication protocol to transmit a list of
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data elements in X NY. The server can thereby learn the intersection without learning any

other information about the client’s set.

[0074] In some embodiments, the client queries the server for each element of the client’s
set, and this may reveal information about the size of the client’s set. If desired, the client
can generate additional queries using randomly generated dummy elements to disguise the

actual size of the client’s set.

[0075] The private sets X and Y can include data values representing any type of
information that one or both parties may desire to compare to identify overlap. Example use-

cases will now be described.

[0076] In a first example-use case, a web services provider (“WSP”) may have a list of
commercial websites maintained by merchants and visited by a user (or by users in some
group of users). A financial services provider (“FSP”) may have a list of financial
transactions performed by the user (or group of users) with various merchants. The WSP
may desire to know which websites the user transacted business with, or the FSP may desire
to know which of the user’s transactions correspond to websites the user visited. In some
embodiments, the parties can perform a PSI protocol as described herein. One of the parties
(e.g., the WSP) can act as server, with set X corresponding to the list of commercial websites;
the other party (e.g., the FSP) can act as client, with set Y corresponding to the list of
transactions. In this manner, the WSP only learns about financial transactions associated
with websites on its list, or the FSP only learns about websites where the user conducted a
financial transaction. As noted above, the party that acts as client in the PSI protocol can
provide the intersection to the other party, so that both parties can learn the intersection

without learning other information about the other party’s set.

[0077] In a second-example use case, a user may maintain a list of passwords associated
with various network-based accounts. A security service provider may maintain a list of
passwords that are known to have been compromised (e.g., based on reported security
breaches of various network-based systems). It may be desirable for the user to learn if any
of their passwords have been compromised without learning any other information, and it
may be desirable for the user not to reveal any passwords to the security service in the
process. In some embodiments, a PSI process as described above can be used. The user (or
user’s device) can act as the client, with set Y corresponding to the user’s list of passwords.

The security service provider can act as the server, with set X corresponding to the list of
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compromised passwords. In this manner, the user can learn which, if any, of their passwords
have been compromised, without the security service learning any of the user’s passwords
and without the user learning anything other than which of their passwords have been

compromised.

[0078] In athird example use-case, a user may have a list of contacts, and a service
provider may have a list of subscribers to the service. (As used herein, a “subscriber” can be
anyone who maintains an account or other record with the service provider and is not limited
to paying subscribers.) It may be desirable for the user and/or the service provider to learn
whether any of the user’s contacts are also subscribers to the service. In some embodiments,
a PSI process as described herein can be used to allow the user to learn whether any of their
contacts are subscribers to the service without the service provider learning any information
about the user’s contacts. The user (or user’s device) can act as the client, with set Y
corresponding to the user’s contact list. The service provider can act as the server, with set X
corresponding to the list of subscribers. In this manner, the user can learn whether any of
their contacts are subscribers to the service, without the service provider learning any of the
user’s contacts and without the user learning about subscribers who are not among the user’s
contacts. As noted above, the user can communicate the intersection to the service provider,

thereby allowing the service provider to also learn the intersection.

[0079] In a fourth example use-case, two financial institutions such as a bank and a
financial services network may each maintain various account records, which may be
associated with account identifiers such as a primary account number. It may be desirable for
the financial institutions to identify account information held in common. In some
embodiments, a PSI process as described herein can be used to allow one institution (or both
institutions) to learn the intersection. In some embodiments, the institutions may exchange

additional information regarding accounts that are in the intersection of sets.

[0080] While the foregoing description makes reference to specific embodiments, those
skilled in the art will appreciate that the description is not exhaustive of all embodiments.
Many variations and modifications are possible. The semantic meaning of the elements of
various sets is not limited to any particular example. For instance, elements of the sets may
represent individuals, device identifiers, financial account information (e.g., account
numbers), transaction information, location data, and so on, and the intersection of private

sets may be determined by or on behalf of individuals, financial institutions, schools,

21



10

15

20

25

30

WO 2023/192071 PCT/US2023/015815

governmental agencies, or other organizations. Techniques described herein can be applied
in any context where it is desirable for parties to determine the intersection of two (or more)
sets without revealing elements not in the intersection. It should also be understood that
embodiments are not limited to actions performed by or on behalf of individuals; the parties
can be any systems or services for which identifying data or events held in common may be
of interest. Embodiments can also be extended to intersections of more than two sets, in that
a party that knows X NY can use PSI techniques as described herein to determine (X NY) N
Z. For instance, a party that learns X N'Y via a PSI protocol as described above and a party
that knows Z can perform a PSI protocol (e.g., as described above) with the first party using
X NY asits private set to determine (X NY) N Z.

[0081] Techniques described herein can be implemented by suitable programming of
general-purpose computers. In some embodiments, a computer system includes a single
computer apparatus, where the subsystems can be components of the computer apparatus.
The computer apparatus can have a variety of form factors including, e.g., a smart phone, a
tablet computer, a laptop computer, a desktop computer, etc. In other embodiments, a
computer system can include multiple computer apparatuses, each being a subsystem, with
internal components. PSI techniques of the kind described herein can reduce the
computational cost on the computer system in any context where the computer system needs
to determine the intersection of a first set of data held by the computer system with a second
set of data held by a different computer system without learning elements of the second set

that are not in the intersection; this can increase efficiency of the computer system.

[0082] A computer system can include a plurality of components or subsystems, e.g.,
connected together by external interface or by an internal interface. In some embodiments,
computer systems, subsystems, or apparatuses can communicate over a network. In such
instances, one computer can be considered a client and another computer a server, where each
can be part of a same computer system. A client and a server can each include multiple

systems, subsystems, or components.

[0083] It should be understood that any of the embodiments of the present invention can be
implemented in the form of control logic using hardware (e.g., an application specific
integrated circuit or field programmable gate array) and/or using computer software with a
generally programmable processor in a modular or integrated manner. As used herein a

processor includes a single-core processor, multi-core processor on a same integrated chip, or
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multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using hardware and

a combination of hardware and software.

[0084] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Rust, Golang, Swift, or
scripting language such as Perl or Python using, for example, conventional or object-oriented
techniques. The software code may be stored as a series of instructions or commands on a
computer readable storage medium; suitable media include random access memory (RAM), a
read only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash memory,
and the like. The computer readable storage medium may be any combination of such

storage devices or other storage devices capable of retaining stored data.

[0085] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a variety of
protocols, including the Internet. As such, a computer readable transmission medium
according to an embodiment of the present invention may be created using a data signal
encoded with such programs. Computer readable media encoded with the program code may
be packaged with a compatible device or provided separately from other devices (e.g., via
Internet download). Any such computer readable medium may reside on or within a single
computer product (e.g. a hard drive, a CD, or an entire computer system), and may be present
on or within different computer products within a system or network. A computer system
may include a monitor, printer or other suitable display for providing any of the results

mentioned herein to a user.

[0086] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can involve computer systems configured to perform the steps of
any of the methods described herein, potentially with different components performing a
respective steps or a respective group of steps. Although presented as numbered steps, steps
of methods herein can be performed at a same time or in a different order. Additionally,

portions of these steps may be used with portions of other steps from other methods. Also, all
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or portions of a step may be optional. Additionally, and of the steps of any of the methods

can be performed with modules, circuits, or other means for performing these steps.

[0087] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention.
However, other embodiments of the invention may be involve specific embodiments relating

to each individual aspect, or specific combinations of these individual aspects.

0088] A recitation of “a”, “an” or “the” is intended to mean “one or more” unless
3
specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”

and not an “exclusive or” unless specifically indicated to the contrary.

[0089] All patents, patent applications, publications and description mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.

[0090] The above description is illustrative and is not restrictive. Many variations of the
invention will become apparent to those skilled in the art upon review of the disclosure. The
scope of patent protection should, therefore, be determined not with reference to the above
description, but instead should be determined with reference to the following claims along

with their full scope or equivalents.
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WHAT IS CLAIMED IS:

1. A method performed by a server computer system, the method
comprising:
preparing, based on a server dataset having a plurality of elements, an array
having a plurality of array locations, wherein preparing the array includes, for each element
in the server data set:
computing a plurality of hash values using a plurality of hash
functions; and
updating one or more of the array locations based on the hash values;
receiving from a client computer system, using a private information retrieval
(PIR) protocol, a request to retrieve data from a plurality of array locations corresponding to a
plurality of encrypted hash values corresponding to an element of a client dataset;
computing, using the PIR protocol, a PIR response based on the array and the
encrypted hash values; and
transmitting the PIR response to the client computer system using the PIR
protocol,
wherein the PIR response is usable by the client computer system to determine

whether the element of the client dataset is also in the server dataset.

2. The method of claim 1 wherein the PIR protocol supports batch
requests and wherein all of the encrypted hash values corresponding to the element of the

client dataset are requested in a single request.

3. The method of claim 1 wherein the array is populated using cuckoo

hashing with at least three hash functions.

4. The method of claim 3 wherein preparing the array further includes,
for each element in the server dataset:

performing an oblivious pseudorandom function (OPRF) protocol with the
client computer system to generate an encrypted element corresponding to the element in the
server dataset, wherein the server computer system initiates the OPRF protocol,

wherein the hash values are computed for the encrypted element.

5. The method of claim 4 further comprising:
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prior to receiving the request from the client computer system, performing the
OPRF protocol with the client computer system to generate an encrypted element
corresponding to an element in the client dataset, wherein the client computer system initiates

the OPRF protocol.

6. A server computer system comprising:
a communication interface configured to communicate with a client computer
system;
a memory to store a first set that is private to the server computer system; and
a processor coupled to the memory and configured to:
prepare, based on a server dataset having a plurality of elements, an
array having a plurality of array locations, wherein preparing the array includes, for
each element in the server data set:
computing a plurality of hash values using a plurality of hash
functions; and
updating one or more of the array locations based on the hash
values;
receiving from a client computer system, using a private information
retrieval (PIR) protocol, a request to retrieve data from a plurality of array locations
corresponding to a plurality of encrypted hash values corresponding to an element of
a client dataset;
compute, using the PIR protocol, a PIR response based on the array
and the encrypted hash values; and
transmit the PIR response to the client computer system using the PIR
protocol,
wherein the PIR response is usable by the client computer system to

determine whether the element of the client dataset is also in the server dataset.

7. The server computer system of claim 6 wherein the array is an inverted

Bloom filter for the server dataset.

8. The server computer system of claim 7 wherein the PIR protocol uses
additive homomorphic encryption and the processor is further configured such that

computing the PIR response includes:
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retrieving, for each encrypted hash value, an encrypted message representing a
value stored in the array location corresponding to the encrypted hash value; and

computing a sum of the encrypted messages.

9. The server computer system of claim 8 wherein the processor is further

configured such that transmitting the PIR response includes transmitting the sum.

10. The server computer system of claim 8 wherein the processor is further
configured such that:

computing the PIR response further includes computing a product of the sum
multiplied by a random scaling factor; and

transmitting the PIR response includes transmitting the product.

11. A method performed by a client computer system, the method
comprising:

selecting an element from a client dataset having one or more elements;

computing a plurality of hash values from the element of the client dataset
using a plurality of hash functions;

sending to a server computer system, using a private information retrieval
(PIR) protocol, a request to retrieve, from an array stored by the server computer system, a
plurality of array elements at locations defined by the plurality of hash values, wherein the
array represents a server dataset;

receiving from the server computer system, a PIR response based on the
plurality of retrieved array elements; and

determining, based on the PIR response, whether the element of the client

dataset is also in the server dataset.

12. The method of claim 11 wherein the only information the client
computer system learns about the server data set is whether the element of the client dataset is

in the server dataset.

13. The method of claim 11 wherein the PIR protocol supports batch
requests and wherein all of the hash values computed from the element are included in a

single request.
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14. The method of claim 11 wherein the array stored by the server
computer system is an inverted Bloom filter and wherein the PIR response includes a

plurality of encrypted Bloom filter values.

15. The method of claim 14 wherein determining whether the element of
the client dataset is also in the server dataset includes:

computing a sum of the Bloom filter values;

determining that the element of the client dataset is also in the server dataset in
the event that the sum is zero; and

determining that the element of the client dataset is not in the server dataset in

the event that the sum is different from zero.

16. The method of claim 11 wherein the array stored by the server
computer system is an inverted Bloom filter, wherein the PIR protocol uses additive
homomorphic encryption, and wherein the PIR response includes a sum of a plurality of
encrypted Bloom filter values retrieved by the server computer system in response to the PIR

request.

17. The method of claim 16 wherein determining whether the element of
the client dataset is also in the server dataset includes:

determining that the element of the client dataset is also in the server dataset in
the event that the sum is zero; and

determining that the element of the client dataset is not in the server dataset in

the event that the sum is different from zero.

18. The method of claim 11 wherein the array stored by the server
computer system is a cuckoo hash table wherein the array elements store encrypted versions
of the elements of the server dataset and wherein the PIR response includes a plurality of
values representing entries at locations in the cuckoo hash table that correspond to the hash

values sent to the server computer system.

19. The method of claim 18 further comprising:
prior to sending the request to the server computer system, performing an

oblivious pseudorandom function (OPRF) protocol with the server computer system to
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generate an encrypted server element corresponding to each element in the server dataset,
wherein the server computer system initiates the OPRF protocol; and

prior to sending the request to the server computer system, performing the
OPRF protocol with the server computer system to generate an encrypted client element
corresponding to the selected element from the client dataset, wherein the client computer
system initiates the OPRF protocol,

wherein the hash values are computed from the encrypted client element.

20. The method of claim 11 wherein the PIR response includes a value that
is zero in the event that each of the plurality of hash values matched an entry in an inverted
Bloom filter maintained by the server computer system for the server dataset and nonzero in
the event that at least one of the plurality of hash values did not match an entry in the inverted

Bloom filter.
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