ABSTRACT In a content delivery system. delivery of a content and charging
for the fee of the content are performed and managed |n a highly secure

vand ef f ectgcoao82igooon. If a content-purchasing request ed from
a user device to a shop server, a chargi ng pLoce?‘s IS p “ ttshe
chargin rocess is successfully conplete the shop serv

t he gse? 8evi ce, an encrypted content in a form which cdt28 decrypt ed

by a key stored in the user device: A USer device aut henﬂ'mgatl on server,

whi ch manages content delivery, converts an encrypted c W’Wﬂmm
KpDAS(Kc) encrypted using a public kgyTRiAcire user devic ion

server (DAS) into an encrypted content key KpDEV(Kc) encryptewbusi ng a
public key KpDEV of the user device. Provided that the charging process
has been successfully conpleted in response to the content-purchasing

request, the shop csmlem&fellf/é@r&?ﬁbM§délher)k@5’a' SRR hhEEn£ONE S th& fk drend he
user devi Cc%ntent are performed and managed in a highly secure and effective fashion. If a
5  content-purchasing request is transmitted from a user device to a shop server, a charging
process is performed If the charging ‘process is successfully completed, the shop server.
transmxts to the user device, an encrypted content key in a form whlch can be decrypted
by a key stored in the user dev1ce A user device authentxcatlon server, which manages
| content delivery, converts an encrypted content key KpDAS(Kc) encrypted using a
10 'publi_e key of the user device authentication server (DAS) into an encrypted content key
KpDEV(Kc) encrypted using a public key KpDEV of the user device. Provided that the

charging process has been successfully completed in response to the content-purchasing

request, the shop server transmits the key-converted content key to the user device.



