W DE- AREA ELECTRI CAL DEMAND AND SUPPLY MANAGEMENT FI ELD OF THE | NVENTI ON
The present inventions relate generally to controlling, nonitoring and
managi ng 5 renote devices and, nore particularly to, nethods and systens
for renotely adjusting states and/or characteristics of the renote devices
for reduci ng demand/ consunpti on and/ or adding to the resource supply based
on user defined data, external data and/or other information relevant in
assessi ng demand, supply and ot her events/conditions. 10 BACKGROUND OF THE
| NVENTI ON The reliability and availability of energy resources

rel ative to demamdDEasRIDE BNECTRITAUDENAND ANDCS WRLYPHMANA@EMENTOr concern.
Aggregate demand has risen faster than supply in nost states and countries,

resulting in falling reserve | evels and, increasingly, severe shortages and

out ages. Begpus®F THR ANVEGTIONICti cal to store el ectrical energy,
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supply is subject to I cant construction costs, environnental issues,
i nf r ast r uctmelent massepsang detniand, supply ad iothereyents/agriditioins.r ai si ng chal | enges,

regul atory hurdl es, social resistance, and.tine barriers associated with
addi ng generation and transm ssion capacity. Power supply and distribution
ar e t helfs el RACKGRODBILLOF FHEINVENGHONpt i ons, failures and 25out ages.
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of existi NG, %%Qt%l(eﬁfds agci EO%HH‘]%}I&D&Q Erf fal(ﬂglg %Qerpé)ltejle(ise and, increasingly, severe
shortages and outages. Because it is not practical to store electrical energy, electricity
15  shortages manifest as brownouts and blackouts that impose significant costs to business,
consumers, and society. Short of actual brownouts and blackouts, shortages also cause spot
market prices to spike wildly, imposing further excessive costs on producers and consurners
alike. | -
Increasing energy generation and transmission on a centralized basis is difficult, and
20  sometimes imposﬁble. Adding to the long-term energy supply is subject to significant
construction costs, environmental issues, infrastructural and logistic complexities, capital-
raising challenges, regulatory hurdles, social resistance, and.time barriers associated with
adding generation and transmission capacity.
Power supply and distribution are themselves vulnerable to interruptions, failures and
25  outages. Equipment failures and overloads, shortages of inputs (such as river water for
cooling or for hydroelectric power generation, wind for wind turbines), terror and hacker
attacks, and other factors can disrupt the availability of existing supply, often with short or no
notice,
Power demand varies daily, weekly, monthly, seasonally and yearly. The demand
30  maybe for air conditioners, electric heaters, lighting fixtures as well as other appliances and
equipment. For most comunercial and general use, there is no practical substitution for it.
Yet, the demand for such resources has increased faster than supply for many years, and even

for decades in some regions. Power demand is also highly variable over short periods,



Power demand varies daily, weekly, nonthly, seasonally and yearly. The
demand 30 nay be for air conditioners, electric heaters, lighting fixtures
as well as other appliances and equi prent. For nobst conmercial and general
use, there is no practical substitution for it. Yet, the demand for such
resources has increased faster than supply for many years, and even for
decades in sone regions. Power demand is also highly variable over short
periods, affected by many factors including outdoor tenperature. A heat
wave or cold snap can result in significant increases in demand. As spare
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15  for large users to idle their production facilities temporarily to reduce peak demand and/or to

activate their own, capital-intensive power-generating equipment.

In regard to this user-participation approach to mitigating shortages, as long asthe -
number of such large users has been small—on the order of ten to a hundred—a manual '
process has been practical for electrical system operators to help balance demand and supply

20  onrelatively short notice in the face of demand spikes or supply interruptions. However,
these processes’ lack of time-efficiency and scalability limits their effectiveness in averting
major outages and, secondarily, in reducing extreme price volatility along the supply chain as
peak demand approaches the limit of supply.

Providers of resources, such as power generation, transmission, and distribution

25  companies and other utilities, have limited, or no, access to the right information at the right
time to effectively influence how energy is consumed by their customers. At best, utilities
may have near-real-time information concerming power consumption only of an entire
community or large subsection thereof. More detailed information is generally readily
available only monthly, when bills are being prepared.

30 This lack of detailed, real-time and near-real-time information about the nature and
amount of demand and standby supply under the control of end-users, and the lack of ability
to influence or control it effectively, when needed, presents a significant challenge to

resource providers in balancing supply and demand, whether to predict shortages, solve



20 on relatively short notice in the face of demand spi kes or supply

I nterruptions. However, these processes' |ack of tine-efficiency and
scalability limts their effectiveness in averting nmgj or outages and,
secondarily, in reducing extreme price volatility along the supply chain as
peak demand approaches the limt of supply. Providers of resources, such as
power generation, transm ssion, and distribution 25conpani es and ot her
utilities, have limted, or no, access to the right information at the
right time to effectively influence how energy is consumed by their
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exchange. Users of any size may wish to trade in their ability to reduce demand or add to

supply, whether bilaterally, in a resource market, or in a trading exchange. Other users,

20  lacking the ability to adjust'thcir own resource consumption or production, or placing
different values upon doing so, may wish to enter into such trades to hedge their vulnerability
to price spikes and/or short-term supply shortages. The difficulty in physically delivering on
such trades exactly when required, particularly when multiple facilities are involved, limits
the ability for such trading to provide effective hedges against demand and supply volatility.

25 Once a user has altered his resource consumption or supply, the user may further
benefit from certain secondary economic effects, such as pollution allowances or credits.
Users would further benefit from the added ability to associate specific changes in power
consumnption or production with such ancillary instruments and trade in them accordingly.

In light of the spread of terrorism, governmental agencies have an increased need to

30 intervene rapidly and precisely in resource distribution systems in response to attacks on
national infrastructure, beyond existing needs of a more regulatory nature. In an

interventional mode, governmental agencies have a need for resource control much as



15 facilities, may enter into agreenents, nake offers, or accept offers,
whereby they give up the right to freely use all of a resource available to
them in exchange for certain consideration. This "negative demand" coul d
be viewed as "positive supply” in a market or trading exchange. Users of
any size may wish to trade in their ability to reduce demand or add to
supply, whether bilaterally, in a resource market, or in a trading
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According to an exemplary embodiment of the present invention, monitor data

messages from devices may be received at a central server. The monitor data messages may

25  include data related to resource utilization, environmentai factors, parameters, states,
operating characteristics and/or performance data including fault data. Command messages
may be transmitted to some or all of the same devices, and/or alternate devices, to adjust
demand for and/or supply of a resource. Such adjustment may further be in response to
trading activity associated with the resource. Adjustment of resource-consumption and/or

30 resource-production may in turn generate information regarding the devices’ altered resource
consumption or production to be supplied to a trading network. Resource demand associated
with a device may be adjusted by reducing its net consumption, increasing its net production

(if any), or performing both.



renote adjustment may originate froma user associated with the devices, a

supplier or distributor of a resource for operation of the devices, a third
party such as a utility industry participant, a governnment entity, a trader
in a resource for the operation of the devices, or any 20 other entity. The
adj ust mrent of resource-consunption and resource-producti on may be based on

a user's initiation, a triggered event/condition, a predeterm ned schedul e,
or other defined schene. According to an exenplary enbodi ment of the
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g monitor the mnd?éonpqumnty agd/or qua.flty of energy sources and loads, and/or to

25  coordinate responses to unusual, out-of-specification, or high-risk equipment states,
performance and/or behavior as it occurs. Entities, such as enterprise energy managers and
others, may review and manage their locations’ energy and asset profiles on line or via other
modes of communication. Through the system of an embodiment of the present inventions,
users may control and/or adjust energy consumption profiles of one or hundreds of facilities

30  or assets simultaneously, utilizing a command broadcasting feature. For example, devices,
such as HVAC, refrigeration, lighting, production machinery, electronic controls, and other
equipment, may be idled, adjusted, or utilized less frequently or less intensively, or their

energy consumption may be reduced for a certain time frame, such as the duration of



20 and equi pment service fleets, and to enable trading in avoi ded resource
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SUPP! ¥, 1 is a schematic of a preferred embodiment of a system according to the
invention.
20 FIG. 2 is a schematic of a preferred embodiment of a link between the monitored
equipment and the system according to the invention.
FIGS. 3a-d are schematics of links between an end-user's machine and the system
according to the invention.
FIG. 4 is a schematic of a preferred embodiment of the electronic message delivery
25  server according to the invention.
FIG. 5 is a flow chart depicting the operation of the system according to the invention.
FIG. 6 is a schematic of a local RF network linking several pieces of equipment
together in accordance with an alternative embodiment of the invention.
F1G. 7 is a ladder logic diagram in accordance with the invention for an exemplary air
30  conditioning unit.
FIG. 8 is a schematic of two types of data transport utilized by the invention.
FIG. 9 is a schematic of two Incoming Message Tables each respectively receiving

information from the two data transports of FIG. 8.



15added t hroughout a defined area or a defined set of entities. BRI EF
DESCRI PTI ON OF THE DRAW NGS FIG 1 is a schematic of a preferred
enbodi ment of a systemaccording to the invention. 20FIG 2 is a schenmatic
of a preferred enbodi nent of a |ink between the nonitored equi pnent and the
system according to the invention. FIGS. 3a-d are schematics of |inks
bet ween an end-usees machi ne and the system according to the invention.

FIG 4 is a schematic of a preferred enbodi ment of the el ectronic nessage
delivery 25server according to the invention. FIG 5 is a flow chart

depi cting the of&@akliipmlogic charkillyspatingihe Smetianingpithe nomealizpicameqdyleofFI G 6 i s
a schemati cpef 4a | ocal RE network |inking several pieces of equipnent
together in accordance with an alternative enbodi nent of the invention.

FIG 7 is a | add¥®. Ilogt schethatigrof theivarious defe thlles of WCE h0-t he i nvention for an

dat ot ansport G0 gk peficdP e DeePMebabribie PORARY b bnd Bl P20 O
t wo | ncoim nigpehiastey ke Wiadhl apspastad therelstinmel datadiaye ofd&d@idvi ng i nf ormati on from
R O Lo TN E R R R
user-defined message profiles of the invention.
FIG. 14 is a schematic of various tables which contain information of outgoing
messages of the invention. roy
10 FIG. 15 is a logic chart illustrating the sending out of messages from the system in
accordance with the invention.
FIG. 16 is a schematic of the remote interface unit of FIG., 1.
FIG. 17 is a diagram illustrating an exemplary system for monitoring and controlling
remote devices, in accordance with an embodiment of the present invention.
15 FIG. 18 is a diagram illustrating an exemplary central server for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
FIG. 19 is a diagram illustrating an exemplary decision module, in accordance with an
embodiment of the present invention.
FIG. 20 is a diagram illustrating an exemplary trading module, in accordance with an
20  embodiment of the present invention. '
FIG. 21 is an exemplary illustration of a user profile, in accordance with an
embodiment of the present invention.
FIG. 22 is a flowchart illustrating an exemplary method for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
25 FIG. 23 is a flowchart illustrating an exemplary method for monitoring and
controlling remote devices, in accordance with an embodiment of the present invention.
FIG. 24 is an exemplary log associated with monitoring remote devices, in accordance
with an embodiment of the present invention.

FIG. 25 is an exemplary system for monitoring and controlling remote devices, in

30 accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENT(S)



FIG 4. FIG 11 is a schematic of the various data tables of FIG 10.

FIG 12 is a schematic of the Device Message Table, Delivery Table, and
Device 5 Location Table which are part of the relational data base of FIG
4. FIG 13 is a schematic of various tables which contain sone of the
i nformati on of the user-defined nessage profiles of the invention.

FIG 14 is a schematic of various tables which contain infornmation of

out goi ng nmessages of the invention. 10FIG 15 is a logic chart illustrating

t he sendi ng out (fés ages f.romthe systemi.n .accordance wth.th
nventon. P G Fle TEoaeat e b el baly RRRE i 0B 6 o
FI G 17 i s Thesi gge@asmay besdplatented fapugpossipl Bioydes ysilieatioh an sysiems far i ng and
controlling r% t eafge ] ces, ei n a%]%or.dance with an errbodilment od‘. t r{febﬁr esent
i nvent i on. PBEYERE Y SRR RePRin AP YIP ST SATHE VACE XATIIAY FURENTFUT PS er ver
for nonitorfisg 1gm3. controlling renote devices, in accordance with an
enmbodi ment of t resent invention. FIGEFl%is. di agra .
T ust rati ng. antitaEt SRpeaBAr SRt aumplery HseL o BN R RO R od ment
of the presghibteidB¥ied] in@Bcordance with an enfbb@meRibfitife pResShta@feativn, | dredk fdtd Ng an
exenplary trading nodul e, in gccqrdance with ap 20, eg‘oodi ment ,of the
present i pv@ﬁ’(‘:?ﬁ%?y be conﬁ?llgfl @3?f81“§te‘gﬁasﬁ‘¥n%‘hﬂ 'ﬁgyn?tiofl é’i“is%ﬁgﬁdﬂmg‘fm%y ser
profile, innieeebyansRityishdh a8hn &ARREH, f@PlierObr friM8ddd EyeRlrck¥eNbbOE. FI G 22
is a flowhart illustrating, an xegrg)l arty met hod for nonitoring and
companies, utility cornpanies, etc%, a host sysfem, government entities, public int€rest |
10  groups, traders and/or other entities. The informational message may also be initiated
autornatically by an embodiment of the present invention. The informational message may
include a command or command message, a control signal or other signal that may be
automatically generated and/or generated in response to an external input. Further, the
informational message may be transmitted to the devices, intended recipients via a preferred
I5  mode of communication and/or other recipients. The devices may be remotely adjusted for
reducing resource demand and/or adding to resource supply. For example, resource-
consumption may be controlled by an entity, such as a utility or power supplier, for reducing
demand and/or increasing resource supply for a customer base. In addition, energy may be
managed by an end-user (e.g., customer, business owner, etc.) for conserving energy and/or
20  increasing the end-user’s internal power supply, which added power may be supplied to the
grid {(or other resource fransmission equipment). The devices to be adjusted, the manner in
which they are to be adjusted, when they are to be adjusted (e.g., per trigger conditions or
events, schedules, ec.) and other factors may be determined by an embodiment of the present
inventions.
25 An embodiment of the present inventions provides detailed information concerning
the devices, supply sources, relevant external and other data. The detailed information is
further centralized and integrated into various embodiments of the present inventions. The
centralized and detailed information may be used to achieve improved resource optimization
and improved alignment of demand and supply. In addition, embodiments of the present
30 inventions allow for sequencing and/or prioritizing assets, supply, users, efc. based on the
marginal utility of adjusting each; more accurate and granular predictions of supply and

demand levels and imbalances; more granular and more rapid control of resource-demanding



controlling renote devices, in accordance with an enbodi ment of-thepresent—
I nvention. 25FIG 23 is a flowhart illustrating an exenplary nethod for
nonitoring and controlling renote devices, in accordance with an enbodi nent

of the present invention. FIG 24 is an exenplary | og associated with
nmoni toring renote devices, in accordance with an enbodi mrent of the present

I nventi on. FIG 25 is an exenplary systemfor nonitoring and
controlling renote devices, in 30 accordance with an enbodi ment of the

present invention. DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENT(S) FI Gs.
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devi ces. These, systens na nment ed . { 0SeS f. broader,
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may be contr an en as a u for
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addi ti Olgt Cene;}%?/g a@gf}/ns.b or 534 gl% if Q Susforh ﬁyeﬁ ds rﬁja%%allg'%uxqalted re'”slglgrge usage (wﬂ.lchnes S

owner , conserving energy an
may be based on the customer’s profile) but more curtailment is still needed, an embodiment

of the present inventions may send an escalation message indicating that additional
curtailment. The escalation message may also include a corresponding price or other
incentive which may be considered in potential further curtailment actions. In another

20  example, an embodiment of the present inventions may aﬁtomatically generate follow-up
messages based on knowledge of a user’s assets and data indicating that the user has not
opted in for their full curtailment potential. In another example, a message may be sent to
each asset owner of a certain class who is already maxed out. Many variations and other
programmable possibilities may be implemented. |

25 As shown in FIG. 17, a Central Server 1710 may receive commands from one or more
users, 1726, 1728, via various modes of communication, including a computer 1722 over a
communication network 1720 (e.g., the Internet, private network, intemnal network, etc.),
wireless communication 1724 and others. For example, the central server may also self-
generate commands, control signals, informational messages as well as receive computer-

30  generated commands and other messages from an outside system. Users may include end-
users, users associated with the devices, suppliers of a resource for operating the devices,
third parties, resource-related entities, government entities, public interest groups, traders,

and/or any other participants in the system. Central Server 1710 may also maintain one or



20 increasing the end-user's internal power supply, -

be supplied to the grid (or other resource transm ssion equi pnent). The
devices to be adjusted, the manner in which they are to be adjusted, when
they are to be adjusted (e.g., per trigger conditions or events, schedul es,
etc.) and other factors may be determ ned by an enbodi nent of the present

i nventions. 25An enbodi nent of the present inventions provides detailed

i nformati on concerning the devices, supply sources, relevant external and
ot her data. The detailed information is further centralized and integrated
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25  adjuosting, controlling and/or dtherwise manipulating the devices. The control signal or

informational message may be transmitted once, multiple times until delivery is confirmed,
multiple times until a retry algorithm is completed, iteratively, intermittently, or continuously
for a fixed or variable duration. The interface unit 1738 may further communicate with the
remote devices to monitor, adjust, conirol and/or manipulate the devices. Interface unit 1738

30 may be integrated with or into one or more devices, separate from the devices, and/or operate
to control a plurality of devices. In addition, while each component is shown as a single

component, multiple components may be duplicated for wider applications. For example, a

10



25As shown in FIG 17, a Central Server 1710 may-receive—ecohrahRdsfromaone

or nore users, 1726, 1728, via various nodes of conmunication, including a
conput er 1722 over a conmunication network 1720 (e.g., the Internet,
private network, internal network, etc.), wreless conmunication 1724 and
ot hers. For exanple, the central server may al so sel f-generate conmands,
control signals, informational nessages as well as receive conputer- 30
generated conmands and ot her nmessages from an outside system Users may

i ncl ude end-users, users associated with the devices, suppliers of a
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shown as a single conponent, nmultiple co nent’s nmay e dupli
wi der appl i dsigrning ow Foich eneagpyes, drgwn from a ut111ty during an adjustment (e.g., a

curtailment) or the quality of energy produced by a device and provided to a utility grid
during an adjustment (e.g., activation of distributed power generation equipment). The meter
30  device 1740 may store or transmit information continuously, at predetermined intervals,
intermittently, or on an event-driven basis, for billing, power-quality monitoring, and/or other
purposes. Interface Unit 1738 may communicate confirmation data and/or meter data and/or

other information to Central Server 1710 via the communication link 1734; additionally or

11



buil ding may include a plurality of interface units 1738 that may each
control a plurality of devices. The devices may include any equi pnent
that may be nonitored, controlled, adjusted and/or manipul ated. Such
devices may include lighting systens 1742; refrigeration systens 51744;
HVAC systens 1746; generator 1748 as well as dehum difiers, production

equi pnent such as manufacturing and process nmachinery, notors, and
conpressors; elevators and escal ators; conputers, and other controll able
devi ces 1750. The devi ces. may,. be contro]led indiyidually as Il as
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According to another embodiment of the present inventions, extemal data 1752 may

.also be considered in monitoring, controlling, adjusting and/or otherwise manipulating the
20  devices. External data may include any information that may have some affect on the use 6f
the devices. Examples of external data may include consumption/demand of resources,
primary and reserve supply of resources, distribution capacity for resources, pricing and
market conditions, weather conditions, emergency conditions, information about trigger
events/conditions, past or estimated consumption/supply data, forecasted future
25  consumption/supply data and other information.

According to another embodiment of the present inventions, a trading network 1754
may be incorporated to enable the users to trade or sell an amount or unit of a resource
associated with a past, present, or future adjustment of the devices. Trading exchanges may
be provided for buying, selling and/or exchanging spare generation and distribution capacity

30  made available by a demand curtailment, activation or increase of additional sources of
supply, or other adjustment.

FIG. 18 is a diagram illustrating an exemplary network operating system for

monitoring and controlling remote devices, in accordance with an embodiment of the present
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during an adjustnent (e.g., activation of distributed power generation
equi pnent). The neter 30 device 1740 may store or transmt information
continuously, at predetermned intervals, intermttently, or on an
event-driven basis, for billing, power-quality nonitoring, and/or other
purposes. Interface Unit 1738 may conmuni cate confirmation data and/ or
nmeter data and/or other information to Central Server 1710 via the
comuni cation |ink 1734; additionally or alternatively, meter device 1740
may communi cate confirmation data and/or interface unit data and/or other
iUnf or mat i ONjnketHeEN A aéntSESetmi 1mh ax( ieﬂbddﬁlfﬁen@ efmupﬂcﬁh?gin%hnbié?ﬂﬁaﬁ&%de 1740
pst ream communi catj ons .bet ween t interface t nd/ or neter

and the Centq"4ps W@Sra”ilﬂ@ T?&OPWP]E‘FQE@BH‘E‘QL’%@?%@P?“&&éﬂ%‘?t on an

event - dri vegevasind pr@e@mgﬂaﬁdsdoadtebm thesedlindbns? The RiddlePoisthy/ Cérn@r at I ve or
stream ng basis, or t he centr? server on an event-driven basis,

schedul ed b3&yes’ S%m%yoﬁmtwa gereralely gndfor eqligelivgly ag pell anlogy prsgiotely, w@or

conmuni cat i A disiioted fldndrB ¥Fudhes meﬁgsltsawer mu@ﬁﬁmema% ohilfiplé B&ideylbese of
relaying, aggregating, disaggr egat i ng, n;pr essing, and decorrpr essing the
Cntp

communi cat i &#agl %@MW@W&W&W&B%M@ %38 and/or meter 1740, and the
Central _Ser ver 1el0uind AB3SGsboRln Al SR FEGIRn ik QSurBcir PRI ONS.

confirmation of the adjustment of the devices may be distributed to one or
nor e i nt ende@videlngioaality aspaatedivit penitpsige sowtollingipaiiar edivsting mofegievisssanyl e,

reci pi ent's pRY4f&GEIMfnd R Bhd/SBHAR toos{lp[ﬁﬁg'ﬁfreéomcgr RR LA H iFfG. aisge&mr red

node of comruni catlion, such as a voOi ce phone , XML data 176 SIS/ Text

1764, el@mi Seryer @%00 mwdv@svanpwgmdukwgcbam §romapd Meduley BH); Ingpntive
conmmuni cat i Ry, MRdRniOlodwle ?WME?MOQBB 18128 y&ﬁ%ﬁ%n&f M%%@E‘Yzﬂ'ec ation

and ot her congll ti ons assoclated with recelving confirmation
adj ust ment PegjsidseMedudy 6 8j @apamtys]?éqtelplmaM@dulwmﬁ,mrn@yméulm%ﬂ%| ed by the

user or ot PEALAREEA R e T ARIALAING POl ELuRRDOd Tent of "the

present inven ext érna e considered in
moni t ori ng, contThekhiodwlgs ofe(tq:u@tsewgr H08 ooy umrtwmﬂlﬁaarﬁnm edrigtyiofisputdes; 20

affeot 31 « BEoARL KR PR AIES e 10 G B RbE D D B e
consunptio nCtbélmrﬁatdba@é 13565 andratles Daqabasmii&ﬁ a"hete daslasssenmmmupn ofdividslbyir ces,

o Pt OB et 6 BUASER Sk SR PRI Kl RNt s, veat her

event s/ condi ti or@mnméMaduleGSanymdelwmsumpbne&mbma@myssamt &pmfaomaepst ed
rding to

e 22 CNSBLLIRkSYRPLY, 8 BamSLREtoh LS TELARD e S0, 19 10
i ncor poe@t etBem anceothdziseurtdsd 845 eQMamdtm@a:dgesMays’mdlﬁdearcommumtsumms amingleof a
Govi ces. TronRRG Bhehartnd RES' mRRES bea it BsRRE LS PR or
exchangi ng sqnatied gaadamapnedmermﬁtdd g, doenits and/of afhacdonyitions. A command
message may include instructions for adjusting characteristics (e.g., state, operation, control
parameters, etc.) of the devices. More specifically, the command message may include
25  information related to an amount of adjustment, devices to be adjusted, when the adjustment
is to occur, a frequency at which the adjustment(s) may occur, an order of adjustment, how
the adjustment is made, and/or other instructions. The command message may be a request,
order or a suggestion from an end-user, provider/supplier, third party and/or other entity
concermning an adjustment of resource-consumption and/or resource-production.
30 The command message may be initiated by an end-user 1840. An end-user may be
any individual or entity associated with the devices subject to remote adjustment. For
example, an owner (or manager, other authorized entity, etc.) of a grocery store chain may

desire to reduce power consumption for a time period (e.g., minutes, hours, days, weeks,
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30 nmade avail able by a demand curtail nent, activation or increaseof
addi tional sources of supply, or other adjustnent. FIG 18 is a diagram
illustrating an exenplary network operating systemfor nonitoring and
controlling renote devices, in accordance with an enbodi ment of the present
inventions. A Central Server 1800 of an enbodi ment of the present

i nventions may provide various functions and nodul es related to nonitoring,
controlling and/ or adjusting renote devices and processi ng data associ at ed
with these functions. The nodules of the Central Server 1800 nmay function
separ at el y etendwhich may beschedule o epsunpsripdieatly) Fbiaiday invobvrediobting ﬂa?nd/ or 5in a

di stribut eq.qrpnner sz}{éﬂﬁ gew Cgﬁfe&fgﬁ?%ystéﬁg \ég{lméﬁgrg%rgﬁ deyfacd gul tiple

devices or as-a sin vari e I np enent e
Accor di ng tcmdaunnmgtsmﬂmmmenﬂ&eqmtlp,nmmng ﬂmmsﬁofcdmlaymtdpmhe&rgver 1800

may provi d%%sﬁ ”Céxco'f‘@éohﬁé}aﬂéﬁl% rS a‘fétbQ e tédoaru't Bﬂg de%lclns{% ana/ or

adjusting r é devi ces 0 suppl y of
a resouﬁcepredstesﬂumdnnggwr Fﬂlﬁhm@be@eﬁmm@b'ﬂibﬂlsaeawﬂmra];&@ﬁztubgnntm@bude varl ous

nodul es, such as .Conmand duI 1810 Ince £ u e 181

Vodul 6 181 SR PO SR Bsnaih coieny e SRR P eCerain be a8 o noaul e
1818, Capa@ettyin Peiditons maylglclvﬂdmmrplc&aﬁge ikttt privh 8fd @schBed2a change in
Billing/Settl rrent Mdul e 1824, Trade Mdul e 1826, and ot her nodul es. The
modul es of “CARETIPAINS\AS 1800 may interact with data froma variety of

sources, 15 i nchardkafpléjacbmiasd mbRaddabahatale lthiOctiohi debreasdah alase of 852,
Confirmati on Data_ 1854, Credlt Dat abas 856, Eﬂd ot her Iga base 858.
These d&t alBLELUSHH I PEIERE HHEUHAR FYsFeah Hhich may ipchide dpymiag WEBOE 2 he

dat abases mRylelfnincieamafidt i AtbYatioR dTkY col@iad yssage may m@mﬂm&dctmm ule

1810 may recejive one or nore nd rresslg ﬁs froma vari of sour ces,

i ncl udi ng ABMESFYHER fo OpgLfs at &%"b‘f’a{) Veldp ?Y@P:*ed‘fhe’&ﬂWé‘éeﬁ ‘@ I3f%9 a2 third

party 20 184dhyaag Plideky SOWEREHr 4 BdifilingleR MR G5h HRSS RHA5w I Burihbs tHede a
command, such as’ a single push of a button or other action. In addition,

the commandomaadpessaasmay st dhedishting systerde wrmesdnajalensity sirips Weet er ni ned

triggers, QV&MsSreRbdi4mIauRbBE 4SRRI WHeR R weeth&qmmnmmg%nm& i ncl ude
instructions for adjusti ng characteristics (e.g., state, "operation, control

par anet er s example yvabmvelh@a ieseurcen\5 8e PABECTETEY ot-y | Infigcxemmlionthd nessage

may i ncl Ud@ymmand message may include instructions to increase the energy supply for a group of
devices or a particular building. An increase in supply may refer to activating generators,
tapping into other reserve power sources, or other supply of resource.

20 The command message may be distributed, additionally or alternatively in one or
more alternative formats or as part of an informational message, to intended recipients based
on a preferred mode(s) of communication, whereby the recipients may initiate appropriate
responsive actions.

The command message may also be directed in aggregate to a downstream node

25  which in turn may generate a command signal, informational message and/or control signal to
a downstream sub-domain. In reverse, the downsiream sub-domain may aggregate feedback
data. In this exemplary embodiment, there is a level of distribution of data and/or
intelligence as well.

The controlling and monitoring may occur in a tiered configuration for bandwidth

30  conservation and/or distribution of intelligence in a network of devices and central servers.
For example, a utility head office (or other entity), which may include a server, signaling
module or other module, may send a signal or message to 150 at-risk substations of its 250

substations. The signal or message may be directed to an adjustment in resource-
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25 information related to an anount of adjustnent, devices to be adjusted,
when the adjustnent is to occur, a frequency at which the adjustnent(s) nmay
occur, an order of adjustnent, how the adjustnent is nmade, and/or other
instructions. The conmand nessage may be a request, order or a suggestion
froman end-user, provider/supplier, third party and/or other entity
concerni ng an adjustnent of resource-consunption and/or
resour ce- production. 30The command nessage may be initiated by an end-user
1840. An end-user nmay be any individual or entity associated with the

devi ces subjoagmption prsias resourel-prodyrsiag. . Farsxamenle sl signalon megiees mavincidgager

ot her aut hagj It t1Go : i desire to
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i nvol ve adj N i ) | m - ght ,
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etc. The commapd ness . I enerate u ticall v in. response to
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aut hori zed swmbitition ntayprevideapheasagt tochead efficeralierel ik imtesagembwindludomdi t | ons

under which e, deyices.may b dj yst ed. rtai n,conditions . nglude a
sharp changsé‘wﬁmﬁé%/%ﬁ&aﬂ?q’%‘éa@?&ﬂ&#é’%‘ﬁ}%@m %@ﬁgﬁﬁﬁég 155‘51%%“% i tions,
etc. For exepaplify 122 wipave)) Theraasg of Ky ofithd titgal dofSfurativhindiybe iditelerir ease an
G i gt he | | gRECGEE B osRaT Bt BB LG B MR L BE on.
The comranchea® sffidg@. g Rprinatyt dode) ayerretpbnsibierol b@abtbiling asyGintoRlitbangper at e at
Thi o may. beuREian BB St s s n PO SRS AR EORHECS: RRRRr L he
conmand MesHBa&ioRYayitdkE ovetC Thik raﬂenhddw?t:;deﬂﬁio&u@tb%rﬁyﬂiﬂeﬂt RCfe@@fiandyoE tHent €Nsi ty
during the 15 eve{gel?ng pezril od and dur] ?g thgl tdayt,l ms,rwhen the weat her is
dark and cl RSy EsOTHeEr 2 ERaRIaEs PrRSr AVRSH VAat AYdmAgT fhe Sentfoleniening | poveer
ener gy, 1t Coapabilt{ irf dhly SnEpBIPITR failoR6t REHITBALLSHRESADE nbRY whith iy Qhare
instructions to increase the _energy supply for a group of devices or a
particul ar 3gfor éhuﬁ&OHWW%P%@PPW@UQWHWF%‘FM to activating

generators, tap@ch&dihEEd%n%Pﬂxmﬁﬁl%ﬁhé’&m&ﬂéﬁﬁ'}ge%ﬁFéﬁﬁﬁbeﬁ{ﬁa&&h?%nérﬁﬂ?' y of
resource. 20The conmand nessage may be distribufed, additionally or

al t er nat i vedther then Sieaisey suglpasea PYider 1843 & o Sunplietof 8resqurce ghcy) formers

i nf or mat i ONgic; RS IR uteli Pesbib AN ABE cdnihAidinlage ﬁ%_@fﬁ@lu@é‘a FoqBdsPoShloRdlr mode( s)
of conmmuni cation, whereby the recipients may initiate appropriate
r esponstle fum promiger 1842 to reduce resource consumption by a predetermined amount. The

provider may request hundreds, thousands or millions of customers to reduce consumption by
a certain amount or percentage. The request may be supplemented by a pricing change or
other incentive to encourage greater participation (e.g., more custotners), prompt responses
(e.g., quicker action) as well as participation at higher levels (e.g., increased curtailment).

25  The requested amount of adjustment may be an estimated amount, projected amount or other
amount. One or more of these amounts may be identified by the user or other authorized
entity through a user profile.

The command message may also be a request or an order from a provider (or other
entity) to select a level of adjustment from a range of levels of adjustment involving

30 reduction in resource consumption and/or increase in resource supply. Each level of
adjustment may be associated with a corresponding price or incentive level. For example, in
response to a depleting supply of energy and/or a high and increasing demand of energy, a

provider may request a plurality of customers to decrease consumption by an estimated
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The command nessage nmay al so be directed i n aggregate to e downstream node
25 which in himnmy generate a command signal, informational nessage and/or
control signal to a downstream sub-domain. In reverse, the downstream
sub-domai n may aggregate feedback data. In this exenplary enbodi ment, there
is alevel of distribution of data and/or intelligence as well. The
controlling and nonitoring may occur in a tiered configuration for
bandw dt h 30 conservation and/or distribution of intelligence in a network
of devices and central servers. For exagﬁ a utility head office (or

posgip
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redundancy of t%gﬁioo her event that
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VES

control /nonitqgring responsibility anon Accordi ng to anot her
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user, such ﬁﬁmaat%cme&@% at8dslof, emgunt feeqBidhefor Btherdhotér sQTAAGAL Rfusting f Or
nore effici ently di stributed resources. The commuand nessage n@% I nclude a

request or (HRORFFHIGR obthe devisesp Iiss ?misshezex{eéﬂaﬂévaﬁfé@m@géapb@ Plsunpt i on by

a predet er nidnQeh BFFpiNhe d&h&-rﬁérﬁﬁéhﬂ@ﬁm&ﬁ%ﬁaﬁt?Gﬂﬁ§ﬁre§&lf‘ﬂ0@ﬂ%ns tiRpbsapis or
mllions of custoners to red u& consurrptlon by a certain anpbunt or

percent%‘be the S te IR RIASSeSHERD Homdatederivsy fomgponiiorine taplye or ot her

incentive t&u&@ﬁéﬂﬁf@&ﬁm&@ﬁ Sherf uuﬁblp@,&ﬂe&%é Bysbiated MR Rck UPHBHRES) , Pronpt
responses . qui cker. action) as well” as partici Patl on at higher levels
(e.g., i ncr.@gggdatgggq\@d frqyTRORitoring data of upstream elementso a power generation and

distribution system and associated devices, and determine an optimal mode of operation that

may be automatically implemented or approved by the user before implementation.

25 An entity (e.g., user, provider, third-party, other, efc.) may identify a certain triggering
event for adjusting the devices. The event may be any event or condition that initiates an
automatic adjustment in operation of the devices. The event may be defined by the user,
provider or other entity. For example, a user may define that when a consumption level
reaches a predetermined level, a level of curtailment may be implemented which may involve

30  reducing energy consumption throughout the devices. In another example, during periods of
the day during the summer season when prices are at peak levels, air-conditioning devices

may be adjusted to consume less energy.
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25 The requested anount of adjustment nmay be an esti-ated—arpeunt, projected
anount or other anobunt. One or nore of these anmobunts nmay be identified by
the user or other authorized entity through a user profile. The
command nessage nay al so be a request or an order froma provider (or other
entity) to select a level of adjustnent froma range of |evels of

adj ustnent involving 30 reduction in resource consunption and/or increase
in resource supply. Each level of adjustnent may be associated with a
correspondi ng price or incentive level. For exanple, in response to a

depl eti ng suppl Yhetonemardgyessage may inalutle glequestifrom en ediy feg..dervided eaf) tener gy, a
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5supply. Accordi ng taq anot her. .exanple, the_,co nd nessa be

Ui L1 at ed HPURSERE HEPIRATERL PR of 48VEREh SR, T GBY LR MAR ACUREPTYRS pub | ¢
i nterest griewPss Qftailthdi@ (s disiituted thrbudhbRrteydvides aiad eaiples e Bhdiudeem@y S. 1 n
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etc.), somedelmiaep ey _ént%a-'g)%%aﬂr%% b PetdeisergpayArismE e Bone 10
or all deviyeagjubted, aRBtnTREN LIERDY ctallinent| ofBdeh of i@ Hevdoca/Mloder bf) I €SPONSe to
aterrorist warning or a terrorist attack, a governnment entity may issue an

order t & coneainemt fog disiievies af/onotha i formafion Jegpendmpg @iy cegpip factasy sudss nay

i ncl ude tragefshctidell8t HRleRVel, 568 End-1A8s BMY BOWIIES o GaNES Al flaua@nge ot her
participants. External data _mati:f l%e considered in generating the comuand
&

nessage. Foleviessdapminimpbopsration lexgl. Semacndgipers may belwiliemiasivtdonws thept i on dat a,

suppl y dat ajeyidBy dtBendts 32 I RAL Rcenti@t her condi tions, predetermned trigger
events/conditions, forecast data, and/or other information affecting a

deci si on, anou nﬁpofﬁlﬁreefa@nw}amwow A PotitaGieo endrysso prayides swenlier, aliPust i ng the
operati ¢ %ﬁéﬁ'&q%ﬁﬁ%ﬁ?mom@&%v@%f%m%eﬁﬁ B4 cubtBRHER am@int BRY De
obt ai ned or derived through the device-nmonitoring functionality of the
present i nvereiap ﬁ@boqi:@pnt@g Hijpresent inventions may determine one or more possible ways to

reach that curtailment amount or level. For example, an entity may request a curtailment of
15% or submit a more general request, such as “curtail as much as possible” for an
emergency mode of operation, “please cut what you can” for a normal mode of operation, or
20 other possibilities. Based on external data as well as pre-defined rules and/or trigger
conditions/events, the system may generate an optimnal set of curtailment actions or a set of
possible ways to reach the desired curtailment.- In another example, the entity may specify
some or all curtailment actions for reaching the desired level or amount of curtailment.
According to another example, a command message may include an offer from an
25  end-user to effectuate a change in net consumption for a certain amount. The change in net
consumption may refer to a reduction in consumption, an increase in supply and/or other
adjustment. The offers may be transmitted to one or more entities. The entities may then
determine whether to accept or reject the offer. The determination may further involve
considering additional data, such as price data, supply data and demand data, in deciding
30  whether to accept the offer before generating a control signal.
According to an example, an end-user may operate devices or the devices may
function at a certain level (e.g., level 1) of operation. An entity (e.g., a supplier, a host entity,

etc.) may request the user to operate the devices at a different level (e.g., level 2) which may
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20 the system may assess denmand/ consunption data derived fromnonitoring
data of downstream el enents of a power distribution system and associ at ed
devices, in view of supply data derived fromnonitoring data of upstream

el ements of a power generation and distribution system and associ at ed

devi ces, and determ ne an optiml node of operation that may be
automatically inplenmented or approved by the user before inplenentation.
25An entity (e.g., user, provider, third-party, other, etc.) may identify a
certain triggeri % nt for adj ustl ng the devices. The event may be any
event or coR! Y‘iacﬁ%"{&ﬂ‘gfe dpetion;(apdéos suprlyAprressedt iT e@ﬁeﬁﬁtﬂﬁ‘éﬁhﬁeﬁﬂe‘(fb&%ﬁ on of
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consune | esg, SR el of urtmlme-ﬁp‘ﬁ}c?t X rg%gg‘?ﬁ%g&héﬁﬁ ubtiHeht! dfce ﬁhxFe@\i,i\ﬁZSt from

an entity (e.g., provi der Fesour ce consunpti on re a
| evel of cuintladd mmmmyfatll@e tathl veeh,andids fronetamicliseownts phizidegds, evoidancosfer al |

target goa' !ﬂé‘ésf ?ﬁ&c&%ﬂm&%&ﬁﬂs%f&x&nf SRS ?gbf R eregﬂ%%r an

overal | goa rta an anount or percentage o ction.
Based on t h@nﬁngwtema;bﬂta:g g‘adntsahd/eumélhbnse iirt addition Ahpinogntives reay tepeld upf

curt &l | §EN Ry Becleh AL A Al FAGDROUHSSL DN Ll LN, O end- users

of the overa syste user curtail nent
is distri buttradgeurtmbufghmctmeoiﬂeaomemdmédancbéocanphmunttotﬁwpeh(bddeiea may

determ ne a lt&ﬁe am%f '%Fe%{)x@%%&%é{n?é&djm?@ﬁm?%%{] t he end-user may

det er m ne t?’u Vi ces an es ed anount of curtail nent of
each of the dewﬁamampiamwaimﬂudafa sﬂﬂ-buimhemdnrmmty(é o+ utilite poveidec eppherd/ or
ot her i nfor }I on n 'nxg%veba rta n_at t| ve set

m er C C(;lﬁ) ﬂS ) gﬁJCh as Sev i‘/
of incentiv %yo(?% t ek S NGt AN Y Fedlce the
devi ceslifo ﬂ;vmQismmlroﬂnpxecrrﬂtcamnnMEMelFmﬁiemtmndﬂms,ansandmgerhmmdeﬁtlomg to shut

e e o R PSR 03 Bl ey 550} e B oL £ o
requesting aijnsmurlh aﬁnthér@méxihon,fth@ufdtmrkmbffchaS&dnﬁrﬁbidseo m:uustthel ment
anount or | eve of .t he resent nventi o ne one
or nore pos%ﬂeﬁ‘}l%“ Sﬁ%‘i@}fe?’ g”&'&“ﬁ? 3y peluds ?dﬁflp%%or?fmél?%’ E@'ra%é'l’pp?ﬁ??’
exanpl e, ana &ﬁhmﬁry:eﬂifb& (e gqpﬁ&t eta) whiré tk bititias (eqf, ulibBopRsvidand) Bhdy datentine

tall as nmuch as possible" for an energency

gener aI equ
mode of 2 pe?ﬁ%?ebwac‘mﬁ %raf§]5°t §%%hat you can" for a nornal node of
operation, or 20nekjtase tpossivirigthd Mﬁnm&%maﬁdgepmeemmodiﬂé Aaypgendfatela as

pre-defi ned rules Lor .tri r /eve S may generate
an opti mal ?&E‘Old"fg“@@?f%afhmgq@& ﬁ eglé?s %%@E&i‘fﬂs“ﬁe Wig]?al’o reach
the ?fSi l’edlrzﬁllblﬁﬁ&idcﬂiﬂﬂilmgndlltb ﬁflﬁfeﬁﬁiﬁuﬂ%ﬁfﬂ@hﬁmnicb@rﬁﬁ}ﬂﬂlyiimssﬂﬁﬁl fy fsome
or all curtai nt acti reachi ng the desired | eve amount o

curt ai | ment 0K é’c?r"ﬂlni‘?d 'atﬁ%fleﬁ’eﬁes %‘i’gi’t@‘rbyatg‘émﬁﬁl Hedehy ncI ude an

of fer fp®mM @ghal may be broadcast simultaneously to the devices. In another example, the control signal

may be transmitted sequentially, according to an order of adjustment defined by the user or
other entity,
According to another variation, Transmit Module 1812 may transmit an additional
signal with the confrol signal. The additional signal may be transmitted in parallel with the
30  control signal as well as subsequent or prior to the control signal. For example, the additional
signal may include a notification signal that informs other identified entities (e.g.,
government, public interest groups, etc.) of the intended (or recent) adjustment. The

additional signal may include incentive data that may be generated on the fly, which may
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25 end-user to effectuate a change in net consunptionfor a certaln anpunt.
The change in net consunption may refer to a reduction in consunption, an

i ncrease in supply and/or other adjustnent. The offers nay be transmtted
to one or nore entities. The entities may then determ ne whether to accept
or reject the offer. The detennination may further involve considering

addi tional data, such as price data, supply data and demand data, in
deci ding 30 whether to accept the offer before generating a control signal.
According to an exanple, an end-user may operate devices or the devices nmay
function atindudzesiloeed incedtives based on curleshtmirkel price amp@rotiter formAtiorerthet y (e. g.

a supplier, .host. entit et.c.) may .request the user to operate.the

devi ces at 33%8??3?8%2?1” é%/oe]lmlﬂlg% %;c.m,“}/nf“%g"g? O%ﬁgﬁ%va}g?%%ﬁwgeﬁ%den&nd
reducti on (caeelmdre sgpdedretipiengase) . The different level (e.g., level 2) may
trigger an assogjate of curtailnen nd/ or new supply)..ln

addi tion, the d%ﬁ?i‘ﬁ‘%ﬁ@i‘ﬁ %VCEIV%IBOIBPE)@T‘% omp e rgwgte dﬁﬁ“?‘% ﬁic’&t‘?rf erent

| evel ofs i rigRmtdy\luddbec elinidre p@firmhmy aletriel (d G datg opeiationiiAdiade a greater

econom ¢ i ncentjve and/ qr, ot her additiopal jncentives. 5lncentive Mdule
1811 may gSABPSER ﬁ]ﬁaﬁtﬁﬂ?ﬁﬁﬁr‘gf"gtaésoglé‘fehﬁ’ tﬂ%ﬁé‘&ﬂf’?sv grigrgiance metEeSMAYe anount or

| evel of cufdnftbd dTBR of doRGIMBASE of frodidRdH, X statd df DieviellR ., AdlhderdioR Rlode
I ncentives may include any conpenéatlon to the user, such as nonetary,

di scount s, Arhmaydpdicate on/aff staths e‘coranioperationdsmpratae (fos EVAG e vises. et g

nechani sns,;nd Gher@ABREBticd JTERIYekiée S8 e BELIHMAL mdtddsitdBd Soffor&QRdyivegent on
certain events and/or conditions. In addition, the incentives may be paid

up 10 fk0ontdefined by theaiseror othpreatityh The Ryer ar)thes envmay ilentifly pdvichgdeyigssdrent s,

and/ or ot hef, RaAERMat S HARSRERRERS arb Mon/ted FBYHRhcyf ni R OIS fnd ficiced and/ or
an anmount of supply added, a potential anmount, an estimated anmount and/or

ot her anpurronitgfagy Zhpmeniasdatamay bastogd §pYeriler Patghese d 3¢ it datamayalsy. |

utility pr q,éhggrm f&mh'%ﬁ&m gs&uﬂlpﬁ@%’sugﬁlgz%ﬁdf& SRR betlon€ CRtakidiBoP ARGR0rON
certain conditions, such as a current Severity of 15 power crisis or other

critical colaimayalko brused ithdetaspiing whethet 3 demand aveariepndition heseapcurred dipt  or
15 may trigger an adjustment in the resource-consumption of the devices.

Confirmation Module 1816 may receive confirmation that command messages were
received, and may receive confirmation of the adjustments made to the devices in response to
the command message. For example, Confirmation Module 1816 may receive confirmation
of the curtailment of the devices, an increese in supply of resources, and other action taken in

20  response to the command message. The confirmation may be forwarded to one or more
recipients based on a preferred mode(s) of communication. Further, by informing the
recipients of the confirmation, the recipients may subsequently access a common site (e.g., a .
website) which may contain additional details of the confirmation, Confirmation data may be
useful in identifying one or more devices that fail to adjust in accordance with the control

25  signal and/or other non-compliance information. The recipients may be informed of any non-
compliance including device specifics, measurements, status, etc. In addition, a report of
confirmation, non-compliance and state of the devices may be generated and forwarded to the
intended recipients as instructed by the user or other authorized entity. Confirmation data
may be stored in database 1854 and may also be used in determining appropriate

30  compensation in an incentive program.

Decision Module 1818 may determine the specifics associated with adjusting the
operation of the devices. For example, Decision Module 1818 may determine what devices

are adjusted via Assets Module 1860, when the adjustments are performed via Trigger
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sel ect an appropriate |level of curtailnment (or |evel of supply to add) or
ot her anount of adjustnent. In another variation, the end-users may offer
one or nore bids to adjust the operation of the devices, which may include
reduci ng consunption and/ or adding supply, for a certain incentive (e.g.,
price, etc.) where the entities (e.g., utility providers) may determ ne 20
whet her to accept or reject the bids. In response to receiving the conmand
nmessage, the conmmand nodul e may generate a control signal (s) for adjusting
the operation of the devices. Transmt Mdule 1812 may transmt the control
signal to dPenditiowErent Modwle i 862nand hamitieiadiustments wietnkrde ia Axtiystoent Mofihle cont r ol

signal ma j } : [ .l NE
control 25 AP sonfter B8 o0l VI RAGIESy Doat10 a0 BIEUIEL: SRAARA°The
anot her exanfotregtioh Beneratadtbydhe Becinal Morirle 13¢8 tmaphenied vedfeaegetiotgezrty |

according tp an order j Ust ) N t-h . her entity.
Accor di ng ttge Ealeld gr%e\s/saéei' ai?%cgsflo,nﬁé]&%cg%ﬁ% m%ﬂ%’%ce“ @ﬂ%ﬁ%fl%%zgﬁr&?ﬁeg%n@

addi ti orfal dataghes imaybé tsetd berefonicedin detegining theéleseadanditiomadnd adjgstakbntifay be
transnitteﬂ i@ R@rallel with the 30 control signal as well as subsequent or
prior to tHE°¥BIfFY ol signal. For exanple, the additional signal may include
a notification gisgiaodulea86D nfag tepeesart rrdevickand bd didpdtednNThé HBscef MaPbe a
governnent, .public jnterest groups, £tc.) . of the intend Qr recent)

90 st mont 'sirtexatotalER o Mt areriiidiai AReahbF Yoot iietiar oy be
gener at ed oroniftien/fEhent Mukdile N8 elaay lepredetiaribii préeremindCRiFpiy 68 nbamed on

a1 50 1 bl T e B AR PO e P LT GpeoRy L ePoLl SRR o one or
mr)]r e int enotgd. 1A %Hj&hn&ﬂ@g'{ddﬁre IWM{H&)@r&\fidﬂmf@ﬁiaﬁ&ﬁﬁﬂeb‘@d f?ﬁﬂiaiw]EtEH data from
the renote devices. _Mnitor ata pay include one or nore perfornance
metrics (e.QjﬁFeSs‘S%’P@L\@‘ﬂtAﬁet%wéséﬁ%%dEfg?“a'{mgéqréﬂ?é? n TEgeT act eri sti cs,
etc.) associsaipdnrwid 18429 celgyi ces. Performance netrics may nonitor a | evel
of consunption or production, a state of a device (e,g., .an_operation node
whi ch may i ndi cRPECEOe aSiuatees, 2 ngenihat grjuess et otrmasd gl eaddso theor  HVAC
devi ces;s etresohrceagbpgm}q%djmﬁé@mﬁmeam FoPéxalpR, Sl§¥cEetIRSF BclbiiEprocess

performance netricS to be nonitored may be 10 defined by t'he user_ or other

Y 0 ( :
entity. Thesharasy, agipstaempio uspRs of jialvel i deviterfoyclipginatieravanid(as durafians iy ¢ or ed,
what perf or J7BReg et Bhinfs! &ﬁofﬁ§t@te§]@%§tﬁ%‘%ﬁeonﬁﬁﬁﬂ%ﬁ%‘s, QfscamBitoR HoRGupAnd ot her

nonitor data. The nmonitor data may be stored in Monitor Database 1852. This
data may alalempe opseingimpdesy ieraptipmef prosesseseor asrafidspessand otharastignsand/ or

ot her acti OlgiridnR s obPBe broBEH: bR lindt@ b 2bdBRYp SHWRP shift SR whete GhEr M Nni ng
whet her a demahd ev%%/cgn%lifti on haltl'lsé]to%éurrepdﬁ{ ha{g 1% rrg)g triegger an

adj ust n&tht supply ey belsts fhaanduasaldsmandpratheretsachyupply dssgreater than aggnérhal mat i on

Modul e 1816efByq, rsﬁcﬁ%avﬁeteﬁ@w hPbd Red B3y 99?’@&911‘9[&5%"(‘9?.5&5 n! €cei ved,
and may receive confirmation of” the adjustnents made to the devices in
response t aentiationd niderponisel setines map inclidein off childms, Upnesonesmizove dapraese1 816 may
recel ve Confh L bl re e AGH ELBl MMy 1 1R dRVERR. sBfhy AT ease TN
supply of.resources, and other action'tiaken I n
temperature, increase chilled water temperature, reduce chilled water flow, turn off
25  unnecessary lighting, turn off all non-essential office and other equipment, run back up or
emergency generators and other actions.
In another example, Adjustment Module 1864 may balance the operation, state or
other characteristic of the devices based at least in part on an assessed consumption amount
and/or an assessed supply amount. The consumption amount and the supply amount may be
30  estimated amounts. In addition, the balancing of resources may be performed for the devices
of a single user. The devices to be adjusted may be defined by the user or may include all
devices associated with the user. In addition, the balancing of resources may be performed

for a plurality of users. For a group of users (e.g., parent company, affiliated company, etc.),

20



20 response to the command nessage. The cenH+rateon—ay—be—Foerwarded to
one or nore recipients based on a preferred node(s) of comrunication.
Further, by informng the recipients of the confirmation, the recipients
may subsequently access a common site (e.g., a website) which may contain
additional details of the confirmation. Confirmati on data may be useful in
identifying one or nore devices that fail to adjust in accordance with the
control 25 signal and/or other non-conpliance information. The recipients
may be infornmed of any nonconpliance including device specifics,

measur enentss am&in@bfiSnsudipGon My Bekdidsted throighb i@ i plurdlity 6 Ovkkis) WEG indybe

non conplig@ﬁ @nd state of the devices may be generated and forwarded to
the int end@dHREEPHI%nt s as instructed by the user or other authorized

entity. Confir niairﬁl@aneﬁstﬁwﬁmom mtswnayl adjfist SRlieRasacdBdide ANGrioRY e 0 be
used in determ ning appropriate 3 npensation in an incentive program

Deci si on My&erescriagm & vipasare adi ‘éﬁ“ﬁ’lbﬁ@f‘t W% paafditiens soag%%f‘a}caft @ay b adiisted] ust i ng
the opegat hp&uﬁfgletxbaf‘ys dﬁdf'e§§§ple RR hir BXRIMRhRg sRRkd 2hPhe MAdIISy IRABinF By

determ ne what devi Ces are adjusted via Assets Mdul e 1860 when t he
adj ust ment éﬂnmp@hmrqdmm@mm@sonap@g@adﬁ@mdﬁm mﬁdsstﬂeﬂ%lemmerdsmw and how

the adj ust gepdss G & SBUE of kol @E@.@%h@ t&&%ﬂag%@ﬂgs sufa" of

the preceding via Regulatory Md
i nf or mat i ofonpxamplatrediclyg comprefsetdct Vihmabise le@s Iiememymm@hgls@dn mijuahag erenced

to generateg._t C BHR 4si on Modul e 1818 nay further include
| ogi c 1832%P§P&%?oces§?%g a?gwgﬁgi may be used or referenced in

det er mlfi ng t heFm&geAdiusmmdd@dutﬂM%nxdy adjs S¢vieemin degeral thmnsddithoes .

Asset s Nodlg. 1356, Ry, COLESAN bR URKEBESe Ok pLkusteth i Thg gdevi ces

may be a S|ng s or vice d around
t he worl d. uﬂits;ggbsde@mmﬂlem@mbEvmmmmm Meﬂaﬁlﬁﬂldn‘gyevebmmaﬁtemas’usems

Gond t 1 on B/eRLes s Shihen iRt blfarfingEhR] SRS AR Ge ke el . 10

bel ow. Adj umttipheninedyl drofiee Iﬂcﬂﬁeﬂwn’ﬁm 1tpbmidmgeﬂm mfdpjsmmu Mﬂdlde t &tateanladjost oW t he
device |de d in Asse 1860 ar dj ted trigger identified in
Trigge g?*i%ﬁ?ﬁ%@%?gi§%§’55@3¢@ %ﬁ§W{ ICERY Sﬂcgﬂ? §§§ﬁ£ﬁﬁ a manner
trd1at r educe:eeciét&ﬁmlﬂpﬁ%fdﬂmgraﬁmdﬂgImIMd& th@cohtm s¥flefiesour ce supply by

Adj ust ment M 364 ust in ocess
changes, adj usﬁ?@ﬂ%‘émﬁ 53 )i’gq%L‘ﬁ§§€m PIOY 4 E‘W’é% relgvgg‘? $F8'31B'H’Egt erns
and/ or dur gis @A®or relilatiofiy/ crbtﬁa,staseeir gk tal ﬁ:&drfhﬁﬁorﬁh@gi £, beQikIE atdilatgle OF
control paraneters, discannection frg&1 gglé al ternate operating nodes,

|nterruptlEﬁmﬁFeﬁwﬂﬁ@@§é§ﬂHW“H§ s e JeAttesact i ons. Additi ona

suppl y 2oy be hrQuaitDRmidiipaMoR 1820 Bag ua&nﬁ@/@&aﬁ@nﬁ kedbirfd dematN g € such
20 supply nag be'l ess than an internal demand gr where such supply is
greater thB® ughion aAysesiged with the devices resulting from an adjusiment The change may be

measured or quantified into a unit of measure. For example, the change may represent

capacity saved as a result of a reduction in energy (or other resource) as well as capacity
utilization avoided, curtailed or reduced. In another example, the change may represent
25  supply added.

An actual amount of change may be calculated for a specific user(s) for a specific
adjustment(s). The amount of change may be stored in credit database 1856. In another
example, a user’s potential reduction may be estimated in advanced and stored in a user
profile at database 1850 and/or other database. An amount of potential amount saved for a

30 given level of curtailment by a specific user may be calculated and stored in credit database
1856. In addition, an amount of potential amount added for a given level of added supply for

a specific user may be calculated and stored.
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demand, such that net supply may be added to a supptrer=s—drstr+btttor—

(e.g., distribution. generation). Qther control actions may include turn
off chillers, use econom zers, increase zone tenperatures, reduce flow

t hrough supply and return fans, increase supply air tenperature, increase
chilled water tenperature, reduce chilled water flow, turn off 25
unnecessary lighting, turn off all non-essential office and ot her

equi pnent, run back up or energency generators and other actions. In
anot her exanpl e, Adjustnent Mdul e 1864 nay bal ance the operation, state or
ot her char act er Fatlier, eath unitef deugoeithibhadathedired easting fionp drtadjnstmaint ragsessed
consunption anmpynt and/.or. an assessed su anount. The gonsunption anpunt
ond the. sudBR oD anpune) oFRbeBR R it LI SUREL of o PAUART] B Dhe

bﬁl agci nNg Gixed ﬁﬁ@m,geaeﬁasgdmomﬁbﬂahim&eﬁgﬁﬁedtahﬁuﬂtew ﬂlﬁﬁof@ﬁm@cﬁnirei@hfdi;euslelr.
The devices, to be adjuste e defiped_by the yser or i ncl ude a
devi ces asd§@ Sé‘Hpa]ﬁﬂaPitbFﬁBrn‘;aé@Pm H“@E?Tioif%‘f’f‘,'aﬁﬁ Hgﬂﬁwgﬁﬁ%ﬁfm?esources
may be gerf or medrddd MatiuR 1802k dtedif the!SRF for tHeQ@hanZe 8 QP& HeteSEhid Hye. 9.
parent conpany, affiljated c&rn%any etc.), . an anouynt o consugit&i on may be
adj ust ed t fkeBifdKSsierRRRgYleruln 1BEs A aheur &t ingirliopayorpdit B b SAEE or not .
Further, Adpddftiimmikse MXUIFS: dxdhfle/BYusdtintiPbe drétited €3¢ iaf 8S0@# 60dFidY shRda

priority order where certain _devices are adjusted before others. In
addition, JbabscHBRY &ssivedypepific deofjanamennt BriepchiklY of nereygamailed FObheRxanpl e, an

ai 1 condi t i,004 ey #a§ BE R ertiicd AFSSGApID YN QOB Gndnlie ebl_@-m?s'; B,

reduci ng conpressor activity, adjusting fan speed, etc. The priority order
may be Was@vislersasppaliers g veimeng eBities andéaresienuird dartias sBeiceadé anagjalsp beach

adj ust ment IRGHANIS Rsidhed osiRnR! 'tﬂ.r?ﬁé%i&%fﬁﬁ%dgﬁﬁgbe%}'&il{sé! my use
| ess resource-consunptlon than aﬁ sting fan speed. her factors may be
consi der ed degending ph esrtainygdndisonsefvch aritpleting Reply ped/orid¢rease indewiand sini n gener al

terns whic . i [ ' s of the
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an i nteyfacge. uni . em | - i nting
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1864 can adjpcestivef such 46a peybngnt|add/onp dpesiairate taaffgandiniothler insentimp betmst ed on a
devi ce-by-device basi s through the execut | f . Dt fined.orogranmi ng
Fesi dent 1 RSB G DR AR B R mal SRR W SRR "6
may provi der othérgrenaty fonmonedoamphbahct. oF oy oxanrphd, Rdel avser maidfaos priege pattagms. O her

state or gqvernnental infor i al.so be de avai l.abl e.t o, ensure
conpl i ancec%%gtcﬂer% BREY Wgﬁ%;@%&ﬁgﬁlﬁ%@m&ﬁgp%t eeulﬁerr‘f’%w&é\’tpgga.h‘z%@&paci ty
Det er m 20 ngupybydng lewiBRBtyrebeptriditt ©thed gred. n thisengeple,rthe wesomayCle: wastaadifonr
producti on faégoci ated wt héﬁtjge devi Q%srﬁy,esul ting froman adjustnent. The
change may TBHRER SEPEFagEY MGy I it §"%%ini t of neasure. For exanpl e,
t he change nay BghigSeidmentiodild 1828 Mmae groxRiea setblamért acfon assbeigted vithn i n
energy (or othe e) as well, as,c ation a

Curt oyt ed GrRERGESA P St ek vk B hane? iflemgnd " o disscon

an agreed method of compensation, a user may receive an appropriate price or incentive

25  amount for an action taken (e.g., reduction in energy consumption, curtailment by a certain
deadline, or other). The form of compensation may vary and may include monetary amounts,
additional privileges, or other form of incentive. This module may be used to ensure that an
incentive amount is correctly determined or calculated and may further ensure that the correct
user (or other participant) receives the right compensation. Each user may maintain an

30 account which may be credited, debited and billed by the system. Other seitlement
arrangements may be implemented. |

In addition, a billing analysis may be performed where a model of expected

performance may be used to value the change in demand and/or supply (e.g., reduction in
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25 supply added. An actual amount of change-—+reay—be——calculated-for a

specific user(s) for a specific adjustnent(s). The anount of change may be
stored in credit database 1856. In another exanple, a user's potenti al
reduction may be estimated in advanced and stored in a user profile at

dat abase 1850 and/or ot her database. An anmobunt of potential anount saved
for a 30 given level of curtailnment by a specific user may be cal cul ated
and stored in credit database 1856. In addition, an anmount of potential
anount added for a given |evel of added supply for a specific user nay be
cal cul at ed rantesséansienbtion) at a particultd thed or f@adharksd pticed fAccbrdingeo awidation 6f def i ned

area resulti.ng fromth dj us t may represent an amoupt, of conpensati on
to the use .S%@pféhﬂfﬁﬁla@#‘o %H@&ﬂ%"ﬁpzﬁ&{/mﬁ% %C%E?’é%ovﬁﬁdﬁ% VI8 r at e- based
grmu n; / or @T{ﬂb@tﬁd ﬂ@f)@m&ﬂcﬂ ad%mwe?an a%prwmﬁ% aﬁlfom?h a‘r@@k_ tédrhvéxage]sguﬂagalso be ]
emand/ sup e.a, predeterm ned nupber of kilowatts_of ener or ot her
neasur e. 5%“%de%’%’%‘8@’% gEQ"?GPStah?”rfBaWéPP\le&m? eTla7g Bapacity
det er m ed opyhaf@das Helieldahi@edbyd RAeteMNRA tetsuidd ddual Abagd TP4 AsoRke, budHiagat i on of

credit may be stored Hl credit database 1856. For exanple, the user may be
credited f&lecEfR! 4588 Regneteripaycheriosamras o meesuips BroaY preeBpRicates peci fi ¢

dol I ar anDufthal ishge BAGHOKMARFvaR LS. O5 hidlittBO Bfhutds! HEY, ctinBR AR YetaiiRY bE

i npl ement ed.. For 'exanpl e, the users_may include end-users, utilities, 10
provi ders, V3B insregienty SoRrTrheR quesivdsiof ineombinatonsthesgoker third parties. The

credit may al sorhg Mb@e {6 AibleGTheiedlitide aadyet R8 theRhddeYn dehgdval ue of
the credit nay be nore or | ess depending on certain conditions, such as

depl et ity suiprisyrranyite ptherretitess@ich as ae-weas proviflegiotdirt-ipaies, tradess amdipr Be
gener at ed L&taﬁft{r%'afrgad%hfew&kﬁséopﬁé@ﬁhwa% EHERRER or tENGED) to a

user as an Incentive to participate in a curtal nt program or ot her
action t hafromiiolengal Sesven dPQls t4 wyr fohethensatitil manhaot anersessamepitef swplyces. The

credit may .. QW : ol s B ra
special r atc elﬂ %\ﬁgjro:f? ?I?B(eatﬁg?&ggg%rtﬁﬁlegﬁl n lﬁl??ry%?ﬁﬁhu%at dgas) privi Péﬁéﬁg&ri ghts, or
ot her r ewamgre phtestitldnyarsy pEhegimogntad rasourenadivgimehnt maynepreseot deamaantdf a fine or

or vt @ gerire SRR A, BRGNS HRG R Bt e AP,
suppl y, t hexagssamonghfotraoihentath pbehpdcly, arotherupnohsge,radfinansial guednitegtuad| ectricity
tegclt Egeg (ra 'n gnrsmluﬂer\& E'll[ (ﬂ)liﬁ&‘t?o%pér%ﬂlerr H)flg%? %mp%ﬁs\étig}[awﬂl? %Iﬂ:ieF grgit)t, or failing to
gy | e enetgy I's irty™ energy.
According to another example, the user (or other entity) may accept a plurality of bids
from a plurality of participants for an amount of change in demand or supply of a resource.
20  For example, the user may have an excess amount of supply capacity in the form of surphus
energy {e.g., kW). At a desired time, the user may offer the excess amount of energy to a
plurality of bidders, which may include other users, the host system,-providers (e.g., utility
companies) and other entities. The bidding may occur for a certain timne period where at the
end of the time period, the highest (or most desirable) bidder may receive the benefit of the
25  excess amount of energy from the user. Other selling and/or trading arrangements may be
implemented.
FIG. 19 is a diagram illustrating an exemplary decision module, in accordance with an
embodiment of the present inventions. As mentioned above, Trigger Condition/Event 1862
may provide analysis that may be used in determining when to make adjustments to the
30 devices. Trigger Condition/Event 1862 may include a plurality of modules that may function
individually and/or collectively. Additional modules may provide other functionality
associated with determining certain conditions for adjusting or otherwise manipulating the

devices associated with a user,
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Billing/Settlenment Modul e 1824 may provide a settlenent action associated
with crediting/debiting the user or other entity with the change in demand
and/ or supply. Based on an agreed nethod of conpensation, a user nay
receive an appropriate price or incentive 25 anmount for an action taken
(e.g., reduction in energy consunption, curtailnment by a certain deadline,
or other). The form of conpensation may vary and may include nonetary
anounts, additional privileges, or other formof incentive. This nodule may

e used 19" ot kDl GBI YR R SOREPELL AR G
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resourcég é‘i‘@ﬂﬁﬁ%ﬁ%ﬁ@?e ‘iﬁlﬁﬁtpl%%?“g&’rgﬂjﬁ’em %or a market price. According

to a variation pfe Iﬁéﬁu‘ﬁeseﬂ'ﬂﬁ@eeCoﬁﬁhoaﬁEvuﬁhsmwinte@Jct *HRA4L bR aGAR&gI ty may
be conpared with the average GXE%EBZ%D rformance tqQ_determ ne_ an

appr opr i at &f sFEGHInclud 7521940, Markgidatabagy 194¢, Weatfsds f or

cal cul ati ng)aeaemembeaseﬁwbabelmpinememﬁaba}@mecmt:damuégtxﬁaﬁ of change
may be det erm ned ter that neasures_act ual usage of a resource, such

as el ectri cf%"“%@&%‘éldu#%mﬁ’@f enllestirplypwersthaasates mey beaaresspdrempiebor d and/ or
comuni pat gn@&lb@lyusage at various intervals (e.g., 15 mnutes, 30

m nutes, etc.), contl nuously, as certain values or i ncrenent s occur, when
queried, or in &sawihrARNYReIMABHeodute KA mayastes aiepemptgn apet ef an entity

to trade a@%ees%eohaﬁe@eﬂﬁmeaﬁah SHRREHAGcdsD TR o RbmStiRRknbu hdy Ot her

entities, such as end-users, providers, third-parties, traders and/or the
host ent i t yeppesent an Tnens favemydetermig@igreaTiclrmayiinchude osrak meggTop@Ss.gemsect ed t o

or renote fq,Gm ﬂuh&ingéeﬂl% lysuﬁﬁfv}éﬁfns 110 2 dbEdaEpidbr Shd1GFeaRhd LY) MRY have

an excess anouht of
15  consumption amount may additionally or alternatively represents an amount for a

predetermined type or class of user and/or type or category of device. The consumption
amount may represent an amount for a specific one or more devices. The consumption
amount may be measured as a defined unit of measure (e.g., kW, etc.), an indication of level
(e.g., low, high, etc.), an estimated amount or other unit. The consumption amount may refer
20  to current consumption, theoretical consumption and/or an average consumption for a
predetermined time frame. Consumption data may be stored in Consumption/Supply
Database 1949.
Assess Supply Module 1912 may assess a supply amount of the one or more resources
where the resources may include energy, power, etc. The supply amount may be monitored
25  for a predetermined time period. The supply amount may further be monitored for a defined
area which may include one or more devices, rooms, zones, floors, buildings, blocks,
subdivisions, cities, a defined region, or other area. The supply amount may additionally or
alternatively represents an amount for a predetermined type or class of supply and/or
distribution and/or type or category of device. The supply amount provides an indication ofa
30 level or amount of available resources. Supply data may be stored in Consumption/Supply
Database 1940,
Based on the assessed demand/consumption amount and/or the assessed supply

amount, the operation of one or more resources may be adjusted. For example, the
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capacity or ability to avoid normal consunption-or denand fhat nmay be

offered to one or nore potential buyers. The anpbunt of resource adjustnent
may represent an anount of 15 energy or other resource/comodity. In
addition, the user (or other entity) may exchange the excess anmount for
anot her form of capacity, another resource, a financial or contractual

I nstrunent or obligation, or other form of conpensation w th another
entity. Accordi ng to anot her exanple, the user (or other entity) may
accept a plurality of bids froma plurality of participants for an anount
of change in_deman r | y_of a resource. 20 For exanple,, the user may
have an ex Eoélggm%%%lﬁg u%?’ %Igrgep% Fi/or%raef)%uﬁ?&f Va?' ﬁe atdﬁuétefi glrantﬁ %?or%ﬁ?’dgl%egsagﬁer gy
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i nvent i onsthesge %WPW%H”@%%POHFFW‘Q%EWGWQ%W ‘Ereante 0_187632151%(3f provi de
anal ysi s t bigtaii¥Bi nid§ ald8 86linkcRad@ a8 1AIdBLAMA APRERNEQr WRERI A H@Eﬁ%@ﬁ&h&ﬁ the 30
devi ces. Trigger Condition/Event 1862 may 1nclude a plurality of nodul es
that may faﬂéWPfdﬁeﬁVﬁ]&i vidual Iy and/or collectively. Additional nodul es may
provi dggot her fanGtieANaltidstrnaRF idlifidnsthdybedabieiBhbd. NG af Skdndiifty cONdi ti ons
for adjusting or otherw se mani pul ating the devices associated Wth a user.

||n th: s ex&FpIry usel mer B it meregEesticddmenirieil ernsEprtion bePedemagd prretdide a
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1916, AssesmobgicoserFuaydtitiatn civitadigicst it 91 efforite ehirdaii a Nesinafl supphlevel. Assess
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and/ or ot her nodu es reg ndi t1on 1862 may
i nt eradf wadstridet witlf thoopestioaof te devdéessBased assertainahankhit ngndEams,ulept | on/ Suppl y

Dat abase 181§"cgdtiorl\x/%f € hevil {%Q)? 13 ad]jgs%e%’ accVC\Fr‘ﬁng}?‘r’ia the command message,

informational message and/or control signal. For example, during peak periods of the day

D

and/or season, certain events may drive prices up or down. In addition, higher demands
and/or lower supply of resources may effect the market price of resources. Market data and
20  other related information may be stored in Market Database 1942.

Assess Weather Module 1916 may assess weather condition data that may affect the
operation of the devices. Based on certain weather conditions, the operation of the devices
may be adjusted accordingly via the cornmand message, informational message and/or
control signal. For example, an indication of a severe weather condition may affect the

25  operation of devices. An indication of a severe thunderstorm that may likely shut down
power in a target area may be considered in curtailing current consumption in preparation of
such a weather event. Weather data affecting consnmption and/or supply may be stored in
Weather Database 1944.

Assess Device Function Module 1918 may assess device function data associated

30  with the operation of the devices. Based on certain device data, the operation of the devices
may be adjusted accordingly via the command message, informational message and/or
control signal. Device function data may include cost data in operating a device, cost data of

the resources for operating the device, ability to reduce resource-consumption of the device,
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Dat abase 1944, Device Dat abase 1946, and ot her Database—1948—Fhese———
dat abases may function individually and/or collectively where the databases
may be accessed renotely 10and/or |locally. Assess Demand/ Consunpti on Modul e
1910 may assess a consunption anount of resources associated with the
operation of the devices. The consunption anount may represent an anount

for a predeterm ned area, which nmay include one or nore roons, zones,
floors, buildings, blocks, subdivisions, cities, a defined region, or other
area. The 15 consunption anmount may additionally or alternatively

represent s gt Tﬁaemb tﬁeQésoﬁrc@ff eeledeasriatinad rdl e tddthed dawses Ok adSiRE fornd/ or type
or cat egory (0] devi ce. consurrpt|on anount my represent an anmount for a

specific oﬁ@“ﬁ?bﬂi%:raéloﬂ@? dionfrAdpisinsahprd/ g supmBehiPertps spapilitisiamdd as a

defined unigfoqed MRS HAE mafbstorel W D& Databddd lbw'ﬁﬁédd%elq{lag} ¥Blan( €. 9.,
| ow, hi gh, etcgg%“an estimated anount or other unit. The cons tlon anDunt
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stored in nsu tlon/ upply Data ase Assess Sup dul e 1912
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pr edet er m ne erio pl'y "anoun nonirtored for a
defi ned ar eeriaghi ch may i ncl ude one or nore deV|ces roons, zones, floors,

bui | di ngs, bl chﬁisseﬁ;ﬁsgrd%gﬁlg &v?&lﬁ g 19'16 mg f:stsgsF ds%% iar'aﬁf daﬁ%‘ss%mateﬁ WIt%tther ar ea.

The supply anou |ona Feprésent’s an anount
for a poeddtwcesi Bewdd brypszr moﬂblda&sthebpesatmp loy tha delias mﬁly be adjbai¢d @woordingdlyor t ype

t d Th t d t f 30
o cat 200 G kg T, SRR TR P S S P
Consunpt i omdaSiphldy chafabsard ddfithposed termBasaditicns, dnb ebl@@a&&s ecdmormc

denmand/ consunpt.i on ano and/ or the assessed no e operation
of Tone. or " TR AR s Foagh PO R B ol BE Ak e AGuB on

anmount of aﬁue SiichfmfaQnaIyQE Sloied 65 themyer Pl ]Péﬁé)@.ﬁllplél i Idchem&RepRite R8RS age,
o o EeERgeaNdlon, Contioh Sranal LD ot exatple e
COHSUﬁptIOﬂw@%eumﬁqaﬁﬁﬁﬁﬁphﬂﬂ@f@ﬁMﬁ%@ﬂgdlng the supply anount by a
Bppr opr 1 at ot 1 nBeettrckdiogulei S BURECHIET bty RFPoe AR PGPS Honand
bei ng wi t highviedo Eaed 0k R eeBPick ARth ABEoRFatBABLAS deviths hBebSRAlNted ThE USEr NMBY
al so deter rcgcgn?ple, an entity, such as a provider, may observe how the devices respond to a curtailment
20  request with a corresponding incentive level and adjust the incentive level based on the
response. Ifthe entity observes a low response, the incentive level may be increased to
obtain a higher response to the curtailment request, In another example, the curtailment .
request may be adjusted to a lower level to elicit more participation. Feedback data may
include user level data, aggregate data among a plurality of users, and/or aggregate data
25  independent of users. For example, a power demand spike may cause a part of a power grid
to fail which would result in a supply decrease, not necessarily captured in aggregation of
user-level demand data.
Assess Forecast Module 1922 may predict or estimate fiture consumption amounts
and/or supply amounts associated with the operation of the devices. Based on certain
30 forecast data (e.g., weather, market, consumption, supply, reserve capacity, etc.), the
operation of the devices may be adjusted accordingly via the command message,
informational message and/or control signal. For example, performance metrics may be

measured for the devices, which may include consumption assessments. Based on historical
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the rate or intensity at which the consunption nay.-he curtailed The rate
or intensity of curtailnent nmay al so be increased as the demand approaches
or exceeds the supply by higher or lower intervals. 10Q her defined
triggers and/or conditions may be inplenented. In an exenplary scenario, a
user may find it nore practical to curtail consunption before demand
exceeds supply. For exanple, if the demand anobunt approaches a | evel of
supply by a predeterm ned anount, the user may initiate curtailnment in an
effort to maintain a desired supply |evel. Assess Market Mdul e 1914 nmay

assess nmar . 0 { o T ot he
operation lé?t tdtuﬁ’é] dglg&?%gg&& g’%cgg&gﬁl%c%orr %Saqoe#roﬁari&é?aggshg& ?stngn%tseﬁ‘ﬁ% S operation
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weat her condition may affect the 25 operation_of devices. An indi cation of

a severe t @W@?’Hﬁ?ﬁﬂ%ﬁ%ﬁtﬁﬁywﬁ? Mv&etmasadm Monioer Paabese HddePeviteea may

be consjgdeagpiR 1644 dndiotePGufcdd S0 WPk9Hs.i N preparation of such a
weat her event. Weather data affecting consunpfi on and/ or supply may be

stored in \Weat hByentséioagitigns Modube 1934 sy Setprnjnacad erenyieenddtipoibal HageEa18 may
assess deviygRsnbiGh b tﬂﬂb@m@ﬁé&%& 2 thingQ Mthilndnb6r & &Easten?

devi ces. Based on ce taln device data u;% operat | ona%? the eV| ces may be
adj ust ed a@@b@h%gleyenvp@dtﬁqen@mhﬁd@fm m@ty, inaludingrthei codraiberpreddage and/ or
control si Satk, rating a
devi ce, cost dafa ofpﬁ[%ﬁ gbtst%)rg??:es 8r 0] g@?ﬁ#ﬁg‘ Qﬁéévgg@%oggh&%? ity to

r educe Wesdinghdea md@tmmemﬁm capfimadaty eﬂ@ﬁﬂm&@ threshdld, iatbyowreuberdlackotthe

resour ces, QSE! !}% evice for

adj ust abi | ty, ggl%c{? Q.{ irl%%( %rgan {oe?rgr% %{@rgarl\l%lg d“gff ﬁﬁtaé Eg%?rtfe

oper ati ng capatyitréath esotlzn dventsde sondbeus thd mmftaﬁfectmywbe:osstmpadn aml sDeply.ce

Dat abase 1 n n of .c Eﬁ@ sed on the
priority of eﬁa% %%geggﬁéhnl O%BR% c?nc”fﬂs. rE agg,x1 ° ion Ssa%g &r?r%\

i ndi cat e t battrol fignubanbe gmmaddtu o4ds anamuhpratmmm\ent melxlaaippratmn of the
resourég-cgnsurrp Qn, associ a{/ 1\éw A(g ste c{uc d V\/nere
conpr esSor §¥4F% {idealing Pyeny/ condiopsaayipdpdeien §¥ 8 ? gn an

t enper at ur entdgaﬂlemhemaaﬁt@smapwie&hmpb@uayttb)as@ defined tine period.

-Certain events/conditions may involve monitoring the devices associated with the

user, the user having a user profile and generating the command message, informational
message and/or control signal based at least in part on the trigger events. In this example,

25  monitor data associated with the devices may be used in generating a demand
event/conditions. If monitor data indicates that a certain device is operating at a level that
exceeds a predetermined threshold, a command message, informational message and/or
control signal may be generated in response,

According to another embodiment, a trigger event may include a predetermined

30 trigger event, defined by an end-user or other entity, For example, the trigger event may be
based on data related to weather conditions, a waming message of an imminent event forcing
power reduction, a security event, a rise or drop price of a resource (or commodity) above a

predetermined threshold or other event that may be used to trigger an adjustment in operation
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| Assess User Profile Mdule 1919 may assess user profile data associ ated
with the 10 devices. Based on user profile data, the operation of the

devi ces may be adjusted accordingly via the command nessage, informational
nmessage and/or control signal. User profile data may include contractual
and sel f-inposed terns, conditions, and obligations; econom c constraints;
aggregat ed resource usage and/ or generation data; geographic data; and
econonmi ¢ data. Such data nay be stored in the user profile. For exanple, if
| ocal market prices exceed 15thresholds in certain |ocations, and preval ent
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devi ces. FdiincEoraliglassociard ath@RchRfigivg, &U(ﬁngl\érl’sélﬁﬁg SERSHNS cipdclly 6d othdrar weat her
condi ti ons Ee. ., tenmperature, snow storns, rain, humdity, etc.), an

esti mat ed gytyconsurrpti on anount for a heating systemnay be used 5 to

formul ate a conmmtbdits sagaccebsfadstoRdd if CapaciipSHeg BaRBsE Q0305 ORdditol  si gnal .
O her past for mance data may be_used, in esé%g%tl ng consunption anmounts

for a parti %5 20y CermofiieDpfaharg, 2436 Aedior ther Py i nclude state data,

operatipg data P@ﬁﬂlﬁ&ts@fﬂﬁdemﬁ%ﬂﬂﬁbhﬁa infefude APRLATy 6166 8640, Bogus e 1922
may gather information froma variety of sources, including

Consunpt i oBNElBHPrvidestIds: 2080, 6he hophrortity 2648 apiader 3GWAndPpothtier Dat abase
1944, Devi gatidifadipdodpase 1946 and ot her sources of information and
anal ysi s. Event s/ Condi ti ons Mddul e 1924 nay determ ne an

event / condi t i onExchgnee Miqdyle040 engblaeiy prsticinant (eign ap prd-dser s¥Prbier pRxidereyi ces,

including g g re&@‘)‘ th EE&H m@ﬁe a%ﬂ? Q¥efRda aanan@ eddagRn ah&’o?éﬁ?ﬁl&hcréﬁ?& which
event/condition may defi ne an entity, includin € end-user,

provi dé?, sr@psmsu%ﬁomtan |a#1asb§lamt1§/ﬂw phratiopof tndpiiessy Theaimle@@tmrr%ay Yor exanpl e,
the event/ ¢opdintd PEB¥ticipant on an individual basis. In addition, the trade action may be

programmed to occur automatically under participant-defined conditions. For example,

based on a market price exceeding a threshold, an amount of capacity may be offered for
trade for an amount based on the current market price (e.g., $5 below/above the current

30  market price). A participant may offer to trade the excess capacity for another commeodity or
other incentive, For example, a participant with an excess capacity of energy may trade with
a user having an excess capacity of another resource or corresponding instrument (e.g.,

pollution rights) at an appropriate rate of exchange.
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15 include a market price of a commodity exceedi-hg—a-thieshold _a brownout

or bl ackout warning, security warning, hacker alert, terror alert, grid
failure, power outage, power failure, security breach or other events or
conditions that nmay affect power consunption and supply. Wen a demand
event/condition occurs, a command nessage, informational nessage and/or
control signal may be generated to nake an appropriate adjustnent in the
operation of the 20 . devices. O her demand event/conditions may include
energy curtail ment mandates froman entity, where the nandates nay be
self-inposed b hve
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event may h}ggl ude redet? nl11 30 tl’lg& elnt defi ned, by an end-user
or other e L RIS theqpg-uger may (FRSFEHEPTSHERHER AR Bat a
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forcing power reductl Qn, security event, a rise or drop BI’I ce of a
resource (or c ‘%‘gﬁpé royidesreitiempRt fanstipns foxmesditipe/lebigngbillng ent  t hat

may be lyseﬁleraﬂarﬁﬂﬂa&%ﬁh@%ﬁﬂé H@{t BBAInt.| ThiPREHAE BN det@nideNfhedRVieRS. The
trigger event nmay al so be based on econom c data including real-tine spot
mar ket pri Eanseptignivas suserssfally exgemieth us and deficit capacity data, and
forecasted Sur%é&ﬁe@ﬁ@eﬂﬁﬁﬁl@ﬁ@ls%&@d‘ahw:k@?ﬁrﬁ:e dﬁgﬁﬁ%hy%bé\ﬁ%@&‘ioeas&§36 enabl es
adj ustments to occur according to a defined schedul e. For exanple, a user
may progr amea@fqygkh@m@rp@h@mmteavm@g@@é%kmrﬁnﬁ@mdmweew@dtlinr oughout a
tinme periogdgig Ht%ﬁpﬁc@'@a(amwlse %@nngeaﬁ:adelzs@ﬂ o%gqaio% adj ustnents to

devi ces assocl a th heatin e 1 n the nornings,
af t er ndbns, evﬁﬁr@gsamdcehwl@@vmhwg@auswpm esccendenvpitham user may
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I'n a user
il lustrati ety mf g eyspﬁlnamﬁpntenﬂuddm]gntmﬁﬂn peesent mverdioos waycreatoindmtan and

modify a user profile. User profile may be accessed by a user through a user interface at a
website or other mode of communication, A user may also access user profile information

20  via wireless communications, such as PDA, mobile phone, etc. User Profile page may
contain information, such as User Data 2110, User Type 2112, Generate Command Message
Interface 2114, Curtailment Level 2116, Operation Level 2118, Contract 2120, Demand
2122, Supply 2124, Device Data 2126, Device Operation Data 2128, Device Monitor Data
2130, Messaging 2132 and Other data 2140. The modules detailed below in connection with

25  User Profile page 2100 may vary for different types of users (e.g., end-user, provider,
supplier, third-party, government entity, public interest groups, etc.)

User Data 2110 may contain user information, such as user name, user address,
contact information, user agents or affiliates, preferred modes of communication, and/or other
data. User data may also include an account which may be used to credit, debit, and/or bill

30  theuser.

User Type 2112 may include a user category. This data may be used to operate the

associated devices in a particular mode during certain situations. For example, if the user

type is a hospital or other emergency entity, certain devices may be operated at normal or
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enbodi nent of the present inventions. A user (or other entity) may trade or
sell an anount of change in capacity resulting froman adjustnent of the
devices via a trade network 1830. Trade Modul e 1826 nmay i ncl ude nodul es,
such as Exchange Modul e 2010, Sell Modul e 2012, Bid Mdul e 2014, Settl enent
Modul e 2016, Market Price Mdul e 2018 and/ or O her 15 Mdul e 2020. Trade
Modul e 1826 may include other nodul es that provide additional functionality
associ ated with exchanging, trading or selling a change in capacity or

ot her comodity. The nodul es nmay access data stored in Capacity Saved
Dat abase 20gatiohi] @didt dudhigahafergdity2risiContedistntyles il dstudd@edmadefdl,or ot her

dat abases. 20Parti ci pants. of Tra Net wor k 183 Jj nclude lurality of
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2048, an tageidi?dbA capghiies may iRudpaliadhalyPAbsife, BOPRal, emergencirig)aage Modul e

2010 enables a participant .(e.d., .an end-user, supplier, provider, trader,
etc.) to tfwal aﬂ‘ﬂm&‘ﬁ-’e pmofs ot qpgratien maxgsonyplyrdictatng yrhep slewres 48  suppl y

increase, WeiHdiwihe dbed 88Uk shd/O0RD AAGdASt MENt in the operation of the
devices. The trade action may be perfornmed by the partici pant on an
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mar ket price exceeding a threshold, amount capaclty > of fered
for trade fiomcennlhermeermayisiseddiinpropditionsyndes whichaheidsyicpy hesebe(automaticalls

bel ow abovegy: 3¢ gt -”g’&% o fer io trade
t he excess%g%%bglgﬂ&g/ers? %%ma%o%ﬁ@rs bﬂéﬁ’rééo i tgngﬁﬁgélhé}?h?l%@%%%gJuhlg’rsuehxarrpl e,
a partil@i payepusk ofbulipn.excess capacity of energy may trade with a user

having an excese, £aRafi el 311008! Hatad RAGYLGS AL G LESRABH Rgd NSt r urent
(e.g., pollutionrig tsL) at an dppropriate rate of exchange. Sel |
Modul e 201icldapkesrat putatlingitjeust, previosdy ctizatedorctedment dgvalsiat yell av  a
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provi der s, maypaily siedt a prefected surtatlinent)leviel \Eakh chrtaiiment level may be pre-defined by
the end-user, provider, supplier or other entity, Further, an end-user may offer to operate in a
20  curtailment mode for an inceative form a provider, supplier or other entity.
Operation Level 2118 may include pre-defined rules concerning operation (e.g., state,
characteristics, parameters, etc.) of the one of more devices. For example, an end-user may
define rules including multiple operation levels concerning the devices {e.g., normal or
abnormal, conservation, economic, emergency, etc.). For example, a user may define certain
25  operation levels that the user may easily activate and quickly switch to. The user defined
rules may be generated and/or modified on the fly in response to current information. For
example, a user may specify a rule that dictates an operation mode where a reserve spare
capacity is maintained at 5%. The user may further define additional rules that may be
implemented within the boundary of the rule maintaining 5% spare capacity. Depending on
30  the complexity of the user’s systems and situation, multiple levels of rules may be defined
where certain rules may be implemented within boundaries of higher level rules. The user
may also specify rules regarding how the rules may change (e.g., adapt} to certain conditions

and/or events.
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Settl enment Modul e 2016 provi des settl enent functions for
crediting/debiting/billing 10 the appropriate entities for the right

anount. This nodul e may determ ne whether each transaction was successfully
execut ed. Mar ket Price Mdul e 2018 provi des market price data that
may be used to assist a user, provider or other participant in determ ning
an asking price and/or opening bid. In addition, nmarket price data nay be
used in triggering a trade, sell or bid action. 15FIG 21 is an exenplary
illustration of a user profile, in accordance with an enbodi nent of the
present i nvent itaadditidnaOperttimrlefel 2018 mealsolisetide ipfoanatde telatedopindieg , or ot her
entity) of the . .system of an, enbadi pent of the esent .inventions y
create, na{eﬁff%ilfﬁsg‘nﬂl%ﬁﬁﬁgﬁ%f“?ig}érra‘?f‘rﬁfli%b@.‘?%%rrﬁ’faﬁtfpll%éuﬁy’aﬁépeé essed by
a user thr pa@huch §6€4 udeNingy fi¥6 & Bépoad WNRLiEEL redticspbiteder faganChtity

conmuni cation. A user nma | so .access user profile informtion 20 via
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2118, Cont Peef. DPurther, a pesraiy spertfy hovslngs pyse epotheroptity senaingin 2 partag megsyj ce
Operation Dalg.gd?8, Device Monitor Data 2130, Messaging 2132 and O her
data 2140. The nodul es detail ed bel ow in connection with 25User Profile
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preferred graphic (e.g., chart, bar graph, or other graphic interface).
Supply 2124 may contain information related to the supply amount for resources.
‘20 Current as well as past supply amounts may be displayed to the user, via a preferred graphic
(e.g., chart, bar graph, or other graphic interface).
Device Data 2126 may contain information related to the devices subject to
adjustment (e.g., curtailment). The user inay view information related to the location of the
devices, via an interactive mapping function; type of devices (e.g., heating system, cooling
25  system, etc.); manufacturer and model; priority order; curtailment order; and other
information related to the devices.
According to another example, the devices may include one or more “Smart ID chips”
which may participate in identifying each device (e.g., providing an address or other
identifier), and identifying its nature, power require'ments (or generating capacity), power
30  profile (how much the device draws, and when), ability to be adjusted to various levels of
adjustment, current state/parameters, etc. In addition, the ID chips may provide data
concerning identity, make, model, serial number, type, category, ownership, location,

electronic address, operation, power requirements, resource-consumption, resource-
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5 used, how the devices are used and/or other functions. Generate commuand
nmessage 2114 may include an interface that the user may use to generate a
command nessage. The user may generate command nessage for adjusting
devices. The user may al so define conditions under which the devices may be
automatically adjusted by the system In addition, the command nessage nmay
include a single action, such 10 as a push of button. Curtail nent Level
2116 may include details associated with curtailnments levels, including a
current curtailnment |evel, previously activated curtailnment |evels as well

as histori ﬁraﬁucdaﬁ PoaSR6EHl g tadilstabilify, sudrehtQtafe Mb/ot AirteNEpHrgndi@Y SksSeiatédr a
current curt | evel , the. u ew how t he deyices are operating.
The user nﬁlﬂf‘i %Pé(?f’“@’%‘ﬁ?“&ngm‘fea é)ilgp%‘flaié‘i}{}’t“’atg? SPlevel s where
each |evel ap%ﬂﬂﬁ:bsf iRsvidiauy 696 R 16teMicERIBRE IR RS to YhbR g*eﬁaralmtgbarmeﬁtb@ user
may curtail each device gn, an |nd| vi dual basis or curtail | roup or all

devi ces at “WHelsignpl{of wseps s@ﬁn@éﬂa@@?nss@pwﬂwab%@w ¥ Bgqtige

provi deg, L@ho@XMEHNE depend-user may easily select a preferred
curtailnment level, Each curtailnment |evel may be pre-defined by the

end- user, pr ovil¥¥ice Operspion Bata gF28gpayavovidarinfoynation related to haw eaelleyise pr nay
offer to Ogﬁm eh@eﬁ:@%e&%é%&@%‘ﬁ lé'ﬂﬂ‘ﬁnaﬁén@&cfe% Ehﬁﬂ@mftﬁfm a provider,
suppl i er entit rp tion Leve may | ncl ude

pr e- def i netbnsummioncoacef mrngnpiper antesimatedtutpre copsummion dérartimst reripd end s,

par aneters, q/nore devices. For exanple, an end-user may
define rul es&:;ur?]fg%mgb hﬂﬁu?ﬁl p e ‘operation | evels concerning the devices
(e.g., 1@10r mal d?evwbmneidataoha&mavmomdnp display ofmenitoe data gneﬁmﬁewedzsc Fpr  For
exanpl e, ma efl e ceyt | | evel S, he user may
easily acti \'}%Pfe %’né‘ﬁ G ements t?n %ﬂ%ﬁeg&hog%h ef?“a‘“%"e ?‘Wes Vlr?‘gggbe
gener at ed Byitié oger. nﬁutrdht m:lmh]msﬂ:is@nbﬂﬁaﬂamayés gispisdito thewsar ém4 prefetred nat i on.
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defi ne addiswedlnal rul es that may be inplenented within the boundary of the

rul e L nt ai ni 5% s capacij.t Dependi.ng on 30 the .conplexity of the
user’ rsﬂ%éystems ?Faa%ff%p?ﬂéflnaﬁ OWFﬁlﬁlr%gpaF og’?i’lﬂof H’Ioéesre?’r%fﬁnntgg'aﬂéefzéﬁ%d wher e
certainr ub@&nrﬁaﬁvlmpreﬂa}redmadeeﬂwmhmﬁhubﬂumaéslo%o@hdﬂbagia@may@mider ul es.

The user .SO, S C|fy ri.fl.es reg ow .t he nge (e.g.,
adapt) to %éﬂ EWOE e gl L&‘ﬁ @gh?@ﬁﬂ‘ dataan‘{/ OSIEF&F?%‘B ‘ﬁ%%rati on
Level 2118meay. EJ)r’SeQalhlﬁl6|diﬁ&md?fs@édi@&haﬁﬂerﬂ’aﬁﬂraélﬁéntﬁ @Nﬁolrﬂzlyﬂﬂnfa?hatt‘&d i ssues,

such as a lead tjne, rati.on and ot her_ data.  For_exanpl e, user nma
speci fy assoc?ated with thc'c'f v?ces) are to receive data by pager depending on the critical nature or y

20  another mode of communication such as email for monitor data. In addition, frequency and

time of receipt or delivery as well as other characteristics may be specified as well.
FIG. 22 is a flowchart illustrating an exemplary method for monitoring and

controlling remote devices, in accordance with an embodiment of the present inventions,
FIG. 22 illustrates a method for managing resource-consumption and/or resource-production

25 ofdevices. At step 2210, a command message may be received at a central server. The
command message may be from various users, such as end-user, providers, suppliers, third-
parties, government entities, and/or others. The command message may provide an
instruction (e.g., order, request, suggestion, etc.) directed to adjusting the resource-
consumption of the devices, which may be performed by adjusting the operation of the

30 devices. Identity of the devices to be adjusted, certain triggers or conditions under which the
adjustment may occur, instructions directed to a manner in which the devices may be

adjusted and/or other information may be provided as well. In an example where a provider
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how nmuch tine a user may have to respond to a notice, request or order from
an entity regarding curtail nent or other action. The user may specify a

ti meout period that indicates 5Sparticipation or no participation if a
response is or is not received within a certain tinme period. Further, a
user may specify how long a user or other entity remains in a certain node
of operation. Contract Data 2120 nmay contain a contract or other
agreenent between the user and the host entity concerning a right to

control of the devices. In addition, a host entity may 10 reserve a right

Lo, Over f Ul @ o RS Bhhol IllrSraftS BOTOARGH: HEddbe! S QRRANLAR Herchf IV CES

For exanple, in an ncy situation or [ow power condition, the host
entity maycoaiastionvethithrecopsrand megsagiit t o adj ust or operate the devices.
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adj ust abi | i ty, AteR 2 G infermatienabmessage (@it coplipltigmeleets.) Femdhg wasd with t he
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response ts‘fb;r@?@tl?)aAﬁt&f@bi, tf?é’ad?ﬂ&ﬁéﬁ&lrﬂla& bE b BBto intended recipients via a
preferred mode of communication. At step 2224, feedback data may be received. Feedback
data may be received from the transmission of the infonmational message (e.g., control signal,

25  etc.), confirmation of adjustment, measurement in change of demand and/or supply and/or
settlement for the change. In response to feedback data, the command message (or
informational message, control signal, etc.) may be adjusted, at step 2226. In addition, an
additional informational message (e.g., control signal, etc.) may be generated in response to
the feedback data. Along with the command message, incentive data may also be adjusted in

30 response to feedback data. For example, if only a small percentage of devices responded, the
command message may be adjusted to include 2 greater incentive for resource curtailment.

At step 2218, an amount of change in resource-consumption and/or resource-

production resulting from the adjustment may be measured. At step 2220, the user may
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5 out how to reduce demand. Device Operation Data 2128 may provide

i nformation related to how each device or group of devices are operating.
For exanple, information directed to the anount of consunption, a rate of

consunption, an estimated future consunption for a time period, and ot her

i nformati on may be provided.' 10Device Mnitor data 2130 may provide a

di splay of nonitor data for the devices. For exanple, specific
measurenents, tenperatures or other performance netrics may be vi ewed by

the user. Current as well as historical data may be displayed to the user
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| n an exangidiionmemiondaproay tbgeceived an interface unit where monitor data may include

aggregate resource consumption data for an area, such as a region. Monitor data may include

-
-,

various performance metrics, including state, operation and other characteristics. At step
2313, external data may be received from various sources. Whether a trigger condition/event

20  is detected may be determined based on the monitor data and/or other information at step
2314. The trigger condition/event may be a predefined condition or event that triggers the
generation of a command message for adjusting the demand and/or adding to the supply or
other adjustment action.

If a trigger condition/event is determined, a command message, a control signal

25  and/or an informational message for adjusting devices may be transmitted to a central server
or may be generated by the central server, at step 2316. After the devices are adjusted,
confirmation of the adjustments may be received at 2318. In addition, non-compliance
information may also be received. This data may be used for billing/settlement purposes and
for determining an appropriate compensation as well as penalty. At step 2320, consideration

30 (e.g., a credit, compensation, incentive, etc.) for a change in demand and/or supply as a result
of the adjustment may be received, In addition, an amount of supply added may be credited
to the user. At step 2322, the user may participate in trading and/or selling the amount of
capacity saved or supply added with one or more other entities through a trading system.
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(e.g., power conpany) generates the command nessage_ _qn | ncentive may be
offered in conjunction with the command nessage. At step 2212, an

i nformational nessage (e.g., control signal, etc.) nay be generated at the
central server in response to the conmand signal where the control signal
remotely 5 controls and/or adjusts the resource-consunption of the devices.
I n anot her enbodi nent, the informational nmessage (e.g., control signal,
etc.) may be generated automatically where step 2210 may be an opti onal
step. Thus, the informational nessage nay be generated w thout receipt of a
comand nessag e .
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The adjustment of Assets 2514 may be based on data 2538, which may include

external data, consumption amounts, supply amounts, market data, weather data, security

25  events, blackouts, brownouts, etc. Triggers 2536 may also influence the operation of Assets
2514 where triggers 2536 may be pre-defined by various entities, such as end-users,
providers, suppliers, and/or others. Triggers 2536 may be pre-defined events and/or
conditions which trigger an adjustment in the operation of Assets 2514. As illustrated by
2524, other data 2538 may be used to determine Triggers 2536.

30 In another example, System 2510 may provide self-generated commaeands 2532,
Certain data and/or triggering events or conditions may provide for an automatic generation
of an adjustment in Assets 2514. Commands may also be generated via predefined rules for

controlling Assets 2514. For example, if a price of resource reaches a certain level, a
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conpensation or other type of conpensation. At step 2228; t-he user or other
aut horized entity may trade the change in resource-consunption and/ or
resource-production to potential bidders, buyers, traders and ot her
entities via a trading system in response to a neasured 5 change and/ or
settlement for the change. Trading may be for a current anount of saved
potential as well as for a future intended anmount of reduction in

resour ce-consunption and/or an increase in resource-production. In
addition, trading may occur prior to receiving the command nessage where a
pr edet er m pasdfibdd @fpstimeaand tel paﬁoﬂaml in RRVRIGEE. dn ta.ddatﬁnngpracmbxmnppli%k ﬁay 23 is a
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The at least one informational message may comprise at least one control signal and
wherein the at least one comrunication.device comprises at least one interface unit, where
the interface unit in communication with the one or more devices controls the at least one
device in accordance with the at least one control signal, to take an action having the effect of
25 providing a change of one or more of resource-consumption and resource-production

attributed to the at least one device. Further, at least one command may be received at the
central server, wherein the at least one command is related to controlling at least one device
and wherein the at least one informational mcssage is generated based on the at least one
command. The at least one informational message may comprise one or more of a request to
30  adjust the at least one device, an order to adjust the at least one device, price data associated
with the at least one device, change in price data, pricing period data, change in pricing
period data, an incentive for an adjustment in the at least one device, a change in incentive, an

incentive period, and change in incentive period.
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capacity saved or supply added with one or -soreothelcnilll

trading system FIG 24 is an exenplary |og associated with nonitoring
renot e devices, in accordance with an enbodi nent of the present inventions.
2410 illustrates a sanple curtailnment |og which identifies an entity and
provi des details associated wth the devices that may be subject to

adj ustnent. 2420 illustrates a sanple of system nessages gener at ed,

i ncludi ng message 5 13), nessage date and nessage description. Sanple
messages may include confirmation of curtail nment action, notification of
schedul ed curtgi cHEt Al nt. 2424
illustrates a gxéo‘[@%qf Iﬁg%{nik %e{?s%glaegsgg%elﬁﬁgggr@h@%h% gy&t% fg‘%]m]l %‘E{Eﬁéﬂﬁ h
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enbodi nent,, .he rese Ny sers 2512 may
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concerni ngesbinee o09plyl Rhoupde tAsSEsston2ind fesoldeadi Sridfib?. Thyati@gtrogeent an
end-user, .a. user associ ated with the devic rovi der lier

Chi T par ot on AreRes Rt e ngerian agted © oht i PEE Qb AR e
comrand massoﬁgaiugmreaéto&/@etvﬁ:ahﬁcﬁd;&nm&ymgﬁﬂ@dﬁmtmeapéﬁtrdﬁlofﬂiegnﬁhst2522 (or

i nformati onal e) . to control te Assets. 2514. By contrglling
adj ust i ng OPﬁée"bcﬁéYi‘ﬁ? e@ﬁtr%&%wdfzsﬁ eop&fﬂfl@%ﬁ&fr&%eddeﬁgmw%ﬁ? %&ﬁa/ or

[ esour@e- Rk duehringdte paRtLts, r&yoﬂh&e s8QoRe Wﬁﬂ%aﬁr%ﬁéld@@k&m 2510. In

anot her exanpl e, .an I nfor rratltgn nessage na be generated by Central
Syst em 25 FontEQh peicrand sthedyliog of He pideastonsxlevice,nliansmission Fay OCHE O VTAREOTan

determ natm&@omﬁ-%ﬂ-e%nﬁlf&@mini]ﬁx@a[ti@iﬁ%l@%%lhﬂﬁ&&@ﬂ@né RO NEdidRe@ikIgt MENt i N
resour ce-consunpti on and/ or resource- gro duction concerning Assets 2514 The

adj ust mentsaigiitenet apagiag RRkyoTkeA Royecs Hansrissign lne anBtherst revark2 RaRkst ude

network, Internet, a meter-reading network and multiple networks.

15 In addition, one or more of charges and fees may be associated with the control of the
at least one device; a bill associated with the at least one device pertaining to controlling the
at least one device may be adjusted, Further, the at least one command may be generated via
an Intemet interface and in accordance with a user profile. The user profile may be
associated with an entity having an interest in one or more of energy consuming devices,

20  energy transmission devices and energy producing devices and may be associated with an
entity that generates one or more commands. The interface unit may comprise a plurality. of. .
interface units where each interface unit is in communication with at least one remote device
wherein the devices may comprise one or more of an air-conditioner, boiler, motor starter and
heater and the devices may comprise one or more of a power generator, generator control,

25  automatic transfer switch, fiel cell, photovoltaic cell and wind turbine. The interface unit
may cause the adjustments of one or more of resource-consumption and resource-production
attributed to the at least one device in accordance with the at least one informational message
and the interface unit may comprise an energy metric component.

The at least one command may be generated by one or more of a user associated with

30  the at least one device; a supplier of a resource for operating the at least one device; a
distributor of a resource for operating the at least one device; and a third party associated with
one or more of supply, distribution and consumption of a resource for operating the at least

one device. The at least one informational message may be generated automatically based on
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external data, consunption anmounts, supply anounts, nmarket data, weather
data, security 25 events, blackouts, brownouts, etc. Triggers 2536 nay al so
i nfluence the operation of Assets 2514 where triggers 2536 may be
pre-defined by various entities, such as end-users, providers, suppliers,
and/or others. Triggers 2536 may be pre-defined events and/or conditions
whi ch trigger an adjustnent in the operation of Assets 2514. As illustrated
by 2524, other data 2538 nmay be used to determ ne Triggers 2536. 30In

anot her exanple, System 2510 may provi de self-generated commands 2532.
Certain dafxierpheptoisseciategeit the oe,as mose of surnn distribytien spdropumptieeofiaor  an

aut omat i C gQRRE #rioPtaiy tBOatdchkRE AR, | N Assets 2514. Commands may al so be
generated via predefined rules for controlling Assets 2514. For exanple, if

a price of resddreEsuptoiehnage of e ptmprs of wyasice-consyymiige I eswEs] ust ment may
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gener at e aoffbeing predugsd Op therhitast bre dedide.t Terchamge meywepndsemsfa compameafidnofmesul ti ng
from adj us S [ o) fere ential buyers or

bi dders vi%@gﬁnr %fglgsr?g cglgé%réﬁoéls% g E‘g%ﬁlg%ﬁ%g’ifg%rg—ﬁrgdu%g%’nnggaacrgsg c'fgnce W th

t he et hodspabkcbfdyist ervdudediby thermbleadt yneadtyics.t Datg atsomtrthe emdentiof denfeanay educi ng

demand/ consunpt i gn, and/. o i o.the resource opl ased,on user
o nelfs 3o ane ARG SA0G e bP RS PR sshPBRIGLAR 1)
assessi ng mhewaknd radio pgivyrkamshtadlith eetwenkenpepingomikotl, en Ethdinetnets@ll, mbove, it

Vet hods- arey e Bl drePerine s’ BhBBRefare" i “ALEBLH Be B nounpt s on- and
resour ce- pletstitiintd that Fcusrent ontueshticipbted priqalofin dsoilrye io breaembbea cietainc@biemay
COMPL 15, 99N Yy o 50 RS BB oL TS0 B
resour t®- phoatueki ann dbycediad besnrbitmlledin aatordapesiitlomne atdeast a;infanshtiondnsm t ti ng
the at |east one informational nmessage to at | east one commrunication
devi ce, wHBF&&he at | east one communication device enabl es the taking of
at | east oneacFidler thyitbgstdae defideatdy befrespialy iThe rgthadcondngeertd mone or nore
of resour Cr%s-tc():rg Seuat eggt 8rr1]e e%e Iioeés s(‘%a% grec-ogéitqgnugr}cjr ?onan adjustment made in response
to the at least one informational message, wherein the step of restoring further may comprise
20  adjusting one or more of state, use, one or more parameters, one or more set points, operating
characteristics, duty cycle, control logic and scheduling of the at least one device. The step
of restoring may be performed after a predetermined period of time and/or in response to a
trigger event wherein the trigger event comprises one or more of a reduction in shortfall of
available energy; an increase in reserve or standby resource capacity; a reduction of end of an
25  energy-generation outage; a reduction or end of an energy distribution outage; and a
reduction or end of a terror or hacker attack on one or more of resource production, resource
supply and resource distribution. The step of restoring may be performed upon receipt of a
restoring command wherein the restoring command is automatically generated based on
external data associated with one or more of supply, distribution and consumption of a
30 resource associated with operation of the at least one device,
The methods and systems may further credit the user by adjusting a bill of a user
associated with the one or more devices for one or more of activating, de-activating and

controlling the at least one device in accordance with the at least one informational message;
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20 attributed to the at | east one device of one or nore devices. The
at | east one informational nessage may conprise at | east one control signal
and wherein the at | east one comuni cation. devi ce conprises at |east one
interface unit, where the interface unit in comunication with the one or
nore devices controls the at | east one device in accordance with the at

| east one control signal, to take an action having the effect of 25

provi ding a change of one or nore of resource-consunption and
resource-production attributed to the at | east one device. Further, at

| east one gRERAGINRYo R WiBLhY 6k RlnotdRvIe&hf & antREN@Tresolfder ei n the at
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comprises an incentive for taking an action at or during a certain time; wherein the at least
one command comprises an offer from a user associated with the one or more devices to

25  effectuate a change in one or more of consumption and supply of an associated resource for a
certain consideration; wherein the change in one or more of consumption and supply
comprises one or more of a reduction in consumption and an increase in supply of a resource;
wherein the offer is transmitted to one or more entities; and/or wherein at least one of the one
or more entities determines whether to accept the offer. In addition, the step of deciding

30  based on one or more of price data, supply data and demand data whether to accept the offer
before generating the at least one informational message may be implemented. Further, at
least one signal may be generated for terminating the action having the effect of providing the

change and transmitted to the at least one inferface unit, where the at least one interface unit
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20 energy transm ssion devices and energy protucing—devtees—anday-be

associated with an entity that generates one or nore conmands. The
interface unit nmay conprise a plurality. of.. interface units where each
interface unit is in communication with at | east one renote device wherein
t he devices may conprise one or nore of an air-conditioner, boiler, notor
starter and heater and the devices may conprise one or nore of a power
generator, generator control, 25autonmatic transfer switch, fuel cell,
photovoltaic cell and wind turbine. The interface unit may cause the

adj ust mentig c@ﬁmﬂﬁn@ua{ wimﬂ:e oﬂé ol IR0 U6 & 66HAD14 MRS dt RAstdNE d&ve&ak hdeBrdpiceduct i on
device in accordance with the at | east one

attrlbutedtoth E@E
i nf or mat i oYH thest ‘?%Rj’éeﬁ 11 EAKE AR etipn haying{he effegl ot dsmmatigibgactioher gy metri ¢

conponent haa'lhgﬂl@teffé&a?roﬂﬂhﬁg&@ Hﬁﬁotﬁ@reﬂﬁﬂﬁé at Eﬂst'aﬁe RBRagtmdyheC of a
user associated with 30 the at |east one devi ce; a supplier of a resource

for oper atgewpatedresading ispRipatinnof fis At a&“ﬂ%ﬁﬁ?%ﬂfHP“éF‘géher‘%‘é%ﬂﬁf@é for

oper at isng ntahﬁmaéd th @S} 1eAd Sndl@reiicalfifliedick, WHefl t(RAK 13 PR QemAlSEtiht h one or
nor e of su , distribution and consunption of a resource for operating

the at tﬂcméssafé%t%@ﬂh Ytrieastqne|catity comprsingane pr ARt OhAPsOFaRk B el be
gener at ed t MRS A, @ﬁémeagtrbne%&kﬁwéduomv?cemﬂﬁaeée% hbebfe one or

more of supply, distribution and consunption of a resource for operating
the at | eaowemeieysiaardevicens pegepariclenhone hmPYe opfexbmessegingrdevices mobile

resource- %gﬁgﬁmgtdea& Qgtghgngﬁpéabgfpﬁﬁn eeféywe%rﬁtsu FQ&&&% Iwhhie at |east

one devi ce aresult of ust the at [ east one devi ce may be
det er nidne progmmardiosimileenachinnge represents a reduction of

resour ce- consuppl %&Hht@%ﬂmﬁ%} %ﬂgttﬁéat%ﬁ% ogﬂ%t?&tﬁﬂ&é gz%ﬁgﬁs% of

supply of a resource capa ‘el ng pro uce ne devi ce.
The changemmweder epliesesturce-aoosumiptian poincredse @smodlmhoméssomated with the

resource- op %ﬁéﬂgﬁ)etde%e%%{fﬁgthhpﬁ easPoite commatid BpH s%%?&é%%tr% reshrees 201 20

capabl e of " Bel ng produce east one i eV| ce a a ehe anount
of change mm}nnizﬁoxtmr 11mdaheacc$oa¢eeﬂredm:mcumsmaiatesl withgheam Eaﬁronaﬂmeoﬁmaem
Commn#catdﬁ (= cbns CF&H com Il é[seenergf] g n%to}_ll\D‘{, erel i raplﬁotnet work, a
satellTte rt%chﬁ- gl ng etgvvor?< lﬁlﬂwrnel{ ?1 & packet net wor k,
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may i ncl udssodiated with ﬂlemglehdtl atie device; and/or wherem the at least one informational message

identifies a level of change from a plurality of levels of change wherein each level of change

20  comprises a different level of one or more of resource-consumption and resource-production.
Further, one or more of price data, demand data, and supply data may be assessed to
determine the order. The at least one informational message may be based on a request from
an entity requesting one or more of a reduction in resource-consumption and an increase in
resource-production by a predetermined amount, wherein the predetermined amount may

25  comprise an estimated amount based on one or more of demand data, supply data, device data
and contract data; and/or wherein the predetermined amount is stored in a user profile. The
one or more devices may ¢comprise one or more energy-related assets; the one or more
devices are selectively re-adjusted, activated or deactivated subsequent to the one or more
device’s initial activations, de-activations or adjustments; the one or more devices may be

30 sclectively re-adjusted, activated or deactivated by at least one command; the one or more
devices may be selectively re-adjusted, activated or deactivated by an additional at least one

informational message; and the one or more devices may be selectively re-adjusted, activated
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15 the at | east one device has been controlledin-accordance with the at

| east one informational nessage. Further, the at |east one device nmay
be restored. The nmethods and systens may restore the at |east one device to
a state or condition prior to an adjustnment nmade in response to the at

| east one informati onal nessage, wherein the step of restoring further may
conprise 20 adjusting one or nore of state, us; one or nore paraneters, one
or nore set points, operating characteristics, duty cycle, control |ogic
and scheduling of the at | east one device. The step of restoring may be
per { Of ed ofld:8yafhalt RATHE WA RRLEOH lnldiIR, GOk Kb SaRlEg 1O 2
trigger even Wher el n gger e Vent COnpriaes one of fore
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adj usti ng a@ubinkht BALmidY dnk 81 aBQ ofredGilrie SRR u@&&ﬂx%u@c%%ﬁfahaioﬁ% with the one

or nore devices for one or nore of activatin deactivating and controlling
t he atlS| ea@slt"—UI@iﬁ%foﬁél@ls@,@mi entificagrdonarrowsengireife;verein the atdeast gisommend mat i onal
message;  ahbitkl Mbafesllidih o AP Alefitbsiid de LHRoRRPA Rty dRG: fSires for an
amount of our ce consunptlon I'ded "as a resu one or nore of

deact i vat mgumnubmﬁtm cfepsgdn rebireet prodyugion wheee allevel obadjushrd¢nd congetpningt i ng 10 a
bill asso pply added
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concerning one or more of resource-consumption or resource production is calculated for the
second entity based on an overall target demand or supply goal for a plurality of entities;
wherein the second entity decides how the level of adjustinent is distributed throughout the
one or more devices; wherein the second entity decides the one or more devices to be

30  adjusted and an order of adjustment for the one or more devices; wherein an estimated
amount of adjustment of each of the one or more devices is determined; wherein the second
entity decides how the level of adjustment is distributed throughout the one or more devices;

wherein the second entity decides the one or more devices to be adjusted and an order of
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performed by crediting the user; wherein the baseline conprises an average
anount of 20 change of one or nore of resource-consunption and

resour ce-production; and/or wherein the baseline is adjustable based on one
or nore of tinme frame, season, and weat her data. A user may accept an offer
generated by the central server wherein the offer conprises an incentive
for taking an action at or during a certain tine; wherein the at |east one
command conprises an offer froma user associated with the one or nore
devices to 25 effectuate a change in one or nore of consunption and supply
of an assozmijwtregit forSvune or thoe devieerwlaian the akdeadtomztinformatinhd messsage se change
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one communi cation device may iInclude one or nore of an emall” system or

devi ce, a pergef reseureeqoppImprien andresoNse plodudtien- nessagi ng device, a nobile
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software 10 program a facsimle nmach . I ng to anot her
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the at | east one device; erei'n the at [east one command conprises an
order to ridweb extamtadrappunions:saed popuntreaichlated e eunt approxicwiqdraoguntt | on

assoc! at eyl ahdfintHarlifiibd SRGE BUGEMNAGEBLA. derabdlfied amount and

resour ce-congurrp i on’ conprises enérgy consunpti oh; - wherein The ™8t 1east one
i nforn®i omtetpolmtsicament. A prgntibl amouht df diervhange er anieddeordnf resoureart i t y

associ at edcoWs&ut]ptitoQ %nc?itesolu%%-spgoducﬁon for a given level of adjustment attributed to an entity

may be calculated and the potential amount stored in a database. Each unit of change in one
or more of resource-consumption and resource-production within a defined area resulting
from the action determines an amount of compensation; wherein the unit of change in one or

25  more of resource-consumption and resource-production is a predetermined number of
kilowatts or kilowatt-hours of energy.

A user may trade, buy or sell an amount of one or more of the change of resource-
consumption and resource-production via a trading system wherein the change comprises one
or more of current change, future change and prior change. A user may accept one or more

30 bids from one or more entities for an amount of change of one or more of the change of
resource-consumption and resource-production. A user may offer a projected amount of
change of one or more of resource-consumption and resource-production wherein the at least

one informational message is generated based on the projected amount; wherein the one or
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one device; wherein the at | east one command is capableof. being overridden
by an entity associated with the at | east one device; and/or wherein the at
| east one informational nessage identifies a |level of change froma
plurality of |levels of change wherein each | evel of change 20 conprises a
different | evel of one or nore of resource-consunption and
resour ce- production. Further, one or nore of price data, demand data, and
supply data nay be assessed to determ ne:the order. The at | east one
informational nessage may be based on a request froman entity requesting
one or nor - n Lgase in
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wher ei n t htheqne ¢raugge desiess imay be adinsted haged mﬂwage@ssp%c@amoomumé’mt froma
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| east Oone commmand conprises a request froma first entity requesting one or
nmore of a pmdwotorodevicns mejsmnssaesedoﬂunmpt_hp oriceadath imepnsidence ansgenérating the

resour ce- PLOESL A MR Bl Bl Blin Al LB BRDY £ADSEI 0,05 o Tore of
resour ce- consunption or uction 1s ca a he second
entity bas pmdd&bemnaled peCe tbxeeﬁqld md/m\dwheremﬁlkeeit &hst Ioeam'cdmnedfpucermtes}mﬂthl

message is. hase r a e ue ne or nore
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enti by basuPHPRrRRG: ek PoBUREE isBi B e G Bl iinal Riolell 2 F LY o
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plurality of devices may be monitored and a plurality of price data may be determined based
30  atleast in part on the step of monitoring data wherein the plurality of price data is considered
in generating the at least one command. Price data associated with one or more resources

associated with the operation of the one or more devices may be assessed; wherein the price
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25 resource-consunption and an increase in resource-production where a

| evel of adjustnent concerning one or nore of resource-consunption or
resource production is calculated for the second entity based on an overall
target demand or supply goal for a plurality of entities; wherein the
second entity decides how the | evel of adjustnent is distributed throughout
the one or nore devices; wherein the second entity decides the one or nore
devices to be 30 adjusted and an order of adjustnment for the one or nore
devi ces; wherein an estimted anmount of adjustnment of each of the one or
nor e devi céata is sordigered mi erechr nwheefertivating deeldutidg, enttrdlingleci pesonkrollinghe | evel
of adj ust L j 1.buted t hroughout the one or nore devices; wherein

t he secongﬁg%tt1%a§§$§§%?l ée?s the one or nore devices to be adjusted and an
order of adj ustoreesst détepf ¢rter o of consumptiod emousind wpplysimwuhteescatateddeast one
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user associated wth the one qr .more .deyices dlef{?fprni nes an m)ént of one or
nmore of re&SHTCYLBHE ?eésr‘?dgﬁ"dcen%r@%&‘? A5 CHH ‘idé?lg‘?“ﬁrapﬁ%%% &t o the

i ncent i ve; oigtoMiatiohd btk gt; MhefeBIBe e Re GRBSITAtd RpEifiFRhé S1880r8 BLERY

consu ion. In additiopn, a natification nessage.my be transmtted to the'
at |ea {J 1@)"‘%81’?@%14%83?#08?{ da%ef%% %\H@F%ﬁ?“’f‘%@ﬁﬁﬁlﬁrﬁt}“ﬁgﬁ‘gﬁlcﬁessage

i nf or Ns  ONRfERHatitarregakdih@adility RCIRLOAE 61 bre detesdiRE/consuniidion 86 desafd- of the
at | east one_informati gnal nessage and/or .a notjfication nessage may be

T ansm t t SRFORSIPHEY e o4 35k pregiRCEAKHPHARY & FoSHTONBS e deHASHA FARioR

notificati gRerMleGsage i Nnforns one or nore intended recipients about the
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cal cul ated and the anount of the change stored in a database; wherein the
amount  conpheRfegnaginrel gessrar-cUsst rrafledeta aupciatrbith heopermtin ddeamp ont |

measur ed apBMibvicds My HeabR6ked HdRin thORREQE IR LA 8RR bonsiRMAAli£d amount,

st andar di zed anount, “predeterm ned_anount, extrapol ated anount and 20

i nt er pol at edemtiRaiae at Iespenedrioretionghpgiieccoherra thatiprgacflp dneoramtistor e of
resour ce- CoAsiRtd QR @tﬂ%r%?é)&ffaﬁﬁvﬂg@g&g&dd%d biPkveme@iyply. | evel of

adjustnent attributed to an entity nmay be cal cul ated and the potenti al
amount 28t or ed iPnear dareayaRteondiiems may bt asstssedvdngdemihcompeisoomen erasft
resource-c . vARHnde 2 Burttd & ea

resul ting ?‘Ir%?n@%ggctl orﬁé?alzétﬁgé%ﬁg%%@p%%n%unt %Eﬂng‘gg eﬁ’%g(%}i%g%r;@;v\her ein the
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resource- pfe%féﬁ&*; Whedeth the REIELGRE B H&H PATRRR;HBESs # b RNRT S erating the

kil owatt - hours of energy. A user may trade, buy or se an anmount of
one or nor & leskt ank énformatigenl oiessegss Slae oemersssugp eUrBilimartdnandgen froeapentigiuct i on
via a bEadiagSMShHgn WAREEA e bior GRADGR:G AR RGP RGOl BRiGrdlfin OUT T ent

change, fut nge and prior change. user may accept one or nore
generating the at least one informational message; wherein the mandates are self-imposed.

The operation of the one or more devices may be balanced based at least in pait on
one or more of the consumption amount and the assessed supply amount where the step of
balancing may occur among one or more entities,

30 Feedback data may be received in response to transmission of the at least one
informational message; and at least one additional informational message may be generated
in accordance with the feedback data. Feedback data may be received in response to an

adjustment of the at least one device; and operation of one or more devices may be re-
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30 bids fromone or nore entities for an amount of -change—of ane or nnre of
t he change of resource-consunption and resource-production. A user nmay

of fer a projected anount of change of one or nore of resource-consunption
and resource-production wherein the at |east one informational nmessage is
generated based on the projected anount; wherein the one or nore entities
conprise one or nore of other users, one or nore resource providers, one or
nore resource transm ssion entities, one or nore resource distribution
entities trading entities, and an entity associated with the central
SEerver. tﬁﬂgedtb'asgﬁ' at lgﬂzﬁn ﬂf‘ef&%@%?ctdhtgnﬁeeﬁ?ékla?tagﬁ 'bQ?e(Ee& cﬁger ning bid
accept ance romone or e ent| tres Tor an a ment I n-one nor e of
resour ce- cmspmmjo ﬂroadjtamem efbartdeasporedendts; @trleast one mesgage ory bapdnemfedanount  of
one or [ t ration of one & d VI ces and
a supply aErD (tn 0 %ﬁeﬁﬁgg%c%dﬁgit%gdt%sag%g%g e%ﬁa%éna 53‘35%18& %ein the
consunpt i oz lastone tonooapication devdgpgwheeih theablesstionet dommutizbidoradesiseisat ed with a

plurality of dev erein th suppt i,0 noun opprises one or nore
bt car bt et I S0 il PE 1R SR AR ot B Ra B =

consunpt i omiditians hﬂaﬂyemahﬁnﬁﬂmalnmﬁssag@ wﬂlenemahm@tﬁtreadjunﬁg chroprized sr@NME, QA
peak consunption for predeterm ned ti ranme and an. ave e consurrptl on
for a pred qrﬁ?rﬁéﬁvalnflﬁé!etaf’ Yf&n Wﬁiecf”etfor]l]"tg e%%ﬁlﬁfﬁ‘ﬁéﬁﬁesaﬁéﬁr%’t“ thes

ext rapol at eedbaﬂ@dmh ﬁoﬁlbblﬁegb?éMrﬁéredﬁdﬁvﬁé&vﬁ@ﬁﬁa@h@tﬁef l’égel'frt]i@taﬁ]ﬂﬁﬂi'&lﬂﬂfee f
consunptio n a predefine rea; an erein the pluraljty o

devi ces cof?ﬁ%gﬁ%@‘a COTRDT 285 B atat%“%ﬁg(“&hty\igeﬁﬁeé’ Wasgsin the Teedb back

conunumg CagitOddmphitdd abdiSpatd datLiaadpeRidat of GEBMED bR Alel: QheFRYihe StepBkeOt her
devices. In_addition, one or _nore of the resource-consunption and

r esour ce- pRdsting iueher spmprives pdiusting appemtveassecisted vt theadivgment effhetised on t he
assessed CRRSsEAeVie8 aﬁd}’&lmﬁeré{ﬁﬁ)\é'sféﬁoffe%ﬂ}uﬁtﬂ%fﬁ%&?@&ﬁﬂts@émsﬁnmt by a

pr edet er mi ned amount; wherein the assessed consunpti‘on anbunt  conpri ses
aggr egat e Wlﬁ@ﬁewatcaatspemw@weﬁmwf%@ atdedst enedleviogpr i ce dat a

associ ated w t hyqng 095p%ﬁ&%&&%e%ﬁ&%&&ﬁ@'wc‘!&s%y%@ﬁw%?é&aﬁh@@ of the
one or nore devices may be assessed; wherein t pricé data i s considered

i n gend? at pesigrreanes offthe engor n@ﬁedqvwwdﬁpmdwtedrbesed@géhe We?fmwﬂﬂh@ price
data s compafelichd ol inkERttorANEeRIRY e ¢ ReftaRhlon el DAl agnd/ or
wherein the at | east one predetermmhe ce thresho I'S store in a user
profile. Fpmdlttectfumae mﬂtfqrratnce,yﬂlwrenu@wdeagt qmyertﬁmnmmf@we@nmdesanpbm ality

of 25 pric aﬁn%‘? I ep of
nonitori ngﬁ\}gg rein gtl?és '#l ty g% %{?i ce %ﬂég&l z{sﬁﬁe{)hr?%l dr]e-‘?gucti"ﬁé
gener at i ngparfoen@t:e @emsesme of mﬁmmﬁﬁmuewmmmsmtmmm@mm Te$earogt ural ity of
devi cegocoglggd &, one or nore of resource transnission equi pment, resource
di stribution equi prent, the one or nore devices and neter devices. In
addi tion, a pl @mngli myrecdfevndwsmtc:iwthbesmvbemmtcaﬁu thee qserdtamhgayseof price
data may b L erm n b ; n h nitoring
dat a wher ei?rrotﬁiltg ﬁ]a%nt%?lwlx}ggﬁ %%g%g?g%rﬁglgésd%[ a |a§ letg:sgnm %gorr}é.l t?on%fﬁ?ss ng the at
| east one mmdcall?lgémtcﬂahaaedaﬁBaestmapaﬁdm\thdsltepmﬁmomnonngr ektﬂeasi@ue ces
associated wth erat of .th e or levi Cces e be assessed;
Sherei n ¢ st Condtion 5 o2 ol BB 8 ot Sore i B e o BRY wrder
deacti 2at i nggu:ae&mtsnmbtmmﬂ resndrca@todmcminh othé atrlcgtsttdme dattcd edekinaie devi ce.

of .0 nor. e t| on_ann and sulpglb% anount

F t d
agggg?aﬁt edaasx‘n%tnﬁenblﬁ lr ed&BP%e?fe%f’dﬁP@i"lsg %aé?né ‘t"ﬂts’tcﬁ’g ration of the

one or nor ¢hateierigties diugyyde control logic and schedule assocmted with the at least one device;
and the at least one informational message may be generated in response to an occurrence of
the at least one trigger condition; wherein the at least one trigger condition comprises a
30  predetermined trigger condition defined by the user; wherein the at least one trigger condition
comprises a predetermined schedule of adjustments in the one or more of resource-
consumption and resource-production of the at least one device; wherein the at least one

trigger condition comprises a predetermined weather condition where an occurrence of the
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5 assessed; wherein the assessed forecast data is considered in generating
the at | east one informational nessage. Devi ce function data
associated with the operation of the one or nore devices may be assessed;
wherein the assessed device function data is considered in generating the
at | east one informational nessage; wherein the device function data
conpri ses one or nore of cost 10 data in operating a device, cost data of
one or nore resources for operating the device, information regarding an
ability to adjust one or nore of resource-consunption and resource-

producti onprbdetdnhme@wedﬂeaasandﬁm tHEHGE 2ttt ddfisinient Bfoné BNMbRIGET Ng t he
devices in relation tg O?H’H devi c S. ta%her condition data affectl ng the

oper at i on BIOUI§LORHEPELN 476 FSOYFSS PO 2%9 gatjepstone dedery Whegem, the ¢ leaplo

assessed VaRkMglkr eamdbi éc@ﬁbrﬁ@sta&wér&ngﬁéﬁhg&ff%’nhxﬁmﬁﬂ'?:%rﬁffdrag pbgerat | east
one informational nessa User ile data associated w t% t he operation

of the oneadistygst &vhersisy IWHB@%@‘@Q@W copppeipesiapredsiemaisebsdionser
profiles d?&ﬁ Hifig GRS Q! Fdedl-Rm@eRNar Akl th§adtnd sai%fpafa@snaﬁg @t i onal

message; erelf the user profile data conprises data representing one or

more of anwheyein Hyericrdatanemaners anriel piicsdetasulntiy the 20lersé ous triggar consitemt
condi t | Onswqﬁ,mséﬁ ARISESHEd WhEiEs 9L BT dr ¥ OB of R %agéfw&%d
warn OCa

reduction |ng national, region o security I ngs; power or
energy s hosea@géawlmwg@e atleast eneite ggen eanditinn corprrises a predesagwined eepditipment
out ages; t re event,
cond! &1 onotyving U Rl 8 Bl R leroOE LDt BB RS e A Bafbnd P 0
messagél QOmiggepcomiiiop cangmagya pm@d@tanimwémmdlmdmmbsng‘ formoasted serphistayd 25 may be

i dentified, wh ner [t Nt Bndates is
consi der eddclﬁrclltga gm{r}élltal hg mlrrq{é%ag?e Ol’?ggl %r‘%é“%na %Ss?age wher ein

t he rrandatlﬁsde&lrmms@bdnmnmmﬁmgachangeii’rmoep’éa[mom with fedpectane or nore

devi ces bal apc ased at least in part on one or nore of the
consunpt i oﬁl{e‘gwg‘ﬁ g%lﬁe assessed supply ampunt where the step of

bal anci ng may dmemrleanmmgomnﬁnd)mayr’wﬁommtéet hsseciatéii)ﬁﬂeﬂlbat:lkasdaieaievﬁay be
recei vgg itﬁ response to t.r,%gsm SSi ge;] the at | #ﬁéne i matl onal
messagl?  aGUSET MfVIRgAR a¥ReEated NS PSR ¥ ffri'f’LB T SHAT® gsalﬁév B’epa&enerat ed
in accor daanmgreajnbdit betweerd e ddeaald ai:amaty abseeidioawith theteantrabiyerie cotemingad in
response to %}g;ent of th "ﬁ%ﬁﬁ one,.devi ce; gﬂ op. era ion of one
or nore de’\'} ‘ilj P%eorné?ff HYSEETVer AUght o ‘é?ﬁm he feedback
Flat a. Feedxéblgﬁd@sdﬁta&dm tll&ﬁJséﬁﬁepef@tﬂmloﬁthléeﬁ@&ﬁ&ﬁ‘eﬁaq(&oﬁlﬂjrbb‘pbzﬁﬁelﬂiaxpf t he at
east one devic

recei ved f "é’éﬂfbﬂg%elﬂ g%elé‘gearzi%@%? ﬁénqg &%gai]s"trm%‘?‘?geoﬁg g&gé@t %g%%? %%”hlgtet ed to
t he at 20 eagbfile MewHiOKN Bict Bis Hebn Sheighédtone BHa6® rightt:Vehetdin the a8dr pefims the
communi cat cli %nmng%\rl{hg ?nolch%ymg over the Internet; wherein the user makes available all or part of
the user profile in connection with participation in a resource trading network or exchange;
and/or wherein the user shares data associated with the user profile with other users.
At least one predetermined rule may be related to controlling the at least one device;
25  wherein the at least one predetermined rule is defined by a user associated with the one or
more devices, wherein the at least one predetermined rule is defined at a user interface via the
Internet; wherein the at least one predetermined rule is stored in a user profile associated with
a user, wherein the at least one predetermined rule comprises one or more situational rules
where each situational rule is applicable for an identified circumstance; wherein the at least
30  one predetermined rule comprises a predetermined rule specific for one or more devices;
wherein the at least one predetermined rule varies in accordance with feedback data; wherein
the at least one predetermined rule varies situationally; wherein the at least one

predetermined rule varies dynamically; wherein the at least one informational message is

46



5associated with at | east one recipient; the step of re-adjustingis
performed in response to an additional at |east one informational nessage;
wherein the step of re-adjusting conprises one or nore or activating,
de-activating and controlling the one or nore devices; wherein the feedback
data conprises one or nore of device |level data and user |evel data;
wherein the feedback data conprises aggregate data anong a plurality of
entities; whereidthe feedback 10 data conpri ses aggregate data i ndependent
of specific entities; wherein the step of readjusting further conprises

adj usting ratg(fara&éo\t&n@é@mpmesﬁgasmefbr bR B tnclafaftbond CaST ONE
devi ce; arid/or wherein the step of adjusting further conprises adjusting
a price aPstdeicanine wetlhdlsf:ciieéwwhasgmrmf\mbrmfprepéstmams@foncwe at

| east one o) B

devi ces rraﬂ?/&%g&%g%’rdgg %@E? I%ES gﬁeg%gggha%eehg& ‘?{w}I é(}&ée %’?m?rlor deV| ces

may be pr adil schediling ofitie mqfkr@r@dee@emﬂvhmmhﬁatm}ﬁ caggrefid¢ternanediralast one

i nf or tlo e on the

pr edi Tt%ed @k‘%@%@rﬁ %[{ryr%r%aﬁlgg (ﬂ%g{%é%g?%ggdaﬁh eas auggnrgegre'&?%fr mance netric

conpri ses oomgnmrmmnpleleséls sﬁmnmlcohad)u&tmgﬁ catceraimg theama nemeresleding; oper at i ng

characteri csma%ﬂ mﬂﬂk the u%urelgﬁrfornance COE@EISG .one or nore of

future res Eirb & 3n&d ¥ Qietrie %ﬁ?ri?é’rmfffaﬁ dre One

or nore daviivaésg aﬂsﬁmmaﬁtﬁ:@mﬂﬂtﬁaa ol &¢videmy orkor MR doffpenkntd Revclagdiwithavi ng a

user profile identifying the gne or nore_devjces; and. the at |east one

o or e chicat 1 ts At ot 3 B R PRGRraoR piss RS il She OviesE: 1 part

?n t hejost Qpn@fslulmamuig&hmg aﬁsﬂurh.l&ﬁﬁfseﬁﬁtﬁnt‘é ]Ed'_‘lg'.@ﬁlrg acpmality bﬂ[}ljh:éﬁe}t’erﬂe identified
or automatica initiatin t ment, o oeor 25

{ esour co- ¢ Bt o Bde i sLIot BHh ey e R e HAERtoR devi ce,

wher ei n t lievios jré«lﬁl&lﬂ?ﬂﬁ a:htﬁmd@ﬂr%ﬁ@d sippliede tefat ¥Rt enddevitt 3V @ a pbléiieﬁndaar anet er,
set points, oper control | ogic

schedul e AR ‘?ébm&l“g ‘%g’tf" f%%gtt e"éh‘g}eé@(c}&‘gléﬁn&‘ﬁﬁlaf’f?éeé‘i he @%%]fnone

i nfornati qReadt léﬁﬁ%ﬁaﬂﬁnﬁ%aﬁ)@ngﬁﬁeﬂ@ﬁdrﬁtﬂmﬁtﬁﬁﬁﬂméﬁtlbﬁkt6:[!:&Gi%”chﬁiﬁﬁ@ of the
at least one trigger condition; wherein the at |east one trigger condition

conpr i Yes %Re QoM epusmechHadensirspidie a isar ong dsice ard dherging progemmingof wher ei n
the at |e%’?%o%eﬁ;ﬁ'b?%&t&%‘%éde@i&e%%f@ﬁ&én%e@fl@é’s%ﬂﬂ%d%nﬁﬁ@ﬁﬁ’é" e of
adjustnents in the one or nore of resource-consunption and
r esour ce- piwéfieansar yereohwhent and hgwione prmere gdjusimenihieoae Ar MERS OATESOUeEst one
trigger C%ﬂ&nﬁ?ﬁ& £RTREISESrofudibf IEHE hiTREShe WBALMRE mE@N Gh bR\ Gl an
occurrence of predet erm ned weat her condition triggers an autonatic
adj ust nmenttyrermayhe léﬁnuﬁftslraédé}w onesionPredeviens st pe Preretedia aprasishipssd optheduct i on
of theymnat uE&"iﬁIedﬂHEg \é@g&éﬁ{n the at |east one trigger condition
ssage 0

conprises a war ni ng an i mm nent event forcing power adjustnent;
wher ei n the at Coefirsetionnd therac@@etﬂk@dmbtelr@nwed)mdms@lsm@remcad@tt@mw bred

di t f d and
condi t1 Oneu?op“ ikt legjt}gle&)é&%‘l%'i&elp wHefe thd 415 fuﬁ’f‘éﬁﬁu%f‘o?ﬁspéfss Jr%ug {gnard an

ant|C|pat 't he price ta Cco rirce
dat a; wheratlenst pm;nestsageéasd o the coruﬁrgwgmm, ewhichinshitimgdlemb téastene megmagatet er mi ned

conditi on g nygl toﬂg%&?}_gungc{atlgpﬁe c@fwﬁéréﬂ?thg de&Yone%%ﬁm%c%o%‘&evﬁé‘Q season

data; wherein't one ger condition conprises a predeterm ned
condi t350on aksoviafed iwmith atlgast enstintendegd Irasraslemdonbsfrmd detvessihatd"al tvialiel aafaptiant y dat a;

wherein t ql?ac%srdlrn?c%%}iﬂl%eat least one informational message may be identified and one or more

recipients may be informed of the identified one or more devices; further at least one message

may be generated based on the step of identifying and the at least one message may be
transmitted to the at least one communication device, wherein the at least one communication
30  device is associated with at least one intended recipient.
Methods and systems for managing one or more of resource-consumption and
resource-production of a plurality of devices comprising making & determination concerning

one or more of resource-consumption and resource-production of one or more devices; and
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10 trigger condition conprises a predeterm

forecasted surplus and deficit capacity data; and/or wherein the at | east
one trigger condition conprises a predeterm ned condition involving a
change in price of a resource with respect to a predeterm ned threshol d.
The at | east one conmand may be from a user associated with the at | east
one devi ce, 15the user having an associ ated user profile; wherein the user
profile defines in whole or in part an agreenent between the user and au
entity associated with the central server concerning a right to control of

the one OfrafiliRing BME&EESTe HARIARA 13 aRBnteN driey, WIRSSH }E 5t 18ast bittomkRn@¥er rul e
rights associated with the user in operation of the one or nore devices or

i n r espons@atedtogantenling at It opedayice el i 9ased adpashizpas pu s diefermaisatigniandr | n
part one QiefiRI(Ge SlatrbErvESRherREOH1daR R SorroP Qe ©iid G thoatWblisClhet he User has

been assigned one or nore tights; wherein the user perforns the defining or
t he nodi f gPmemaed/for canfrelling theahlgast ongisyies and: traasmitsehe srdsastong genttohgigral al | or
part of: t ; r@fti i i i bl Cl LOSr d urce
Frading nat ubRpinR i fid & £A0NGLRE R i RRAKEL BREROM 8 oPRbRYE et at ed
with the usewcprobihpionanhresiumsrprediction attibutedtoshe as irastpne detiax Matred rul e may
be rel at eq 4,0, gvﬁtﬁ 8+4 e bré Qﬁes%&(gk-%@és&ug{i‘& ﬂﬁ\%&ﬁ&frﬁﬁ%&{i ﬁf@%B&%rat | east
one predeternmned rule is defined by a tuser ‘assocl at ed W € one or nore
devi ces; wives ddvives may bxt rebaiaedt whenen the eeteived datais donsidered isgaieftimetieat a user
interface,via the. lnternet., rein it t least .on redet erin rule is
stored i nl%as‘tlfggfonﬁrro g%?‘%g%%%g%%&ﬁ%age dvhl'll ?Jnoahgofjglgrre;()f gurrg‘?'?\onflh]gphé’fl aﬁgast one
pr edetl®r nmresedtce-pilodudtionpf the ets cap n@radevivey maghd reaivicdnellerainithe seceived éatemch

situational _rule.is applicabl.e for an identified.ciycunstance: wherein the
ot 1onse Strsitieed it EenBlng R EH % BBmatt A biek SEAR BB Sl o s peci 11 ¢
for one omd®deicdembyBscreadiorierdn thieseaprofikasprises agicatieteqt sdeteadinedl| e vari es
in accordance wth, feedback data; wherein.the . at |east .one pregdeterm ned
1 o var § S0 By g REF porsoraREP R et e oS RioaiREa PERREL ) L o

vari es dy st cnalévice anth @herein thedue least oheasitrobiignal 9 nitommidaliy gdneridiage i S

generated in accordance with the at .l east one.predeterm ned rule; wherein

t he aﬁsl e&gctorc%ﬂ%e ‘ﬁ'ﬂi‘g%f‘te}?aﬁ’i %Breﬁﬁfﬂém? rl']]ier‘@}(’:ef‘aé‘g[hﬂ)lse&? BIPHESEne or nore
of one or nivAelrefidifg ddtedesttiting foneiomlityaitribuiaa (AR bR o mobsdevies; Ahd/6r Set

poi nts, operati characteristics, duty.cycle, ntrol |ogic and schedul i ng
F The’ on GG BY RS one papae ot PRl Gelibe Sl A RO AT ARG rul o 5
ijd fe_nt i L i e%?ﬁmwpﬁ&ﬂiamd edfs?ﬁ_aer,?oailwbxcima.af? Shefagd ih?l&ﬂi(ﬂ'g a\g&an €brntah@umtser
efined rules conprjise nultiple levels of control or adjustnent concerning
t he one or"f%rc%a“&%ﬁ%@f“‘Rﬁ@gﬁfﬁuf%@n%“ﬂhﬁaﬁélﬁ??@f@'W‘%"i Hgat %ﬁsage

i nitiagpes ae@vile mH e rat6ived NG med¥@ iNdiding & tonfhhtig of0d ad@aQhenat i ng the at

| east one devjce or, one or nore ¢ rmonentlsJ associated with the at | east one
devi ce; WHEAOB{2Rce wigh thie at leastqne HERS FaY PoTeativade SaggouRtpttheghangeghe or

nore 10 aGhé SitHork BYRbotkdRGofiRaHEbIGdResdhrds-BloldhidtioR httrfiRitedRO HRLBleast BRNYI NY A
plurality of paranmeters; changing qne or npre jnputs to the at | east one

devi ce; cHaYies Ry taoficeed e onans mere qnbifies; Whsrein grseiving datadrther spynmai§esanount  of

resource sipitrp@gtetdal daff@afﬁ&ﬁdgeaa%Ferm oA € RaP YR deRdich wsieh iRegkidrhdl® peri od;
changi ng a duty (gécl e of the at_[east one device; changing a usage schedul e

of thedat detgissisediocictinns igser condition der automstirally genceting thejat least oo of t he at

| east one cg@MhePlor sdjanbE HE rebSrONEnMmpHBh 8 BB &Y 18dsi A deiss. aic8uhabi£s of the
at | east one device and changi ng progranm ng of or software run by the at

| east one TefawFRssocigiell with annperation afiifs ahteast ope devics aay be mopiserad; detheiipe

| denti i e RNSreMiciBR G eRlircbsRudPtbn AN IRARnOb: HRE 6f Sl Uath BRI ofech® ONE OF
nore of resource-consunption and resource-production of the at |east one

devi ce ar datpeny be Petermirsd andier amolfps ér redyqsaespprge-prasarartionifen apredetramingé  one or
more agyi %ﬁ%urﬁ%yaylﬁg ilﬁif?a%d?@vﬁg‘eih PhetbHIPH Sl ASETh ddtfet price for a resource

exceeds a predetermined level; wherein the offer is initiated when a rate period for a resource

changes; wherein the user profile is created at the central server; and/or wherein data

comprises aggregate resource consumption data for a predetermined area.
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20 user type during a predeterm ned event. .——Confirmation of the _action
taken may be received and one or nore recipients may be informed of the
confirmed action taken; wherein the step of informng conprises generating
at | east one nessage based on the confirmation; and transmitting the at

| east one nmessage to the at | east one comruni cation device, wherein the at

| east one communi cation device is 25 associated with at | east one intended
recipient. One or nore devices that fail to take an action in accordance
with the at |east one informational nmessage may be identified and one or
nore recipient Meﬁﬁﬁsﬁﬁs&ﬁéﬂﬁ?ﬂa&%ﬁnﬁgﬁe o deib bfﬂgﬁﬂ:c%ﬂ:@n A® ggdevi ces;
further at |east one ne$sage may De generated based on the step of

i dent i fyi mepownserprofectian of e plyralityrnd derbess agw compyris ecceiving ghlieast enf qoptrelhe at | east
one conmunicati &R L B t ﬁm i.on 30 device
i s associ gz%% aw&%ﬁqg%é {lglaeﬁ& gﬁgé ?n{rgﬁgg(?t iregsg?%? eﬁ?‘.ﬂ% meﬁ?ﬁdﬁgds and

syst ens f contredlinggit legst onedeyicenand eomioumi eading mitk {lech astpté davicamrdaccordance
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resour ce- pif onbunr tmooncfotsoorve-consumpiicn adé veserss-praddtion ataibawd td the g ledst dneast one
command to, a central server,. rein the at |east .one co nd is.related to
control 11 isvat haliBeaEf o Fep B SmbEuh 0 £ RSald8F o iR okt pe

det er m natwiereirathel conlfienstion i dvennoaithtedlo & dastene gananhAiatgsn ddvideagsstiatede contr ol
signal based on the at |east.ong commfnd or.cantroll.ing the at |east one
devi ce and"YhCRREHTPTE Wtﬁréj%gfeqpéeﬂgtwac?r?ée 8‘6‘?&{’}“&}16 ogpwymgangg. Q?Pﬁr%l’?f‘%?nf ace unit
to tak® anfaehtir b avéng! RFechiEnd re@iriedrvhsict g confRhaigds &mmditcad nor e of
resour ce- cong tion and, resour,ce-gcﬁ%#%tl' on attributed to the at |east one

dovi ce. DD & 1Satose CapRIniGHOR d5Yics 2 {005 B0 JLeEh BRI ST fand

resour ce- et inods o fonbriehiien; WhedBl dtakeMpe S5g dRYr BRrd Fe@bwed, wherein the
received data i s considered i.n %eneratl ng the at | east one control signal;

and data £S%HEPURNLEPSREHPIRtion dreeeHPrmiancs, dF e REBHSIFRD A5V St 10

r esour ce- lefEdighid) Bx@htidnOndiiéhs WhardPe irfreSlRydee8Ssuio@ pidkBionges wherein the
recei ved data i s. consi (ilered |n,H%enerat| ng the at | east one command. A user

profi | ¥ f greashsith inghidugllv prepolpctivgy:@nd(er yieun theyneasired dokpis comppwneicd 1 he user

profile CoupbiMR&S irMéndb®rSipicAl Qiali Rt Rmddaed cdnthhida@ipn.2dj USti ng one or nore
of resource-consunption and resource-producti on of the at | east one device

and wher ei n t h¥etiody adsystanelornanagise ons gfsure plrewyrcs i aruERlitaener at ed i n

15accor danggué-hiddbdien at a plafity i B&idRE RAS bEhFHsE Rideikitk 8 1eXNGlbRtrdine user
profile conprises a nodel ovi ding data describing functionality

;
attri but edizpg atone oaﬁer%iptq“ufgwaéwh%@% theghigps Pﬂqmé?gisiﬂn@lﬁéfe&éﬁtdéo conpri ses
one or g0 BniftlidgHledd: @H@hcv%;vdgg §er@&ﬂ1ﬁ:g oRE8F BER LIS Bng deBSRHRERAAHISUNPL T ON

data and resourcCe- production a. A message indicating a credit tor an

amount of deetivetieg ged dferipgencer merf apindicatonende alegm duiegnonento fiegt least
resource- %9%%! sg@ggio é{?ﬁd%fdﬂ'ﬁﬁ% 288319038 wilR VKGR BV GatiRE Bl ¥REL: A

message indicatin onfirmation of the action taken in accor_ﬁance Wi th
the at | eafpropiding@shangelof eies alorapdyesperce-eansimmion apdiresgineerirodictiethe change of

one or nor.e.. = .t't%;b-“?@ - [ ibuted to

the at |eas Qjct)er(li(ratg e\L;ilE EegSt%gé;éﬁgg’o ere g{i%ggn r%fgs(gn%?gﬁg;r\elto?ﬁsgg;gémg ein

r ecei visng cdestapficn; teseurceprogucisn deviesqeifoimagces de viderpatamgtersa amff chergeiimg  an

operation r%fo rt:@@on@&mﬂtﬁ)ﬁ?i?ﬁﬂl?cigﬁw ce wherein the external 25 data is used
Itio

to define a'trigger ‘con nt or automatically generating the at |east one
command for adflusdtileast onk devieesuayrcomprissns ideptifiar omponehidoritientifdng oreme devi ce.
Price dat r oGl: i ratj . st one
e oo oD RES AR RSl e Lo RRE LA b b

r esour ce- addrsssyqperation, pewerrepiiremems, ossowros-eongdmipioncrescdse grajuctionppeyeast dat a

may be, det erim ned; .and/ or an offer to reduce re r.Ge- CONS ti,on for a
prgdet3e0r mpﬁoéﬂg’ﬁﬁugé?@é}ﬁ’tcuﬁﬁ : ge’ ?uﬁrle{liipgfagﬁ ;erilagseormea?eﬁl{'flﬁle %%leealﬁvqﬁg d?vﬁ(feti at ed
when a martk e afiedstenefoommunicaitmudevies, €Tthe pewlar profjle edgirkestneetimbe\oEbn  Wher ei n
the offer is initi atgd. V\/Hen a Jaﬁetﬁeri od ffor a .rgsou ce g&ﬂgges; wher ei n
the user p[FGRHOEPIVEr bFlng firaynapd Wheh thesmquy of powerds bemgdragp ein data
conpri ses ARERER ek &S /LUARY HRARTPh bRIkIHAdfaevbRIof adjishaet er m ned area.
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Met hods and systens for nmanagi ng one or nore of resource-consunptton—and-

resour ce-production of a plurality of devices may conprise receiving at

| east one control signal at one or nore interface units wherein the at

| east one control signal is related to controlling at |east one device; and

communi cating with the at | east one device in accordance 5 with the at

| east one control signal, to take an action having the effect of providing

a change of one or nore of resource-consunption and resource-production

attributed to the at | east one device. Confimaation of receipt of the

communi cat i on t Methog &t dyetems 631 \¢ExitrollRig ob@oﬂ:ﬁiﬁ@bfﬁ@burd&hﬁﬁﬁﬁﬂphbﬁl&dconfi rmation

is comunicated to.at | east ope.co tion deyice ass te mnth one or
PRl

mor e |ntencf%‘s(‘]mr"‘cél?‘i{’B‘l“‘é‘f:i’fl assofigredwith ARALe YFVIEDH AL e ‘P}

Confirmati Qgstldde @tﬁndnf‘@)nﬁﬁbluﬂﬂht}t&s&ﬁSﬂ%ﬁa@jusﬁr@dﬁebr RBY dTeesb@BAr t ed wher ein
the confinmation_ is comunicated to at | east one communi cation deV| ce

associ at ed SAAUAPHGNANG FespFesPIoAuctinn auosiated Withuthe at lgashone shtigr.gep@Edingdde of

comuni gat 'rf-?éasa M%Eﬁ't@o%r%&%ﬂ%éo‘ﬁfc@%&ﬁ@ {Wn B &oke- P&%\%ﬁ%ﬁ?or%&%unpt i on,
resour ce- producti on, device perfornmance eV| ce paraneters, device state,

devi ce usadesst anrsteiin; anf tmspmitinathe mesiasiede ﬁfrieﬂ’sewaéleﬂ Bersimthn at dnastor
production ogé %atilo% %@Fe?a%kr a‘?anohHJF!fogél é’to%E le&?Bﬁ@&Hﬂﬂﬁgoxﬁ&%% pafaerein

t he measured data conmuni cat e e Oof nore inten recipients via a
preferred rtbok leoft oooermmuindetipodevice enablts Ksttiiduzofahldast pae a;mn h@nngJMagl ng one
or more of h@&%k‘éxﬁ%&%@'&%}f&@% oP&Le%‘P of ot PadhitEe-On ?% o‘n%ﬂd Llurality of
devi ces may” conpti se recel east one con one or nore

i nterfade mm@mwﬂaﬁﬁ‘mtftdtblaﬂeam omeedmicc emeciataiwittothe sf lgmadmclcsmnmhmmm to 20
control li nq& ast SSonee eV| e anc% %or m @ﬁl Qne or 1 e.of di.splaying
data and ac vat Fegeca R 5’%5"1 PYaF TG GhE ?r ?gecf)e’rasealﬂ

i ndi cat or amdu:aeccaismpﬁdnmnd msmonem mmsduhe-pmdubﬁast’[helaﬂemaxw ol signal, to

rovide informati ssoci at ed cti.on havj the effect of
B ovi di ng. SSERGHGERB AR gt Sy e iR e b GEHIGRTR SR p 1pSise
resour ce- prtedis(fdldrggmf&iefa]tslemm@hchen tv}hgreﬁtcohﬁ&ﬁtmmdwaﬁheyuﬁﬁpnsmiﬁ!ldﬂedt he data
conprises aone or nore of resource- con tio our c uction
de\r/rP ce Per fi3RIHAEwre fsgmpliange, nopacomp ?ﬂ%H@ng%%FFggCPWP’?@g%ﬁE%“Hgﬁ%tunptl on
or product i1est one station Iﬁi}egaﬁier hgacphte@a csiRuintg ﬂmylaﬁgmrmbne@: mdte bfdent i fi er
conponent for identifyj.n ne or nore.of identity, , odel , seri al
nunber , tyd@souréﬁf’@éwlé‘ BFQHP P %Eﬂlﬁ%apﬁ‘f%é ?%ﬁ@“&ﬂ‘ﬁ?@s‘@vmﬁperatl on,
POWer I equiwiRrEBthSat 16285 6 REoIEARB TR 1ﬁl,fallilﬁesxﬁwe(iﬁrd§ﬁ@ﬂblﬁntd RAditigpwer 30
profile, adj ustability, current state f%gent paraneters associated with

the at | easthewsifeheeandition affeqtyeperafion ofihe at [5as one fialinh: Wherrin. st least PRebackPe power

pr of i | exCOrgkibS§5era®id @n BEhalfUT eheQt AR o BRU4DH atforRIsRSn 8 hiBastb@Wacidpd When
t he anobunt of power is being drawn and the adjustability refers to an

abi | ity to SHHPREREY OmP5sHR Bﬂﬂleﬂlr:rtfgf bagkup gytians where sph eae gEihe plurality of bagsp hod and

systems f OrgRORHEH: kdspéh ﬁ{%rﬂ@dif‘eaé?tmés@ﬁ@ﬂﬁ:?ﬁﬂﬁ@%ﬁ}dgp“ on and
resour ce- production assom ated with a plurality of renote devices may

i ncl ude i dent i f 95 figcuased abaxet Flgisel -3¢ dapichin dpemtingenyirgrment thet wey bawsed fns f or
adj usting Qg onmsﬁm%catﬁﬁl%ween&9&&5@9&&9&@&%&%@ SolduRAyct i on
associated wt he east one station] generatin nmessage related to
one or #or alegge. rleﬂlesﬁsofetﬂleeﬁgmmmp@mné@mmwe@@anrevthositaclmeohddsmbedhe at

| east one r a %ﬁ% station
wherein thzah‘gglb egg@glr{% fﬁgﬁ%ﬂé"g yfag%ggégrgnQ?c d(g[rtﬁrfcraL ftglﬁsé ésﬂéogggft o at

| east one ddasmidibcall now beldsscledwhere the at | east one cormunl cation device
enabl es the t akizngydh Akt AEANH HORRnRAL ARLORY! A LBYRL Sl Provi ding a
change of one or re of resource-consu and resour " production
attri but ed prefershly dpesates vathin mm@eceaeblgemedrswm aﬂﬂesapararee;es amemwre
comuni.gat i C |5|ng one or
e ot b B berat P it SR B AR G Racrf LA P

r esour ce- preaguple, iadow baftesy candllhemmﬁglmhIamlodasmenmthamal@ievoortat leagl provi de
confunati on d‘ﬁ?{’ g@fthe at. st .one, s on. a0 [ oonge tott he taking of
the at | easPOIE HOFTCH2 R/\f‘\c&" e%lpéleeﬁ*?preﬁiﬁf%tﬁl &&fgfeﬁ'fi BAPFF S dat a

rel ated "exception" condition is created or said to exist. An exception condition can also be
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15 to one or nore of conpliance, non-conpli of conpli ance;
wherein the at | east one station nay gather aggregate data concerning the
change of one or nore of resource-consunption and resource-production from
a plurality of comuni cation devices; wherein the at | east one station may
operate in a failure node in response to a condition wherein the condition
affects operation of the at | east one station; wherein at | east one backup
20st ati on operates on behalf of the at | east one station and/or wherein the
at | east one backup station may conprise a plurality of backup stations
where each _one of the plurality of backuyp stations rotate responsjbility
for the at ELYe ofAeeRlady FROYIH Fvapiogr EriiRsgR oen, 100 nfieguelycATabEt Alkbove,

FI Gs. 1- 16 sdeRécpliorddn@BE6H fuldWsotR\AdiQRMES Iﬁé&@t&c&%@hﬁmg%@fbnﬁ(ﬂ{e design

bi di rectional copmuni cati on between a central systemand a renote energy
consuni ng SEEciisgtioador theequipgeat. syst ens, communi cation for purposes of
preventing fail | I i paggg i r 4s 0 5 } for
ener gy mnagemﬁ?&%%glﬂﬁ)i?%%gggéfsﬂ%ens &ac{neg@ﬁlﬁe%cg@?n ocf%aléflléég.ltq%f%‘g?\nsll now
be descpi bérlerfageyithrshelat thane paiwerk. Ths inerface pffectradn adty esprsirhgne ivgch as HVAC

equi prent, pEALET AR, FMELAES, Mkl (6 Rhke fIARAERLRBLELRA AuRE o7 5. Sore

of these paraneters are nore 30 crucial to the operation and life span

of the equigsasniacd enbaings residanhef thplacal nell, dredocalesil (win thepelylarnetwk trat t er y

condi tion H]ogﬁ]é s‘.ﬁﬁlf'liﬁ%ke%erj &)ﬁ@c&(ﬁfe'"ﬂ eéeha fle in? aEeOt‘Bli]?gP}e tila lintgr(ﬂlg' tion.
Whenever a piéce of equipment operates outside 1tsS preferred parameters, an,
"except i onis in govl standing icscoopledt thel "aall". Therd raably &xio ibme Aell; exadaplitypwhatdndi t i on

can al be..indicati f a regul chedul ed event occurting.too often,
Co0 | niPeqiinaty ik of e R o sk cRERSH: £ e oGP AT 4 b

i ndi cat i ve tradspert sneh suthest pvadided bl dletigonBejiGodihtCelerdas). Yrhes predbdal extitis on f or

t he equi pnent. \When a noni tored piece of.equipnent .detects an exception
condi ti on, “PacHE8 ﬁ%g’te%sgg? Tputng Sieﬁi%g’r 5‘3’@“{‘%&? h@ogmgﬂﬁﬁﬁ?;ﬁﬁﬂ&ﬁ%ﬁ &t wor k. The
interface @k of telnyerfacs; sheasul A-dipgtl "phdpb amabdrnassigh@lrtn tiigntednd] dnd@e.  The
interface "attenpts” to e a telephone cal.l. because it is not recognized
as being aijetg?lg;gW“SP‘"Pﬂ%lﬁ?%@ﬁF“?%@F? 18 ?pr%'ﬁlcaﬁe# CPOTSaES AT el | ul ar

net wo ][ k50T sérvibd feks tﬁ&\do&amﬂnﬁmpt;ﬁatn&rr%c@ie Bka3Ghd sHoh® ﬁbh@erm%qkﬁbtb&, taf the Biﬂl ]
interface to jinsure that e interface is in good standing to conplete the
"cal I ". Thared npb%atﬁvuga (o sheinteggeshauld b semYSOipm (AATKEY 4o el uki ng the
pl ace of thgmbRs@ycell of a cellular tel ephone is a nmessage routing service
or data transport such as those provided by Aeris or Bell South Cellenetry.

Wien the | ocal Ewinterface st seally wijeg ipealhanyeng; dhemptitiidigit nhengaumber it wag r ansni t s

the fol | owdelgtdall répRdskiRiNa multedigietdde bf MRS Ionhat i RidgREARS BE esdafle.
mul ti-digit " phone nunber" assi (%ned to the interface; and the nulti-digit

phone ROmb&Emtngwervigerad may srprosens Tulf infarmasian (& gy 129 58421 2 meapp Mfiliepaeedye

routing 15gRIMAOLThepone hitRbdr 8% e&ﬁlﬂkeiht'eﬁicegﬁﬁcﬁ RLGGaM flohg witk % and
shoul d not be blacklisted, that the call need not go through, and that the

i nterface Shuanambe itrigipinedo tonsiet'y may neflealy indicatesgriich yniits doinetlie at el y.

transmitting but may also convey fault information, since many of the devices being

monitored do not have a large number of different fanlt conditions. This type of technology,
25  in which information is transmitted in the handshaking portion of a cellular transmiftter
communicating to a local cell, appears in U.S. Pat. No. 5,594,740 to LaDue and U.S. Pat. No.
5,546,444 to Roach, Jr. et al., and is commonly referred to as using control channe] data, In
LaDue (the Aeris version), the exception or status information is embedded in the digits of
the "phone number" the interface is allegedly calling (the "dialed digits"); in Roach, Jr. (the
30  Bell South Cellemetry version), the exception or status information is embedded in the
electronic serial number (ESN) of the interface, a number which identifies the physical
hardware of the device. The information which identifies which interface has sent a message

may be embedded in the mobile identification number (MIN) assigned to the interface unit.
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The interface is not really trying to call anyone; the multi-digit—phonme——
nunber it was trying to call represents a nulti-digit code of information

that is being sent to the nessage 20 routing service and may represent
fault information (e.g., 212-555-1212 neans "filter needs cleaning"). The
phone nunber assigned to the interface (which is also sent along with the
phone nunber it is "trying to contact”) nmay not only indicates which unit
is doing the transmitting but may al so convey fault information, since nany
of the devices being nonitored do not have a | arge nunber of different
faul t condidtth©As&rs sﬁﬂérﬁ the/ BSN afay a6 battdi® @yerfaddid éntifidition infoihicnElheon i S
transmtted in t han shak|£&(§o ion of a cellul arﬁ&&ansm tter

communi cat SHGUELR éhq%’ f OTREC ﬂ’bﬁgﬁ'?@oil Prensmaited by fypiqd) data rengports il pe,

Lal Ct ue angks&dssgdu{?gbﬂterlu@tmseﬁ&G 444 to Roach, Jr. et al., and is comonly

referred to as using control chaanel data. In LaDue (the Aeris ver5|on)
the exception okhe Present SveRiion SRRADAD PR this techaniogyand M‘il‘-‘@PFeth'EIWﬁ?S?%e §kiverne " phone

nunber” sthecmﬁ&ern{eaﬁ@eaﬁb@umewnxop@éﬂsm ddibRetrpiodtePRatth@s i) . 1 n Roach,
Jr. (the 30 Be South Cel | emetry version), the e€xception or status

i nf or mat i owcmfwe aristado the iyeative messass Aeliveryaystem whiskifarvardsdhginfrmatiqa

i nterface, andihsk, rwhfoqhek@easleffémthﬁn?ﬁm e ﬁgﬁ@ﬂi’aﬂ% LhtrdcRigdevi ce.
The |nfornat|on ich identifies which interfac ﬂ sent a nmessage may be
enbedded i provided withhin ascquaben the messapexdelinearyhisteny thatlp casaicepseith tholntemst.
nterface il donragdt sty AELAIR B llers dPSnichbh{BBo naéoﬁ&ansggl&ﬂe@?{teﬁ&&r face

identification nformtion e'structure o quanta or ets of

i nf or mé@i owhich individupls cthelsyntragior alad Sﬁﬂmﬁwfmlgmdu&@mwﬂmlbﬁcﬁmb@mssed in
greater defga I h ech ogy and
i ncl udes th‘eiwr%glggggé ]{'L%\f/ig(; ?&@{?1%1 m&tajs mg%é sned - 3%@66&%08 (gt(r% 'S or

Bel | Sout hAlef tlnmiatarcynatmmsehe Qmammsmwagsapreﬁleeﬁnr ﬂm;\l%d)oﬁhaheaconmactdne

i nventive to the
contract or n&‘tﬁ‘g@%ﬁ?&m%ﬁé%hﬁyﬁgg{%em#ﬂ i aufﬁlﬁe\#glstg ?1°e /F’%I geemuhl pnrrenfJ The
contractor hmmvprpwﬁaplecdﬂwrtehf drmaeoddid notified ifie fitterssqged dbhmn@ e syt em t hat

he can cces a the | n h tar sets he Lfi
par arret rs 8? K/\?Jh % R xcetﬂh o%g%gg%?efgig g‘%éélggreqrneeﬁ%argfs l:(v]eoc{e ﬁfﬁﬁﬁtehen?
|t Rdl Vi dugl &dfgi&aalsanhffa?ttamaabﬁtbe d®t weckpwﬁl:o?{qlva}msom uggehrngrfempleagmxl I Ptcszj
ese indivi re to be notif.ie i i ndi vi dug) s, ma alerte
as to a exBle?ﬂ W@BHW%&%@&YA\["T QW%H@GW%%WQ Lff“ﬁé’dﬂ"ﬂ’ég@glﬁ?rr actor's
nmessage pr bisidess hok® fbuﬂ:)eaﬂlifﬁd:d tec]z to?ﬁﬁﬂfcrédﬁ Gepﬁlﬁ‘ﬂiaﬁml mmﬁ efitite} at xlﬁghtosmﬂt EII}Qf;heE he
prem ses m S i S a [ i ger ant. condi tion,
however pef ﬂ%}ﬁ?ém P‘S}‘g‘ﬁ?‘? Btﬁdfhghﬁ?‘%ﬂtdn%ﬁs @@t'?afxlg"égcg éﬁ Pt dimes-d 88 r ed
cleani ng. ddientiofte théssamRymay ﬂ@os@yasaﬁnmﬁbfmﬁe th&x_egﬁﬁ&ﬁ%eﬁﬁdhf fhke, that
di fferent nessa egﬁ‘ﬁt}% del jvered t |ffere Vi éals at. different tines
of the dayY™RELEPGRHARSerS BEyEe Pfaﬁ e \geSfor &P picooksuptaBles on 4 ¢its ¢ v

exception B@g&agﬂlmphﬁeﬂibﬂ@ﬁt ed to one repair/ rral nt enance entity during
regul ar busi ness hours but_ be directed to a_different ,repai r/ngl nt enance

entity at ni ghtIdadgitign tg ppyfying Gantragiops Yiep & grebleg Argesy e AR eHiace M8Y P8y di f f er ent

neans (€. Uprogfafinedto dRecR)in dhce éawlmh "41i $yBiems JIRG" Alssa N traRtolal - t he messages
may al so vary as_a function of tine. In the preSsent jnvention, the various

aspect €3 of m&”&%“@“ﬁ"%"é{d% theyesssage delivery §¥~°6%a{q“wva, iptedefibeipe Bandisdok - up
tables on gy gadx@edtids Riessase %ﬂoﬁtlﬁqn%ﬁﬁ@éa@@ﬂt&mﬁkgﬁwm -the porlibh Gf4Kd tion to

notifying contractors when a problemarises e interface mpy_ be

pr ogr ammdsxstﬁﬂbm@khaﬂﬁl%ﬁﬁ éboéfe'&?ﬂmwf"ti faulf messapgs-, dhesiokai mnssage 1Sﬁhgc§%fbe Thi s

"okay" 25 H% %e@@g&%ﬁ:ﬁut‘hﬁuﬁﬁ@misﬁné ﬂ@ssﬁﬁ%%@ﬁ’g@nﬂ Rhicke ¢ eatyre ligipy However,
i nstead of elng |'ed by an exceptjon ness ge su routlne in the nessage

del i ver y siid Mﬂwffws petare Bwpered thdgnal okemippy thempssags delvery system
above- gg Eﬂm TRUh PR SRS UbrobflR coRf@Ys thdBRSANR td Be RRREKEA DY a mi ssing

message subrout 1 ne. The m ssi ng nmessage subrouti ne checks the entire |ist

of HVAC i nintarfagesdlat adteally shasked ippo Sakay't i a8 infgrfare fadadalp cheéokdni'akiay’, thessage
del i very S%ﬁ%{sﬁﬁ” %ﬁv%féﬁ@%r %}g?m@kﬁp%p%te%?s%@&% R [ BRif2ERR RS the

entire lis
selected media, all in accordance with the user's message profile lodged in the user's account
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interfaces that actually checked in as "okay". |f _an_jnterface failed to
check in "okay", the nessage delivery system sends out the appropriate
nessages to the proper individuals via the selected nedia, all in
accordance with the user's nessage profile |odged in the user's account

wi th the nessage delivery system The periodic "okay" or status nessage is
not nerely limted to providing a status "heartbeat" for the equi pnent but
may al so be enployed to transmt information about the nonitored piece of
equi prent. As will be explained below, the status message only requires a
portion of |t its 0.5ony qu entification 5 information,
thus al OV\XVHB%S gﬁag‘f g?rﬁﬁﬁeg%ﬁ%pg@ tor Mﬂ?ﬁsﬁwr&%ssﬁﬁmtl@ﬁ?e?yexanpl e, the
status nmessageal tepyovidigl dikusThéetbéd ' fotdhe b@mﬁmbutmyabe bt efopRy&yi pnent such
as how man cycles it hah? Ptﬁ%f ormed since the | ast a)%ﬁﬁuﬁéhe run time of
t he notor, "@F’(’S““ Pronatipn, ptout the wenitored pigee %%“P%’F‘Krés e &ElFor routine
mai Nt enance stafus nlessB@yonl ﬁesk(ﬁdirﬂoﬂ'@ﬁ]@rdl td &Wvéirre'q@lbin'feﬁ‘t igBdtdiioRns that
are not _tipe sensitive, 10 faormat of e message sent fromthe failing

t
device fo Wﬁf&flaﬁu%@lwutg&%@ Fragtien to b transeittpd 28 wel Toepramply theystem i s a
mul ti - di gi §atgOHEsagt Muyfihdiele s@iidicil u?f@ﬂna*ﬁ@n bt B SR AGFent chﬁ'ﬁi hdvPrlny Status

message, exception nmessage, etc.). The sub-address is a it or tvvo
reserved teyclegithes Fogforaeditice Fiolast messags: the rundimesd dievieqtor, ?FF gelsi s assi gned

i's experi sgssogqﬁwlgsrp&&%mﬁ%m%@% eohm@f beY 6& Hﬁogfiace may

be assigne havi ng ni ne nrts connect to the
transcei velpwwr@rlafqgu@ltlbnsrih;atalﬁmoﬁme&emlbvef ace may be part of a local RF

networkgwher e &g fil SFld diildie Speoﬂ%ém gaedgée%o iock! ARk bt 10T 1°

final d|g|ts ate t cific ex I'on con Because
di fferent @emessagm#thywﬂehesenmltdérmcmdea'l’m;ﬁmtdgitdanb@fum@ssag@bagas from

woul 0 vant i a8 TR e Rnithon BE.ER TR R ES (L AR BB ResciS T e
formats ofidt:rrtﬁ}'l@pﬂmt}smmhat Iaé.;ynsaw'eerdéuﬁc@p@sblgued seuperisasinggp ¢xoeptiobui | d t he
Server eve dﬁmﬁ“? e, !)nﬁe &a?)séelw,f 1% aLs? Sy aeoruhd lg&-na\g &Hgﬂﬁﬁom ng

nessages |n 0 a 'single nornma I €ase o quent
mani pull&at i s, a‘llmennmﬂed totﬂe ’gmscelms magebus Eegonomd uingtfabhmayr’eesmgﬁ‘ adedal very

systemis rmal i,z a. ar ext ssa f or war ded
to the useﬁh/%%%? r|k ege 4 nfr%ultné? hg# clgjﬁts g%é OBBi ﬁ%ﬁnﬁg%' Fﬁ%eg@ 16§ and,

i nst al | at | wouldl aldizate ghiecspedificexteptiamcbnditishher data for the site.

Al ternatively,

this t nt criteria can be stored at the
central data ba¥ 8a“§%‘9%fﬁr5?t BF %‘Pps%’ J’%ﬁ%g%ﬁ?“ﬁpﬁ‘&ﬂc?%ﬁeﬁﬁg?sn%& nat i on
need be t rdiffesdntilécations may haveodlfferaﬂl@ﬁu@ire@re'@ﬁﬁtw)ﬁls@,q;ub poeldtwaibgie be | i nked to
a sing ceI | ar |nte e via a local..F t Thi s i s _advant ageous
becnuotd meyelus Paiefiys bh A erraces frlte St pAoBs B R . and ¢ he
provi si on melepﬁhwﬂbmm tdrelild Mrveﬁévlepﬁtalﬁe It @i @eiablstoR¥PRASIIYE. The

depl oynent of a Jocal BF network | | sQ adv nt a when the multiple
HVAC uni t sth&ngoming megsagesipp & Sugg PPN OE GRS LT DB amBBRb bus

| i ne woul mnﬁlﬂﬂiﬁt%ésﬁ‘a%k rd@élvém@s@e delivery system is normalized, converted

into a regular text message, and forwarded to the user/contractor. Information can also

25 include model, brand, installation date, and climate and weather data for the site.
Altematively, much of this type of equipment criteria can be stored at the central data base so
that only the equipment identification information need be transmitted.

A number of pieces of equipment may be linked to a single cellular interface viaa
local RF network. This is advantageous because many buildings have multiple pieces of

30 HVAC equipment, and the provision of each piece with its own cellular interface is
expensive. The deployment of a local RF network is also advantageous when the multiple
HVAC units are fairly remote and a hardwired connection to a common bus line would be

impractical or impossible.
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Description will now be given of the preferreg-erboth-wani-s~wth reference
to FIGS. 1-15. FIG 1 shows an overall view of the inventive system 50. An
exi sting piece of equipnent may be nonitored, for exanple; an
air-conditioner 2, boiler 3, notor starter 4, heater 5, or any other piece
of equi pnent they may be desired to be nonitored. The existing 5 piece of
equi pnent is fitted with an interface unit 10. Periodically, the interface
unit 10 sends to the nessage delivery server 1 a status signal to let the
message delivery server 1 know that the equi pment being nonitored and the
nterface unit pgdlodififtn WANGL BOLOG EMEEGT emblBifiing Wi FUELALIT, ARES,
exception condition occurs iIn ece of equi pnent bei ng nonrtored, the
interface UAptFIGO! showdgn averithdend e@xmeSﬁWHT@séagmsmmMOﬁessage
delivery s S Vv ryer he nessage
as an out g%{ Yr?g e§]<12[:1e5;r ﬁ@%%aﬁ’eg%é%?%%ngﬁl%nﬂ%n?g@{%azt %mfﬁgg’r clgtél)rtsléasit?rA e- mai |
6, fax 7, hageb, csanwdhcr@@:p o’éctqmpmeatdheyrrdayrtg: demretlh@bmemmgﬂ ’ﬁhméxusltlag as

configu ed b he user. e e t t 122, The

i nventi 5/e g‘yesétotg TERRCS & lsott 6@5%%5) r@gm g% 5“5’%?8@% Flg??ﬁﬂ‘@t Ledirent .
Various setodhyessape dbbveaplsbemuastams gipmal edecthd inessgye, delvdopidresr | kedw that hat can
detect varjous.15 ndi ti ons xa le,.in an aji.r .conditjoper, different
sensors ca eﬁ@‘“?f?%\/ﬁﬂg%mf’ﬂﬁmmg Wg}‘): Wt%&ﬁ%&?W%@FS‘ElY gﬁ'a?f‘ferent
condi ti on praddterminel @x\éeﬁﬁioduogcﬂin@{@ﬁﬁuhﬂhe picCauTdRuIpBER bEIRE oniteied, tel ow, fan
not i on, %rﬁssor 1fun ion, efc. ﬁy and al | t%onventl‘f‘)F sensci ;f}?are

cont enpl at i 195eR6S 4B EHsOPRE FXEPHNRGTFAES I, the FEFsaen SV%F“ﬁgt Sited to
pressune sgesefesleliviry Qetwetruhm,romtmmess@es@ﬁs@utgﬂﬁqaa@ﬁa@ﬁﬁssag& {9 CHeg | cal

reS| stance sensors, noisture senz_ors 20 ma n t1c sensors, and the |ike.

‘\Whet her t%r@aﬁ@aﬁcgu& cBfrIREl §, 5a%07, PRRST RaviRISe dnfte- aspordimadeithe Mmessage t he

various SeFr‘éﬁIe%sbdhf%uﬁﬂ'ﬂyft&ﬁﬁéiopﬂm@@ﬁteﬁf2leﬂhlﬂxléllfi&&het3ﬂ2§ prefetably arranged
in ladder Togic configurations in programmble |ogic contraollers (PLGCs).

Each sensor is ThedpSpisyesyeenm sin beslerleysdivg eéls@lﬁrﬁl?ﬁeﬁo'fc,féfﬁﬂieteﬂ‘ém?ﬂt noni t ori ng

a certain PRiRESSs c&f&%@d&ﬁﬂ%@&?c&@iﬁo@& Qédﬂupefé MhtRaBaqteMi®Ii C 25
operators (AND, OR XOR,  NOI, etc. odprOV| de’the circunstances under
1

whi ch a# e%@é@ws@ﬁowﬁwb@ﬁn%%@fﬂoa‘@ fferent senspgy ca bgpspedestiheoyghoul | adder
| 0gi ¢ PLC $@kyc@nd 34Bh EAdetddt & difeiahti cohRdn M cHal 16w bBhigh Skute)a Ednfdenséte Each of
sensors 602- 6)6 nonitors a different conditi on/é)ararret er of the unit.

Sensor 604spilbtidley, fagmqtioasempressonfupetionceie lAaand albepnyentiond sesesétes hi gh
pressure ig, iéﬂ%la@é?iois?%ﬁ usilicSf R RveiS, ﬂaﬁagg Gutinbt m?edft@gregs%mmﬁé&sng,

sensor 607 ts 1 e conpressor Is working, sensor o0O8 determnes if a
condensat epitqy bubks, mation sansdts, @HotownwIss elpeiteal BoStankstserspss, Inpistutesersorpr essor i s
wor ki ngg Sﬁg%ﬁgése%bqs 'af?@{h%hgé direct and sinple. For exanple, if sensor 605

detectS a essdre condition, high pressure nessage 101 is sent via
the message gcWihethdr |thn}emwmlslmn®fﬂw HVaC witor edded late, th@vatnouawlnsors i f

sensor 608, O her
rungs of tﬁgderﬁoqlgté %w%ggfjnﬁp@ﬂ{egt&&r!e&m&l re arrp"rﬁggd I ngﬁl ne %‘raﬁoFs sensor 606
detects t hmmhmablarhogltscmw:ﬂkﬂm@LCS} Razh sénspisis sespangibiedr detdctimga eertpinf | ow i s

detected b ns EP Pk fhow'

message 10%)n|ﬁ§1°se T@S?ofn‘ﬁg npéa} eéelglhgéocr E%Pe %'% lgpedrw ]gdr?ﬁcgfl)(llaorgécti on and

sensor 2609opmbetias (AN ]aoOE; XOR/ mT,th.) te progale ﬂﬁa&ﬁcrdmrmemﬂero’g}ecvh aonpr essor

function, and.tinmer g%e@ "conpressor W no fan or air flow' nessage
ARt her e

105 is sent® cﬁqoﬂcoqd)mon,&% xanmpl e, nessage 107 is sent out if sensor
602 detects a Immrﬁlaafsd&uXadﬂérlompBLC&m tgtiiq:al siwkdrditioding snit ischewen {nl ogi ¢ 1)

b [ Al d
Plotc 11 neihgyEeR S eabeh fooEiherontt EREisal ExpgbBacpe SRRl Bl 7710 °

sent I n ei blualetec@d®@y pRssuEsis dgeodint, semoseﬂﬁtdetents[tngh@reﬁsure in the coolant,

30  sensor 606 detects if the fan is working, sensor 607 detects if the compressor is working,
sensor 608 determines if a condensate spill has occurred, and sensor 609 detects if the
compressor is working. Some of the logic is direct and simple. For example, if sensor 605

detects a high pressure condition, high pressure message 101 is sent via the message
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The dip switches are provided to allow certain partians of the |oaic to be
disabled if a custoner is not interested in receiving a certain type of
nmessage. For exanple, a sensor could be set to detect if a conpressor is
cycling fast and to send a "fast cycle" nmessage in that 15 event. However,
if the user has the conpressor deliberately set up to cycle fast, the user
wll not want to receive a constant stream of nessages inform ng himthat
the conpressor is cycling fast. Instead, a dip switch can be set to disable
that message from being sent. The conventional dip switch is adjustable
on-site. The ipvent copt Iat nabl i n user to set_up
virtual dif™ %ﬂ%i‘%frﬂ(’?w&%ﬁe{‘ﬁ ﬁgtaguaﬁarg/ %b qO%Lﬁgte%Pc%ie%aﬁslee
expl ai ned Z6sshyel102vis sent, Each PLC can be dlfferent for each unit, type of

uni t, brand, etc PLC na hard wired at, the_renot

instal | ati on Slc?tgerlrwgf Rbthe hr}'{dg?rfa?c@o%ﬁ?nfplc"lgc’r eFpmElgfip ?E’Ifﬁ’nﬁ‘ié&? nterface
unit may sidaetsabed telfn WaNokling Simef 1 B abilviled ST o mﬁlﬂéﬂr tadeteBeLhy sefbdreopat i vely,
the various sensors.can be |inked via conputer software at a web site that

i nteracts DGfPTRUEE @Resantshe "ngpir oy mesgage lﬁﬁ@sﬁ’r&tylfﬂéhﬁﬁgvi‘e&% 8 server 1.

For exanpl @eteasmstfmemmﬁmemrmade@ctkﬁmmpﬂ@@%ws%mgmcé% Eor a |ow
pressure condition and a ressure nessage 101 for a high pressure

condi t i on, CORPESE OIER‘“% WECT togt, EFP“@@F@F)W@‘B@A oppig lewbmessigstiRér f or

the sendi ng (Qif1inef). A8 anARA SkdIRle, RleBS roqls SRR A ensht so'é%te&@mo%wd&ﬁt a
| ogic ladder in the sane or simlar Tashion as one would edit a nmessage

profile, e'agxl"ig pu’fr%%ﬂﬂpémtvleﬁls\ﬁ%@i (ogis, 1} by aciivat3 relay & irlinec. Adtrmpiinshye
" v o , dwi red
responsgg 51‘>f§én§6960§ﬁ&ect 51%51% 31 mﬁdﬁﬁHLﬁQ is 6;%2;{1%% Ozst e‘%éa%é fpardwire

configuration of the syst installer an ave t n-site as
needed. Sentlﬂenthﬁ@e a megsaghl Qileteot inlineQui prent 1-4 is provided with its

oun " T LGS Ul AR 6w SRR T T IERTI 0, e

shown in FI G r-alr c are eac h sensor
600 (whi chcugemer is oal ihtgreste inarsenining aoeriain fyps efimessagecPR-e8@8plarademnycauidk e

2enSor's) kil e ARBILILS Stne NS BRSS9 LA GAUILLRAN, | S detect ed

by sensor r-a certail er|o no exception condition
i s det @8t eeizentt Hawemr,uﬁtbe u@f)ﬂastﬂnmmmecwr dathEtes»i sgirqu to 6%d)¢ fastathe osemovill
interface urg ]l% 1ea Sm%rrfaeunt él 'g‘eg antenna A for
Fecei vi ng STuRaAS e Biien e B ek ipformipe et Bl B So B et roni
nmessage debyculegfgstslestm;amp\swaclimanlbeﬂeitddisableehasmmagamﬁbeiagseﬁhm in FIG

1. Messages . f.r om sone ,of F,ghrface un|t 10 may be.del jvered by

means of wiPETESR fPRNIRY *533918%‘&%%’} N e&’é‘ﬁ“ﬁ?’b‘%"“ i 8%8 e‘%f’é?f ﬁ (see

U S. Pat. esto s&,upFtudddip awilchbs Gd thedtérhet aPd &enidaliserver detilbt explainedw of | i nk
11 sho F FIG 1. A nessage is transmtted 10 fromthe cellular interface
unit 1 % %vé radio frequency link 13 to a nearby cellular transceiver
site 14, the nEasaRIEC tdh Hehifffﬁ?rérﬁltﬁreﬁbhh@t,tthﬁ of @i, Ulradid, ﬂﬂ@de\YWEOKTEH’PUCth e

svmtchlngc nt a.cellular, carrier Bell] Atlantic) 16

wher ot he MelReEtd e e et s PSR G et PR 0L SRR T o 1 out er o1
(e.g., Bel intefRdétuhiit &R k'sﬁﬂﬁétékhleorl&@gsloﬁPL@aﬁ51&1%53@0'9}@%&@[)&{&%“Ver 1. As
w | be clear fromt |scuss|on of FLG 4, reference nunerals 15 1 |la and

|1b refer Ya5i0B) SeRwOFssAR be |iped vircompyigrsottegre af 4 Website fhat iuteracty with sygteror

recei Vhag 16PNk PKCRLy MR Brovitidd Sh Sdr+ts 1 %Sﬁﬁﬁgﬁe frlsRE bf¥eRlin@GiRa oW Whi ch
are in regions wired for sending data via th ialed digits control

channel ; | PrARuefgsssegs 00 fase Ippaagsgue codising a%wﬂéwe%ﬁﬁféﬁﬁ*réfag? &0 162 nessage
server 1. high pressure condition, a user can OR the outputs of sensors 604 and 605 together for the

sending out of an "abnormal pressure” message. A user can adjust a lpgic ladder in the same
or similar fashion as one would edit a message profile, e.g., by menu-driven websites, by an
30 automated telephone response system, etc. The user can, of course, request an initial
hardwired configuration of the system installer and have that adjusted on-site as needed.
In FIG. 1, each piece of equipment 1-4 is provided with its own interface unit 10. An

alternative configuration is shown in FIG. 6. As shown in FIG. 6, four air conditioners 2A-D
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Based on the configuration of the ,
exception 20 nessage (or nessages) is then delivered to the specified end
device or devices. FIGS. 3a-d show a nore detailed view of the various

out bound Iinks 12a-d that connect the server 1 to the various electronic
media. In.FIG 3a, server 1 sends the nessage over a tel ephone line 18a to
the Internet 122 and deposits the nessage in the user's e-mail box 6. In
FIG 3b, server 1 sends the nessage over a tel ephone |ine 18b t hrough t he
public tel ephone switched network 25 (PTSN) 19 to the user's fax machine 7.

I FIG 3 : h
user s pagiss SEh Fidc B8 Sehabn 00 (REPUBR Brob I ERY SF erpdr B b LT
3d, ser verany lisesdsoryiaad WEBEag@n‘étmlGOhVﬂ@h@phmegldmmgdﬂi&jmﬁbtpm@y t he PTSN
19 10 the Usgt s xpksﬁerq%ﬂm?ﬁ%}o% of 4 58 3RaT "SR RYRLEE BfAER! 1O 2

nunber of deV|ces as co ur e user over er net
122. The séﬂmranm’sag&*‘tsmal 416 tdneconyncxsntterfacm umtflaxcaﬁmnmmlmfaee Mutal@‘ descri bed
above

y a si,mul t,a eousl be e-mail 6 reci via the

Tncernet. B Pt CRF R Sbe sEniEE, b8 10 SodBoumpertSabeitent
i ndi vi d]thaIt ﬁemmhieﬁsﬂmwryﬁma;rtlhealmm i matk;imef:mﬁkdiei asahowi ?LFIex?hrrpl e, the
owner o e pr.en ses. may recejve SS- ai e tha e
contractor. ﬁsag?f%%go ¢ eslatﬁ FB’%’I% dgpgeﬁe‘i@grﬂﬁ'ﬁﬁ’%ﬁ’f%ﬁsto store
rreszages OtfenSigissied over the rcelﬁﬁriteluqshynaiemrk @t-en:f St PAYENGN. 5364, %40 aﬁ@r t gl n
condi tions e Ear a r.act or ot want i s beeper
acti vat ed %g‘{{? ‘vgeh% 2438 g%"f“[r@ VIeRY H‘Eg %W%Eﬁxg‘géﬁ‘i%‘? &ogutebge. The
user p[@flfnﬁnﬂﬁ@elbﬂar@tﬁ&ffdclumemah@aﬁﬁﬂlbﬁ%ﬁueﬁeﬁlﬁm&o@ﬁieﬁbﬁtﬂlﬁla@r only after
.several nessages Have accumyl at ed fgr t he siarre user/ contract

%5 chméfter

Opt i onal | yFaRsERIVELALG dfriBe BRTSas nFPé? inyfbe rrllplap petyarxay gobde B

sever al ofc&taﬁmgt BéQSIhQirdaﬂﬁf)ﬁﬂcHﬁbB@l&&%ﬁcﬁ%@vﬂe%éﬂl@ﬁage%sﬂh@ﬂt' on of the
menory of server be devoted to the storin [ or accunul ati ng of

messages. iqhvg%‘a@ fl%ﬁlpcmtalémgwaer%@tﬂdp BgBelke PélrlP”i‘Fé%@aééﬂﬁ}éfy pe

gener at ed ﬂn&ség%aa%gﬁsemr 5,488 be CREFFI W e BBSRAGESE FIE0A RefblRBceiARRraNaY t he
user profile can be configured, the user can configure virtual dip switches

to enabt e bieapd Lidgpler @é‘l‘ﬁfeﬁfﬁ bwes Rflinks Saesifically, @Blﬁx]lkﬁ"iﬁ O segrivingrRpRIited di p
Wi tches st aaliital s fih S1ahol 10 VLA SRR for\bidialuad P

swi tches are software subroutines stored in server whi ¢ | ow t he user
to toggl e Whthedialsedigits cergiohcheppaliligkd 1pforvads mesgapss alp@ﬁgthe E§N Ohﬁ@elpms

control i ng.LBR.sqBer S of the renote equipment. According to the 15
invention, the user can go to a website on the Internet 122 and, through
menu-dri ven corﬂ%ﬁd@@m@@aﬁgt@atwpﬁﬂ@awen@%&qm@e,dheQ%&om%amhonogu c just

as he youl gl :fs‘gl ?&'n?efséagﬁ ¥s théd RRLAE tS%‘éﬁ&ﬁﬁe%&ﬁé di®@ %J1€é§qf{G§t3 Lhe

instal ['ation te o renote equi pnent tlon y, the user will be
abl e to cosibWgumaze ddialel] yigeof e vatieuspuboynsiiiske) 32-d/that qomaectm@ garveetl tas wel | .

20A user gy .2 i0c1CHdhic Medta ' PTG Lt D 9enBl th nfeSRE Svel § Yl pfiondlink b2 WY

via the
to the Internet 122 and deposits the message in the user's e-mail box 6. In FIG. 3b, server 1

sends the message over a telephone line 18b through the public telephone switched network
25  (PTSN) 19 to the user's fax machine 7. In FIG. 3¢, server 1 sends the message over a
telephone line 18¢ to the user's pager service 53 and thence to the user's pager or PCS 8. In
FIG. 3d, server 1 sends the message over a telephone line 18d through the PTSN 19 to the
user's voice mail box 9. The same message may also be sent to a number of other devices as
configured by the user 121 over the Intemet 122. The same message that is being sent to a fax
30 machine 7 as described above may also simultaneously be sent to an e-mail 6 recipient via the
Internet. Preferably, different messages can be sent to different individuals simultaneously for
the same fault condition; for example, the owner of the premises may receive a less-detailed

message than the confractor.
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Internet. The user can enter commands at the wehsite or other |nternet
interface, and those commands are forwarded to the server 1. |In accordance
with the user profile, for exanple, in the same way that exception nmessages
are sent out via links 12a-d, a conmand nessage may be sent to the renote
device through interface unit 10. Such conmmand nessages all ow the 25 user
to activate, deactivate, and otherw se control the appliance. The interface
unit 10 can receive these command nessages because the neans by which the
unit 10 communicates with the server, e.g., the cellular tel ephone network,
is bi-directional res :t of this bidirectionality, |ncon1ng l'i nks
lla-d may al SOAﬂ@erﬁggasag%preg plsopeccopiigured;te sloredRsssages epish h & ¥hei r

respect i vejelivdresthaga thB&r%ﬂérQertﬁQEix@ﬁonﬂar@ﬁ@t BorleRaBplOV doR@acttiitndlylnst Of t he
nmessage del i veréﬁger ver 1. In the preferred enbodi nent, server i ncl udes

four har dveREhig ‘%Eé%t“’(a?éﬁ&%t’@a seryerHeespives mwegoymrm@weg% meswes Thdd 500.
Devi ce 2005k $rdfSHA BE LotRul@ o de‘ﬁ@@r’n\(ésﬁges' %Qangg&mﬁ%eévempﬁt&@@g%@ ng them
an

in accordance with the user's preferences, routi ng them for output.
Messags riaye %@Hmtlfé?fé‘pfet the Sanye userigamiractar. QptioneHy, e GHEWRE ereeition megREDef Or e

b t f t
eing transpikbethd &n%%ﬂéﬁ&‘beﬂal ofﬁlﬁ'&esaﬂdé%ig ﬂ?’?ﬁ%@g%égs%% ggé@fsg up

accordi ngly.” Device enabl es the user and create
or edit hiportiensbthgmepeniafserverd gnati beglevatedrte thetsioping kuddertagcupadasing of of devi ce

200. De bI e for
transm t“t ﬁﬁ SA&?% A@%}rl#gu %5 lés{g'g e 10 ﬁtﬂt}%&\%}sﬁrg ﬁ@%&?ﬁ&ﬁ‘tﬁ E%Qs%&ée
etc.). Dew metﬁti@cdmm mehsagebi | |1 ng corrput er 38 for keeping track of the

charggﬁ) and feﬁhﬁgﬁa&@%?agtﬂ%qmwpr&lg blé%g %;@%9{? the r Vi ctﬁgaélt shoul d

be under st ood ecrfic por ions drlljeed not
be arr angewitches toteaalje aodxableccenha‘.m groT aessapess Gawanti oAbl hahhvmedld@ sofitcleerver 1 i s

Ser ce oo MabReRFREA R ok R R URICTAR AR BBRE L Al . e

f or mat t i ngubriatineystored @rstrvercl which allodv theuger to\tdaggmhn drioKfezediain portionsaf titee| ephone,

wth an el.egtronic ESN i den t he ficdnterface
uni t sendll?‘n rtl?l%c ?Tfetﬁe%ﬂ'@s)cogﬁgﬁgg Wéﬁ?“ﬁ%s? Wtcfnf)fc e&t{?%ﬂnﬁﬁ%’é tfi’/l('l1 simlar
to a cel | uhx&nhdneﬂxepifeem @t@hmbslﬂeloﬂﬁermtembﬂzsmth:m@hmesinvéxhe exception

or status inf or edded i al.e interface

T anea 1 coRmandanate ot e R ot e btee o e sl BB BbY T [ oor
Eecei ves rfﬁwﬁﬁvdlh@tala @wﬁﬂﬁ@ﬁt&hbmﬂallaﬁ@lﬂt@mfmekelmaflﬂ@l%@f dialed digits
see U S. Pat. 5,594, N caont.ro ne u 4 recelves
o cages (ation; e ilf e pledd BonsiEne gia 1nEie o & PLD GRRY S e B cage
(U S. Pat .gshell. 5,546,444). It is preferable to have both a dialed digits

nodul e 25 and an ESN duI begauyse sone rap c regi gns enpl oy
di al ec%i gi t détuéer(%‘é( W?fﬁ'@ ﬁﬂcﬂgtmgﬁalr@@ﬂt%&? %W@smaatﬁ a codi ng.

I nformati qmeﬁtawmls&rroa@_smrtdom&mm@at tHaQveddifdl 0P bihértIfiteindt BfetfA&Lanklhatgd al so
recei ved by nessage del| ver%l ser ver@l. Services_are al %o available to

recei ve nEREBFwls aredprigrist ggvitigbe per poble for cemplndhe
swi t ched rtﬁ‘ésme&a;&at é@&fat&ﬁ'ﬁte%ﬁés‘d}e%ént@hﬁhéﬂks@@élﬁ%tcoﬁﬁﬁﬁd ﬂﬁté&@éﬁsaﬁ As

addi tional nethods of transmtting data becone avail able, they can be added

to the semgswbl therpmete dpving thrqugh inrisee wnitdeliish copmanimpaseaes allpwihe t he
nor mal jszatkQ R, FRHM, Aelvae ahfthadide control the appliance. The interface unit 10 can

receive these command messages because the means by which the unit 10 communicates

with the server, e.g., the cellular telephone network, is bi-directional. As a result of this bi-
directionality, incoming links 11a-d may also be used to communicate with the devices
through their respective interface units 10.

30 F1GS. 4 and 8-15 show the details of the message delivery server 1, In the preferred
embodiment, server 1 includes four hardware devices (separated by heavy lines) 200, 300,
400, and 500. Device 200 is responsible for receiving incoming messages, processing them in

accordance with the user's preferences, and routing them for output. Messages may be
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i ncom ng nessages can then be processed without regard to their incom ng
medium All incom ng nessages are passed to the nornal nessage subroutine
27, exception nessages are passed on for processing and routing via the
user's configuration through the data base 21, and periodic status nessages
are queued. The m ssing nessage subroutine 28 conpares 30 received status
nmessages with a |list of expected nessages. Status nessages that are not
recei ved have an error nessage generated by the m ssing nessage subroutine
28 which are then delivered as configured by the user in his nessage

profile as recorded in the relational database 21. Messages to be
del i vered &mwopsribictated or agcumataledys devieei2003»forebeinasteansnyisted tethé ikt pdhmi t s t he
appropri at g | h‘és%ﬁ%% porilé YL tao&%‘?(ﬁﬁ@g%v ck 960 ﬁe@ﬁéﬁ?&?zﬂ{ﬁg&s?&n@d. route
t he nessages over fe appropriate transport. neric pages, faxes, Vvoice
and DTMF 34 apd gealecrtedt ismesinge PPEN ré@dinglin relativap] daBBapes2 Isafritevica/200. t he
Internet 1 er .33 ) uccesst u ivere record is
made in théze ga#ﬁggcq%(gé@é&mflﬁgggﬁf ?33‘8@;*‘ %85 Ar%lbge%jor ﬁans%%lfﬁath?learfﬂ show ng
ti me and dafessagds tothe caiosé mledideﬂaic\eanmEstc)L]Bndrmlelsoenm]luﬂeshiﬂhsgagﬂﬁua%fdrout ed

back to the dat abgse. for ener tion af verabhl e rro

Users 121 g%%ﬁ@?ﬁaafogﬁ%e hf%f ﬁﬁ%?ﬁé’(ﬂ@hw%?‘sﬁe 'i%tehlg }foﬂ'[d}'enet

122. The | mﬁﬁﬂmﬂtﬂanmeﬂpmiﬂcqmmﬁf N&lﬁcfﬂ[a&&&lﬂ&cﬁevic@n‘édﬂ&mﬂ’ﬁ@d’nahﬁl@lmﬂfeor mat i on
pertaining to, thah user's 1l0interfaces. Requests to alter the user's data
are passed PERFHS g'ﬁﬁtﬂn\? O%%rver pages 29 to protect both the integrity and
5ﬁcuri ty ﬁf t hearthd eorbeferverll 1s@ré1ama&ﬁg&§s6eazld1umﬁmgm&sagés&:éﬂ@a%veﬂ%ss

t hrough t he em ar ed i tion e .transacti on and nessage

| ogs gr@ tﬁé‘i"f?‘/’ﬁ{‘hsm @EF“% fo(sjf@E@Fﬁﬂﬁﬁvt&aaspaﬂmEBﬁOfiﬁ@f WEsSes fPrmeting. oy ¢ | gn of
t he menory Biéry iftdriikbé @Redo i6lplodidbd $ike 2 delinfir RIcBhdte APy arlig@tkohid s&MRirhiRr dat a 15
regar di ng the devi ces bei ngb£ nonitored over tinme. Such data is sortable by

any nunber (&¥N.d® idpniify he spaciticdpierfaceupit pepding repmestage)and a gipbHeridentin caliRici f i c

nodel s of  @ebd? (RN, sinhilk$ tod deBbilaPilefiRin's pIUAE nfdibes). R nRABstBEes! ﬁye equi prrent ),
the general local clinate in which the equjpnent. is installed : arid,

humi d, war §¥ceptian gy statgs mformafiopis pmbgddediia thedigled digitsfhe inﬁrfﬁcﬁﬁ\?@ﬁl Sp %od of

tine, amd H{afedldiéf@conl}m c‘ha.in{éi Rbaat apgbeelﬁcdm&ler%ea HesBagdy FREdre eﬁco&ledflﬁ gleent
ways. A user can via the I'nternet, for exanple, and find out the

mai nt enanc ook ¢hanye 9%)‘11131ﬁ‘i1 digiiises WiScPaiia. $,59H 74D ThetkSdbroatrel dhpmehpst
reliable o, ABgbha ’tb@&@és'n?é@éa@es tﬁ!\tta%éﬂ@(;de\ﬁ?ih)f ele&rdﬂﬁ:%@nﬂ%ﬂmﬁ&%? khelnss@€ WHi ch

brands or nodel s general 454gdare he nost reli ab for ané gi ven condi tions

(age, climi¥é;P - héf0,444).dt is preferable todweg boph a @1hléddlﬁft¥)m l¢ hangeap B
col lated a EQE%@&%&HB%e?gQ@g: ny l‘g%'ISHse&lfplo Qla?edt@%gda%g\:oaﬂlg, i%'dﬂ?eped by any

nunber of erent criteria. t he“vari ous ssages
st or ed 20or ngmns epploy BSN date ceding. fifermatiemminby trensniigd yiafthedviN h%thﬁ nt er f ace

uni s, L e ARAR| &AGTRASIRPS SN hER U P NOARL kedlsh SR o he

out gOI ng rressages nhormal st at'us
receive messages for analog modems connected to the public telephone switched network 23,

and the cellular digital packet data network 22, As additional methods of transmitting data

become available, they can be added to the services layer.

25 All incoming messages are normalized at the normalization module 26 so that all
incoming messages can then be processed without regard to their incoming medium. All
incoming messages are passed to the normal message subroutine 27, exception messages are
passed on for processing and routing via the user's configuration through the data base 21,
and periodic status messages are queued. The missing message subroutine 28 compares

30 received status messages with a list of expected messages. Status messages that are not
received have an error message generated by the missing message subroutine 28 which are
then delivered as configured by the user in his message profile as recorded in the relational
database 2].
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An exanple of the systenis operation framthe perspective of the
user-contractor is as follows. Wien a user-contractor 121 first signs up
with the system 50, he receives an account 30 on the el ectronic nessage
delivery server 1. Via the Internet, the contractor 121 is pronpted through
software to enter the pager nunbers, cellular telephone nunbers, facsimle
machi ne nunbers, and Internet addresses of any individuals who are to be
contacted in the event of an exception condition in building equipnment 2-5
for which the contractor is responsible. The wuser-contractor 121 may al so
set the software to notify himof the periodic successful routine status
check messages MLRYANS He Al G ipRiBIth a faessage quene 37 hSmessISRLES ow
chart of the basic steps that occur when a nessage is received %y server 1.
At step Sithe ampeopriats davfes requegtapeseages figm @@;ﬁsssse quese Fapadrante 81 nodul e 26
renoves 5 es them
rF ggﬁ?}éf ﬂh@ﬁ’pﬁép?ﬁﬁ@aﬁsg%&%&&ﬁ BEOERA g@%ﬁé‘%&?ﬂf«h & §ANY

in a norma ormat ‘and st or thenla a t Server 1 can
now exani neveithe BBV 12ted, etreatketitis pant evenths dutgructd 22 AMienrachiver/dchasedi a type. At

S1eP 5% holebnS AT ARl AR AL 4fh bRk 2B BROBINAPARERE OS] Vel |
it is an excepti n nmessage t requires I mediate action, 1t I's passed
onto a prcobrogtined ! skayiing doe fidylatextiisegessul dﬁllrvmdllmd@hmd%@agessws seep S4 for
delivery a Vel he recei ved nessage
s a "uni trBCt%] e@k%ﬁhe Qablage fgpée’neﬁiﬁgno% &eh@%&lﬁé%l&é éé%)ést at step S6. If the
user has his nﬂsmyﬁ qom:ﬂct ﬂoenintemetnmmgmﬂheniscr‘aer% onritrgheoet 2l Fhe ng st ep
(not sho yr bet ween nd.S5. . Undef.i ne ssages are

handl ed \ém%f“&ty“‘% 7P 5 erpges?:lbn |gu‘fserotg lélfoémﬁ%ornlpgﬁi"@nﬁgs@etd’é eceived to

i ndi cate nﬂuemaies Cloqreats ta)ﬂteﬂ&easedmdﬁtaarbb&saﬂhlsag)mchseﬁmﬁﬁgeaw otep S8 for
use at a later tine. 15Per| units that have _reported
in at st eﬁrgﬁtgﬁ%rﬁﬁﬁléteﬁtgfm %}5 %ﬁﬂﬁaée 2&( J?Gé‘ff'g%aqd fapuans thabart of
dat abase Zhjs Woﬁgﬂﬁﬂ@@feﬂir@bggﬁd&@seﬁﬁon 34 the Sratsactidn@nditicbsuge Ibgssdre thérit do not
appear on th Ckqugﬂ haﬁﬂglst ?ée processed, and units that failed to
report in'f WS 7P HPBPep S10. These nessages are then posted
for further pr Q%&Wn@@t]ﬁﬂdnﬂ&ﬁﬁz&ﬂ@hdﬁ@i datebiase Ftis prefpabBtuse@d dmphiedaxanpl e

gi ven, suppose boi |l er 3 hreaks down in a_n cat ast hi c nanner The fault
condi t %n TPgrdieg e devipenheing mamiosyd O(VHHP“% ﬁ%?%ﬁif o359 PHIE BU 8 TR Qe f ace 10.

Interface differtdt i, irehingdeind oﬂe@ﬁlﬁﬂ@t wpealﬂcw@elaaf&qm dnfedlalignl Site 14,
whi ch contacts data circuits 17 via_cellul ar network fﬁ? O rcuits 17

forward t Hstefaddhysdhe age phibe sgrurmantly the sqnery ¥°°flﬁlémﬁ*€é%}§(5’€h#§eﬂ?laﬁ§%1%ted by

the cel | uliadialle® (&P NEASREE, WK, rhfy, dtdS 10esINcathéd d6RGHYAsan b igf¥én derdoB of O ESN
25channel 24; alternatlvely, the dialed di glts information arrives via link

11 a to dﬁﬁlpeeenddh@hl@smﬁalmaﬂ%s usablein a iHerentiwaypd WaT $22deg inn

nor mal 4oz awl@r.lﬁe Hi?éi'ﬁét For&aBpie, a&a&ﬁeduﬁh&ﬂankﬂanﬁmsm@mfﬁ{slsg@th§ fG8e Process
modul e 27. Mbdul e 27 sel ects the user's ness@g profile fromrelational
Mepalh

dat abase 2hichie ihamestaelialiee moptharelipple.rhltemat &3 coheheckiosenmliclyet s sent

to brands or models generally are the most reliable for any given conditions (age, climate,

weather, etc.). Additionally, the information may be collated and processed by the operator of
data base 21 and published by any number of different criteria. Any of the various messages
25 may"‘be stored for this purpose, e.g., the incoming messages ffom the interface units, the
normalized messages output from the normalization module, the outgoing messages, normal
status messages, etc.
An example of the system's operation from the perspective of the user-contractor is as
follows. When a user-contractor 121 first signs up with the system 50, he receives an account
30  onthe electronic message delivery server 1. Via the Internet, the contractor 121 is prompted
through software to enter the pager numbers, cellular telephone numbers, facsimile machine
numbers, and Internet addresses of any individuals who are to be contacted in the event of an

exception condition in building equipment 2-5 for which the contractor is responsible. The
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30 whom and by which nedium Alternativ ' O

conditions may be |inked together via user-configurable | adder |ogic.

The above expl anati on was a "user's-eye" view of the macroscopi ¢ worki ngs
of the inventive system Additional details concerning some of the inner
wor ki ngs of the preferred enbodinent follow In no way should these
details be construed as being limting of the scope of the invention.

There are nmany avail abl e nmet hods of transporting data; one of the
objectives of the invention is thus to use various transport methods and
have the received data normalized so 5 the subsequent processes will not be
ef f ect ed byser-trntractemigp onay alse sdi . sofvBe todnotifichim of fitepebedin spcressil wetine n a

variety of%;atﬁ%g&%&smgsg c%éogg%ﬁg@%g%émgﬁ\éi&e 200. FIG 8 illustrates two

exenpl ary ransp I'vabl®@ by device 200. A nmessage
recei ved from tHi@. 5 depicts 4 fleandpanf the basiastgp that oodnr' when amedsedpe dxkecaivetibe f or m

of a string_ 70 foi mat i on .packet Vi dat acket, 702. Data packet
20271 5 1 nerEt L APl T Ret AR pb e B norme R AE ESTHE A 1o T o
gart i cus arthe E@ﬁﬁﬁm&ndﬂwﬁ;oweﬂlsiﬂchﬁingmkﬁgeaﬂdﬁnhﬁ@s fheinrth ﬁgofn%ﬂifzeﬁhnﬁkbci rrfml
lgits as shown exe ar ) a packet 702A. . A different exenplary
transport , MIFPOLE ?Sag?c‘o";‘é aﬂ%ﬁme{v i %a&nmg BEPBHA W&%ﬁkﬂeﬂt&?al n
Transport Bess@pef BEY oot ketlia tk. ABstéeSRit vediteihRes W tipepRekimdssagpar sed

into elements which inglude a data el enent 703. An exenplary data_ el enent
703A is s e‘f“de‘?%"(?ﬁ'ﬁg’élsfﬁ exgegHien messagydhat FF&P"‘Hi"&F‘Fi‘?‘tCG%O%% i85 unct i ons

of the sys§fémh bcds@totRgiaRbiErdufitios 6 leadibWinthSsay@htisRb 84 Fbr delif @y BRstdps. f or mat s
not just limted to as described above, with Transport A delivering the

data i H0t HEnploperyesd defermiaesnl hetseriued rarseree & avait Theskiap by’ or B"YEPPYET i ng t he
data in thaahohf :Pudhe RUANGOLIR; rilbdlhd Srofiflo béridldeana! data base 21, a

&l
nunber of tables are provided, at_|east one each 20 transport, into

whi ch the ftedneapendeing sieg (ngbPwsn} @ay oqepihetwres HopssS4 4nd SSabndsfingh dat a base
21 that argedsaaded hméléalaféﬁgoogﬁtrﬁt fs%ﬁ‘i@bﬁ@laﬁﬁg@gﬁgﬁ?@%% Pedidndtatd NCOM Ng

Message Transport A Table 705 receives data ‘rom Transport A,
and | nconi mympkapsmien ofaanihe memagedpstercd gistepddonuse alddetsr Wnenent s 703 from

Transpegt ﬁdo@gﬁl};@&‘é%&fﬁﬁﬁﬁh&%ﬁ‘erﬁ Aiht E%Fiﬁ%&@liét%%ﬁ%%@% data into

t he next aval row in the appropriate t en a data 25 nessage is
recei ved fexpasted torepediotert of datqbaveritld briepompaned at step S| Undta oa thsaestivedst may be

provi ded w § Of - z sor such
e Sy so e UspmeRE of i KRB Qs h VSRR G Tl BERE A ERERR" 2

typi cal t rhavepossagesatdated hit stdpe516] Bresgnnessagapawn then posted for furthereprocespirigrasd f or

. each of thﬁe&sé&%ﬁ%ﬁﬁs%%g the exception of the Normalized Message

20 In the example given, suppose boiler 3 breaks down in a non-catastrophic manner.
The fault condition is detected by a sensor (not shown) and encoded to interface 10. Interface
10 transmits a radio message via link 13 to a local cell site 14, which contacts data circuits 17
via cellular network 16. Circuits 17 forward the message to message server 1. If the message
is transmitted by the cellular telephone network 16, the ESN arrives via link 11b to ESN

25  channel 24; alternatively, the dialed digits information arrives via link 11a to dialed digits
channel 25.

The message is normalized in normalization module 26 and passed along to the
normalized message process module 27. Module 27 selects the user's message profile from
relational database 2] and in accordance therewith, determines what message gets sent to

30  whom and by which medium. Alternatively or in addition, 'multiple fault conditions may be
linked together via user-configurable ladder logic.

The above explanation was a "user's-eye" view of the macroscopic workings of the

inventive system. Additional details concerning some of the inner workings of the preferred
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30 Table 710, which is the common table that all.recejved exception

nmessages are deposited into for further processing. The particul ar
interface to a transport is represented generally as device 200, which

i ncl udes the aforenentioned control channels 22-25. Device 200 places the
next incom ng nessage fromthe transport into the correspondi ng | ncom ng
Message Table 708 by utilizing the databases add row function. The

| ncom ng Message Table 708 maintains the history of all nmessages received
froma transport. Wien a row is added to the Incom ng Message Tabl e 708,
the systemdetermnes at Step S3 (also see FIG 5) whether the received

nessage i smBéHiRs Efiowo h BSHIBEuIOThed JRRANEY conltalkd! 8s Kding 1h&iAAS bRAE " NESSage,
If the received 5 nessage is nornmal status nessage, a row containing the

recei ved FoBealfhe B¥tMions added to the Device Heartbeat Table 727. A detail

of the recor deﬁleb&&éﬁﬁ&a&vaﬁd%ah&sbﬁuﬁgﬂﬁh teE bz ot ik Afech¥RTPIRT Y table
T727A. If it is determned at Step thé;({&afhe row(gzcéed to the

| ncomi ng MeRIiggds tratip &sq wrigys tepsrepmesiodnendayethe reeivadsatatormelizedpe Process
709 reker aRGE5edell RUR RS willofbd GRLRS by &éu&kﬁo& Riefn8d AL ﬂe&r?gzls td?tg received

nmessage and transl ate the exception rressaggy I ormat that

romits orjgi
was best Beilgweeiyesin g edety efifarpwtstvia links dla-d by deyice 290. FiG. Sillustritesiweled on dat a

base 21. | 8 : 0 anpl e,
ne shown PRy 8RAlshor S oVl i3enE horth shkale e Bonk e A T o
t abl es ( nosnspérbklansportlAd" is eecpivesd/in dleedformo of aTatringsi8 of in®roaidorepagkets haaing
transport i |z I J . | i evices 15
manuf act u?aetg}’ 4%!? @%’eﬁ%{ar %aﬁg‘%??%%ﬂ@é? Jig%\ék)go\qﬁ’ %gpdljgb eéS%l?inb)gig{r? atlgen%&te{g1 i st of
devi cé§ t fikis pirtivdartimespod aelivesstthomeses sathe fobd fiftedy decinib? digitdasivbewage Code

Transl atign, T a d to formthe normalized nessage that is added
to the No?’ﬁr%ﬁel%?’gaagy{é%%a%ﬁm%ﬁl e 710. The Nornmalized Message Table 710 is a

singl e tabl e t&didferenhexemplaryesipemit, Virarspern®)" iizshvwo in FBGos belse Jrafkpat |
transport a regw .T [ jzati o rocess. ks .the l,0gical equival ent
of 20" nor faft ZarPeh BnbeiteErdRh TR aar 1HE 688 it B BBt ¢ 4
FI G 15 slvhisk irichde fildaelementd0% Aaf dxemplaryniaestgent H3ddpsimwnadinchteo t he
nessage que 32 (.see..F 4 endi n ivery. The rmal i zed.Message
Tabt o 151 EHheristi i blspuc'lr ORRH: Ao VEban P S AR B Shude 0500 s
row to t hvaiegusfisfprndation Gsmutpnatpast Hinitedtoias d@eatied ab®d, with TiasspbeW ce Message
Del i very ble 720.(sh in ail, in FEl 1 for al]..25 nessage
dol | ver | eSbpne BRst SRR ot pEEhEh docie e adlnsBion B e R R pevi ce
Message Deieiforarof elpbhexadedihal Sigias.t abl e of all delivery nethods for all
out goi ng nmessages. that .potentjally. ca sent. Details of .the Device
Message Del i V(aaig TeRBT dgﬁgﬁcétﬁt@ﬁ?"gﬁg%ﬁ‘fc@( oéﬁll%ﬂ,onﬁ&he?f“é‘ny del i very
gt It enpps &ﬁ@pdlud irb@wﬁﬂsﬁd%efrﬁfeivad pad fsidepdshgd. EE}ES&@@NS tbé’tab\iﬁﬁbl;. g@% ‘dsa@dzlé he Cow 30
elivery shou e , how many times this affenpt sho e made, how
long to V\giaft "“IBE’?’%‘{J@HMT W%‘?‘V"arﬁ?‘ndr{fﬁ?sﬁ@“ﬁ/ﬁﬂdt %%g Ssﬁgq@a"aﬂ’ﬂ%ssage
shoul d _be Asmble. 705 AdcbivelQiata\eRinénITON #6m  TrirspdreX, 428 cy Aing M MedgBpdavery,
Pager Del | ve]gr]é, Phone Del i g}rﬁy, gstg has a corr espon%ﬁn del i vera/. process
730- 733 aRdaRiedaecivensing clemsnty 763 frm Traospanidt & standerdidate bega somerpd s ocess
730 cont ajR3 td MSert BEIGHHE B tRARSVRABatANEwS A tHe\WBBpriate tablk @hERL 8ath O t he
25 message is received from a transport. Incidentally, the central data base 21 may be provided
with and use a conventional off-the-shelf data base processor such as SQL7 sold by
Microsoft.
FIG. 10 shows the flow of data for a typical transport. All of the elements shown on
FIG. 10 are required for each of the transports with the exception of the Normalized Message
30 Table 710, which is the cominon table that all received exception messages are deposited into
for further processing. The particular interface to a transport is represented generally as
device 200, which includes the aforementioned control channels 22-25. Device 200 places the

next incoming message from the transport into the corresponding Incoming Message Table
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Public Sw tched Tel ephone Network (PSTN)_and send a fax transm ssion to fax
equi pped receiver. The Fax Delivery table 722 contains the actual nessage
to be sent to a fax receiver for each potential fax nessage. Each delivery
process adds a row to the Delivery Attenpt table 726 with the result of a
delivery attenpt. A successful or failed fax delivery is indicated 5 in the
table by the addition of a row by the result returned fromthe fax hardware
interface indicating the delivery result. The tel ephone delivery process
utilizes a text to speech synthesizer to speak the nessage text to the
person who answers the tel ephone call. Confirmation of deliver is

est abl i sheds b{uﬁlhﬁm&]ﬂ@dﬁ’ﬂiﬁf&@d@ﬁbﬁd mﬁctioheruaexﬁ@ﬁﬁngwhsqsag@ t;lfaﬁlé@bahﬁgltdiﬁ'se )
nessage to e certain actians, such as press certai ttons on a touc
tone tele gﬁséoré’(??%mﬁﬁﬁg?éﬁﬁc@ %%“?@B@F-S’?heaﬁ”?w %@?ﬁtﬁé}é‘aﬂé‘%‘wﬂ%w edgnent
or not is M&ege Fetile 8, tHeaydthe dgerbiilek WEStY) $5 @RE 5& FIG35)iwheitRethPedckivas Y

Attenpt table 726. . It can be seeln that the previ ousl%( descri bed
user - def i HRESS2RRIS 88 GEeeplioprmyssaep or #parmal SRt or cheartesst’ TsaBRdf GEEEBFS t hat are

al | st gr egnds@geishBFmal Sthinh 2eShgd, Lrawwndm%qﬁ@fecéeedfm@mgh lagta tSRAbed Blagy f ace,
e.g., the wepsite maintained % server 30. Rather, a user's rressagie profile
r

15 i ncl udd¥viepHearhea @P@r?@?rt%@g{@a@ﬁhedﬁmﬁ#ﬁdéﬁaﬂ@atﬁkﬁ@éﬁ ipthoyngn FiGrlént tabl e

accor di ng 4t exelpurf PR 7894 data it represents. Al of the user's respective
delivery instructions are stored on Device Message Delivery Table 720. All
of the user's Hélspedermjredppiiop #3 that thetowadded to the lpepminpMessageTableds arl on Fax

Del i ver Egﬂ% 7 voSeal j w L1y e
i nstr uc%/i ons chne]%éSFa@ﬁré!eLhe g&éﬁggﬁﬁgﬁ%ofssgg% ?éé%x{cgia S |§ed%€ait b:%glx leJE)[;'/ t he
"Key" ®ssdevaidetd thetveqeivefl migssagesand franglate the expeptina message fromtitstoriginaldprmyat GS.

12-14. : I , € 0 il row in
the Nor el 0 RRLALELRL 86 eyt Dbl IO ERESHLARAIRaBUE RS 7Y 101
sel ect s altfansped cequiisesafstownishieof datartablve FSon epambisl pssboyn inFIGn 11, tableddVi e Message
Del i very | 4.1 ' ' j : Lyery

Met hod an ??"Lﬁ gosrgcég Oélg -o[‘? ?gsah%%gtp" rsriitai%lta§ ?k‘g%gf%gﬁ%#%ﬁf@ ‘E’%@%ﬁ%ﬁgp Pré ssage

del i very t8 and anpotlicn trangporty nttlizedbethp syspear. BdvitoTatletlddyeliself devicey. Each

delivery pr.oc 0~ I i ne. t } eis

ovai | ot o Mgl Sl ety Pl AR RO DR ARFor e BBARRAC [

del i very roetnrotivatdiaMessgeslyredbble 71 DandiMessage CodeTgndlativatTlable 713 freasedel i very
met hod i s . ayail.able to be sent e .dej.iver r0c fo X a fax, the
fax delivé? y?nﬁ%acnef’g%algﬁ‘gm\ﬁsﬁe ﬂgatéll eag Edttﬂe eé%op?xg%zg@?@efs%ée E%bZ? ?l?gﬁ;%ed nmessage
for the 3Woexaizpd MessapeSabkgH Otiva Singlsabile td whinh thl eespactivé i bimabivationabl e 722

along with the e nment | ogation ke el ,.and.serial nunmber faund in
e Devi cd et Al bRpes S95% kh rndREFuliPgrn prRBR R bl HlRER 0 cena
t he mex)sagemializitioa moslele 2dehd medalanasags subkqitinel 27 of RiGe4.del i very tabl e, for
exanple, the f er found in Fax Delivery,tabl e 722, Each

ol T ver abl o meClhgs e s e diseBoas Rees R SR fiald o6 resttes 15 « ne
message t S2iset PURG) béndidasleliahy. ThE Wointdlib&iSMdsdzze Table 7M) kinkcidng agihlsi veri es are
acconpl i shed havi ng mul ti %I e del er%/ recards in hoz( del i ver%, t abl es
722- 725 wiPFPe HOTRSHECTRYOE Fi§es245F RARst 85 1 19%d] S‘H’&%ﬁ} PGB i very
addr ess i .perforin@d imtieDevice Mesag: DS Table 720 (shhdi ihidedidin FIG. 12) for all

25 message deliveries that pertain to the exception message pending delivery. Device Message

Delivery Table 720 is a table of all delivery methods for all outgoing messages that
potentially can be sent. Details of the Device Message Delivery Table 720A contains the
information on, how many delivery attempts should be made for a particular message, by
what method the delivery should be made, how many times this attempt should be made, how
30 long to wait befween attempts, and during what periods of time a message should be sent.
Rach delivery method i.e. Fax Delivery, Modem Delivery, Pager Delivery, Phone Delivery,
etc. has a corresponding delivery process 730-733 and message table 722-725. For example,
The Fax Delivery process 730 contains the required hardware and software to interface to the
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5 delivery nmethods are easily added to the system by adding a new delivery
transport process and an associ ated delivery table. FIG 16
illustrates the renote interface unit (RIU) 10 used to send nessages to the
renote server. The RIU contains a renovabl e nodul e capabl e of sending
nmessages to the server over a specific transport shown here as a two way
radi o 801. The RIU 10 can be 10 connected to a nonitored piece of equi pnent
in several ways. An array of inputs 808 can be wired into the nonitored

pi ece of equipnent's Iinit operating and auxiliary sensors. Alternatively
or in additign, the RIT 10 can he caonnected to the nonitored eqU|pnent S

comuni cat e St delerhone NetworBETH) and sendeafax BARsmESsion f 5 6PRedvi a - a
serial i Nt ahd8dx péhﬁ%mé‘ézmn@ﬁ@ oAb RS R3S tod stititd a f2PAkiv804 i s

pr ef erably an industry standard 8-bit mcro- controller with 3 general
pur pose i npleachprt %{G)GS%& E@cha@ﬁhvezme?qsmddperquto thigelpversAttemt port i s

connect ed g, 7 %M%@Yesﬁ@@fatd%ﬁ er) BetBED, ieehifior RS PROEMPY iiRGIRS and

conditions o a person | nst al 1 ng, testi ng, or serviclng t he
RI U The se@mﬂq)w the adﬂltiqm of & ravUbY theresdhreivirned figot the faybandpatetintedateequi pnent

and he Rkl Re0ETaciuRPl TN @chOh aaledrddis GRSl s and

pr ot ect ed I ¢h use stan er arrangenents from
unwant ed swynijesizeniodpeakltheomessage taxtiodim persoh avho resyetsdhpteleplame cgdh t he sensi ng

the R U o TAPRPASR PG i R pIBR i lyReshd e bRr AP B IEALGEN e
power supphym8Saedn makeicegthin actmn@smh ps pressgentdimbutiost anatoycibiad teleyhc@OB t est s,
pover 1% IR 58 Riipt o\ AL AROYHAGnal G i B ol Betrod et
addi ti onalDetnranyrpyoch’ls(’YSBmthelﬂEUzﬁ%pamﬁleﬁeﬁ.oper at e out put drivers 813,
orm o state of t uts can

whi ch aretypl aII el T
i thor be dof eriieh ety REeE FEToRly deStrbh ased Srink Befipt motR BR800 or
commands rcﬁmta/sedoffm@mﬁdme thatsre hlbstored togethat] dthbiigh it weuld pepetr sod@dimnth801. 30The
CPU has two seri.al interf 0 he fi ort is, connecte a
mul ti pl exePaBE %G8 t§ g@ﬁ B‘S E‘F@gﬁ’)’f%&réﬁc}{\ﬂﬂﬁf aé’é‘?rlsgfess&ﬁ?%fog‘et her to the
transpif t inclodesmutipld denbils, @ich afwhicH ie pasdd dnnidifféras eabBeladootiagto the paf i gure
the RI U dur manuf acturing, testin d subsequent conf| ation
changes. ﬂfgntg,‘ltgﬂgffgﬁif #L‘bﬂg Wﬁﬁﬁﬁe%ﬁig?qg’e%{d?ﬁ%é‘ 0B &t §tOF 9@ Lt#mh pl exer
805 V:i'i SM@Hﬁig%ﬂeﬁﬁerﬁ]zl‘éble 740. allef dhes's Ehs{Idcc&V@fﬁésuﬁMdf divéryaﬁﬁ‘mll ohsaré 0 be
installed at acture to e use of a particul ar, transport
best sui teSéPr?‘{ﬁ“eFa?ﬁ"%éS %u‘?l Aﬁé’%ﬁ’ﬁf‘%‘“ﬁ FrspechivRpagerrds @eﬁf irercHians o t
sel ecti on gred Gtawlé 724/ Eadh @l_&ﬁrﬂs it SBNhe ey BRoEABDTEre®Rh, 48 Ehoval1d
w rel ess networks depl Pkf i control channel over AMP, or CDPD. The
second20  the various tables of FIGS. 12-
The data engine (e.g., SQL 7) selects the next available row in the Normalized
Message Table 710. Utilizing the Message Delivery ID, it then selects all records with the

same Message Delivery ID in the Device Message Delivery Table 720. The resulting

selection list is sorted by Delivery Method and those records that meet the selection criteria

25  for message delivery time, and in service are prepared for message delivery, Each delivery
process 730-733 polls the data engine to see if a message is available for delivery in the
Device Message Delivery Table 720 with a delivery method that is suitable for its delivery
function. If a delivery method is available to be sent the delivery process, for example a fax,
the fax delivery process 730 will select the corresponding user defined message for the

30  exception message to be sent from the Fax Delivery Table 722 along with the equipment
location, make model, and serial number found in the Device Location Table 721. The
delivery process then attempts to send the message to the user defined address found in the
delivery table, for example, the fax number found in Fax Delivery table 722.
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5 serial interface is connected in parall el—to—beth—ar—RS-232diiver 808

and a RS-485 driver 811, with the respective driver being connected to an
interface device, RS-232807 and RS-485812. Different equi pment manufactures
use different interface schenmes on their equipnment, sonme use RS-232 and
sonme RS-485. For that reason, the R U supports both. Wen one of these
interfaces is used to communi cate with a piece of equipnent's 10

comuni cation port, all internal data naintained by the equipnent's
internal CPU may be available to the RRO for transmssion to the renote
sever. Sensing devices 808 may al so be connected to the CPU 804 via the

i nput pr ot ect i Bash deliveradle nyemgofseaniigiabldynogarsinply RS edigsg the messegeised t o

I
505, and- (St htuctoay LBIE 9,20 RAL ol Pt HEhoookiplaify biVE. | BF Face
uni t 1510 roiltipbadsieaty sdoode in the deliveripbies 62129736 Zith the sanse Medsege@RilvarydBnbl es a
packet (he&mggg Qe gﬁéuedﬁ %}‘Q’gﬂd%s £ORLALNS S aP tngsﬁzﬁbeq e?cp%dﬁtho jal data of

connect ed “noni and “comruni ¢ data to the
transpért delivelfyonetimdis b.'@ eﬂﬁty adddddo the ayssqpobyt addarglamemddmeey Bbpdrhygmocdsy ansmi t s

t he infor |on to. the.renpt.e server as a nornal status nessage as

expl ai ned “B6VES °°1fﬁgra%y2tn8b]§04 al so nonitors the status of the sensing
devi ces 808. THE. 56 Alustratds ﬂtehemeteimmﬁnt:sums(mm iised © sandnedsapeb toFﬂmgr anmabl e

Logic Controller P n| n 04...The result rel ay
out put's ofe“ic’ﬁees"‘{?’el(?’\i.&e@ Igﬂg"%[;@%%g CPP%%E&‘S FRIRE MT5SaERL I ei on nessage
packet andermwerlatspaﬁﬁdtmtﬂwtshmnﬁ@@astatwad:agraﬂmsdlorhdm MEdy bkO the renote

server. The invention. is_not mted to the above descriptiqn but rather is
definéd byoIPRde a(?i‘%i‘tﬂ’r?da’ﬁf)%%fj EARGMAR AT eTBISY B ANBERY of B‘&Pﬁsg% at“g’et he above

descri pti qired i@ thé Rehisled 19@tofw@mﬁllienv§1uﬁm%&auﬁgatnhauﬂh&ry@élﬂoféelI within the
scope of the conierrpl &dff-‘@ﬁ{gveml on. For exa the invention is designed

to be adaptiSBEEePral ¢ e BU &) ot FGWI”E“ECE'E?]%?F%‘HWWWBE‘G‘F Yey cel I ul ar

t el ephone corhaidcdtiv thitdrik€iTRQREbed BY B leh@Phent MAhbfactird G 4¥etifl intk@ace 80ATE,
voice mail, etc. Al forns of electronic nedia are contenplated as being

W thin th@f%]@ope of the 30 invention. Also, multiple formats of incom ng

and ougoi ng NMERSRReIp ﬁe&sﬁﬁﬁh@mtﬁ@ﬂls%ﬂm} hﬁiﬁauswytsﬂh&ra Beitsaape of the

clains and the i nvention e user ‘can ust the format and content of the

nmessages KentpHeray lﬂe%geayramqswp%umuéﬂ%@sﬁg@d Pl pastsgEeditetilQgoy. The
i nventiongd (,gmﬂslct%@ td“@&lsﬂléﬂdoﬂ% [sQusdiss 1ﬂd%af€%ﬂbﬁﬂ{%rﬂ&ie%o§&ﬁbm e but is

cont errpl ated to be usef mai ntal nin or ns renot e eCIUI prent .

For exanpR&J1¢ WPWEMSWE‘SSWEmrﬁWCWﬁW gepdael ivint r enel y
expedi ent obfmREibR Wit ol kb rﬁﬁﬂdoﬁ:ﬁ'e&lgpﬂi@fﬂ LAk REML Sovid sy, Bhpol BHET S,

radio transmtter towers, and other 'renote structures.

20  the CPU is buffered and protected by filter 809 which uses standard filter arrangements from
unwanted surges and voltage transients that may be present on the sensing devices 808
connected to the RIU. The port is also in communication with the RIU's internal power
supply 803. CPU 804 is capable of operating the power supply 803 on and off in order to
perform standby battery 802 tests, monitor the presence of line power, and use the frequency

25 of'the line power to maintain a time standard. The third 10 port is used to connect additional
memory 810 to the CPU 804 and to operate output drivers 813, which are typically in the
form of relays. The state of the outputs can either be determined by results of decisions made
within the CPU 804 or commands received from the remote server via the transport radio
801.

30 The CPU has two serial interface ports, the first port is connected to a multiplexer 805
that is used to steer the flow of serial data either to the transport radio module 801 or an
internal interface 814 used to configure the RIU during manufacturing, testing, and

subsequent configuration changes. The transport radio module 801 is connected to the
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1. A nethod for controlling one or nore of resource-consunption and

resour ce-production associated with a plurality of renote devices, the

met hod conprising the steps of: automatically generating at |east one

i nformati onal nessage at a central server responsive to one or nore of
resour ce-consunption by, resource-production by, operating characteristics
of, and operational state of at |east one device of the plurality of renote
devices; and transmtting the at | east one informational nessage to at

| east one conmuni cati on device, where the at | east one conmmunication device
enabl es the taking of at |east one action having the effect of providing a
change of mudpleter B ae afommesandi 5;dhis emdlesiifferent radie sxanspods priedusedleda,
operating characteri and erational state, .attributed to the at

| east one ‘deVites %ﬁ"ga sr?th?gsfe’ot?gp eyl Oﬁgﬁ%@ggﬂd\}fﬂe@@}’ﬁmﬁ Y east one
pr edet er m'Haetdrsrthdt eaiy sffmﬂﬂmﬁhpbm selwﬁbm aJe hﬁamgt;.tdiaatato beesesi to eeeerd@tei ce. 2.
The net hod of cl |m1 Wnerenth st one ter rule s
et i ned by XTSRS PP SRS Aol piamd BN E N BE T d650° he
net hod sof seﬂleﬂhﬂ&riacem&ﬁlﬂbtﬁdinf’[ﬁraﬂél th 66t lan RBD3P HEAR BOG M HTES-18H dives def i ned

at a user jinterface via the Internet 4. The _met hod wher ei n
the at | edd{s vifethpregpectivsdixprhemggomspiad fogndpterface dm%ﬁﬁéﬁ?&a@ai Rpe

associ at ediggg lchDiffebb‘ﬁ%qulﬁcnmhﬁmﬂ’@m(ﬂ!s&ilffErEﬁt'ﬁbﬁace%}@ﬁﬁéShihaﬁ at |east one
pre- determned rul e COF%)I‘I ses one_or nore situational rules where each

si t uat i onSAvPRER, SomestR3-2dhind spp R§#8p.diopthat reasgn.the Rithawppertsdoths.  The

net hod of wheé ghe of thudaShtEifRed 5 Bsed o é&ﬁﬁmé&f&%ﬁi@ﬁ@&% Wissknfiyll € conprises a
predetermned rule specific for the plurality of renote devices. 7. The

met hod!%f <emawRpicationgeg s} ipterngldatamaintaiged byribe fﬂvamﬁtné? interaliCPUmaybari es i n
accor dance, WabR i &%‘i’z@@%‘r tﬁﬂézﬁssuﬁl to TG eBE BQE:, Qénsﬁl'g%ﬂbe%,sowﬂﬁ ﬁl's@bé he at

| east one predeterm ned e varies situational hod of 'claim

7, wher ei rrorngeted to the gBY 8@%@%&9@@@ BIoHAcHAReIIcw @Wmélée %&rﬂ%ﬂ%ﬁ% ar Ry
485812 are used to communicate with the monitored equipment. Together, CPU 804,

multiplexer 805, and radio 801 make up the message generating mechanism of interface unit
15 10 discussed above.

Once every 24 hours, the CPU assembles a packet (heartbeat) of data which contains
status and operational data of connected monitored equipment and communicates this packet
of data to the transport radio module 801. The transport radio module 801 then tfransmits the
information to the remote server as a normal status message as explained above. The CPU

20 804 also monitors the status of the sensing devices 808. The state of these inputs is feed into a
virtual Programmable Logic Controller (v-PLC) running within the CPU 804. The resultant
relay outputs of the v-PLC can cause the CPU 804 to assemble an exception message packet
and pass it on to the transport radio 801 for delivery to the remote server.

The invention is not limited to the above description but rather is defined by the

25  claims appearing herein below, Modifications to the above description that include that
which is known in the art are well within the scope of the contemplated invention. For
example, the invention is designed to be adaptable to all forms of electronic communication,
be they cellular telephone, land line telephone, electronic mail, facsimile, text page, voice
mail, etc. All forms of electronic media are contemplated as being within the scope of the

30  invention. Also, multiple formats of incoming and outgoing messages are contemplated as
included within the scope of the claims and the invention. The user can adjust the format and
content of the messages he receives by setting up his message profile accordingly. The

invention is also not limited to use in monitoring HVAC equipment but is contemplated to be
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10. The method of claim 1, wherein the at—teast—one—niorpriional nessage
is generated in accordance with the at | east one predetermned rule. 11.
The net hod of claim 10, wherein the at | east one predetermned rule is
directed to controlling one or nore of one or nore of state, use, one or
nore paraneters, one or nore set points, operating characteristics, duty
cycle, control logic and scheduling of the plurality of renpte devices.

12. The method of claim 11, wherein the at | east one predeterm ned rule
identifies howthe plurality of renote devices are nonitored. 13. The

met hod of claim 11, wherein the user defined rules conprise nultiple levels
of cont r ol useivl Rujneistainine alldomescat e equipmesbt Far pxappld, thedumstivedpstiend 14, A

system for i e gg&%%%

Fesour co- PARRb L iGe AREnRY SRl o RROHE R APRSHERELAL AN 00, (e
syst em corwlipartbwemgadiatrasmitieatowses smerothehmmotastortmtes.cal | y gener at es at

| east one infornmational nessage responsive to one or nore of

resour ce-consunpti on by, resource-production by, operating characteristics
of, and operational state of at |east one device of the plurality of renpote
devices; and a comunication link that transmts the at |east one

i nformati onal nessage to at | east one conmuni cation device, where the at

| east one comuni cation device enables the taking of at |east one action
havi ng the effect of providing a change of one or nore of
resour ce- consunpti on, resource-production, operating characteristics, and
operational state attributed to the at | east one device wherein at | east
one predetermined rule is related to controlling the at | east one device.
15. The system of claim 14, wherein the at | east one predetermined rule is
defined by a user associated with the plurality of renote devices. 16. The
systemof claim 14, wherein the at | east one predetermned rule is defined
at a user interface via the Internet. 17. The system of claim 14, wherein
the at | east one predetermned rule is stored in a user profile associated
with a user. 18. The system of claim 14, wherein the at |east one
predeterm ned rul e conprises one or nore situational rules where each
situational rule is applicable for an identified circunstance. 19. The
system of claim 14, wherein the at |east one predetermned rule conprises a
predeterm ned rule specific for the plurality of renote devices. 20. The
system of claim 14, wherein the at | east one predetermned rule varies in
accordance with feedback data.
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21. The system of claim 20, wherein the at |east one predetermned rule
varies situationally. 22. The systemof claim20, wherein the at |east one
predeterm ned rul e varies dynam cally. 23. The system of claim 14, wherein
the at | east one informational nessage is generated in accordance with the
at |l east one predetermned rule. 24. The systemof claim 23, wherein the
at |l east one predetermned rule is directed to controlling one or nore of
one or nore of state, use, one or nore paraneters, one or nore set points,
operating charggtgristics, duty cycle, control |ogic and scheduling of the
plurality of renote devices. 25. The system of claim 24, wherein the at

| east one predgtergm | Y Iy, of renpte devices
are noni tored. ?26.‘{“@%9‘8;“*;#@%@%"'@9wgwmgfeepwﬁ&é@séer defined rules
conpri se mul ti pl e COASEIMPYAIN Al mepodiceagaghiiciion assacitedng the plurality

of renote devices.yith a plurality of remote devices, the method com-
prising the steps of:

automatically generating at least one informa-
tional message at a central server responsive
to one or more of resource-consumption by, re-
source-production by, operating characteristics
of, and operational state of at least one device
of the plurality of remote devices; and
transmitting the at least one informational mes-
sage to at least one communication device,
where the at least one communication device
enables the taking of at least one action having
the effect of providing a change of one or more
of resource-consumption, resource-production,
operating characteristics, and operational state,
attributed to the at least one device of the plu-
rality of remote devices wherein at least one pre-
determined rule is related to controlling the at
least one device.

2. The method of claim 1, wherein the at least one pre-
determined rule is defined by a user associated with
the plurality of remote devices.

3. Themethod of claim 1, wherein the at least one pre-

determined rule is defined at a user interface via the
Internet,
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10.

11.

The method of claim 1, wherein the at least one pre-
determined rule is stored in a user profile associated
with a user.

The method of claim 1, wherein the at least one pre-
determined rule comprises one or more situational
rules where each situational rule is applicable for an
identified circumstance.

The method of claim 1, wherein the at least one pre-
determined rule comprises a predetermined rule
specific for the plurality of remote devices.

The method of claim 1, wherein the at least one pre-
determined rule varies in accordance with feedback

data.

The method of claim 7, wherein the at least one pre-
determined rule varies situationally.

The method of claim 7, wherein the at least one pre-
determined rule varies dynamically.

The method of claim 1, wherein the at least one in-
formational message is generated in accordance
with the at least one predetermined rule.

The method of claim 10, wherein the at least one
predetermined rule is directed to controlling one or
more of one or more of state, use, one or more pa-
rameters, one or more set points, operating charac-
teristics, duty cycle, control logic and scheduling of
the plurality of remote devices.
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12.

13.

14.

The method of claim 11, wherein the at least one
predetermined rule identifies how the plurality of re-
mote devices are monitored.

The method of claim 11, wherein the user defined
rules comprise muitiple levels of control or adjust-
ment concerning the plurality of remote devices.

A system for controlling one or more of resource-
consumption and resource-production associated
with a plurality of remote devices, the system com-

prising:

a central server that automatically generates at
least one informational message responsive to
one or more of resource-consumption by, re-
source-production by, operating characteristics
of, and operational state of at least one device
of the plurality of remote devices; and

a communication link that transmits the at least
one informational message to at least one com-
munication device, where the at least one com-
munication device enables the taking of at least
one action having the effect of providing a
change of one or more of resource-consump-
tion, resource-production, operating character-
istics, and operational state attributed to the at
least one device wherein at least one predeter-
mined rule is related to controlling the at [east
one device.
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15. The system of claim 14,.wherein the at least one

16.

17.

18.

19.

20.

21,

22,

23.

predetermined rule is defined by a user associated
with the plurality of remote devices.

The system of claim 14, wherein the at least one
predetermined rule is defined at a user interface via
the Internet.

The system of claim 14, wherein the at least one
predetermined rule is stored in a user profile asso-
ciated with a user. |

The system of claim 14, wherein the at [east one
predetermined rule comprises one or more situation-
al rules where each situational rule is applicable for
an identified circumstance.

The system of claim 14, wherein the at least one
predetermined rule comprises a predetermined rule
specific for the plurality of remote devices.

The system of claim 14, wherein the at least one
predetermined rule varies in accordance with feed-

back data.

The system of claim 20, wherein the at least one
predetermined rule varies situationally.

The system of claim 20, wherein the at least one
predetermined rule varies dynamically.

The system of claim 14, wherein the at least one

informational message is generated in accordance
with the at least one predetermined rule.
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24. The system of claim 23, wherein the at least one

25.

26.

predetermined rule is directed to controlling one or
more of one or more of state, use, one or more pa-
rameters, one or more set points, operating charac-
teristics, duty cycle, control logic and scheduling of
the plurality of remote devices.

The system of claim 24, wherein the at least one
predetermined rule identifies how the plurality of re-
mote devices are monitored.

The system of claim 24, wherein the user defined

rules comprise multiple levels of control or adjust-
ment concerning the plurality of remote devices.
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