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SUMMARY OF THE INVENTION

[0004] The invention relates to multimedia, and more particularly to systems and
methods for providing multimedia administrative, advertising, content and services.
[0005] Certain embodiments that provide example Administrative Applications
according to the invention include: SmartStart™ -- a process that is contained on a smart card
that acts as a predefined wizard to help the user set up their service, including setting-up
accounts for each family member; SmartUser™ — a smart card that contains an individual’s on-
line account information that personalizes the user interface, such as the language used for text,
graphics, etc., access permissions, URL favorites, passwords for on-line accounts, personal email

accounts, etc.; SmartYouth™ — a smart card that has built-in safety features limiting system



set-up process; SmartID(tn) is a readable/witable
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[0008] Certain embodiments that provide example Communications Applications
according to the invention include: SmartIM™ -- a technology that will consolidate multiple
Instant Messaging streams and display them in time sequence as a separate scrollable text,

window-in-picture, window-in-window or crawler that moves horizontally across the display;
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[0010] According to aspects of the invention a method of accessing data by a user at a
client system comprises: reading user specific information from a first smart card by a client

system, the information including a user specific ESN; transmitting the user specific information
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[0018] Flgure 7 is a view of a video frame and overlay according to the invention;
[0019] Figure 8 is a view of a video frame and a crawler according to the invention;
[0020] Figure 9 is a view of a video frame with a second video frame overlay;
[0021] Figure 10 is a view of a video frame with an overlay showing the position of

cameras on a playing field according to the invention; and
[0022] Figure 11 is a view of a video frame with eight overlays — one each for the eight

cameras of Fig. 10 — according to the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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proprigigni #ridsicentedsenteahyilbbnpreiided by theadiniaipiridys. ContEnipad services
servers 126" TRY cl?efnt 110 and server 120 communicate via a network such as the Internet, a

virtual private network (VPN) or a local area network (LAN). The network may be wire or
optical cable (e.g., DVB-C/DOCSIS), telephony (e.g., DSL), or radio frequency (e.g., WiFi,
WiMax, satellite (DVB-S/52), CDMA, G3, etc.).

[0025] The administration, content and services servers include the following servers:
smart card server 121a; channel server 121b; news server 121c¢; access server 122a; account
server 122b; upgrade and maintenance server 122c; financial server 122d; interface server 122e;

chat server 123a; email server 123b; IM/SMS server 123c; game server 123d; advertisement



servers, routers, switches and | oad bal anci ng
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overall systemis depicted in Figure 1. The systemis
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multlc\élstqgaglsﬁli%\!?% F/%gig g]f %ﬁ% é 90 X)%Vl&&d'gtlhz%rﬁjmg@ﬁﬁﬂﬁgt permgs areverse

server system 110 1 s connecte
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conmuni cations service pr ovi d of fer one
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or satellite ysi cal, mechani sns to indivjduals via
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s LD BN 80, W 68 IR R 21 71,01
and a Vingetg ofituetid trpnsnhaceie,rand may be enabled through wired or wireless technologies
(e.g. radio frequency devices including Bluetooth, Zigbee, WiFi 802.11 a/b/g/n, and ultra wide
band or through infra-red (IR) or visual spectrum technologies).

[0029] The client system 110 has an asset management facility that is implemented with
an electronic serial number (ESN) 111. Each time the client system is turned on, has a different

smart card 115 inserted, or changes a channel or URL, a packet is sent to the server with the

client system ESN, the smart card ESN and the channel number or URL, the mode that the



[0027] The client system 110 may be an application
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virtual display device. See FIGs. 2 and 3. Future
netwogk.spl ays may i ncl ude hol ographi ¢ devi ces. Audio out put

[0030f T OM T MBe Ellid R BYst&N 1 6 Ahd $ W RN RINBHRdatidHs ApteFTa&! BIRE0r one or
nonaur al, surround sound (e.g. Dol by-5.1, -7.1, -DTS

more affitie &allmwngpyrpmesaﬁm iperipheasisuistemreonnestian whg kpxbaardideigmote

contm?l W@gagh chyMt ége‘%rglrélgr\é\drr(g ’ % t eC h n0| g %wﬁgr éore%aéléi{oal%ﬁasets or handsets;
conneBh th alvidd Pédddta oﬁétﬁeﬂﬂciﬁlﬁltwpéﬁpbﬁmld afd cddimeetughto a remote client

infra-red (I'R) or visual spectrum technol ogies).
150. 10029] The client system 110 has an asset nmnagenent

aci li hat, i.s i it i
o2 e LT AR S 80 it
the cliet $96@nO1,0 V@agadio Geddeatenémsmichtioar dhttémbtestiehtaday ke the form

changes a channel or URL, packet sent t
of a regeqtg epntigl davicpe rempaerﬁongrykﬁ?eéf éqsﬁ% ?Iilﬁt%%q Jepegy attached to

it (e.gs\g%d‘gﬁlﬁkeg,ﬁgﬁ@ fs?éé n%gfl%rao Etc YR an 19@1&?@& %om&edt ARAYEL L 802.11

conput er or cha based system
client Sledt ﬁWnﬁecaétdwhraeeﬂnoteaﬁmOmoﬁhd Ilaadldmmt |tla;sreom¢mqunn 450 may also be

the client te and th
used g ERBHNO ST SHEREL SR & EPi-BE g TR RBIIre of pgRple oras @

contrcﬁ%g fM"tﬁIlmrréﬁég\e oflo N HE HRAAL ahBiotheERBInk $n the@@nieQr office.

entif l'ocation of the client in the net wor Kk,
[0032hnd | nTthemqrnmmChmt lxﬁmvhlldvegdés@ah@art@acopm@%bﬂm Yarioa Video output

enti and e the us of t syst.e
formajga el §edeSeHies Pedrtped SURMDe i FLE TRl akued from
portratGh¥WR (the hBRALIs DR eCidpddit is %M?ﬁéﬂmeiﬂ&llbﬁﬁ) land¥chRd 168 (the major-
conmmuni cations interface 112 for one or nore of the

axis of ¢.he| cbwlzngls pligpskhesizontellyper viehaeme. e reamte shigis saygpso contain the
graphfcr'ﬁ), or te%;t}églolfasgr Jlgl?erglg% ﬁogg%lggfr% o%x{rgllnoefttgféheqfe g}%géaxgltl é@l afid fbne
embolRRHS 41 h&re NdOEB&IGn 502b for selection of various system functions, including:
channel previewing by video, pictures or graphics; instant messaging/short message service
(IM/SMS); displaying email; telephony or voice over Internet (VoIP); etc. A remote client
without a touchpad interface may be used in a similar fashion. However, the function selection

will occur by using a scroll control and an enter button in a manner similar to a cell phone or

television remote control.



connection to a video canera or other conputer
peri pheral; and connection to a renote client 150.

W@ 0®30355The renote client 150 is a conpl etely PCT/US2008/080963
i ndependent systemthat nmay be tethered to the client
system 110 via radi o frequency comuni cati ons. The

[0033f, S 7" eFfd'se&%“H%eﬁqﬁfé IRRE sHPT {I&P.&stzﬁr HRADL Pt PBA. The remote

vice, drenote devi’ce w t1ona

client B@I Isphewalwidewh CE€D &Eplap 562k 4ol totich gangl SO%aahp)Rﬁrwmmumcatlons
m crophone, canera,_ etc. or .an indirectl connect ed

subsysiem SHpa prd RF sauktend3by afld an indsrfaceig f spart g ¥ted via a
[00341;&30;?99@{0&9 Ofienk 166 & Afdidel QB ad Qﬁlobﬁ@BB&lefdr c@nlph8§é3 When the

e used as a security system conplete wt
mobily tlikeo icambbide plitthend hiagrhasensibtitsind Mot bxaig @,pabllhtla‘s(eg

telephggy,ngl\fl)$,t§{4§fﬁfletf E 4161%% gg)Ye zg{ 3 ditféo’na[ %%%Swﬁ%%%ﬁg%efor accessing

a cherﬁ s d.s%}h 116Q; W!nll(lte BRer k. mh'twmbgll@Q%ﬂMl%h‘éﬁé liOM8y be
eo output formats, as well as, re-scaling the

conneched; o ay@dmcoml‘emssnevmh thioagl e \s, CPMenor ¢tBer radigtfeagiuency public

ortrait node ax4 the I
o i B B Sy (LS Tty ben R BL My . The
comm@hichtiéhsdbsidedtolided] d0aadriraad ﬁl@@ﬁ(ﬁhﬂe)é)lentQ%O\abG@s to all of the
versa. The renote client nmay al so contain the

conterg raa@ hommunmatlp@aeumesu @é(pbl]emné remete clignts A aPpSE cappaitisipate in

t he ¢l
oG AT TR 00 Ly SO SPGED 2 o
netwoﬂ&éﬂts%ﬂefnbl BE buNSems. nThé«ldﬂSﬂQy ofi iannebildelyi sia bg ubyd as a surrogate

i deo, pictures or graphics; instant a1 gi ng/ short
for thm@@sa@éabiw iene displeny Eveyimilar 8nBgi th‘@m@ngrﬁ? plient élaé?}ﬁéwem may

also b@ Lf’ h?tga&)c}/fe br fﬁl%gﬁﬁgﬁor( \Xﬁh Rhe cfr‘&g gyé%entl gﬂaﬁke client

ouc i nterface m used in a simlar
[0035f ashi oRIG Fmera mbllnhe dlienc401lom ﬂlesl @st¢  orll phdre, wbhrindydes an RF

comn@ﬁllf?gg(g? Sy g}r/sgel:r{g éﬁgnigh ﬂg c]?%t 2& gsir %%%%é?ﬁ;pganpe%pﬂarapad’aptor 403
(also 18%%{ la bgglgp%Lk’HnGdoﬁgl%Wcﬁ hhEMPInRerfikcé ?d"rta opithks caS@a 4.

a rem)te contr ol he renote client 501 is
[0036]5 h own WG stewwslaBRndied dédaglieBOiden pamsbnabeamhpyern dlhe3@ptgcomputer
RF cqmmuni ca subs em 503a_a

201 s50a8n Gt HTh LR Leet O TEHERt QU8 g T d0ua] e G H

etc.; aH‘&QleE Tﬁv}/faﬁm tuh&32045 aREHRMIE 803 U0N 006 et BBick€oPDENQ peripheral
or ce hone. When the mobile client is a nobile

interfqsh @6, ari RF eeancation Putispien /20 @ wirgleet ingasface 208 for a wireless
PR SR8 W RYE5 B y ions o
televifi68§ @53 hitPmonitor 213.

[0037] Referring to FIG. 3, a personal computer 301 may also be positioned as a client
system with certain intrinsic limitations. For example, personal computers do not have the
capability to handle video with the same performance as a ViaCLIX™ client system nor do they
have the capability of supporting PAL/NTSC/SECAM standards. Other limitations relate to the
inability to support alpha blending or seamless control of audio/visual content. Also, karaoke

requires the independent control of the left and right audio channels and personal computers are



a client system 110 or renote client 150. Wen the
mobile client is a cell phone, it may be connected to
W@ 2@0/535m3 cati ons network through a GSM CDVA PCT/U81068/080963
radi o frequency public or private utility or by
connecting to a client systemvia Bluetooth, WFi, or
[

not abféyt[g1 ?x&z}) 1scfﬁ o é“}g{\)}/égﬁtﬁ b?gigﬁglggesg{saﬁ)?%quyheéﬂ%?ﬁm with one or
more Iﬁeonphant dmn:d: attanhnrneﬁts atforonempls, vhe esmoibififen tahlet 308 naitdeo headset

clients 150 ca ate._in, tyo-wa .
506, v{osp ermerr-Qrisbiarenos J0F phe Pl Bt io - By g features of aclent
systenf P Iealippdtidde CFHe%rﬂ%ﬁﬂ'ér@Hé&aP&Bl%ﬁesﬂ@iM BINSHBt@E®N interface
or subsystens. The displlay on the nobile client may be
for a sumetdtasb3®. surrogate for the non-portable client
joussl 2P e b0 Pl ELb HETRNE! bl RRgTBRL! B i s shown
with aVFa(hB frel e lihtehceSYIStIBADIBITO-S, L@Oi?rﬁ]etoqeﬁianélo‘gmacﬁb tuner 316;
ile client 401, in this case a cell phone
an Ethlerm;t Wé@O/éW)QRFtCC erRngaiiemd i 7 An RiropunaHc Ao, SulTWét%%H & keyboard

310 ar%igrlleglg) 61&?8\/&9 ousQP %lcl o Elgac ct@oq{s d’gpz? e?év)lsz?g\ﬁ@ C{ﬁrhd“'rggim}]or 313.

[0039] Nt er f ArEsth@t c&rds oRdtin ¢}&rldvéﬁ14)n I{l&@ﬁﬁ:] refev &t parts hbDlwerastional
enbedded client in a personal conp

NJERGEN S Q&a@rﬁaumsczﬂ 16 gtandasdin LhFre gread %%{;%frﬂf ddfrog£lements that are

spec1ffe dj anudf %qfﬁ%? 9¥1 6|_\§/} \?g ?g&thﬁigilrnft%% ngh C-BIIEItmhé}dr? 15t secﬁ{qty operations;

ISO 7&117— 1(’0)0#}31&0@%&16@ thecyrweecdigroah s@03yres, apéd rthcpfhmcaire for the answer to
interface 206; an RF c i catj on subsystem 207;

reset hﬁw@n@génqegqaquf%@élt fergi?sf)(y}m SYRF ropusdr %W&néfﬁ 1%tﬁgace device

such a%% %Ofgd 98121 L IvhidspebiRE ba&End] YerificHioRrthroadh Biometric
“and’ connections for a television 212 and nonitor

methodd;3nd[ISOFB] 6-REf whichrsgedifiesrirgptography gen@asdml In@dﬁw@netﬂlere are two

BNE T T Y
Compﬁﬂﬁﬂlﬂ@(@mﬁ’éﬂ ROEuldBME MireerCaiedid Viky) "ﬂlﬁeﬁ}@fé@(ﬁrduhtd%d

h the sanme ‘perfornance as a Vi aCLI X(tm client
Spemﬁo;a@pewfqn @aymgntt&yevnnév&qsn spesijsabpns arg rgated iplser 181 A gnd create a

commtoH ¢ %ﬁlgc\{ lﬁ%{s OF ¢ar St upp m | pﬂ%&gﬁaﬂbl ﬁlg é %’[?Iseélrggh% ?St%l%. Second is

the naG6Ad] s@hdats ﬁﬂdin@léﬁie%ﬂﬁg a@mﬁealéctrﬁdlsbealﬂhaf%mon system in the U.S
requi res the independent control of t §¥Ieft

adopted efidst Bisdtnakh dnsenc EPEAMHIY BWrpRFeBREbIfBASE ( @Bne‘\h g&ample
transagy(g)rpsoa#ectte? 'bg 61519 DR ai m%&ﬁmeﬁyel?ggﬂhﬂg Re yift fahd coordination of

nd Wi th onhe or Rore errp evi ce _
benefiad. lsafahﬂ‘@l‘ttssare gharneXantt ecquiraments offbHBAAf inpenUtSlfbredata security
305, audi o headset
and patient privacy.
[0040] Table I provides a summary of typical smart card characteristics suitable for a
range of smart cards of the present invention. Card type specifies one of: MEM, whichis a
memory card; MCU, which is a microprocessor card; and RFC, which is a RF/contactless

memory card. Card form factor specifies one of: CR-80/8 8-Pin Card; CR-80/6 6-Pin Card;



306, video canera 307, bio-sensor 308 and ot her
peripherals 309 - nost of the features of a client

W@ Eh®ep51310 can be supported. The snmart peri phRCHUS2008/080963
i ncludes a system ESN 303 and an interface for a smart
card 304. [0038] The personal conputer 301 may be a

r.de .C t [ | [ .Onti
Gsv b A G s 48R Y. Fioufiiop Rreg 0l Mephog cf Bl Fpion
softwar8 oA el @@d 3N reqdiire 4nUME€IU.316; an Et hernet 10/ 100/ 1000,
etc. connection 317; an RF comuni cation subsystem
314; a keyboard 310 and renote control (nouse) 3 11,
and connections for a television 312 and nonitor 313.
[0039] The smart cards used in the invention neet the
rel evant parts of International Standards Organization
| SO 7816 standard. There are a nunber of different
el enents that are specified, including: |ISO 7816-8,
whi ch codifies internal card commands for security
operations; |1SO 7816-10, which specifies the power,
signal structures, and the structure for the answer to
reset between an integrated circuit card(s) with
synchronous transm ssion and an interface device such
as a termnal; 1SO 7816-1 1, which specifies persona
verification through bionetric nethods; and | SO
7816- 15, which specifies cryptography standards. In
addition, there are two other specifications that the
smart cards may satisfy, depending on their use. First
is the EMW Conpany, LLC (forned by Europay, MasterCard
and Visa) "Integrated Circuit Card Specifications for
Paynment Systens". These specifications are related to
| SO7816 and create a common technical basis for card
and systeminplenentation of a stored val ue system
Second is the national standards for inplenenting a
secure electronic health transaction systemin the U S
adopted under the Health Insurance Portability and
Accountability Act (H PAA). Exanple transactions
affected by this include clains, enroll nment,
eligibility, paynment and coordination of benefits.
Smart cards are governed by the requirenents of H PAA
inthe US. for data security and patient privacy.
[0040] Table I provides a summary of typical snart
card characteristics suitable for a range of snart
cards of the present invention. Card type specifies
one of: MEM which is a

10



menory card; MCU, which is a m croprocessor card; and
RFC, which is a RF/contactless nenory card. Card form

wo awvosssspeci fies one of: CR-80/8 8-Pin Card; EBR/882068/080963
6-Pin Card; GSM SI M SAM Card; and Keychain Card.
Encryption refers to the presence of encryption
software on the card and requires an MCU. Tabl e |
[ 0041] Certain enbodi nents that provide exanple

SmagflTafd st r aChwETeape! i lcaCasdFormcol difmgpryptidhe |i n\dagnaic
w il now be described with reference to the attaghed
figures, [0042] A filrst X384 mept is called Stripe(s)

U

[
Smaﬂ%MStcrt(tI{ﬁE.Mbnart St @gg_g?{m I'$ a pRE§ESS fhat 1§80
contained on a snart| card that acts as a predefi ned

SmartWod@rd to heMEMhe user GRB@8gh {he s&Oup routi naN®or

their service  Once ithe basicsefvice i s——conpectedfor

Smarthy™accoynt iMG 11 then KEYP the CUQPWset-up NO

SOfy atred a mts—fFor gaghef an Iy megker, ar oHpefoN
Smaﬁﬁé@ﬁ [CO43]M ach clii ent@{r;?/@tgem nas a uni que |ESN, each

Smart€88Fdn™@aAr d heiEM unijque BINY and| eachN@mi |y \menbeXO

or other user, has a personal smartcard.—For{seryice
SmartLayaliy¥ijon tMEMervice Rov98er treat dOa smart QRIIPN

"'abkﬁgt" fo chrcust > frat i nct €5 a OPTION
Smart ¥t st art(t]r\r/s(ﬁgard, a g/lr%f\rg? st ar(tmlm%ard and an

SmartBad™ cdrd omchil d'|s caRigo/d8s appr opKESt e, flor eadis

family nmenber. A custonmer order |s generatediby the

ot

Smartdteney Bk [provMId?' s clust 6MeB0Ber vi ce d&Fart ment  wi DHES

a1

atH—oef—the—custoner—retatedinformationmand
description of the service conponents that the
custoner is signing up forTaBlb¢. service provider then
creates a SmartStart(tm and Smart Master(tm smart
card utilizing the custoner information.

[0041PMar t SardihMnoqonk Bt &H@#dg @5m*)lg%ﬁ .iﬁgtra?{ﬁg_agglications according

t her appropri at e service i nfor mat or servi
to the iimichtiad iviihnew de slescridsd asthtroferénora st the attgehed thigarad. f or

initializing the indivi t ds,. [ 0044 .
ool 2 ne e Lo v el ot ot cetd L0001 i
contai('gx?d Pllrx] ?g&ﬁﬂ chl thet dcbesGl dredifingy ML kd hgg E)Hifuhsgrt Dastetthe set up

ornation to the account server 1 o
routineXecthéiesersivei Minté Hicibapic seviderie cormatted detxneascoyns itcwilldhen help the

system 110 setup. Then th ter user mart Start(tm
custog e AP R PO e b FTHETEY S R S | n o
[0043) he sysheiich?s@terf hid ABnigRdESNeeeH ShRPRardhdsla wili@R ESN, and
hrough a set-up w zard for access perm ssions for

each femdlly mcmbdryorridyaser, hGoUBrsonahgmartaandh obRTHerics igitiagipp ghe service
.Smart User (tm) . The SmartUser ~ C ' ™
providRR STl gy <o G iR Tt R A Te IR i car. 2
SmartBels&eNatdrd 86d hhedwls&ird bnélgldf aeed, sSupproplatenfor each family member. A
customer order is generated by the service provider’s customer service department with all of the
customer related information and a description of the service components that the customer is

signing up for. The service provider then creates a SmartStart™ and SmartMaster™ smart card

utilizing the customer information. SmartStart™ contains customer location and other

11



| anguage used for text, graphics, etc., access
perm ssions, URL favorites, passwords for on-line
wae@ousissy personal email accounts, etc. This PGI/ES2008/080963
personal i zed identification card for a single user
that facilitates nultiple people using the sane client
I r r
sppro e S et o B B o B e e hartcard for
1nnuﬂhhgthsﬁﬁh@dgﬂa&hmﬁahxm&ﬁr interface preferences
-mai | . chat and ogagr account

[004415 ubscr Wﬁh 15HEencs 4Q §lfer i vhsA (Hheoﬁnf"it%@” %E Mt Slutgged in to the client
systerﬂsg%%c%ga eﬂr ?tﬁet JV& B Rk HinE tﬁJﬂc%oﬁrﬁfs%ng%p[h&rbeaﬁes an initiation

card precludes the user having t
routinﬁﬂiantn&ibﬂﬁsttm glidnnfytamat i @ retumt Blastbe anaitet tlsev\n($rha1th%tlap“t vser) will

nser PR S BRES RSB RE e iRk Oui it FRRE i s
through® &t-hg vﬁkaﬁ‘ﬂ @ ack&bs pOREI8RbNS Pr S f§ﬂﬁ$ tddagdett M snart

card has some other built-in safety features
[0045} hat rrawebeerehepbtredt igcalifidsbarddsen . t Hee Spemé‘éwrm smart card contains
roces

controlling the tStart
an indf0a) G ogu s L PR GR 1 TVl S AR, Sy o he
langud BQAZ fotd:n, dreplaEs Bee at&es§béemidsiodsNERS Yo @ 1ted) passdrds for on-line
access server 122a whi ch contai ns recommended,

accougippcofmipareaileasepntasete. p];}plépﬁa g&‘gw{)@ﬁ identification ?ard for a single user
| / ™
that fa%gﬁatgél %ﬂﬁ@?ﬁ?}lgeog L'l\élu{ tﬁg@ y t it Cislte}{ng.r Eéx}qe%(éaﬁ{f%ééq UM ser™ smart

€ss

card nﬁ?ﬁd’ohféﬂu tchéﬁtmystemraﬂldtrhawip po@far infitrmathi; thSuMW’glrammaﬁuser
onto the client system 110. Thereafter,

interfagp perfergnesacrmat e A ethegaceaunifongationy am? a‘gJ SerigfiprpRasswords
and 0r§ ﬁflé’ ﬁ&o&%ﬁﬁﬁfon‘nﬁtl&h eM%fmeﬁfu\ﬂg hil (ﬂfﬂi)maﬁi%ﬁ%n the g&%ﬁU@&TM card

Ient system | downl oaded there, also,
precludewlthe naardalvinigao rrtaht&amahusl informatiomwathbage andet will kelp to maintain
stemis not the user's hone system Every tine a

pmﬂo@%ﬁ Bard is inserted into a client systema packet

[0046Pf i nf ar @t LABoditheftRlali $HSETPEGRRDS TIRISHAYSQRMeEMA® card is
determ ne the access permts.[0048] A SmartYouth(tm

similat ypenoéptdaris Sragrtldiesd! bearugvedl, hup, o pome Iotheobulltrlmsafety features that

access to.varipus,lnternet -
may LEGRAIr Y] GHOIAEE BBFEn SERUTBE IS T Y BT bc GHRPER5Se Also se
below@hd HedcAptidhat AERIUWEEed Qe ™ know' or ot her security

cl earances for access to files on a private network.

[0047Fur t he Wit @fer@rn:@ teﬁé(ﬁt vt ftcr) hasandiceesh sevelol BBa whdgycontains
recon%elx}sgi, gllgf? fa ucﬁ ite %ésrlfersﬂ éa,l?gnt %H)r%%d St &0 aﬂf)rm\%%rcﬁgﬂaﬂ\d / SMS

partners for the child/youth. During the first access by the child using the SmartYouth™ card
the appropriate GUI is downloaded onto the client system 110. Thereafter, the GUI is updated
each time there is an upgrade available on the server 122a. If the SmartYouth™ card is used on
another client system it is downloaded there, also, and erased when the card is removed if the
client system is not the user’s home system. Every time a smart card is inserted into a client
system a packet of information is sent to the access control server to determine the access

permits.

12



[0049] A next enbodinment is called SmartID(tm.
SmartI D(tm is a readable/witable smart card that has
wa@2@omBismat i on of encoded i nformation that canPCT/US2008/080963
positively identify the user. The card may contain
pictures, bionetric data, emergency nedica
{ nfor TM Yald i
[0048]o . hgﬁ il tT%%tﬁ g ngﬁﬁgﬁa{yhaéénon%qusgggd I%Sht o3, (Whrﬁﬁ %@cess to
variows lstatnes-basetl eevoarceh &ir cdgesativns asd puhind sieevw@gstamtlorﬁs atddehose

e B G S D5 PV QUL M LS, OFiccn s prive

netwoWJr%ﬁgoreEﬂ‘)% IAREr ARSI L WPE d1SH BuseREé Ritn BFF fEdifres of the client
ID(tm card, and nmay be used to control who nay
g@wns@eptmemdabamownwhélmaﬂﬁnﬂ[0050] A smartcard enabl ed

o0s 1, SR P B SRR BB it smar

card tHt Bhd4 é’oxﬁﬁﬁﬂatﬁdmnc@dddﬁhfdrﬂﬁﬁl& thhh@nRRsRRBB/ identify the user. The
identification data is also stored on the server 120

card may ontinpicBuTH bivarayiet datp zmesgencr yradiopl Béermation2ofy dhg ilentity
1nf0rrna 35 3s w;r H T oh {He(gnrl@&lbqg ?@y laqhéﬂse? sg o blg\qzﬁ Et‘llle{t cfe%’?ets Ia%‘nce that
PB % conpari ata collecte roma

does rfot AlgSL tkWrbgh‘bn loif G&Qﬂﬁfe@tf card tHat Bascieph erevidusiyswiineaf @rlfe&dodlﬁed it
to use the identity information fromthe server 12

becomgs e hgAsgPnly Kenceipipe SAartra dSkRFpPHPR pYTtwaE i %%@@d)%h% §mart[D™
card, Jnlaqna%ﬁlg v&rgd ‘1‘1(?95}9}01 %0 w s%gttl’?eddat llt- téﬁ?& bi osensor s
can i‘nclude fingerprinti‘ng, retinal scanning, voice
[0050] dent i A snam'cam enabked fmmhﬂmneprogmmemnya pentediatd file format to

and ne |c i nf or t|on can qli%s}o be stored the card
contaipgersand| ISOTRHR T BASS BISTRCARd e R FHCEq, 008 BTG

1dent1§é@1()h Id LighisG §1r0‘fjecp(§rpt‘ﬁ@§§rv¥‘ﬂ 1do 1\’1@1‘3&’ adBRANENRE 120 3rN6yalty server
identification required. For exanple, in a

124b dxamkasbh & hiigiafarivfaticm triaybevagd foe qdﬂntlﬁcaxlq&n mgeesps bntomparing with

raplture d the process .mght oceed as, ., ..
data o et b ecin e i e BRe oL ST B FeETSH Loy Atffdentity
inforntRieRiffen Medeives €70, althbuhSARESPy U thh SeRFUD ™ EartiR€used when the
transaction is a withdrawal of transfer of cash or

servergiaheyt basertasiedt Nete thifebiossasors ci ioclude fipgerppating meting] gcanning,

i FRRHATNLA, ., SR SHeA e COTLT S GPAE Bl s i o

storedc‘oﬁhrtﬂe cdr a8 wellnik lsach iv@@ra tvenguslr”. s fingerprint may
scanned on a blosensor and conpared to the data on

0051} he Smahe Popethy ™t eard prossssuilingry drengiing opdhs typg§ lentification
e L B 83 B KR S L nREARTRShRR it

the pr&tﬁs’ in{gptdoadd asSiotiovEamag user apsroachek Hechank tidliee ogAfTM machine and

1nsert§:lglgt§g}ratrt?]!t)n rrgqgtgt f?tgg trlgrgstag{y%g% :a;/\gl&'lgcgﬁwglr% g‘.ranls}b er otn cash or other assets,

then the user’s picture can be sent via the ATM’s or bank’s security camera for comparison with

the picture data on the server 120 or SmartID™ card. In a similar manner the user’s fingerprint
may be scanned on a biosensor and compared to the data on the SmartID™ card. Assuming that

the user passes the comparison tests, then the requested transaction is completed.
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client systemas well as on a renote server - gane
server 123d - for nmulti-user ganes. Real tine

w@oadowe53533 ng and Smartl Mtn) (see bel ow) may bBCT/US2008/080963
i npl enented for ganes that are not tinmed. SmartlD(tmnm

and SmartUser (tm nay be i n’pl enented as part of the
gane or cess Rr . :
[0052]E;r t het rpgf(teem A &é{if ﬁ)rg ql?eT %%famaéri/egr n% an( g]éeéactlve
game ReleAMnn{ERY) A28 1M§&dt1@f§gaﬂﬂm @imlﬂfngb e&ﬁabﬂgy thak exisbe supported on the
0053] There are many i cations faor an- I|ne
client systényamiveldas Qthe remele éeraprsogm%§er1f%rslt2ﬁfictf<i’rdﬁ% tlol%?er games. Real-
ne NG GHE
time a&Yﬁ‘Jésrl ?J?cg?m 9 l\q (sggglelg&/g#na?/hese eéﬂvb\g{%d%fg‘gaelﬁ&qhat are not timed.
Smart TEOHAN LA sef@&hﬁy B¢ imyismemesvaepat githi ggme an gieingawesss
require age confirmation_and re

permmifSIRENesS 1 ERETET 6rom SO A AT R B L pactr BFiay bRy be
used agk)%gerg%pgﬁn\q%%k%ngt hers are relatively slow or even
static wth n

time constraints. The "Smart" features
[0053)cont ai Meete ey mamy applicatsasifef gn- -hhd gaphe ardeganing.sbere are also many

but, they nust. be custom zed for i an d
restricHeps AL e é%%@al@g dug g 0441 ﬁé@a?‘&}%@la%‘ﬁé E‘E@P%@ﬁ?‘@% Some of these

r r hinflgl dn baRoMaYSq iR nfirmati
s GETITASRAPTR HORCR R, TREETH DL oy PEROUN SR gyt

and rebtsicafonmb of paynhermnin aiditians some garhesare Sightspasd wrd/onytped games

while pIRSFABE B LB R T ise i pE e dpyt G ARP CSRg fearures
contaih&d RGEMSSH safiély bher efeas Rsidiehydte Musatt dstodtimd®r edch region and
the user is at hone. |If the user is not at home, the

serv1cspHIVedﬁrcan | ocate the user in a general area up to the

[0054E0de oF(ﬁ gypﬁgﬁegger(% d)lﬁlc%ﬁ%sﬁ%floﬁs}] g{e(r:ée %% egﬁgﬁ%ﬂ’lf"ﬁ“ﬁo ways to

ccess

detern¥fRE & 16é9eﬁi%ntdf@ cﬁylﬁts(?ﬁfbﬁlaﬁ/héﬂhamk it h@obiskeclidnoorjtusionclipnt system that
requestln% the cell phone's gl obal positioning st em ¢

you ta&@p@)a tnat ! hesest wazzm@wﬂbée R Addesstithagreoupicosst | 1 3 hasiaecord of a

user s%o OdpTBALSs LPheRE Cﬁ(}% 'gt}t%tesg@t;éﬁxg%%e%%ﬁ{e if ﬁﬂerﬂ@er is at home. If the user

I call ons accor nventi on w | now be
is not dﬁl&ﬁm hiedsysicirhcandbenetheasérantalpenant achep td nhg wpds of the current IP

adirel o bumeeiy e Jereraop St e TR RSB e the sysem
can clﬂ%@k ltk?eq.hsgxglﬁgztit ed' @Jégﬁfsl%’ar 'tc\ﬁglé%ﬁon@s Q%ﬂgjjbsffﬁﬁ’u@esystem (GPS)
latltude, longltude and altltude

[0055] Certain embodiments that provide example advertising applications according to
the invention will now be described with reference to the attached figures.

[0056] A first embodiment is called SmartCoupon™. As an advertising facility,
SmartCoupon™ may be mailed to a user. Alternatively, a coupon may be written on the user’s
SmartUser™ card.

[0057] When a client system user goes on-line a packet of information regarding his or

her personal information is sent to the access server 122a. Information regarding the location of

the client system 110 may be gleaned from its system ESN 111 by “pinging” the client system.
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[0057] When a client system user goes on-line a packet
of information regarding his or her persona
WO njoossErs on i s sent to the access server 122aPCT/US2008/080963
Information regarding the |ocation of the client
system 110 may be gl eaned fromits system ESN 111 by

Each w@l')s,”tg'tHeQ ﬂilé 0&r Gislt&RAII é%%& Qﬁ&ﬁﬁ@né@?&&ée& 6t hdaRInfb AEt#8RES be sent to

visit cause an additiona et of user
the acccrsB sq:ma;t i 4lh of thibmfeeration ¢ n:s dvhdalde oeslse wevev e toﬁﬂnbtchfa coupon to the

i nfor ion | vai | ahl e on t.he serv
consulpit era S ailorets B s o qnapPion B sttt GgoT B isepgrated and
sent t®thetul&: llﬁ@i‘tlragaﬂﬂe SRS T® | PR P YRR s Pterh Swill direct the system
generated and sent to the user. Inserting the

to the gdm@rrtl@y @p’@ﬁb@ttwhﬁw thhreouponmay bl neéfmneﬁystoélmr widmotional materials or
t he advert.i ser

h
actlonts hn t lj%)% Sne 3\1(%[% tl}a g}se COUROILLS ebt 1’%?%?}%? Iﬂbe cahente system’s hard disk

for latBialhﬁ{tin@ ¥ i9¢opiéd toQRS usRY sRRrtRiAI Tlﬁﬁjls dNaE entadlichh§ystem.
upon is either, witten onto the client systems hard

[0058h| sk f érnaxaempodipient issallest Smartleeysilts ™.t ‘bharpareygay types of loyalty

h e 8
pour by S5 gl e O NS S b T 0SBt
purch@se€, ei@ Mhhet Stpasl @falty DY sthiny cad egaraadiuhdiad apeamfendie loyalty program
airline mles, hotel, visits, book purchases, on-lin
and may pg deligpdayrivsed pus shglseommagreial em%y ShRY L6%‘1°Flﬁetdﬁ71th a group of

commaf®tnG@ld is an adjunct to any comercial loyalty
program and may be defined and used by a single

[0059F ormer Ghakbustorhért iderdificatyn beucassodisatsed abiovér Ahege may tefmany ways

| Th t
to IR SRS By s By B kS SR e Uil SpaggLovalty™

appllcgﬁor{mFletl‘&aS{ﬁaftEo;!/dmme RRDAIsORERA HEQYRIVE Y€ SMart INOVEYRY picture/finger
here aré two key ways to utilize the SmartLoyal ty(tm

print lé@rpiﬁcemn o, beRised tf¢13ﬁlrp5rtalnqt¢;lo91a¢th§/1(¢h¢yk-ua$¢rab@scﬁnldenay be used to

recordd L éﬁ? ?t ﬂlé/eg% ?lgﬁr @e%gﬁt VE%&P?TIQH% i}{e, /t}]; ! %ﬁ L(Pygity*“ card can also

be uscdtadB@lros&kek ot Bs $REVoE Qby Rind cﬁr&mrp ﬁe#§ﬁ1§€rﬁ1@ssfo%%@thgr &bne or in
use frequent flyer or frequent visit points. Secondly,

conjundhien Syitra @@%‘Is@fy (4 Hyyalizcardsarvenl 3B eataiveibe appraprige applications
softweh’gyo afggégﬁ&el%%gf 191ro Ay kind of entry key or

one or in conj unction with a
[0060]0| osensae SmArtLOYzﬂ{th canwork e whethed 24t Gl Intsit Bcairport counter is

appropri ate appllcatlons software_ to support the
able 1q gspd fheye aﬁi ot amPicpBisorerTHsclonar folleyng f@%flﬁﬁm%@mess for the

hotel/?ﬂﬁfrl@s Imgtspgtﬁﬁé)éhe@?tm %&gl& garﬂeag ?ﬁé‘?rﬂﬁﬂ%ﬂgm &8 utﬂEIE{he card is

to read the car or exanpl e ser che
shown afn c}feok-lno)fmrldgscbhlﬁs nrplgrmiles procmeshd card bhevell, as the central account on

the ho?ei}ggli{l% Iézilglﬂgarsp L%@g}r«%ﬁe(rtstgpf gﬂpgclfpglact: bplpﬂ élfl% Irolallt { cgmpletlon of the
flight or purchase) the card is swiped again and incremented appropriately. If the specific check-
in facility cannot read the SmartLoyalty™ card, then the hotel/airline will identify the customer
and adjust the account on the database appropriately at check-in and check-out. When the user
can access a client system he can insert his SmartLoyalty™ card and the loyalty information will

be updated on the card.
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shown on check-in for discounts, upgrades, etc., and
the card as well, as the central account on the
whoaelos3rs | | ne' s dat abase i s decrenment ed appr opCT/asm08/080963
Upon check out (or conpletion of the flight or
purchase) the card is sw ped again and increnented
ppropr

R PO e R R e G A L S
card thatldan pd@mmlaﬂlwftth@u&wstatrhm frequénafljenstileagre hatet vuits, canrental store

t he dat abase a at at check-in an
and ofghBn PR BRTR o L SeBeReE ol br G € peRui e Tosichglidrom ail of
the us@f § a@%ﬂﬁtts lr%ﬁ@dll%éé(df e §PE Of ABubthemiddy 8Lt ¥ AdM@ITRLis 843d may be
be updated on the card.[0061] A next enmbodi nent
used ¢nshn@10| re@in@n‘awwgtceel@@wanmddwm aragswgrds sndaanyeashesr
1nf0rm§}/0| é’oc a?éecfj vdléﬂt%ﬁ ]pfl gllg%g?nqt@ DA seﬁ%r?e éﬁlg.t{g)]gg%ﬁ{esto tﬁ a\;mque ESN and

encryptesi fabl,lmsi of tBe gﬁﬁnwraskdrnesxﬁm @ahas es, etc.
Smart Master (tm can be used to accunulate | oyal ty

[0062% oqi t & nexbpnhPdiment isiralledmagAdy Yo magt/ﬁrc@aém @ygrtmments that
e a6 OB TSR W BBl IR O o S vt o

have teenesalifadidieds @ser’spas ofredateartd, atyssal thedughnhoelieat iS}t'SIEEm
associ ated with an on-line account in a secure nann
[0063¢ue t o Whie dflicqLiey SIEBNISER EOBTRIY Vit 4 BAF ket infopmaonoregaHing his or

her pel‘?gs:gﬁgg %%%&ﬁ fgsegﬂ?rt%% Q&%& seh%P@ jtamﬁngb?élﬁtlmgfdMe location of

the clizdveysteirs Eifemé s be platnealr feord éfs | |sysecra dESNol Bl Msmihgngf ihe mhent system.
tem that address roducts nd erson
Bach [HEAE AR e HETS VOGS, P 0T BN & bt Gigen o be sent t
the acE&;@ s«I:IQIEIe rAgbf t%ﬁ%ﬁoﬁ Q40518 BE el s'efé‘\mr 13 &} GMch an
63] Wen a client systemuser goes on-line a packet
adver@ﬁfemenf rthatomnmeegierdithgndiosatom dighe wer.sbrihartAds™ is sent to the

rmat i t he access server ,122a,
wser. (e R Rb B Ry T R RO TP LR B1d apfpdow-in-window”
for th@é[@deﬁt@rﬂgl&nw e @irarad Hoverhg bﬁer%(eszicﬁmtﬁ&'}leﬁtﬂzlll%en a
'pinging"” the client system Each website that the

tempogayg wipday psmgiialplavgn sduichividldissevsvdienghe RaintegFungeieis moved away.
[0064& ET or Ae% %808%(3%?1@ Bl %ﬁﬁnﬁeﬁ&gﬁg KNGS to%iqgisTM and

ormati on ava server

Smart@atpdnTntha dvieirtBan arEM prdcosstdigpl e na wipha tildided @afifer adhebrtisement on
| ocation of the user. A SmartAds(tm .is sent.to the
the usgis@jent Bisieak s AP whea acyREPINAASEIAlYY WRopite %Bwna a live stream

adverti QPV\A]!I @xzﬁhﬁl& W Be d?s@ ag ng eﬁ%ﬁ% H&nﬂ%}"o P f(%ke claﬁ%eémal. Ina

a vert|S|ng cont ent verrng over
live stachwefrédlsmmenhe advieltisapeageacyt lemponaliat adiardoments ama(gbﬂl_g to be shown
and thﬁ%}géﬁorgwﬁgﬂ{bggs z¥vt|11|n|e cgéies 0? ltﬁ/eead\(\/@r%%mtghfge t%l s?grtesro/ t att glrr stlatslons can
insert any local variation of the advertisement. In a situation where the local station does not
have access to the time feeds there are two other ways to insert an alpha blended overlay: the
advertising agency creating the advertisement can insert an audio sync in the advertisement or
the local station’s show producer may just link an insertion command. With a non-real-time

show the process 1s much easier because all manner of overlays can be added. For example, a
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[0064] A next enbodinment is called SmartBanner(tm.

Simlar to Smart Ads(tm and Smart Coupon(tn), the
wEeawoBEnher (tm) process displays an al pha bl erdiBUS2008/080963

banner advertisenent on the user client systems

di spl ay when accessing a rel ated website or during a

segmdrit \6?? oy ogfﬁgylﬁf& b cin?q&vﬁfmkﬁ d.hﬁiet dHa the network or station

di spl ayi ng a Pepsi banne ing a Coke conmerci al .

may then Eehd e sttioealnregraal ortloem BM Mebauheewith shangmangemedetermined.

nows at advertisenents are goin 0 hown and .. .
10065 10 "7 Ve SiBbuts B Vioh o B et Facke ol duBAnR Gy earding bis or
her per @8] ieriabh isSent 0dahe ARBIsIseilenl PRNAnfRMatifi$ Righr &Y the location of

| ocal variation of the advertisenent. In a situation

the clighfesyeterrhd 0 rogyabe gleandddrond i sysieon BV bl laley guBging” thaelient system.
tinme feeds there. are, two other.ways to. insert .an al pha

Each W BT TIEY ST hE! e PEng PRy SOREL B e sentio

the acaéby @ériverS AL BT théAMfdriRabA istVaRatlé 6n gHenerieh 1201& match an
advertisenment or the local station' s show producer nay

advertisggient forfke eenspmseinioresis ashiesatpn ofithusgr.ndrbmatannprf¥ is sent to the
: VL he ' el - se all nmanner 0
wer QU2 CERRESH )3 S IRRa951 P ERALES Al TRNGIror
advertigvg eonmdrg ld bstdiveeedBMNV raci ng away in a car chase and
the network or station may then blend in a national

[0066} ¢gi ondl nesF cIBeAMEBIAC arfp Ry e SppagiSiggam ™ permiits the

e 1 T HEEL 1 STy LR 0

contergevsovidéo amif vearadrs@ nSmartSteram Mas tubel IxreieSeatses theralpha blending of
122a. Infornmation regarding the |ocation of the client .

adver; ERUMOTOP R VBIEC G BB Horo E50yk B Ea g5y basis

[0067] P NG pgch diRGt ﬁs’te%‘hassay&ﬁ&ﬁ@ ESRGhiveRa| b8 utdiab defmine what

user visits w cause an additional packet of user
advertisefngnivar other tentpe sbewlt! be dispheyed ou ¢éasofsespeeific vidg¢ostream. For
thi.s.information is available on the server 120 to
exam%eﬁ}b%ﬁfs 340HoTYIdE ﬁ%‘(ﬁ’gie&“ﬁnﬁ gor@ocﬁé EoBPAY fine R piguldrpyogram the
local dipteaBlb@iin®éoritéiR adb&tisenfenBiial aBaRG@EhidD o itie SRERE: 6& $dIR San
user in real-time. dicking on the SmartBanner (tm

Franciggq BMolelsalar omiViandless firgter ealb415-695-1 Bt adver ti si ng
006837} cas e P T LR oc IR ey SE BB ger o seecta

hotspdd\oarthedispldy ofith\d gleatirpdietdel Jeh@etectd, thepdoértivind @omaath may
uter generated adverti senment content over_ video

open s RUIDGIdemG AR DIy S0y Pedhgripdes opderiohide eidgo stream where the
user cérfé‘ﬁtbﬂi%?agdﬁi'&ﬁal%ﬂ%a%%fb ?%d‘ﬂr:t ﬁc%t%ﬂéﬂ. %\qgﬁanga SHhrisARam™
or a Vi ocCa an

eo streamon a ize asis or o

selection@dar aldo ateateedS haisCsupon@0 617 theEamdntidder Bhtard ys therabliag ta@link to the

uni que ESN whi ch may be used to determ ne what
advertiser’s website.
[0069] A next embodiment is called SmartBillboard™. Hovering over an icon on any of
the menu or content screens will create a window that does not have any skins or controls in the
periphery; this window is called a SmartBillboard™,
[0070] When a pointing device hovers over an icon for a predetermined period of time a

service request packet is sent to the ad content server 124a which, in combination with the client
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adverti senents or other content should be displayed on
top of a specific video stream For exanple, if there

WO 2008/058873 onwi de advertisenent for a car conpaPgT/082088/080963
particul ar programthe | ocal al pha bl ending content
advertisenment may add sonething to the effect: "see

e T S

be anyRARMI Si8ctloR enddecihnadaady displayblién & hiediatplayes badranys@rdid content that
sel ect "a hotspot on the display with a]_%gi ting . J
can bedistenedto athida cHentersten; ThieCradoett QRICHYN PPB%%@/ fragpalize and to

. open_a.Bi , media player wi ndow or other w ndow
locahZSEh‘i%Oﬁlt%%Heggrﬁ\gfgdeo stream where the user can obtain

[0071jaddi t | O&@din bmbodifRhisahatgroddpexame fioandiaapplictions according to the
] Making a Smart Streant rp sel ecti ot{] adg al so create a
inventiome IR SR OV h e OL0 AT aEH o t he

bi |'it Lilgih St CSIAAERaETe aheBAR™ [OLOGRIrt fard
[0072]ﬁext e%ébf%%ﬁ %‘%%F‘@?‘%gﬁlgg %{rrart Bi |l board(tm. Hoveri ngr
applic@u®ar thatropeaoes @nthaystaher dide ofenbankis qomugatirewalbdyssimilar manner

AN t i ndow t hat .not.. i
to & deiarbans Ty brbclas patenost of BraRgpil AR R g sf i Recure form.

[007 Sﬁmar t B L RBAREt B uirds A€ He MeaisyBtepPidRE bguplebhmieaccount with a

overs over an icon for a predeterm ned period of tipe |
financéal sestivitos. TagSestt Pedkdsmar cewhvith §s prguabSHlgaceppnction with a
server, 124a ich, i.n i Nadd M . hether th
pre-aefrmiedyce el ey i P SEBEE NI HSHOY Ssagpy g user whethe the

user iUt SR BHRE ATM RBCHEABSL Bihkd Baaciidt 8YstenTh@he olivne systamis 128-bit
be any visual object or nedia that can be

) di spl ayed in .
encryjtiomegaithindy sroraihan awificiEgHiore st RS tehatansariife Cash eduivalents
listened to .on th ' ' TRy rd where it i
my SR 00 P W Dbyl A TS gkt where
again SQk@Nt presented. [0071] Certain enbodi ments that

rovi de exanpl e financial | icationg according.to

[0074F he i nverdt embagimenhisgabed g‘gg’&M%B‘@ﬂT w’sst“??rﬁ\g?réeryenésea frgart card
ichfiSh AL | GUSRe o QQ72 Ard, IfStheRRBPEH- BB simSlar to Pay Pal)
apphcgg?rr @3{ %ﬁ‘gfﬁgggéﬁ%t{tpn?e Smar t Bank ('t n%sl is a smart card
and irBPPhitedtdaanertfiatesahebatkéscanpitercficwstlomer si de of a
bank's conputer_firewall in a.simlar manner t :

[0075}ebi t OHFE Wy%vqﬂge%élébtﬂg glient system éls?rosFtes 61£ya?bna%k account with a

lihei @tﬂﬁ] Vi G} rDAS heyTR saaS@GHY With @6 Thigh®@38]in conjunction with a
ﬁnan%r‘rlﬁr t 1éan (tnﬁ; requir esy_t hat the client systemuser |
pre-dsemsinerpPBN balhkecattpidentifyi the ueer hetee gl useiis ef thadpeh's ATM
machi;grlg eﬁyjr g%{s tp&/ﬁac\%:é{ntﬁ%tersnvaﬁlte ﬁ%rng S}%tétﬁ’ g 1t2§-3f{]érﬁy}$ti%§|}héo?ithm is more
than sufficient to protect any single transaction. Cash equivalents may then be transmitted to the
user and securely written on the SmartMoney™ card where it is again secured.
[0076] SmartMoney™ is an extension of SmartBank™ in that it can be used as a credit
card on-line. In this implementation, the SmartMoney™ user selects an item to be purchased
and the client system sends a token to the user’s bank in conjunction with the financial server
122d. None of the user’s personal information is transmitted on the Internet or to the

establishment from which the user wants to make a purchase.
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pre-determ ned Personal ldentification Nunmber (PIN)
W Il securely identify the user whether the user is at
wo b@9losiskd s ATM machi ne or at his own client SPGI/ER2008/080963
The client systemis 128-bit encryption algorithmis
nore than sufficient to protect any single
(0077}  anSageh @i enfERAlEAINEHB0S empfef&%ﬁmﬁﬁuéaﬁaﬂﬂmffcg@ons
o the user and securely witten on the SmartBank
according tb thh@reniion ivgll agaiiba dsssribed svith[roféTetice o theattached ﬁgures
rrbodl

10078 "o T it PO RN s ORI A kbl that win

consoBd4té aflilipl€ Blsthnt VRYsAdeh UM s@arhd £ iSilA fhef 1thPeasequence asa
Pal) and in a limted manner pierces the bank

separagosasellable fek v wiepw- ln[ch@] Orswadctwneyleﬂw or étqiu\il¢retbattrh@‘tes

h0r1z0fnpa?lgﬁag%*ogsnﬁlxeflés{isplf St TES, Eer?\‘h aq\/glﬁenrgo ?ﬁ?r%gigrtglrt%%o eacg other to

share tMetshmk eSpétEineeief ﬁﬁNvienspb@mngmht @R, WrhdHIBI™ also allows client system
pre-determined PIN w |l securely identify the user
users iRHaterst Withdelggisionipsogiams. heopphkatsonofNiVhetigamseap be dor a group of
nt System s 128-bit
wsers 0 3, RS YRR RIS, 2101 e0 2, 20,
[0079pr ot ectA r@emy erdbodihent ik @BldaicS haniT al k&S Sraqptil allkiiMeir tagedhmylogy that is
then be transmtted to the user and se reldé witten

similag ¢p prartiddaT byipmelrmss)s camdlugres:of voteei @d}ég Yidso eueringsgnet protocol
(VOIP% %t@({a% ! | és@@%%@&‘g% dl'tesalﬁllﬂo Eﬁg/ B(Qﬁst% ﬁmﬁﬁé Gk %}s@n, mobile

can as a credit card on-line.
client bh fealdtﬂpﬂi@masﬁraﬂﬂlmmemheummwn ay( inrgroxisety ts eh@mther to share

e oSBT B LR A L S S R s
avallaf)le%ﬂ&ir%nﬂ?ez{ ﬁﬁ%atél-g&@ersﬁ@&?b&@e&@@v&?@%@l@arﬂ@fﬁﬁﬁf&bst party-line
information is transmtted on the Internet or to

type oésirabt.i shment from which the user wants to nake a

0080 D & R R ST AT Bie: BESPRTgI e e and pormits

a cliert Ryg&th| @mow ¢llennové ;ﬁiﬁ&ﬁy e@ﬁgpw ﬁlel[e&flféhﬁﬂ@Cng-bﬁ té B internet for
attached figures. [0078] A first enbodinent is called

the pugpase of sqrempnicging vondwidp visValh eeeinaygyHare hethwiugio and video
transnﬁgsncc'n lrh%%e ac@ﬁ}n&ﬂ(ﬁla% I nstant Messaging (IM streans

emin IﬁE sequence as a separate

[0081]scr ol | &bihe chexdf avdliefliosysten, ﬂie(ﬁmarevaﬂ)T%mdﬁWaﬂdrha\Mthmum
or., craw er that noves_ horizont al I%a across the displa
informptiog neesspATY &0 ersaie e YHBvVoxee Vet OF %P@aerﬁa{w%th@ &r&tﬁmet to

anothégt%\;déPgs g%t? of E)t Cﬁxﬂ@%ﬂaﬁ? Wﬁcﬁ?& ?P gf %ﬁe connected toa
landlisg) ot eehl phones. If a SmartVoIP™ user has a remote client 150 (see Fig. 5) and the
remote client has an RF Communications Subsystem 503a, it will then be equipped with an RF
Sniffer 503b. The RF Sniffer will alert the user to an available radio frequency network where
the user may make a phone call. As far as mobile clients 160 (see Fig. 4) are concerned, the
SmartVoIP™ user may either make a cell phone call to an access point, or if equipped with a

peripheral adapter 403, may locate a WiFi or WiMAX Internet interface with the attached

transceiver and RF Sniffer.
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users to interact with tel evision prograns.

Consolidation of | Mstreans can be for a group of
was@wssssm a single IMfacility or multiple | MPCT/US2008/080963

facilities. [0079] A next enbodinment is called

Smal | Tal k(tm). Small Talk(tm is a technology that is

[00826I m | a&e{rj 1n§%5gi%'isrﬁqat%f idgr@J(%ﬂ%@%ﬁd&gﬁ@%@g&gﬂgﬁes‘)&cording to

oi ce an or viaeo over er ne rot oc
the inv&htie@ el aoe berdeseived wathaofepart t@tmmdhdqedrﬁyums vi deo

streamto the client system b|Ie t or, reno
[0083]cl i ent Adyerembadingenyds plicd \Ugﬁ?ngyrtchté?f ‘146? Sype-to- Tédisa

technog(gégxt'hm i ¥ndsPufedfl I'fopéd?lgﬁtl(}noarﬁr}@fe?enﬂ:ag %@5@ V@H%?@ B vRI26 Geed may

nmovi e, sporting event, etc ferent
containathintle KP 1pm)ke¢ sypehidnizaties keayseto avspl dyabieer omme taxt/graphics windows

as thellrrﬁqu)l{rj Ifx‘\égértee b%g%;’;terésseral%ehgg lg:gxgé ea;e Sr%l&?::a]\{nc\oﬁ)? ol%%l%&@{]ﬁdy i%‘eﬁtég{)ely important
when ﬁfét%?gémﬁér ik %tt&ﬁ%ﬂn?éjm%ﬁﬁfytﬁ‘{@felﬁ(tmmp HheveeHRh oakReh @rent and

smaft card perm cliént syst em renpte client or
referempprapricat Ebycamplp raedlymbteh@he@: i leeturing on e@hgtitpmfmonﬁbat can be

bR 8D AR8Paln AT SPBAIRATE B e comse v

book dnid3NEIBk ST IS tabRY sﬁﬁul%@&fﬂ[@o dali@dng OO the wikdwaassuld bring it
of a client system the SmartVol P(tm). smart card has

to fullshrsem sradbelirkingdroit fEaiN GYpulbicays Aty 1t eriginahgige andjgrpion. In the
vi.deg |
event é‘ﬁ% exp men} %ﬁ %?(% %rﬁ%ﬂ%’l? mg t tbg %g& rﬂ%lpgmkgltrtztﬁ{‘/[ B&h1sd But that video
feed in m@épaeht@gnmsar(dj ndt syra:hmﬁnethemm&pmdeb to a landline)
phones. | f a Smart Vol P(t has a r %
[0084E| ent Th@éese&n@é ofFfhs tygg Oﬁmh@ﬁm%ﬁ%i idsp 0B et Rl lgs for the

screengg%(%gggmv)\(ﬁ&?xhlegg §1I1_8§Vrgm ?#v 2@3(% T%te%&aéﬁﬂ??gﬁﬁm relatlng to the

screendb eoiitainbé irlis €S créan Bite. ’aﬁéhie Isedete fiteahis mﬁ)rmmmrreyitmgto/\ﬂm Klimensions
t he user a phone cal |

of each P s Tl R SaTu PG O AP AR A Peft e Nindow ca be
max1n§g@f[ foval El(etemlre%?eren %@U b?'d‘bﬁ@lé cﬁﬁﬁﬁg,%r ‘?%h{ clRJki:ng i@k lwindow. This

to an access poi nt equi pped a peri pheral
procesachagyt dso OB de NaIyOLlSG‘d"aICE FaanﬁS” grauwy, IWOP IFﬁst&OIn‘ef@rd etc.) that are

interface with .the.attac nscei.ver an
normadly;epployed gbyides FYi ﬁ%‘a%’#?g"o Eherf%lsﬁggertlﬁ Bfepﬁ?%? g"ere‘gn language
tutorift %AMBALIHEE WiHHE 1t&AhRAIE8eSind6wOWIhdiBy L G0t hea text window and
invention will now be described with reference to the

Wlnd@w BORad aftexg lwleciow [ ﬁoggaw A wijlhgye anislsaliphaHIe 3 langupge dggson, say in
French. wamdo%a l%a thie tranlslgfgn %’ﬂjlg 5 TI? ﬁﬁgl sh t&kt, and Window 3 will

have the actual lesson from a text book. Each window points to a specific file and the files are
managed with a second data file called the “Time Marker File.” This file contains information
with regard to the ‘“Master” window (in this case Window 1) to which the other windows are
synchronized. The “Time Markers” define when an action is to occur with respect to the other
windows.

[0085] Alpha blending, remote video source selection and Active Walled Garden™ (see
below) may be employed with this feature.
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technol ogy that is nost useful for education and
ref erence purposes where a video feed may contain
wowvaobiosssthe | P packet synchroni zati on keys to BPCEPBZYS/080963

one or nore text/graphics wi ndows as their subjects
are being presented in the video stream This

[0086] €ChNOI G+ Ieﬁlb%dﬁﬁ&lrﬂasl c)énédfﬁlﬁﬁé B13hds Wg %BntE.Ete /\%ﬁé BIZh4HHE Content
is attenpting to study the relation en an

(ABCo pemuitsetbn ovsréayingarfdvidest @rtop oé vrdesmmmws:r geoeraed anplent, over video

and RS St SOty AP AR b BERR AR o cther
conte@Atbp @Na vides subAWBhH alB3AlREEBhstsCor ol BlindiQi dulBzLIAEZ
t ext book and a book of math tabl es sinultaneously.

[0087¢) i cki hgcloplicm eyssém hhea whiquoWENwehikli ntay ibagiséd totdstdrmine what
| d.ret

adverﬁsemen?s T ogl?ez é:logtléétnﬁ%ggfaatble o%sapgziyﬁgtoﬁgg%gfe%fepe?:{f%twéer? s?ream For
exampllépﬁ ltheﬁfé?i%ta @SN @l RAdV &b rA¢ht ifér 4139 Bbmbﬁi}e@ﬂ & pivEkXlar program the

I nportant to also put that video feed in separ at e
local wBﬁ?d%sweaﬁ@mﬁ@tm@y Bisthieg fonbe elget: {sge vp@re%ﬂn ffraggg BMW dealer
on Vay}\?esg A aPh13 BF§ 15 e &]gC aﬁJ (}c%@xt l:ff{fn sgfr?chr(gne ?A’[I%%SIP packet

on a set o ruI e screen Tayout. exanpfe s
key s@ithwmidaeboyDVB rEétﬁiiatﬁsyn’Eh@ntzﬁnhnnlaﬁallogitcﬂé\ﬂmﬂﬁtsylwhronization based

rekgxiqg to the screen is contained in a "Scre B .
upon gy rHenamedenieed peesiog, syichiomzation op é%%lilwgtq dlackg or vertical

etra ggﬁgﬁﬁhgﬂ%ogf each wi ndow, the location of the content
f rCon the server and whet her the wi ndow can be maxi m zed

[0088f{0 fil IAlpHit’eblemiihg ?ag cbe aﬁﬁzcﬁ{)\@it]h)ytreimﬁbg eomgkntkiahgmepor pre-recorded
right clickin w. This proc s may al so
conterin s e R APTYIOHHE] R SRERES F OISR ER00ET. S8 geraptile and

geogrgﬂ‘ﬁ(‘!@‘l&atl@ﬁ s ﬁnotm;y AES BRIl I ¥h EARNOVREN LB MInHRD and the
or exanple, the désigner is preparing a foreign

uniqu serepl agmbt:mrotdlc aberandrasirdieThapesitiimatotve T \Bmmasltca is known

cither ) 53¢ 3Py ot B AR, T s HEDRNTEY e w08k thereby
permifn@lpHe Beddioteadtur i85 P Bere&AMchtibnih@AG Erranwsmgm% Zrom a known
S

w Il have the translation of the video in Engli .
point inebime athgeonigiiol g anetley may be ameg@@hlaa{sohdemmrflmg draaving) or

v1deozf(%2ﬁ]i g%ﬁe%lﬁo t}%ar%ﬁ‘a%cpsqg MQtaﬂgﬁaréncg%axs%g@ the sggele? 23

es are

[00891 he " TiAme:xMupleest ani dverlay 700 &n 4 video ﬁ,‘rﬁﬁlgea’!msls lsllitf\@fi BELIWGA FIG. 7.
with regard tq the "Master” wi ndow (i n this_case

This igyge b %ﬂn pesitipRecHn ersedstingd lagptirfods thaseresy Akhinohe selgrs,
transpm%ﬁy IhdE MaLsked %}/} t}%ezfdh Qﬁlsc\-ﬁ‘h elgne%eﬁg’}; 1799 id JidkQ12%64 the action that

respect to the ot
occurs after clicking is also predefined. The act10n can be immediate or may be delayed based

upon the desire of the viewer. For example, a viewer may be interested in the ad but not want to
disturb the flow of the program that he is watching. The delayed event will be stored in a
“Favorites” location in the user’s system. Similarly, the overlay may be ignored.

[0090] Although a video image is discussed above, the image can also be a graphic. This
mode is valuable for advertising as the advertisement can be localized for the viewer’s

geographical area. For example a user is viewing a website advertising a product such as a
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[ 0085] Al pha bl ending, renote video source sel ection

and Active Walled Garden(tnm) (see bel ow) may be
weephoysd with this feature.[0086] A next enboPCTERL008/630963

cal | ed al pha bl ending content. Al pha bl endi ng cont ent

(ABC) permts the overlaying of video on top of video,

telev1sAcg)C ghcﬁ o%r S/ ??&t ecﬁgcoﬁ z{t a sr(ggﬁe%'me e?@ h\ﬁﬁ{eslécation. When

USG er el eatures I'en

the ovaﬂia/}eﬂ‘sfcllSl&idiFmieﬁv @b @hétea‘andjanilss;ﬂ‘dyed IShdi\@mgcblﬁe producr;temd/or a coupon for
streamon a | ocalized basis or on an individualized
use at Besit@fe. [ 0087] Each client system has a uni que ESN

[0091]\3{1;10 h Kﬁgtthgreaﬂﬁlggtl(fngf gﬁﬁ?fem r‘@gﬁfes advRL EBlﬁﬁﬂﬁﬂﬁéc&{tem provider

er con di sp ed on top of a specif
to additlgte deasiire e fomthd-oiewen dfplegample, piodnes nsedaor veri @mmmielcular scene of

.advertisenent for a car co on. a par uI ar
moviepjtalitighPt ha awﬁrc%ﬂspse\%ﬁea'alv%ﬁg? MS‘}?&W M AEIHTTAGIne With a
game 10 the effect: "see your San Franci sco BMVdeal er on

Van Ness Street or call 415-555-1234." ABC may occur
[0092py ti nin siditadirto pireadingeonteft praeiders wiythe alpha blending capability, a

) nchroni zati on,, ,DVB ynchroni zati an
serviof BIRSGIUR: &3 EIVONPEITY Bh batadoaRen B O g4 e 88 inks and
featursy 9P réRatatiOh. E@RHl1es Sreskih©Rews WeathePMlbAd et BardPe added in real-time
transition to "black," or vertical retrace

or atpsvd%ﬁmdﬁm@ttf)@bﬁtr{r@mpml pha bl ending may be utilized
[00931;\"0t h SEE;(B?I%{)?SQ gf %tggr;sg; (;fr afﬁla'btlérm@ 295 sl?(;\gn [r%elglgfsdggnd 9. FIG. 8

nt en er (viewer

showsFH Qgdvalart mzvﬂé}&fblerﬂéa wiges vﬁe@frelfanSel arwhggle@@crtamh bfthk screen 800.
| ocation i s known a conbjnation of the client

This cepdoeHmaaEbe RANES KBTS Holchin <G8 HE0HIGY HRABEH op Rottom (o top as
requ1r<‘fr:(§1 for MR e lran e%rér%g theG %I?] &g@t.gﬁﬁ&yﬁgwgg sE£2€n 800 Hith a video frame

nown el pi xel coordi nate or
902, sbeMed lpﬁatldnamrﬁlw&pmﬁlemfedtoher a fullli seredtn afidebroa geapbocanmage 901.

hereby permtti.ng endi n to occur i.n .
[0094lscr een™ 5EREM ?fimﬁntaﬁ)?a‘??‘g‘ﬁﬁméet‘é £q ?fﬁ“‘?erst‘iiﬁcﬂo%aggﬂow video source
selectBRIRVSSH EIJHPFS Jﬁ@glléh% Qﬁ%lﬁ ¥iser t& §el@é{%rhb BY ¥Ry vil€o Sdli¥ces to be

graphic Fso I d,

t ext 't ne drawi ng) or video form
displagexhbredletcﬁemﬂwstemqhspladdcsmzee and transpar ency for

00950038 o g & kO TR YR e o
COVCI‘I-EE lasrdraR Y iBAS o RBE Me RIS b SReHatddusowpBAabi Meliple events. For the
| ocation on the screen 700 in the colors, transparency

obsenaarmongf raltids Paraeraloytrukreusing /RY 55 dhe vidqhEeedywi] bg/scalsd prior to
t he

t t h
v LB R A PR S E 00k e
MPEGe! sta@drde gs®Ade for multiple camera angles as well and the dlfferent camera angles

may be selected one at a time.

[0096] For example, consider the sports application of RVSS using a U.S. football venue
analogy. Typically, producers of major sporting events have a number of cameras operating
concurrently. Some may be in fixed locations and some may be mobile. FIG. 10 shows a screen
1000 with a playing field 1002 with the locations of 8 video cameras 1003 depicted in an alpha

blended overlay on top of a video frame 1001. The scene to be viewed may be selected by the
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upon the desire of the viewer. For exanple, a viewer
may be interested in the ad but not want to disturb
wo b@ofob3s® of t he programthat he is watchi ng. H¢EUS2008/080963
del ayed event will be stored in a "Favorites"” |ocation
in the user's system Simlarly, the overlay may be

systeth Q@é}rlﬁi%lth&o&r%ql ngfdl OO A MhHELod dTRGRe 'a%a%e?&fﬂ%ﬁt@@er such as a

above,” the Iimage can also be a graphlc This node is
numbem freabthe réroptezduteolt i si ng as the adverti sement can be

ocal i zed f or wer''s hical area. )
1009700501 | B et ofisEliring SRR S iasPbedin AR 1. In his
methdel; ﬂﬂ%&d&@ﬁﬁl@% i ﬂﬁé’d/fr&anHe vzﬂfnﬁls@bmeﬂaalah&u@é/g%tle@mehﬁlages in a
for di scount at a store near the user's ho

single] \@é@t ﬁr@me 1AHeon theecigor l%ﬂy By clegkingerdthy lmcbwdmlb:ap)@gaelmage 1102

can b ShOMA a or &, Cau
the sy]stem wﬁl sw1 ClPl t )éhag Yiew L unt lfw%nsefeﬁer g{]r})lﬁ et R u61|11ng to the

home} dH tﬁlsé pzageuml Peaviltple ufn@gestdaﬁ babédoniplishéd [S}h@s@g)ﬂke‘ﬂtack Arrow,” or
prOV|der to add other features for the viewer. For
eqmv@?@hple products used or worn in a partlcular scene

f novi :
[00988 ting Aglnexgn%?ésﬁdes ﬁfg s t@ﬁhﬁ%ﬁﬁz Fn or | n e‘?’gaé% nfgpatvl\?r% K the training
of surgeums. ({sﬁ@gﬁl]e off Itheaéchrﬁdlmm dewripedebalientbe taitice In’(ay switch to different
rOV|ders with the al pha bl ending capability
v1ew1%i1r\1,g %seofﬁ}pfbwrgéy or gqj‘@ﬁ agesthesioleg or é(h{néqr}lrpflrgs g}at are monitoring the
surgeé,nternet servi ce conpany could al so add |inks and
eatures to a presentation. Subtitles, breaking news,
[0099)\eat heEithtrsfitbgse dypes of applhretuaﬁdespoﬁmorraialbattdnnce:aorbeétlrther

entanfitd i oD R B2 Rl A B G 378 T OB U B ey and alpha
blend@Bdo 9r0v'1:decﬁ glﬁpﬁgﬁ\%ﬁ/eﬁay W@Weﬁﬁore%@seadp?h@atwnﬁf Ralese MiHaAced by

avid frame 801 al orig the bottom of the screen 800.
having thesabdrta\m brango® athsr apeillanyvsodrdes ofieantegtit to left, left

R s S G A

GardeS®Y @eindOrkWelakedafavilitle@al ¢rdy Bl @02the Shalt&steBaSEd to@dQH specific
and al pha bl ended over a full screen video or graphics

websiierizpd apre-dpEonised Althendy therssammended gtes anitaaccessserver 122a or

e B P 35 S T S0 AP S8 o
[0101Or e ViTHed csotMeled Carden ™ (AP @yedvidss 4 ke ehvigdiiment for children.

systen1d|s I devi ce. [ 009 sporting and
The uggota yferﬁrsa mﬁﬁpviypwt %&e&ésr%ﬁ%r%%bsg?% fhat-are pre-

definddYn the access server 122a, as defined by the parent on the child’s smart card. AWG
disables hotspots and hyperlinks on web pages that have been approved for access. In addition
to pre-approved websites, the SmartYouth™ user is only permitted: to send/receive email
to/from specified individuals; and chat, IM/SMS and play online games with pre-determined
individuals.

[0102] The smart card set-up service with the SmartStart™ card may define access

permissions during the first set-up or any time thereafter. This feature may also be used to
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covering different regions of the field or for
si mul taneous outputs for nultiple events. For the
wob®enssrs on of nmultiple camera out puts usi ng RVBBS100&080963

video feeds will be scaled prior to transmssion to

the client systemfor display, or the user may sel ect
contro@r@ i8RSO ¢Riodt IReinkMBaseMEGIR e SIRRIPOHRIORS Yd fidblic service

mul’ti pl e canera angl es as well and the different

mstltuclameauai thnggl @mtlnaghab@qsled: éwédo bmev'aer ether sgeurity @B8Binces.

[0103L:g|r nSX Ise’chef 38& |1$ s\; H@ gﬁ%sgesr? f@laylngclgﬁqP%?Ihe%\rlnartStartTM card

choos® QLA tAE sy kvl B@@ttumgtoea/mtcs clﬁlﬁii@afél“waﬂb@(}aﬁfen Leaving
caner as oaer ating concurrently. Sonme may be in fixed

this mlo@@miu@e% ameéwfﬁayldwé nepbstecteg Smarti e Heard. zAn older child

1081QMW| ) aa n?o e bfa|51§ élg%r]lgt%gfla%@[ l!)éhmga?m% his cahd in which

havm$ ocmf gns of &80 Caneras

case thd \Qﬁll%dga@d@rété}& 11@ platewithifa lassMintliesl doneuineaddaskl . W'IEElea child enters an
scene to be viewed may be selected b hesyst em user
approwi wehsHe pe 81y dRA gwtmn thaksitsy éﬂ¢weea¥r@ﬁe¢ ig 2 ligktog ptheg hetspot that

e renote
L I
[0104]50ur ceAimxpembeditredt isRalfddGnuliiple li\n: \tleSpargei hbelgvitioa channels are

ucer n xes the videg fromthe, vario ameras and
currerxtlmsel@?tgé giherpom ap glestronic gragrary ieBidgiog s 'éff]ﬂgl ppresype a channel-

up/chz%rﬁglég&ﬁ g%f (%1%9 PemBY¥ c&lltkcﬁ Ki 'I‘Hg nfUipIE Gk Q/gieg 'pgg@zl ar& Wl dive video

e systemw || switch to that view until
feeds thlakareisealed bys&ie@dnam@dmmhelmbané raee, cifRet gnomperhbyt binchen (e.g., sports,

or base pa th the | t] Ie| s, can, be
news, RGP R e e g iiige s s B
[0105] 0098] RAfrEXAHIHIE. Of the TbABnt fRixged }ﬁ%bi@l@f PUYaridloraRe individual client
educati onal appli cation is the traini ng of surq%gons

systenuUgsen gnam@t@mmeﬁée genmmgqlfé@o‘d@swqouwﬂm gortentidhannels. Whatever
the chtgxﬁﬂaeé gfeoilpg%ysF V\1 101 I%%u g%h&ee%gﬁ/gtfee wil % ggz?%is ﬁl co unic{q & with the

channélNRiveall 1 50 1i0éd fgvdrieds dﬁ(ﬂﬁ‘ﬁr}/&mlﬁ@@ﬁ)&he Hi¢heyst@h’s channel
these types of applications - sports or education -

selectionuisle: Uy prapleaiantels Wie idsa eress syphewn émf Kat lonfhe streaming
medla(s?%%\% %@ gxs%éar d%’&) @u Qctg QL s Wt% lﬂe\tvpﬁ?@s\fce Qﬁaw%ngtc Some
al'pha” bl 0

provi de graph oVer

quantifyus f theden®leeisiones@napiel therpdel ol to da sbeﬂedédklimm H&idzeb@nd aggregated

having the abiljty tg iﬂranchto ot he |IIar}/ ,
into a@gg}e@@@ecbﬁéag@ﬁts]é?wn By hovering over one o the te evision images a packet is
sent to the server requesting an audio feed for that channel. Clicking on the video image will
cause the system to select that channel for a full scale display.
[0106] A next embodiment is called peripheral piggyback. A peripheral piggyback is a
device that attaches to another device such as a cell phone or personal digital assistant that adds
additional features and functions to the host device. A peripheral piggyback may be used to
enable new technologies to be implemented on existing client systems without having to

purchase new clients. This facility also allows different technologies to be added or removed

from the client system when traveling. This is especially important for cell phone RF
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[0100] A next enbodinent is called Active \Walled
Garden(tm. An Active Walled Garden(tn) is a network
wo edoansss7s acility that only allows the client BgBEUSIM08/080963
user to go to specific websites that are
pre-determ ned either by the recommended sites on the
- . . I

techn@GEES bt B! nbEARe AL ot Bt ERE il B ARP countey. A
periplen@mpiggydack pdrinitd e rehevAlaifiexgansbhb petipBeral davited wheMiBy are not

[ f hi | .. Th f
needegrag;{rg—?e?esfg{aﬁq%?{%eigﬁ;ﬁ;igg A Itapwpg;yeq%‘%rieyl%{}‘gg iFturtggré#osfgrthg peripheral

i R L0163 UL 1 RSB G5 g i

that thehilieot sysemamty banskd baEe dichatgiess hot spots and

0007 T R P PR oy AP BPRGRY St e by o
remotary%h?{a%?éﬁﬁﬁermﬁpick $o Rb3t sPREMT trhe %ef&&ecﬁi%iérlﬁﬁr”ﬁ%ﬂl"\%ﬁofthis

emai | to/from specified indiVviduals; and chat,
capabghiyl iygbaye thelmigecgairgiéerwMH) pna-rdaperashimelddevingite icourecsto a

periot AP e I ARY Ve a BT v Bt cBuc s raspmay atso sy

powedidlthdgeripheral Hévte GPlto OF Qlat ROWDCTEr mbebeatially pbivered by a
feature naK1aIso be used tocontrol, or limt, access

power aslapier BheMGlY asing cithasdigect Bxaipry aecessiDM oy pandaaroersunder
oo FEp R L B0 RSSO ESE, RN B 8Susem s
were attaelmgdalocal.. [ 0103] Unless the adult that is setting up

the systemfeatures using the SmartStart(tm card
(0108} hoos eﬁ*e FAnEe PERETRACT Sﬁh@lﬁ&% tdeaRiq 1o cpperet ifpthe reraotg control

includ®8Shfart GRdst gfd%@%@mér\gé,l rhﬁ?op%ﬁ&:ﬁ]dlhe BhaW hEdlssts f"%ﬁlecamera flash
reqwresthe I nsertion of "an adult, on-réstricte
memoSyraartifipen (dbigts;cnct. coAroldrebertc. cAltbrdatinaes it hegperipheral piggyback, for

Smart Yout h(tm), card can nodi s basic user
connep P RDE O BB WL M 20 A s oot Fgample
[0109pel | ed AgaieeRbsdimkst isRalk BEncNtitbnaGhfR Stdtibltd®fology provides for
content access. When a child enters an approved

an emylaben pépdralaraydeozamenite hé exeachizt ogithegankoseevesrl 23d find uses the client
j,nk or other hotspot that will take the

there,is .a
symﬂ%ﬁ??deUﬂgﬂkunapproved website the action will be

[01 10F! sabl gfere[atElR4hy farheXdnsEI¥D adhilBRion the Gkt SorMibR-kfled video
ive video paggg. Tel evi si on channel s are currentl
PK

gamingePlay Séatiogiang bring iwe oé derrare @opvlagrlardditiondo game consoles,
there §80T0TehdorRYy ASPLARRLN R CRANNEL URL. EhANDS s A K SYemulator
on a renote control. nmultrple

| 1VeS'Vi deo pages are
softwaie tipiglicatiow thav ivile aurf @edsertdrand aseorecdingste bY tHehiefl@BRALSs as thin

clientét%{j\é}%krr}e%% Pheadri]gple?yr ae}ldeéatmheecrongrgﬁegpfggctg%s ];e%?l?rtecll %}r/] t}gee\'/agri'ohs games
running on the server(s).

[0111] A next embodiment is called smart peripheral. Smart peripheral 302 is a
peripheral device subsystem that is designed to facilitate adding various smart components to an
electronic device that was not originally designed to support them and has, as a minimum, a

smart card reader and a connection to a personal computer 301. See FIG. 3.
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news, etc.) or by other neans (e.g., |anguage,
adj acent channels, HD channels, etc.). [0105]
wRedoetsismyy to FIG 1, the content service provPdEUSZH88080963
and/or the individual client systemuser may determ ne
t he grouping of novie, video or other cont ent
[0112]?23:“1e léssg}aivt\pp%tgﬁ %r%{/%xrl]?ergg% r % ﬂgxléea thge!i g&ﬁtb&%’r contact-less

smart &28rataet. | @8mwktichrdt \hﬁtlﬁ@ﬁﬁé@ilrea%ﬁ/zﬁf apblitfrican dle‘mltld@Qnart card should
server 124d and transmtted to the client gste

engagehamak cardeogkati he gustidkelnmteriagmpr @ cbentmaud pe %U|S|B\7% wired
o El i
comel By By 0OV P SopdiolL Lt S5 IRCHEAR ociper
Inuﬂﬁ&QQQRSasyﬁmﬁJHHWSOI novi es, etc. Sonme quantity of
hese tel evision stations are then selecte

to b . .
[01 13h cal edABGRATPY o ierB1gREIRBERES MmOt @ngog ij‘?w"g?eer%%“&%‘ﬁd in the
perlpherea?gtég?gacﬁ {Yﬂ)t n 4B%vE oYﬁ&dgﬂga Eﬁé‘ anﬁle?zgl rhdal§ EbEVInREQBd directly

I's sent Erver requesting an
to the ﬁbkd isgstéra@d rdmdte tyhaingcing mnmlmurﬁtarﬂohs rghredogyhe vi deo

[0114h f u|e| %g{glét érgg? mtegr;ls %F@%a&[}sel c?cfhn,gwr}.{]?“ is aservice that

permn%% d}ll%ﬁit %%hﬂ{ﬂ%e%m@ie%@%d ot Ho®K b RhRI@baflb 88V HR& Merhdnd basis

evi c attacheés to anot her device such as a
wnhmneh¢uQMhmengn)p@h&pﬂ&Nldng®®$saSS|stant t hat adds

[0115 dgletr : B.Elé %ﬂf r%gﬁlngeégicgangﬁlgga%tg s%tg{iéag grgtphowg cg {hﬁg zﬁYow fiie client

systent "8 SHRRLRAb 88 rdiRotts UpBRIdeIBIL&H sOfw ¢ irelbaseg beéddn@dvailable.
systens without having to purchase new clients. This

Upgraflecwill be/pravisled athenwsligntisy stemriiser Rleahs pegihesal 1d6Vl5%mt0 the client

or I e ved fr S
sserf 3 it Y LOAIT LSBT g, s e
provid@EtIRCRPAEOGI0ORIet Wath ti Epoatnit® isaireseaheio besihdsabe Isslhng peripheral
sonmetines even within the same country. A periphera
devicqsitg ghardicrt yeiem ¥ery he renoval of extraneous peri phera

01 16g evic e%hmteaﬁ 3 rbeéllfi%fe%t §&5rtU?Ex%@gr Naiﬂgc}{alﬂﬁﬁﬁf Gbfitine” and “demand.”

ecr eases I ze and requi renents.
In the routineensder e eryt ﬂi‘tﬁe Babstpsbﬁeml copieggybime kt willyintyeactiseidi thohead-end
house addltlonal batteries and therefore incre ?
accessepstal seaverliZa and Eauesh BERSURR to %P&P%%%’Zs‘i RV g’aﬂ ofthe
1nfornpa%09r nt't§ ?Mcgés@gzom{z&]sgﬂer Imﬁld%m%'oﬁ%fe r@fea§é1\¢er510n in the client
eral piggybac particular interest iIs
systenabild) i Sge FI&.rle dﬁﬁelcyemcsnstemtsoawpe?r iefshey wdrsideid mw Ctl@ela a dialog box
host . system A The ferred i np

t
with e FEHES b7 BUEUERR: PGP ORONE FOTERa Py Y ghe clent 110.
If the 51%’%% QN &rPthe dBNAE BrdcBedsO Wﬁl%sa%@1s&h&ﬁ§dnpﬁlﬁbﬁhtlcally from the
device utilizing the ubiquitous USB interface. The USB

access eringnof sareerntdya & the hg@@ypm@/upgrade and maintenance server 122¢ to facilitate the
system software upgrade. Depending upon the type of system, and the operations protocol of the
service provider, either an immediate download and update will occur or it may be delayed until
a time when the user of the system (from their own usage profile) does not normally use the

client system.
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power to the peripheral device (up to 0.5 A at 5.0
VDC) or nmay be externally powered by a power adaptor.
wab@9INRad73 usi ng either direct nmenory access ( DR&J/US2008/080963
har dware or under software control, will then
wirelessly interface the peripheral device to the host
[()117fySt emy ﬁle'dferrf d Wiide: i‘fi‘tatlﬁéjb?tqclifg %ﬁJehgﬁlerqu%Qﬁé sysi&h that requires a
ange of peripherals that are desirable to connect to
softwirh éntefnaet(drica thrabodsnok existsin tisnsystencanfichgre bitidke dhen a demand is sent
;om h h ;. h ; il
o e SRR e S o DSBS RS orRld b e e
systerfy Mt tRE h&leSsareliGver&i@ifiBatd VaplitAichd §oﬂ%£1jeﬁ§!;er€@hired, and to upgrade
pi ggyback, for connecting peripherals to the renote
the entiontofigtaré padkagkeon the cimat sy2®ndevi ces, for exanpl e.

0109] next . enbodi nent is,called ga tatign. me
0118} 7 oA PR E g b butnied hhg ek BRTaS i Groga T Rterence t
the profRAEH 8mbYdidRAtsAREBSS, ItGhHEd D% @64di19 AppitehtS IRV SRINRY skill in the
123d and uses the client systemas a "thin client.”

art thet ohargps Mibmedidicationsriy thydeem enh deiridsmay he made avidqut ¢aparting from

the ot eriog e SROF 4R SRE BIThREhe SRrRHa Mo R pass such

changgaamRl Bodisichiess. t here are many network or server based
ganes avail able. The gane station wll be an enul ator
software application that will run on a server and use
one or nore of the client systens as thin clients to
i npl ement the di splay and gane controller functions
requi red by the various ganmes running on the
server(s). [0111] A next enbodinment is called snart
peri pheral. Smart peripheral 302 is a peripheral
devi ce subsystemthat is designed to facilitate adding
various smart conponents to an el ectronic device that
was not originally designed to support them and has,
as a mninmum a smart card reader and a connection to
a personal conputer 301 . See FIG 3.[0112] A snart
peri pheral smart card reader may have either a contact
or contact-less smart card reader. If smart card
witing is required for an application, then the smart
card shoul d engage a smart card socket. The npst
likely interface to a client would be a USB-2 wi red
connection, but FireWre or other high-speed
connections may be used. Each smart peripheral nust
al so have a system ESN 303.
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[0113] An exanple of a smart peripheral is the renote

control device nentioned in the peripheral piggyback
wa@ewpiosis7above. Though, a smart peripheral nmayPEi/582008080963

connected directly to the host systemor renotely

usi ng any conmuni cations technol ogy. [0114] A next

WHA ﬁ? | (BpEDIS. cal I ed SmartUpgrade(tm. .

————%nagﬁﬂpgr&%egtn) is a service that permts a client
systemto be renotely upgraded on both a routine basis
and on a denang bgsis mﬁthoPt the user having to

1. A methpd of peceesingdatpay greted & Clipm SYHFMROMPNEEai nt enance
a . : :
o R B A A B0 B i sygom. said

infornmegion Suflodiag e us@lspas s cloettane sawhnhmbére. Upgr ades wi | |

be prayvi ded. when a il.ept system user plugs a

pgﬁgﬁﬂgFﬁﬁaﬁggﬁE%mF ?dngﬂ@m%w{@ﬁFmngten1that requires
apficksely Ald @RPsjee A iR rMARSH Bydi&drvérSo AeferfHe B8 duvhorization to
installed. This feature provides the service provider

accessdath anhe opportunity to increase their business by

selli eri pheral, devi,ces .to th | ient, system users. .
[ BrerfiMeld bR e e AReForsur sEE Ry Said Sficit at said
client BR&dANI sns: "routine” and "demand." In the routine
node every tine a host systemcones on line it wll
interact with the head-end access control server 122a
ne r est. rdT,SSi Q: P
2. A PBlof SSHEAN D E RS ARk S5 BRRESED of Sabidg RERGEEm JoRdon
informatohusesid shieesof t ware rel ease version in the client
system 110. See FIG 1. If the client system software
rel ease version is not current a dialog box with a
3. A AL AR B e Ay Pl e in RIS,  clent
electrérfic yaml himahert he updat e proceeds. A nessage is then
sent automatically fromthe access control server 122a
to the head-end upgrade and nai nt enance server 122c to
4. A @bl hd B GaihD'®, whesdiR Thid RIiENRY Sie ABE AR infIBRSMH MBIuHE  user
the type of system and the Operations protocol of the
Internstdftrotocel geldosssder, ei ther an i nedi ate downl oad and
update will occur or it may be delayed until a tine
when the user of the system (fromtheir own usage
5. A RE@HH hehn d9es2 NAerfiakaml di¥ntussetnnBcalon@pécific information includes
system [0117] In the demand node: if a user attaches a
globalqwsitiphmgaystem date system that requires a software
interface (driver) that does not exist in the system
software build, then a denmand is sent
6. A method as in claim 1, wherein said data received from said server permits said client

system to access user information from said smart card.

7. A method as in claim 6, wherein said user information includes said user’s graphical user

interface preferences.
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to the head-end upgrade and nai nt enance server 122c to
reconfigure the software on the client systemwth the
woewesswry drivers, utilities and applicati onsPCT/US2008/080963
software, as required, and to upgrade the entire
sof tware package on the client system [0118] Although
r
8. A R il B o0y R R IR el PR SR account
1nmnmmmmhould be readily apparent to those of ordinary
skill in the art that changes and nodifications in the
formand details nay be nade w thout departing from
9. A fP®0odRS i dlaiaD8 WEQER sBifl dnhighel dVAM i¥Brmdtioni ifclhddseariager’s
that the appended clai ms enconpass such changes and
frequemb iy 1 asatuns msfoiiiont S CLAIMED |1S: 1. A net hod of
accessing data by a user at a client system
conpri sing: reading user specific information froma
10. Afhéhbd 89R dlaigArl dviyeif 34id uSér iRk m&YSH @BldSPdai user’s internet access
information including a user specific electronic
permisgensal nunber; transmtting said user specific
information to a server; processing said user specific
information by said server to determ ne user
11. Aadtthod kgatdlgim 1) varess said ariterneteardeppernidsiogs @aiderivsiefrom a
is authorized, receiving data from said server by said
databas jof Age FPIYAIAE WEPSBISE: S§§i§¥a&has62bel% MRIRLEEE in claim
1, further conprising the step of sending client
systen1|ocation information to said server. 3. A
12. Amatthod agi dlainc] @iwheRsin vhié ireemetsaicels peimeissiosyat damived from a
| ocat.ion inf [natlon includes a.client electron
databagg,of filesggrAseible op a PYALE RS OLs St d&ﬁag?%bfl éOI Wi d
client systemlocation information includes a user
Internet Protocol address. 5. A nethod as in claim 2,
13. Awnethed as Badlanc] §, eviterey stid avdesg parimdssionpats et by a master user.
i nformati on includes gl obal positioning system data.
6. Anethod as in claim1, wherein said data received

14. Af 10ibE a4 th S8RV ErwiR@EiHIshid shtttafd in€itles a read-only memory for storing
personal identification data and wherein said user specific information includes said personal

identification data.
15. A method as in claim 14, wherein said personal identification data includes biometric data.
16. A method as in claim 15, further comprising:

collecting a fingerprint using a biosensor linked to said client system;

comparing said biometric data and said fingerprint to identify said user.

17. A method as in claim 14, wherein said smart card includes an encryption program for

encrypting said personal identification data.
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systemto access user information fromsaid smart
card. 7. A nethod as in claim®6, wherein said user
WO pdoofossmr3 on i ncl udes sai d user's graphical UusPCT/US2008/080963
interface preferences.8. A nethod as in claim®6,
wherein said user information includes said user's
i Nty i ' 9. A nethod as in claimS8,

18. A %&%fﬁﬁggﬁg&gﬁﬁﬂ?%%g@%@%ﬂﬂ% i nformati on includes said

usading diestuystein btaten iafocatidn forshalr seeteir,on. 10. A

met hod as_in clgin1ld wherein sai d user. i nform io% .

| HBsrGHeRidaerayaenzaiion i diteratnceclyebath saifl psErsPETEC clpgtronic serial
numbd? HERAIER s NofdlBEdRoh QniphigiI 1 sai d [nternet access

perm ssions are derived from a dat abase of age

appropriate websites, said database being on said

server. 12, A method as,i.n claim10, whereipn said .
19. Ajthodyis inlaiincl it S8 G SR Cahp RASGPBhing el zation card and
said d&13§LPasRpbuitie B IREAREH RLBpRSnAriar ¥sPdsSodtRE IRtk .a single account.

sai d dat abase being on said server. 13. A nethod as in

claim 10, wherein said access perm ssions are set by a

nasi er user .. A.nethod.as in claim1l, wherein said

20. A§W%ﬁwi@deﬁTﬁééﬁgggwéc@gg%@%%ly nmemory for storing
PRAgARAker spedtit idfoahitn fitah a saduhdWhrk@iafd Bypsad viset system;
specific information includes said persona

| erpring wsensnasicarercess peBnisHopRhed aléent AYSEB m 14,
rei.p; sai al i ' ' des

o SR T BeF 980, LB ET AR SITEE

cabfng sdidgser cpediRehdongs [@erihissigas pi kaitl seisbng a bi osensor

linked to said client system conparing said bionmetric

data and said fingerprint to identify said user. 17. A
21. ATREROEa R aﬁmcﬂ,%@ﬂ&%oméﬂgﬁg bR g@lsdrsmart card

i ncludes an encryption programfor encrypting said

psangongab shideatvief & bstdrpof dabsited 8isitéd b sdid dsani saiddl@inhsystem;

1, turth&g.conprising: senging client system | ocation

i PPEREER! EKFB?§§WHS BFUERS wherein said user o

aFfo'Eersiré,astaidorﬂstbl%' defeRimideadi dseP Ot bhstmleflindgedts.speci fi c

el ectronic serial nunmber and said client system

| ocation informtion.

22. A method as in claim 21, wherein said data includes an electronic coupon.

23. A method as in claim 22, wherein said electronic coupon is written on to said smart card.
24. A method as in claim 21, wherein said data includes an advertisement.

25. A method as in claim 24, wherein said advertisement is displayed on said user’s graphical

user interface and wherein said advertisement is alpha-blended with the image on said graphical

user interface.
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19. Anethod as in claiml1, wherein said first smart
card is an account initialization card and said data
WO 8008/05%03 up routine for initializing multipl ePGIER1008/080963
cards associated with a single account. 20. A nethod
as in claim19, further conprising: reading user
26. Asfpseﬁba Leinl AR TR b ARGing AR, , SRAding 2 2fichtRYstS@i18kation
ent system eéentering User specific access
infornpeiomits said nerven asdmtiecin @md sesyertam usty sand chicnt 'sysgem icdtion

user specific acce ssi.ons to sald serv nd
inforng 5 R Chmia® a8 errog e Y b B i Suf e ob i v
server. 21. A nethod as in claim1, further conprising
the steps of: sending to said server a history of
websites visited by said user on said client system
storing said history on said server; and processing
said history to deternine said user's consuner
interests. 22. A nethod as in claim?2l, wherein said
data includes an el ectronic coupon. 23. A nethod as in
claim 22, wherein said electronic coupon is witten on
to said smart card. 24. A nethod as in claim 21,
wherei n said data includes an advertisement. 25. A
nmethod as in claim?24, wherein said advertisenent is
di spl ayed on said user's graphical user interface and
wherei n said advertisenent is al pha-blended with the
i mge on said graphical user interface.26. A nethod as
in claim?2l, further conprising the step of sending
client systemlocation information to said server, and
wherein said server also uses said client system
| ocation informati on to determ ne geographically
rel evant consuner information for said user
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