F0449/ Bﬁﬁt | PTI ON AUTHENTI CATI ON SYSTEM AUTHENTI CATI O\I
UNDERTA APPARATUS, AND TERM NAL APPARATUS NI CAL Fl ELD

present invention relates to an authentication syst em whi cjﬂl’l“mmmﬂmmmﬁim
aut henti cati on data necessary for authentication of a nenb | o
whi ch provides services to the nenber via a comuni cati on net worshisost o

thereby elimnate the necessity of nmanual input of authentication data
which the nmenber woul d ot herw SpERERIPTIONUt for accessing the site by

use of a termnal apparatus. The present invention further m"m", an
aut henti cati on wundertaking apparatus and a term nal appara mwﬂmmmmm
constitute the 15 aut henticationNa}/stem BACKGROUND ART W despr.ggh,4/se of
the Internet has |ed to crABTHENKFICATEODESISTPEM nt ernet site whi ch

provides a servi CRUPHENT] Aﬂ@@ﬂNDEMAmNGnAPP%ﬁAWS 20 creation of
a site which provi | vice y-user ’basi s over the
| nt ePnet (herei nafter &&fMAfﬁgﬁM% to as "nenbers- only
sites" or sinply as S|tes"). The operators of these sites issue to each
regi stered nmenber or registered user (hereinafter referred to as a nenber)

a uni QUEECHNICGATt FIEE® | on data) and a password (hereinafter, |D and
password 25 will be collectively referred to as individual aut henti cati on
data). The present invention relates to an authentication system which
provides authentication data necessary for authentication of a member to a site
10 which provides services to the member via a communication network, to
thereby eliminate the necessity of manual input of authentication data which
the member would otherwise have to input for accessing the site by use of a
terminal apparatus. The present invention further relates to an authentication

undertaking apparatus and a terminal apparatus which constitute the

15 authentication system.

BACKGROUND ART
Widespread use of the Internet has led to creation of a membership
Internet site which provides a service to limited members over the Internet and
20  creation of a site which provides a different service on a user-by-user basis
over the Internet (hereinafter, these sites will be referred to as “members-
only sites” or simply as “sites”). The operators of these sites issue to each
registered member or registered user (hereinafter referred to as a member) a
unique ID (identification data) and a password (hereinafter, ID and password
25  will be collectively referred to as individual authentication data).
When a certain member accesses a site from a terminal apparatus in
order to use a service provided by the site, the site transmits to the terminal
apparatus of the member a form for inputting individual authentication data

and requests the member to input the individual authentication data. In



When a cpotapp3nepber accesses a site froma termnal apparatus in order
to use a service provided by the site, the site transmts to the term nal
apparatus of the nmenber a formfor inputting individual authentication data
and requests the nmenber to input the igdividual authentication data. In
F0449/ 3122 2 response to the input request, the nenber manually inputs the
I ndi vidual authentication data by operating the term nal apparatus. The
si te recrespense he thé imputiréqaestatid amdmbert imanudHyanpandthégrdividudliecei ved
i ndi vidual authentication data are correct, authenticates that the service
usage r edlitbenticabontdata byroperating thpperminad apparatus agd heesjteesdceiivestize
menber or the like. Thereafter, the user of the authenticated termn nal
appar at udhidividual authentication datp,and whenthegeceiyediindividual anthenticasiom
t erm nal atgpar at us whi CB ut.ili ze's1 a plurality of such nenbers-only sites
must merdAtAALe LopTeet Aythentieates dhat theseryipenasagedeauest fnosn dhe tersninal
corr%spondi ng t O resgéactive Sef{\/i ces in.order,t (i]rvi ces. Wen
f |
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be sol vegle diigvever, in actuality, individual authentication data do not
have a 15 unified format and/or an attribute and therefore differ anong

sites. For  eAQdrof d mihilappathi\Chtiarblifed d'glupilicy GREIGIN Site my

consist of an ID conposed of to 8 nuneric chardcters”only and a password
conposednembirs-only 2itel phadtahemotivey aplaaditp off indBAduahshi thedtizghtion, _

aut henti cati on data of another site may consist of an ID only, which is
conposedlasa sets corresponding towespe@ive senvicdseinsorden toanilizs thesservigdser s
cannot sel ect individual authentication data freely. Further, unification
of i ndi viVdea theundevidughauthengicatioandntg sets e be used Jooa pluralityiaf not
desirabl e fromthe vjiewoint of secHri ty..Accordingly, .consolidating

i ndi vi diielViges R unilied &o cemmonauthencation data, itgﬁtpirﬁhlqméh%ﬁlelﬂﬁﬁ been

di ticulbust memorize a plurality of individual authentication data sets may be solved.

However, in actuality, individual authentication data do not have a

15  unified format and/or an attribute and therefore differ among sites. For
example, individual authentication data of a certain site may consist of an ID
composed of 4 to 8 numeric characters only and a password composed of 8 to
12 alphabetic characters only; and individual authentication data of another
site may consist of an ID only, which is composed of 9 to 10 alphanumeric

20 characters. In many sites, members cannot select individual authentication
data freely. Further, unification of individual authentication data among a
plurality of sites is not desirable from the viewpoint of security. Accordingly,
consolidating individual authentication data sets through unification thereof
has been difficult.

25 Even when individual authentication data sets can be unified to a
common set, the user's inconvenience of having to manually input individual
authentication data when utilizing a members-only site has not been solved.

For example, even in the case in which the user of a terminal apparatus has



25 Even phgngyHgpyi dual authentication data sets can be unified to a
common set, the user's inconvenience of having to manually input individual
aut henti cati on data when utilizing a nmenbers-only site has not been sol ved.
For exanple, even in the case in which_the user of a term nal apparatus has
F0449/3122 3 utilized a service of a cértain menbers-only site upon input
of certain individual authentication data and the user subsequently

uti | i zesudlized "isepviet ofancérisin MeMbrs-cHly it hsomimpit GLeapiin t he sanme

i ndi vi dual authentication data, the user nust 1 nput the indi vidual

aut hent i maividuall atitheagiviaioncdfarandntichasts subgequemly uedivesn ftvidoobfa user,
because the nethods elimnate necessity of inputting individual

aut hent i anothenmeanbers/onlyr site whaclpheceptsithd same inkisidual authewtficatipar at us
configured in such a manner that when the term nal apparatus receives a

f or m f ordatapthe wsey musiginpud the individuali anthentication dathagaiy. ni nal  appar at us
automatical ly i nputs t(gf | o i_ng'ivi dual authentication data into the

cor r 8spondi ngSPmsunethadsarehighly senvenicah foraiusenhesanpe thepsthetlst he user

opar ot ff‘ﬁ%mm?ﬁo'i PepeSiily'b ?@w&?&fi@?\t@@%ﬁ R htia Tf[&:t]te hent EL:Q? ! on data
. . . . g e ot :

par Ly obt ai noAdnst CEAHFIE maRBAANTes 4 Wifinal aPoBRRE) Chnbipheed Thslich s
fraudul eppianneF %ﬁ%ﬁ\@henttﬁ% ?egg?ﬁ%a@%ﬁp?ﬁtﬁ?&e@éi%?%alﬂ@ df({éﬁghgp?ﬁl%l ewpoi nt  of

security. A second exanp Zzes a soO-ca servi ce.
Thi s serinded ' ; hC i { : hie

whi ch provi dgga?ﬁ?ﬁéﬁﬁg,&;hﬁhﬁ?ﬂlgﬁo ‘?ﬁf‘bsi @ﬁgwﬁq%&ﬁ@fﬁ ﬁlg% dat a
set 3020 ihdividupl andlenticatibnrdathént o) doﬁéé;ﬁmdiﬁgfiﬁBU’éﬁ‘éld.W‘%i@ user of
this service logs into the site by inputting an ID and a password over

t he | nt emathtod careelminateptheviaies of the aser retjuiretitd inpartiadsvidaby site which
the user wishes to utiljze, individual authentication data that satisfy
the requittBemticaiion data o theterminad appagate. |1 n ot her words, users of this

service are relieved .of . the necessi 1o. . . )
ﬁowever, in this case, since tth% individual authentication data is stored

in the terminal apparatus, there is a possibility that a third party obtains the
15 stored individual authentication data and uses it fraudulently. Further, this
method is not preferable from the viewpoint of security.
A second example method utilizes a so-called global ID service.
This service provides means which enables a user to store, at the site
which provides this service, a plurality of individual authentication data sets
20 for a plurality of members-only sites to be used. 'When a user of this service
logs in to the site by inputting an ID and a password over the Internet, the site
proVides, to an individual members-only site which the user wishes to utilize,
individual authentication data that satisfy the requirements from the members-
only site. In other words, users of this service are relieved of the necessity to
25  manually input individual authentication data for each members-only site.
However, when the ID and password necessary for logging in to the
global ID service are leaked, all the individual authentication data sets stored

in the site are leaked simultaneously. That is, use of the global ID service



25 manuakbyadppup2i ndi vi dual aut hentication data for each nenbers-only
site. However, when the ID and password necessary for logging in to the
gl obal 1D service are | eaked, all the individual authentication data sets
stored in the site are |eaked si rrulta?eously. That is, use of the gl obal
| D service F0449/3122 4 increases the risk of |eaking individual

aut hentication data as conpared with the case in which each user manages a
pl ur al i t incvéasesdhe iribkeof Feakivpindivideal awthentiestion datdPhSebRpdred FithHE

| N\VENTI ON The present invention provides an authentication processing
system thengasednnyhirhceachmserananagesa phutality ofl indaviduyl adtHesitivatan
appar atuses, each being connectable to the comuni cati on network via
comuni c@atadets.means and connectable to a plurality of sites via the
comuni cation network; | o and an aut henticati on undertaki ng appar at us
connected to the comuni cation network. The authentication undertaking

appar at ' ' for storing, for each user of the
ter m5nafﬁ£$§in$ﬁ’j§6éllﬁﬁ#ﬁﬁ%| ndi vi dual aut hentication data sets
to be putted 4 sites.. authenticatio neans for aut.henticating the
user of each m&%fﬁg‘?%‘dﬂﬁﬁt&?ﬂwm@gﬂp ?L%ﬂ{ﬁ'\qciaﬁé?lni RJQCE$SI1DE §YS ei t her
data fi ASS) . ) . . _ ' to the
uaer: spaanpridan AtetiBniciorEhelc PRERof eroi b FaPbRAh s

aut hent i gihepseipy ddifhedtd i \ M fd l#] A5uni
undert aki ng rre]ags for exélgg%tt}ﬁﬁgpﬁ&%ngﬁféhz*% gﬁﬁoﬁlﬁvﬁéeé |rslpeggto gbase,

i ndi vi dusleansiahdwonnettable €6 tasploealissoPsitédid thet dbmufifficatibh Heiiverked by
the 20 authentication neans and the site specified by the specification
nean$ anahd an authenticition uhdertakingcapphratnd conhedted to oo conahunicatism to
the specified site. Preferably, the authentication processing system of

t he preskgtwarky enkheauthenkisationaindertaking appasatus aomprses adlrsappar at us
through uti]izafion  of g&ta peculiar to a human body. Mre preferably, the
t er mi nal daipbateatarstonng; he eardsusaraisthederpenalapnaratuses, a plunadity oft age of

aut henti.cati.on progessin . . ..
individual b0thentication data sets to be putted into the sites; authentication

means for authenticating the user of each terminal apparatus through
15 utilization of at least either data fixedly assigned to the terminal apparatus or
data peculiar to the user; specification means for specifying a site which the
user authenticated by the authentication means wishes to utilize; and
undertaking means for extracting, with reference to the first database,
individual authentication data corresponding to the user authenticated by the
20 authentication means and the site specified by the specification means and for
providing the extracted individual authentication data to the specified site.
Preferably, the authentication processing system of the present
invention authenticates the user of each terminal apparatus through utilization
of data peculiar to a human body. More preferably, the terminal apparatus
25  includes means for performing a first-half stage of authentication processing
for the obtained data peculiar to the human body.
Preferably, the authentication processing system of the present

invention includes authentication level selection means for enabling the user



for the obpigpe nethglata peculiar to the human body. Preferably, the

aut henti cation processing systemof the present invention includes

aut henti cation |l evel selection nmeans for enabling the user F0449/3122 5 to
sel ect an authentication |evel. Mre p§ eferably, the authentication
processi ng system of the present invention includes insurance-prem um
charge neans for determ ning an insurance prem umon the basis of the

sel ect edo suledten autentieatiovideveR PVRIrerprefrablyl¢he wulledlitiGaidiPn processing
system of the present invention includes authentication valid-term

manageneprocessing systemafahe pygesemt vaventior inclddes igswanes-premia bRatdecat i on

is valid. Preferably, the authentication processing systemof the present

i nvent i oneang foridetenmiiaing arinsirance preriumgn the basis afithg selectedes to

update 1o the second dat abase. The present invention provides an

aut hent i atheptcaneR leval; ng apparatus which conprises a first database for
e termnal apparatuses, a plurality of

SRR T AR R TG o T NG
appar at doeehffndRehies Buiedion Faliddetmandnaredent Fieansdos aRagiRed (o
for  spdb/ Pt (PSR wfich PAC aB R Alioksoilid a by “The authenti cat: on
eterence 1o VacHPH: hE auen AR Ao eas TRy Rl o Id PRseRE: . "
AN D i s ke e S b e
ext Lact ¢Heisedond dlagdbaset hentication data to the specified site.
Preferably, the authentication undertaking apparatus of the present
i nvent i on autHaepresent snvéntien provides anrauthentioation ppriestaksng lappagitus
util Zatviv}?{]ch (:Zc;:)mg;isgg glaﬁrgte Elgtlaib%rse tfgr gtorlllunn;nfotr) %ggh user of the terminal
apparatuses, a plurality of individual authentication data sets to be putted into
the sites; authentication means for authenticating the user of each terminal
15  apparatus through utilization of at least either data fixedly assigned to the
terminal apparatus or data peculiar to the user; specification means for
specifying a site which the user authenticated by the authentication means
wishes to utilize; and undertaking means for extracting, with reference to the
first database, individual authentication data corresponding to the user
20 authenticated by the authentication means and the site specified by the
specifications means and for providing the extracted individual authentication
data to the specified site.
Preferably, the authentication undertaking apparatus of the present
invention authenticates the user of each terminal apparatus through utilization
25  of data peculiar to a human body.
The present invention provides a terminal apparatus comprising
communication means connectable to a communication network; connection

means connectable to a site and an authentication undertaking apparatus via



The presenisdnyesnd i on provides a termnal apparatus conprising

communi cati on neans connectable to a comruni cati on network; connection
nmeans connectable to a site and an aut hentication undertaking apparatus via
F0449/ 3122 6 the communi cation network;, neans for obtaining data peculiar
to a human body; and neans for perfor?n' ng a first-half stage of

aut hentication processing for the obtained data peculiar to the human

body. 5 tg!comPEHENRT AbWbrK; Hae AR NGStahing dat'a?e’tuﬂ’ia_@% adh@fiagm show ng
the configuration of an authentication systemused in first and second
enbodi membdy;aind imeaps dee performingta first-KalGstagel of authentikadoagracesdiag ng
the configuration of an | o authentication undertaking apparatus PVC used in
the fi rshordhe obteined dasaipednhientathe-h®man bady conceptual di agram showi ng
the configuration of an individual table Ti provided in an authentication
dat abase VDB. FIG 4 is a conceptual diagram show ng the configuration of a

3 o SRR OR AR B, .t elond St o
L o RO oSl e BSOS AT ARala Shor el dod on the
0 opl 2ol o Sy BIH TRy Shond il bR BEIRC B e o

embodi Mgl eRBHHON B Nenbership registration. FIG 9 is a flowhart show ng
the fl ow oF processing which the cellular 25 phone M5 of the first and

second enbodi FEGR! 3 ipgbleckdiagram shéRing ¢he coifiguratién dftapent i cation data
is contained in HTM. dat a.
10 authentication undertaking apparatus PVC used in the first and second
embodiments.
FIG. 3 is a conceptual diagram showing the configuration of an
individual table T1 provided in an authentication database VDB.
FIG. 4 is a conceptual diagram showing the configuration of a site table
15 T2 provided in a site database SDB.
FIG. 5 is a block diagram of a cellular phone MS used in the first and
second embodiments.
FIG. 6 is a schematic view of a determination button 41 provided on the
cellular phone MS.
20 FIG. 7 is a diagram showing an example screen displayed on the
cellular phone MS2.
FIG. 8 is a diagram showing the flow of data at the time a user of the
cellular phone MS2 of the first embodiment performs membership registration.
FIG. 9 is a flowchart showing the flow of processing which the cellular
25  phone MS of the first and second embodiments performs when a tag for
inputting authentication data is contained in HTML data.
FIG. 10 is a diagram showing the flow of data at the time the user of the

cellular phone MS2 of the first embodiment performs menu registration.



FIG 10 ressogdsagsam show ng the flow of data at the tinme the user of the
cel lul ar phone M52 of the first enbodi nent perfornms nmenu registration.
F0449/ 3122 7 FIG 11 is a flowhart showi ng the flow of authentication
undertaki ng processing perfornmed by tl;e aut henti cati on undert aki ng
apparatus PVC of the first enbodinent. FIG 12 is a diagram show ng the
flow of data at the tinme the user of the 5 cellular phone M5 1 of the

first enbodi nEIG. I1ii$ afbowehanshowingahei flowssf mithentidaion dindertakihpe first
enbodinent. FIG 13 is a diagram show ng an exanpl e screen displayed on the

cel | ul arpracessingfperforteél by4heauwhemricatpon andeitagimgrapparaitug PAE lfithiecat i on
processing lo performed in the authentication service according to the
first enfitsdiembedimentc, 15 is a di agram showing the flow of data at the

time the user e cel]lular phone M5 1 uses the authentication service
according to Ffé i?ﬂ%? 1@misgémmgr{h§rﬂiéw afglataiat the timgthe usen ¢f tte si t es

T
ALY 1 8 S SR
1915 a o agr oishods AgueRaty oifie i Slarfbfs, SEPRALGIENEN AR, ot i

cel l ul arcddiAREpond MSill | zes an authentication service according to the
second enbodi ngnt. BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON 25 The present

hp\é\?\n .nL lggn \imAl FIF(iTitragdtl i%sm cg&gi&ﬁg%@@iagra@ﬂfshbmwtdﬁm&i@ézﬁmpirébesfsi}?g attached
10  performed in the authentication service according to the first embodiment.
FIG. 15 is a diagram showing the flow of data at the time the user of the
cellular phone MS1 uses the authentication service according to the first
embodiment in order to utilize a plurality of sites S1 and S2.
FIG. 16 is a diagram showing the flow of data at the time the user of the
15  cellular phone MS3 uses an authentication undertaking service.
FIG. 17 is a diagram showing an example screen displayed on the
cellular phone MS3.
FIG. 18 is a table showing authentication levels of the authentication
systems used in the first and second embodiments.
20 FIG. 19 is a diagram showing the flow of data at the time when the user

of the cellular phone MS1 utilizes an authentication service according to the

second embodiment.

BEST MODE FOR CARRYING OUT THE INVENTION

25 The present invention will next be described in detail with reference to
the attached drawings.
<A. First Embodiment>

<A-1. Configuration>



<A-1. Coppi@yyeippn> F0449/3122 8 <A-1-1. Ceneral Description> FIG 1 is a
bl ock di agram showi ng the configuration of an authentication system
according to a first enbodi nent of the present invention. As shown in FIG
1, the authentication system accordi ng,of the present 5 enbodi nent includes
an aut hentication undertaking apparatus PVC, a plurality of cellular
phones Ms (M5 | to M53) , a plurality of nenbers-only service provision
sites S €A-1,1.%3¢ncral Duscription>uni cati on network MPN, the Internet | NET,
and a gateway server GA5. The nunber of the cellul ar phones M5 acconmodat ed
wi thin the | oFHUt hastiblack ahagram showdangrtte monfigurhtonrafsant enbodi nent i s
arbitrary, and therefore is not limted to that shown in FIG 1. The
nunber oduthepticatien sgstem aceonshng ¢o avfirstiembodimenthefthecpreisent mpsndion.
according to the present enbodinent is arbitrary, and therefore is not

i mited -{9-@ shexn ghElG. iLnthe authentication systamiacsording efithe: present appar at us

b R s S L e AR 0 AR ™
ser of S tellar BREREEMSAS AFNIS3)  olutalily ot BB ERIY SeREGnen  ne
Lo SO S 12820 TR RTFRL e © (S

aut he”tilfiﬁéﬁ]&?INEiErérﬁMgﬁF i tahves WS, provides a nenber nunmber to each

menber of the service an ests the nenber to register general

aut henti cat i oFhggiuanbéreehthef célliflaf phorbaMBheomMBdatdd within the3) can

establish connection wth the nmoblile comuni cation network MPN by neans of
radino 25awthentioatianisystenT hecomihg e the lpresant\wmbogdimentsisarbitrams afd( S 1,
S2) are connected to the Internet. The sites S (SI, S2) provide
nmenber s-thergfoseis notlimited tethatshown in FIG. 1.  The number of the sites S
accommodated within the authentication system according to the present
embodiment is arbitrary, and therefore is not limited to that shown in FIG. 1.
The authentication undertaking apparatus PVC is connected to the
15 Internet INET. The authentication undertaking apparatus PVC provides a
service (hereinafter referred to as authentication undertaking processing)
which is performed on behalf of a user of a cellular phone MS, which
processing the user performs when the user starts utilization of a members-
only service provision site S (S1, S2). The authentication service is a
20 members-only service. The authentication undertaking apparatus PVC
provides a member number to each member of the service and requests the
member to register general authentication data.
Each of the cellular phones MS (MS1 to MS3) can establish connection
with the mobile communication network MPN by means of radio
25 communication.
The members-only service provision sites S (S1, S2) are connected to

the Internet. The sites S (S1, S2) provide members-only services to users of

the Internet. The sites S (S1, S2) each have a member information database



the Interngio/Ie sites S (Si, S2) each have a nmenber information database
F0449/ 3122 9 CDB (CDB 1, CDB2 ) which stores individual authentication data
to be used for authenticating nmenbers who utilize the service. Each of the
sites S provides the service only to the nmenbers registered in the nenber

I nformati on database. The individual authentication data include a nenber 5
nunber (nmenber I D) and authentication data (password). The site Si in the
present EDR(CDB1, CDB2)0ehicHh storesedisidnalauthenucagoh das®Pbeugedo can
utilize comruni cati on nmeans whi ch enpl oys the SSL (Secure Sockets Layer)
encr ypt i for quthéemocdtinghatemnberstwhonsileze the sepvice. PBhcle ofthesites Son) . 10 The
nobi | e conmuni cati on network MPN includes a plurality of base stations, a
pl ur al i tproyfidesshectersicet omlysto thepnemiiers yegistératddndbameembey gat eway

switch stations, a plurality of subscriber processing apparatuses, a

gat eway indermationgatabase. wikhe mvmlxﬂmb@m@@aﬁmd@gﬁ inpdude agsendhanect i ng
them The bile co r}icaio net wor k N has a function of relaying data
15 bét ﬁé(@@mﬁlﬂ% authenticationdata (PassPTNET and a function of

char 9 g e e e S, Y B R B oS RS RREE R N
R T Y T
server St SRRl Soabls I ARPE A Bidpl ApEO MAETLING BB (0

of HITP $$¥rommaniddtisipf er Protocol ) (hereinafter referred to as a GCET
request) froma cellular phone M5, the gateway server GAS anal yzes an UR
( Unibor m Resdlhe endbitntofimunicaciohandtebrknMPN ifEildes qupliralitfhefbase 25 URI
designates a site on the Internet |INET, the gateway server transfers

t he GET stagonsta plurality ofiswitchtstatiems, aplurglity wlyinterconnecHA getoovays a
response to the GET request transmtted fromthe Internet I NET and

t r ansmi tswitch stations, a p(iurahty of subscriber processing apparatuses, a gateway

o

server GWS, and wireless and wired communication lines connecting them.
The mobile communication network MPN has a function of relaying data

15  between the cellular phones MS and the Internet INET and a function of
charging the users fees for use of the mobile communication network MPN.

The gateway server GWS mutually connects the mobile communication

network MPN with other networks, including the Internet INET, through
conversion of communication protocols different among the networks. The

20 gateway server GWS is preferably disposed at an interconnecting gateway
switch station of the mobile communication network. Upon receipt of a GET
request of HTTP (HyperText Transfer Protocol) (hereinafter referred to as a
GET request) from a cellular phone MS, the gateway server GWS analyzes an
URI (Uniform Resource Identifier) contained in the GET request. When the

25  URI designates a site on the Internet INET, the gateway server GWS transfers
the GET request to the Internet INET. The gateway server GWS receives a
response to the GET request transmitted from the Internet INET and transmits

the response to the cellular phone MS.



the respposggy9iihe cellular phone M5. F0449/3122 10 Wen the UR

represents a resource of the gateway server GA5, the gateway server GA5
transmits to the cellular phone M5 a resource corresponding to the GET
request. Resources held by the gat eway, server GA5 include U definition
data which are described in HTM. (HyperText 5 Markup Language) and define a
user interface of the cellular phone Ms. However, when the cellul ar phone

M5 carries ouWhethe URineprestnton resdiiroe cfetheogatedidyesernet WIS tRenet
while using the SSL encryption protocol (designatedyﬁsy https://’), t he

gat enay gatewary s8rBerl W Snivansmits to chpaeHular plhene M$hadesetireen bet ween t he
cel lular phone M5 and the site. 10 <A-1-2. Authentication Undertaking
Appar at ueotrespandingd04hp IGET r¢iquestam Resauncgs hiedd byrthegatewayrsepyet he

aut henti cation undertaki ng apparatus PVC according to the present

enbodi meHtW SAschidsnH1 idefmidondata mehighane geseribed in MEME A yperdpstr at us 15
Ve, . sMaskfinicmaiagsh 290 desiios Soer MicHBemi e GeHMSCERoRA MB; an
control *sect Hselet: AR EIEphe NS SeSeSoBRHRTPLdes an | ndi vi dual
nai vi e uiCaticy it o RRERR IR o pEETRRMMEIRIBRSRR ST I B "

rerber | P MEACR prétocdiAdeSiiri e BY HER.F), theBAERAISAVECEWS AU BEET, o1 ¢

for storpagicipaterindte coRmpRhicHIBIEbetWediRfRe éélmmrlfpmn%tms' 268d the site.
appel I ation (nanme) of the 25 menber; a phone nunber field for storing the

phone nunber of a cellular phone M5 which the nenber uses; a general

authentication data field for storing, in an encrypted form data
( her ei nafAel-2.ef Authentieation Yndertaking Apparatus>

FIG. 2 is a block diagram showing the configuration of the
authentication undertaking apparatus PVC according to the present
embodiment. As shown in FIG. 2, the authentication undertaking apparatus

15  PVC according to the present embodiment includes an authentication database
VDB, a site information database SDB, a communication section P1, an
operation section P2, a display section P3, a storage unit P4, and a control
section P5.

The authentication database VDB includes an individual table T1.

20 FIG. 3 is a conceptual view showing the configuration of the individual table
T1. The individual table T1 will be described with reference to FIG. 3.

The individual table T1 contains a record for each member of the
authentication service. The record has a member number field for storing a
unique member number; a name field for storing the appellation (name) of the

25 member; a phone number field for storing the phone number of a cellular
phone MS which the member uses; a general authentication data field for
storing, in an encrypted form, data (hereinafter referred to as general

authentication reference data) based on which authentication of the member



authentiggiaomigierence data) based on which authentication of the nenber
F0449/ 3122 11 (hereinafter referred to as general authentication) is
performed; an authentication level field; a valid termfield for storing a
valid term of general authentication; [connect ion destination ID fields for
storing I Ds of connection desti nati ons (sites) for which the

aut hentication service nust be performed; 5 individual authentication data

fields fersimafiengeferredito engenetad dutlembication igipbrédroaed;nant i cation data
sets to be putted into the connection destinations; an insurance prem um

field foauthenticayondeveldueldnaevglicetermmtfiebd forstoempea vabid tesin of gegedal use by
athird party; and a usage-fee field for storing a usage fee for the

aut hent | autheohcaden; cennextiorhdegsinatzon 1D fa¢ldsdonstaring I%@snfu cennantiarD
fields and the plurality of . individual authentication data fjelds

cont ai nedestmations; (sHes) énawhtc&btl@ aythepticadep seEvice raupl be perfoymsd;

tion,.dest i nati whi t tili.zes. Th I
a0t nént | RV ERa abthan BROnCpJielSs 1R SIOTPEINAELERSHY PG AOhel d and  a
| oy e BE A SAS e R St AR o o ol S
ppel | at oA alifada e hroibie GREF RS A RiaheE oRBREH R
t henti | § ot , ' '
oo, amg AEe ABebt TEAT Y o PR P hand B e e e o e 2o
I ncl udesu@g@ke forlthe€ adthenfticatioh derviceconcept ual vi ew show ng t he

configuration of the site table T2. The site table T2 will be described

wi t hor ef er enc®he plitatity 4f cOmmestiva desbinatioh IIDdlaldeand thepdurhlitgrofeach
connection destination ID. The record has a connection destination ID
field; andividual authentiwationodatadields copsainedlin the indivddnektabde Tdest i nati on;
a connection data field for storing data, includi ng_ a URI, required for

est abl i s$TESSRENChihe Plyrahity of qonnectipadgstimationas which, thermemhgratilizes.

classiT1pg el authertication data fild is"divided fitos Soiceprmt data Held and
a fingerprint data field. The individual authentication data fields are each
15 divided into an ID field and a password field.

At the time of membership registration, data are stored in the respective
fields for member number, appellation (name), phone number of the cellular
phone MS, general authentication reference data of the member, insurance
premium, and usage fee, among the above-described fields.

20 The site information database SDB includes a site table T2.

FIG. 4 is a conceptual view showing the configuration of the site table
T2. The site table T2 will be described with reference to FIG. 4.

The site table T2 includes a record for each connection destination ID.
The record has a connection destination ID field; a title field for storing the

25 title of a connection destination; a connection data field for storing data,
including a URI, required for establishing a connection; a classification field
for storing a classification of a provided service; an ID necessary/unnecessary

field for storing data representing whether an ID is to be input before usage of



field forostoysngadata representing whether an IDis to be input before
usage of F0449/3122 12 the service; a password necessary/unnecessary field
for storing data representing whether a password is to be input before
usage of the service; an 1D attributq_field for storing the attribute
(e.g., the nunber of bytes) of an ID Wthen the IDis to be I nput; and a
password attribute field for storing the 5 attribute (e.g., the nunber of

byt es) otheasepaiveyvarphssivord tieeessa sMibdessdry field forRtbringtmth D attribute
and password attribute each represent requifenents regarding data format,

i ncl udi ngpresening whethet & passwaord shar be it béfoedusage obeheisedrits; an

i ndi vidual authentication data which each nmenbers-only service requires at
the ti nmelldattzibuiediald dor storingithenattributee(é.gdithe duanberabf byfes) of an ID 10 83
and the sjte table T2 of FIG 4 are related to each other, with the
connect i Whendbe dDnisttodie inpiiti,and apassord attrabuterfaeld foxtstoringdhei on P1 can
communi cate Wi th other nodes via the_.internet |INET. The operatjon section
P2 i Acl L?&b@b'atq@y&o %naﬂg)ea of el apassword whemtheopssyorghissieche on P2

et uct BN Ao AoBoEt ondphs sl B Prbirkpbseat Ia?&wﬁavlttn’r?}rh

' h: oy uni. e
oxt or nal EPKIRE deta TBtmal. ARCRfnk P WERAG ALl irBety “anﬁgrcatn 2

' ' i itrar
ext or nal> ST RISIAA, dkBERRCHO Hafd'whidh EHch AREmbBR-HAy SREes
Pr ocessirequifes tal (RE tinde of autifdritation> ! RGRhERIAE illividMAITABY0 THSof F16, RAM

(Random Access Menory) 54. 25 The interface P51 connects t and
t he1nes B3 and¢he sittitable TY0BFIGOR arenélitedito daeh dther, GFithtRe comneetiont he

respect i(i/e%ti%i(t:itoinolrgs XEch asS ]E()E&S.and ooto P
The communication section P1 can communicate with other nodes via
the internet INET.
The operation section P2 includes a keyboard and a pointing device.
15  The operation section P2 may further include an arbitrary device used for
inputting operation instructions and data.
The display section P3 includes a display. The display section P3 may
further include an arbitrary display unit.
The external storage unit P4 includes an electronic disk unit and a hard
20 diskdrive. The external storage unit P4 may further include an arbitrary
external storage unit.
The control section P5 includes a CPU (Central Processing Unit) 52, an
interface P51
, ROM (Read Only Memory) 53, and RAM (Random Access Memory) 54.
25 The interface P51 connects the CPU 52 and the respective sections
VDB, SDB, and P1 to P4.
The CPU 52 controls the respective sections VDB, SDB, and P1 to P4

via the interface P51 and causes the authentication undertaking apparatus PVC



via the ppigsfacey P51 and causes the authentication undertaking apparatus
PVC F0449/ 3122 13 to performvarious types of processing, including start
processi ng (<A-2>), comrunication processing (<A-3>), nenbership

regi stration processing (<A 4-3>), menu regi stration processing (<A-5-3>),
aut henti cati on undertaki ng processing(<A-6-3> and <A-6-B>) ,

i nsurance-chargi ng processing (<A-7>), 5 and site registration processing

(<A-8>) , toNRrEBrmivaridiR §9esofireceaNiag; inclidi BprojcessingfA Ve whi ch
the CPU 52 executes in order to performthe above-described various types
of processmnynivation peoteysing ¢k Addta membiersiip tepdstCitibh rbeéwiﬁ% (&g ot her
software and data. The RAM 54 is used as a work nenory of the CPU 52. The

| 0 aut heht3>gamen registrataém pgoegssing( €A -MA> pauthentpcatamundettakiment  may

i ncl ude any nunber of CPUs. The authentication undertaking apparatus PVC
of the pPIOSERsINGH5kiOmdntandayAn6-Bahtinsurance-eharging processing (6AndP)by use
of an apparatus including a single CPU,_ asg.shown in FIG_ 2 or in a

di st i biA Sie AeisralIONJr oseSHAE 5ftndu Whish Wil bg desenibed latey. of cPus. 15
<A-1-3. Cell r > FIG,.5 is a.bl ock gl m showi ng an exanpl e
confi gurat i o;ﬁﬁ? ]f(ﬂ&] %gﬁpmsasrofﬁwa%wﬁ;gcblag]% Fﬂ%‘i&r%a%"?%% F‘g%&‘?r to

enbodi ne ' I , | | ul l.ncl udes a

comuni cgérrfgﬁﬁégg ﬁp@xk-gdé:sgﬁbggd\{aﬁ(gl& @ﬁ)[es %aérgg E?ﬁﬁg;\@a}dﬂu o ?f‘l Bata
section %w@ﬂbtpﬂf‘ef @P'LPﬁz%Féﬂsoﬁn@mﬁendééf?\'v?)’e ahdldaey 5 and a control
section b. e conmuni cation section 1 1ncludes an antenna, a transmtter,

and a recei VPhe TOAM 84 i uSefths' # Wtk GREHOYY ©F(the'CPUTHE. comppecat i on
section 1 can comrunicate with the nobile Tonmuni cati on network by neans

of 29 r aslithenfibation dindeptaking appatdtas P Crflthdggeseria@mbodiieaemay speaker,
and a unit for generating sound. The audi o i nput section 3 includes a
m cr ophameldde any pumbergMOPti. The authentication undertaking apparatus
PVC of the present embodiment may be controlled in a centralized manner by
use of an apparatus including a single CPU, as shown in FIG. 2, or in a
distributed manner by use of an apparatus including a plurality of CPUs.
15
<A-1-3. Cellular Phone MS>
FIG. 5 is a block diagram showing an example configuration of the
cellular phone MS according to the present embodiment. As shown in FIG. 5,
the cellular phone MS includes a communication section 1, an audio output
20 section 2, an audio input section 3, an operation section 4, a display section 5,
and a control section 6.
The communication section 1 includes an antenna, a transmitter, and a
receiver for performing radio communications. The communication section
1 can communicate with the mobile communication network by means of
25 radio. The audio output section 2 includes a sound source, a speaker, and a
unit for generating sound. |

The audio input section 3 includes a microphone for inputting voice.

The operation section 4 includes a keypad (not shown) for inputting



The opergpprpy/segiion 4 includes a keypad (not shown) for inputting

F0449/ 3122 14 instruction and data, buttons (not shown) for various
selections, and a determ nation button 41. The display section 5 includes
a liquid crystal display for display .gperation. 5 The control section 6

I ncludes an interface 61, a CPU 62, R(‘}\% 63, flash nmenory 64, and RAM 65.
The interface 61 connects the CPU 62 and the respective sections 1 to 5.

The CPU fidtruetionadml déva, baﬁbﬁst(hmtleSQWh? do8 variods seléctidmeahdtaer f ace 61
and causes the cellular phone M5 to performvarious types of processing, |lo

i ncl udi ndeterminatpombettenntl .(<A-2>), conmuni cation processing (<A-3>),
menbership regi stration request processing (<A-4-2>), nenu registration
request proc e%be wisplapsection,5S incdudes Adiquidarystal display dér displayguest
processing (<A-6-2>), which will be described later. The ROM 63 stores
sof t war ORfBHRN: he CPU 62 executes in order to 15 performthe

whi o the- cPUTBe CPBNY SectiBa GoeuidTi smitraced b aPY B3pREM:BBar ' the
to utt | R RS Eh ARLBRIESS er vi ces o the internet. and & ORI Tor
Stored 20°acTAE PRSI LolEs SHE RGPl KhpBlihE sehiffS a8 5 ouoer
accesses firppe r@}lﬁ adtg %\Zl‘rr’]f)ls%@}ek eddie BEGTGHN 1%@%{3{”@?@@(%@&"8&9” ed

in such a nmanne the browser receives ng an

i nput t aghd edusesitheicellnta aMS b @ﬁﬂfdrﬁ?bhﬁ@uﬂ@%ﬁes bf‘?r&é& , can
identify the input tag. 25 Further, the browser cah display a scfeen which

prompt s iachedingatart peocedsing &< A-Rhypneomaminipatiogprecedsing (RANB>Fat i on dat a
desi gnated by the input tag and, when the user inputs general
aut hent inambenshiptregistratiomiequesh procgssingy €1Ar442>), menu registration

request processing (<A-5-2>), and authentication undertaking request

processing (<A-6-2>), which will be described later.

The ROM 63 stores software which the CPU 62 executes in order to

15 perform the above-described various types of processing, various types of data
to which the CPU 62 refers, and other software and data. In particular, the
ROM 63 stores browser software for enabling a user of the cellular phone MS
to utilize WWW (World Wide Web) services on the Internet, and a URI for
designating a resource of the gateway server GWS in which UI data are stored,

20 as a URI (hereinafter referred to as home URI) which the browser accesses
first.

The browser used in the present embodiment is configured in such a
manner that when the browser receives HTML data including an input tag for
inputting general authentication data, the browser can identify the input tag.

25  Further, the browser can display a screen which prompts a user of the cellular
phone to input general authentication data designated by the input tag and,

when the user inputs general authentication data, transmits the input general

authentication data to the source of the HTML data. In the present



authentigpaaomdata to the source of the HTM. data. In the present

F0449/ 3122 15 enbodi nent, the processing designated by the input tag for
general authentication data includes "Cbtainnent of Voice" and " Obtai nnent
of Voice Signal and Fingerprint |nmag 5 The flash nenory (nonvolatile
menory) 64 stores data transferred from 5 the CPU 62. The RAM 65 is used
as a work nenory of the CPU 62. (Determ nation Button 41) FIG 6 is a

schemat i embodimenthe prodessimg designatéd bgtthe dnpiit tapefdrogeitsral m nat i on
button 41 provided at the operation section 4 of the cellular phone M5 1

accor di nanthentibatipn datmincudes ' @btainmentstioVoide aAdE Obtainheen etfVaiceat i on
button 41 includes a transparent plate 411, a support nenber 412 for
suppor t i bignahand Fingpeprént Impage.¢ 411, a  support nenmber 413 fixedly
assigned to the sing of the cellular phone, a 15 canera 42 attached to
the support mbh® sims:rrmm (aonyglatils gnemory s 64 storasdata teansferedSromy i ned
by neans ofci)lﬂ]e(s%ransparent plate 411, the support nenber 412, the support
nmember 4%, e'tanmera 42, and the |ight source 43. Wen the transparent

plate 411 an r. r. 412, are depress above in FIG 6 by
means of a fi Emwgﬁégd@”ga?a%t%gfrmgm% qﬁ&ﬁ\ﬁ?@rgﬂ] FIG 6. Wen the
pressing force is released, the transparent plate 411 and the support
menber 412 return to their original positions. The transparent plate 411

may be fqyeefmMation BafoRP4 ENt or sem -transparent material such as glass
or acryl. The canera 42 is disposed so as to photograph, via the

transparent pFHGE6 i2k s¢hématitevienoshowirig Beeintermdestaidiiie oPthd he finger
whi ch presses the transparent plate 4117 A CCD (Charge- Coupl ed Devi ce)

canena ndstetminatizh bottond provided aé 2he Operdtiomsection deofithe celtlilaposed in
o annul&;orfeha § lt:ccstl)l:(riirn%utr(])dﬂfehgresent embodiment. |
As shown in FIG. 6, the determination button 41 includes a transparent
plate 411, a support member 412 for supporting the transparent plate 411, a
support member 413 fixedly assigned to the casing of the cellular phone, a
15 camera 42 attached to the support member 413, and a light source 43. An
internal gap is defined by means of the transparent plate 411, the support
member 412, the support member 413, the camera 42, and the light source 43.
When the transparent plate 411 and the support member 412 are
depressed from above in FIG. 6 by means of a finger of the user, they move
20 downward in FIG. 6. When the pressing force is released, the transparent
plate 411 and the support member 412 return to their original positions. The
transparent plate 411 may be formed of a transparent or semi-transparent
material such as glass or acryl.
The camera 42 is disposed so as to photograph, via the transparent plate
25 411, the front surface (fingerprint) of the finger which presses the transparent
plate 411. A CCD (Charge-Coupled Device) camera may be used for the

camera 42.

The light source 43 is disposed in an annular shape to surround the



F0449/ 31P@446/sapera 42 in order to uniformy illumnate the finger of the
user which presses the transparent plate 411. An LED (Light-Emtting

Di ode) may be used for the light source 43. 5 <A-2. Start Processing> Upon
power on, the CPU 52 of the authenticatd on undertaking apparatus PVC
executes the software stored in the 53 in order to cause the
authentication undertaking apparatus PVC to start accepting SSL

communi cedrhera 42emioedehicoundgrmiy al minaedhe g, ofthieluges ovhichapiesses. o
processing, authentication undertaking processing, and site registration

pr ocessi g, transparent plate 4tbU Fen dHPHE ight Fanitting D oate) anay bdargeakforg
apparatus PYC to start insurance-charging processing. Upon power on, the
CPU 62 oéletll*@tcfémrﬁﬁér?’-phone M5 executes the software stored in the ROM 53
and then nonitors an instruction input fromthe 15 operation section 4.
Upon detection of an instruction that indicates starL of R&agg ofl_ha \gg{/JVGZ
servi_ce, _th 2 executes the browser stored in the . e

connéct s<{\ﬁg'%ﬁf%‘fesﬁ%>e M5 to the nobile conmunication network by

. : M5 t¢ : t " -

Fequest  t ot naPgaKRe O ERYL3? G195 Aithertieatig RRkriak gy dZtg ohi ch
' . store

"1 Uhe RS Y € RAGMeS B SOt At SicTeaiRShATRORY B int Ofteh 187calie o

i nt er f achetmthbfticAtien uﬁﬁehakirfgebbﬁéﬁ&usapﬁ@ /Bt abbEpAg 'SSI0f the U data

and then ends the start processing. At this tine, aeﬁx)aln nmenu (e.g., a
screen Gomumoation, Mentbership) rogistdatioh procesing el sebRtratRsi i on 5 of

t he cel lul ar phone Ms. <A-3. mruni cati on Processi ng> e browser
operdt i rosassing, aethenticatiphamddvakingprocessing, 881 sk0448istiativnl 7
processing. Further, the CPU 52 causes the authentication undertaking
apparatus PVC to start insurance-charging processing.
Upon power on, the CPU 62 of the cellular phone MS executes the
software stored in the ROM 53 and then monitors an instruction input from the
15 operation section 4. Upon detection of an instruction that indicates start of
usage of a WWW service, the CPU 62 executes the browser stored in the
ROM 63. The CPU 62 connects the cellular phone MS to the mobile
communication network by controlling the radio communication section.
The browser transmits a GET request to the gateway server GWS in
20  order to obtain the Ul data which are stored in the gateway server and are
designated by the home URI stored in the ROM 62.
Upon receipt of the Ul data, the CPU 62 provides a user interface to the
user of the cellular phone MS on the basis of the UI data and then ends the

start processing. At this time, a main menu (e.g., a screen G111 shown in

25  FIG.7) is displayed on the display section 5 of the cellular phone MS.

<A-3. Communication Processing>

The browser operating on the cellular phone MS transmits an SSL



communi caouen/segpest to the authentication undertaki ng apparatus PVC.

Upon recei pt of the SSL communi cation request, the authentication
undert aki ng apparatus PVC starts to handshake with the cellular phone M5 in
accordance with an SSL handshake prot | . 5 Upon establishnment of a new
cession between the authentication undertaking apparatus PVC and the

cel lul ar phone MS, the authentication undertaking apparatus PVC starts SSL

conmuni ceoimmunidhtiontrequestssithe auwthemdcatéon abdesakéthg hppasua o PV Ccat i on
under t aki ng apparatus PVC ends the conmmuni cation processing w thout

per f or mance ol/peBLreceiptiofi thetS S conumunécatiorbitquestythiei ashenticagduces t he
risk of transnmtted and recei ved data ' articular, data including voice

(in |
and fi ngepgertakingapparatwsi RY Custatts torhandshekewiththe ceHular plaone MStia
cel lul ar phone I\/S&Be}{for ESL cori&;mi cation with the site S 1. The
aut hent i 8cGATIANCE ¥t ﬁllié%~ apdshakespratocehn perform SSL 15 communi cati on
with the site 1. <A-4.. Menpership Regi.strati on Processing> , <A-4-1.
General Descrpsﬁppo‘fgﬁtﬂ?@mﬁn Q an&ie‘éngngﬁsnttﬁe authentigatipn a at t he

| een: ARG AR IV C Shd g béfutal it itﬁ%ﬁﬁ%ﬁ‘%@‘ﬁﬁe? the
sent. Snbod . : . VED

nod by THrtaking dfafatls PVE RARSINL BIAHnIER 0. " Wik Rl S RiaR IS,

the cel | pbweestablisiredViRe aﬁﬂ%ﬂtf&ti@o@ﬁﬁéﬁﬁ%ﬂg%@gatﬂk ft)ﬂ"ééfﬁgémé e) of the

user of the cellular phone M52 are not 2 Ividual table

Ti . (St eqorfiynic&fon poovessimgwithoutperformgihveen SSIecefirhvhRatippone M52 and
t he aut henticati on undertaki ng apparatus PVC. (Step 102): Upon start of the

SSL 16o0mise ofiSSIn contmeuniziationaredpnbes theVHak Fsfatansnted 8nd recsivetdsddta t he
aut henti cati on undertaki ng apparatus PVC a GET request
(in particular, data including voice and fingerprint image) being used
fraudulently by a third party.
The cellular phone MS performs SSL communication with the site S1.
The authentication undertaking apparatus PVC can perform SSL

15 communication with the site S1.

<A-4. Membership Registration Processing>
<A-4-1. General Description>
FIG. 8 is a diagram showing the flow of data at the time a person who

20  wishes to utilize the authentication service of the present embodiment registers

himself or herself as a member of the authentication service of the present

embodiment from a cellular phone MS2 owned by the person. Here, we

assume that the user, the phone number of the cellular phone MS2, and the

appellation ("B" in this example) of the user of the cellular phone MS2 are not
25  stored in the individual table T1.

(Step 101): SSL communication starts between the cellular phone MS2 and

the authentication undertaking apparatus PVC.

(Step 102): Upon start of the SSL communication, the cellular phone MS2



si gnal thatdgpmiapns the phone nunber of the cellular phone M52. (Step
103): Upon recei pt of the CGET request signal, the authentication
undert aki ng apparatus PVC judges whet her the user of the cellular phone Ms2
5 is a nmenber of the authentication sgfyice. When the user of the cellular
phone M52 is judged not to be a nenber ~ of the authentication service, the
aut henti cation undertaking apparatus PVC transmts to the cellular phone

M52 a sigansmitsad theahtasicnicbhdsitakalg appara@yeP Vi heGEToRgiRgpest . 10
When the user of the cellular phone M52 i's judged to be a nmenber of the

aut hent i signabthas eonitaias tha phamemnhberof dne vellelargitione MBAr at us PVC
proceeds to authentication undertaking processing, which will be described
later. (&itep 10R)) UpgsoreceipterinthedbEflheequiegh signahathe authentisation _

aut hentication |level 15 selection request, the cellular phone M52 displays
a scr eerRggriakingannasatusHaY Cmeges ovhether theuserehthe ¢ lulas phomedVIS2pon
conpl eti.on of sel ec aut henti.cation |l evel by the user, the

cel | @l ariSphiigam ?_ﬁh%n : Fgﬁlf’%“?%geé‘(}fﬁent | cat i on lundelrtakion?S?gparlgt.S;Js

d t e ayt he ati.o vel . ;
-Fr)?\/g auf1 thgn[ iecgtiiegﬂh{?ﬂlg%qr_tcgkt?ﬁgcei%ﬁ% Bﬁﬁge &'Eﬁtlﬁ té“&%"fgof 0 brA “Féﬁb%‘flgg )

i . . [ o rm

Cpon rocsy BeARRENiEMon SEAVILE bt L ARG n BBt abBAS BE 1 e
cel | ul arragfiits Wothe eIl pHitghe HES2 afsigrlg@ thiak int1pte? ARNR BRI LR P!
general authentication data. 25 Upon co etion of I'nput of "genera
aut hent ilesel gfﬂedﬁbﬁrbquégte user, the cellular phone M52 transmts the

i nput general authentication data to the authentication undertaking
appanat us PVONhest the set)of t]ib&:ebhmldngphd)naMSﬂ isfaégediko be Amiemidusf PVC
e

regi sters the F0449/3122 19 receiv general authentication data and

conpl et dbetansherfigatiomservice, the authentication undertaking apparatus PVC
proceeds to authenticétion undertaking processing, which will be described
later.

(Step 104): Upon receipt of the signal that includes an authentication level

15  selection request, the cellular phone MS2 displays a screen for requesting the
user to select an authentication level.

Upon completion of selection of an authentication level by the user, the
cellular phone MS2 transmits to the authentication undertaking apparatus PVC
data representing the selected authentication level.

20  (Step 105): The authentication undertaking apparatus PVC transmits to the
cellular phone MS2 a signal that includes a reference data input form.

(Step 106): Upon receipt of the data that includes the reference data input form,
the cellular phone MS2 prompts the user of the cellular phone MS2 to input
general authentication data.

25 Upon completion of input of general authentication data by the user, the
cellular phone MS2 transmits the input general authentication data to the
authentication undertaking apparatus PVC.

(Step 107): The authentication undertaking apparatus PVC registers the



regi stragpppopsoggssing. In the present enbodi nent, general authorization
can be omtted immediately after conpletion of nenbership registration.
Therefore, the 5 authentication undertaking apparatus PVC transnmits to the
cel lul ar phone M52 a passport nmenu sigphal which enables the user to sel ect
an itemfor which the authentication Service nust be performed. The
passport nmenu signal will be described |later. 10 <A-4-2. Qperation of

Ter m nal retepecdigenerfad autfiomasionpd&tagimd catmpdetes themasnblrsbdpssi ng> (St ep
101): Waen the user selects "Passport” fromthe main nenu (screen Gl11 of
FI G 7),ragistrateon pracessimge M52 starts SSL communication with the

aut henti cation undertaking apparatus PVC. 15 (Step 102): The cel lular phone
MB2 transni t sIn the peesgot pmbddimensngengrab anthorigpatippeambeomited GET
request signal. that _contains, dat representing the phone nunber of the

cel | ul ar"@ﬂ@%éat aftescampletson Q%Jﬂﬁﬁ ghipiregistrationi ghherelose, thecl udes an
aut hentication | evel el ection reque the cellul ar e 2 dis ysS on
the & spAuhedbeaiion undertaling apparatio P Ve drmstays ko e, SOfias Phons:

aut henti ' vel . scieen 31 of FILG on..t he. basj s ,of, the

aut hent i %i%’%%ﬂmjf u é@r“gh“."l}ﬁﬁ FQ&BE%% t.Jhe 'ﬂsﬁréﬂ Sf@f‘;‘@%%w ﬁq{ewhk@r &E?el ects
"Voi ce Lel.ar. ransm b Gahi

undert a%\!#%leggggﬁgﬁ Ssg }\é\lc/g %ﬁgﬁﬁéﬁﬁfggﬁ o] ﬁﬁh‘% '?\E/l %ﬁ’é:ljg ?l?egljlsﬁp glﬁta!] 39]?1088 Voi ce
Only" (i gedctibadl B$&Nt enbodi ment, the 25 authentication level is set to "1"
for the case of "Voice Only" and to "3" for the case of "Fingerprint Data
and Voiceprint Data"). (Step 105): Upon receipt of the reference data input
form the cellular phone MS2 interprets a tag for general authentication
dat a 0 npsA-4dht@peratiomof Berrhinid A pparated focMombeshigRegistpatiohor m  Si nce
the previously selected authentication level is "1," which indicates

"Voi ce ARequesttProcessingPar phone M52 detects fromthe

(Step 101): When the user selects "Passport” from the main menu (screen
G111 of FIG. 7), the cellular phone MS2 starts SSL. communication with the
authentication undertaking apparatus PVC.

15 (Step 102): The cellular phone MS2 transmits to the authentication
undertaking apparatus PVC a GET request signal that contains data
representing the phone number of the cellular phone MS2.

(Step 103): Upon receipt of the signal that includes an authentication level
selection request, the cellular phone MS2 displays on the display section 5 a

20 screen for prompting the user to select an authentication level (e.g., screen
G131 of FIG. 7), on the basis of the authentication level selection request.
(Step 104): When the user selects "Voice Only," the cellular phone MS2
transmits to the authentication undertaking apparatus PVC an authentication
level corresponding to "Voice Only” (in the present embodiment, the

25 authentication level is set to "1" for the case of "Voice Only" and to "3" for the
case of "Fingerprint Data and Voiceprint Data").

(Step 105): Upon receipt of the reference data input form, the cellular phone

MS?2 interprets a tag for general authentication data input contained in the



I nput forow4syag2bor voice input, interprets the tab, and displays on the
display section 5 a screen for pronpting the user to input voice (e.g.,
screen G 132 of 5 FIG 7) (steps SAL and SA2 of FIG 9). (Step 106):
Upon detection of depression of the defgermnation switch 41 by the user,
the cellular phone M52 transmts to the authentication undertaking
apparatus PVC the voice which is input fromthe sound i nput section 3 at
the tinefefermbendatasnput fordn.seSune tre pevioadl yaeldeod avwthémticatidm l@el t hen
| o conpletes the menbership registration request processing. <A-4-3.

Oper at i ois 'of," achisbrndicateésohVoiceddnkk the eelbalantplonfeoM S2 dbtecthfmm the

Regi stration Processing> (Step 101): SSL communi cati on between the

aut hent i W@ut Jarmritag (0T vjce 1Bputs pateapreals thetath anddisptaysuon the displays?2

starts. (Ste 02): The aut hent.i cati on undertaki ng apparatus PVC receives
via the é%’r%iian‘%ﬂ?%?@éﬁ’fmﬂﬂ“ﬂgt C GSEr {Q kit VOICE{8:8-1 s@gen G hd3 of

o TAG) g ShLand ShEUEL 6227 e e SR T
ool U 2 ORI SO AR bk SRS TSR B B Y

ot : . e
Cabl o T et, MEVIABRONEM ST taritfils 16 8he AR AUANIRABIE | | (1
i ndi vi dugdpdratlssPV thebvdite wHidhRtinpat fRimYAE Lbualdl iﬂg}l@l’s’B@t‘i@ﬁ lafs? i g

generates a new nenber nunber, stores it in the nenb nunber of the

added r ettmedf depressionamdiservesas gdeperdllfithentication datgantiabehi el d of the
record. The authentication undertaki ng apparatus PVC transmts to the

cel L@l arccrophges i nempership rEgistrationirgqaestt praicessingudes an aut henti cati on
| evel selection request. (Step 104): The authentication undertaking
apparatus PVC stores in the authentication level field of the record the

i i i | ".1,. .
recel Ved<gl-1ﬂ5€. %Ilagr(i‘ltt1'0%”01l Authentication Undertaking Apparatus for Membership

Registration Processing>

(Step 101):  SSL communication between the authentication undertaking
15 apparatus PVC and the cellular phone MS2 starts.

(Step 102): The authentication undertaking apparatus PVC receives via the

communication section P1 a GET request transmitted from a non-member.

(Step 103): The authentication undertaking apparatus PVC searches the

individual table T1 while using the phone number of the cellular phone MS2
20  contained in the received GET request as a key.

When the authentication undertaking apparatus PVC detects that a
record containing the phone number has not been registered in the individual
table T1, the authentication undertaking apparatus PVC adds a record to the
individual table T1.

25 The authentication undertaking apparatus PVC generates a new member
number, stores it in the member number field of the added record, and stores a
usage fee "100" in the usage-fee field of the record.

The authentication undertaking apparatus PVC transmits to the cellular



whi ch repoegepss23Voice Only." 5 (Step 105): In accordance with the

aut hentication level "1," which represents "Voice Only," the

aut hentication undertaking apparatus PVC transnits to the cellular phone
M52 a signal which includes a referen data input formthat includes a
tag for inputting voice as general authentication data and a tag for
inputting the appellation of the user. 10 The authentication undertaking
appar at uphoh€M$2the sigrial thaeincledesas autheication 1aled sefection fﬁﬁsﬂ a
val ue "100" corresponding to the authentication level "1," whic

r epr esen(Step\ldMye Thelapthénticatiomandertaking hpparatas PAClseorels inithe" 2", and
"0" when the authentication |evel is Yée (Step 102& The aut hentication
under t akdwihenpsarian devehfieldeekthecrecond the seceived gatkenticatiorhbewdl ¢'dt 1 on

data. The aythentication.undertaking apparatus PVC generates voiceprint
dat a fI‘_OWlhtl f?ﬂ@&?%d%?%g)fﬂﬁd stores the voiceprint data in t2|e
ecorpt ieRdli: b fesoranor neith e rmdie Bicaion el dd, whi Eqatl | R

i i ' . i : ' tion
M the reveerolB, e e pBERRLR e RnE Bp Bl BV CEe RN S sadREak; ng

j . ¥ ' i d rmfield

o the. recAbiar BRbAE MSZIEsiehaf Sl PRI RiBtRe duch fiptEiddn T,
i nt er val inchidesg ey Wi & ot h§ olet A ffcdtin dagd ?ﬁ(?) ]astgkrfo?e val i d

ford
term For exanpl €, thiﬁ? can” be rea%igzed t hrough enpl oynen ef erence

data i nimputfing thevappéllatich wieheaRepddi tional tag for inputting a valid
term Further, this can be realized though addition of a shift tinme field
to tlke F0449/Bheauienticiitiordundertaking dpparatos BYi@stores imto' thetihgnemdiat a
i nput formwhich includes an additional tag for inputting a shift tinme,
and an dpemnm ficld ofighe recordryyvalue /2100 cemresponding tbaheauthentieation f t

ti res iLbng a valid ti
e e evefp{,l" \9h1ch representsm’?

Voice Only" ("50" when the authentication level
is "2", and "0" when the authentication level is "3").
(Step 106): The authentication undertaking apparatus PVC receives voice as
15  general authentication data.

The authentication undertaking apparatus PVC generates voiceprint
data from the received voice and stores the voiceprint data in the voiceprint
data field of the record after encrypting the data.

Also, upon receipt of data containing the appellation of the user, the

20  authentication undertaking apparatus PVC registers the received appellation in
the name field of the record.

Further, the authentication undertaking apparatus PVC obtains the
present time and stores in the valid term field of the record a time which is
later than the present time by a certain interval.

25 The system may be modified to enable the user to set the valid term.
For example, this can be realized through employment of a reference data
input form which includes an additional tag for inputting a valid term.

Further, this can be realized though addition of a shift time field to the



(Step 10F¥passysep2conpl etion of the processing of Step 106, the 5

aut henti cati on undertaki ng apparatus PVC ends the nenbership registration
processi ng. The aut hentication undertaking apparatus PVC transnmits to the
cellular phone M52 a signal that inclygdes a passport nenu signal, after
whi ch the nenbership registration processing ends. In the present

enbodi nent, | o general authorization can be omtted imediately after

conpl et i individualtatbler Fhj gmpheymenvof g2nefefbace tateinpidormi WRILH Hiti188s
undertaking apparatus PVC transmts to the cellular phone M52 a passport
menu si gamiaddvisond] tag bt énsputhiegues shift tinse| ant anopetstion of deferehining a
authentication service nust be perforned. 15 <A-5. Menu Registration
Processi Yighd tem onjthechases af thmeshift imeorepresenting aivalid timegr am showi ng t he
fl ow of taﬂz)t,7 t he hi me a nmenber of the auythentication undertaking

servi ce oYePHI; eSAHeET € ctien of thgiprosessing oA Staprkda, the he

aut hentication service, provi ded by th t hent i cation undertaki ng_ apparat us
PVC, fro a‘ﬁ’ﬁgﬁﬁﬁﬁlpﬂll’é‘rd F@B@*%“H%?‘g# & t:li’@riﬁém% 1P TegidraidQuine t hat
t he cell (?:re ﬁggne M52 has conpl eted general authentication. Here, we also
assune tRat ot phone nunber of the cellular phone M52 and the appellation

("B" in this ne.. 25 vie

al ready been 'g%ﬁg;ﬁg%ﬁ e%r}]t?é%fed}fﬂﬁ(?@:i%@g\gl %@%&ffé“ﬁbv&?@s%ﬁ% th‘?ecegﬁplaﬂl ar
phone ] i | ' réakim . PVC a
signal t a?ﬁ?ﬂg%tgzsslggaelltde]‘%tt ?‘c&)ﬁr}hgg% g%gﬁgrsteﬁte ﬂﬁg}sﬁ{%}éggﬁ?% 1? g%ﬁgnu

regi st r aneatbersioparepistgatidld edéie end§. St ; j of the
signal that includes thelseﬁﬁi oﬁ?gdat a, tﬁgtgggg%sgﬁ?gﬁﬁﬁhﬁﬁﬂertaki ng
appanat (gereval authosizationt cant be ongitfed ianmedoatel Wakter sosipdedodn iofat i ncl udes a

registration sel ecti on nmenu contai ni ng _connection
membership registration. Therefore, the authentication undertaking

apparatus PVC transmits to the cellular phone MS2 a passport menu signal
which enables the user to select an item for which the authentication service
must be performed.
15
<A-5. Menu Registration Processing>
<A-5-1. General Description>
FIG. 10 is a diagram showing the flow of data at the time a member of
the authentication undertaking service of the present embodiment registers a
20 menu in the authentication service provided by the authentication undertaking
apparatus PVC, from the cellular phone MS2 owned by the member. Here,
we assume that the cellular phone MS2 has completed general authentication.
Here, we also assume that the phone number of the cellular phone MS2
and the appellation ("B" in this example) of the user of the cellular phone MS2
25 have already been stored in the individual table T1.
(Step 201): The cellular phone MS?2 transmits to the authentication
undertaking apparatus PVC a signal that includes selection data representing

the shift to menu registration processing.



destinat FonsabPs10b a plurality of sites. 5 (Step 203): Upon receipt of the
signal that includes the registration selection nenu, the cellular phone
M52 di splays a screen for pronpting the user to select a site (e.g.,
screen G134 of FIG 6). Wen a site h been sel ected, the cellular phone
M52 transmts to the authentication undertaking apparatus PVC a signal
that includes the | o connection destination ID of the selected site. (Step

204) 1 Upo(Step@0t Upor tereiptoofihet dighal tirdtitdelidedahe sehwtiorrdataderé i nati on
| D, the authentication undertaking apparatus PVC transmts to the cellular

phone Ms2uthestigatibntumdertakihg dpparatus RV €itdarsmite o she etllolar fphione VB2
205): Wen the cel]lular phone M52 receives the signal that includes 15 the
i ndi vi duasignalitbat indledes a registratipheselection aiemheontainigicmineatiprst r at i on
form the cellul af phone M52 displays a screen for pronpting the user to

i nput i Aeftnation laﬁpgé‘r@liué%lﬂy $14€% corresponding to the site (e.g.,

: ' he indj vi | authenticati, dat a,
Che. el | 18P 29D Pan Rissiy o e Vanibhatanchides sz%x%gé@tmsgasag e
| idxC) he i ndiyi dual t henticatj on data.
(S ap 2omehtojte, EoRity oo MEFURERSYS ¢ Soteth foriBmating FikupSelsn
aut hent ié@%&p@sﬂét@%’tQﬁgégmbfgﬁ?@undertaki ng apparatus PVC perforns

menu regi stration. “undert aki ng apparatus PVC

transmts to Wigerf &lsite! ids baiPsidedfed ﬂléb@l’?ﬁ‘iafrtﬂt?ﬁ)tenésl?fgﬂn?aﬂ%?ﬁg}ifseﬂj ﬁ'fer ation

conpl etion report. (Step 207): Upon fecelpt o | ncl'udes the

regi st r aguthentic@1ioh sinderta appatdias PV CUY dionaD R iNBRidedsagm ts to the
aut henti cati on F0449/ 3122 24 undert aki ng apparatus PVC a signal that

i nclivde scenmaotianr destinatiore HOrdf . the Sebgrt@d8jte. Upon recei pt of the signal that
I ncludes the confirmation report, the authentication undertaking apparatus
PVC ends (Step 2840: Bipginsteceiptef the signal that includes the connection
destination ID, the authentication undertaking apparatus PVC transmits to the
cellular phone MS2 a signal that includes an individual registration form.
(Step 205): When the cellular phone MS2 receives the signal that includes
15  the individual registration form, on the basis of the individual registration
form, the cellular phone MS2 displays a screen for prompting the user to input
individual authentication data corresponding to the site (e.g., screen G135 of
FIG. 7).
Upon input of the individual authentication data, the cellular phone
20 MS2 transmits to the authentication undertaking apparatus PVC a signal that
includes the individual authentication data.
(Step 206): Upon receipt of the signal that includes the individual
authentication data, the authentication undertaking apparatus PVC performs
menu registration.
25 The authentication undertaking apparatus PVC transmits to the cellular
phone MS2 a signal that includes a registration completion report.

(Step 207): Upon receipt of the signal that includes the registration

completion report, the cellular phone MS2 transmits to the authentication



processi ngaabp3ihg present enbodi ment, general authorization can be omtted
5 imediately after conpletion of nenu registration. Therefore, the

aut henti cati on undertaki ng apparatus PVC transmits to the cellular phone
M52 a passport nenu signal which enabJ es the user to select an itemfor
which the authentication service must*be perfornmed. 10 <A-5-2. Qperation
of Cellular Phone M5 for Menu Registration Request> (Step 201): Wen the

user selendertiking dguiratusaPVehi sigmihthheinvtadeos comitmatiomfdgort t he
cel l ul ar phone 2 transmits to the authentication undertaking apparatus

PVC a si gtfitept20f): Updnurteeiptedfethie signalathat inphriesnthe ngonfnsati s report, of
"New Registration." 15 (Step 202): Upon receipt of the registration
sel ect i othenmithentipatior Mindestakpigy aAppanabes VsGlengs the memnu degistragionecti on 5 a
0., . Gl34 of FIG 7) for pronpting the user to register an
oot B e eion asbodment s aahiratop G0 omaid e
| ect desired ite "Qui.z for Prize Contest" in 20 this exanple),
the ol | EmEApHEREafiELcomBIRoR Of FoehEcHSTRLINS 2l here oisadeh  aki ng
appar at u . tion.destinatio "B" in this | e)
cglror es poﬁgﬁg@l?ﬁﬁ?ﬁ @%&F@TQ@% appmttus( Et\}eg t‘(zad’f?)‘mtmﬁje; ‘ng(@gF PEPEP M@@ne IVFZ
' L LV I ' ' real.sirasl . n i asis o
the. 1 na: bPacHOtE MR Benal MAHER shePles e G 3h SPlockan ReMa Mehudh BR5ne Ve
di spl aysafthehtiBatibi BeAVice $handie écffoﬁ%ﬁe” (e.g., screen GL35 of FIG 7)
for pronpting the user to input an D only. (Step 205): Upon detection

that the user has input an ID ("65883" in this exanple) and then depressed
a transm ssion button, the cellular phone M52 F0449/3122 25 transmits the
i npap | D<Ae5{h@perationt of-GellotarPistarte NS figr Mg RegisttMionRequedtvi dual

aut hentication data. (Step 206): Upon receipt of a registration conpletion
report ((Step 20d)ni¥hen the usersedeaty " Netve Reglistrationpticom tepadspmitanenon t he
display ssigﬁztui, ?l?e geﬁufacrrpeheor}le(f/fsgi transmits to the authentication undertaking
apparatus PVC a signal that includes selection data representing the selection
of "New Registration."
15  (Step 202): Upon receipt of the registration selection menu, the cellular phone
MS2 displays on the display section 5 a screen (e.g., screen G134 of FIG. 7)
for prompting the user to register an item for which authentication is to be
undertaken.
(Step 203): When the user selects a desired item ("Quiz for Prize Contest" in
20 this example), the cellular phone MS2 transmits to the authentication
undertaking apparatus PVC a connection destination ID ("5" in this example)
corresponding to the selected item.
(Step 204): When the cellular phone MS2 receives the individual
authentication registration form, on the basis of the individual authentication
25  registration form, the cellular phone MS2 displays on the display section 5 a
screen (e.g., screen G135 of FIG. 7) for prompting the user to input an ID only.
(Step 205): Upon detection that the user has input an ID ("65883" in this

example) and then depressed a transmission button, the cellular phone MS2



5 screenF®486/812%137 of FIG 7) for notifying the user that new _

regi stration of the connection destination has been conpleted (or failed).
(Step 207): Upon detection that the user has depressed the "Next" button on
the screen for reporting conpletion of,degistration or the screen for
reporting a format error, the cellular phone M52 transmts a confirmation
report to the 1 o authentication undertaking apparatus PVC, and ends the
menu r egiransmiisdhe inpguH3ttothe aathemicatioendénhking apparatc PGyl 1 y) .

<A-5-3. Operation of Authentication Undertaking Apparatus PVC for Menu
Regi st r atdividunad apthenticaticsr dataep 202): Upon recei pt of a signal that
i ncl udes, sel ectjon data, the _authentication undertaking apparatus PVC
t ransni t €D :&mqnﬂe&ﬁlmmrmgtraaone@mpmtqmmmd aiﬁrmaharr;r_mr
| ecti an..item for. which entication is_ . to be undertaken. This
fggiegtlrn PORD)s i eeiiar %emgfwmm displry; seetion 5ra saweende.gnd |
titl t C ctiqn destinations (ste SB 14 of .FIG,  11).
(step 208 B SEREBLENLE 6f ?‘3&0%{hffeeppﬁﬁyw@gsmem@ahafmewmm&m@dmfc ati on
der t aki ‘ﬁﬂﬁ ) t [ t I 1 e T2 a recor
ggegirf?ﬁg%g%y él%é]ﬁ%sg{\:ﬁtﬁ;}rf\l %@i@?ﬂ??@l’l%ﬂﬂ@aﬁﬁmem I cation unflertaki ng
appar at anym I G Y
S hent | DAY o D2 g g defeclth ik i Ber Rak BEBRSSUESnETNGAL PLEH o,

neces sartheLTheete forrepotinb LomploBRTSIPTekis IREEH B tHE YORRGP AT Hc ol iRtk ©f

the record (in this exanple, an ID is nécessary, ut a passwo

unnecessfarpat estaptiiBddlulat phofe MBD traRdhds 31eenfEnaBbARepOR) to tHeon

recei pt of the ID, the authentication undertaking apparatus PVC judges
whetller authentipation Dndartaking appamtue RV C camd ende ghe diergu tégisahtionbut e
stored in the ID attribute field of the record of the site table T2 (in
this exdeEuest pcessing suegassiubly: (05 unsucaessfyllpht er than 8 bytes) (step SB
16 of 5 FIG 11).

<A-5-3. Operation of Authentication Undertaking Apparatus PVC for Menu
Registration Processing>
15  (Step 202): Upon receipt of a signal that includes selection data, the
authentication undertaking apparatus PVC transmits to the cellular phone MS2
a registration selection menu for selecting an item for which authentication is
to be undertaken.
This registration selection menu includes connection destination IDs
20  and titles of all selectable connection destinations (step SB14 of FIG. 11).
(Step 204): Upon receipt of a connection destination ID, the authentication
undertaking apparatus PVC extracts from the site table T2 a record specified
by the connection destination ID.
The authentication undertaking apparatus PVC transmits to the cellular
25 phone MS2 an individual authentication registration form corresponding to
contents of the ID necessary/unnecessary field and password
necessary/unnecessary field of the record (in this example, an ID is necessary,

but a password is unnecessary) (step SB15 of FIG. 11).



Wien therbbusptisiies the ID attribute requirenent, the authentication
undert aki ng apparatus PVC stores "5" and "65883" to the connection
destination IDfield and ID field of the corresponding record (record whose
menber nunber is "2") of the individu table T1. 10 The aut hentication
undert aki ng apparatus PVC transmts a registration conpletion report to
the cellular phone M52 (step SB 17 of FIG 11). Wwen the IDfails to

satisfy ¢Stepl206t Updniteceiptoof thenit thetethentit goh male‘rtqkin? dpphrdtuly
apparatus PVC transmits a format _error report to the cellular phone M52
(step SBV(8judgeswhethey the snp@ H satsfies the requcaingnt pdgardmg Bl t hat
includes a confirmation report, the authentication undertaking apparatus
PVC endsattributecstoredin the Biattnbyedieldswofitherecopd sBthe sie table zj()nl I'n ]'Ehe
resent enbodi ment, general auythorjzation can he om tted inmediate after
(F:)orrpl et | BuS gka n(ﬁéﬁﬁ%ﬁmﬁ tesrhut apbgée,atehﬂwaui&ﬂvyﬁ@s)datqmsmrﬁj@¥t aki ng
appar at ;EHEV@ 20 transmts to the cellular phone M52 a passport nmenu signal
whi cR e e )c'he user to select an itemfor which the authentication

(Passport Nentnet BT Tiafics Pog SRR G hﬁ?rf%?% S0 GRS oo

_ o ' , t
Servi o8 SRt Y oy T B T8388T, 40 4RE cBHPBEROTT: . ovi dea
by the sdéstinatibn I'lbifiéldthtnid']']}ifi&dtdfﬁthé%@ b%ﬂ%r?éﬂgcgﬁp‘éqrgér‘o% %X%)ggd by the

aut henti cati on undertaki ng apparatus PVC, 0 122 27

phone MEmémberarhrhbet ise"219rdfahe itidividudbtadds e that the phone nunber of
the cellular phone M5 1 and the appellation ("C'" in this exanple) of the

usenoof the cEhéabthenthmatonvEndertilang apparatls BV tranomit a regibtratiog vi dual
table Ti. 5 We al so assune that the nmenber selected "Voice + Fingerprint”
as an aamplatiomrapsnt tethe cellulanphonesME?2 (step SBHT pf FIG. dil)at i on.
When the ID fails to satisfy the ID attribute requirement, the
authentication undertaking apparatus PVC transmits a format error report to
the cellular phone MS2 (step SB18 of FIG. 11).
15  (Step 208): Upon receipt of a signal that includes a confirmation report, the
authentication undertaking apparatus PVC ends the menu registration
processing (step SB19 of FIG. 11). In the present embodiment, general
authorization can be omitted immediately after completion of menu
registration. Therefore, the authentication undertaking apparatus PVC

20 transmits to the cellular phone MS2 a passport menu signal which enables the

user to select an item for which the authentication service must be performed.

<A-6. Authentication Undertaking Processing (Passport Menu)>
<A-6-1. General Description>

25 FIG. 12 is a diagram showing the flow of data at the time a member of
the authentication service of the present embodiment utilizes a members-only
service provided by the site S1, while utilizing the authentication service

provided by the authentication undertaking apparatus PVC, from the cellular



Furt her, Fog4al/3n22assune that several hours or nore has el apsed since the
nmenber has last utilized the authentication service fromthe cellular phone
M5 1. 10 (Step 301): SSL commruni cation between the authentication
undertaking apparatus PVC and the cellplar phone M5 1 starts. (Step 302):
Upon establishnment of a SSL conmmuni cation session, the cellular phone M |
transmts to the authentication undertaking apparatus PVC a GET request

si gnal tphoneMSaiownedbythonaembeber of the cellul ar phone M5 1. 15 (Step
303): Upon receipt of the GET request signal, the authentication

undert aki ng aplese.awaasswmpetthahthd peone numebereo f theacelpilan phok®BMS Isagdal

that includes fata representing an authentication data Input form (Step

304) :  Uptie arpadigtiont"G'hin 4ngexpmple) of the ua@'s(;]f the ﬁ/%hilarmt tSh}~|g an -
thentigcati data i nput far t.he. cel I ul ar phone pronpts e user o
?Ee egol %YCIF 8&5?&5??8%%&@@_1P%Fﬁﬁa%"1§8ﬁt¥§ﬂe§h]|t-lhelnticaLi on dat a.1 w:gstﬁhfs
the Fput  gen e BRI thaf s BB selbre R lVoibnrt ERREQRrinihag i ng
ar at . : r ' .t he neral authentication data,
the. aut @1@%&?%@%%@‘9?&&5?@&?SS@%@F??U _rse%‘?ﬁa@a%ms aut hent i cat on
essi ng.
Ut honti cai i onnehu@leePisnié bl seOeFiLBUrE BranbR oy Birnira SHRE g
appar at umeRertHaznasg walized tl'i@aﬁﬂién‘#ic%ﬁoﬁ%%id\ﬁrén?tt@?élﬂ’@f% .ﬁ}ﬁﬂtéhs' gnal
F0449/ 3122 28 which enables the user to select an itemfor whicl e
aut hentiM8J.on service nust be perforned. When the authentication
undert aki ng apparatus PVC fails in the authentication processing, the

aut B@nt i Gdep 301INSSLr cvnmpmipation besw BT the autlertivatiorrondeithkiig cati on
failure report to the cellular phone M5 1, and conpletes the

aut hent i apRarafsdy ¥€ecard the cellvian phonenMifiks stattss sf ul .

(Step 302): Upon establishment of a SSL communication session, the cellular
phone MS1 transmits to the authentication undertaking apparatus PVC a GET
request signal that contains the phone number of the cellular phone MS1.

15  (Step 303): Upon receipt of the GET request signal, the authentication
undertaking apparatus PVC transmits to the cellular phone MS3 a signal that
includes data representing an authentication data input form.

(Step 304): Upon receipt of the signal that includes the data representing an
authentication data input form, the cellular phone MS1 prompts the user of the

20  cellular phone MS1 to input general authentication data.

When the user inputs general authentication data, the cellular phone
MS1 transmits the input general authentication data to the authentication
undertaking apparatus PVC.
(Step 305): Upon receipt of the general authentication data, the authentication

25  undertaking apparatus PVC performs authentication processing.

When the authentication undertaking apparatus PVC completes the
authentication processing successfully, the authentication undertaking

apparatus PVC transmits to the cellular phone MS1 a passport menu signal



(Step 308pasdjpmn2gletection that the user has selected one site fromthe
passport nenu signal, the cellular phone M5 1 transmts to the
authentication undertaking apparatus PVC sel ection data that include data
regarding the site. 10 (Step 307): Up receipt of the selection data, the
aut henti cati on undertaki ng apparatus C generates individual |ogin data
and transmts themto the cellular phone M5 1. (Step 308): Upon receipt of

t he i ndi whiklaenblgs theaiser to belecehh dtean fohentdclyBhé aushi@iticatk-service _
communi cation with the site S 1 in accordance with a nethod 15 described in

t he indimllatjbﬂpebﬁ)rm@ht a. (Step 309): When SSL communi cation has been
started, the cellular phone M5 1 longs in the site Si in a manner

descri bed in Y¥ken the suthgaticabgnrngertakingapparatus ®YVE ofailiin tser of t he
cel lul ar one M6 1, the site Si perforns authentication processing wt
referen C@Ptggnpﬁgtlgg PEEFCSSR S, thetauthenticatior andeotakprg apparatus P3C0) : Wien

br oviide T ABSTES Ao %ﬁﬁﬁﬁgﬁ@ﬁégﬁﬁﬁﬁ%ﬂ@ﬂ@rCisgﬁﬁfé:rhﬁim{f; ; Sia_éfcbﬁsiz d
' f i Lo:th } tication, t site ends
2 U R B, 0,7
301)  Upoe SN P el dna e Rir SRR AT S B o (el et e
" Passporpdsspoftehia sighal, M dellskar $RonENGS Ofrahl Gits b theMuthi€hlila@bn Phone
erﬁa I g

M5 1 starts SSL communi cation with the authentication un

zopa = uMRVLiog ppapas s Claeesod o USHOTENNS ol ppig 08 S0 ||
phoaé® nuihtep 3617): Upenaeceiptaf thesetedi®rldata, the authentication undertaking
apparatus PVC generates individual login data and transmits them to the
cellular phone MS1.
(Step 308): Upon receipt of the individual login data, the cellular phone MS1
starts SSL. communication with the site S1 in accordance with a method
15  described in the individual login data.
(Step 309): When SSL communication has been started, the cellular phone
MSI1 longs in the site S1 in a manner described in the individual login data.
For the login of the user of the cellular phone MS1, the site S1 performs
authentication processing with reference to the member information database
20 CDBI.
(Step 310): When the site S1 completes the authentication successfully, the
site S1 provides to the user the members-only service, including provision of
contents.
When the site S1 fails in the authentication, the site S1 ends the

25  authentication processing.

<A-6-2. Operation of Cellular Phone MS for Authentication Undertaking

Request Processing>



(Step 30Bpa4bpsm2recei pt of a general authentication data input form
including a tag that designates "Obtainment of Voice Signal and
Fingerprint Image," the |o CPU 62 of the cellular phone M5 1 displays on
the display section 5 a screen (e.g., S§reen Gl12 of FIG 15) for pronpting
i nput of general authentication data,”on the basis of the input tag. (Step
304): Upon detection of depression of the determnation button 41 by the
user, theStepBID: UpomsdeteetibhRhhi t useroLthescellappiohe MSdshdp

(phot ographs) an inmage captured by the CCD canera 42. At this time, the CCD
carer a 4selpetedodrasspertV ifeomithe tmaimsmenenscrdeat €114 16f FIG. 7),ahe celiulace of
the finger which has depressed the determnation button 41. At the tine of
the det PAPRAMOBA Starts Sguqommutgcaapnewbahbyﬁuth@xmmn underthkirgPU 62

obt ai ns voi ce, i fromthe sound input section 3 (steps SA 1 and SA3 of
FI G 9).aﬁ%a@5§8&t§-transrﬁts t he phot ographed fingerprint inage and the

it nent | CUEPPTBE CelBocphone BES T rgsthanfE e Pk Bwthegtichiobor ¢ menus
si gnal , ]m&;eﬁ . |i$ heRsp iiL 'sr | a o E:he di s Ia}gefs)gg%llq?ﬁg%ggreen
\(I\ﬁi. gh t a;;géegn%gl é}a'?%ge{r}% cggiﬂs‘ EEB%EZEthELaéEEPﬁm I cation r
pr ocessi ng. M%P§%§M8 (St ep 306): Upon detection that the user has
sel ect ed Stepiz03)- Qﬂ&a@éefaﬂkt_(ﬁod Béneral 'ﬂﬁtl?@ﬂt%tgﬁr} H%ﬁ?ﬁgggﬂx{iﬁgﬁfﬂr%g to

t he aut hentication undertaki ng “apparatus P el ect data t resent
t he sel extagthabidesipatates t@btdibitmt IFVoiceBignabagd Min@érprivt haal thagi n
data, the cellular phone M5 1 5 starts SSL conmunicatifon with the site S 1
desepi bedPlh62iod thediellutargphoneMS 1 display$ Shathe3fi9playAfdceion 5Ha soBeen
comuni cation with the site S has been started, _

(e.g., screen G112 of FIG. 15) for prompting input of general authentication

data, on the basis of the input tag.
(Step 304): Upon detection of depression of the determination button 41 by
the user, the CPU 62 turns the LED light source 43 on and records

15 (photographs) an image captured by the CCD camera 42.

At this time, the CCD camera 42 photographs via the transparent plate
411 the front surface of the finger which has depressed the determination
button 41.

At the time of the determination button 41 being depressed by the user,

20  the CPU 62 obtains voice input from the sound input section 3 (steps SA1 and
SA3 of FIG. 9).

The CPU 62 transmits the photographed fingerprint image and the voice
to the authentication undertaking apparatus PVC, as general authentication
data.

25 (Step 305): Upon receipt of a passport menus signal, the cellular phone MS1
displays on the display section a screen (e.g., screen G151 of FIG. 13) for
prompting selection of an item for which the authentication service is to

undertake authentication processing.



the cel |l mbasophope M5 1 transmts a sequence of the GET request described
in the individual login data to a resource "//ww. c. co. | p/point/point.cgi”
which 1 o perfornms individual authentication processing at the site S 1
described in the individual |ogin dat This transm ssion replaces a
manual | ogin procedure. (Step 310): Upon receipt of the GET request, the
site Si starts authentication processing for the cellular phone M5 1.

Si nce " dStepB0@n{port detettion thav thdaser lvay seletled 4 Sipe! Company B and a
password, respectively, the user of 15 the cellular phone Iis

aut hent i Baind' the ¢edludanphone M8 1 ttransmity it ¢he pothaniiation ifdersakmgS 1.
After this, the site S| transmts to the cellular phone M5 1 personal

servi ce dRparamssPVEaselcction date thataiepeesentthe seleztioneof that sstete S 1

transmtg, to _qgellular phone M5 1 data that indicate a cunul ative point
of the cétm@%pkﬁm rege Q_folél@ﬂ‘éid\’@éll@gﬂb@@ﬁ, the celhakar phome M Shoppi ng

service pravigged hy the.site Si Upon_r ecei f. the contents, the

cel | Ol arﬁﬁﬁﬁmompgm% WHHW@ &Eﬁ §EI(§§C§b§8ilﬁﬁR9 lag%dﬁéhl(($n9. ,
screen of FIG 7) for reporting the point the user has acquired. 25
<A- 6- 3. eration of Authentication Undertaking Apparatus PVC for

inder t ald aeP SoSkr af RS SRR ich a2 §'ﬁ§§%ﬁ%ﬁ§%ﬁisﬁf§%€2$ ar
SSL el el i 30 —
GET (r:gqueglt Si gljna‘ ﬁ%‘?%s?ﬁrﬁnudeéf? ?\égq%%%%eebﬁrtlﬁﬁber )chq'gJ&(c:{eq? efs(éfl?re%wgne?

t he aut hthetinditidaal lopdardatk k6@ repoarce 'UﬁwWC.&ﬁ%f/ﬁBﬁﬁ@(ﬁht.gggFﬁ?ggﬁ) e T1

containing the phone nunber, with reference to the 5 indivi
\When 0t hepexforms indizidual ambenticdtion pepeessaigiat MEGitaS1 devepibeide fHee search
successful |y, the authentication undertaking apparatus PVC extracts the
record. ipdiddughlogiadiata. mﬂim&tmrtéssibn"rep%aaelsm mamnat login procedure.
(Step 310): Upon receipt of the GET request, the site S1 starts authentication
processing for the cellular phone MS1. Since "docomo" and "% k%n
have been correctly input as an ID and a password, respectively, the user of
15 the cellular phone MS1 is authenticated to be a member of the service
provided by the site S1.
After this, the site S1 transmits to the cellular phone MS1 personal
service contents (data) for the user (in this example, the site S1 transmits to the
cellular phone MS1 data that indicate a cumulative point of the cellular phone
20 MSI1 obtained through utilization of a shopping service provided by the site
S1).
Upon receipt of the contents, the cellular phone MS1 displays on the
display section 5 a screen (e.g., screen G152 of FIG. 7) for reporting the point
the user has acquired.
25
<A-6-3. Operation of Authentication Undertaking Apparatus PVC for

Authentication Undertaking Processing>

(Step 301): The authentication undertaking apparatus PVC and the cellular



nunber frehdoysigxtracted (step SB2 of FIG 11). The authentication _
undert aki ng apparatus PVC obtains the present tinme |o and conpares it with
the tine stored in the valid termfield of the record. In the present
exanple, a long period of time has el ed since the user has | ast

recei ved the authentication service, and therefore the general _
authentication has expired (step SB4 of FIG 11). (Step 303): Since the

aut hent i pponeM§$ ¢ \sedrt SSIL bemranaication (step SBEoL FIGuthgnt i cati on
undert aki ng apparatus PVC transmts to the cellular phone M5 1 an

aut hent i ¢StepaiDallpompeeeiptoofa IGET ueguestmighabwhitlaindlodes d@éPﬁ@@teeS

"ot ai nnent _of Voice Signal and Fi ngerpri nt 1 mage” (step SB5 of FIG 11).
(Step 30aymberefagalbdar phonenthenaighenticagonppudestakingipparatas \REéCvoi ce and
a fingerprint ipage as general .authentication data (step SB5 of FIG 11).
20 The atRAERES 153 Keosd Fantaning the phoaewmber, guith refarencotethe i nt  dat a

2t hent (oY ioial (BB L E”W%%pﬁ?é%&@?%%eﬁggpixh{lﬁ?& ”eEWé%fz réggfcza%?nand
' ' ' t r authentication.referen
s oAb S ST, e A SRR LG
' | . LSl e
ut hont | £ ExfriEARE fbodRlY BEEHETRbRRF Whichstdres3ac iffihe Wfmbercrypt e
general gufnber fiefdd @Qtrﬁ_@tfear@gg?tsgggfaﬂgg??)el n the record, uses the data

for the collation, and discar r conpl etion of F0449/3122 32

the col | ati onThé authérticmivieandérakngeapparafll SPYVT 6beaha the g?éseéfﬁflhﬁ@ (step
SB6 of FIG 11). FIG 14 is a diagramshow ng the authenti Cation

pr oa@ssiangl compargmeitfwithahieitime seoredtinaheivedid mrmifiekd bikhdgecndar auus. As
shown in FIG 14, 5 the authentication processing step includes filter
pr ocessi thg presenfuesanplen al lpngpesiad of time has elapsed since tve user haobsssi ng,
feature r%?:élr{/%ldit %ta{u(% ent%z?t?gg Ssiarnv%’ce,az?r?d %t(l)elrle?(grieotrlllé general authentication
has expired (step SB4 of FIG. 11).
(Step 303): Since the authentication level of the record is "2," the
15  authentication undertaking apparatus PVC transmits to the cellular phone MS1
an authentication data input form including an input tag that designates
"Obtainment of Voice Signal and Fingerprint Image" (step SB5 of FIG. 11).
(Step 304): The authentication undertaking apparatus PVC receives voice and
a fingerprint image as general authentication data (step SB5 of FIG. 11).
20 The authentication undertaking apparatus PVC generates voiceprint
data and fingerprint data from the voice and the fingerprint image.
The authentication undertaking apparatus PVC collates the voiceprint
data and the fingerprint data with the general authentication reference data (in
this example, voiceprint reference data and fingerprint reference data) stored
25 in the previously selected record.
At this time, the authentication undertaking apparatus PVC reads and
decrypts the encrypted general authentication reference data stored in the

record, uses the data for the collation, and discards the data after completion of



(Filter poeeegsipg): The authentication undertaking apparatus PVC renoves
fromthe received raw data, which contain data peculiar to the human body
(in lo this exanple, fingerprint inmage or voice), signals outside a band
that contains wuseful data. (Frequency,analysis processing): The

aut henti cati on undert aki ng appar at us C subjects the filtered data to
spatial or tenporal frequency analysis processing. 15 (Feature extraction

processi thg collateomut hethisananner, leulergeadd refepdnuer ddtads proferetir@edps from
the signal subjected to the frequency anal ysis processing a feature

par amet eBBhef FlGal bkt eri zes the data peculiar to the human body to be
obt ai ned. (Feature normalization processing): The authentication

under t aki ng abHdr aftus a diggrarg showingi thesauthentivation pracessing stéipvi dual
feature garorret reby obtain a nornmalized feature paraneter.

i h [ :
(Col | at i BA{IOrAg rla&ﬁﬁéHf HiGasion, ‘?Ift&kmﬂga%éiﬂé&-usAPvmw II?FE@. ﬂﬁed t
i . . t ticatjon reference data.
The 2ol 016 fiREHGEASh PRECs B cEE, flioE Poreisi R reguenaaot hog pased
: | Lcat i t aki ng. appar at us PV
ﬁgv g " s 5?%:%@3%3 %Eg%ﬂggt%?%ef %ﬁr @E&f ﬂ&bﬁsﬁgi fé%‘ﬁ%&“ﬁé##ﬁ@ present
time by ﬁrdé‘éééi?' ?gggrdgg%tio e.g., 30 nin) is stored in the valid termfield

of the record "FI G F0449/3122 33 11). (Step 305): Wth
r ef er enceFilter bf@&esbg@t Thabhrh&hticAtién %H'a%&g\g{aggtﬁreaéwﬁﬁ‘:#m ppar at us

PVC obtalns a recor or the user of the aut : _ one, and
ext r act sfrenpthe miceivedfaw datswhivh eotass Hagnpdastir@t t.'h‘érhdﬂ;?ﬁ?ebr'?)sdyt int .

Subsequently, the authentication undertaking apparatus PVC re
sitéo t ahisexample, fengerpnint timage o ecice), signalscutsidede bandahaposniafss as
keys and extracts the titles and classifications of the sites fromrecords
cor r espokgiabdata.
(Frequency analysis processing): The authentication undertaking apparatus
PVC subjects the filtered data to spatial or temporal frequency analysis
processing.
15 (Feature extraction processing): The authentication undertaking apparatus
PVC extracts from the signal subjected to the frequency analysis processing a
feature parameter that characterizes the data peculiar to the human body to be
obtained.
(Feature normalization processing): The authentication undertaking apparatus
20 PVC normalizes the thus-obtained individual feature parameter to thereby
obtain a normalized feature parameter.
(Collation): The authentication undertaking apparatus PVC collates the
normalized feature parameter and the general authentication reference data.
The collation in the present embodiment may be performed by a method based
25  on pattern matching.
When the authentication undertaking apparatus PVC have succeeded in

the collation, a time which is later than the present time by a certain period

(e.g., 30 min) is stored in the valid term field of the record (step SB8 of FIG.



t he conneotiorzdagti nati ons | Ds. The aut hentication undertaki ng apparat us
PVC generates a passport |o nmenu signal that includes data representing
the titles and the connection destination IDs of the extracted connection
destinations. In this case, there is nerated a passport nmenu signal that
includes a title "Conpany D Point" cortesponding to the connection
destinati on whose connection destination ID is "7" and the connection ID
"7"; andld).title "Prize Contest List" corresponding 15 to the connection
destination whose connection destination IDis "5" and the connection ID
"5." I n (SteppdeWithmofeteneato indisidualrable T4t tlow auttiaiticakiong appar at us
PVC adds connection information entitled "New Registration"” to the passport
menu si ghadertakingapparatisnt VEaobtains adecork forytheppseraifithevthentiostead s t o

t he cel |l ul ?r phone M5. 1 a passport_nenu signal which has been generated in
the aboveclWasphopeqand gxtactsaipliabity of registered aonnestiontdeshinatiom IDs.

which th aut henfication service is to he perfornmed (step. SB9 of FIG
11). (St SBb ntb'p c F‘B&@ agonypdertakapg; anparatus, P{’ﬁ:er%fﬁfﬂﬁ@]th%&ltte on

the sel cate T 2w BRRTShE e ¥t Commieeia deunaiini fOF As Kederad s cat 1 on
q . _ . . h .

SB12 of PeReRaRe B ard ClaRtifaRohs ot BB e IREL R0 CBIREBORNTY 5 7

has beentheadGifitettiont @t adibad B3k, (St ep 307): The authentication undertaking

apparatus PVC generates individual login data by referring to the
i ndi vi dual t aPheauThemtichtich uhdéﬁakm%{(ﬁppérﬁmscPW@g&:h@fhtéfﬁgia%fabﬁ” | D
a odi n

contained in the selection data as ey. The individual ata are
HTM1 odat Baenhisignalr that esclnidbe datorepyesentidg ¢he titles iand the GaiikctiosET r equest

when the individual login data are interpreted and executed. The
i ndi vi dudgstinggion Hls ef dhe eatracicidoeennectiurdestinatiomer Inhthtis thee, Ghere enuest
' nel Udesgéanesrael%%ieg ]C)gssfpoorrt tn;canrllsgiegrnrai ?}?atiiplgliuvc{e%uaa{itle "Company D Point"
corresponding to the connection destination whose connection destination ID
is "7" and the connection ID "7"; and a title "Prize Contest List" corresponding

15 to the connection destination whose connection destination ID is "5" and the
connection ID "5."

In the present embodiment, the authentication undertaking apparatus
PVC adds connection information entitled "New Registration" to the passport
menu signal.

20 The authentication undertaking apparatus PVC transmits to the cellular
phone MS1 a passport menu signal which has been generated in the above-
described manner and enables the user to select an item for which the
authentication service is to be performed (step SB9 of FIG. 11).

(Step 306): Upon receipt of the selection data, the authentication undertaking

25 apparatus PVC judges the type of the selection data. When the selection data
require registration of a new menu, the authentication undertaking apparatus
PVC proceeds to menu registration processing (step SB12 of FIG. 10). Here,

we assume that the connection destination ID "7" has been selected.



aut henti gatsopsdata to a connection destination corresponding to the
connection destination ID. Here, the individual |ogin data are generated
fromi o the nmenber nunber "1" and the individual |ogin data that are
required by a site whose connection q§ftination_lD is "7" and whose title
I's "Conpany D Point. The authentication undertaking apparatus PVC transmts
the individual login data to the cellular phone M5 1 and then ends the

aut hent i (StepB307)5 Thedarthelkiication apdepiaking apparadils PNMC¥enkrdtes11) . <A 6B.
Valid Term of General Authentication Data and Onm ssion of Input of GCeneral

Aut hent i ilividuabdogin dita by refetrang tofthe ediavidbaintabtes TOmnd e WwARENY
apparatus shown in 20 FIG 10 shows two cases in which input of general
aut hent i eigshe semaectionglastinationddD codtainddah thesblectionadatarmsuniteyt aki ng
processing is In the first _case, after conpletion of nenbership

regi stration ?Bgéf{ag{@g# login elaga, are T M data whieh awde@prﬁmlh;ami?PVC

enber shYIORR A Butangha GET reBusstwhen shodndlyianal kigin eia ereve of

Tt o nferreted ARl bgPdiBa > RGNl d0gH Y e dserBedibisaich e ot f on
' ' ' P can. b toth

pass por ( TanEF T A TS TebBest MERIAEY S SeqBARY Rttt indlyid83ho) 5100

35 proceahefiticatioh data AR '&%hne&ﬁén%ﬁ?xﬁﬁbﬁaédr?%}ﬁﬁéﬁ%% 'tﬁlg apparatus PVC

pernmts the user to use the passport nenu after ersnrp
regi st r atomiectioBudéstinationsIDpeHRYé Ohe ihﬂ?vi%i%?%l‘%ig:f%eﬁg L gbhe}aﬁéﬂ hgRe

changes fromthe screen G 132 to the screen G nto the sCreen G

13916f Rhe&member numbher 'Slé'cavditheairlividuatiogimyher ihae agé ré\%ﬂbbd@ igtration
(step SB.19) the aut hentication undertaking apparatus PVC procéeds to
step SBa&Ite Whp&qgnnsecttwnglesnaanan i tseV'M amd sehudseatitieis @Coltpdnyt De gener al
authenticatign is still valid at this point in tinme, the user can select a
site whi'di®he user has

The authentication undertaking apparatus PVC transmits the individual
login data to the cellular phone MS1 and then ends the authentication

15 undertaking processing (step SB13 of FIG. 11).

<A-6B. Valid Term of General Authentication Data and Omission of Input of
General Authentication Data>
The flowchart of the authentication undertaking apparatus shown in
20  FIG. 10 shows two cases in which input of general authentication data is
omitted and individual authentication undertaking processing is performed.
In the first case, after completion of membership registration (step SB3),
the authentication undertaking apparatus PVC proceeds from step SB2 to step
SB4. In this case, at the time of membership registration, a time which is
25 later than the time of membership registration is set as a valid term, and
therefore, the present time is judged to be within the valid term of the general
authentication. Therefore, the authentication undertaking apparatus PVC can

proceed to the passport menu (step SB9) while omitting general authentication



added torbhegpassport nenu by nmeans of nenu registration, and then receives
| o the authentication service therefor. However, when the valid termof the
general authentication data expires during the course of site registration,
the general authentication data nust:£§ i nput again. In the third case,

t he nenber of the authentication service of the present enbodi nent shown
in FIG 15 utilizes the site S2 after usage of the site S 1, by 15 use of

the cel | ptavespingne IW&his nizmer,dhermithentioation uadertalin h?pﬁﬁﬁ%ﬁ@‘?\@@ the
screen of the cellular phone changes fromthe screen 51" to the screen

GL52, t hpermiss theeusen toeuseGh®lpasapdrtt nenutaftedthd ménfbefshipIeghktv@yen. when
the valid termof the general authentication data expires during usage of
the sit eDgring thagopgerasion, thesaesen efatheorellidanphose dhangapftomdghe schedmr e
usage of 3 thE site S2.. As described above, the authentication
undertakGﬂé dephe scrrensGd 38mandthamto thepsargen &139 wédilGoohveni ence of users

and security managing the_ valid term of, the general K authentjcation
ot the;

data> 25 <C e after cammigtion ofuneRw registiasionsistep 5&19-}?3, we
- 1.4 h | naft d [

cor ot ar e RAEAt G Rbietidflrh ABbakyL BV mECe OISR Sner T of

h t | ' ' | ' ' £0449/ 3122

36 aut hont o SHndIAE Vb BoEHichCa fifuler (RILUR, BERTRE futitBelcdlion oc

pi cked _ igistiingalia bt WidpdifiPieriles (e (REALaRREIcet 3SR whiih IRIUSLCRSY merber

has last wutilized the authentication undertaking service. |’ S case, as

shown i radded tolfhe oftheena By ARhAS 0f mERs ¥8Sistration? jysTENU
(screen d | | of Igss 17) by oyperating nt]he cggllysurlaalr b%g@hk/@g@@gﬂés

conmect ithe awthemtication servicerthdrefort r dowes e, evhehahe padideteMplof the he
aut henti cation undertaking apparatus PVC. As a result, SSL handshaking is
per f or mgenesalathentieatden dataexpiros dunisg thedcaurse aftsitentagistration uthder t aki ng
apparatus PVC apnd SSL .co ni cation therebetween becones possible (step
general authentication data must be input again.
In the third case, the member of the authentication service of the present
embodiment shown in FIG. 15 utilizes the site S2 after usage of the site S1, by
15  use of the cellular phone MS1 that the member owns. During this operation,
the screen of the cellular phone changes from the screen G151 to the screen
G152, then to the screen G151, and then to G153 of FIG. 13. However,
when the valid term of the general authentication data expires during usage of
the site S1, the general authentication data must be input again before usage of
20 the site S2.
As described above, the authentication undertaking apparatus PVC
maintains a balance between convenience of users and security by managing

the valid term of the general authentication data.

25  <C-6C. Fraudulent Utilization of Authentication Service>
Here, we assume that a third party (hereinafter referred as a user) has
picked up a cellular phone MS3 owned by a registered member (member

number: "3") of the authentication undertaking service and tries to receive the



lo SB 1rok4B)6&n231). Next, a CGET request corresponding to the selection of
“Passport” is transmtted fromthe cellular phone MS3 to the
authentication undertaking apparatus PVC. Upon receipt of the GET request,
t he aut henticati on undert aki ng apparatgi PVC searches the individual table
Ti while using as a 15 key the phone nber contained in the GET request
(step SB2 of FIG 11). As aresult, a record in which "3" is stored in

the menbauthenticatiohiwidériakingser viebed WSl assuin LR thE SisbP RaB HieRAy ti e
is stored in the valid term field of the record, an authentication data

i nput f oupnthe epHukat phonehMShseveral houkanftee des tedistere@ Maefnbee tiak e t he
aut hentication undertaking apparatus PVC 20 to the cellular phone MS3 as a
r esponseutiized theanthengicetion(undgrtalgpgseanite. SB5  of FIG 11). Notably,
since "1" is stqr.ed in the authentication |evel field of' t he repord whi ch
i ncl udes "3" ffhﬂllﬁ@aﬁ%rﬂfe?hqmnﬁeﬂﬁ-elfd when dag user selgctst Passpest” duatres

npu { O TG R (sEr eIt 14 “agpBfr E2L Phonratng thecallplarcphonmMSta -
aut hent | P PHRCGT KNG 1€ HaPSmited e R BpSEE b33 thér o o i ng
i eved (AT ECRIEIBH ARSI fpfBhEL £ 0. ASHEPESSL Hindhakidgitn
nput | s onngd BERFE i LON R sHUMEP) A0 ThO RBth A dffigeRin

under t akappmrasdP WO aind\SSBcoitiifimitation BeeYebeAle N be@bes RARIBIE Sty  Of

the voice signal as general authentication data, the 5 authentication
undeot akS B¢ offds.atl)s PVC generates voiceprint data fromthe voice signal
and collates the voiceprint data wth the voiceprint data stored in the
previ ously selNest, weqhast coprespadingtb BR6selectiofriof. "Pasipod!' ise t he
ot et BTN oM the oallalar phonedWiS bro (hesewthentiagtiappmdertaingC | udges
apparatus PVC. Upon receipt of the GET request, the authentication
undertaking apparatus PVC searches the individual table T1 while using as a
15  key the phone number contained in the GET request (step SB2 of FIG. 11).
As aresult, a record in which "3" is stored in the member number field is
extracted. Since a time before the presént time is stored in the valid term
field of the record, an authentication data input form prepared on the basis of
that record is transmitted from the authentication undertaking apparatus PVC
20  to the cellular phone MS3 as a response to the GET request (steps SB4 and
SB5 of FIG. 11). Notably, since "1" is stored in the authentication level field
of the record which includes "3" in the member number field thereof, a tag
that designates "Obtainment of Voice Signal” is incorporated into the
authentication data input form as an input tag.
25 Upon receipt of the authentication data input form, the cellular phone
MS3 interprets and executes the authentication data input form in order to
display a screen for prompting input of general authentication data (e.g.,

screen G112 of FIG. ). Having viewed this screen, the user depresses the



| o aut hembigayBonzto have failed, and an authentication failure report is
transmtted fromthe cellular phone MS3 to the authentication undertaking
apparatus PVC (steps SB7 and SB 10 of FIG 11). As a result, a screen
indicating failure in general aut hentg,;atlon (e.g., screen @ 12 of FIG
17) is displayed on the cellular phone MS3. 15 <A-7. Insurance, Charging
Processing> In the authentication systemof the present invention, an

i nsur ancdetepmenation baittdet £1 whikel peodidiagbasice, aid arvaivé Bfgﬁ_dl(iﬁgh?f‘rdrﬁve'
whi ch the user has selected at the tinme of nenbership registration and
whi ch i sthe soundbihffudrseciongeatettmt tane e ttansatitted.tolthe behd@itesaitn

enbodi ment, first to third authentication levels are provided, and, as
shown i nupglestaking apparatusonVEaasigenerad autkenticatibmdatansur ance premi um are
set for each t hese, | evels. The authentication undertaking apparatus PVC
stores an aut eIt thewaice signalas ggnarabavthenticationalatas thent i cat i on

cor r & potitingticaibndeitakife ApRerains BE &%ﬁ%@f&%‘a&é‘é&%ﬁ&%ﬁﬁ el el d.
in ki i i or i PVC '
Gach of 1518 sibf ard Gl aRt \iftemint BR Wi B AREGHRREate Snbadan of d
: . Al . 4
usage fedtdprsvicusty seRiced feedr QUAR SHS. S H of FIGTRAT U7 STafE i e 71,
At this @R voidspramt iR tdre ¥fitRe rgggﬁrggghe&t%?p&feﬁtﬁggt\é&]&%o goper at e

charge data including the above-d anount " a one unber of

the ter ninatdh.apPhersfose,ahe authewmitdticrhandeitakiny hpsardil PV C cation
network MPN to thereby |eave the charging processihg to the “nobile

commoni cautthentioation tdx hivwbifailed, ambah audeentivtivat failureqtportss WaNsehiafeges t he
user of the terninal apparatus an amount of noney obtalned by adding a
communi cfompthe cellular phone MS3 to the authentication undertaking apparatus PVC

(steps SB7 and SB10 of FIG. 11).  As a result, a screen indicating failure in
general authentication (e.g., screen G112 of FIG. 17) is displayed on the
cellular phone MS3.

15
<A-7. Insurance, Charging Processing>
In the authentication system of the present invention, an insurance
premium is determined on the basis of an authentication level which the user
has selected at the time of membership registration and which is utilized for
20  general authentication. In the present embodiment, first to third
authentication levels are provided, and, as shown in FIG. 18, collation data to
be used and an insurance premium are set for each of these levels.
The authentication undertaking apparatus PVC stores an authentication
level selected by the user in the authentication level field of the individual
25 table T1 and stores an insurance premium corresponding to the
authentication level in the insurance premium field.
At a certain time, the authentication undertaking apparatus PVC charges

each of the plurality of users of the terminal apparatuses an amount of money



| o fee tBothe/aboge charge. <A-8. Site Registration Processing> The

aut hentication system of the present enbodi nent has a function of adding a
record to the site table T2 of the authentication undertaking apparatus 15
PVC. Through execution of an agent progg am t he aut henticati on undertaki ng
apparatus PVC collects data regarding Ssites which are connected to the

I nternet and whi ch provide nenbers-only services, and automatically adds a

record t obtdined throughbdddifionf of aredssurahce peemiitgsand a Usdge 6O sRiredcin site
20 registration. The agent pr ogr amcol lects on the Internet HTM. data which

i ncl ude the eegesprdlingfieldaiofithg indivedbal tabde fllansfer an 1D and a password
to an authentication program described for each site. The agent program

anal yzes t heAddhisdamed therputheatication urdertakingapparatisdVChmalyD i nput  and
password 25 i ultil frg({nthe HTM_ data, judges attributes (data representing
CRyrged

t he nunb&FNera p inchwhing the aheverdescribgd ameuntaud theiphonet he | D
d , t th into t ID attripute field d d
ot tr pur Dopibgr §73ke BHEhER aPprLiis ang tpsmal the SATSE i HIRIAIC on the basi s
f dat ' . ' ' ' f ich the HTM. data h b
col 1 oct e mhAERIGE B BEC MPN BEBtBu 68V e Crlyaint procrishisy 06y to-
cl assi fy"fdbﬂesdéﬁ,ﬁ‘gﬁﬁﬂgfﬁ&me?‘”ﬁg %@?ﬁndl ng classification nane in the

classification a recort “the site table T2 5 corresponding to
esint© enpe S OMPUIRATH OSBRI o
o ermmsimpsaret rhmon st anotey st MmO nIngAREH
pasdwor dfegttorthe@beveichaige0 of an arbitrary record of the site table T2 in
accordance with an instruction

<A-8. Site Registration Processing>

The authentication system of the present embodiment has a function of
adding a record to the site table T2 of the authentication undertaking apparatus

15 PVC.

Through execution of an agent program, the authentication undertaking
apparatus PVC collects data regarding sites which are connected to the
Internet and which provide members-only services, and automatically adds a
record to the site table T2 for each of the sites in order to effect site

20  registration.

The agent program collects on the Internet HTML data which include a
sequence for enabling a member to transfer an ID and a password to an
authentication program described for each site. The agent program analyzes
the collected HTML data and detects tags indicating ID input and password

25  input from the HTML data, judges attributes (data representing the number
and types of usable characters) that are required for the ID and password, and
stores them into the ID attribute field and password attribute field of the site
table T2.



from t herouusidez0e.g., an operator of the site Si). <B. Second Enmbodi nent>
The configuration of the authentication systemaccording to a second 15
enbodi ment of the present invention is the sane as that of the first

enbodi ment, which is shown by the bl ock, diagramof FIG 1. <B-1.

Aut henti cati on Undertaking Processing>FI G 19 is a diagramshow ng the
flow of data at the tinme a nenber of the authentication service of the

present enbodFueshier,uon thezbasis ofalue vehiehldte cORtaiRe inghe el f#Bth Whithe site
S 1, while utilizing the authentication service provided by the

aut hent i teet HdiMlindietathaivieripeapealiedted aRdGvhictoard desigabted By tagh,cmé MB3

owned by the nenber. Here, we assune that the user of the celTul ar phone
MS3 who &gent pregramhmaydrntmclassifiydhe setevdambstoae assreesperhding _
authenticatigon level "1."; i.e., "Use 2-5 of Voiceprint Data" at the tine
of menbet'@htibicabigNsname i the plassification iekd ofatreched of ¢he sitettable T2

aut henti cation updertaking service has not utilized the authentication
unde(l?’t ak?%eweg tf’gﬁeé onsi derably long period of tine. F0449/3122 40

The fiver broMRbRen 3E Mtdhtdaorandadaking 4 a“ﬁ%%ﬁ%%gth%?f&ﬁiy”g o
[ o | | ' el. pt a

ener ol ciipdient s Wrlbihetion ST Hangfitk et Riehic b6 HE PopRERIGH Bt Gna s

" Obt ai nnReld, las¥Hication Gedd 1D hBEes@%W/@%n%?%s}ﬁ?%‘rigérlrg?*)%swgflf) ne Ms3

di splays on'the display section 5 a screen r ng 1 hput of general

t hent | gedes erymt; v, fi i ; 3 ' t he
?ﬁpu? nt :ag. (Step 4%%@%%3’ fclllé?’%r’ g?%tgglgiatnés)flsg’?en d\}\h?gﬁg‘?g}@gggﬁjetg q)érlgm t he

sound i npfuan atbitraey record3ofthet dite table T it Accoidhacsivwigh afinbHukapndl bei ng
depressed by the user. _
fromi the outside (e.g., an operator of the site S1).

<B. Second Embodiment>
The configuration of the authentication system according to a second
15 embodiment of the present invention is the same as that of the first
embodiment, which is shown by the block diagram of FIG. 1.
<B-1. Authentication Undertaking Processing>
FIG. 19 is a diagram showing the flow of data at the time a member of
the authentication service of the present embodiment utilizes a members-only
20  service provided by the site S1, while utilizing the authentication service
provided by the authentication undertaking apparatus PVC, from the cellular
phone MS3 owned by the member.
Here, we assume that the user of the cellular phone MS3 who utilizes
the authentication service has selected the authentication level "1 ";1.e., "Use
25  of Voiceprint Data" at the time of membership registration.
We also assume that the user of the authentication undertaking service
has not utilized the authentication undertaking service for a considerably long

period of time.



The CPU 634s9ppegbs the obtained voice signal to a first-half stage of the
aut hentication processing. In the present enbodinent, the first-half stage
of the authentication 15 processing includes filter processing, frequency
anal ysis processing, feature extracti processi ng, and feature
normal i zation processing. After conpletfon of the first-half stage of the
aut hentication processing, the cellular phone M5 1 transmts nornalized

feature data Sindenthegpriocessingashiown it FIET. tiakand i Rathdintizal¥a 20 (Step
405): Upon receipt of the normalized feature data, the authentication

under t akpragespmngrof the frsCenbodinsentt showedriRIEG] Ibhawd hzed temmee data
with the general authentication reference data stored in the corresponding
t abl e of POtHans, ealy petiaons thatdliffer vedl be desoribedal f st age of the

aut henticatio rqcessi ng. Ugon attajining success in collation, the
aut hent i deﬂ)?’l?)r{gﬁﬁ?’tl areeipt 059 senearbauthenticationrdata dspuat forss pocludmegu

Fodady 185 jilestinhlicd IOREuPRasnt Vel Sighl. " the G ai Ak colintar s
il _ ! e cplla
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manner i FeneieRERRERCMbATEAS (Pl e REFEL B KIEY 137, BETAR bR of i s,

of the cigjuhag. phone MS is used as a key, instead of the phone number
thereof. Further, the general authentication processing may be perforned

in such (Stepdod) TheeCPLh62 dbiding viek WhltkeisTeckF cieRbaNaf: %\hﬁﬁf éﬁ asdat a

peculiar to the body of the phone user is used as a key. In this e, a
usenoof sectionud htthe tintd ohtheedetesminstion bhlm‘)rﬂdﬁbbéiﬁ%ﬂépré%@éd Wyl fhieze the
p

aut hentication service while borrowing a cellular one M5 of “anot her
person. Wr2  NMbdification 2>

The CPU 62 subjects the obtained voice signal to a first-half stage of
the authentication processing.

In the present embodiment, the first-half stage of the authentication

15  processing includes filter processing, frequency analysis processing, feature
extraction processing, and feature normalization processing.

After completion of the first-half stage of the authentication processing,
the cellular phone MS1 transmits normalized feature data to the authentication
undertaking apparatus PVC.

20 (Step 405): Upon receipt of the normalized feature data, the authentication
undertaking apparatus PVC collates the received normalized feature data with
the general authentication reference data stored in the corresponding table of
the individual table T1, as a second-half stage of the authentication processing.

Upon attaining success in collation, the authentication undertaking

25  apparatus PVC transmits a passport menu signal to the cellular phone MS3.

<C. Modifications>

<C-1. Modification 1>



The aut heogigeasiop system of the enbodi ments al ways perforns 15 coll ation
of voiceprint data during general authentication. However, the .

aut henti cati on system may performcollation of fingerprint data w thout
performance of collation of voiceprint,data. In this case, the

aut henti cati on wundertaki ng apparatus 4IJVC wites an authentication |evel
"2," for exanple, in the authentication |level field of the correspondi ng

user's recor dWlien tiee 20thendicationalysterhlof the drubbdizhentsjserforie Beheaili on
undert aki ng apparatus PVC wites an insurance prem um"50" in"the

i nsur ancautheshicatofiprbdessing hihe systemsyearcliosghedadividuaCtable WHwhigat i on 3>
25 The authentication system of the enbodinments may utilize general

aut hent i Bsingshphene nymber assignedetadacellplarphene MS hé?dwermh ! lrb;lgcié suc? as
an iris pattern. Further, the authenticatign system of the enbodi nents may
utilize phputhenticatiopRrosesHBg Mak berperfermed iasueh aomapner Haat thet a

sty ?;i_nﬁd‘iéf‘di{af’%ﬁﬁpﬁkgﬁéﬁ?gnEH%lééﬁﬁ&%?g‘uﬁz§ &wtlwa? hg;x'ezve' °
i . 0 ena
eribodt gk e I WS o ke FASRHS ARSI AR, BT %
N . . . | Z
or e+ el suhenibation irboelsibl Suab BESIPGNR jn Shth BEBaRDE tiandbeo o
i nput gemdividual tABIBIT £ & $QitcHad wnﬂ;&gﬁ]@d%@&m{@g}to%&;@g& &P

substitute is added to the record_o e subscri n |nd!V|duaI tabl e
Ti, |o gpitononsansiuseddatakeRrndln tNdeare] Musébth®huthentibidh §e%f§]rgceare

stored in the field. The nethod by which the substitute stores tl _

voi ¢épr iofi theéaambodimentsi canentplize the atthenticationi deraice whilebordbdiihg@at i on 5>
15 The authentication undertaking apparatus PVC of the embodi nents may
serve ascedlwlax phape MS\ofrarofBerperson. . | n this case, the authentication

<C-2. Modification 2>
The authentication system of the embodiments always performs

15 collation of voiceprint data during general authentication. However, the
authentication system may perform collation of fingerprint data without
performance of collation of voiceprint data. In this case, the authentication
undertaking apparatus PVC writes an authentication level "2," for example, in
the authentication level field of the corresponding user's record of the

20  individual table T1. Further, the authentication undertaking apparatus PVC
writes an insurance premium "50" in the insurance premium field of the

corresponding record.

<C-3. Modification 3>

25 The authentication system of the embodiments may utilize general
authentication data which include data peculiar to the human body such as an
iris pattern.  Further, the authentication system of the embodiments may

utilize general authentication data which include data, other than data peculiar



under t akirng 4@ppanat us PVC can performthe general authentication processing
while utilizing origination (caller) IDs of cellular phones M

aut henticated by the gateway server GA5, as data fixedly assigned to

term nal apparatuses. 20 In this case,,if security can be secured,
unencrypted conmuni cati ons nmay be per?%rned bet ween cel lul ar phones within
the nobil e communi cation network MPN and the authentication undertaking

appar at uto HChamagebedwy ywhiehvain sdaibe a leiph Rvel pPseeusfMUNi cations may be
carried out between the gateway server and the sites S (S 1 and S2)

only. That is, the system 25 may be nodified in such a manner that
encrypted conmunications are carried out between servers only. <C- 6.

Modi fi cafloft. ModificatioBi$» 43 The aut hentication system of the enbodi ments
may be nodifi in order to enable a user to add to a passport nenu signal
a site which Fuhentication systemeet the ambesdimentp may be modifipthso asas an

i tem for_whi t he authenti.cation, service_nust be perforned. 5 At the tine
of ménu %Sﬁlél?q?aﬁ P%Pntmg%ﬁtﬁn »subseriber of a porahle sevainal e iugiirecthe

o gnl Cantbtefe et S4BRIE 33 ol q?ﬁali@?%é@ﬁt&%t%%{iﬁg éﬁﬁééﬁ’é’éém i”ﬁﬂfjd
e i | PG PR ion,

(D and. MaNZeIREakfdtatlon GhqyIBRT AT e WHEH thE sBhsfifberpecaiis ™" '

regar di nandte (iinput feheratdetbnildfiAHANANAE RS bR tIOF iRk g appar atus

PVC adds the data reQgarding the additior _ tecor “the
i ndi vi dugibstiabtecisTddded o the ree6rd of\thé BuBsdrib: in e i%gm%fal @leory
Wi

undert aki ng apparatus PVC al | ocates a new connection destination

r ef @anencand voideprritidata &me fifigerpant et withetsubatitme dredestakimtheappar at us
PVC rrayugerformthe addition of the site through addition, to the
i ndi vi dulield. abThe mgthot by whicl et substituts stores ghe voiesprimndatat(andf a site.

fingerprint data) is arbitrary.

<C-5. Modification 5>

15 The authentication undertaking apparatus PVC of the embodiments may
serve as a gateway server GWS as well. In this case, the authentication
undertaking apparatus PVC can perform the general authentication processing
while utilizing origination (caller) ‘IDs of cellular phones MS authenticated by
the gateway server GWS, as data fixedly assigned to terminal apparatuses.

20 In this case, if security can be secured, unencrypted communications may be
performed between cellular phones within the mobile communication network
MPN and the authentication undertaking apparatus PVC (= gateway server
GWS), and encrypted communications may be carried out between the
gateway server GWS and the sites S (S1 and S2) only. That is, the system

25 may be modified in such a manner that encrypted communications are carried

out between servers only.

<C-6. Modification 6>



Al ternat Fgehy/3tbe authenticati on undertaki ng apparatus PVC may perform
the addition of the site through an operation of adding a record to the 20
site table T2 and storing the received data of the additional site in the
record. Further, the authentication uqeﬁrtaking apparatus PVC nmay be
nodified in such a manner that the authentication undertaking apparatus
PVC does not request the user to input data indicating whether an ID and a

password are Thecashenticationlsystearst ethdodimehtd AR Be PASSIHRIAI AN €
necessary through 25 analysis of the received indivirdual authentication

dat a. <OorderNbdinabdaaiuser To-adddotepassport apnarspnal akitehehRIRK ABAtS IS
not limted to a cellular FO0449/3122 44 phone having a browser; other
exanpl esbegn registesedrim the ppsrpaat meemf signal, asrdroitene fiorswhich dsee a cooki e
acceptabl e . term nal apparatus which is connected to a stationary phone
bef ore vBhgRHCAHPRSEEVRE HABS ke perfiormed. such as a desktop computer or a

et top box hayi a browser; a.cookie unacceptabl e termnal which is
(S:onnéc!to ed to g&ﬁ%f‘i’%ﬁ?@%%‘%‘é?@?@a a‘éi'eu%ﬁ{d)tp iceAlanpbona M@ e

(r:rggm ﬁ:de}qéﬁ%(%? @%9@5@5&5%{ Sé%‘%h%&ix@éi%ﬁe%ﬂ?gg&&p@ ﬁgéieggéég%?gr gr {)_h?ne
Mbdul e) BERE SWE%&Efﬁﬁ?%%llnlb/ﬁﬂﬁk%ﬁ[haéﬁ‘??s%%ﬁc&l A, CRRTAEAEPR. ¢ er m Bialy

[ [ e AR ‘ . C, abl e
\tNgr (r:nhna?]é\}'h(é?gﬁyi S Gggﬁsﬁyc@ry ?g?ﬁ’é‘ﬁg@mgf ﬁ’ 1??%%?? aghéi%ﬁﬁtﬁlﬂgggﬁeﬁﬁ nal

appar at uthdpadsworlisfahenifestobe G8dé@n use cookies may record in a cookie
an I D which specifies a user and use the ID as data fixedly 15 assigned to

t heiper ni nal prarr&telitptdlfrdangrggwrd@@glelﬁ@bitélﬂ(i)fb@ﬁd&e’ﬁ,itﬁé aBRGRSSAtch The
term nal apparatus of the enbodi nments which use a cellular phone (or SIM or

UM mau akipg appanatis V€ addtl theadata gegarding tthe addétibnalesiteotwnae (or SIM
or UM RRotd of the individual table 11 for the user. " At this time, the authentication
undertaking apparatus PVC allocates a new connection destination ID with
reference to the site table T2.

15 The authentication undertaking apparatus PVC may perform the
addition of the site through addition, to the individual table T1, of a new field
for storing connection data of a site.

Alternatively, the authentication undertaking apparatus PVC may
perform the addition of the site through an operation of adding a record to the

20  site table T2 and storing the received data of the additional site in the record.
Further, the authentication undertaking apparatus PVC may be modified in
such a manner that the authentication undertaking apparatus PVC does not
request the user to input data indicating whether an ID and a password are

necessary, and judges whether an ID and a password are necessary through

25  analysis of the received individual authentication data.

<C-7. Modification 7>

The terminal apparatus of the embodiments is not limited to a cellular



appar at usodupyng2the general authentication processing. 20 Further, the

cel lul ar phone of the enbodi nents nay be a cellul ar phone which can use

cookies. In this case, the cellular phone of the enbodi ments which can use

cookies may record in a cookie an ID whjch specifies a user and may use

the 1D as data fixedly assigned to the cellular phone term nal during the

general authentication processing. 25 <C-8. Mdification 8> The term nal

appar at uphohe hagirgraddowset;otirey ekanmples bf the terPMPAE ajyaraté off tRees not

have a function for inputting fingerprint inmages. The F0449/3122 45

t er mi nal cabpdiments viclude a eobkit sectptably tdrminatapparatus pidole id/5 whi ch

cannot detect a ?eneral, aut hentication data input tag. The present

i nvent i ofPRReGted 1o aftaldanary phenebefaredisecandahisheanfliandle cboltiessnt s and

may be nodified arbitrarily within the scope described in 5 the clains.

<D. Suppt¥tkat a.des FOMPUERT-OTAG Sefeta bax diaybag @ browesesnbadconkies of t he

present inventi |imnate . the necessi of nenori zing indjvidual

aut hent i‘&%‘l“’r%ﬁ’ﬁ‘%ﬂ?ge’(’ﬁﬁlﬁb"e@ﬁ 1§ qoémﬁégi(i\é? astaienanyhonekelore userand

cel lul ar Ll varh ous sona Vi ces | ch require input of

an ID an‘gng&g%@m&éﬁrmeéﬁgﬁ% 88§@&§raei’D£2L)p{s&pa ]é/gh géﬁl,sg%ﬂtﬁn@& & he

i ndi vi dugdrt ' ' d |- | ul ar, phone, even

! vt bt AL SRR e R LBORIEA N LR Bl JSSEIY Wi 8RR, o

| ndi vi dugdihlaf PRoht dahbon At RI) RAisdPRKESmbIRariof WIBH andiggerbodi ment s
raudul en

of the present invention can reliably prevent use of the
aut hent i (Satbsonben ddetidyi Mi)diﬂ?/d)ﬁe IDBMa(Ué'drFI@eﬁﬁ_ﬂ'Mohﬁ]e)Pﬁr g dr, stnce
data peculiar to the human body, such as voiceprint data’an I ngerprint
dat a9 sameccaptaidedemhimalwiechiis gbnaectial a ceHutdrgtiomeabéfore dfsedapdason

h

himsel f or herself can be perfornmed nore reliably, as conpared wit
cookie unacceptable terminal which is used in combination with an SIM or a

UIM.
The terminal apparatus of the embodiments which can use cookies may
record in a cookie an ID which specifies a user and use the ID as data fixedly

15  assigned to the terminal apparatus during the general authentication processing.

The terminal apparatus of the embodiments which use a cellular
phone (or SIM or UIM) may use a phone number fixedly assigned to the
cellular phone (or SIM or UIM) as data fixedly assigned to the terminal
apparatus during the general authentication processing.

20 Further, the cellular phone of the embodiments may be a cellular phone
which can use cookies. In this case, the cellular phone of the embodiments
which can use cookies may record in a cookie an ID which specifies a user
and may use the ID as data fixedly assigned to the cellular phone terminal
during the general authentication processing.

25
<C-8. Modification 8>

The terminal apparatus of the embodiments may be a cellular phone MS

which does not have a function for inputting fingerprint images. The



20 the cmsedppizmbpch a password or password nunmber is used. Mreover, since
the user does not have to nenorize such data peculiar to the human body,
the burden inposed on the user can be reduced. Further, the enbodi nents of
t he present invention can provide the ut hentication service to a user of
a cellular phone M52 which does not have a 25 function for obtaining a
fingerprint image. Therefore, the user can utilize the service wthout

repl aci ngrmipakapparapusicfthe embodahents may WediceladagbliohneMS Rghichur t her,
use of a cellular phone having a function for inputting voice elimnates
t he neceeainingt detecicmgonerabanthergidsiaivdata input vag.ceprint F0449/ 3122 46
aut henticatiopn, Mreover, a CCD canera is provided wthin a button for

i nstructing i APEPIESRNLINYABHOBIS Bt dimijed éo she abomerdéscathedspiaific and a
finger which.is resent on the hutton during . input of the general

aut hent i PS‘H"&BFSaaIP H@Yp%wli}\@ﬁ‘e%rb%aaky wathaptthescapeideseribedrin i nage.
Ther%for , cg yser can input and transmt a fingerprint inmage through a

si ngl'e otglgr MY, This is particul arly advantageous in the case of a
portable term nal, such as a cellular phone, in which quick button
operation is difficult. Further, a valid termis set for general

aut hentigpyt i el il valid term a user can utilize the
ShelEHEnt DG Ll

aut hent i cat ing service without performance of general

authent | catl oAs dBSfibed@bede, HieemboiMiehlCof tARAKRL inRAfRiPefinfifhfl O

prompting input of individual authentication ransm m a

site to theamdessity of meraorizivig ndivedudluhtBehiicaion dat{sh FD%Und hansferred
to an authentication programwhich perforns collation of the 15 individual

aut hént i passwerd)ieven avherhthesuser. oftheekilarphdrteeutikiees varioakipersdigal
processing regarding the formso as to obtain a desired page. Further, the
provi si d§T¥Ices Whichaiequyrednpus pé andi) end & passwarst inoordertelsecusmabl es

provi sion of. var the possibility that a user

can 1 ecSEFHTIAY.de ENFBET SIRGE Hae iﬂ?@gkﬁgﬁtﬁtﬁéﬁt’i@a@mﬂeya preopet stogediises can
be the cellular phone, even when the cellular phone falls into the possession of a
third party, the individual authentication data are not leaked.

15 Further, the embodiments of the present invention can reliably prevent
fraudulent use of the authentication undertaking service by a third party. In
particular, since data peculiar to the human body, such as voiceprint data and
fingerprint data, serve as general authentication data, authentication of a
person himself or herself can be performed more reliably, as compared with

20  the case in which a password or password number is used. Moreover, since
the user does not have to memorize such data peculiar to the human body, the
burden imposed on the user can be reduced.

Further, the embodiments of the present invention can provide the
authentication service to a user of a cellular phone MS2 which does not have a

25  function for obtaining a fingerprint image. Therefore, the user can utilize the
service without replacing a presently-used terminal with a newly-bought
terminal.  Further, use of a cellular phone having a function for inputting

voice eliminates the necessity of newly providing hardware for voiceprint



20 provi ded4bg3a2pser who wi shes to utilize the service by use of an old
cellular phone which lowers the reliability of authentication, a user who
wi shes to shorten the tinme necessary for authentication processing which
may result in lowered reliability, and. a user who wi shes to secure
security even if the tine and | abor necessary for authentication
processing increase. 25 Mrreover, a plurality of authentication levels are
pr ovi dedauthentigation. i nsurance premiumis set when a high authentication

| evel is selected. Therefore, provision of a variety of services at sites
and encour ageMeoneoyer, €6 samsrerie providea withliea buttde fof istiumingvel can
be realized F0449/3122 47 sinul taneously. Further, a conpany which provides
the aut hHIRUtARd Bansisgion gk gapersd avithentication dath, mindkas finges echikeh isr ovi si on
of services a& a bomr a(l]lt hent,i catiga@l{ evel . Further, in the enbodi nents
of the pPESERtONLHEHULON dyring anpyt ¢ general guthenticatianodata@asa but al so

goncrar TOREREPRE] s 4S SerhiBing El%ré%abﬁgﬁ ?&%g:é‘;p?ﬁwéioié”é S ELS BBPUE o

Bt hent 1 A0 traBs AR berfinf imBe Wi iER Riide' huBhc PPt by a user
| In p: | PIOne |

aatr ot Thsieamirlf 3y B ey i IEG LA hortatteRoR Sichu s 8 Billyiag

present phvee)tinavhivhediek Bl Speratidn istdiffiefld cation service which a

menber can use easily and safely in order to utilize a site froma

term nal appaFatther, aTvalsd térine iesdrdfdr pomesaloduthbAticli6n Sad wWivisint then can
i nprove the value attained through provision of the 15 service. Further,
sindé a valid teram ausercan atilize the gutifentmavioresndersakingasetviceawethoutt he
user's desire of utilizing menbers-only services which require

aut hent i RfoIRance @ﬁﬁé@@ aptheninasione. TRBUSTRCES LABR! hoablel TY 20 The

pr esent I'{/lnvent i orB Provi es an aut hentication _system which raises
oreover, belore a torm for prompting input of individual authentication data

is transmitted from a site to a cellular phone, individual authentication data are
transferred to an authentication program which performs collation of the

15  individual authentication data at the site. Therefore, the user can skip the
processing regarding the form so as to obtain a desired page.

Further, the provision of a plurality of selectable authentication levels
enables provision of various services, and therefore, the possibility that a user
can receive a desired service increases. For example, proper services can be

20  provided to a user who wishes to utilize the service by use of an old cellular
phone which lowers the reliability of authentication, a user who wishes to
shorten the time necessary for authentication processing which may result in
lowered reliability, and a user who wishes to secure security even if the time
and labor necessary for authentication processing increase.

25 Moreover, a plurality of authentication levels are provided; and a low
insurance premium is set when a high authentication level is selected.
Therefore, provision of a  variety of services at sites and encouragement of

user's movement to a higher authentication level can be realized



t he desi F@4ab/asers to utilize services provided by sites which require

I nput of authentication data. The present invention further provides an
aut henti cati on wundertaking apparatus and a term nal apparatus which
constitute the authentication system gp F0449/3122 48 CLAIM5 1. An

aut henti cati on processi ng systemconprising: a comrunication network; 5 a
plurality of term nal apparatuses, each being connectable to said

communi csimultaneousdy.k Fustheonaroimpamyowhigteprovddds the aatiahictiorr a
plurality of sites via said conmunication network; and an authentication
under t akhRdedpkingsaryiceoearcaveit risks aausedcbynproi sion of seevioes lat ardwer
conprisin&' 10. a first database for storing, for each user of said term nal
appar at u8 gﬁmgcaﬂpﬂﬂ§Y¢ky of individual authentication data sets to be

putted into said,sites; first. means r authenticating the user of each
t er mi nal appa?‘a‘f%r’tlﬁrtbﬁg?dné?‘i&lm%%siforfgéfprﬁﬁemelélé’ﬁnélmhéﬂt oaly. gengeall y
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speci fied by sal ans an r provi di ng

i ndi vi duskthentibarid. c din partidalar, smc@wcélmﬁkpgﬁ%e%t&rﬁédfﬂ gusdpta. 2. An

authentication processing system according claim 1, wherein Said
t er mi nal gengral antkenticatiodeunf teipeiformedsyithhightaectifgy WathouR $etticting g a
y

human body; and the user of said term nal apparatus i$ authenticated.
usel®f b&hawier ehthe pseuliar to the human body.

Further, the embodiments of the present invention enables provision of
authentication service which a member can use easily and safely in order to
utilize a site from a terminal apparatus. Thus, the embodiments of the
present invention can improve the value attained through provision of the

15 service. Further, since a user can utilize a variety of services easily and

safely, the user's desire of utilizing members-only services which require

authentication is expected to increase.

INDUSTRIAL APPLICABILITY

20 The present invention provides an authentication system which raises
the desire of users to utilize services provided by sites which require input of
authentication data. The present invention further provides an authentication
undertaking apparatus and a terminal apparatus which constitute the
authentication system.

25



3. An aufbeampisakpon processing systemaccording to claim2, wherein the
data peculiar to the human body include fingerprint data and voiceprint
data. F0449/3122 49 4. An authentication processing systemaccording to
claim2, wherein the data peculiar to,4he human body include fingerprint
data. 5 5. An authentication processing systemaccording to claim 2,
wherein the data peculiar to the human body include voiceprint data. 6. An
authentication processing system acCAIMS to claim 1, wherein the data
fixedly assigned to said term nal apparatus is a phone nunber of said 1 o0
term nal apparatus. 7. An authentication processing systemconprising: a
comuni cation network; a plurality of term nal apparatuses, each being
connect a& eA’bagﬂle@tlcﬂgmﬁﬁﬁagiS()kstemtﬁmrlpns'il@:cormuni cation means and
connectable to a luraljty of sites via said comunication network; and an
aut henti cati of CBHHBPP&%‘@B@M‘& us connected to said communication _
netw%rk and c | S i rst dat abase for .st.oring, each user of said

: f for _
5t T G bl
of oach TAPRUMFAIGHTRIAL vih bBTuRublRkiHRR AR AMGERELROIEPrEr a o
' ' i ' : c’&n‘?ﬁf[l ni i a peculiar to the user;
Lgégﬁgyn@ﬁgﬁﬁﬁf%ﬁ%ﬁﬁa‘ﬁ%gra SI gl%mﬂkﬁoﬁéeﬁﬁaut henticated by said 25
first means vashamdrtication diidertiking dMARanisYorfietaftd Big i th Teference

to said first database, individual ntication ta corresponding to
t he usercemthhmitatioh adtwyrls and compdsinpeans and the site specified by said
second nmeans and for providing the F0449/3122 50

10 a first datagase for storing, for each user of said terminal apparatuses, a

plurality of individual authentication data sets to be putted into said sites;
first means for authenticating the user of each terminal apparatus
through utilization of at least either data fixedly assigned to said terminal
apparatus or data peculiar to the user;
15 second means for specifying a site which the user authenticated by said first
means wishes to utilize; and
third means for extracting, with reference to said first database,
individual authentication data corresponding to the user authenticated by said
first means and the site specified by said second means and for providing the

20  extracted individual authentication data to the specified site as first data.

2. An authentication processing system according to claim 1, wherein said
terminal apparatus includes fourth means for obtaining data peculiar to a
human body; and the user of said terminal apparatus is authenticated by use of

25  the data peculiar to the human body.

3. An authentication processing system according to claim 2, wherein the

data peculiar to the human body include fingerprint data and voiceprint data.



extract edoundi/sidpal authentication data to the specified site as first
data; and fifth neans for enabling the user to select an authentication

| evel froma plurality of authentication |levels provided in said first
means. 5 8. An authentication processip system according to claim?7,
wherein said term nal apparatus includes fourth nmeans for obtaining data
peculiar to a human body; and said first nmeans authenticates the user of
said term nal apparatus by use of data including the data peculiar to the
human body. |o 9. An authentication processing systemaccording to claim?7,
wher ei n #he Amanthemtication prosiessiag systemi atcoedimgnial clappa, avherdia thephone
nunber of said _ferm nal apparatus. 10, An authentication processing system
conpri si ﬂ@t.a peeyliar ¢g the husaan badydnalide fingerprinti datg. of t er ni nal
appar at uses, each being connectable to said conmunication network via
conmuni cation nmeans and connectable to a plurality of sites via said

icati k: .and thentjcati dert aki t
connéct et t AL ANCHSSaERR RIRCESNE S IAAIRACKORHIELORIAITDI gV herenn tBe
dat ab ' a f i.d 1 i,nal t ,
orural (g aPeRnbiar 1 ihg Bt Rota hefiteiikebBHEaRR o bt e i o sai d

sites; first nmeans for authenticating the user of each term nal apparatus
through utilization of at |east either data fixedly assigned to said

term nal 6. 2Amantichti¢ation ﬁ@bésd@ﬁ%&*ftrm_ta‘écbitgngst%rélagﬂcloWh And or

specifying a site which the user enti cat y sal first means wi shes
to utilidata fixedls ase’@mdftorsaéadltemiﬂah@ﬁpwéths e hgitienimbeaio? shid St

dat abase, F0449/3122 51 individual authentication data corresponding to the
used Oautteeminalapparatnssai d first means and the site specified by said
second nmeans and for providing the extracted individual authentication
data to the specified site as first data,;

7. An authentication processing system comprising:
a communication network;
a plurality of terminal apparatuses, each being connectable to said
15 communication network via communication means and connectable to a
plurality of sites via said communication network; and
an authentication undertaking apparatus connected to said
communication network and comprising:
a first database for storing, for each user of said terminal apparatuses, a
20 plurality of individual authentication data sets to be putted into said sites;
first means for authenticating the user of each terminal apparatus
through utilization of at least either data fixedly assigned to said terminal
apparatus or data peculiar to the user;
second means for specifying a site which the user authenticated by said
25  first means wishes to utilize;
third means for extracting, with reference to said first database,
individual authentication data corresponding to the user authenticated by said

first means and the site specified by said second means and for providing the



fifth neang4abgsiepabling the user to select an authentipation Ievel_fron1a
S plurality of authentication levels provided in said first means wi shes to
utilize; and neans for charging the user an insurance prem umon the basis
of the authentication |evel selected use of said fifth neans. 10 11. An
aut henti cati on processi ng systemaccording to claim 10, wherein said

term nal apparatus includes fourth neans for obtaining data peculiar to a

human boextracted individiial anthenticationtdutatto che epetifred sies a@ff1r§ﬁdﬂtat Qi nal
apparatus by use of data including the data peculiar to the humah body. 15

12. An aut henfifidamieans fooenabling tisy ssentesclectanautieenticition veMfesei 4 t he
data fixedly assigned to said term nal cﬂﬁ:parat us is a phone nunber of said
t er m nal Ph’éﬂhﬂé{)ﬁQUtmtchﬁoadﬁM@}StprMﬂd 1psarkisstryeayst em conpri sing: 20
a communi cation network; a plurality of term nal apparatuses, each being
connect abl e to said communication network via communi cation neans and

d
St hant [ Bat A aﬁmﬁrilﬂcaiipngﬂrgasaﬁatgSisﬁelsﬁ@?é‘p%y%%&“ At %‘h&%m“%%@t fﬂn az
f er of sai
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to be plﬁﬁﬁﬂn'ﬂﬁcﬁ'e%‘i‘iddsa% hﬁ%{)s%futﬁérﬁt?éateg 4%@96&%@ g:ﬁ}{m%ﬁi reans f or

aut henticatin user erm nal appar a zation of

at |eaStappzirhﬁfs ipuge bf dath inisa 48 PR 15! HE hurdBPBoALS o data

peculiar to the user; second neans for fylng a si \ t he user
aut henti cated by sai d 5 first neans w shes to utilize third neans for
extracting, with reference to said first database,

10 9. An authentication processing system according to claim 7, wherein the

data fixedly assigned to said terminal apparatus is a phone number of said

terminal apparatus.

10.  An authentication processing system comprising:
15 a communication network;

a plurality of terminal apparatuses, each being connectable to said
communication network via communication means and connectable to a
plurality of sites via said communication network; and

an authentication undertaking apparatus connected to said

20 communication network and comprising:

a first database for storing, for each user of said terminal apparatuses, a
plurality of individual authentication data sets to be putted into said sites:

first means for authenticating the user of each terminal apparatus
through utilization of at least either data fixedly assigned to said terminal

25  apparatus or data peculiar to the user;

second means for specifying a site which the user authenticated by said

first means wishes to utilize;

third means for extracting, with reference to said first database,



I ndi vi duab4aayBepki cati on data corresponding to the user authenticated by
said first neans and the site specified by said second neans and for
providing the extracted individual authentication data to the specified
site as first data; and 10 seventh ne for managing a valid termduring
whi ch the authentication performed by said first nmeans is valid. 14. An
aut henti cation processing systemaccording to claim 13, wherein said

t er m nal indfipidua amthentication datar ¢drresporalihgroahe aiser agtistiticaped by @idt 0 a
15 human_body; and said first nmeans authenticates the user of said term nal
appar at uirgymhgaes and dae site speaifiedyby seidisecombmeanarandofartysrovidiang thady. 15.
An aut hentj cati.qn pr.ocessi ng system according to claim 13, wherein the
data fi xe¥irgcigdInghaduabautiicatication-data 4o the speeified sitphsfirsndatagr of sai d

20 term nal apparatus. .16. .aut henticatign processing system conpri sing:
a comuni cat i ﬁﬁﬁ%? for gn nldﬁlﬁlt ¢ sk tq &fiﬁﬁh&m aypenticaiigsleved dromwea ng

connect . i d,25.C£0 i cafion network via comruni cation means and

havi "y ?ﬂﬁ ?h&@gﬂgthwa%g‘?x?%’wﬂ‘jﬂﬁ& p@(d ﬁ&gtdgﬁﬁnﬁ)@@ﬁmsa?o velizehuman
body and,gjghth means for performing a first-half stage of authentication
processing for the obtained data peculiar to the human body; F0449/3122 53

a plurality o ' | i P " an
aubhenti cat i omeang ot ERMARRE T utef h InCRAED pririth G RS0 el
net wor k anbenticarionilewc] seledtbdBanse bPsadutiftAnhibgad.i ng the user of each
term nal apparatus while 5 utilizing the data processed by said eighth
means; a first database for storing, for the user, a plurality of
i ndi vidual authentication data sets corresponding to said plurality of
sit@9; skbonAnnthenticatiepprocessing aystetreavtvrding e clsien 18y wissreicsarld by
said ninth neans wishes to utilize; and

terminal apparatus includes fourth means for obtaining data peculiar to a

human body; and said first means authenticates the user of said terminal

apparatus by use of data including the data peculiar to the human body.

15 12. An authentication processing system according to claim 10, wherein the
data fixedly assigned to said terminal apparatus is a phone number of said

terminal apparatus.

13.  An authentication processing system comprising:
20 a communication network;

a plurality of terminal apparatuses, each being connectable to said
communication network via communication means and connectable to a
plurality of sites via said communication network; and

an authentication undertaking apparatus connected to said

25 communication network and comprising:

a first database for storing, for each user of said terminal apparatuses, a

plurality of individual authentication data sets to be putted into said plurality

of sites;



10 thirdroeang3fiop extracting, with reference to said first database,

I ndi vi dual authentication data corresponding to the user authenticated by
said ninth neans and the site specified by said second neans and for
providing the extracted individual eugpentication data to the specified
site. 15 17. An authentication processi’hg systemconprising: a

communi cation network; a plurality of term nal apparatuses, each being

connect abl e t firstam@ans fomautheaticarinpehwarskr M%aéﬁﬁ@i‘iﬂhfé@?a?ﬁﬂrdfﬁ@“s and
connectable to a plurality of sites via said comrunicati network; and 20

an aut hetiroughiwilizatiter ofitt leastpitherndata finedbcissighel cRkaid teemmngl cation
network and conprising: a first database for storing, for each user of said
t er ni nal aPRAFarus okdata peculdiantaltheysef; i ndi vi dual aut hentication data sets
to be putted into said pl uralit_¥ . of sites; 25 first means for

aut henti cati n$f means dor speaityingnm sise vapishrthe wser anthangicated biyzssidon of
at I%astf.ei t her dat%fix?ﬁlﬂézassi gned to said termnal apparatus or data
pecul”i ar IFS) TREANS Wis 1CS $reans for specifying a site which the user

t henti cat ed ' 44 122 54 .f.i . t tili ; third
means for - ext T RSP A fraF g, wath Eetenstict - Siddashgasbase: ndi vi dua

t henti o ' . t hent i t ed id.  fi t
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to a plurality of 1o ternminal apparatuses via a comunication network and
al saoconnect asgventl nzeguisuioalmanagihgsi valid weantdweimowhich ¢aéi on net work,

sai d aut hentication _
authentication performed by said first means is valid.

14.  An authentication processing system according to claim 13, wherein said
terminal apparatus includes fourth means for obtaining data peculiar to a
15 human body; and said first means authenticates the user of said terminal

apparatus by use of data including the data peculiar to the human body.

15.  An authentication processing system according to claim 13, wherein the
data fixedly assigned to said terminal apparatus is a phone number of said

20 terminal apparatus.

16.  An authentication processing system comprising:
a communication network;
a plurality of terminal apparatuses, each being connectable to said
25  communication network via communication means and having fourth means
for obtaining data including data peculiar to a human body and eighth means
for performing a first-half stage of authentication processing for the obtained

data peculiar to the human body;



undert akiFing43pparat us conprising: a first database for storing, for each
user of said term nal apparatuses, a plurality of individual

aut hentication data sets to be putted into said sites; 15 a second dat abase
for storing site data, including a typ§3and an attribute of corresponding
one of said individual authentication data sets, for each of said sites;
first nmeans for authenticating the user of each term nal apparatus through

utilization o plordlitysif stesreonmbeted to x&id vompmitieatohmetdiodk! gagi nal 20
apparatus or data peculiar to the user; second neans for specifying a site

whi ch t he useanzuthenti¢atiaredndertaking apparatuseansectedhosaid utilize; and
third means for extracting, with reference to the first database,

i ndi vi dug@MENBiSAtIDBREtWOrk and cunpaspgidi ng to the user authenticated by
said 25 first.neans angd the site specified by said second neans and for
provi di ng t heNBithmeanytorathentisating the wsexat pach terminabapparatps svhiled

site as f'.’r.st data, .19. An authent. a.l"tgblon undert aki ng apparatus connectabl e

to a Yl uFaiEng dofa ypsesss $ th 1ea0Sat uses via a comuni cati on
et work, “sai @ Jiisf ORABANE Rorstofin. B Midyste adptufaliSiohintiuhpl a1 or O
o urar; ¢ Saenficatibfiars SErsEReARAif Rl PERANPGor3RES Pei® TRt o ne

St irTbute of o Beahe [0ntpedifyingth Sitk Syighhe Ret 4hi bt d@ B .1

of the shimh medns wishesaoutildze;aidhenticating the user of each terminal
apparatus through utilization of data peculiar to the body of the user; 10

secafd means third swanistfor eytractinge with céferdrcairesaidifedatatrised by said

first means wishes to utilize; and third neans for extracting, wth

r ef er enci@dividyal authensicationadatagorresponding to the user authenticated by said
ninth means and the site specified by said second means and for providing the

extracted individual authentication data to the specified site.

15 17. An authentication processing system comprising:

a communication network;

a plurality of terminal apparatuses, each being connectable to said
communication network via communication means and connectable to a
plurality of sites via said communication network; and

20 an authentication undertaking apparatus connected to said
communication network and comprising:

a first database for storing, for each user of said terminal apparatuses, a
plurality of individual authentication data sets to be putted into said plurality
of sites;

25 first means for authenticating the user of each terminal apparatus
through utilization of at least either data fixedly assigned to said terminal
apparatus or data peculiar to the user;

second means for specifying a site which the user authenticated by said



I ndi vi dugb4auybepbi cati on data corresponding to the user authenticated by
said first neans and the site specified by said second means and for
providing the 15 extracted individual authentication data to the specified
site as first data. 20. A term nal apgg%atus conpri sing: conmuni cation
means connectable to a communi cation wor k; connection neans connectabl e
to a site and an authentication 20 undertaking apparatus via said

comuni chrstaneans washes fooutilipe;neans for obtaining data peculiar to a human
body; and neans for perform ng a first-half stage of authentication
processi ng f othird ineeanist foir eaxtradting, meichikéference tdsaidufimn dagsbase25
individual authentication data corresponding to the user authenticated by said
first means and the site specified by said second means and for providing the
5  extracted individual authentication data to the specified site as first data; and
tenth means for enabling said plurality of sites to update said second

database.

18.  An authentication undertaking apparatus connectable to a plurality of

10 terminal apparatuses via a communication network and also connectable to a
plurality of sites via the communication network, said authentication
undertaking apparatus comprising:

a first database for storing, for each user of said terminal apparatuses, a
plurality of individual authentication data sets to be putted into said sites;

15 a second database for storing site data, including a type and an attribute
of corresponding one of said individual authentication data sets, for each of
said sites;

first means for authenticating the user of each terminal apparatus
through utilization of at least either data fixedly assigned to said terminal

20  apparatus or data peculiar to the user;

second means for specifying a site which the user authenticated by said
first means wishes to utilize; and

third means for extracting, with reference to the first database,
individual authentication data corresponding to the user authenticated by said

25 first means and the site specified by said second means and for providing the

extracted individual authentication data to the specified site as first data.

19. An authentication undertaking apparatus connectable to a plurality of
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terminal apparatuses via a communication network and also connectable to a
plurality of sites via the communication network, said authentication
undertaking apparatus comprising:

a first database for storing, for each user of said terminal apparatuses, a
plurality of individual authentication data sets to be putted into the sites;

a second database for storing site data, including a type and an attribute
of the corresponding individual authentication data set for each of the sites;

first means for authenticating the user of each terminal apparatus
through utilization of data peculiar to the body of the user;

second means for specifying a site which the user authenticated by said
first means wishes to utilize; and

third means for extracting, with reference to said first database,
individual authentication data corresponding to the user authenticated by said
first means and the site specified by said second means and for providing the

extracted individual authentication data to the specified site as first data.

20. A terminal apparatus comprising:
communication means connectable to a communication network;
connection means connectable to a site and an authentication
undertaking apparatus via said communication network;
fourth means for obtaining data peculiar to a human body; and
means for performing a first-half stage of authentication processing for

the obtained data peculiar to the human body.



