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WO 2011/ 072272PCT/ US2010/ 059973 [ 003] Enbodi nents of the invention generally
relate to co-location facility. Mre particularly, an aspect of an

enbodi nerwoab1ittiize7zanvent i on rel ates to nonitoring and amdirtisagoiondes mat i on.
BACKGROUND OF THE | NVENTI ON [004] Enterprise portal applications have a
conmpl ex architecture which includes subsystens working together to deliver
information to the end users. One goal of portal developers is to enable
the users to have the best user experience possible. To achieve this goal,
the portal devel opers may enploy different tools. However, since each of

t hese tool s MRG38lhavE mestedioipednyantion genejaly yalatede€o-lohaljon end to | ack
the ability to operate together in a cohesive manner. As a result, the
informati on gaeiktyalede pasticatdrlybanaspepesi dn emimdirmerissfahy .inventioexanpl e,

sl ow response experienced by a user of a portal application nay be
attributed t @bl BAHbAKorARPANEG ALHBAGIIMfosRARSR] When, in actuality, the
probl em may be caused by a particul ar database transaction in the
under | yi ng subsyst ens.



SUMVARY OF THE | NVENTI ON [ 005] For some enbodi ments, a nonitoring
performance, anal yzing and auditing framework nmay be used to objectively
quanti fy wpepatdireatal efficiency of enterprise applicati ®@aS/USINE/OESr pri se
applications may include portal applications. The portal applications may
be i npl enmented using various subsystens. The framework may include |ogic
configured to nonitor performance of subsystens, capture event details and
capture behavi or of users while interactions between the users and the
portal applications occur. The framework may include |ogic that retrieves
vari ous typeSAGKGRQIINEYQBNHIE MNVENTHIEONNt sources of the subsystens. The
framework may al so include logic to generate alerts whenever a

pr edet er m ned0@4jndi Bntarprise yoabhagoicaBassthava at demplek @rchetacturecelpithir ed by
the framework, reports may be generated. The framework may operate with

exi sting por §mdluddPsi é?ﬁ§WUrR|Hg% \tABY toPdelVer IREinAlfaH idthetéhd he
subsystens. BRI EF DESCRIPTION OF T DRAW NGS [006] The drawi ngs refer to

enbodi ment s ‘BltseHq b@‘é}?ﬁ bPBoA) v'efc;ebﬁb to enabl ﬁJILQH% t§ HaYednB! ock

di agrans t hat € an exanp ormance, anal ytics

and auditing besfauser exp’erienge possible. To achieve this goal, the portal developers
may employ different tools. However, since each of these tools may have
been developed for a single purpose, they tend to lack the ability to
operate together in a cohesive manner. As a result, the information
generated may not be as specific as necessary. For example, slow
response experienced by a user of a portal application may be attributed
to the portal application in general when, in actuality, the problem may be

caused by a particular database transaction in the underlying subsystems.



Figure 2A is a block diagramthat illustrates an exanpl e enbodi nent of a
portal application; and Figure 2B is a block diagramthat

i Il ustratwe 2an/exaapl e enbodi nent of an i npl enent ati on eCTaSpaviisInance,
anal ytics and auditing framework with a portal application; and

Figure 3 is a block diagramthat illustrates sone details of an exanple
enbodi nent of a portal application illustrated in Figure 2A; and

Figure 4 is a block diagramthat illustrates sone details of an exanple
enbodi nent of the inplenentation illustrated in Figure 2B; and

Figure 5 is SUMMARMCIGIER MNENTIONst rat es some details of an exanpl e
enbodi nent of the performance, analytics and auditing framework illustrated

in Figure 1; [GOB] For some émpuadiendids,i & norilodng pdirfagmance hadalydihgist r at es
sone details of an exanpl e enbodi nent of the operations of the conponents

of the perfoppRNGRItiIRRANEWSTKk ARt BaIdEd Etgobjr’?gtﬂ@%ﬂ?:q&ah{iﬂy%e’réﬁ@&hli n Figure

5; and Figure 6B is flow diagramt ustrates an exanpl e

e, ek S SE  rsthhadk herastread,

process perf or (Egk BYthSoidhtiond. STRE Bor@M SosiRER0RE mdy*h8 Mebrentiited
using various subsystems. The framework may include logic configured to
monitor performance of subsystems, capture event details and capture
behavior of users while interactions between the users and the portal
applications occur. The framework may include logic that retrieves various
types of information from different sources of the subsystems. The
framework may also include logic to generate alerts whenever a
predetermined condition is violated. Based on the information captured by
the framework, reports may be generated. The framework may operate

with existing portal applications with minimal or no modification to the

subsystems.



Figure 6EF is flow diagramthat illustrates an exanpl e enbodi nent of a
process perfornmed by the portlet events and behavi or and performance

col | ect orwoant/072272 Figure 60H is fl ow di agram t hat PCTIusgt0as®s3 an
exanpl e enbodi nent of a process perfornmed by the behavior and performance
persi ster and audit event collector; and Figure 61 is flow diagram
that illustrates an exanpl e enbodi nent of a process perfornmed by the audit
event persister; and Figure 6J is flow diagramthat illustrates an
exanpl e enbodi nent of a process perforned by the audit event persister; and
Figure 7 is 8HERNRERCRIBHIG iy DRAWINGS exanpl e enbodi ment of a
networ k environnent that may be used; and Figure 8 is a conputing
envi ronnment ¢8GBip! e Teetordwirgstretdrad emiyodimensedf tharidvention in whihgure 9A is
an exanple flow diagramthat illustrates a process that enables capturing

performance, anal ytigigypdl avgiolddkdibdraeisTBiat Aistate dn ehampes f or mance,
anal ytics and auditing franmework; and Figure 9B is an exanple flow

di agram t hat _i t ; i e i nformation
and gener ati g roS5neRL 8Fa BeRRRERRe, MRbyRRAIER.EER) HakMkrRle Han
framework. Figure 2A is a block diagram that illustrates an example

embodiment of a portal application; and

Figure 2B is a block diagram that illustrates an example
embodiment of an implementation of a performance, analytics and
auditing framework with a portal application; and

Figure 3 is a block diagram that illustrates some details of an
example embodiment of a portal application illustrated in Figure 2A; and

Figure 4 is a block diagram that illustrates some details of an
example embodiment of the implementation illustrated in Figure 2B; and

Figure 5 is a block diagram that illustrates some details of an
example embodiment of the performance, analytics and auditing
framework illustrated in Figure 1; and

Figure 6A is a block diagram that illustrates some details of an
example embodiment of the operations of the components of the
performance, analytics and auditing framework illustrated in Figure 5; and

Figure 6B is flow diagram that illustrates an example

embodiment of a process performed by the call stack tracer; and



WO 2011/ 072272PCT/ US2010/ 059973 [007] Whil e the invention is subject to
various nodifications and alternative forns, specific enbodi nents thereof
have beerwehown7mr2way of exanple in the draw ngs and wPCiI/useseionohs
described in detail. The invention should be understood to not be limted
to the particular forns disclosed, but on the contrary, the intention is to
cover all nodifications, equivalents, and alternatives falling wthin the
spirit and scope of the invention. DETAILED DESCRI PTION [8] For sone
enbodi ments, nethods and systens are described to enable an enterprise to
nmore efficiently inpriguee @é@riSéb@pediagramtmiéHustreéeagéres(amnI@r act with the
enterprise applications. The nethods and systens inprove existing

t echni ques bymisidimeat 6f apeserds garfdrment Bothet @l |istdreariand $essidd ng
functions, performance nonitoring functions, and auditing functions such
that these fyg@hkpncohesi vely operate together to capture necessary
information while interaction between the users and the enterprise

D Povoreat o DG RETRAREl dEodi ARk JBSURCHRES IR, o1 (e
enabling mor %rrilbno<1£|ir(ra1|<%tr1[1 ofal arll %lrgcseissé pteorfo?r%e%qbsysf-htél peo'rtlet events and behavior
and performance collector; and
Figure 6GH is flow diagram that illustrates an example
embodiment of a process performed by the behavior and performance
persister and audit event collector; and
Figure 6l is flow diagram that illustrates an example
embodiment of a process performed by the audit event persister; and
Figure 6J is flow diagram that illustrates an example
embodiment of a process performed by the audit event persister; and
Figure 7 is a network diagram illustrating an example
embodiment of a network environment that may be used; and
Figure 8 is a computing environment example embodiment that
may be used; and
Figure 9A is an example flow diagram that illustrates a process
that enables capturing performance, analytics and auditing information
using the performance, analytics and auditing framework; and
Figure 9B is an example flow diagram that illustrates a process
that enables capturing alert information and generating reports based on

the information captured by the PAA framework.



[9] In the follow ng description, nunerous specific details are set forth,
such as exanples of specific data signals, conponents, connections, etc. in
order to woaviidg2z2t hor ough under st andi ng of the presenPCiruseomiosay73 1t will
be apparent, however, to one skilled in the art that the present invention
may be practiced without these specific details. In other instances, well
known conponents or nethods have not been described in detail but rather in
a block diagramin order to avoid unnecessarily obscuring the present
invention. Thus, the specific details set forth are nerely exenplary. The
specific details my be varied fromand still be contenplated to be within
the spirit and scope of the present invention. WO

2011/ 072272P{I07A)S2 0 VHiR5He i8véftidiOlk Sue qh ¢o vaass nfodiflvatides anted
descriptions which follow are presented in terns of algorithns and synbolic

represent ati @ierrtiveRsims,| YevifRrerABd intdrits thdrbbf Rave BEEMYREWN By W4y - These
al gorithm c descriptions and representations are the neans used by those

skilled int LR r i : v e he

subst ance ofQfﬁgﬁﬁﬁﬁg?@ﬁ§3§%WE5§§%§L%ﬂﬂggé%A%%Egggﬁ#ghﬁﬁﬁg %o?P hmis here,
and general | canceived to be a self-consistent sequence of steps |eading
o a dest 1 ea eBlPR SHoRE! & upderidsd S8 Baitei g SEREURT [ibul at one
of physical quantities. Usually, though not necessarily, these quantities
take the for fssiosecebut pedne spNinaiyntis ibtentignds $0 §9b%!b¢|ém@ﬁ'fl9@ﬂﬂ@s,st or ed,
transferred, conbined, conpared, and otherw se mani pulated. It has proven
conveni ent atequivaents,mndceligrabtives tatlingesisinghekpiib@mdrscapagéthe o refer to
these signals as bits, values, elenents, synbols, characters, terns,
nunbers, or fifentibke. [0011]1t should be borne in mnd, however, that al

of these and simlar terns are to be associated with the appropriate

physi cal quantities and are nerely convenient |abels applied to these
guantities. Unless specifically stated otherw se as apparent fromthe
foll owi ng discussion, it is



appreci ated that throughout the description, discussions utilizing terns
such as "processing"” or "conputing"” or "calculating" or "determning" or
"di spl ayiwgQ2oavo7eire |i ke, refer to the action and proce®sEdISed10a5®eIPUt er
system or simlar electronic conputing device, that mani pul ates and
transforns data represented as physical (electronic) quantities within the
conputer systems registers and nenories into other data simlarly
represented as physical quantities within the conputer system nenories or
regi sters, or other such information storage, transm ssion or display

devi ces. [00DHTALER PESHRIPIVEM i on al so rel ates to apparatus for

perform ng the operations herein. This apparatus nmay be specially
constructed @8]t he Foegaomeesmpodiposts, methads aray/systenmsiase desgdived &  pur pose
conput er selectively activated or reconfigured by a conputer program stored

in the conpuigAkbleSis BnRrSRBW Rlord bRBEIYTRIHOR 656 Shdridnde GHENHE!

readabl e storage nedi um such as, but is'not limted to, any type of disk
i ncluding fl A\ i i , i Cr i cal disks,
read-onl'y medsrr AR e Bhistbie anatRa N T RS o R T e rne,
magnetic or optical cards r. any type of .nedia itable for storing
eloctroni ¢ i HOPIQIG NG terbnialien bydlinea fenewarhal Breap s atayer
[ 0013] The al ?or i thns and di spl ays presented herein are not_ inherently
racking functions, performance monitoring functions, and auditing
functions such that these functions cohesively operate together to capture
necessary information while interaction between the users and the
enterprise applications occur. The framework is advantageous since it

allows the captured information to be shared across the different

functions, thus enabling more in depth analysis to be possible.

[009] In the following description, numerous specific details are set
forth, such as examples of specific data signals, components,
connections, etc. in order to provide a thorough understanding of the
present invention. |t will be apparent, however, to one skilled in the art
that the present invention may be practiced without these specific details.
In other instances, well known components or methods have not been
described in detail but rather in a block diagram in order to avoid
unnecessarily obscuring the present invention. Thus, the specific details
set forth are merely exemplary. The specific details may be varied from
and still be contemplated to be within the spirit and scope of the present

invention.



related to any particular conputer or other apparatus. Various general

pur pose systens nay be used with progranms in accordance with the teachings
her ei n, oWOiI2011EY27pr ove conveni ent to construct nore specraiscamedssappar at us
to performthe required nethod bl ocks. The required structure for a variety
of these systens will appear fromthe description below Perfornmance,

anal vtics and auditing framework [0014] Typically, in order to capture
performance, analytics and auditing information, system designers would
generally use three different products, each one programmed to capture a
different type of information. This would |l ead to a near inpossible task of
integrating the products and information together. Due to the fact that the
data was col [6xt®d bgochd pertient of yisd detiledieadriptiorst whichrfollow stgpor t

per sonnel would have to manually correlate the captured information. This

i s often i npepsdhited frPterMs®T digathi®s did SFmbbROADIES&HIEgors bs @ bl ock
diagramthat illustrates an exanpl e enbodi nent of a perfornmance, analytics

and-audi t i ng LEATRKATA: 4 ELATRAA N LG Al IRsmBsN A o AbaRtg comonent

110, perfornmance nonitoring comnponen I’'ng conponen , alert
conponent 125, database repositqry 130 and reporting,c onen 80. These
conponent s woPREIEEAN [P SrRIRtons i EdHRRRT LoraPyRnasipaled fopor
personnel to capture the nost neaningful information fromthe underlying
appl i cat i on. ththdat RIPERBSIRY AOlS tpneialiactively sonuprihe adbdanes Pbtheiince,

anal ytics and auditing (PAA) framework. It may be noted that throughout
t hi s di scussiwank to hthargskiledin tie applAncaigothsn iselyereeand genetaliyef er to

conceived to be a self-consistent sequence of steps leading to a desired
result. The steps are those requiring physical manipulations of physical
quantities. Usually, though not necessarily, these quantities take the form
of electrical or magnetic signals capable of being stored, transferred,
combined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common usage, to refer to
these signals as bits, values, elements, symbols, characters, terms,

numbers, or the like.

[0011] It should be borne in mind, however, that all of these and similar
terms are to be associated with the appropriate physical quantities and are
merely convenient labels applied to these quantities. Unless specifically
stated otherwise as apparent from the following discussion, it is
appreciated that throughout the description, discussions utilizing terms
such as "processing" or "computing” or "calculating" or "determining" or

"displaying" or the like, refer to the action and processes of a computer



software scripted to support operations of a portal, and a portal
application may be referred to as a web-based application or an enterprise
appl i cat iw0.20{10018p The behavi or tracki ng conponent 110 PSTASR610H9988 t O
capture activities of users interacting with the portal applications. For
exanple, it wll collect all the activities that a user does on the portal
such as login, |ogout, page visits, form subm ssions, various Asynchronous
Javascript and XML (AJAX) actions, etc. The behavi or tracki ng conponent 110
enabl es the framework to provide a unified view of the user's behavior and
experi ence wisy$tiem,orsontan eleeiromelsosipuingisievias, thaignaaipalaies 88d vari ous
subsystens that nake up the portal. The portal applications may comuni cate
W th its subswssmssiatg represteta ad phydisalqelgittranic) boantiticawitkein theb
services. [0017] The performance nonitoring conponent 115 is configured to

det erm ne pelhApIRECS stéth@rreBistés drel mbhitBickanioh@hactihtd dikfiaripf the users
when interacting with the portal applications. This performance nonitoring

t 11 - s : ' t li cati
e b whol o (TP err o P IRtEhtudoRbR, Rt SOt Aer IR | e
Bl ot e Op LY BEFan RN Lo S TSR GA0e1 18 e ARP LRy the

performance nunbers of all the activities (e.g., login, |ogout, page
visits, formd8M§AEssions, etc.) of the users as captured by the behavi or
tracki ng component 110. The performance nonitoring conmponent 115 may al so
provide drill-down of the performance nunbers at various subsystens such
as, for exanple, the portlets, Javaserver Faces (JSF), database calls and

web-service ¢@013. Thaeppesératisvartnplog asibied tosgiparaiuefoagefsoiingar e
conponents that are managed and di splayed in a web portal.
the operations herein. This apparatus may be specially constructed for
the required purposes, or it may comprise a general purpose computer
selectively activated or reconfigured by a computer program stored in the
computer. Such a computer program may be stored in a computer
readable storage medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMSs, and magnetic-optical
disks, read-only memories (ROMSs), random access memories (RAMS),
EPROMs, EEPROMSs, magnetic or optical cards, or any type of media

suitable for storing electronic instructions, and each coupled to a computer

system bus.

[0013] The algorithms and displays presented herein are not inherently
related to any particular computer or other apparatus. Various general
purpose systems may be used with programs in accordance with the

teachings herein, or it may prove convenient to construct more specialized

-10-



[ 0018] The auditing conmponent 120 is configured to capture event details
related to the operations perfornmed by the users when the users interact
wi th t he worbalo7egypl i cati ons. The auditing conponent 12@Crais2@olob®c: al |
event details of critical events and tie this information with (1) the user
that is involved in the events as well when the events occur (e.g., user
identification (ID), browser and Internet Protocol (IP) addresses,

ti mestanp, etc.) as captured by the behavior tracking conponent 110, and
(2) the performance nunbers at relevant |evels as captured by the

per f or mance @PRRIAIY$ iypPedaio e requied methoskelapks, The eequiragseirugtersort ed a
probleminteracting with the portal application, an adm nistrator may be
abl e to use fdrea datietycdpheseesydtymsivall Bppetir romvibeldekefptiow beloeat e t he
user's session, page and event and quickly identify the root cause of the
issue. As a result, user experience and satisfaction is inproved. The
behavi or tracking conponent, the performance nonitoring conponent and the

audi ting CONRRPRPE JBY ey d)gﬁaiﬂﬁ i é\pc?r framework collecting data
seamnl essly fmﬁ%ﬁ%‘@&i—rmwéd%i cient parallel processing
of user's re s within the rtal application. [0019] The alert conponent
125" 1< cont | QT o TeBIATE SPebdP e ETe P IS BB RGN AL, P8 ent or pr | 6.
For exanple, the alert conponent 125 may send out enmmil alerts to a

reci pi ent su@ydiigg inrmaiianpsysternfasigdre Mauihoenpially usadbwedtiffe@nti ce

| evel agreenment (SLA) violation and/or based on occurrences of system
excepti ons opretyctpresitt @rarprogiarvesd . capieread differenntypaahinfeabatiay. al so be
configured to allows customalerts to be generated. [0020] The reporting

conponent 180 hisweokrflegdted ricardepessibre tagRef irtegasingithé @rodvdid ahbie
i nformati on captured by one or nore of the behavior tracking conponent, the

performance iRBthfidMdePREONSIM to fHeraBH Mok tHYJSRIRAS 8Bllect8@yt he al ert

conponent .

different systems, an administrator or support personnel would have to
manually correlate the captured information. This is often impossible for

high traffic sites.

[0015] Figure 1 is a block diagram that illustrates an example
embodiment of a performance, analytics and auditing framework.
Framework 100 includes behavior tracking component 110, performance
monitoring component 115, auditing component 120, alert component
125, database repository 130 and reporting component 180. These
components work together to enable system administrator and/or support
personnel to capture the most meaningful information from the underlying
application. The framework 100 is referred to herein as a performance,
analytics and auditing (PAA) framework. It may be noted that throughout

this discussion, the term portal applications may be used to refer to

-11-



[ 0021] The FAA framework 100 al so includes database repository 130 to store
I nformati on generated by the behavior tracking conponent 110, the
per f or marwe 20mi7e2i Nng conponent 115, the auditing conpenemtS2@a05997he al ert
conponent 125, and the reporting conponent 180. [0022] For some enbodi nents,
the FAA framework 100 can be configured to start or stop at runtine with
m ni mal inpact to the application such as a portal application. The FAA
framewor k 100 can al so be configured to trace each and every
cal | / communi cati on between conponents of the portal application to enable
fine |evel tsatwate apiptadiiagyppert operationsads persali and avearial @aplication
[0023] Figures 2A is a block diagramthat illustrates an overview of an

may be referred to as a web-based application or an enterprise

application.

[0016] The behavior tracking component 110 is configured to capture
activities of users interacting with the portal applications. For example, it
will collect all the activities that a user does on the portal such as login,
logout, page visits, form submissions, various Asynchronous Javascript
and XML (AJAX) actions, etc. The behavior tracking component 110
enables the framework to provide a unified view of the user’s behavior and
experience within a portal (or web site) by joining data across various
subsystems that make up the portal. The portal applications may
communicate with its subsystem using remote protocols such as, for

example, web services.

[0017] The performance monitoring component 115 is configured to
determine performance information relating to the activities of the users
when interacting with the portal applications. This performance monitoring
component 115 enables the framework 100 to monitor the portal
application as a whole (in spite of its various subsystems) and measures
the real time performance numbers at various subsystems of the portal
application. For example, the performance monitoring component 115

will calculate the performance numbers of all the activities (e.g., login,

-12-



exanpl e enbodi nent of a portal application. Portal application 200 may
operate with subsystens that include | ogic and dat abase repositories to
keep tracwoabiiidearei ti es of the users, process transactiPONAIS261006%73
information related to the transactions, and so on. For exanple, the portal
applications may be inplenented using products from Oracl e Corporation of
Redwood Shores, California. These Oracle products may include Oacle

E- Business Suite (EBS), Oracle Wb logic Portal Server, Oracle ldentity
Manager (01M, Oacle Service Oriented Architecture (SOA) Suite, etc.

[0024] The sulegpst.cpags Vishs fpan sabmigsions ate.pef FEousers dscanideddatiee ser ver
portal 205. The server portal 205 may include portal framework 210 and

present at i on bebapioné&atking Yompgament ¢d0t 0 HehperfemeaaTcepaohiddrirdP5 i s portal
dat abase 206 configured to store portal related informati on used or

gener at ed by chhforhy ¢15 pedy Q%o%ﬁévldemll%wf{ 81‘7%%7&!?@%%@3&!@5&%73

[0025] The subsystem of the ‘portal application may also include Oracle
service orie r [ S dat abase
221, Oracle :érég%rtﬂf&gms éﬁ]g(sgj?%)‘:?@g etxﬁgﬁf’ﬁ?s as %@?5 é%gé %bggse 226, and
content management $%ste 230 ndetS assoI ed d abase 231.
[0026] The O AGFES &L kPaB%?%sa ée?‘”i WEbRER FacHE aj[)*bﬁ’ P8’§ Fof ©f or

pluggable user interface software components that are managed and

displayed in a web portal.

[0018] The auditing component 120 is configured to capture event
details related to the operations performed by the users when the users
interact with the portal applications. The auditing component 120 may
collect all event details of critical events and tie this information with (1)
the user that is involved in the events as well when the events occur (e.g.,
user identification (ID), browser and Internet Protocol (IP) addresses,
timestamp, etc.) as captured by the behavior tracking component 110, and
(2) the performance numbers at relevant levels as captured by the
performance monitoring component 115. For example, when a user
reported a problem interacting with the portal application, an administrator
may be able to use the data captured by the PAA framework 100 and
locate the user’s session, page and event and quickly identify the root
cause of the issue. As a result, user experience and satisfaction is
improved. The behavior tracking component, the performance monitoring

component and the auditing component may operate together in the

-13-



bui | di ng and deploying portals. It provides a secure, nanageabl e

envi ronnent for accessing and interacting with enterprise software services
and i nf orwatbo7esour ces. The Oracle SOA suite 220 i s aCIaS2a0/0SBryi ce

i nfrastructure conponents for building, deploying, and managi ng SOAs. The
Oracle SOA suite 220 enabl es system devel opers to set up and manage
services and to orchestrate theminto conposite applications and business
processes. The O M 225 allows enterprises to manage endto-end |ifecycl e of
user identities across all enterprise resources both within and beyond the
firewal | . Thé&agveBroleeiingidatassassnesasly frean aydiipatthfecgsspamioed foh t he
tool s necessary to effectively manage web sites and nmaintain web content.
Al t hough not effuent, paralel pubsyssiresf wdertsheqgpestsakitrapphe pattaloapidatiomy

i ncl ude ot her conponents necessary to enable the portal applications to
interact with the users. FAA framework and Portal Application WO

2011/ 072272PCT/ US2010/ 059973 [0027] Figure 2B is a bl ock diagramthat

| ustrates g RAATPHACCHRULITANCAf 198 4 SRIGIFAL Y boRAlGaBoeL mance.

anal ytics an iting franewo Ication.
enbodi nments, the FAA.fra rk .100. operates with, th ortal appljication 250
mone1 nt rus; vl HEPRICHEFENE atpamedt T seainie rge SRR poiacBEl 267 ent ed
programm ng entails breaking down programlogic into distinct parts
(so-cal | ed cHwdeserd oelopraail atert 193 redpiethedGhoasl P 9¥amale, apr ogr anmi ng
par adi gns support sone |evel of grouping and encapsul ati on of concerns into
separ at e, i népphcaitm owner, baesd oy sardee dével aghestmeratt (ShAg viaatipn pr ocedur es,
nodul es, cl asses, nethods) that can be used for

and/or based on occurrences of system exceptions or any predetermined

events. The alert component 125 may also be configured to allows

custom alerts to be generated.

[0020] The reporting component 180 is configured to generate reports
associated with the information captured by one or more of the behavior
tracking component, the performance monitoring component, the auditing

component, and the alert component.

[0021] The PAA framework 100 also includes database repository 130
to store information generated by the behavior tracking component 110,
the performance monitoring component 115, the auditing component 120,

the alert component 125, and the reporting component 180.

[0022] For some embodiments, the PAA framework 100 can be

configured to start or stop at runtime with minimal impact to the application
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i npl enenting, abstracting and conposing these concerns. But sone concerns
defy these forns of inplenentation and are called crosscutting concerns
because tweyoligare27acr oss™ multiple abstractions in a pr®grarseoiosyrhg
exenplifies a crosscutting concern because a | ogging strategy necessarily
affects every single |ogged part of the system Logging thereby crosscuts
all | ogged classes and nethods. Al AOP inpl enentations have sone
crosscutting expressions that encapsul ate each concern in one place. The

di fference between inplenentations lies in the power, safety, and usability
of the const sueh asp poitaleppliFaiiornexahgIPAA framavwati®dscamalsodgeci fy t he

nmet hods to intercept express a limted formof crosscutting, w thout nuch
support for typigwetiadyrace ekhugul ageryAsficonimbaisatombetveserof such
expressions and encapsul ates themin a special class, an aspect. For

exanpl e, an asR{hehBoftheoridl@ppleitdy Brertbld ife RAREIEEHE dride non- aspect
part of a progran) by applying advice (additional behavior) at various join
poi nts (poin bPB fAgProgram specified in a quantification or query called
a pointcut (tha %etg'ects whet her a given join point matches). An aspect can
al so make bi nary-conpatible structural changes to other classes, |ike

addi ng nenbers or parents. [0028] Connection points in the portal
application 250 may need to be identified so that appropriate infornmation
may be extr aBos@l Applicationfdvenvigvewor k 100. These connection points may be
poi nts where information i s conmuni cated between two conponents of the
portal appli ¢@33ins. Figurés PASs aatleck dimgrimuhat ilBstratkeasm oweyvibw afren or nor e
connection points 270 where perfornmance-rel ated i nformati on can be captured
by the FAA f eaaripis kmbdRim&hinafl @pbital dgisicatiomy Pbetapasplivation2@0cnapect i on
poi nts 275 where analytics information can be captured, and one or nore

connect | on_pejBtie 3ifh YIRS ds il RigRRLH A iafihdatepBRdHcto For sorre

enbodi nents, the FAA fra _ may capture informati romthe
connection p‘%'e@b?ra%zoo'f %g&tlll;’i%'s,%qthe users, process transactions, store

information related to the transactions, and so on. For example, the portal

applications may be implemented using products from Oracle Corporation
of Redwood Shores, California. These Oracle products may include
Oracle E-Business Suite (EBS), Oracle Web logic Portal Server, Oracle
|dentity Manager (OIM), Oracle Service Oriented Architecture (SOA) Suite,

etc.

[0024] The subsystem of the portal application 200 may include Oracle
server portal 205. The server portal 205 may include portal framework
210 and presentation components 215. Coupled to the server portal 205
is portal database 206 configured to store portal related information used

or generated by the server portal 205.
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[ 0029] For sone enbodi nents, the FAA framework 100 can be used in any Java /
J2EE Application environment. One of the unique attributes of this

f ramewor kwo=0ittw227apabi ity to support conpl ex, distri beCedsand/omrs er ed
Java / J2EE Applications environment. This enables the FAA franework 100 to
be applicable to many different platfornms. For exanple, the FAA franmework
100 may operate with a portal application that is inplenmented using
products from Oracle Corporation or from|BM Corporation. Portal
Application Exanpl e 0030] Figure 3 is a block diagramthat illustrates
sone details [Qﬁﬁn eXaspsiuesysiBode et pastal applicatioin mpplalsseinctide | | ust r at ed
in Figure 2A. The di agram 300 expands nore on the bl ocks descri bed above.
The di agr am Eiclel ssovice lonightett achitaciuoa $SOANBaitd 220 gnal ity asdoziatedn
conponents of the portal application. For exanple, there is a connection

poi nt 305 beigaRaiseT® P @ragle iHéﬁﬁ@%éMa@&W%@@S% it dsddpatbartl et's

conponent 350. There is a connection point 3 bet ween the portlets

N e T R T

Al t hough not descrjb he di,agram 300 al so i ncludes ot her conponents that
may be part 5@33g3%¥ﬁ%ﬁaéﬁﬁ?ggition, and as such, there nay be many nore

ot her connection points. [0031] For sonme enbodi nents, these connection

poi nts may be

[0026] The Oracle server portal 205 is a web-based application for
building and deploying portals. It provides a secure, manageable
environment for accessing and interacting with enterprise software
services and information resources. The Oracle SOA suite 220 is a set of
service infrastructure components for building, deploying, and managing
SOAs. The Oracle SOA suite 220 enables system developers to set up
and manage services and to orchestrate them into composite applications
and business processes. The OIM 225 allows enterprises to manage end-
to-end lifecycle of user identities across all enterprise resources both
within and beyond the firewall. The CMS 230 provides a content
management framework with the tools necessary to effectively manage
web sites and maintain web content. Although not shown, the subsystems
of the portal application 200 may include other components necessary to

enable the portal applications to interact with the users.

PAA framework and Portal Application
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identified by referencing the technical guidelines of the portal
applications and identifying appropriate conmuni cation requirenents to
connect aw020apt7ea7e t he necessary information. For exanpCe/USeannswrs ng to
or probing a connection point may include executing one or nore progranm ng
i nstructions. For sone enbodi nents, when the conponents of the portal
applications communi cate with one another, those comuni cations nay be
traced across Java Virtual Machines (JVM. For exanple, a user activity

wi thin the portal pEI ication may cause nultiple web-service calls, |eading
to multiple (R2MaseFigure 2B iper blockdirgsamihet Wusiraiesras exaspleo t hese

i nteractions between the conponents may be captured spanni ng over several
conponent s aethbdduiment oham ithplememstiorFof a @eafophance reiatgitsainacapt uri ng
information that nmerely indicates the portal is slow, the information

captured by bh@ltl'ﬁ@ﬂ‘rérhé\%ﬂ@\?’vlfh% redl apPRcARM ECd P @hiBodihentiyhe ndi cate
that the database 380 is sl ow. nnection Points Exanple [0032]Figure 4 is

a bl ock di agr r enbodi ment of

t he i npl ement a |or%ﬁq|t ddléﬁr%)gt@ﬁate%%u @%Jtaﬁgagh?%t}ﬁ%g@ ﬁpustrat es the
PAA framework 100 ndthe cation 300. | tiple
connect i on_ pUITHEVETA U W&ﬂr%§$q Beqrambe &PB " RAPBSLARGTER cah be
captured by the behavior tracking conponent 110, the erfornance nonitoring
conponent 11Hrog{AMNMIRG eflidils Pregktengdme program |0@&'P&%‘§H@I¢tﬁ§ﬂlr§ﬁ SPhere may
be multiple threads fromthe PAA framework 100 executing to capture the

i nf or mat i on. cBted sonecrosbeatiasive greasiod fedtmniabity) t Alhptagigmeningonent 110, t he
performance nonitoring conponent 115 and the auditing conmponent120 operate

together in phaeadidgvsidippenaidnd Met apgroipiily and enoapslaticreantasshiys f rom
mul tiple threads spawned for efficient parallel processing of user's

;?glrjnea\?\:) fkv“lggﬁtp e ?gﬁ%élﬁ@bpéﬁ@éht‘@ﬁhl@ﬁ byl FOvILaAbSiRFRoREROG Ments, the FAA
procedures, modules, classes, methods) that can be used for
implementing, abstracting and composing these concerns. But some
concerns defy these forms of implementation and are called crosscutting
concerns because they "cut across" multiple abstractions in a program.
Logging exemplifies a crosscutting concern because a logging strategy
necessarily affects every single logged part of the system. Logging
thereby crosscuts all logged classes and methods. All AOP
implementations have some crosscutting expressions that encapsulate
each concern in one place. The difference between implementations lies
in the power, safety, and usability of the constructs provided. For
example, interceptors that specify the methods to intercept express a
limited form of crosscutting, without much support for type-safety or

debugging. Aspectd has a number of such expressions and encapsulates

them in a special class, an aspect. For example, an aspect can alter the
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nmessage queues such as, for exanple, asynchronous Java Message Service
(IJMS) queues, for mninmumruntine overhead. [0034]As illustrated in Figure
4, the bewewoaro7ez7acki ng conmponent 110 nay capture i nf oPgatuiseofosons t he
connection points 405, 410 associated with the portal framework 340 and the
presentati on conponents 360 respectively. The perfornmance nonitoring
conponent 115 may capture information fromthe connection points 415, 420,
425, 435, and 440 associated with the portal franmework 340, the portlets

350, the SOA suite 390, the master database 450, and the

ortal database

380, respect bebhyior Thihedbasa code Cbaponerspertparidf acieguan) bynapplyiitd on from
the connection points 430, 435 and 440. Each of the lines connecting a
connecti on paiduicet(additionaiposteaviorpht varousNair peintangointd 0D aigogieed) t o
illustrate the flow of captured information. It may be noted that these

lines are reppesifBH & b\fAtivaticher qlycanegraasistci (thBed&dbsf ramework 100
may capture information at other connection points not illustrated in

OS2, SRR TR L

of the conn Ion po ustra

B)AL &L t hat each

represents I nformation

flowing into or b n conpaopents or subsystens. of the portal application.
1ty Sal S0 G8MRERIE SRRt RaRasd oRe BERRES IR addie BB s ey depend
only on the information captured at these connection points. There is no
i nteracti on P&f&%M&n a conmponent of the portal application and a conponent

of the FAA

[0028] Connection points in the portal application 250 may need to be

identified so that appropriate information may be extracted by the PAA

framework 100. These connection points may be points where

information is communicated between two components of the portal

applications. As illustrated in Figure 2B, there may be one or more

connection points 270 where performance-related information can be

captured by the PAA framework 100. Similarly, there may be one or more

connection points 275 where analytics information can be captured, and

one or more connection points 280 where auditing information can be

captured. For some embodiments, the PAA framework 100 may capture

information from the connection points 270-280 using

[0029] For some embodiments, the PAA framework 100 can be used

in any Java / J2EE Application environment. One of the unique attributes

of this framework is its capability to support complex, distributed and n-

tiered Java / J2EE Applications environment. This enables the PAA
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framewor k 100. This enables the FAA franework 100 to work with any portal
applications. This also enables the FAA framework 100 to be turned on or
of f wi t h worzonmal7237apact on the portal application. Subcecparsemssvis FAA
Framework [0036]Figure 5 is a block diagramthat illustrates an exanple
enbodi ment of the subconponents of the FAA framework illustrated in Figure
1. Diagram 500 includes the follow ng subconponents: call stack tracer 505,
request |istener 510, session |listener 515, portlets events 520, behavi or
and performance coll ector 525, audit event collector 530, audit nessage

| i stener 535 framewerdi t00cipdir spplinablestasmeng differentpladforpen&or €x8UHIG40 nmay
be associated with the behavi or tracking conponent 110, the performance
moni t ori ng compeAdntrarhkorik 160 analy bpecte anthanpottalldsplization treatad er t
conponent 125. [0037] The call stack tracer 505 is configured to incorporate

a child transapldnfshib uslry RRLEBLs féMRTGREId CBrpdTafiors 8FRoRNENMI MeNt s, every

Corporation.

Portal Application Example

[0030] Figure 3 is a block diagram that illustrates some details of an
example embodiment of a portal application illustrated in Figure 2A. The
diagram 300 expands more on the blocks described above. The diagram
300 also illustrates various connection points between components of the
portal application. For example, there is a connection point 305 between
the portal framework component 340 and the portlets component 350.
There is a connection point 310 between the portlets component 350 and
the presentation components 360. Similarly, there is a connection point
315 between the component 370 and the database 380. Although not
described, the diagram 300 also includes other components that may be
part of a portal application, and as such, there may be many more other

connection points.

[0031] For some embodiments, these connection points may be
identified by referencing the technical guidelines of the portal applications
and identifying appropriate communication requirements to connect and

capture the necessary information. For example, connecting to or probing
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request that enters the java virtual machine (JVM is assigned a unique |ID.
This unique IDis then set in the Thread Local and Request Attributes. This
ensur es tweatofin72zany subsequent calls caused by this re®UeAiS20W899pRr ent
request can be identified. The entire call stack can be simlarly

mai ntai ned for the entire code flow Wen a separate JVMis called, the
unique IDis pased along with the request, and the code of the FAA
framework 100 residing in the receiving JVMw Il incorporate the child
transaction to the parent transaction. Figure 6B is flow diagramthat

i |l ustrates &rCaQEPOR POIft GtRBGUAS! ©xeQpiiog @5 Qenis prograpming cal | st ack
tracer 505 illustrated in Figure 5. [0038] The request |istener 510 is
configured tndtiugtiens.t BoakbmeheEmbesinterrsieshen treceompdnénytstdiehd poatal
Platform Enterprise Edition (J2EE) application. J2EE is a Java platform

desi gned for ghRfcdtRInafdommupRatewhA Bl ditdhsy Phesd cohnludi@RioRBIgAP! | Ses.
The request listener 510 tags the request by setting a unique ID1n Thread

Local and Re t t T | VRS en S I ects
i nformation ;bgeﬁcgéné(’rarprg%hj %/Ir rre spen S{ Véi\glul I?(’Frl %th@lefgéﬁgst [ 0039] The
sessi on Ilsten r.51 isten to new,sessi on requests

ool vad by endvipdagniydn PBLAPERS! Gﬁﬁfenga@g%%sq e R S R IR S ess on

IDin the Thread Local so that the Event Persister will extract the session
i nformati on #@3asha0 i@ Mwltiple dalabase catlp glnasoreense infpemationiglaiesifans t hat
illustrate exanpl e enbodi nents of a process performed by the call |istener
510 and sessitlesd ingtraoionsldéividenube cangabriemts-imgayriess captured spanning

over several components and their communications. For example,

instead of capturing information that merely indicates the portal is slow,

the information captured by the PAA framework 100 at the connection

point 315 may indicate that the database 380 is slow.

Connection Points Example

[0032] Figure 4 is a block diagram that illustrates some details of an
example embodiment of the implementation illustrated in Figure 2B.
Diagram 400 illustrates the PAA framework 100 and the portal application
300. There may be multiple connection points in the portal application
300 where information can be captured by the behavior tracking
component 110, the performance monitoring component 115, and the
auditing component 120. Correspondingly, there may be multiple threads
from the PAA framework 100 executing to capture the information. For
some embodiments, the behavior tracking component 110, the

performance monitoring component 115 and the auditing component120

-20-



[ 0040] The portlets events 520 is used by the portal containers that as
portlet events to be tracked. The portlets events 520 include actions such
as mni mwe,2onarRamze, close, edit, etc. on the portl et PCTAB4dpII®7Hehavi or
tracki ng and performance nonitoring event collector 525 is configured to
col | ect performance nunbers across all java classes in the JVM The java
cl asses can be sel ected using a pointcut expression as allowed by the
Aspect Oriented Programm ng Language |i ke AspectJ. Figures 6E-6F are fl ow
diagrams that illustrate exanpl e enbodi ments of a process perforned by the
portlet evenoperHs togethbemethied? Al iamewerdsr Hitheaptuing éeonata® | | ustrat ed
in Figures 5. [0042] The behavi or and performance persister 530 is
configured t geanléssty frah muhipletheohds spawped $orséfficieht paratieDproaeddingagi ng
Service (JMS) inplenentation. [0043] The audit event collector 535 is

configured t@fgebterdquaists Wﬂﬁm%é'ﬁdr@gab?lﬁﬁti%? ion. The classes which
performthe critical events can be sel ected using a pointcut expression as

al l oned by the Aspect Oriented

[0033] For some embodiments, the PAA framework 100 leverages
message queues such as, for example, asynchronous Java Message

Service (JMS) queues, for minimum runtime overhead.

[0034] As illustrated in Figure 4, the behavior tracking component 110
may capture information from the connection points 405, 410 associated
with the portal framework 340 and the presentation components 360
respectively. The performance monitoring component 115 may capture
information from the connection points 415, 420, 425, 435, and 440
associated with the portal framework 340, the portlets 350, the SOA suite
390, the master database 450, and the portal database 380, respectively.
The auditing component 120 may capture information from the connection
points 430, 435 and 440. Each of the lines connecting a connection point
to a component of the PAA framework 100 is used to illustrate the flow of
captured information. It may be noted that these lines are representative
only, and the components of the PAA framework 100 may capture

information at other connection points not illustrated in Figure 4.
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Programm ng Language |i ke AspectJ. Al the auditing events are then witten
on store and forward JMS. The auditing events are nore critical and cannot
be | ost ewerroifo7eite systemfails. Hence, the store and fPomaseaomeehani smis

used. Figures 60-6H is flow diagramthat illustrates an exanpl e enbodi nent
of a process perfornmed by the behavi or and perfornmance persister 530 and
audit even collector 535 illustrated in Figures 5. [0044] The audit event

persister 540 is configured to extract the event detail fromthe audit
event collector 535. The audit event persister 540 al so extracts the user
name, user | OQGH]r esdt Maysie neteddbakeach of inesaannectiamgopds fllostraiesennunber s
to execute the event. Figure 61 is flow diagramthat illustrates an exanple
enbodi ment ofFigurprdoepsssqres irdomaatidry fldWiegantd ¢r esterenponspariats 540
illustrated in Figures 5. [0045] The PAA and audit nessage |isteners 545A,

545B are CO”fSUBWQQm'stchéb@ﬂaFQpéll&‘étlél'vsIﬂ’ﬂé?%%’sbé’ﬁéié%ﬂth%ﬂﬁé“e event
persister 540 on the J2EE web application that is having operating with the

PAA framewor %Hépﬁron-r&e[hg%@ﬂ% bk 1%%38%%%8%‘3}7 gn %&ﬁ’f&rn‘%ﬁ’cﬁ'}(e t he

alert conponentfs I n case a ef'1 ned exc n occurs or a predefined SLA
is violated b onent ure. flow di agra illustrates an
exampl e enbodPRAEY &F S&r%@égﬁ PBistedTalP i IniePetey BRbuaa &7 o1 or “2a5A
and 545B illustrated in Figures WO 2011/ 072272PCT/ US2010/ 059973

component of the portal appllcatlon and a component of the PAA
framework 100. This enables the PAA framework 100 to work with any
portal applications. This also enables the PAA framework 100 to be

turned on or off with minimal impact on the portal application.

Subcomponents of PAA Framework

[0036] Figure 5 is a block diagram that illustrates an example
embodiment of the subcomponents of the PAA framework illustrated in
Figure 1. Diagram 500 includes the following subcomponents: call stack
tracer 505, request listener 510, session listener 515, portlets events 520,
behavior and performance collector 525, audit event collector 530, audit
message listener 535 and audit events persists 510. The subcomponents
505-540 may be associated with the behavior tracking component 110,
the performance monitoring component 115, the auditing component 120

and the alert component 125.

[0037] The call stack tracer 505 is configured to incorporate a child

transaction to its parent transaction. For some embodiments, every
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[ 0046] The audit event persister 550 is configured to persists the events
into the database. Reports may then be generated fromthese persisted
events. [WO4F{iRi7eaee 6A is a bl ock diagramthat ill ustra&Ceassanpsoes ai | s of
an exanpl e enbodi nent of the operations of the subconponents of the FAA
framewor k when incorporating with the operation of the portal application.
Di agram 600 i ncl udes portal application 605 and FAA server 620. I|llustrated
inside portal application 605 are the subconmponents of the FAA franmework

i ncludi ng sone of the subconponents described in Figure 5. It should be
noted that Firgauestératientersdhetava virtust mackinehdVdhds assignsd et uninee ¢D.
subconponents rat her than where the codes associated with these
subconponent §hig enigat uBli$ yhest satad thdToedadblOcalldnasReaquest Athibutes. mal 1 ow of
a portal framework, simlar to the operations of the portal framework 340

illustrated HThld:é@éUr@s:ﬁhatBbpéhy §§Qséddéﬂﬁbéﬁ‘é BaUSERBY thiBvshuststhent el | i gence
Enterprise Edition (OB hat may be used to generates report based on

audit infor aﬁ% %ﬂé anal ytics
i nformati On”?{air)%aé&@éﬁ%dn;b% ,E%gggé%lm }Q 3@59‘?&@{ ﬁé@?g%ﬁg conponent s
that are inplenmented usin ect Pro rarrm frarre k. These
ol ude t he STRERRGHER (¢ sBRERase 'qvac&?ﬁana PR MIR GIRE T i n
col l ector 525, the audit event collector 535, and the audit_event persister
550. It may yglqy@tlajls pased along with the request, and the code of the PAA

framework 100 residing in the receiving JVM will incorporate the child

transaction to the parent transaction. Figure 6B is flow diagram that

illustrates an example embodiment of a process performed by the call

stack tracer 505 illustrated in Figure 5.

[0038] The request listener 510 is configured to listen to all the new
requests received by the Java 2 Platform, Enterprise Edition (J2EE)
application. J2EE is a Java platform designed for the mainframe-scale
computing typical of large enterprises. The request listener 510 tags the
request by setting a unique ID in Thread Local and Request Attributes.
The request listener 510 also collects information about an amount of time

spent to fulfill the request.

[0039] The session listener 515 is configured to listen to all new
session requests received by the J2EE application. The session listener
515 sets the session ID in the Thread Local so that the Event Persister will

extract the session information along with all events. Figures 6C-6D are
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that Figure 6A illustrates connections between the subconponents thensel ves
as well as connections between sone subconponents and the portal franework
610. Eachwof2otimggm2connecti ons nay represent a fl ow of pofTarSaebioss7s hat is
captured by one of the subconponents of the FAA framework 100. Network
Environnent [0048]Figure 7 is a network diagramillustrating an exanple
enbodi nent of a network environnent that may be used. Network environnent
700 has a network 701 that connects with server conputers 708 through 710
and client conputers 705 through 707. Network environnment 700 may al so be
referred to Aowzdiggiasns thadillusiratmexampleeembodisnents @f erpipedss several server
conputers 708 to 710 and several client conputers 705 to 707 are connected
to and commumietatracdidythemeall distenee510ianc sessivet haeker/15 illwkiratedrmy be, for
exanpl e, an on-chip comunication network. Note that alternatively the
network 780 mgliteslse or include one or nmore of: inter-chip comunications,
an optical network, the Internet, a Local Area Network (LAN), Wde Area
Network (WAN), satellite link, fiber network, cable network, or a

conmbi nati on of these and/or others. Note that the nunber of client

conputers an ver_conputers il|lu ated jn Figure 7 are us s_exanpl es
o1y and i o 1 leant B PRSi Ry 24 B CSop Py ietha srdinsebalts osooya
[ 0049] The server conmputers 708 to 710 may represent, for exanple: a

portlet events to be tracked. The portlets events 520 include actions such

as minimize, maximize, close, edit, etc. on the portlet.

[0041] The behavior tracking and performance monitoring event
collector 525 is configured to collect performance numbers across all java
classes in the JVM. The java classes can be selected using a pointcut
expression as allowed by the Aspect Oriented Programming Language
like Aspectd. Figures 6E-6F are flow diagrams that illustrate example
embodiments of a process performed by the portlet events 520 and

behavior and performance collector 525 illustrated in Figures 5.

[0042] The behavior and performance persister 530 is configured to
collect all the events and persists it to a Java Messaging Service (JMS)

implementation.
[0043] The audit event collector 535 is configured to collect all the

auditing information. The classes which perform the critical events can be

selected using a pointcut expression as allowed by the Aspect Oriented
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master device on a chip; a server system an intellectual property core,
such as a mcroprocessor, communications interface, etc.; a disk storage
system awad/20r/0eavputi ng resources. Li kew se, the clienrcrtarspunas®’y05 to
707 may have conputing, storage, and view ng capabilities. The nethod and
apparatus described herein may be applied to essentially any type of
comuni cati ng neans or device whether |ocal or renpte, such as a LAN, a
VWAN, a system bus, on-chip bus, etc. [0050]It is to be further appreciated
that the use of the termclient conputer and server conputer is for clarity
i n speci fyi n@roagr@mming langyagedisenisnashd.i dil therauditingeengntamee Wen r esponds
(the server). No hierarchy is inplied unless explicitly stated. Both

functi ons mawrltenion stosé agt domarawi $alheqauditingcevernts and mdre ceisiealt he
client-server and server-client relationship may be viewed as peer-to-peer.

Thus, if twodawappst BEbstavehhethel dyafim ¢amutiehce Qhe atsteldiRy RANNRY
conputer 708 can both initiate and respond to comruni cations, their

communi cat| Oy 4 BUEd! A3, REYIG e PERRRT bR thaRuepIEYBCat  ons

bet ween the server conpu and cFient co ers /05 and 706
may be viewed as peer to.peer if each such co fcating. device is capable
of Vi it atl o AT BoRLBETol b RiHHSS BT DHT SO\ the Dendior Bhd
2011/ 072272PCT/ US2010/ 059973 g0051] Figure 7 also illustrates an enbodi nent
of a server ®SHPUNANCE Bethigpr ay0 BRE auisl §vea ¢lleckr SBobystraad i a medi a
space, such as a web page, a profile page on a portal such as that provided
by a serviceFgwes®er, etc. The application my be enbedded into a third
party's nedia space, such as an HTM. web page, a page of a portal, etc. The

[0044] The audit event persister 540 is configured to extract the event

detail from the audit event collector 535. The audit event persister 540

also extracts the user name, user |IP address, host |IP address, timestamp,

and performance numbers to execute the event. Figure 6l is flow diagram

that illustrates an example embodiment of a process performed by the

audit event persister 540 illustrated in Figures 5.

[0045] The PAA and audit message listeners 545A, 545B are
configured to listen to the JMS messages posted by the event persister
540 on the J2EE web application that is having operating with the PAA
framework 100. The PAA and audit message listeners 545A-B invoke the
alert components in case a predefined exception occurs or a predefined
SLA is violated by any component. Figure 6J is flow diagram that
illustrates an example embodiment of a process performed by the audit

event persister 545A and 545B illustrated in Figures 5.
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application when executed on a server 709 causes the server 709 to display
w ndows and user interface screens on a portion of a nmedia space such as a
web page.w@20sd72f720m a client conputer 705 may i nt er acPCRiUskowioeogprge t hat
cont ai ns the enbedded application, and then supply input to the
query/fields and/or service presented by a user interface of the
application. The web page may be served by a web server 708 on any HTM. or
wi rel ess access protocol (WAP) enabl ed client conputer 705 or any
equi val ent thereof such as a nobile device or personal conputer. The client
conputer 705 may include browser software (e.g., Firefox) to access the
web- based antici patory design tools hosted by one or nore of the server
conmput ers 7080046]7 10 ThEGicR]dvent pergistex 8P licenfiyadedempersistbehd=AA fr anmewor k
100 may include codes scripted to execute on the server conputer 710 to

al l ow i nter agl/bRiz |H40tﬂheﬂjdlél@és@nﬂeb@rté’Wﬂhﬁen%@@@rﬁ‘ér&%ﬁ frofnethbage to a
user. The FAA frarrevvork may i nclude codes scripted to execute on the

server conpuﬁ? Fsg% use information stored in the database 711 to be
retrieved. The codes o he FAA framework 100 may al so be configured to
receive information fromthe portal applications 200 and to generate
reports based on the information received fromthe portal applications 200.
The rel ati onal dat abase 711 nay be associ ated wi a dat abase server such
as, for examP@47]t heFighrg 8A 'écﬁw@@@léﬂ'aﬁiém thﬁb'”Hé‘l@@ﬁ@@@Fe datadlsfsan711 may
store information simlar to the information stored in the database 130

il lustrated iemampiriembbdiment of the operations of the subcomponents of the PAA

framework when incorporating with the operation of the portal application.
Diagram 600 includes portal application 605 and PAA server 620.
lllustrated inside portal application 605 are the subcomponents of the PAA
framework including some of the subcomponents described in Figure 5. It
should be noted that Figure 6A is used to illustrate the operations of these
subcomponents rather than where the codes associated with these
subcomponents are actually stored. Block 610 illustrates the normal flow
of a portal framework, similar to the operations of the portal framework
340 illustrated in Figure 3. Block 630 illustrates Oracle Business
Intelligence Enterprise Edition (OBIEE) that may be used to generates
report based on audit information stored in the database 622 and
performance and analytics information stored in the database 624. Block
615 illustrates subcomponents that are implemented using Aspect
Oriented Programming framework. These include the subcomponents
behavior tracking and performance monitoring collector 525, the audit

event collector 535, and the audit event persister 550. It may be noted
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Computi ng Environnment [O0053]Figure 8 is an exanple conputing environnment
that nmay be used with sone enbodi nents of the invention. Conputing

envi ronmew0 28027220nl y one exanpl e of a suitabl e conpurcmgisenviosonirent and
is not intended to suggest any |limtations as to the scope of use or
functionality of the enbodi nents of the present invention. Neither should
the conputing environment 802 be interpreted as having any dependency or
requirenent relating to any one or conbination of components illustrated in
Figure 8. [0054] Enbodi nents of the invention may be operational wth
general pur ptRal Mgurepdtilkistrptaspewest ans betwes sthensubponaifangsir at i ons.

Exanpl es of well known conputer systens that nay be used include, but are
not limted tlempessnalwalioapobdreiestioss betwesnspaieesihcongpuhemed dndr | apt op
devi ces, Tablets, Smart phones, Netbooks, multiprocessor systens,

mi cropr ocessqae @ﬁﬁﬂr%é%%m @etEé@’PoIbWé@é coﬁh@@t"cﬁﬁm%%ﬁt@ééhf‘ﬁr
el ectronics, work PCs, mniconputers, mainframe conputers, distributed

conput i ng e“Y|b{ach'5T§ijbeﬁ1”gE Qﬁtthétr]g'cﬂﬁﬁrﬁgﬁggnetcg'fe[hété%ﬁ?ﬁ%%gﬁﬁ Gindevi ces.

and the |ike I ment's resent rnven escri bed
in the gener? éﬁnt ext R Borrput er-executabl e instructions, such as program
nodul es, bei g“ 639 a conputer system Generally, program nodul es
i ncl ude routines, prograns, databases, objects, conponents, data
structures, etc. that perfornms particular tasks or inplement particular
abstract data types. Those skilled in the art can inplenent the description
and/ or fi gur &etiverkeEnviesnmeniput er - execut abl e i nstructions, which can be
enbodi ed on any form of conputer readable nedia di scussed bel ow.

[0048] Figure 7 is a network diagram illustrating an example

embodiment of a network environment that may be used. Network

environment 700 has a network 701 that connects with server computers

708 through 710 and client computers 705 through 707. Network

environment 700 may also be referred to as a client-server environment.

As illustrated, several server computers 708 to 710 and several client

computers 705 to 707 are connected to and communicate with one

another via the network 701, which may be, for example, an on-chip

communication network. Note that alternatively the network 780 might be

or include one or more of: inter-chip communications, an optical network,

the Internet, a Local Area Network (LAN), Wide Area Network (WAN),

satellite link, fiber network, cable network, or a combination of these

and/or others. Note that the number of client computers and server

computers illustrated in Figure 7 are used as examples only and is not

meant to be restrictive.
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[ 0056] Enbodi nents of the present invention nmay al so be practiced in

di stributed conputing environnents where tasks are perfornmed by renote
processi ‘yodeuwoex2t hat are |inked through a comruni cat iPORASA@EDNGMRI | N a
di stributed conputing environnment, program nodules may be |ocated in both
| ocal and renote conputer storage nedia including menory storage devices.
[ 0057] Referring to Figure 8, the conputing environnent 802 includes a
general - purpose conputer system 810. Conponents of the conmputer system 810
may include, but are not limted to, a processing unit 820 having one or
mor e processi@fYor edhesesyartaompriats YOBBD7 1 QumRarepyesanh finexsmple et

coupl es various system conponents including the systemnenory to the
processi ng umdsté2deviddensystipna lses/e8 2 steny, dreintgllectfal peomargl carngpes of bus
structures including a nenory bus or nenory controller, a peripheral bus,

and a | ocal RYsh 4siNGi@BYrdtlesdoN d3bhRhYNiBAtidHESInREredtiel @6 U4 Bifsk SRyrapay of
exanple, and not limtation, such architectures include Industry Standard

Architecture : : r ghy u nced | SA
(61 5 bus, - oraenrisler rib i Ao HkeEL 1 SRR PB0Ce. and
Per i pher al m}g ent Inter connﬁct %}P% bua al so kno 'I'ﬁs zani ne bus.

[ 0058] Conput &7 2&' D CPTIPHEEP SFO1GES @48V E GARE!! ?S'(’\:ﬁ-ﬁﬁuter readabl e
medi a. Conputer readabl e nmedia can be any avail able nmedia that can be
accessed by HPOE@NdApRAsAUg HPsarbed hereiadranbe RPPEeGLe peseii@nenyol ati | e
medi a, renovabl e and non-renovabl e nedia. By way of exanple, and not
linmtation, d¢ypepoft @mmeaitthng meahsiosdedes whetherdecaltayragetefsuchfas mat i on
such as conputer readable instructions, data structures, program nodul es or

other data. @aMNi&WANOBageterebugNBnichiy bigls.etbut are not limted to, RAM
ROM EEPROM flash nmenory or other nenory technol ogy, CD-ROM digital
versatile disks (DVD) or other optical disk storage, nagnetic cassettes,
magneti c tape, nmagnetic di sk storage or other nagnetic storage devices, or

ahch can beoRe oo §E s Mt e 8ol it Vi HEERT 8% BBl & "Cy ot ca 1y
enbodi es conputer readabl e instructions, data strufture igi@g ram nodul es

or other traSSPHCTRRISFIVERFAMBUISTdS RIedarity N SRESMRE WOR y medi a.

communication (the client) and who responds (the server). No hierarchy is
implied unless explicitly stated. Both functions may be in a single
communicating device, in which case the client-server and server-client
relationship may be viewed as peer-to-peer. Thus, if two devices such as
the client computer 705 and the server computer 708 can both initiate and
respond to communications, their communication may be viewed as peer-
to-peer. Likewise, communications between the server computers 708
and 709 and client computers 705 and 706 may be viewed as peer to peer
if each such communicating device is capable of initiation and response to

communication.
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[ 0059] The system nmenory 830 includes conputer storage nedia in the form of
vol atil e and/ or nonvolatile nmenory such as read only nenory (ROV 831 and
random acwessimemyey (RAM 832. A basic input/out put sy®Certs3@s/ofBros),
containing the basic routines that help to transfer informtion between

el ements within conputer system 810, such as during start-up, is typically
stored in ROM 831. RAM 832 typically contains data and/or program nodul es
that are inmediately accessible to and/or presently being operated on by
processing unit 820. By way of exanple, and not limtation, Figure 8
illustrates OY0Htingigye/eatsasstraigs arcambodirpeoigefarse®escoapbiEar tpr ogr am
nodul es 836, and program data 837. [0060] The conputer system 810 may al so
i ncl ude ot hedigptanpthebdmdlication enty pditienvadlaatiedi spraveoksath e acweput er st or age
medi a. By way of exanple only, Figure 8 illustrates a hard disk drive 841

that reads fy 08 pbiile QMY PoftaMBYAPAS thAtPhyabad bye s&gretic nedia, a
magneti c di sl?ggR vg 851%?Igat reggs fromor wr?{r‘es to zl)il r enovabl e,

tic ¢85 _ Fwrites to |
From or wr i 1 BLONaB14  Flia BPRiodioR, ARy B arfBodkd i g By s ede® 2 op

ROM or ot h tical  med; h bl e/ nop- |
Vol at | 1 of nonSBRGE1 TUCBT AT TG AU 2LP a0 AL PORR BRC-L 188 i n t he

exenpl ary operating environnent include, but are not limted to, USB drives
and devi ces, aRRlFRONWhepexegiedianed seMeadRImakSe§ thapaver dPgiteal versatile
di sks, digital video tape, solid state RAM solid state ROM and the |ike.
The hard di skisplaweirgidivs and yeérciatdriacessoneensdn agpartien of atreedibuspage 1

t hrough a non-renovabl e nmenory interface such as interface 840, and

nmagneti ¢ di skudhiager Web paige. dpLbsafrot £ klishticoen hér 208 nigipiheahtywietwnnect ed
to the system bus 821 by a renovable nenory interface, such as interface

850. [ 0001] Thts B BfarkiiidifiSlite BRRELBLEMOREAIR Bndthen 3uBpfEAba i scussed

t
above and illu Figure 8, provi storage of conp abl e

comuter systhEHETIAE BHERE soBOPRATEIRADES AP umbebe BF1B. o0n i'c
il d ' ' 844, | i [ 845,
ot her pr ogr aRPRIRAINSS B WeR, REG DG in SRV BY H WRB CENERALE Gl component s

can either be the sanme as or different fromoperating system 834,
appl i cati on ptldgk @mwirgsss andess PHRlegPEIVW Abdenablegiadienhpampririrad @rat a 837.
The operating system 844, the application prograns 845, the other program
nodul es 846, aagdquhalgntdhe@of datlaa84r/mabie devier atigdrsorealtcompuen. C
identification here to illustrate that, at a mininum they are different
copres. The client computer 705 may include browser software (e.g., Firefox) to

access the web-based anticipatory design tools hosted by one or more of

the server computers 708 to 710.

[0052] For some example embodiments, the PAA framework 100 may
include codes scripted to execute on the server computer 710 to allow
interaction with a user and to present customized interface to a user. The
PAA framework 100 may include codes scripted to execute on the server
computer 710 to cause information stored in the database 711 to be

retrieved. The codes of the PAA framework 100 may also be configured
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WO 2011/ 072272PCT/ US2010/ 059973 [ 0062] A partici pant may enter commands and
information into the conputer system 810 through input devices such as a
keyboar d W620112072d7¢r ophone 863, and a poi nti ng devi ce 8@CT/Usaclo/08®7H nouse,
trackball or touch pad. O her input devices (not shown) nmay include a
joystick, ganme pad, scanner, or the like. These and other input devices are
of ten connected to the processing unit 820 through a user input interface
860 that is coupled to the system bus 821, but nmay be connected by other
interface and bus structures, such as a parallel port, game port or a

uni ver sal selt¢ gceivgsinfusitiondremrihe gorigbapplicatione 200 lofgenespleay devi ce
is also connected to the system bus 121 via an interface, such as a video
interface 89@epdrits baskd onthé imfoimeatiamidceiveddeomube pertabgpplicationscl ude ot her
peri pheral output devices such as speakers 897 and printer 896, which may

be connect ed 2bbr otHEhretdtioal BHIapREEI ARl bedRobREed 4RB-a 2@6akdhe conput er
system 810 nay operate in a networked environnent using |ogical connections

to one or ”D%Sr\{/e‘?@%ﬁ a§°fm%ﬁ$p|e§nfg%e?§e§co[@&gbﬁgﬁg ete%la%ﬂal The remote

conput er 880 ray be a pérsonal ‘conmputer, - Vice, a server, a

, kK P devij h VoI K d
Lypi cal 1y | nOPIRRASerL By SS9 010 Fagoaunin: © B SPl BeHoABBIR /&I fve 1o

the conputer system 810. The | ogical connections depicted in Figure 8
i ncl ude a | ofaiakaseal 30 illustrated in Figure 1.

Computing Environment

[0053] Figure 8 is an example computing environment that may be
used with some embodiments of the invention. Computing environment
802 is only one example of a suitable computing environment and is not
intended to suggest any limitations as to the scope of use or functionality
of the embodiments of the present invention. Neither should the
computing environment 802 be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated

in Figure 8.

[0054] Embodiments of the invention may be operational with general
purpose or special purpose computer systems or configurations.
Examples of well known computer systems that may be used include, but
are not limited to, personal computers, server computers, hand-held or
laptop devices, Tablets, Smart phones, Netbooks, multiprocessor

systems, microprocessor-based systems, set top boxes, programmable
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network (LAN) 871 and a wide area network (WAN) 873, but may al so include
ot her networks. Such networking environnents are comonpl ace in offices,
ent er pri se&owde7eaput er networks, intranets and the | nPernse010/08963] When
used in a LAN networking environnment, the conputer system 810 is connected
to the LAN 871 through a network interface or adapter 870. \Wen used in a
WAN net wor ki ng environnment, the conputer system 810 typically includes a
nodem 872 or other means for establishing conmunicati ons over the WAN 873,
such as the Internet. The nodem 872, which may be internal or external, may
be connect ed coBstmer §k®§tr@m05u§emk\ﬂ%3 trhigicgsIUIeTSH Mainfiamef ace 860, or

ot her appropriate nmechanism In a networked environnment, program nodul es
depi ct ed rel gbmpaitérs, dh&imﬂe@ubmpuﬂyigteelw&im;enwth[aoirtdluljesamylefH.'Ief, may be
stored in a renpte nenory storage device. By way of exanple, and not

limtation, Bbavésystehd yrsaé\ﬁé@es arn@ﬂﬂbfhképm ication prograns 885 as
resi ding on renote conputer It will be appreciated that the network

connections shown are exenplary and ot her neans of establishing a
comuni cations |ink between the conputers nay be used. [0065]It shoul d be

ted that 1 ‘ri,ed 1
D omputor oJ g oo Brtifiels (Be e invh PRy ey pE gl a % L onever.

sonme enbodi ments of the present invention may be carried out on a server, a
conput er devéeearal @orf@wb@ommﬁrrm@cumﬁﬁwca@m Eeieh asrpregraimdi st ri but ed
systemin which different portions of the present design nmay be carried out
on di f f er ent madulgs,dfeindexeduted by eampotgysysiegn.syienenaly, program

modules include routines, programs, databases, objects, components,
data structures, etc. that performs particular tasks or implement particular
abstract data types. Those skilled in the art can implement the description
and/or figures herein as computer-executable instructions, which can be

embodied on any form of computer readable media discussed below.

[0056] Embodiments of the present invention may also be practiced in
distributed computing environments where tasks are performed by remote
processing devices that are linked through a communications network. In

a distributed computing environment, program modules may be located in
both local and remote computer storage media including memory storage

devices.
[0057] Referring to Figure 8, the computing environment 802 includes

a general-purpose computer system 810. Components of the computer

system 810 may include, but are not limited to, a processing unit 820
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[ 0066] Anot her device that may be coupled to the system bus 821 is a power
supply such as a battery or a Direct Current (DC) power supply) and

Al t er nat iw@ 2€ura7eate ( AC) adapter circuit. The DC power ®SOpiSpowmyodne a
battery, a fuel cell, or simlar DC power source needs to be recharged on a
periodi ¢ basis. The conmmuni cati on nodul e (or noden) 872 may enpl oy a
Wrel ess Application Protocol to establish a wirel ess conmuni cati on
channel . The comruni cati on nodul e 872 nmay i nplenent a wi rel ess networking
standard such as Institute of Electrical and El ectronics Engi neers (| EEE)
802. 11 st and&eadingl FEEOM@re fUEESINYITIes, by steAemeniory B88, RRd B999.

[ 0067] Exanpl es of nobile conputing devices may be a | aptop conputer, a

t abl et conputsgsten\bud8ak thateddupdovarows patsar@mpbrErtsinchsdingtiant , or
other simlar device with on board processing power and w rel ess

comuni cat i oRgstal hidnYoryNaithé pravassirolhys20 Driesistéhy hieng2{ Ridy teower
source that supplies DC voltage to the nobile device and that i's solely

ithinth ! | ' . i odi
basi s, such S0V eoird RS U A SRR G LRV Yt Mbmrper ol e
2011/ 072272PCT/ US2010/ 05.935§al[b0068 (Ij:iaqgcr:éal 9A i s an ex?rarlpvla%ef& 8%193', agr am

that illustr&PBEOUEIHRAREE us, a bus using any o

architectures. By way of example, and not limitation, such architectures
include Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics
Standards Association (VESA) locale bus, and Peripheral Component

Interconnect (PCI) bus also known as Mezzanine bus.

[0058] Computer system 810 typically includes a variety of computer
readable media. Computer readable media can be any available media
that can be accessed by computer system 810 and includes both volatile
and nonvolatile media, removable and non-removable media. By way of
example, and not limitation, computer readable mediums uses include
storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage mediums
include, but are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which

can be used to store the desired information and which can be accessed
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t hat enabl es capturing performance, analytics and auditing information
using the performance, analytics and auditing framework. [0069]1n bl ock
905, a fiwetosat227 connecti on points avail able from a portskopmMoreat i on
where behavior related information can be captured is identified. In block
910, a behavior tracking (or first) conponent of a FAA systemis configured
to capture behavior related information fromthe first set of connection
points. [0070]In block 915, a second set of connection points avail able
fromthe portal application where performance related information can be
captured is byeemautedsystemb? 6k ICgnmunicaiienfroediariyeicatyhembedieg (or second)
conponent of the FAA systemis configured to capture performance rel ated

i nformati on fcoomputdrereaeabladnsietctivhse datzesttucioregopragam odllesroridtbek 925, a
third set of connection points available fromthe portal application where

audi ting rel %ﬁe?bnfn%dmtrﬁs?ﬁ a%mnéﬁ@dé@@hgn@r@rmgtiéﬁia_@wéryeﬁiedih.n bl ock 930,
an auditing (or third) conponent of the FAA systemis configured to capture

auditing related information fromthe third set of connection points.

[0059] The system memory 830 includes computer storage media in
the form of volatile and/or nonvolatile memory such as read only memory
(ROM) 831 and random access memory (RAM) 832. A basic input/output
system 833 (BIOS), containing the basic routines that help to transfer
information between elements within computer system 810, such as
during start-up, is typically stored in ROM 831. RAM 832 typically contains
data and/or program modules that are immediately accessible to and/or
presently being operated on by processing unit 820. By way of example,
and not limitation, Figure 8 illustrates operating system 834, application

programs 835, other program modules 836, and program data 837.

[0060] The computer system 810 may also include other
removable/non-removable volatile/nonvolatile computer storage media. By
way of example only, Figure 8 illustrates a hard disk drive 841 that reads
from or writes to non-removable, nonvolatile magnetic media, a magnetic
disk drive 851 that reads from or writes to a removable, nonvolatile
magnetic disk 852, and an optical disk drive 855 that reads from or writes
to a removable, nonvolatile optical disk 856 such as a CD ROM or other

optical media. Other removable/non-removable, volatile/nonvolatile
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WO 2011/ 072272PCT/ US2010/ 059973 [0072] I n bl ock 935, the information
captured by the first, second and third conponent nmay be processed and
stored i rweadatEgkmge associ ated with the FAA system FoPCIarseoientods nent s,

t he dat abase associated with the FAA system may incl ude dat abase tables
configured to store the information captured by the first, second and third
conponents. The database nay al so store other information such as, for
exanple, alert information, reports, etc. Alternatively, the audit
informati on may be stored in a separate database. As can be noted fromthe
bl ocks of t heoprwierssiomgecnediedthabeae betusedfinitie exemptary opedating r d
conponents are part of the FAA system (also referred to earlier as the FAA

framework.) [00irShmegtinelU@d, bst are eotdimpiter fd, GBI degesemdt kigticek| ustrates a
process that enables capturing alert information and generating reports

based on the ma’ﬁr@tlﬁf&éb@'@aﬁéﬁéﬁ ﬂﬁsl‘ﬁ’}‘nérﬁéryﬁfa‘hﬁr@@ﬁ&ﬁféﬁsat[l@@i?sﬂs' ighhpck 945,
a FAA systemis enabled to work with a port

video tape, solid state RAM, solid state ROM, and the like. The hard disk

drive 841 is typically connected to the system bus 821 through a non-

removable memory interface such as interface 840, and magnetic disk

drive 851 and optical disk drive 855 are typically connected to the system

bus 821 by a removable memory interface, such as interface 850.

[0061] The drives and their associated computer storage media
discussed above and illustrated in Figure 8, provide storage of computer
readable instructions, data structures, program modules and other data for
the computer system 810. In Figure 8, for example, hard disk drive 841 is
illustrated as storing operating system 844, application programs 845,
other program modules 846, and program data 847. Note that these
components can either be the same as or different from operating system
834, application programs 835, other program modules 836, and program
data 837. The operating system 844, the application programs 845, the
other program modules 846, and the program data 847 are given different
numeric identification here to illustrate that, at a minimum, they are

different copies.
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application. Enabling the FAA system and operations of the conponents of
the FAA systemare not to be intrusive to the portal application. In block
950, a fowotzhiigee27ef connecti on points avail abl e from t rR€TaS2A101059973
application where alert related information can be captured is identified.
In block 955, an alert (or fourth) conponent of the FAA systemis
configured to capture alert related information fromthe fourth set of
connection points. In block 960, the captured alert related informtion may
be comuni cated to one or nore recipients. For sonme enbodi nents, the
comuni cat i of0GRR] beAarteaNt MaYETESN ¢oPMEEKIs PGS, intormationtintegheor fifth)
conponent of the FAA systemis configured to generate reports based on the
i nformati on sboneder systdre Sl&k thbasgh iapsbdedtesisuch bs taheyBbardgeRean | n bl ock
970, the FAA system nay be di sabled wi thout affecting the operations of the

82;2?: bggp! h%b#dﬁhonb%@@hhb d'Byinh8g Beliee deakuthasal MbayshradkdMrer ations
touch pad. Other input devices (not shown) may include a joystick, game
pad, scanner, or the like. These and other input devices are often
connected to the processing unit 820 through a user input interface 860
that is coupled to the system bus 821, but may be connected by other
interface and bus structures, such as a parallel port, game port or a
universal serial bus (USB). A monitor 891 or other type of display device
is also connected to the system bus 121 via an interface, such as a video
interface 890. In addition to the monitor, computers may also include

other peripheral output devices such as speakers 897 and printer 896,

which may be connected through an output peripheral interface 890.

[0063] The computer system 810 may operate in a networked
environment using logical connections to one or more remote computers,
such as a remote computer 880. The remote computer 880 may be a
personal computer, a hand-held device, a server, a router, a network PC,
a peer device or other common network node, and typically includes many
or all of the elements described above relative to the computer system
810. The logical connections depicted in Figure 8 include a local area

network (LAN) 871 and a wide area network (WAN) 873, but may also
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Figure 9A and 9B follow a certain sequence, sone operations may be
performed out of sequence fromthe other operations and/or sone operations
may not bwopertwoeazred at all. [0077] From t he above, sonePemusdiwmn9s3 of the
i nvention include systens and nethods that include a behavior tracking
conponent configured to capture activities of a user when interacting with
the portal application; a perfornmance nonitoring conponent coupled to the
behavi or tracking conponent and configured to determ ne perfornmance
information relating to the activities of the user when interacting with
the portal appludaoineh neiworkadiSUohigeiweping envicaupeeis are aamempep@geor
tracki ng conponent and the performance nonitoring conponent and confi gured
t o capture evweofficdet entegorisg-widedcdroptitee natwaorks tinganefs arskthe Iwhenet.
interacting with the portal application, wherein the behavior tracking
conponent, the performance nonitoring conponent and the auditing conponent
operate together in a framework and in a non-intrusive manner with regard

toth t al i i i - i j As t
o ent ed Pr of?Oh ng YRRy SR ATANEh Pt b HIRERREA SnERERTuEH 0 Aspec
f i toLi d iti t
Fogether i n ERBCH BB Rr R MBI Faln Mo AN e e dEa S PP IR e hr eads
spawned for efficient Wr all el processing of user's requests within the

portal appli @depkai 87/0odYiegTHECHE AWMANRRIWOYDG PEVIFRYMEN! ttAR OB se an
al ert conponent in the framework and configured to communi cate alerts and
excepti ons asystenaBtd typicdllytindupges tahodeml 8 €aoi oter meansdor pi ent. The

i nformation captured or determ ned by the behavior tracking conponent, the

per f or mance rBrHBlishiNgELodeMpAREIbNADdet the \WWN BYBdsinaotenintérdestTieed in a
dat abase associated with the framework, and wherein the system further

conprises a neRdhig?e %Wt%gtbetiﬂtéﬂﬁﬁlgdrgé&e@%gﬁﬁeagb@"%z%‘ﬁﬂe@t’éd?teqhe

information stored in the database. T rk 1s configured to
start or sto t] A th t | i i e with mnimal
i npact on opgy%ﬁgﬁgé 531}”%%9‘& fegﬁﬂ%@ﬁe@%ﬁeoﬁ,gﬁ&t@é{e%pébﬁébﬁg f ramewor k
is configured tg use a]synchrongu(i Java I\/bssage Servi ce (JI\/B& ueues to
reduce runti e IHB-l§ a networked environment, program modules depicted

relative to the computer system 810, or portions thereof, may be stored in

a remote memory storage device. By way of example, and not limitation,

Figure 8 illustrates remote application programs 885 as residing on remote

computer 880. It will be appreciated that the network connections shown

are exemplary and other means of establishing a communications link

between the computers may be used.

[0065] It should be noted that some embodiments of the present
invention may be carried out on a computer system such as that described
with respect to Figure 8. However, some embodiments of the present
invention may be carried out on a server, a computer devoted to message

handling, handheld devices, or on a distributed system in which different
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WO 2011/ 072272PCT/ US2010/ 059973 [ 0079] Whi | e sone specific enbodi nents of
the invention have been shown the invention is not to be limted to these
enbodi mrerwe.20Hm7282anpl e, several specific nodul es havePogars2elood’3 Each
nodul e perforns a few specific functions. However, all of these functions
coul d be grouped into one nodul e or even broken down further into scores of
nodul es. Most functions perforned by el ectronic hardware conponents may be
duplicated by software emrul ati on and vice versa. [0080]' The different
functions described herein may be performed by hardware, software, or a
conbi nat i on @prissshof traeresantidesigromay gt cariad tiub anidifferentpas of hesof t war e
are stored on the machi ne-readabl e nmedi um and have executabl e instruction
to cause thedsdbhuted dcompmaingysysteémt hat function. The invention is to be
understood as not limted by the specific enbodi nents descri bed herein, but
only by scope of the appended clains. CLAI NS

[0066] Another device that may be coupled to the system bus 821 is a
power supply such as a battery or a Direct Current (DC) power supply)
and Alternating Current (AC) adapter circuit. The DC power supply may
be a battery, a fuel cell, or similar DC power source needs to be recharged
on a periodic basis. The communication module (or modem) 872 may
employ a Wireless Application Protocol to establish a wireless
communication channel. The communication module 872 may implement
a wireless networking standard such as Institute of Electrical and
Electronics Engineers (IEEE) 802.11 standard, |IEEE std. 802.11-1999,

published by IEEE in 1999.

[0067] Examples of mobile computing devices may be a laptop
computer, a tablet computer, Netbook, cell phone, a personal digital
assistant, or other similar device with on board processing power and
wireless communications ability that is powered by a Direct Current (DC)
power source that supplies DC voltage to the mobile device and that is
solely within the mobile computing device and needs to be recharged on a

periodic basis, such as a fuel cell or a battery.

Flow Diagram
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What is claimed is: W claim 1. A systemfor capturing information
fromany conpl ex web applications including a portal application and its

associ at edo=otigys17ens, the system conpri sing: a behaxiser1ots®eki ng
conponent configured to capture activities of a user when the user
interacts with the portal application; a performance nonitoring

conponent coupled to the behavior tracking conponent and configured to
determ ne performance information relating to the activities of the user
when the user interacts with the portal application; and an auditing
conmponent col@a] t oFigwse Béhis\arcexampleklavgdiegrporibat illasicates@ precess mance
nmoni toring conponent and configured to capture event details related to the
activities othatssrableheaptutieg pedormates,artadytivstand dedifog tiadoraafibncat i on,
wher ei n t he behavi or tracking conponent, the perfornmance nonitoring

conponent angsimehairidriGneeNBeAIGIts AREhasIEny IEPRERSrK N @ framework and in
a non-intrusive manner with regard to the portal application, and wherein

the framework is coded using Aspect Oiented Programm ng (AOP), and wherein
t he behavi or tracki ng conponent, the perfornmance nonitoring

[0069] In block 905, a first set of connection points available from a
portal application where behavior related information can be captured is
identified. In block 910, a behavior tracking (or first) component of a PAA
system is configured to capture behavior related information from the first

set of connection points.

[0070] In block 915, a second set of connection points available from
the portal application where performance related information can be
captured is identified. In block 920, a performance monitoring (or second)
component of the PAA system is configured to capture performance

related information from the second set of connection points.

[0071] In block 925, a third set of connection points available from the
portal application where auditing related information can be captured is
identified. In block 930, an auditing (or third) component of the PAA
system is configured to capture auditing related information from the third

set of connection points.
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conponent and the auditing conponent operate together in the framework
collecting data seanm essly fromnultiple threads spawned for efficient
paral | el WwoaouswRa1g of user's requests within the portalPCafskiloasioon.

2. The systemof claim 1, wherein the behavior tracking conponent is
further configured to collect all the activities that the user does on the
portal associated with the portal application including at |east |ogin,

| ogout, and page visits activities. 3. The system of claim 2,

wherein the performance nonitoring conponent is further configured to
measure real [Q07H petT blosk98s, Memipéarmasioneantwies! kyutheysslesscond end port al
application, including calculating performnce nunbers of the activities of

t he users as thisptomednbyt mhg beairacessed ard kiongd doamatardse associated. The
system of claim3, wherein the performance nonitoring conmponent is further

configured t qifpriawirea distehn. dPEf‘s&ﬁeté?ﬁbMﬁféNtéfﬁﬁé@aﬂéb%réss@bla\t‘é’d' ous
subsystems including at | east portlets, Javaserver Faces (JSF), dat abase

\?vﬁlelr ZI ﬁn?hreegﬁggletplg%'d‘%%%oﬂiﬁféy%ﬁaygret%é?bac%n@t%ré%ﬁpg%cd; otl§Jt|rogé at° | east
event details of critical evente. and assegalsthe event detajls with a
database may also store other information such as, for example, alert
information, reports, etc. Alternatively, the audit information may be
stored in a separate database. As can be noted from the blocks of the

process described above, the first, second and third components are part

of the PAA system (also referred to earlier as the PAA framework.)

[0073] Figure 9B is an example flow diagram that illustrates a process
that enables capturing alert information and generating reports based on

the information captured by the PAA framework.

[0074] In block 945, a PAA system is enabled to work with a portal
application. Enabling the PAA system and operations of the components
of the PAA system are not to be intrusive to the portal application. In
block 950, a fourth set of connection points available from the portal
application where alert related information can be captured is identified. In
block 955, an alert (or fourth) component of the PAA system is configured
to capture alert related information from the fourth set of connection

points. In block 960, the captured alert related information may be
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together with a tinme when the events occur, and wherein the renote called
subsystens include web services. 6. The systemof claimb5, further
conpri si nyoantial7ea’e conponent in the framework and conf PGUMASAI10059973
communi cate alerts and exceptions associated with the portal application to
a recipient. 7. The systemof claim6, wherein the information
captured by the behavior tracking conponent, the performance nonitoring
conponent and the auditing conponent is stored in a database associ at ed
with the franmework, and wherein the system further conprises a reporting
conponent t o cgateuricateddp@mesoyasrirenipients. i rar@omme eowosirneets, the t he
dat abase. 8. The systemof claiml1l, wherein the framework is
configured t costranticatiorstnay mply amaily wi th the portal application at
runtinme with mninml inpact on operations of the portal application, and
wherein the framework is configured to use asynchronous Java Message
Service (JMS) queues. 9. A nethod for nmanagi ng operations of a portal
conprising: i i fyi fdaks ; ct i i i froma
(T ViR gets n 8ol B PRFL AR RN U InEE A e

portal appli ehavior on can be captured,

(Pan) *syst s GOSN B8 BRRGIBLo/aNTS Pomid He g a0 o coRghRBE T on

poi nt's; i dentifying a second set of connection 8Oi nts avail able from
the portal afBlakase 3FoRIAeeEWIBIIhe Ffeth S¥SIER). ANR|OFHh P 4P niei VA Sxhtere
capt ured; configuring a second conponent of the FAA systemto capture

i nformati on fmaynbe kisablecbwilheet aftdctiogrine opewatigmsi afttee portal application.

[0076] It may be noted that the although the operations described in
Figure 9A and 9B follow a certain sequence, some operations may be
performed out of sequence from the other operations and/or some

operations may not be performed at all.

[0077] From the above, some embodiments of the invention include
systems and methods that include a behavior tracking component
configured to capture activities of a user when interacting with the portal
application; a performance monitoring component coupled to the behavior
tracking component and configured to determine performance information
relating to the activities of the user when interacting with the portal
application; an auditing component coupled to the behavior tracking
component and the performance monitoring component and configured to
capture event details related to the activities of users when interacting with

the portal application, wherein the behavior tracking component, the

-40-



identifying a third set of connection points available froma portal
application where auditing related informati on can be captured;
confi guriwg@ 2a1td1227d conponent of the FAA systemto capt ece/usadlonsmrs on from

the third set of connection points; and storing the captured
information in a database associated wth the FAA system wherein the
framework is coded using Aspect Oriented Progranm ng (AOP). 10. The

nmet hod of claim9, wherein the second conponent and the third conponent are
configured to use the information captured by the first conponent to

det er ni ne t h@egernaneanumitosngcempanest aaditoe agdiingree penarnt egeraipat ed

i nformation, respectively. 11. The nmethod of claim9, wherein the
FAA syst em i sogabedinus fragneM&pk @nd@n isemre thtirstgr mamhagwitACB)arartd thenf i gur ed
to operate with the portal application in a non-intrusive manner.

12. The net heg@rafl aspiRiafibd; andd@herdin the fiaétork9sBeaER Using Aspddher
configured to capture information relating to activities perfornmed by the

users on @ PRSheAPOGLA AP L P PBEhAlioPRRLIE LbRBonent the 13 The

met hod of claim he secon nponent 1's®configuré measur e
real tinme performance nunber.s of various systens of the portal
ool i cat on. PEACITAN G MAlOUnaCeRREn BRidie SUHTRESE R e SnaR Py ¢ es
performed by the users as captured by the first conponent. .
together in the framework collecting data seamlessly from multiple threads
spawned for efficient parallel processing of user’s requests within the

portal application.

[0078] The methods and systems may further comprise an alert
component in the framework and configured to communicate alerts and
exceptions associated with the portal application to a recipient. The
information captured or determined by the behavior tracking component,
the performance monitoring component and the auditing component is
stored in a database associated with the framework, and wherein the
system further comprises a reporting component to generate reports
based on the information stored in the database. The PAA framework is
configured to start or stop operating with the portal application at runtime
with minimal impact on operations of the portal application, and wherein
the framework is configured to use asynchronous Java Message Service

(JMS) queues to reduce runtime overhead.
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14. The method of claim 12, wherein the second conponent is further

configured to provide drill-down of the perfornmance nunbers at the various
t he subsywoOensl/i7eavkudi ng at | east portlets, Javaserver Patas2¢ld8F)9;73
dat abase calls and renotely call ed sub systens. 15. The met hod of

claim 13, wherein the third conponent is further configured to capture at

| east event details of critical events, and wherein the third conponent is
configured to associate the captured event details with a user who is
involved in the events together with tinme informati on when the events
occur. [0079]6. YWhilengamespetificleampediments ot therineeminn Ravegbedimf i guri ng
a fourth conponent of the FAA systemto comuni cate alerts and exceptions
associ at ed wishbwhltke frovdrgibndppbt toabe dmited ta thess eméotiiments. Forl7. The

met hod of claim 16, further conprising configuring a fifth conponent of the

FAA system t @xggripfs %e@efaﬁ%ﬁébﬁicbﬁé&ﬂe@'ﬁab@*be'bﬁféh'bm | PACPRefk i N the
dat abase associated with the FAA system 18. The nmethod of claim?9,

wherein the FAfoSHS ORI St fafios ! Roiledbt Aorthas ARREBhLRALN th the
portal application at runtinme with mnimal rpact on operations of the

t al lication, . 19. Th t had pf cl ai wh in t FAA
yst am | 5 colEig5anae injo eoe MagHEm dsa9kwA SRBESHERe NS FEere g queues.
20. A conputer-readabl e nmedia that stores instructions, which when executed

by a machi neMediliee Mest fOGHPRE Pedopaed byralepiernie hardwarsaameenayts

may be duplicated by software emulation and vice versa.

[0080] "The different functions described herein may be performed by
hardware, software, or a combination of both. The portions of that
function implemented in software are stored on the machine-readable
medium and have executable instruction to cause the machine to carry out
that function. The invention is to be understood as not limited by the
specific embodiments described herein, but only by scope of the

appended claims.
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identifying a first set of connection points available froma portal
application where behavior related informati on can be captured;

conf i guriwg@ 2a11fa7ex2 conmponent of a performance, anal yti ®STASA Q088973 ng
(FAA) systemto capture information fromthe first set of connection

poi nt s; I dentifying a second set of connection points avail able
fromthe portal application where performance related infornmation can be
capt ur ed; configuring a second conponent of the PAA systemto capture
i nformati on fromthe second set of connection points; identifying a
third set of (ddMrtion points available froma portal application where
auditing related informati on can be captured; configuring a third

conmponent of the PAA systemto capture information fromthe third set of
connecti on pdVhatsis ciaichedis: storing the captured information in a database
associated wth the PAA system wherein the franework is coded using Aspect
Oiented Progyammimg (AOCP).

1. A system for capturing information from any complex web
applications including a portal application and its associated subsystems,
the system comprising:

a behavior tracking component configured to capture activities of a
user when the user interacts with the portal application;

a performance monitoring component coupled to the behavior
tracking component and configured to determine performance information
relating to the activities of the user when the user interacts with the portal
application; and

an auditing component coupled to the behavior tracking component
and the performance monitoring component and configured to capture
event details related to the activities of users when the user interacts with
the portal application, wherein

the behavior tracking component, the performance monitoring
component and the auditing component operate together in a framework
and in a non-intrusive manner with regard to the portal application, and
wherein the framework is coded using Aspect Oriented Programming
(AOP), and wherein

the behavior tracking component, the performance monitoring

component and the auditing component operate together in the framework
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collecting data seamlessly from multiple threads spawned for efficient

parallel processing of user’s requests within the portal application.

2. The system of claim 1, wherein the behavior tracking component
is further configured to collect all the activities that the user does on the
portal associated with the portal application including at least login, logout,

and page visits activities.

3. The system of claim 2, wherein the performance monitoring
component is further configured to measure real time performance
numbers of various subsystems of the portal application, including
calculating performance numbers of the activities of the users as captured

by the behavior tracking component.

4. The system of claim 3, wherein the performance monitoring
component is further configured to provide drill-down of the performance
numbers at various subsystems including at least portlets, Javaserver

Faces (JSF), database calls and remote called subsystems.

5. The system of claim 4, wherein the auditing component is

further configured to capture at least event details of critical events and

associate the event details with a user that is involved in the events
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together with a time when the events occur, and wherein the remote called

subsystems include web services.

6. The system of claim 5, further comprising an alert component in
the framework and configured to communicate alerts and exceptions

associated with the portal application to a recipient.

7. The system of claim 6, wherein the information captured by the
behavior tracking component, the performance monitoring component and
the auditing component is stored in a database associated with the
framework, and wherein the system further comprises a reporting
component to generate reports based on the information stored in the

database.

8. The system of claim 1, wherein the framework is configured to
start or stop operating with the portal application at runtime with minimal
impact on operations of the portal application, and wherein the framework

is configured to use asynchronous Java Message Service (JMS) queues.

9. A method for managing operations of a portal comprising:

identifying a first set of connection points available from a portal

application where behavior related information can be captured;
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configuring a first component of a performance, analytics and
auditing (PAA) system to capture information from the first set of
connection points;

identifying a second set of connection points available from the
portal application where performance related information can be captured;

configuring a second component of the PAA system to capture
information from the second set of connection points;

identifying a third set of connection points available from a portal
application where auditing related information can be captured;

configuring a third component of the PAA system to capture
information from the third set of connection points; and

storing the captured information in a database associated with the
PAA system, wherein the framework is coded using Aspect Oriented

Programming (AOP).

10. The method of claim 9, wherein the second component and the
third component are configured to use the information captured by the first
component to determine the performance related information and the

auditing related information, respectively.

11. The method of claim 9, wherein the PAA system is coded using

Aspect Oriented Programming (AOP) and configured to operate with the

portal application in a non-intrusive manner.
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12. The method of claim 9, wherein the first component is further
configured to capture information relating to activities performed by the

users on a portal associated with the portal application.

13. The method of claim 12, wherein the second component is
configured to measure real time performance numbers of various
subsystems of the portal application, including calculating performance
numbers of the activities performed by the users as captured by the first

component.

14. The method of claim 12, wherein the second component is
further configured to provide drill-down of the performance numbers at the
various the subsystems including at least portlets, Javaserver Faces

(JSF), database calls and remotely called sub systems.

15. The method of claim 13, wherein the third component is further
configured to capture at least event details of critical events, and wherein
the third component is configured to associate the captured event details
with a user who is involved in the events together with time information

when the events occur.
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16. The method of claim 15, further comprising configuring a fourth
component of the PAA system to communicate alerts and exceptions

associated with the portal application to a recipient.

17. The method of claim 16, further comprising configuring a fifth
component of the PAA system to generate reports based on the

information stored in the database associated with the PAA system.

18. The method of claim 9, wherein the PAA system is configured
to start or stop operating with the portal application at runtime with minimal

impact on operations of the portal application.

19. The method of claim 18, wherein the PAA system is configured

to use asynchronous Java Message Service (JMS) queues.

20. A computer-readable media that stores instructions, which
when executed by a machine, cause the machine to perform operations
comprising:

identifying a first set of connection points available from a portal
application where behavior related information can be captured;

configuring a first component of a performance, analytics and
auditing (PAA) system to capture information from the first set of

connection points;
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identifying a second set of connection points available from the
portal application where performance related information can be captured;

configuring a second component of the PAA system to capture
information from the second set of connection points;

identifying a third set of connection points available from a portal
application where auditing related information can be captured;

configuring a third component of the PAA system to capture
information from the third set of connection points; and

storing the captured information in a database associated with the
PAA system, wherein the framework is coded using Aspect Oriented

Programming (AOP).
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