10

15

20

25

30

1 DESCRI PTI ON Data Conmuni cation System Data
Communi cati on Method, and Data Conmuni cati on
Apparatus 5 TECHNI CAL FIELD [0001] The present
invention relates to a data conmunication system a
data communi cati on nethod agd a 10 data conmuni cation
apparatus that are adapted to effect data

comuni cati on between data conmuni cati on apparat uses
provided with relatively |large capacity nenory areas,
particularly, to a data RES¥RURTESN | on system a data
communi cati on nethod and a data conmuni cati on
apparatus 15 that are adapted to effect data

conmmuni €at# ofoierverat 1iogdat ps commuiiitea Cosnuappat adrises
a t r ' ncrypted data through
c%ﬁe?%?tﬁl'egrsl&i ﬁ?é&%%m@mfégbﬁﬁ‘ ARPaRst&Sdet ai |, the
present invention relates to a 20 data contmunicati on

i%é#g#&a}%omni cation nethod and a dai ?ansfer

paratus that are adapted to
valow@1ijnf ormati on such as el ectroni c noney and an
el ectronic ticket between data conmunication
appar at TR PIPAANg 185ATEEeN ey atasetbagedata

PckinGHY 854 Yon 2DsBcgat ni | on_syste dat a
conmuni cat i o%n me?ﬁo%l ! a%dﬁ%ggg?g&g}éln%% cnatnie?ﬁ‘og anc &
apphracemmutimaticn agpptadud chattr ansf adagiedad hetareent

d c i.cati.on aratuses having contactl ess
T B TR Rea2R BRORHEY 15 eomapaTos Vi memagatuses
depbitd¢@dvith aedatavel Ansd.ye %@Eééft_:rﬁrzkger@oﬁp Haka,

L papel e 8! 1A L00, ., BACKCROAD, AR
r lcation system, a data
communication method and a data communication apparatus
that are adapted to effect data communication between
~data communication apparatuses adapted to transmit
encrypted data through contactless interfaces.
{0002]

In more detail, the present invention relates to a
data communication system, a data communication method
and a data communication apparatus that are adapted to
transfer value information such as electronic money and
an electronic ticket between data communication
apparatuses having contactless interfaces, particularly,
a data communication system, a data communication method
and a data communication apparatus that are adapted to
transfer data between data communication apparatuses
having contactless interfaces, while preventing the data
from being duplicated in a data transfer source and a
data transfer destination.

BACKGROUND ART
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[0003] A contactless or proximty comruni cati on system
typically available in the formof an IC card is

wi despread by reason of its operational easiness. For
5 instance, pre-storing of password codes and ot her
personal authentication infgrmation and/or val ue

i nformati on such as an electronic ticket inthe IC
card is adaptable to provide processing for

aut hentication of visitors or passengers in places
sud¥02d cash di spensers, 10 concert hall gateways and

ticket wgkets. tesa:, %Eaé'rgximri 0004 ufﬁ)@gg?i@%‘? iSYSEeR,,

comuni cation o e TS genera
trterpba;@ﬂéyoﬁvalmbhwlpl ehef fetecdf Gimgethed is
|nd%§t|on That is ystemis configured with an IC

15 C5PE T RaY %%earf’é’r?of’ FERCIR iR tRad gapdmess. For

r dagehdk] t Bfe- PIFiQGMbAYp S LA M 1dRIACERESot ik 2
menory of the IC card is required, and an IC

cEP&SQPBé FEﬁﬁﬁQﬁﬁqatééPVF%EP%ﬂﬁﬁiOnp@mﬁépy votue and a
CahdorRAEEEA WidelasShdee BOLENIA « 385 \klegglgstkgeo ic ¢

secondary coil forma transforner unit as a
ThéEnadanteb ke ttcopagréds cp¥ erhmstiingn fact aunhezstlcaatapn edf

t r..an |nfornat|on siml arl
SR e0RE by RSB0t | I YT heih s ckadh iSRS ST
capdcsrdehakikgauéwayenammtﬁldmyt wedkpevest fOrst@kVbAY

ai gg?fer to a question signal fromthe card 25
8 iter side. Thus, it is not necessary for the

Xe camhdltos@ofnmaala@a/ﬁ;rao@rttﬁespeygé SHRRIRLYER as a
battery [ 0005] A general way to e use of the IC

cafalizepn ithg bsoishef |crednginter of helechmpmagnetic
f@ﬁé&éé%ﬂteﬁ‘hgﬂ AU efsyﬁggga%%aégnff&dr%%{ Wi Lhel, side

keeps up polling to t
card having a memory function and a card reader/writer

performing read/write access to a memory of the IC card
is required, and an IC card-side loop coil'serving as a
primary coil and a card reader/writer-side antenna
serving as a secondary coil form a transformer unit as a
system. Then, an electromagnetic induction action is
adapted to transmit power and information similarly from
the card reader/writer side to the IC card, causing the
IC card side to be driven with the fed power for giving
an answer to a question signal from the card
reader/writer side. Thus, it is not necessary for the IC
card itself to have a drive power supply such as a
battery.
[0005]

A general way to make use of the IC card is'putting
the IC card over the card reader/writer by a user. The

card reader/writer side keeps up polling to the IC card




i0

15

20

25

30

at all times, so that if an external IC card is
detected, conmunication operation between the |IC card
and the card reader/witer is started (See a

non- patent docunent 1, for instance). 5 [0006] In
recent years, in cooperatiog also with an inprovenent
on a mcro-fabrication technology, an I C card having

a relatively large capacity menory comes into

exi stence. According to an IC card with a large
cafaciltly tigempende ythatt iifs aposstétimal dexpaddia déteted,

S Y St . spac nd to stare nore than one
ap% i ca?iggﬁlosi %% aécnléjgug’fag?e%%r?ﬁ? &'rqwé:aéds?ﬂﬁltg‘q gard
carethder/Beitsedis fara ke (EBaNa ofh{p#RASedoE@tent 1,
irPt ance, st o[)i ng of nore than one application, such
as Yhé&"&r88FFoni ¢ noney for 15 el ectroni c paynent and
t h@oglegctronic ticket for admission to a specific
concert_hall, on a single I1C card nakes it possible
to appl Y t¥HEHhgRerFC arerdrarardoinoadso puttgoses.

Tal .ani.c ! | ronic

[REPEOLal i 6L S HioBk oo TBDR A AR LISLDLS 1 cana
mB@RaRTsan relpliined yf drrget cdmaeitty ofemacgodmbss (iortd he

el ILC P nt,). t hrough el ectronic data issued |
ds%%%%?ﬂgg bn%?ff%?ﬁ%%n%r%%i L3 by EIURE™ 6t 106 9nE BBV
elembroni Tt diad adstsablle. to090dnd 25 rihe gesesmlonvay to
make use of the IC card is putting the I1C card over

t REMEEY PRI WPt EFOB e thgdr onghaprkieption
r 2R8Il L akd 1S PR rikeepsn paiitél%gﬁg IIthaJr"Jl o4 he lugelds

card at all tines, so tha f an external I C car
déPEchere CrrmeniecRUFRPSOpeFari dnsbatweestoliényCo80mnore

C@BgnagﬁgtJH%fE%%@iES?dgﬁéﬁwgg:%%ei%lggééé§¥% mJﬁ%%o§Lr4

electronic payment and the electronic ticket for

admission to a specific concert hall, on a single IC card
makes it possible to apply the single IC card for various
purposes. Terms of the electronic money and the
electronic ticket specified herein are referred to a
mechanism required for settlement of accounts (or the
electronic payment) through electronic data issued
depending on a fund provided by a user or to the above
electronic data itself.

[0007]

The general way to make use of the IC card is
putting the IC card over the card reader/writer by the
user. The card reader/writer side keeps up the polling
to the IC card at all times, so that if an external IC
card is detected, communication operation between the IC
card and the card reader/writer is started.

[0008] .




At this tinme, personal identification or

aut henti cation processing between the |IC card and the
IC card reader/witer is performed by matching a
secret nunber input to an IC card reader side by a
user with a 5 secret nunber 4stored on the IC card.
(The secret nunber wused at the tine of IC card access
is particularly referred to as a PIN (Persona
Identification Nunber)). Then, when the persona

i denti f PEathen bimutdeasensht identigriceesonngrresul ts
=1t ToX - | owed to_.us 0 _the

a|ro]apl i 031? ?gﬁtggﬁtg%ﬁeedé Si%r?%]t hg Feet iy, %(%gtar?s?n‘? ghe 1€
aceesk reedargeritee ineperfoaned assgnednyoat becret

a Lcati.on (the ne y area assigned to the ,
a%gﬁb%%t fLBﬁu£i EO r &t EC{ &G Por 89T e e Y GelUfRhoryth a
5 arsrpt. nlfBe ACSESSed 1o the BErViLe NRIREYsHRA number
uires suitably en pted 15 communi cati on dependi ng

gﬁl%a?ﬁi appFieatiwh Osfeglaﬁﬁym eveqss Y0EegFiFutatier, the
| GeFakdeQr tbhes carsghy qader iy tl%en(tqgi.cgtgg‘}é dNumbe(rl%())t.

read/ wite apparatus) permts a wmred interface
sHERR) Fhen cormaatsonat oiden eidiematdonappasat s tticahéon

20,1 o di.tign to the.radi o or contact]ess
i %trlg?% g%%?glreéa |lﬁcgs tl% rr%ﬁ% S|E’rfge°<_1?fe Feétard %ﬁ%oweé 8 use
10 r éhdepppiictaridrunchitansedripneaonchenhapf thde G ¢ard
agdc card reader/witer functions to each device of a
mo6FFR° Phohe S 1SBATEBRFE A2 Be§ieard Ak daance), a
CEpRbi ¢LonsiMBiheERRbEQNL A8 ARRAHALUE, 3k aa&bqri%gegbn
conputer etc. In such a case, it is possible’to nake
.usE BEfeRra taxdnd "thehmer Uigie asmaryepsasfl e The-awgess

PO orcOTlbERY) 20 VB shO0IRl 058t

15 conpuericatimh idependang om hkousepatidaelect sanirGty level.
[0009] -

Further, the IC card or the card reader/writer (or

a card read/write apparatus) permits a wired interface
(not shown) for connection to an external apparatus to be

20 included, in addition to the radio or contactless
interface, leading to mounting of IC card and
reader/writer functions or one or both of the IC card and
card reader/writer functions to each device of a mobile
phone, .a PDA (Personal Digital Assistance), a CE

25 (Consumer Electronics) apparatus and a personal computer
etc. In such a case, it is possible to make use of an IC
card technology as a versatile two~way proximity
communication interface.
[0010]

30 For instance, when apparatuses themselves such as

computers and information household electronic
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apparatuses are conbined to formthe proximty
comruni cati on system the contactless conmunicati on
involving use of the IC card is effected in the form
of one-to-one comunication. Alternatively, it is
also 5 allowable for a certgin apparatus to

communi cate also wth a nmating device other than the
apparatus such as the contactless IC card, in which
case, one application adapted to effect
on@PEQﬁQﬁHSﬁSpBéecgﬁmhﬁnaﬂuﬁoomotm ohe pquﬂmaayus and a

pl i.ty..Qf. _cards glso su d to be

P St s Tt 0eaE, e BHRREPESS] Nlgtat iths of
apptvalatingnssei a8 otvé rg s doh st Berd &t g, taUCHoES &N
exchange of electronic value information with the

ot 0 ELOWEPTIIRI 4 e A bEsaRTiveday nbhtis jadso

atd Hicalpie @6rag éé‘fﬁl‘?ﬁtabﬁﬁraﬁ’ﬁgclﬁ'?Séorﬁgnu'h?&g{:@aéblso’: or

i nstance, use of a user interface such as a keyboard

aftith @ 8ptapoodetire qthesr ﬁh@nothepram@sartng mecrlmamlthe

pecfcfﬂtta%tl.i%gg ratelaction Wit (T:!i]ge,l %n%arad 1catlo
effected on the information 20 proceSS|n erm

Fuﬁkméﬁd cgnﬁéﬁ¢¢tnvdm@mwemnlttmﬂd(aommmmdcaﬂﬁomfmh one

| ”%%a%ap.n ngngermfursj:a ?rglegﬁﬁcgnt ﬁqtgsﬁ Ia&ﬁ%hguprl)o%e%attg be

exc ange
Feviahérebbee, establi shment of connection fromthe

Wﬁ% Z phone to the Internet is adaptable to pay a
c Pé ltor 25 service with the IC card. [0012] As

deSCfle@rEﬂE%‘aQ%ﬁﬁnn@ 8§eJéyldﬂ%r%#Pgsb8§%ﬂggﬂf?ggﬁns

contactless or proximty conmunicatfon is T
ad¥odubBY | ¥R ©f dheal€onyedht i ol aprepaedchangk of a

SRuseL¥bhiec CA hAYALIRLE; AN A SNORDY 0D, basi.s by
assigning a e systemfTor aC |n g |l a%
the electronic payment, is attainable on an 1nformat10n

processing terminal. For instance, use of a user
interface such as a keyboard and a display on the
information processing terminal permits user interaction
with the IC card to be effected on the information
processing terminal. Further, connection between the IC
card and the mobile phone permits stored contents in the
IC card to be exchanged over a telephone network.
Furthermore, establishment of connection from the mobile
phone to the Internet is adaptable to pay a .charge for
service with the IC card.

. 10012]

As described the above, a useful service based on
the contactless or proximity communication is realizable
as a substitute for a conventional prepaid card or a
service card available on a shop-by-shop basis by

assigning a file system for a certain service source
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provider to a built-in nenory of an I C card, before
managi ng, within the assigned file system information
(such as user identification or authentication
information, remaining value information and a history
5 (or a log) of service useg) for service operations
by the concerned provider. (0013] Conventionally, the
| C card has been issued individually on a service
source provider-by-service 10 source provider basis,
prRAvdidsg theaskewidtcenf oenmpbhg ufein ICTkasd, t befoser

h reguiye o carry wi.,th,an assortpept of 1C
cggﬁgﬁﬁgﬁ'eggkﬁﬂggﬁF% S?é%&?%eglﬁg)%ﬂﬁiemCoﬁ? Yryption
accorti ng teeaniddntdaridaliavhngr sadutlaattivetyon | ar ge
capacity nennr¥ igﬁfe, it is effective in making 15
sUP e OG5 81f £ T TR NPa Jal PE y L koM RAt  ogs apfat history

adapt ablleg) tOf raaafide REQHMBES PR} 1301 Blel O TN L btyhgﬁe
one service in a built-in menory of a single IC car

[ CPTAFTRER PF P Vil 9fow t 0 a prepai d-type voucher such as
a [od@zprepaid card, there is an enactnment of "a |aw
relating to prepaid card-type voucher regul ations

etc." (veiEngoesllpy the Ianeraf hda peepaistuear d

I gy j fgposi ng_ . required reqgul atigns for ,
rg\gid)siﬁg‘??% R SeRErse usp%%ceppéagﬁgﬁf-y‘b%"weﬁsr

| souecs pedwiderwibhB ibhepoby BEinPfnd5s8861UEd NBr the user.
aggroprlate adm ni strations for services such as

[

BincE D 49 e Nereparl- TSPE RASUERE FRTEY Wil @npr ot ect
t besprahdds af rchegeqas nebHANG, RESRALE- {YRA MOUCHET 1,

purchasers and also to keep up the credit wth respect
t 6ORERR Pr esdiddipgety o e sarghbeeing thered agiiveflys 30

OBbEGRIUATELY UbAS D SRIEL! T 90 SECBLEE iing
cande sof faaca fiforianyocaberi tsuianayhf 9 tiha saketeble
ngVE%%é%W %n%%r&ggion relating to more than one service
in a built-in memory of a single IC card.
[0014]

Referring now to a prepaid-type voucher such as a
prepaid.card, there is an enactment of "a law relating to
prepaid card-type voucher regulations etc." (which goes
by the name of "a prepaid card law") for imposing
required regulations for registrations and others upon
Pprepaid-type voucher issuers mainly with the object of
securing appropriate administrations for services such as
issuance of the prepaid-~type vouchers so as to protect
the profits of those including prepaid-type voucher
purchasers and also to keep up the credit with respect to
the prepaid-type vouchers, wherein there exists

obligations to give a description of prescribed matters

such as a logo and a reference to a prepaid card surface




10

15

20

25

30

user and/or keeping of a distribution order etc. (See
Section 12 of the above law). [0015] 5 Wen the
prepaid card is materialized by storing prepaynent
information in an IC card nmenory function, required
information regul ated by the | aw needs to be printed
on a nedium resulting in alimtation of an

avai |l abl e service to a single service. To the

contrary, 10 when the IC card function is put into use
orfoX &i ¥pralyer fumciecen- fountlesl saifei bé tenmembdndd k€ the

t j . di gplaying of .i.nformgtion relating
t o Eorh e D A ind o3P et O iR R ERF b Sod s
patentodot2inehtthl, abore Lastance) is adaptable to neet

tﬂ%oag ulations in the 15 above |aw, permtting
S arlng by nore than one service source provider to

be att aitnad chBpsephbe éa?fd/ii%em%@éEf@li%@‘ﬂﬁ%&oQ?ﬁ%
relief froma burden on the card issuance, "while the
uSEPPARYCTHr i iy cFmeédart + et Fhgaber mepotC furtdont o

b@egal £ &t Il (TBRAGERIL: 0 1l CRHE ZAL4 Ofloc £0 | .0BA6]
[ Patent docunent 1] Japanese Paten Appvlcéilon
PEBERERd iUh o REKALR, 2€98-t1i41434 b Nbbmited einin ddcanent

1 " RF ook, _ Princi ples and lications of
C%E%g%:atlkﬁeéssg e:}?lggr gp o g;LL?g “Bfhkenz Qﬁ'lr‘)”elt%FNFRR%’fFr Ye
Keggo ucheSHiOMpamdL Fdnct1GBN A po261 88 0185)or] @ s6kpsay e
_o%uthe.lnventiog] Probl ens Sol ved by the Invention

3

B0 LA TRENGESCPPBLLE (1 TiBaY el L ke Hugapes phpne.

val $61 &1 ighber FaEboRa s 123 2ty el $UL LN FRgY and

t he
information on the display (See a patent document 1, for

instance)} is adaptable to meet the regulations in the
above law, permitting sharing by more than one service
source provider to be attained. Thus, the service source
. provider gets relief from a burden on the card issuance,
while the user may bring a reduction in number of IC
cards to be carried under management to realization.
[0016]
[Patent document 1]
Japanese Patent Application Publication (KQKAI)
2003-141434
[Non-patent document 1]
_ "RFID handbook, Principles and Applications of
Contactless IC Card" by Klaus Finkenzeller (Nikkan Kogyou
shimbun Ltd., ISBN 4-526-0470105)
[Disclosure of the Invention]
Problems Solved by the Invention
[0017]

As described the above, various types of value




el ectronic ticket may be stored on an IC card or an IC
chip in security. [0018] 5 An increasing progressive
spread of the IC card in the future is supposed to
bring about a situation in which each user is
required to possess two or re IC cards (or IC
chi p-nount ed apparatuses). Wth considerations of
conveni ence for the user, such an IC 10 card service
environnment gives rise to the need for transfer of
datf gdrtacRedurh aheheCedartdrof 00 Inckhantr ansf er of
d L 1N, Lncl.udes not o IC card-tqo-1C
s R RS A S L R P SR
| Ghdgr dnt eetheit . chi p- nount ed apparatus (such as the
rnﬁydl% phone and ot her types of nobile apparatuses)
an trénsfer of data fromone |IC chip- nounted
appar at B§ 10cidies ol ekogFossiNe FAKG 40 VENILRGE ;
the 1C card and thP?C ghi -nountedggoggp%§$é§ﬂ§%§?e1“
héP&i AEFPER &F tOgRasel tef brirg akruds at hetus C warid
[@@deh dhendadar S&f eni PEGSLy A% JNE LLANST &F, farget
is available in the fform of value informilon such as
t §8rdss5 (e ekd ragnircmeuneyd ampbd et ualeadt r onitt ti cket .
Thi, Sk S MSt the user.is required to transfer
Iabﬁsiéefélélorﬁs th convenl?rlxgle u@)erd t%sr uggEh Wbagelsr

contents I n purses prope

10 t gamdkeerni@yreatviiadnment Og DRGs RUSE o] DR leeBEkN a
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case of transferring cash, the transfer from one
pufggs%%Ftﬁg‘%FWEFO%EEF%W%FVE&PGWEQr§a§dno addi ti onal
9[oocash is gained. To the contrary, while the val ue

The transfer of data specified herein includes not
only IC card-to-~IC card transfer but also transfer of
data from the IC card to the IC chip-mounted apparatus
{such as the mobile phone and other types of mobile
apparatuses) and transfer of data from one IC chip-
mounted apparatus to the other. For the sake of
convenience, the IC card and the IC chip-mounted
apparatus are hereinafter altogether referred to as the
IC card.

[0020]

The data serving herein as the transfer target is
available in the form of value information such as the
electronic money and the electronic ticket. This is just
as the user is required to transfer contents in purses
properly used for each purpose or to make integration
into one purse.

[0021}
In a caée of transferring cash, the transfer from

one purse to the other is involved, whereas no additional
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i nformati on such as the el ectronic noney and the

el ectronic ticket is valuable as nmuch as the cash, its
entity is given in the formof digital data, so that
at 5 the time of the data transfer, one possibility
may exist that original vahue information will be
present in an overlapped state in both of a data
transfer source IC card and a data transfer
destination IC card. If the situation as described
ab®d décgrinedhe Tralthe tOntnéoy mathide phevvaere i s

ob{ i rQvide ervi,ce. beyond one's actually
isgte g%?&?chgg %%'%V%fﬁfﬁﬁéanygéVVF%%?nPegB?ting in
detkdgmepnitotbokéts intwrlestie afORRA A eaBNHALEALIQN
pggnﬁ%gaggedigo estahlish the_ 15 connection between
the 1TCYcard€ Wt m1 nd'c it PEedsdifal defaceso|ghat at

avaid alike of the darant@fandke@NCoYPLRMAsibE NPT R) Wkist
path of safety, resulting in no danger of causing the
dat’e% 8ThE1BFErTalped Hfpraakéakdgd it det heeseut simen n

[ N 8p8d Oladdia fkan Lanslle, Bahle.200LDEl 1c
hand, an inter 1C-card connection state s - el ntained
Wi dherfl @ hataC temngsespdestimtiam éCatavel y I1fshaet

di eryi as.a .co ni cation range jn the

céﬁ%gggﬁgésé$ﬁ#%1 ;%@g,asgv?r%ﬁmﬁﬁg ﬁggsV%i??ty may

exingbsma hidn thewalea Wsl bbhegayasd appeddivhens SoR.e25

u exgegted accidents cause the 1C cards to be pulled
PPN TR hG PRl ut SBRed e dSRe | ®R, oW MaR@edt he

CERERCES LSS LOMTHY ¢Al HOPr 1RSI &S LHNO NOFIBsts .
term nation by other causes. [0023] 30 The present

i 1984¢1 on has” been undertaken in view of the above
P L R
coanpetitieand detween the IC cards with the contactless
interfaces is available in the form of an encrypted
transmission path of safety, resulting in no danger of
causing the data to be overlapped by a leakage to the
outside in the process of the data transfer. On the
other hand, an inter IC-card connection state is
maintained with both the IC cards spaced at a relatively
short distance serving as a communication range in the
contactless interfaces, so that one possibility may
exists that the data will be overlapped when some
unexpected accidents cause the IC cards to be pulled
apart, leading to a cut of the connection, or when the
contactless communication results in no normal
termination by other causes.
[0023]
The present invention has been undertaken in view

of the above technical problems and is mainly intended to
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nmet hod and a data conmuni cati on apparatus that are
excel | ent and adaptable to effect data comruni cation
bet ween data communi cati on apparat uses adapted to 5
transmt encrypted data through contactl ess

interfaces. [0024] The preggnt invention is further
intended to provide a data conmunication system a
data communi cation nethod and a data comuni cati on
apparatus that are 10 excellent and adaptable to
sIRRCildy &r datd erommainieatinhos p@itdrgn asdelaasommunication

el r.oni n and an electronic ticket. between

G et R £ oS PR E S T tadohbabt o

i rerefldens. ahd0REptabicThe Pres@NtdatAYeBhingRiésc g | |
fq{ther igtended to, prqvide a data communi cation

sy§F§ﬁfna 35?aF?WWﬁﬂhﬂa$éPPoﬁppﬁﬁﬁqﬂﬁﬁSaﬁéaatﬂét%P
CIFMBME Bt 0O ARRAT As thabu@ Con®XCehLeDt; AN £aces.

adaptable to transfer data between data comrunication
appdréd uses having contactless interfaces 20 while

- preventiyg fﬁx‘?e%e%t %n%ﬁglg;?idi}? 5%;6%52%'“’9%& DEipeen. 2

data transfer source an ransfer destinati on.

[ PEarEde o Bdlayiqegumuhéc®r b evysltem)0264a Td ecquresgrbtion
[ Lon is pyovided in. considerations 25 of the
agl\g\%/gggr%ﬁ earrvsdra%r"i1 d “PETEP R 149 2BRE 52 EoPmithit fc &5on
systehl éltatarics sadaptblet € taRshey datas hot waandat a

co ni cation aggaratuses each having a nmenory adapted

t 6" 8B E YhéUGa 45 SheCtRfHa gesek ommlinit atlies raBans
Whi6Ret tHANRLEN Sadat BomRit @ 2ed Q?%Q§aﬂ?§gy )ﬁagfing

first data 30 communi cation apparatus serving as
dSPRAt2¢Emseingeyifeeesto the menory of a second data
CepHYeH cation apparatus 11 serving as a data transfer
destination, state setting

The present invention is still further intended to

provide a data communication system, a data communication
method and a data communication apparatus that are
excellent and adaptable to transfer data between data
communication apparatuses having contactless interfaces
while preventing the data from being overlapped between a
data transfer source and a data transfer destination.
[Means for Solving the Problems]

[0026]

The present invention is provided in considerations
of the above problems and relates to a data communication
system that is adapted to transfer data between data
communication apparatuses each having a memory adapted to
store the data, and comprises communication means which
transfers data contained in the memory of a first data
communication apparatus serving as a data transfer source

to the memory of a second data communication apparatus
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means which sets, in a stage in the course of data
transfer processing with the comuni cati on neans,
states in the nenory of each of the first and the
second data 5 communi cation apparatuses respectively
inrelation to a data entifjy serving as a transfer
target, and nenory access control neans which brings
i nto unaut horized, access to the data entity in the
menory of at |east one data communicati on apparatus
WHEH déct BRgaofiate stzansfed deptbsemidmg s&apeesencief

t t i er\ ng he transfer target,in the
rrer}%oa?% %nggc%]é!%?, tjhde%f isl?’gi ga]ﬁ tr%%ecosué:ggnafd‘g?%a
cdmamsifest poncepparatisbsths gommumicadtG0A7heBioyvigdedes

that ,»th tenl specifi herein is 15 referred to
ats?&a ﬁhgglﬁgé%g?{/ Uy dtsdaré gge ng%’ésﬁ K GRE SappRit safe
( arormneitancon ciglarmduks £05pdMDIRITBNE hNYe Bat SREGHS ixC

function), and it, does not natter whéether or not each
aé&%ﬁaﬁﬁ 15Y $9ME%DRE 2nbart el \eFeesl nadd i mepry

SiaRglkesCashtihl 243058k cHNher dafp immg%ﬁgﬁ‘%ﬁ%g%’éft em

according to the present invention is o
d&cgeEdnkairtkatdade eaystenimddpt egmboyt onst ereast one

e p 1 nr.o contactless interface used
i E%trtﬁegl&%n%glr%\,ttl%& g?ﬁ%%%ﬁ%se.wq}% sfﬁgiﬁ? %}% HETEFbed
apepresemeingC acgreéseocet b tHe claitp- eAOUDY ek BARG akUSHhe
i% use 1{;lstthe pl.ac% of safety to store the value

i nfornatt ot §1ich *4s PR eMuet ivdnitechontythadd reffe and
ekaet sOmm datsebothuii &M o @phzablise4li g tal, 30 data
”Ef)lh jés val uabl e as nmuch as the cash. [0030%él 12 Now,
witt A2 ¢bnsi der ati ons of the convenience for the

Provided that "the system" specified herein is
referred to as a logically aggregate of more than one
apparatus (or one functional module for implementing a
specific function), and it does not matter whether or not
each apparatus or functional module is contained in a
single casing.

[0028]

The data communication system according to the
present invention is of a type of data communication
system adapted to transfer encrypted data through the
contactless interface used in the IC card, for instance.
[0029]

As described above, the IC card (or the IC chip-
mounted apparatus) is used as the place of safety to
store the value information such as the electronic money
and the electronic ticket or highly realizable digital
data that is valuable as much as the cash.

{0030]
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user, it is necessary to transfer the data contai ned

in the IC card, in which case, however, as one

adverse effect of an abnornal term nation of the data
transfer, 5 there is a possibility of causing the data
to be overlapped such thaiughe data will remain in
both of the data transfer Source and the data

transfer destination. 1In this case, the val ue

i nformation provider is obliged to provide the

servi ceNpeyonttlonens igdetraalibys i s ued tOnsefiivdme M the

t ver.l. apped service, resulting in the detrinent to
o%“% ' ﬁttefggsrtl%?eﬁfﬁ'l]to FoePREST I dpy2 GeRLHHISTY o
t heheprIi€sentdj nire MHiAh, caisB, t RewsEage asNohBeagParse of
th%ggata %ransfer 15 processing, the access to the

data &t PEYT PRI Rdmbeymipptign |adasheofat dat xanster,

Camesal 8! & 0foapRANakYS olrS AUl e bcDecplpced into
an unaut horized state’in the presence of the data
ertVieFy 2BBEY | s effe theadst ervwildr gemain bothptiofoft tibe
fi i.cati arat us _serving,as the.20
aaae P Tires a0 PR R Gar e it on
appathiascases,vithg asltheidfdandtrianspesviest i NatdkAged
[Q032]. Thus, .even in the presence of the data in both
0 ° % lﬁgvﬁéjﬁ Ao RTaNESt gﬁgo%%ri’é\eatsug‘égu%@ri(/ilﬁg“&éi t he
dakavids, temnsfebveeUhfedbihiRedatastI@Nsf 8n the
dgstination, the data may be substantially prevented

f ST HET Mg GV SPrPapeBtereé®os3] In the present

i ngeption requires, each data comunication apparatus
serving as the data transfer 30 source or the data
transf¥r desconarton eidemtdinganagehentraferttha nta@haion,

SREED A 16, b SR g gl 0 °
processing, the access to the data entity in the memory

- of at least one data communication apparatus is required
to be placed into an unauthorized state in the presence
of the data entity serving as the transfer target in both
of the first data communication apparatus serving as the
data transfer source and the second data communication
apparatus serving as the data transfer destination.
[0032]

Thus, even in the presence of the data in both of
the data communication apparatuses serving as the data
transfer source and the data transfer destination, the
data may be substantially prevented from being overlapped.
[0033]

In the present invention requires, each data
communication apparatus serving as the data transfer
source or the data transfer destination effects

management of the data respectively held in its memory




one of states including a valid state in which the
access to the data contained in the data field is
authorized, a state in which provisional creation of
the data contained 5 in the data field is in process,
a state in which the data gpntained in the data field
is invalid, and a state in which deletion of the data
fromthe data field is done. Then, the data field in
each of the provisional creation and the invalid
stidttes péawing 3 rative fpeddeadeptofd tthehdDddelha derttal tipto
S [ transf.er targef.i he . menor f each
o hetaarat 05 AR n ik avde Herticy e SPres:
dawa theadsterceouricedand the diada fiedasierauthorized, a
degtination.. so that the 9ata IS prevented from being

overlsppRd? PHPVEPEPRE! t Feeatdcas 8Tt Bhe hi dorreatasaed

5 18ndaha @idd taid1y ke i AepREYedY, At skeast: PN dal e
conmuni cation apparatus. [0034] In response to a data
t FAREF EPRTHATUAN Shef Pkt t e ldddbainvabiti catd enstate

appapri &9 cﬁa@e\’d‘i% 3z the data E{oﬁnﬁflgrda%% eisigeg{dg s &Qge .

data communi cati on apparatus sServing as
t FBABS efhelettandtiliedd hol eisch iof iths peowiyiortaie cdataion

entjit r\ing @ transfer .target in the
provi%?%ﬁgﬁkﬁgf%gF%ggss %ﬁé;ts[663g$e BECSANGS, °fhEPBat a
10 combardmoalttyoseappagahsistixeritangras td g taha theafshery

sogrce mﬂ;n regeivin a transfer instruction
r 85 pHel Yo Phe dahE aCPPEHEIET IPAsEPRAES GIF et SeRVERG as

deh@ dHEMHHaGRELENsSRPEE ArdS tHE! ¥bAY @S, id1e data
transfer destination, places the held data in its

nBfdrinatieninee thetitialdadastat pre{036] fi4m being
SYPSLAUSRY Yy b@ghgﬁl@l§go PRNLEALLON ARRAN ALUS . ed

15 data entity in the memory of at least one data

communication apparatus.
[0034]

In response to a data transfer instruction from the
data communication apparatus serving as the data transfer

20 source, the data communication apparatus serving as the
data transfer destination holds, in its memory, the data
entity serving as the transfer target in the provisional
creation state.

[0035]

25 Then, the data communication apparatus serving as
the data transfer source, when receiving a transfer
instruction response to the data transfer instruction
from the data communication apparatus serving as the data
transfer destination, places the held data in its memory

30 into the invalid state.

[0036]
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serving as the data transfer source transmts a
transfer acknow edgenent instruction describing that
the data serving as the transfer target was pl aced
into the 5 invalid state. Then, in response to the
transfer acknow edgenent ijpgtruction, the data
communi cation apparatus serving as the data transfer
destination validates the held data in its nmenory in
the provisional creation state. 10 [0037] Then, the
dat a colfrhAtgatiioly apper dhtia semnbmigaad ont Bpp&edus

tr er stination .gives a transfer acknow edgenent
re%%%{}lglg ggstéirlleb%%%a t%ﬁnsl < RBPECUATR AL Sph abeaRster
| Hakrichg edgbindnst it rddtibat HeBct i ddithatt BRe 19 dat a

communi cat i on apﬁgarat us serving as the data transfer
sGUF'Ce "dePat BR® t HeAnfte itATERE Vavatlasest apgoftlam its
MEITRIA N sEQEPONIBhO §he L Lanafen A ow%cgg%ﬁent
response. [Effects eof therl nvent | gr?] Ehgo 8
AGHIEFglaBNe e Inrsdsewtipnyebhe otata lvemeumaya tieon
Prav-46e4d., kg fat gm@i Lop system, the data
cc?(rfrjl%ni cgti o%g‘?rle'?%o% an ?ﬁééda]f%rysc%rﬁ%dﬁfcﬁ??% T
apedidatiss thathelce dexaelhents anehaagaphabhe peoeffieatl

tt&%eggggDZSSté:toemmni cation between the data
comruni cati on apparatuses adapted to transmt the

enoogpied data through the contactless interfaces.
[0039] According to the present invention, there may
be 30 TPy Jhsvrata eneneRicrtdemanPention sstieq as

thgedabea CMEHRICALLeMMBINH0dand %hgrgg%féﬁn and

conmuni cati on apparatus 15 that are exce
adsprapledganend rabbynse adsf@rittipg that its held data

was placed into the valid state. In return for this, the
data communication apparatus serving as the data transfer
source deletes the data in the invalid state from its
memory in response to the transfer acknowledgement
response.

[Effects of the Invention]

{0038]

According to the present invention, there may be
provided the data communication system, the data
communication method and the data communication apparatus
that are excellent and adaptable to effect the data
communication between the data communication apparatuses
adapted to transmit the encrypted data through the
contactless interfaces.

[0039]

According to the present invention, there may be

also provided the data communication system, the data

communication method and the data communication apparatus
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val ue information such as the electronic noney and the
el ectronic ticket between the data comruni cation

appar atuses having the contactless interfaces. 5

[ 0040] According to the present invention, there may

be further provided the dagsa comuni cati on system

the data comuni cation nethod and the data

communi cation apparatus that are excellent and
adaptable to transfer the data 10 between the data
cormihiagst eynebbpar atngs eslapaubhg theuicablactl&ssfer the

i Lle preventing.the data from being
oI BT ol T e Spy ST GURERS U e
datedturanitetidest inaticen the04dla dambhecaboye and

ot her. obj ects, features and advantages of the present
i RERRPGHSGR | 12 Hatb e soa taghhes e i tRESAT e fie
foldopmiing detail ed description of the presently
preferred exenpl ary enbodi ment of the invention taken
i N conj BREeFHMditoh thRepaeeompanyiengidr awilmgre 2@y be

[ BrirehePeseoy IdLRIQM abhe REAMNGS); EFL G &) FhE lea
is a view schemati cal Fy show ng a configuration of ok
c swmaeni egsi ¢rC medhd dc entuhhe adaton cosyah £6a t omhipplarbies

pr, nt_pnventi.aon.is_gpplicabhle. 25 [FIG 2] FIG 2
i g%%%v%g%v %{Coevﬁlﬁatoﬁggcgﬂwb%?]ae( i%n tBLn%fe’&a he data

r dadesltwr thierdata bhfun8tafisa a’iaga%a@uyé§vl‘1a3ﬁqw RgeONE
ion of an IC 30 card 2. [FIG 4] 16  FIG 4

confi gur at (
i §°Bt8FE§?%%Hélﬁﬁff¢eaﬁﬁnghbwrrgevgn@eng righe ‘data from

being overlapped between the data transfer source and the
data transfer destination.
[0041)

The above and other objects, features and
advantages of the present invention will become more 7
apparent from the following detailed description of the
presently preferred exemplary embodiment of the invention
taken in conjunction with the accompanying drawing.
[Brief Description of the Drawings]

[FIG. 1]

FIG. 1 is a view schematically showing a
configuration of a contactless IC card communication
system to which the present invention is applicable.

[FIG. 2]

FIG. 2 is a view showing one configuration of a
card reader/writer 1.

[FIG. 3]

FIG. 3 is a view showing one configuration of an IC
card 2.

[FIG. 4]




system configuration of a nenory area in the I1C card
according to the present invention. [FIG 5] 5 FIG 5
is a view schematically showing an intra-1C card data
structure serving as a transfer target in the present

~invention. [FIG 6] FIG 6 ghows a sequence
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representing an operational 10 procedure adapted to
transfer data fromone IC card to the other IC card
using a contactless interface in the I1C card.

[ Expl anBi® ort gfs @eﬁ’é@é‘nééhﬁm@r@llé]y sho®#3] d5chtrol

A ird o » KSRy a, ST

Cchip t|on cir
) aCCDédBde%QithE(gnaseht i@¥entionAnt enna 51 ... IC
E le 52 ... Capacitor 53 ... Antenna 25 61 ..
R |nter ace unit 62 ... BPSK denodul ation circuit 63
... PLLFImMIi t5 64 a. viEPesahdmaiWRiily S8owing RAMi3@r861c
. g PROM 67 RAM 17 68 ... BPSK nDduIatlon circuit
card data structure serving as a transfer target in the

present invention.
[FIG. 6]

FIG. 6 shows a sequence representing an operational
procedure adapted to transfer data from one IC card to
the other IC card using a contactless interface in the IC
card.

[Explanation of reference numerals]

[0043]
1 ... Card reader/writer
2 ... IC card
3 ... Controller
21 ... IC chip module
23 ... Modulation circuit
25 ... Demodulation circuit
27 ... Antenna
51 ... IC chip module
52 ... Capacitor
53 ... Antenna
61 ... RF interface unit

62 ... BPSK demodulation circuit
63 ... PLL unit |

64 ... Operating unit

65 ... ROM

66 ... EEPROM

67 ... RAM
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[ 0046] This conta ess card sys

81 ... ASK denodulating unit 82 ... Voltage regul ator

83 ... Cscillation circuit 5 84 ... ASK nodul ati ng
unit 91 ... Sequencer 92 ... Encrypting/decrypting
unit 93 ... Parity operating unit [Best Mode for

Carrying out the Invention]y7 10 [0044] An enbodi nment

of the present invention is now described in detai
with reference to the acconpanying draw ngs. [0045]
15 Referring to FIG 1, there is schematically shown a
confi giifat-i-onBBK anedirtaddronessre@car d conmuni cati on

syst emgt;o whi t i tion is applicable.
&8k {%&Huﬁ%%%g Qe

emis conposed of a
card 26 readépltagd eregblasnrl C card 2, and a
controlg.er 3, .an ermts data to be transmtted and
recei ved béfm%%%fi%é%logafarF%hﬁer/mwiter 1 and the IC

card 28i4n.a.cnst aedd@ssingoaner by making use of
electrgafgnetic waves. Specifically, the card
reader Pir it er>4945%$%ni ts a 25 prescri bed conmand to

the Inga[d_Zgnégyﬁﬂiﬂg/gggr§%éfﬁgwﬁni% to perform

processing corresponding to the received comrand.
Then, PRe-tC Ramidy2 opeantimg sunitto t he card

R Mgt P e L AP Bl S TERREEAT) "The ear
ré@8éflwiter 1 is connected to the 18 controller 3
thr outhr? eDnrlb%%%nieggdojf néheer fpa}:ceese %nixln?ér?trifo%ceis now
described in detail with reference to the accompanying
drawings.
[0045]

Referring to FIG. 1, there is schematically shown a
‘configuration of a contactless IC card communication
system to which the present invention is applicable.
[0046]

This contactless card system is composed of a card
reader/writer 1, an IC card 2, and a controller 3, and
permits data to be transmitted and received between the
card reader/writer 1 and the IC card 2 in a contactless
manner by making use of electromagnetic waves.
Specifically, the card reader/writer 1 transmits a
prescribed command to the IC card 2, causing the IC card
2 to perform processing corresponding to the received
command. Then, the IC card 2 transmits, to the card
reader/writer 1, response data corresponding to a result
of the above processing.

[0047]

The card reader/writer 1 is connected to the




10

15

20 .

25

30

that conforns to RS-485A standards etc., for instance)
The controller 3 supplies a control signal to the card
reader/witer 1, causing prescribed processing to be
put 5 into execution. [0048] Referring to FIG 2,
there is shown one configugtion of the card
reader/witer 1 shown in FI 1. [0049] 10 An IC chip
nodul e 21 is configured with a DPU (Data Processing
Unit) 31 to effect processing of the data, an SPU

( SrjHarolregcésshrepdbnia prazcirobed f bote nficcee$an niptofrface
signgl I ' t nd,.received fromthe, | C car

2, an%gécﬁ?égr%%ﬁ%cé%ngé:g ﬁgﬁé{%oerﬁcr‘dl F8F) 1333 .
ef Tlertcobf rodirmund catppdriewi bhebherabtik@al eto Sthantdh i

menor nit. 34 including a ROMunit 41 prelimnarily
coﬁaélyerﬁl}r‘félt?ﬁf or FYS3RIr BEEPFEHRT D IRLEES PR B Frt

anthtao BAMcuBidn. 42 to tenporarily store partially
cor@ret ed work data, and these functional nodules are
i nt%€¥%¥dnnect ed through a 20 bus. Further, a flash

menory 22réer SIPHe Prescsi bgd, dat, ' I connect ed
to the bus. [0050] The DPU 31 lg%tl%utsg?w‘?o&?%e SPU 32,

a CHFEHgatobeof thhgnsaictt edader fhe te€ tasiowy iandric. 1.
aI[SUQMrgqcei ves the 25 response data fromthe I1C card 2
through the SPU 32 to give prescribed data
processhmgiC [3Apljnodtre SPU 32 @infegui®dutiati @NDPU  (Data
processi ng such aﬁ BPSK IgBi Phase Shift keying) to the
s Ra°LBY k) andnt Pt eiEea Rigaeraine ehrtdhe2 dagar ore

OBPRUYBiHgal @@c@@gﬂhgtwﬂtpiﬂ:lse'ot'e%%ec@qsﬂr@ée%ging of
recei ves the response data fromthe 19 |IC card 2
t Kr-gughs at eRivtitadi 6a eid crggeidsdt frgnvehe IC card 2,

an SCC (Serial Communication Controller) 33 to effect
communication with the controller 3, and a memory unit 34
including a ROM unit 41 preliminarily containing
information required for data processing, and a RAM unit
42 to temporarily store partially completed work data,
and these functional modules are interconnected through a
bus. Further, a flash memory 22 to store prescribed data
is also connected to the bus.

[0050]

The DPU 31 outputs, to the SPU 32, a command to be
transmitted to the IC card 2} and also receives the
response data from the IC card 2 through the SPU 32 to
give prescribed data processing.

[0051] '

The SPU 32 gives modulation processing such as BPSK
(BiPhase Shift keying) to the command to be transmitted
to the IC card 2, before outputting to a modulation

circuit 23, and also receives the response data from the
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prescri bed denodul ati on processing such as the BPSK to
the received response data. [0052] 5 The nodul ati on
circuit 23 ASK (Anplitude Shift Keying)-nodul ates a
supplied carrier wave of a prescribed frequency (or
13.56 MHz, for instance) frgman oscillator 26 with
the supplied data fromthe SPU 32, causing a

resul tant nodul ated wave to be outputted as the 10

el ectromagnetic wave to the 1C card 2 through an
anterfitdd Z7thpeughnias ciamﬁoéulﬁheomwrcamtomcto carite 23

| Srdibgd alodfla A IPIILALLON, JogIge Al hessedifan, 1

for ASK nodul ation er wor e °ImEX
aﬁﬁﬁiﬁ@@él@edttﬁﬁpqnaﬁJhated wave needs to be provided
Wi t. reaching zero, 15 even when the data is
aval l able at a low level. [0053] The denodul ation

circui t TRS medwanfiogueedctor oemgdul(@akg1 i headmagylsat ed
an, ASK- nodul at ed wave) having been received

eéfd&ﬁ TR G SPPPEARdi PR tife Peveenddul rias¢ribed
d&tl:@qh@nb? poit Pt 50 M@, t BEr SHH 34rce) [ Qgérﬂ] Iflc%cl%lator

shows one conflguratlon of the 1C card
FEE withThe guprdded ﬁgteoﬁmetdaeotspannc @druspngnadul e

5%@@%3& qmoqmaceQSHQQeatJﬂ@ o U%OQS%O Hf I C chip

nmodul e 51 recelves t nmodul a e %he card
réééetrwaqreqtlls thrveugh tie BEMtcemda258hrddgh ish batbena
n ged th acitor 52 i.s conbined with the

ARt endd 8318 %ﬁ?hw%??i?ng%?ﬁﬁPn B &Rt 25 4§ gequired
t bni sgt BGuddulatesanasg§ede 4 IRQ sekggh roragnelkc wave

rescri bed frequency (or a carrier frequency). 20
[6@%%? tion. In other worxds, the maximum amplitude of the
modulated wave needs to be provided without reaching =zero,
even when the data is available at a low level.

[0053]

The demodulation circuit 25 is configured to
demodulate the modulated wave (or an ASK-modulated wave)
having been received through the antenna 27, causing the
demodulated data to be outputted to the SPU 32.

[0054]

Fig. 3 shows one configuration of the IC card 2
shown in FIG. 1. This IC card is composed of an IC chip
module 51 and an antenna 53 on a loop.

{0055]

The IC chip module 51 receives the modulated wave
from the card reader/writer 1 through the antenna 53. It
is to be noted that a capacitor 52 is combined with the
antenna 53 to form a LC circuit so as to provide tuning
{or resonance) to the electromagnetic wave of a

prescribed frequency (or a carrier frequency) .
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The 1 C chip nodule 51 is conposed of an RF interface
unit 61 and an operating unit 64 etc. The RF
interface unit 61 is conposed of an ASK denodul ati ng
unit 5 81, a voltage regulator 82, an oscillation
circuit 83, and an ASK nodyg ating unit 84. The ASK
denodul ating unit 81 detects and denodul ates the
nodul at ed wave (or the ASK-nodul ated wave) having
been received through the antenna 53, causing the
dehtthfilat ed data to be outputted 10 to a BPSK

denodul OR~C | a a PLL e _Loc Loop)
uni t 63%h$hgcv% %d%xgéﬁugat%? " ? Ilzégk'%\]9 si gnal
hamtreg:ﬁa@enudeteel ea'hcb)ant beeASKi ggnidid atai agcumﬂhe at,

bef er uppl¥ F @ O%Pmer to_each circuit._ [0057]
RESi HP&Ff Stelumrwresed| 86 Herik derodpippingunit

t hEl smoﬁtagaeﬁ@g/umo& dat a, gl 96ki frRaueNey L9 P83,

osci]lated with the oscillation circuit 83, causi ng

t 189 pas aPFampdel gfridly peibedbut Jinet 8Kt demomnlpltli ngnitpit
631 gqtheBest Hgg ARl ' S Les
the 20 nnga at%d mé%%ﬁgggﬁggg%gg%%ég' 4 ﬁag% ﬁ%@é%
afS&nmadedabgd 4wt baviing heémacéqﬁlvteldetaﬂdmg‘metrﬁ?,

o E PR R PR TR adafrelal el oA Fg ot cihnRicieqe

c@presbbamedmmbduidthen dateui® @onmach aLpr esfddebedcked
I% o the te ﬂa 53 in 25 parallel only when the
R TR fOPsVeFaRP GrIudeker) 8y stabilizes a

C@ﬁ@ﬁ&ﬂol@ﬁ}f{ﬁ He‘ént hetsspph 'kﬁ}j tqiét agkr Qgﬂmsa?latlng ]gnlt

operating unit 84, causing a nodul ated conmponent "o
t Hér RefeFatewriaiadt as beC trawssnitot edchoctheridar d
8g§§ﬁ {witer 1 through the antenna 53. \Wenever the
transm ssion of the data fromthe IC card 2 takes
pl ace, Theh®Fcander@ackerinir téar alspr pytless theibhyedos

MRAL MR, AIRILUE fadde Oy gled, uaye Quiputted
ererrom an

oscillated with the oscillation circuit 83, causing the
resultant signal to be outputted to the PLL unit 63.
Then,'the ASK modulating unit 84 ASK~modulates the
modulated wave being received through the antenna 53 by
fluctuating a load of the antenna 53 serving as a power
supply of the IC card 2 (or by on-off controlling a
prescribed switching element in correspondence to the
data to connect a prescribed load to the antenna 53 in
parallel only when the switching element is in an on
state) in correspondence to the supplied data from the
operating unit 84, causing a modulated component of the
modulated wave to be transmitted to the card
reader/writer 1 through the antenna 53. Whenever the

transmission of the data from the IC card 2 takes place,

the card reader/writer 1 provides the fixed maximum
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accordingly, this nodul ated wave i s ASK-nodul at ed
dependi ng on a load fluctuation of the antenna 53.
Further, with the above transm ssion of the data, a 5
term nal voltage in the antenna 27 of the card
reader/witer 1 fluctuates.o{0058] The PLL unit 63
generates, fromthe supplied data fromthe ASK
denodul ating unit 81, a clock signal 10 synchroni zed

w th the supplied data, causing the resultant clock

si 3l tuslehefotiep raday. attedt WevBPSK puterdthate fupm, and

Ci Ly nd P nmodul ation ciJ.cuit 68. [0059]
Tl B9 A et TR hRke ok BEsiattki by
t epASklidgnodud atoay filnictu8tibs oh dHee sheernof s BPSK-

ul,ated data, the BPSK denpdulation circuit 62
TR £@em)edlﬂbéi’tvf‘:"o?:frifﬂﬁ‘s’rt"h%sJa‘Hb\?’é B8 utated adat a

effects ‘tHe

aamatdinag voltide isuppki 8dreheskosignah f opythe PLL
unit 63, causiﬂg 20 the denpdul ated data to be

odtFGerdy i bet hk Ipeit8etAg- unit 64. [0060] In a case
whepgsthe supplied data fromthe BPSK denodul ation
circuit 62 is in the formof encrypted data, 25 after
decrypt Tag) ¥e vaicr $pt @eneistteeani tiroanthe supplied data

e pting C £ unit. 9 he operating unit 64
p?%%§s§2§ éﬁgcﬁﬁggha?Fﬁn%1§%§ﬂéﬁdeﬁ ET9CED%V%V§er, in
asyoebeonizé¢devidat ahebsappetkaidatayt ches ngy ener ypt ed,

t he fggﬁéigﬁ ata fromthe BPSK denpdul ation circuit
i §°38 TIPS TPPPfEdE? P] Ry tesghedcks D BBSKout

passbaglativoughculie encsyPing/pSear ¥obh NG 1M t192u:22
1§04l
[0059]

In a case where the demodulated data produced by
the ASK demodulating unit 81 is in the form of BPSK-
modulated data, the BPSK demodulation circuit 62 effects
the demodulation of the above modulated data according to
the supplied clock signal from the PLL unit 63, causing
the demodulated data to be outputted to the operating
unit 64.

[0060]

In a case where the supplied data from the BPSK
demodulation circuit 62 is in the form of encrypted data,
after decrypting the encrypted data with an
encrypting/decrypting unit 92, the operating unit 64
processes the data with a sequencer 91. Conversely, in a
case of the data obtained without being encrypted, the
supplied data from the BPSK demodulation circuit is
directly supplied to the sequencer 91 without passing

through the encrypting/decrypting unit 92.
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unit 61. [0064]

The sequencer 91 perfornms the processing
corresponding to the data serving as the conmand
supplied to the sequencer. For instance, the
sequencer 91 is 5 adapted to performthe processing
such as wite and readout data with respect to an
EEPROM (El ectrically Erasable & Progranmabl e ROV 66.
[0062] A parity operation unit 93 of the operating
unit 64 10 calculates a read Sol onon code as parity
frid®6ifle data stored in and/or contained in the

EEPROM er, fter_qgivi prescri bed

pr ocess?ﬁ% %J{'%er}ﬁﬁaéf sggqﬁgﬁ%g‘fm%%e PR8CBPEIM i ng unit
64 cauepnbsdin® tdeBPAKtaDEeAinPhs ¢heClbimb dupPlied
rq&pgﬁse data (or the data to be 15 transmtted to the
card F&adsffWiter I7*cHPTESndithg Foduenreraldyés

preeeesstingo PR3 the BRSK-IDAY aliANacifeuid H8
BPSK- modul ates the supplied data fromthe operating
uicedut ehudd ity ke Zespeeul ttr et EEPROMo(Bleecutipaiisd

t @rbhepAoKs %I%h@g%b%ln%@ﬂp% of the RF interface

ermanently contains a _
prl8€€3%ing programthat the sequencer 91 executes and

ot her r I, 25 data. The RAM 67 js to tenporarily
store \A%%iér&zzg'aog?gégjt%%tuql 3§e8§th‘? HEPRY Wgﬁ/hlé’ﬁl? hed
seqlent@re Ok n@&ﬁosﬁmcmém&:cﬁfeo%%8§bﬁgtéy [£Q8Plcnthgata

EEPROM 66 i s % nonvol atile menory, and is used 30 to
sPHPESE o tHE/PE Rt ek draithe” RERBRYM &f. Further,

appté£ajiwing peebcaspide &JRELLA 61 ERNaY. fQr %Hseﬁ%l
el ectroni c paynent and the electronic ticket ¥or the
the operating unit 64 outputs, to the BPSK modulation
circuit 68, the response data (or the data to be
transmitted to the card readgr/writer 1) correspending to
the above processing.
[0063]

The BPSK modulation circuit 68 BPSK-modulates the
supplied data from the operating unit 64, causing the
modulated data to be outputted to the ASK modulating unit
84 of the RF interface unit 61.

[0064]
The ROM 65 permanently contains a processing

program that the sequencer 91 executes and other reguired

data. The RAM 67 is to temporarily store work data etc.

. that is used at the time when the sequencer 91 performs

the processing.
[0065}

The EEPROM 66 is a nonvolatile memory, and is used
to store, on the IC card 2, a large number of

applications such as the electronic money for the
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adm ssion to a specific concert hall. The IC card 2
itself basically has no drive power supply such as a
battery, so that it is necessary to use the

non-vol atile 5 nmenory |i ke the EEPROM 66 that nay keep
hold of the data also in agpower off state even after
a termnation of the comunication with the card
reader/witer 1 by the IC card 2 brings a feed of
power to a stop. [0066] 10 Processing for data

t redresidiresii onpaymer e capt ithe ebettt/\ﬁﬂrid hd ckardfor the

r r/witer 1 and .the IC card 2 now describ d
[%g@fs%é gar FReac etjljlf:\/\f PEeFTY %‘?lﬁﬂdsT}P%a{ﬁ/ HIES
| datckelbeatsat&lbﬁam;ﬁn\M tiriae gasee Ofsube yl Susrrds 2 I S

det ect ed mhlle monitoring a | oad state of the
ARREY 758y ERT it in g S5O Bt 656 1ichexs e et Remmtlatide
Waisthot-Rr 0Ugs tie EWNO@I”@@ ’ngat |rl‘1'ayl S(eré?t gdi1ghat he data

card reader/witer may be also configured to tak
SGHEOpiBce SRPWRY (czafrf =Gapel eveny)after aepeamemgzlon of the

e&kﬁﬁ&hﬂ@aﬁl@h % %%etgaig rééae GRd 2, uptil %¥%in a

response fromt car ackno ed e

ceerdi ?Eﬁmqﬁiaﬁfaeuwefbyowemhuﬁ|angtophe ASK—nDduIated
el%ﬁgggnagnetic wave produced with data of a

rélatl ely short pattern. 25 [0068] |If the access of

the | C Ravaks2ing detegied drinkhess R dan@adeipwh bher
the SPU 32 of the RRW1 effects the BPSK

m‘S’BEY"%?I? oSy tat s H@a%{fé"“(ﬂsﬁfé% lagnghehe obfregrd 2 is now
caekespeuyli ng to the processing to be perforned by the
IC 30 card 2 and the data to be witten on the IC card
2Y0P®7be transnmitted to the I1C card 2 using a

;?g;ﬁg%gga{ﬁ¥%¥§g§ éﬁg@%g%rgsg£5g§g Eéf u?ﬂﬁ%l(grlggd
state change with access of the IC card 2 is detected,
while monitoring a load state of the antenna 27 by
‘radiating a prescribed electromagnetic wave through the
antenna 27. It is noted that the card reader/writer 1
may be also configured to take éome processing {or
polling) for repeatedly effecting the polling to the IC
card 2 until a response from the IC card 2 is
acknowledged within a certain period of time by radiating
the ASK-modulated electromagnetic wave produced with data
of a relatively short pattern.

[0068]

If the access of the IC card 2 is detected in the
card reader/writer 1, the SPU 32 of the R/W 1 effects the
BPSK modulation with the data (such as the command
corresponding to the processing to be performed by the IC
card 2 and the data to be written on the IC card 2) to be

transmitted to the IC card 2 using a rectangular wave of
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the data clock frequency) as the carrier wave, causing
the resul tant nodul at ed wave (or a BPSK-nodul at ed
signal) to be outputted to the nodulation circuit 23.
5 [0069] It is noted that on the occasion of the BPSK
nodul ati on, use of a diffe@ﬁptial conversion permts
the data to be adapted to neet a phase change of the
nodul ated wave. In such a case, even if an inversion
of 10 the BPSK-nodul ated signal occurs, the

defroeitd stided drequensy ofdmiandlredatacy stveixecasabhege as

t b [im tin need to take account of a,

giE etk TLRR ERGeANCy N SR0 che, PR ACERNT. lufing

detinl u.’reaatuldnant[ ﬁsa@.'],ate]cﬁ wbERe Mmedul atpinidudditd 2§lgnal)
prescribed carrier wave with t

t
%b e§u§ﬁ§ tﬁadﬁ?dﬁgﬁ“m§Péﬁ5FO%tc%%%”ﬁbéélatlon

degn&@](— t he maxi mnum anplitude of the data
signal /t he maxi mum anplitude of the carrier wave) of
| ess thafi 1s(Boued ftdhati a5t bheescasiusi nf the BESK

r esddd1ant Hndgg@tég dul at.ed wave). t

be tranéﬁl fted t {ﬁ%ﬁ%ﬁggﬁaﬁgﬁt oﬁﬁﬁlPﬁep%HFQﬁh%he

27data[ co7he wap’@em(ﬂoecheehaa piese nohang@nsifi sisé OonN i S

p he dulatjon circuit 23 generates the

%g) ategdmgégea?q 2BUGH e 128500 SVEVel § hi G SHFdOPoRf

| enred :B)?Sﬂf-madldl.gidcmau%hgmabc@aﬁréI‘Q‘.hré' @'@mb@ﬁﬁ?&tlérpﬁnto
0072] The IC card 2 permts, in an LC

i nst ance.

cﬁrtc"‘uuotrl%ﬂ‘[p]os%taofls erecuhtieta %r&m ﬁhembra@%mgt eny

Sheed partapd ih3Q B%dbaﬁéﬁhfﬁﬁ§ Egiéflﬁyi e
rough the nna 59

fromthe card reader/witer ant
t $ipe eénbles tdamddwletannel ectric 25 signal, causing
tq%oﬁg§ultant el ectric signal (or the

The modulation circuit 23 ASK-modulates the

Pprescribed carrier wave with the supplied BPSK-modulated
'.signal at the modulation degree (= the maximum amplitude
of the data signal/the maximum amplitude of the carrier

wave) of less than 1 (0.1, for instance), causing the
resultant modulated wave (the ASK-modulated wave) to be
transmitted to the IC card 2 through the antenna 27.
[0071]

It is noted that when no transmission is performed,
the modulation circuit 23 generates the modulated wave at
one of two levels (high and low levels) of a digital
signal or the high level, for instance.

[0072]

A The IC card 2 permits, in an LC circuit composed of
the antenna 53 and the capacitor 52, a part of the
~radiated electromagnetic wave from the card reader/writer

1 through the antenna 27 to be converted into an electric




nodul at ed wave) to be outputted to the RF interface 61
of the IC chip nodule 51. Then, the ASK denodul ating
unit 81 of the RF interface 61 effects envel op
detection by 5 snoothing the nodul ated wave t hrough
rectification, causing th gesultant signal to be
supplied to the voltage regulator 82, and al so
extracts a data signal by suppressing a DC conmponent
of - t he above signal, causing the extracted data

si ka0 ches by ptha eexd tehe BRSK 4R degndul adi Othe

Ci {4t PLL unit . 63. 0073]. _The voltage
r ergﬁﬂaltagr@%ggg?gg% ibzeesoﬁqlﬁ’éltgﬁgpﬁ et%e lgiFg mBFEFF&FR t9e of
ASKiddfodhlipt movdp 1eniS1 .81Then ganey abe 888odlDG e ni+
aqg%s%pgkieﬁ the resultant power to each 15 circuit.
[ 0074] £ TE HotdaBar lact ErFs hanveePPaget st ibin five

5 andrenaihd e thidulbitdR h%v@xgﬁﬁﬁﬁﬁﬂr@§?%?§égM§ f or

instance. 20 [0075] Vo = V1io(1l + K x V. COS o(n('ot)
[ GOPEI-AnER®i TP MG ess( sbopat epr dxemuppl hed clo riter

wanAtake FSqiig 0@yl atpgn ree, and V5(t)is .dat
out put lttjgdégrom 25 theggguag%? erggsrsgg?i?/e‘{i?/ea (OGP by
FEUPREPSS Y cwlCevelmponbue M RHenadovel $8geaV1 causing

okthai ped. after sectiftication by the ASK demodul ating
unit 81 1s expraessgégﬁgif%?Ib%PtPBFt'?%sti%rH’@. BEEK
10 [demefuldiion ViRcit+6K and -the) PL.nVfin26 61 .0079]

[0073]

The voltage regulator 82 stabilizes the supplied
signal from the ASK demodulating unit 81 to generate the
DC power, and supplies the resultant power to each

15 circuit,
[0074]

It is noted that a terminal voltage Vy of the
antenna 53 at this time is expressed as follows, for
instance.

20 [0075])

Vo = Vig(l + k x Vg(t))cos(ot)
[0076]

Wherein Vipcos (wt) represents the carrier wave, k
is the modulation degree, and Vy{t}is data outputted from

25 the SPU 32, respectively.
[0077]

Further, a low-level value Vi in a voltage VI
obtained after rectification by the ASK demodulating unit
81 is expressed as follows, for instance.

30 [0078]

Vir = Vip (1 + k x {-1)) — V¢




Wherein Vf represents a voltage fall in a diode
contained in a rectification circuit adapted to effect
snoot hing through rectification in the ASK

denodul ating 5 unit 81, and is generally as nuch as
about 0.7 volts. [0080] Thg voltage regul ator 82,
when receiving the signal avi ng been given the
snoot hi ng through rectification by the ASK
denﬁgulating unit 81, stabilizes the received 10

sib {21 before supplying as the DC power to each

Circuit whl L 1dy; n ating.unit 64, ]t is noted

t hat th,é"hbﬁ%%ﬁfj*é %8%'23385‘2% KBRS FOUhI 5t AT | s

| e3%nGH@edlin goredaifixatdoni tieduiol dngectl vt sptdan

( | n tween .the high and the |ow levels) is

e e €t o 0 R o0 By e @iSKogemetialating
S genertatilonanti ihegdXeRAWST abSmu@sid YarahkabNRbl & ¢ s .

[q&&%b For instance, in a case where the nodul ate
wave “oli th the nodul ation degree k of 5% is received

SO as tohe 2bhanf ¥iQuohedr V@) t .t h .
rectified | ow| evel \%gl t%\gé zi)/iL'H%rh%glu tgggﬁr]lr%g. %éle(glgn%l
(FavipgoBgen @ivan thel smoothappwhropghnicetthfidddon by
V@lhlagegr g : . SMppl n.adequat e vol tage as
t he povvfér %ﬁ%ﬁlgl%eggﬁt %:le'r cglutléi%llllﬁe hFR€ EREE1VPrRe

10 awpbreldebesdoe/ smppPeakyt @s 25 Peak pakbe}o afa @ ACcuit

vareaaEis e BPE- 2458 S o0, Oxays veied. Ebetabibve
Phe data ot a sutticrently Hon SN rarto> 16082 "do"
Agodg%‘i i AP Hiektage tHacASKE rodul atdid isareece
o TR e A
‘ generation of the DC power is
easily attainable.
[0081]
For instance,‘in a case where the modulated wave
with the modulation degree k of 5% is received so as to

20  have Vi3 of 3 volts or above, the rectified low-level
voltage Viy results in 2.15 (= 3 x (1 - 0.05) — 0.7)
volts or above, permitting the voltage regulator 82 to
supply an adequate voltage as the power supply to each
circuit. In this case, the amplitude 2xkxV;q {Peak~to-

25 Peak value) of an AC component (or a data component) of
the rectified voltage Vi results in 0.3 (= 20.05x3) wolts
or above, permitting the ASK demodulating unit 81 to
demodulate the data at a sufficiently high S$/N ratio.
[0082]

30 As described above, use of the ASK-modulated wave

with the modulation degﬁee k of less than 1 provides the
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high SN ratio), and also permts the adequate DC
voltage as the power supply to be supplied to the IC
card 2. [0083] 5 The BPSK denodul ation circuit 62,
when receiving the data signal (the BPSK-nodul at ed
signal) fromthe ASK denodyfating unit 81,

denodul ates the received data signal according to the
supplied clock signal fromthe PLL unit 63, and

out puts the denodul ated data to the 10 operating unit
@omﬂ[m&@]tibn ansclasielgwlaerlewt berstppltieed idabasf4amdthe

g t.lwt 62 IS the formof the
encr pt ego g a"’f]rf‘:’el’?i FecPYPTLhY {}l?eaﬂ’z?ﬂ&aﬁ?t]?f:t"l?eltfge
enrGY Ve pghdecgw@lmgoubbt s@8p1i&e panat tidca to 64

Sg[fb%lsi ﬁs the data (the command) to the sequencer 91
ﬁocessi ng of the data. It is noted that for a

peri od Thetwesn dhRdhiarssh Séiﬂfhﬁf ebhew il aretc%iuﬂﬁg' c
card 2 and the reception of the response to t
t rAfsApteedignal, (the BRSKcmedukatmibrsiwnal br £ dors ttied SK

r %%d§§a{:1né; %Iﬁ.ftt %rl B%b&glgtreasnsth t ege:tnl?e d atta
assi gned a val ue of & above 8’ t he
| @lgaraél 2ceepdinge ot hhenmuip;b}aieaﬂ cl\Aﬁ:\kesli]@NaDgfrtdﬁe the

d I pyum I i tud 08 After a conpletion
TP éti heggﬁoégje’s& % %ﬁ‘égiﬁeﬁﬂ%ﬁgﬂo 268t P, ta Shehe
BBBKrabiltg airiigh eai.rcuit 68, the data to be

rgagg}tted to the card reader/witer 1. Like the SPU
he card reader/witer 1-side, after BPSK—

nmodul ating (haesyppld e@hed 1588 gtk 4 '8 SK
circuit 30 68 outputs the atot ulalng
uAprogal HiiaheirRFiL n@%risactei Uit £6%m as tHeO@BGypted
data, after decrypting the data with the
encrypting/decrypting unit 92, the operating unit 64
supplies the data (the command) to the sequencer 91 for
processing of the data. It is noted that for a period
between the transmission of the data to the IC card 2 and
the reception of the response to the transmitted data,
the card reader/writer 1 stands ready as it is after
having transmitted the data assigned a value of 1. Thus,
in the above period, the IC card 2 receives the modulated
wave having the fixed maximum amplitude.

[0085]

After a completion of the processing, the segquencer

91 outputs, to the BPSK modulation circuit 68,'the data
to be transmitted to the card reader/writer 1. Like the
SPU 32 at the card reader/writer l-side, after BPSK-
modulating the supplied data, the BPSK modulation circuit
68 outputs the data to the ASK modulating unit 84 of the

RF interface unit 61.
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The ASK nodul ating unit 84 may apply the sw tching

el ement to fluctuate | oads connected to the opposite
ends of the antenna 53. Specifically, the | oad
variation 5 caused depending on the data fromthe BPSK
nodul ation circuit 68 is pted to ASK-nodul ate the
recei ved nodul ated wave dependi ng on the data to be
transmtted, thereby causing the term nal voltage of
the antenna 27 of the card reader/witer 1 to be
fIMﬁEMHted before t he 10 transm ssion of the data to

t he carg iiter 1. [0087] On the other hand,
the nmoddf&t &aanasua%tt% Maya AEP B e SHACCRENT

-esnje&enlgeepsmn:ﬂdaeet 80881 8sh el thhendalsh Asisied %%Qs
the value of 1 (the high level) at the 15 tinme of the

ﬁlhieoﬁn*é?mﬁes%at ok adid v, Ctbar Hozd Vamehlonn
”&%u@%ﬁog%éﬁdﬁ{b ohl €kl aZea L0 d2LaR08YI NG B8S0,
'S c ase

transmtted fromthe 1C card ot e
mqﬂr@rtcelf—l betimtadeptedever aSK traotuliatrotiiel tese ifvad

o] h ter nal volta of the antenng 27 20
Fn%gta?%%%n& ‘%ec%c? upred?wrt ht}ﬁ%eaé:l’?t ERnR° ST & efc
Cahdréby[éﬁﬁﬁﬂngFﬁhbhEérmiﬁﬁﬂ(hﬁmﬂﬂgeabfoﬂhé|dﬂﬂénha2§7 of
pgkmts he et ected signal (the ASK-nodul ated wave)

BeCRbULTSRET/Woster t brthdid asphrEredsios &DRi gh

g8kBAnanpid fdelor aRd QM PWS dhe Ja?cﬁulre%% r Al Qi 1dat a
to the SPU 32. The SPU 32 denodul at es e recei ved

dil§PBAl data (the BPSK- nodul ated signal), and outputs

the datg, t@.t Bey 3 e PR 31. processe e
fromthe SPU 32, QEL%I ddécysl' é%‘éﬁ% ncglror‘illt%hégragawe
tapdocea;migvmhethbfsme Natepsh@p ebaMibHeAliis@lohScoF 0

bghteé£%£“g§§1gng tﬁéxggﬂue of 1 (the high level) at the
time of the reception of the data from the IC card 2.
Then, in the demodulation circuit 25, the data having
been transmitted from the IC card 2 is detected based on
a minute fluctuation {several ten micro-volts, for
instance) of the terminal voltage of the antenna 27
electromagnetic~coupled with the antenna 53 of the IC
card 2.

{0088]

Further, the demodulation circuit 25 permits the
detected signal (the ASK-modulated wave) to be modulated
after being amplified with a high gain amplifier, and
outputs the resultant digital data to the SPU 32. The
SPU 32 demodulates the received digital data (the BPSK-
modulated signal), and outputs the data to the DPU 31.
The DPU 31 processes the data from the SPU 32, and judges
depending on the result of.processing whether or not the

communication is to be terminated.
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Then, in a case where it is determ ned that the
communi cation is to be perforned again, the

comuni cati on between the card reader/witer 1 and
the ICcard 2 is 5 effected in the sane nanner as the
above case. Conversely, irh case where it is
deternined that the conmmunication is to be

term nated, the card reader/witer 1 term nates the
processing for the comunication with the IC card 2.
10f¢@®®0] As descri bed above, the card reader/witer 1

transm’&% the.data to the I1C card 2 by nmaking use of
the ASK fiBdutat? Stk fRetRet hotfidaticsgingdt bhatk ©e

| esgnfutdlation Theno e pbersahéd 2248601 t8S LHRMARRLR ion
data to 15 performthe processing corresponding to the

r REHWFER he aCardri adeadyri t STt hearghttlec 6Fr eapdridiing
tedheeasuhtef dhe rphfgesst g Pag Lo Lhe, card
1] Re to FIG 4,

reader/witer 1. [009 erring there is
sélvayverseal} yishowesae wR6reonf i igurdattieomiotd atnenuhye

ar : ystemin the 1C card._accordin 0 the
e%%glﬁﬁg%%‘g%?gtﬁseecﬁr lc}e:’éeetﬁ? TRV ’o%.he A8* h:’é%%&?rr# VELEST
4.1 tteirsisatds othes yaicedsk $ndard € altey comfinh es®ted vasha
sgﬁ%yiéem 0822; ained in an operating system and is
composeddf® « protocol interface unit, an 25 OS core
urmiobgoand a file system [0092] The protocol

interface unit handl es a request for external

appar at¥3 descaddedoabpeef ithe opsdencedienlgphitar 1
e)ﬁtrgﬁgﬁitgplﬁ?er Qfalﬁscl ltgtg %afte c,sal:{:%h 283 Ur'ﬁge]-(rinorusae of e
request 30 for card read/wite appargt us access 6 H%e
f APE mydt ot idrhmigdh thbemodntsacigesact&rciargf less than
i&tenhﬁﬁﬁ't%% IEOQ§§ 2 receives the above data to
perform the processing corresponding to the received data,
and transmits the data corresponding to the result of. the
processing back to the card reader/writexr 1.
[0091]

Referring to FIG. 4, there is schematically shown a
configuration of a memory area control system in the IC
card according to the embodiment of the present invention.
As shown in FIG. 4, this control system is basically
implemented as a subsystem contained in an operating
system, and is composed of a protocol interface unit, an

. 08 core unit, and a file system.
[0092]

The protocol interface unit handles a request for
external apparatus access to the file system through an
external apparatus interface such as UART, or a reguest
for card read/write apparatus access to the file system

‘through the contactless IC card interface.
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The OS core unit is adapted to performthe processing
such as decodi ng/ encodi ng of data exchanged wth the
file system error correction with a CRC etc., 5
checki ng of the nunber of rewite tinmes for each bl ock
of the EEPROM 66, PIN matcéi ng and nut ual

aut hentication etc. [0094] Further, the OS core unit
is equi pped with some APlIs (Application Programm ng
Interfaces) to the file 10 systemfor the processing
suth0&¥ t he PI N mat chi ng and the mut ual aut hentication

bot h re Hgg at thetlme of file access and file
read/ wri COFQIYBTT HhedfRPEL Yt ARTSPEY HeR

physsi el s iaeC @asht 8s tdodiBgFERROM 66 &ferd\éltﬁges’a‘éhéh&éd e
syst mt?)&tltﬁ@ An action itself of the physical
oYt HevieddosueRrasct 1dre WEEPROVERS afed -,

lﬂHHMbHﬂ%gtBQS@h§kﬁdﬂﬁgi'o% EQ§r1E8n£L %o&ng%é%d%g%%Pof

that description thereof is omtte ere

THO e RPMabéa Bipardettion and BEPROM 43thsntioapoasektc.

offerjor nore file systems. In an initial state, the

menory "area i s managed by a single file system under

cont rol Fottlamr,orﬁlr@i 0al cofe cartik | %S keinipYbe a2 S ome
P\il C%A gr row der other than the | C card issuer

efpt'sP Yo FXHERTRIRE SV RTRCerONT ¢ e ey

arsﬁ'atemafHE”ﬁlﬁé’ PRRsdi My SE@h alld held #ayi ﬁ@tmqiga%nd
aut hentication to the original 1C card issuer are both

r &86i Pefuabnethaniigagion heotut trantiiredt pbnthdtinies ofot
3¢ita gagegglgrw%l flgcﬁggt?ﬂrfﬁ@éjeer pbut to the service

source provider o e system|tself is required
f 6PO0PRE 31 access to the file system To divide the

file Syfﬁé”%ﬂf% system provides physical access to the
EEPROM 66 serving as a file system entity. An action
itself of the physical access to a memory device such as
the EEPROM is well known to those skilled in the
concerned industry, so that description thereof is
omitted here.
[0096]

The memory area expanded on an EEPROM 43 is
composed of one or more file systems. In an initial
state, the memory area is managed by a single file system
under control of an original IC card issuer. When a
service source provider other than the IC card issuer
attempts to divide a new file system from the memory area,
a memory area division authorization and an
authentication to the original IC card issuer are both
required. Once divided, the authentication that is not
to the original IC card issuer but to the service source

provider of the file system itself is required for the
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the same as to issue a virtual IC card. [0097] The OS
manages a division authorization key Kd for 5 giving
an aut horization to divide the nmenory area. Further,
an issuer key kl for the issuer (the original IC card
I ssuer or a provider havinq%pn experience in dividing
the file), a systemcode and an area ID for file area
identification are al so under managenent for each 10
file system [0098] The access to the file systemis
mee sty saghhst £pls: imeltedi. ngraniiariela thereguestysbym is
p ' nd_the nmutual _authentication. A file system
i gésﬂuée%%(nt%hgsca? d-55EUEr HATUE5 thedsse of the
oriagaral file systemor the service source provider
using the divided file system) may acquire the area

| D avai F3H1%° SRINESnEnDE Y1 2ken BFhordzabin diavedaf for
Syshamgbyn 2bchdlisttriehl 86t ang: dheRoLLLAG, 404 he
file systemwith its appreciated systen1co%e as an 20
arfJErBRE: Nextssuse ketit Hal fautthentissaer ottles ord bl nakdIC

' : I re nd the i ssuer key .Kl

Pond ARRasr i SRR RALE hANthd I SRBHELR 4,
syévedingtthee fHdegssat syshemfidde syst em adtePamitbiredile
T cecess, t the file systemrequires encrypted
c%%ﬁ%n%%%.?%ﬁ?%ﬁglpﬁv8F$i% USEISE PRBAFERR Y d%éyeRFh
ufiigeesyorde file systemrelevant to the issuer,
riﬁﬁgting in no authorization to capture irrelevant
d B§ the other file system or to performreading

and wWritHdgoMekd 6 e@ﬂ@gﬁ&lvteftskg@eﬁli l& syat %ﬁ]rg%{%%gg‘fgps

ot her than the issuer out perm ssio

32nchpdrg sim@resr IPheeqiatet tyapsiéing nval wihegmusea bf

authentication. A file system issuer (the card issuer in
the case of the original file system or the service
source provider using the divided file system) may
acquire the area ID available on the memory area of the
concerned file system by, at first, effecting the polling
to the file system with its appreciated system code as an
argument. Next, the mutual authentication is followed
using the acquired area ID and the issuer key K;. Then,
when the mutual authentication results in success, the
access to the file system is permitted. The access to
the file system requires encrypted communication
involving use of the issuer key K; unique to the file
system relevant to the issuer, resulting in no
authorization to capture irrelevant data by the other
file system, or to perform reading and writing with
respect to the file system by those other than the issuer
without permission.

[0099]




the contactless interface in the IC card is now
described. [0100] The data transfer specified herein
includes not 5 only the IC card-to-1C card transfer
but also the transfer of data fromthe IC card to the
I C chi p-nmounted apparatus 3(%such as the nobil e phone
and the other types of nobile apparatuses) and the
transfer of data fromone |C chip-nounted apparatus
to the other. For the sake of 10 convenience, the IC
card an@refpess e Miqr mbantdeta ‘ammrfatrus‘mabevmg use of

e ether referred to as the 1C card.
Furt Ig:%ﬁjttfe{ﬁﬂ(_éﬂ%l glser’igaﬁﬁ A8 the G &fgfelds P%‘Fg‘%etsqrslbe‘i
noEtOJJO|Omted to data in the whole nenory area in the

IC cardT rrtgraa/ be data in either expanded or divided
15 file ?/s‘i1 UrhaS L5V a7 Pebt i ash hewe i Rehme ludese gobr

5 fidrey €BE S€r¥i&e)tdiiict %aQ& @réﬂéﬁéwtemgvﬁ{e t han a
speci fic one. For the sake of convenience, it

sitFpPy TPEf of rdafa tfgroms theaf@ cafd 101 khe 20C Um:lpkﬁloanted
I 3gha rL AN pf&i’élgla%g thel BbRE1 Vﬁll’{ nvé/l ggd n?crethoefr rt?fgle(s)

waves or a wired iInterface, con ess
i ffemphike i appdm@atiuGesar dnd acleoneekifep Sf ad€ra ifSom one
paced at_a relatively

kntained wi.th the interfaces s
gﬁgr%’ﬁ%ﬁg s agptaﬁg{:u? et sﬁfré’t&?%es FiterBespes 25
10 unenpeniambea,cmr&eﬂt:s@@ﬁ&lsﬁld haeCant agt bassuddleer f ace
ulled apart, resulting in the cut of the

to
c8ﬁﬂ%€? areoﬁleéﬁﬂéﬁﬁa@f \@Vgeﬁhércéﬁfa@tqcbst@ as the

COOTHAEEAt FARLhESHl {1 datang y
ot her causes. [01 2] 61 ﬁs ce)ﬁgia vaesfrztgl@e ?Pe]lfo an

abfbitlal i eyt Aanibadofo date dat ahe rtalmsIeennentolr@r erés in

0Bfe PLODLEY AhoCRYS DO 4 en%%neﬂﬁhgrtgxg)aen R 2RP e

15 file system units available on the memory area or file
(or service) units of a file system lower than a specific
one. For the sake of convenience, it is simply referred
to as "data".

[0101]

20 Unlike a radio LAN providing a relatively wide
range of radio waves or a wired interface, in the
contactless interface in the IC card, a connection state
is maintained with the interfaces spaced at a relatively
short distance, so that there are cases where some

25 unexpected accidents cause the contactless interface to
be pulled apart, resulting in the cut of the connection,
or alternatively, the contactless communication results
in no normal termination by other causes.

[0102]
30 As one adverse effect of an abnormal termination of

the data transfer, there is one problem of causing the
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both of the data transfer source and the data transfer
destination. [0103] 5 The IC card (or the IC

chi p-nount ed apparatus) is used as the place of
safety to store the value information such as the

el ectroni c noney and the ctronic ticket, that is,
the highly realizable digita data that is valuable
as nmuch as the cash. If 10 overl apping of the data
occurs, the value information provider is obliged to
pr&itiaddda fre swevizepdbyomih ohetsthacdata kil 11SseRslin in
S IhC r..th erla d service, .resulting in the
dg%ﬁ#hgﬁ?tp% ?ﬁggv%ﬁ%ﬁgg%ﬁf8?Hﬁ??oﬁndp idgép tyapster
[ C4]inkaivhe contrary, the contactless data

CO Egcation according to the enbodi nent of the

pr t invention is adaptable to conpletely prevent
the dat enbni¢hewpr aeesne ofcholndddanshersad duam ;.
bei ng over| apped even when a 20 processing brea

0dBECs apnthfyP iy fi safhby courseowd thieevadlae a

t ;& : rJ i ol | oqwi ng. 105] The
enbggﬁﬁéﬁ%égfgg eagfgggngl%ﬁgﬁé Ton' 76 uF%gsgh%hat t he
dglactrhaicisickdte dana ser vilng higyHlye rbaansdidle d23ital
t t ored in e |IC card is conposed of a data
flaélgg t%%g{:/vrﬁ ema%é’tauE’;JILf5 AR Ih P % EearesPiel’d to record
aostal eppiig tde that dacanbad e, ivhd Ra1dat gnfdsladiods
shown.in FJG 5. [0106] 30 Four types of states,
"PRPYHIST 1t RRISi96HakC RF@Etdothe Seavare dveyomd one’s

"detesely ﬂﬁléﬂﬁfsEEegcélsog%l‘%efbé\gaérﬁ.iaSbgdsé@EV%.Scef,Or t h_e

period of the data transfer
resulting in the detriment to the value information

provider.
[0104]

To the contrary, the contactless data communication
according to the embodiment of the present invention is
adaptable to completely prevent the data in the process
of being transferred from being overlapped even when a
processing break occurs in any stage in the course of the
data transfer, as described in the following.

[0105]

The embodiment of the present invention requires
that the data (that is, the data serving as the transfer
target) stored in the IC card is composed of a data field
to write actual data and a state field to record a state
of the data contained in the data field, as shown in FIG.
5. |
[0106]

Four types of states, "valid", "provisional

creation", "invalid" and "delete", are defined as data




the 1C cards. Then, a current state of the data field
needs to be witten in the state field. [0107] 5 The
valid state neans a state in which the data field of
the 1Ccard is validly avail able. Thus, the operating
systemof the IC card may pg@vi de access, through
prescribed authentication processing, to a request
for external access to the data field containing 10 a
description to the effect of valid in the data field
orfiglsl sHetpp| Eoxyhemerfiot08F The drtevitshanfér between

cr [ e ns a_state in_which_in the cours
of t eﬁgé:t%tgg%fans g?“b%t(\:/\'é%lherithégtfaée kS @hei’di?,ta £i2fa
crrestdsortoobeawvitteh dat anki etdrsefamding as the transfer
ta]reoqteot7 in the nenory area of the I1C card serving as
th ralnsfer destination is in process. Although the
data fiehd valid&tRrE@VMELANA KA 11ANAI A &S data
available with the valid data entity contained, no
vaiicdit ekt ¥ mprsk ishuatidty afaitliebleon@rusedthe

f ipeFatIRYSsyifig, Qretati pg cg‘ﬁ[c?tr(?arg %fé:o%ggeal Cclzcgas[jsq
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deni es the reequest for access to
c dhrglghnpre $rer idesic euphiohi ¢at idre pebbessingf to a

prayi sLeN creation in the state field_or to the file
sfgﬁlél?ﬁggzgéf Oefﬁ:ﬁrn‘?ﬁeaf:ﬁ%?ﬁ i stls"a?t g3fdahte i Goptaipang
wai dhstniption cautse effébe shtaitikansl efe Refmeenctheor

I C cards,.the original data |left behind in the nmenmory
a%@a%? F’njfae I¥StE%rd as the transfer source is invalid

onoeught not to be 30 used any nore, because of a
conpletion of the generation of the provisional
creat i ot &R VipéPEak e xdatg oas sthee 3Beats ansfetet anget

iﬁh&@ﬁ ﬂ@mﬁﬁyc%ﬁﬁgeogft{ﬁ%Id%t%a%%a%g g£rgktween the IC
cards, creation of a valid data field serving as the
transfer target in the memory area of the IC card serving
as the transfer destination is in process. Although the
data field in the provisional creation state is available
with the valid data entity contained, no validity exists
as the state of the concerned field. Thus, the operating
system of the IC card denies the request for access to
the data field containing the description to the effect
of provisional creation in the state field or to the file
system.
[0109]

The invalid state means a state in which in the
course of the data transfer between the IC cards, the
original data left behind in the memory area of the IC
card as the transfer source is invaiid or ought not to be
used any more, because of a completion of the generation

of the provisional creation data field serving as the
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as the transfer destination. Although the data field

in the provisional creation state is available with
the valid data entity contained, no validity exists as
the [ 5 state of the concerned field. Thus, the
operating systemof the ICgard denies the request for
access to the data field containing the description

to the effect of invalid in the state field or to the
file system [0110] 10 The delete state neans a state
i ntxHisdlen farbet tourlse mefotrfeadas aof rarsfier ched weetving

t .G _car e, original data.contaliped._ in the .
nehfrsort&ea?ggﬁgfg?h%e?t(fr%g\:rlan'agmt R aﬁEFe‘?a%aOLﬁl@éd in
dode pooviieédntd becgyiemekvateany avAiN@p1afl fefn the

pr‘pa\ii.si %Q?I creation data field serving 15 as the
t ranstertar GBELHH T adBRer yrarel igh thexiete a3y the

seypetRg o@s thBecdhdnsfy rdesyi natj.Qn bas i
val idated. It is at the option tuo conplgl?ééfhytlggl gygtem

t 1 Fhealfi epad danicesd that seames Waicet ecseatetortiygi vata
O 1Hhedesehipt i I;adi | the.delete state. The
data fi eIOd in tIE% % glg?g%ggyt%?etol ?hFeﬁggﬁ?é (?]gorlw"’ltl]ld
r éfr thengtete. fiflideoretasting. filkhuystehe operating
sy[%tlg of the I1C card takes an action of access to
the data field through the predeterm ned

aut hent Tlcatdedre tier 8861 gh M ENBYEE eXE eiadh Whi k8e
access o cu}{s. 25 0111} It is noted that each of the
d&PR PP P st date tprBster dinfiveere shp ofC apardshe the

| Byagifh Btaies calchhaughin Wﬁeﬁgr&hﬁi'eé Nes G 3kNed g

data entity itself is valid, 1s in'the state where
ofdi Fag yt ey shirsgghdedre 83 certlatt| les priameavbdceny

EoBErL S THE LTI O Dt U580 g
phacehk i teansfee itavget dirsttatee mefokeat&a caf dns ttheard
serving as the transfer destination has been validated.
It is at the option to completely delete the data field
placed into the delete state or give only the description
indicating the delete state. The data field in the
delete state is.reusable'for rewriting etc. after erasing.
Thus, the operating system of the IC card takes an action
of access to the data field through the predetermined
authentication processing whenever external write access
occurs.

[0111}

It is noted that each of the data fields in the
provisional creation and the invalid states, although
ensuring that the contained data entity itself is valid,
is in the state where ordinary access through the
contactless interface is prohibited. The termination in

the data provisional creation state ‘causes the data to be
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transfer source, and also into the provisional

creation state in the IC card as the transfer
destination as described later, in which case, use of
the data with 5 either the card becones unaut hori zed,
resulting in creation of t4e sane state as a data

| ost state. In such a case, it is also allowable to
provide a service for recovery of the data field from
the invalid or provisional creation state to the
vaplarest dingot khoutvald.dopenati dnstiy I ecard as the

AL S ALRL e [ 04421, /A0 operatjon pracedure for the

data trans rom one
usitrafe He ¢bat aCtd®@ss asi Rher t agLsrémn deh@ 1hGreai dss i S
no Sdcersl ri,oed with, 15 reference to FIG 6. Provided

t WAt Igf:1 ARSI i ih WRiCHaFASEr AT if $H6r detappdhat us

Spﬁﬂﬁﬁéredhascafd|5%d5ﬂé@ fnavndAiAd,ranshetin 1n
desti nati on gparat us is specified as an h

FUrEReronwPE ntim semer pete adata CiarfaT1§4tPIS$ssbmte-l i ma " uch
est ahlskshed P@ta\/ﬁ%q atllSW%I at%c?}f% %{d B gvtlazt:xplcteh%o%o
r oug

contact| ess interfaces t prescri Fbed
adereNergaet omrdsteddield efudm ammumisreali,domr step

' e_foll.ow n S t t he
%%r\gr’ugﬁls%grtl%%ncﬁesatlop f Sg?;e%l%% tﬁbe Vi édt P B [gogaR
| cperat0dd8]by 2b cStrapadmi i Stata dr.ansfer instruction
iigﬁ? smtted fromthe ICcard Atothe ICcard B. A
daf ansfer instruction nmessage frame is forned of

a_combimaldgtaehon bESARR BSLRUCLLOD GONTROY ggc%a
data entity serving as the 30 transfer target. ]
B?nesg%pcqu to the other IC card using the contactless

interfaces in the IC cards is now described with
reference to FIG. 6. Provided that in FIG. 6, with a
data transfer source apparatus specified as an IC card A,
a data transfer destination apparatus is specified as an
IC card B. Further, with an encrypted data transmission
line established between the IC cards A and B with the
contactless interfaces through a prescribed
authentication procedure, each communication step shown
in the following requires that the communication is
effected using this transmission line.
[0113]
-Step 1)

A data transfer instruction is transmitted from the
IC card A to the IC card B. A data transfer instruction
message frame is formed of a combination of a transfer
instruction command and a data entity serving as the
transfer target.

[0114]
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The 1C card B, when receiving a transfer instruction
nmessage, effects provisional creation of the data.
Specifically, after witing of the data entity 5
contained in the nessage onto its nenory area, the
state of the data field isgplaced into "provisiona
creation". Further, an ICcard A's ID contained in
the transfer instruction is assigned to the
provi si onal creation data. [0115] 10 At this stage,

t F-SPat?d entity serving as the transfer target is
present i t the I C cards A and_ B. Although the
data fié g ?ﬁ(%H%I5?ovpgpoﬁ%fe%ﬁﬁﬁﬂﬂaoﬁragf5&% i s
avi@isitablce ivnthed sy aleifdedas ap ¥ i dibneontat fethn J10 the
vgii%jtysexi%;s ﬁi the_state of the concerned field.

15 FhRus, SRHe OFarart ngf S5 tErhtdnst RE tee Gate BEafEct s
t hie)ntlaeﬂéﬂ_sin_fﬂ{e HMeEReFel @nﬁ@e_l.ﬁjsatﬂ%mfoEgl gr&eg),nttﬂ'lenis@gte
the description to the effect of provisional creation
i vt hBe debd ef ¥91¢l dsopleeed hintfd |"@roysseomal remtatdon” .
WeH:gshel e [ ups iall. revent ed from being
over | appedzfln d%o%[aé?lé] Q%@E%d@haé e% égrgh%%rfaélr?? it s,

- bé&BRE¥EcEHRn |iG casdundd wo trlangfrerwiknshaliciicdtion data.

regpease message descri bing an acknow edgenent of the
transfer instruction involved in the step 1). 25

[0117] AtStteps3ptbe, |EheatadaAcheee) Vesr4ihg Lapster
|ggt£u tian resgonse nmessage fromthe I1Ccard B
cSOETTG T HE "SCht &5 oPTe 3¢ tiakeiht PEAtRIIE fdagHd Rnand
the siiepobpht ehbeddtwaliedg 30 M. Iﬁ&ﬂrsqoﬁéj? tRation
contained in the transfer instruction response 1S

a8 yhelP rryaihablavial thdthed vdatid data diitelty. c88tained,

[Qéléglidity exists as the state of the concerned field.
‘Thus, the operating system of the IC card B rejects the
request for access to the data field containing the
deqcription to the effect of provisional creation in the
state field or to the file system. In other words, the
data is substantially prevented from being overlapped.
[0116]

Then, the IC card B transmits, back to the IC card
A, a transfe; instruction response message describing an

acknowledgement of the transfer instruction ihvolved in

the step 1}.
[0117]
Step 3)

The IC card A receives the transfer instruction
response message from the IC card B, causing the state of
the transmitted data field in the step 1) to be invalid.
An IC card B’s ID contained in the transfer instruction

response is assigned to the invalidated data data field.




At this stage, the data entity serving as the

transfer target is present in both of the IC cards A
and B. Although the valid data entity is described in
the 5 data field in the invalid state, no validity
exists as the state of thgg:oncer ned field. Thus, the
operating systemof the ICtcard A rejects the request
for access to the data field containing the
description to the effect of invalid in the state
fiEld8&r to the file system In 10 other words, the

data is,su ntially.prevented from being
overlapégdpﬁfgl%%%h?hg%F PRE | TN SRR AT e back
t Cnans fe€ tardet Bis pidsans§ eh Bk ad@eFentards A and
iq;trgg%ion ne§§$gp serving 15 as an acknow edgenent

to 't he trandt e Slidctirbn $Hsgonde Faserikst iim the
5 Sk&naZXielBOiﬂoﬁhéﬁfﬂ%aﬁﬁdAEEQEe}rH%'V% qaﬁkgpe§qsé4“%s

response or the transfer 20 acknow edgene nessage
i M6l FEALE nCt hehatemegrneghfie . cGhusB thangfamminghe
. Prs¥dicsioRal i dat a_ i ctual data
Soaer Troart 5 e R 2t o3 PPBt “roniananeng e
t f8er dakq vEte bhterntainhegstiep Msdrdpipdat ed S FFebe
chan " prqQvisional .creation” to "valid". 25
[%%2% v Jgcgnvla i estnggengh?££t%et& P8 FhlSwI¥ssthe In
10 datherfwetds oftHheak® carshist a4t RoNLZ8detonhey validl y
ﬁéallable. Thus, the operating systemof the I1C card B
§ P XY de aRReEss, through the prescribed
apbhest i cati on 30 processing, to the request for
external access to the data field containing the
descri giiedn thet he edtdd toRn3itval back rtd hdestat eard

fﬁ?'Q ﬂyaﬁé%e&h%c&hbﬁléaééﬁgﬂt instruction message serving

15 as an acknowledgement to the transfer instruction
response involved_in the Step 2).
[0120]
Step 4)
After the reception of the response or the transfer
20 acknowledgement message involved in the step 3), the IC
card B transforms the provisional creation data into

actual data. Specifically, the state of the data field

containing the received data in the step 2) is updated so
as to change from "provisional creation" to "valid".
25  [0121)]

The valid state means the state in which the data
field of the IC card is authorized to be validly
available. Thus, the operating system of the IC card B
may provide access, through the prescribed authentication

30 processing, to the request for external access to the

- data field containing the description to the effect of




[0122] Further, while at this stage, the data entity
serving as the transfer target is present in both of
the 5 1Ccards A and B, the IC card A-side is

avail able wth the data field placed into the invalid
state, so that the data is%ubst antially prevented
from bei ng overl apped. [0123] Further, the IC card B
transmts, back to the IC 10 card A a transfer
acknow edgenent response nessage serving as the

r e¥pbiselt Fhenstatantiekd aukmowktbdgbibatsysitrest.r uct i on.
[Oi@dd,; Step 5) 15 The 1C card A when receiving the
transfer acknow edgenent response nessage, del etes

t he dat &ufrtber, thellianwal itdatedtdat a fHelddtaTher Dot a

fi in the, delete tate neans that it is in the
st%‘%%lvﬂ%eraes itﬁet E]éa’&so S EFATGEt he RERSENY dRsPeEh of the

5 bet@weeirdsha kEACBY dshe the cakhghnal 920 data 1698t & pad,
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in.the menory area of the 1C card as the transfer

soulc&tGedifidt REReFd dibe phestrvekicmater eso didterche
t heatl QWi sBBBhn €1 LAl MR edahedi £l pt e ?&leaetar;g;eed.

transfer target in the nmenory area o
sefd%iZ2?d as the transfer destination has been

val i dat [ t 25 _th tion t.o coppletely delete
t he dat ggﬁljg%rd' rs;clh%celg C%ﬁ?oﬁ)ﬁhreandggilgtsé G F Bt ¢
gioperdoAl yat heawtelor iapknonlédgerdidie: efdspohsof méheige
exsieg,_,tvgnce s(,)f }tlhe del ete state. [0125] At a stage of
cOmpl et Poft® of *% HE SBEEFE Hat Bhe rafdrder sokpewkesigemenfe
ddmatenttiynserving as the transfer target 1is found
orll\yjl inthe ICcard B, permtting the data to be 40

p QV2déd without bei ng over |l apped.

Step 5)

The IC card A, when receiving the transfer
acknowledgement response message, deletes the data from
the invalidated data field. The data field in the delete
state means that it is in the state where in the course
of the data transfer between the IC cards, the original
data contained in the memory area of the IC card as the
transfer source does not need to be preserved any more,
after the provisional creation data field serving as the
transfer target in the memory area of the IC card serving
as the transfer destination has been validated. It is at
the option to completely delete the data field placed
into the delete state or to give only the description to
the effect of the existence of the delete state.

[0125]

At a stage of completion of the above data transfer

process, the data entity serving as the transfer target

- is found only in the IC card B, permitting the data to be
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[0126] It is desired to fully understand that use of
the above steps 1) to 5) nekes it possible to
elimnate the 5 presence of the overl apped dat a.
However, a situation exists that the data is
invalidated, so that it is 4qecessary for this case to
t ake means that allows the data issuer to check the
situation and restore the data. [0127] 10 It is noted
that while the encrypted data transmssion |line
prid¥Aissty Wi BBEt the dng @seaBhbphed between the | C
cafgieeA and B with the contactless interfaces in
order to suitably inplenent the present invention, no
| i witatEéni$sdgﬁﬂnddnﬂoafhylynmmmﬁxkﬂmmdatﬁétfﬁ&éndﬂ thhe
e t ta tra m ssion,line.  [0128] For
|E§%§%c§g g%pghese SabbI PRsie teuBliBERdgh the

( K@KARNCR062- M?&&aﬁp@gdbagaa al peadyerassi &%%tflgn
t he prenﬁﬂ |'i cant provides a di scl osure 20 on
ddvd BB nEOR oA i it RoGRF AL 3 sl woph that it is

I eadessdE |t £5r halid b%s%lgée £entac %thQEEhgf Wd hythe

same type of |IC cards, coup Ing Wt egrate ed

affeEANAIS uRy QQNSQ§§#Etb§peltﬂaﬂxbncamdsrehtom@ﬂthr data.

readesfwiter antenna is adapted to directly exchange

the data between 25 the sane type of |1C cards,

per ni t titng scopyedf thecordisld ahebenetfpededidrat ween
Ssln nenori.es of the sane type of |1C cards.

Acc%r FhgiyrD it PP PARER b owsscE £ Bpprstatie shalove

dhttweanmy qat capdases hagh to Jikansher o4 L3
betme the I C cards A and B. l30 Indﬁs%?%éﬁie °

APPE 95 tiyy) T2 wMaitatdy pmeéemnt mientiresehas
begrederst,0her i fesst{ Hed: o particularly imposed on a

form of the encrypted data transmission line.
[0128]

For instance, Japanese Patent Application
Publication (KOKAI) 2002-24778 having been already
assigned to the present applicant provides a disclosure
on a data communication method in which with a
reader/writer held in close contact together with the
same type of IC cards, coupling with integrated antennas
of the same type of IC cards through a reader/writer
antenna is adapted to directly exchange the data between
the same type of IC cards, permitting copy of records to
be effected between built-in memories of the same type of
IC cards. Accordingly, it is also allowable to apply the
above data communication method to transfer the data
between the IC cards A and B.

[Industrial Applicability]
[0129]
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in detail with reference to the specific enbodi nent.
However, it is obvious to those skilled in the art

that various nodifications and substitutions of the
above 5 enbodi rent may be made w thout departing from
the scope of the present ijyention. [0130] Wile the
present specification has described in relation to
the configuration of the present invention 10
together with its operations and effects, mainly to

t he enbGHENBRESEVRI 1RIsiNE 1oor hehebappllaattiodnrof dédreribed
pres e 551N [ e .da conmmuni cation system

i nvol vitr?d_lu\é’g%o?@f%]ge%%crtg)p‘t;cg P Ak °§§¥‘8’ﬁt1 i ne
esiiesiierhed twilshobyhens dnt abbbesskintear fiacesecused iHnt
t C ca .-the 15 scope of the present invention is
nor 3 ety s RIS S8 sRhst Lo it PR Ement
| regntdionptemen Mhemdamlchedt t @ XASEHd PBLVERY USHe
of P%tgge of communi cation interface, is adaptable
t 05Ut FaBr§ prEvERten%ipE -dat a from bei ng over | apped
betossen the data transfer 20 source apparatus and the
data transfer destination apparatus in the process of
t he dat%itlerfdiemrespotlspetrticmidonshen, déferibed in

di,2qLesys e of r .l nvention has been given in
the for ?nﬁo%&iﬁ&ugcto?lg?%g%?m%?g% ©t RESEERE et &Y Fhe
pitesenhe s pettl iidat ioperartonhienef efEeckkyshsatiyeaARde
nQ (r)g%rtnéril,gti‘yae. Lge cope of the present invention

i §T0 be detBrIHIREGS AOT oM iRacREASNOPE t FiRe Present

deéseenptowrntoftied @hﬁﬁ-céﬁmuﬁgdgtwgﬁ;syétgﬁtfh olving use
co i cation systemfor transferring data bet ween
dgﬂg’g%n?ﬂﬁm@&ﬁdoﬁlaaﬁphrwmimvar‘ngenemmeis—-hea with
adapt esh il 0k ara CORNARLL h2 8l DY NAYING 1y
scope of the present invention is not limited to the
above. In other words, the present invention, even when
applied to cases involving use of any type of
communication interface, is adaptable to suitably prevent
the data from being overlapped between the data transfer
source apparatus and the data transfer destination
apparatus in the process of the data transfer.
[0131]

In conclusion, the disclosure of the present
invention has been given in the form of illustrationsg,
and the contents of the present specification are
therefore illustrative and not restrictive. The scope of
the present invention is to be determined in

considerations of the description of claims.
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conmuni cati on nmeans which transfers the data stored

in a nmenory of a first data communi cati on appar at us
serving as a data transfer source to a nenory of a
second data comruni cation apparatus serving as a data
transfer 10 destination; siate setting neans which
respectively sets, in a stage in the course of data
transfer processing with said conmmunication neans,
states in a nenory of each of said first and said
second communi cati on appar@iad®s¢s in 15 relation to a
data entity serving as a transfer target; and nenory
access control means which brings, into unauthorized,
actess todsshadcdatenenttiby bpstde feMmanekeratnd sty
0 ta communi cati on apparatus, in a case 20 ere a
stnjg?tg'%r%p Fa&anFrRgU ‘iﬁ'tég’g‘n EBPaFat ey dtay ieat megories

sesddptgdagot Beotkansf Ll dhakgetetDadd .y .0f each
of said first and said secondecoﬁnu%pg§¥?g§g°

appar at GSBguREcaisiqn megny wirheh dutamsfemsuhheaddton stored
syist eMmame e dh o, t £ GJial , acterized in that:

sai d qonnun?cation neangggéf%% SHFERSPEr 2BPATHES dat a
betak&eéAdt Ae Achotd dyaoffsai sodtesttanrd reabdy SEENGecond

CQuN; ' aratus _through data conmuni cation 30
invoIvFﬁgﬁgggc%#§éﬁw%?ﬁggﬁg?%dgﬁaFé“&Fﬁnénﬁ%é?cﬁqusﬁér
esteablinghednm th contactl ess interfaces. 43 3. The

dat a connqgication s%sten1aqcording to claim1,
char act 211 FeF St Pfafeany thisharessect i gl evets  places

asdata ihetk Sadapt %;@ @igtg]qj.ﬁintsg%rd?ggcggéi%}/ iJ'Lri]:ht t.s]gid
menory of each of said first and safd secon data
c GATHIRP &R F i dpasat atetes (int @ oreocof sfatash of said

I pebye o 348 18 Shat Sohflit¥$7 o apparatuses in

relation to a data entity serving as a transfer target;
and

memory access control means which brings, into
unauthorized, access to said data entity in the memory of
at least one data communication apparatus, in a case
where a state representing a presence of the data entity
serving as the transfer target in the memory of each of

said first and said second communication apparatuses is

set.

2. The data communication systen according to claim 1,
characterized in that:

said communication means effects transfer of the
data between the memories of said first and said second
communication apparatus through data communication
involving use of an encrypted data transmission line

established with contactless interfaces.
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access to the data contained in the data field is

aut hori zed, a state in which provisional creation of
the 10 data contained in the data field is in process,
a state in which the data contained in the data field

is invalid, and a state in43\hi ch the data is del eted

fromthe data field, and said nenory access control
nmeans prohibits the 15 access to the data field placed
into the provisional and invalid states in the nenory
of each of said first and said second data

cogimuni i P ses. 4. _The data cqnmunjcation
SySt em aeCortiag Te EIag" S50 Tharaerar 1de [Hain 1

t heltardaterégpdnse thmti:hat a data transfer instruction
was isgg%i fromsaid.first data conmunication

appar at G877 sATH® SAA"GePERRY MRS Bl deka figkDd t he

praapgiednab £éBatdiN datbakleithehald datdreniEtdds of
the transfer target in the 25 nmenory of said second
dat®d dc imihi 224 i 5 asseratdudat s, comandaeiion apparatuses
Camdnbaat boNs SHILLMLAG6A5 AL N o am 4., :
characterized in that: i gg'?gs%o‘%}agleﬂt %t%nﬁgt 3 "f}%lacr%lsf er

i RECEEEL FonthedisdRseon8@ined sin dhdadathr ahsid®ris

[ ' t.ransmtted from, sai d.second data
c%%ﬁ?%%‘?@'o\r’]@}&ﬁ% a Il}s‘,”}%étj}i1 FrYESecRal SERGIRY wdakbe

pPatescontdimdchen nyal ddtstatend tikeihepocsad a £akhty

in t ng%n&rfy oft said first data communication _
appaf’at us. g2 ThEBGR ARdmMTufheatrbh Sistdms invalid,
aeadr &i sighde i@l ahith, che N @LLQr 1aedi bl FNA ‘tHN data
response to that said first data communi cati on

appstdt d ransmitted a transfer acknow edgenent

i nstrucddiendeseli biog g the data entity.seryjng as
10 the transfer %ar get vva'%%ﬁ:lrggelae?ﬁ @ﬁ%ﬁlﬁﬁaﬂ‘ﬁ
s@aeess to the data field placed into the provisional and
invalid states in the memory of each of said first and

said second data communication apparatuses.

4, The data communication system according to claim 3,
characterized in that:

in response to that a data transfer instruction was
issued from said first data communication apparatus, said
state setting means places, into the provisional creation
state, the held data entity as the transfer target in the

memory of said second data communication apparatus.

5. The data communication system according to claim 4,
characterized in that:

in response to that a transfer instruction response
to said data transfer instruction was transmitted from

said second data communication apparatus, said state
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said state setting neans places, into the valid state,
the held data entity in the provisional creation state
in the menory of said second data communi cation
apparatus. 15 7. The data communi cati on system
according to claim®6, charggterized in that: in
response to that said second data conmuni cati on
apparatus transmtted a transfer acknow edgenent
response describing that the held data entity in the
neftor L i Ses@spPaeedsi ntnka Haeyvahval td attytesaittieshatd
sefitHq : d t lLd.data entjty in the
invalid %Eﬁg:_elpr gh}@ Itﬁﬁrgé%r?nl%re?gcl)? Iézjzﬁsdt fdlart)s/at dat a
cofififidgeitagnapppeaatiuss. 8. A data communi cati on

met hod of transferring data 25 between data

comruni cati on apparatuses having nenories adapted to
store dahte, dshareatreriizediby SP¥tdi0 ackoTi€Rg! Fo W Lhy 5,
|nchre§:sép§nse tm data transfer instruction froma

fi 78 °dafatE8mtMi Tt 'on apparatus serving as a data

transf einspesensa 1526034 dai@ 30 40 Al Calh @ cation
appar atus servi ng as a data transfer estination

p|ERPEL AGY P at SR H 5 2a trppaséeradkacgdedgainend5 a

Prig\si$i C j fo hal di.ng sai d. data
in it geﬁg’n%r@‘;g%hg{lé‘ thic, bR UEN9008 S8 GA0SE

céimpuiirent fon tappedr atsspileced vias ca theadshelid state,

i NStrUGL . to the 5 data t f
| ARt PUCTT O 17 Ol RSB SR d ol Eat i dptate,

appar bels duch pmcey thethel gk fatsd ohB 1l ESea PBIP M Rt O
an_invalid state;, a step in which said first data
cORFUATEREY Ff SHishraeaRd  datms Momguaiceiheh erpparatus .
acknow edgenent 10 instruction describing that the

data serving as the transfer target was placed into

t He i nvile dagpacermmuaisateirn pyshenhactoardiaspanselaom 6,

SéhQ:&ééﬁFﬁéaa in that:
in response to that said second data communication
apparatus transmitted a transfer acknowledgement response
describing that the held data entity in the memory was
placed into the valid state, said state setting means
deletes the held data entity in the invalid state from

the memory of said first data communication apparatus.

8. A data communication method of transferring data
between data communication apparatuses having memories
adapted to store data, characterized by having: |

& step in which, in response to a data transfer
instruction from a first data communication apparatus
serving as a data transfer source, a second data
communication apparatus serving as a data transfer

destination places data serving as a transfer target into
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acknow edgenent instruction, said second data

comruni cati on apparatus validates the held data in the
15 provisional creation state in its nmenory; a step in
whi ch said second data communi cati on apparatus
transmts a transfer acknowsdgenent response
describing that the held data in its nenory was pl aced
into the valid state; and 20 a step in which, in
response to said transfer acknow edgenent response,

sat PFIHSTPatla cEBARLLR cHiidton bafpae dteklidel skéd dées in
hel ¢k dadn ) the invalid state from its nenory; and
characterized in that: access to the data field pl aced
into thé 25<pr oviwhigralsaddedfikon datd moainveissaieh i n

t hg,mmm h of_ sai d data conmmuni cati on

atr;%gpar at uilésgfgge%?%%iaoittreaél.s(%eﬁ RS R BTG APEREE orP the
appehaattosnbéert f ansheryiong froat 8aidhatagienhezsd by

hayi ng: .30 data communi cati on means which effects
comuni cati-OR™ of PR 46 dcBhates cdtd deldofetdl imedmss
whictto rgotht 6l $naiflatia 4 ¢eapupi cation operation; data

hol di ng means which holds the data; and data
managen@ntt R ars WhHickhs fbd affess tt e tdatemmsn toattiginned

I Rppakrdrdat a-hal ding nd characterized in that:
salpg dat a rraﬂagerret%t aﬁ%ﬁéﬁp %caecgmé’w £P9°FFRY d

adaptedctbomoles drtididgt ahant thonmtel sstaies idalnedi ng
access to the data contai ned

e E Rt e Refabreodl T B Laveli otarad o
provi si@natep cireahiion, oin thasgiald €8ntal fed iy dhe
data field is in_ process, a state in which the data
c8ﬁ?§?‘ﬁ]§%‘§jﬁ“eﬂ¥e igatauckiend Said wegpbhd, davel a state
| okt Efcd il Balr8tus validates the held data in the
provisional creation state in its memory;

a step in which said second data communication
'apparatus transmits a transfer acknowledgement response
describing that the held data in its memory was placed

into the valid state; and

a step in which, in response to said transfer
acknowledgement response, said first data communication
apparatus deletes the held data in the invalid state from
its memory; and characterized in that:

access to the data field placed into the

provisional creation or invalid state in the memory of

each of said data communication apparatuses is prohibited.

9. A data communication apparatus for transferring
data, characterized by having:
data communication means which effects

communication of data;




deleted fromthe data field, causing the access to the
15 data field in the provisional creation and invalid
states to be prohibited. 10. The data contmuni cati on
apparatus according to claim 9, characterized in
that: 20 said data communi cggion neans effects data
conmuni cation involving use of an encrypted data
conmuni cation |ine established with contactl ess
interfaces. 25 11. The data conmuni cati on apparat us
accor di RGN EFatiyAn Fonghat avtars zddchneohatols m aata

cmﬁligggggﬁi&gelaasci%ndata transfer source
appar at us, sai d communi ¢ation control neans issues a

30 trandfer holstimgemeenst shiacldatel dsr ansf eatdesdridnat i on
appar at d also transfer. acknow edgenent 47
instr uc??%ana}?aonaage reé:l%spg?nf n Jr%cf“iaBﬁg?@sHb‘?]sc?tfar om

5 t entdatadt fansfier ddest hbabiey appar akya, and said

dat a nan]? enent nmeans, when receiving the transfer
i nst r uctTOrP T ESPSRSe 1| BYAti dates the data 5 serving

as the $4ansffh ahe6tmeandydipan '_‘LSES% ‘éé} Neh &, L angf er

acknow edgement response to the t{rans
a@RABLPR de hadd ithet datei bato deleedssthtes nvadlivddhgda
dataiq darelNg datac | cati.on ar at us_accor.din
to claim 109 c%gPag{}g%&ze@ it‘r%et ﬁg?? TR R TS 16 tHe
10 opetat firidsist hetbatrazéd ansfaratedest Whadh asrAARALARUS,
_sggT N onﬂmonﬁj %gltgi gn control, neans transmts a _transfer
Y

i NSTYuction r REB FAPTRNPshes FBetfrte rbmdreds i
| psbeerd,i on skbom thewlladia dHARBER! cSRUL L APRALALUSata
and al so g transfer acknow edgenent response in
rgg%@%5%§tayvalld, and a state in which the data is
deleted from the data field, causing the access to the

15 data field in the provisional creation and invalid states

to be prohibited.

10. The data communication apparatus according to claim
9, characterized in that:

20 said data communication means effects data
communication involving use of an encrypted data
communication line established with contactless

interfaces.

25 11. The data communication apparatus according to claim

9, characterized in that:
in a case of operating as a data transfer source
apparatus,
said communication control means issues a
30 transfer instruction to a data transfer destination

apparatus, and also a transfer acknowledgement




the transfer acknow edgement instruction, and said
dat a managenent neans effects provisional creation of
the data serving as the transfer 20 target after
bei ng received together with the transfer instruction,

and validates the provisiongl created data in
response to the transfer acknow edgenent instruction.

instruction to a transfer instruction response from the
data transfer destination apparatus, and

said data management means, when receiving
the transfer instruction response, invalidates the data
serving as the transfer target, and when receiving a
transfer acknowledgement response to the transfer

acknowledgement instruction, deletes the invalidated data.

12. The data communication apparatus according to claim
9, characterized in that:
in a case of operating as the data transfer

destination apparatus,

said communication control means transmits a
transfer instruction response in response to the transfer
instruction from the data transfer source apparatus, and
also a transfer acknowledgement response in response to
the transfer acknowledgement instruction, and

said data management means effects
provisional creation of the data serving as the transfer
target after being received together with the transfer
instruction, and validates the provisional.created data

in response to the transfer acknowledgement instruction.




