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New User Creation 200

User logs into website and uses provided screens
to create a new user
201

l

Web application makes API call to a service
application to create a new blockchain user
203

|

Service application makes call to nodes to register
new user in each node's blockchain instance
205

|

User profile information is recorded on the
blockchain
207
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Confirmation of registration is returned
209
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i Upon Confirmation of blockchain user creation, i

user details collected from the web application
and the enrollment ID from nodes are stored in
the database
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Document Upload 300

User logs into website to upload computer file
301
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Application server obtains user's enrollment ID from
database
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Application server acquires user's enrollment
credentials from key store
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Service application logs in user to blockchain platform
in preparation for user-initiated transactions
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Web application makes request to service application to
store a new document (or new version of document)
309

l

Service application creates a hash of the PDF and calls a
document smart contract
311
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Generating digital identity record 400

Receive a request to create a new digital identity record
401

v

Receive information for data fields in the new digital
identity record
403

v

Assign statuses to one or more data fields
405

y

Receive reference documents and biometric
information
407

l

Generate one directional cryptographic hashes of the
documents and biometric information
409

|

Generate a new digital identity record block based on
one or more smart contracts and one or more
encryption algorithms
411

l

Deploy the new digital identity record block to the
latest valid blockchain
413
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