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HI GH CRYPTOGRAPHI C RATE Thi's invention concerns a centralised ”Hlmmmﬂlmmmmc
procedure and system particularly intendied for applications t h
flux cryptographic. 5 1n a service systemdistributed as, for exanpbesg
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of the data. Depending on the type of application, the nunber of user
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contained In a snmart card 1s capabl e proocessi ng he user
nmodul e | eard copfidentiblily afdhpulata.s have to be installed at the 20 operating
centre. A fundanental point concerns the cryptographic keys. At the

operatin ntre the,cryptographic.o ations tagke place . in a specjalised
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security sevesaleperating eentbesiinegharge ofiauthantifying andcarrying putdthedransactions.
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not have the same needs.

For this reason, while a processor contained in a smart card is capable of processing

these data at the user module level, powerful computers have to be installed at the
20 operating centre.

A fundamental point concerns the cryptographic keys. At the operating centre the
cryptographic operations take place in a specialised cryptographic module, where
particular attention is paid to security. These modules consist of a high capacity
processor, which carries out the cryptographic operations, and a memory that

25 contains the keys. For security reasons, these modules are either situated in a
protected enclosure, such as a safe or a closed room, or they are encapsulated in a
box, which, if opened by whatever means, will erase the sensitive data.

Although these measures have undeniable qualities, these modules suffer
weaknesses in their electronic structure, and can be vulnerable to an operator with
30 bad intentions. In fact, the employee who has the key to the door of the room where
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. Furthernore, although these cryptographi c nodul es have a great processing 5
capacity, they are not flexible when higher capacities are needed. For
exanpl e, a 10% power increase involves t#e doubl i ng of the cryptographic
nodul e, which in fact neans increasing the capacity by 100% Another aspect
concerns the updating of these nodules) which is difficult for a car

especi al | fredayeiogparhie srodules apr sitkated qan easilygajim aceess o the mempy e

smart carg f ogli e, 1 PNG, 4 Chkb, i8,
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i ncl udes a € necesSary el enment or the cryptographic operations
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di stri but oryptegraphisi fagttore. difenpresence ©f tilesercardisdiors not sdlee ithe roblem, oft he

cryptographi c nodul e.comprises a_ first.control nodule in charge .
i 1 FBCRgS G BPRaRT s ot drt it Ty sy et compatBIBEith eriqps
det er m negipgafde/pPt ographic flux that is desirable and knows the
cryptographic capabilities that are available. This control nodul e can be

material or logical. It has 5 one or several interface nodules on which are
nonol i t hi Thisetnventign intendsita salviethe prekleae st findingdataypteaeaphis modide thal t s

part of ¢ REEw: DERGSRATRY eBRBDY L AR dr B RN IR e e °
nodul e.  THexilsiiKs daparding dat deke dryptbyraphid flex secessitiys,uand thatwbliows baveasyas
i ndi cated previously, a high |evel of security. This level 10 is achieved

by t 0 f ablPdaliRQ- they consist of a single standardised card designed for
this purpose. Their structures do not allow themto achieve high processing

capacit i eghd@biebieisBRINHAMRIASY §2ehtrbllscd LApRUrBRIcSyslef, éomBASHG &

by using a gre er of these units. The nor e necessary flux of "the
crypt ogr apbntrolsyodete iandr ataleast onbecnyptagraphic motele, charanterisatoirk thaj eadh s

wi Il increase. 15 This confiquration allows to ensure a great flexibilit
RS to t necBRRBBNERPEUR samBries,Bne fr Biery RS FududlPF B whighate one
dependi ngopReléral ARMBAthid Besurtphitgur ation allows to attend the demand by
addi ng the necessary security units. According to one enbodi nent, the

monolithic security units are set on the interface
25 A monolithic security unit is a unit that includes all the necessary elements for the

cryptographic operations located on a single support in order to ensure security.
They generally consist of a single electronic smart card that has a mechanical or
electronic anti-intrusion protection. However, other structures consisting of, for
example, two electronic chips are also included in the denomination "monolithic" as
30 long as they are intimately linked and supplied by the distributors as a single

element.



., modul es in an renovable way. This allows an easy updating of the latter, as
20 technol ogy progresses rapidly. Another advantage of this solution is
their cost, because these security units3are manufactured in |arge
gquantities and thus have attractive prices. According to one enbodi nent,

the security units are smart cards follow ng the norns |1 SO 7816. 25 The
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processi t ttd a 0 a
cryptogr ggh%'"r gd& I 5{%@'&} ti@’dﬂ'{be% %ﬂtséfnfﬂgoélgeﬁo% [s?g\}ger aP?seQ{ gé@g tb
modul es adstetrhimes tié tommogkaqardatfmm%atewﬁesfrablel dnd nkmvflactberro@ptagrapbicone

| Jit t dul f th t h
SLefStVieLﬂ@apﬁw&eé. 5 aEs ENelatlen T B COTUAl AGLUISSaRRR MAMRUEL & BRICA e WS,
the ny (?né’fo SRGHF| tidtetal Smbli‘ul 8o %.&faﬁ‘@% lithie sfechﬁwoumwﬁ}]gﬁiéf to
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resour Cescé}ﬁn{dh‘?ca?cécw&h LheU Mtéﬁacé)fﬁo&:let e ke G ' ém?eé?f d%&%éd“d?ﬂ f?ﬁethe
nodule is the admnistration of the resources 5°'that are further avail abl e.
The i nt er $emuityrudiis,evbighhaye, eatmdlnat@d praviously; schigh feyshaf eecirtyi ihisrievely
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accor di ngthig g Eo%aﬂ'ﬂh‘éﬁrerstr&btlﬁés Ocﬂotrh@ts%lléwl ‘tﬁemAWOéﬁlé\@b tiig ﬁngﬁd@.@%sm
enmbodi nent of e invention, this method consists in executing t he sane

crypt ogr a@anas:ltcﬁserF@cntbﬁsrel@,%onetbﬁgnmeagev@rcayptggtanhlct Jluyris tGQSdFﬂﬂ bysing Ag

an ot ror et AhOd of dnbaf R Tl Bisritin HeBlirsakfot Ul 8 pBUERREL

for exanpbwtemsheldasas the mbiectheaiurhber sfahaseé Working dits will #peasd.bl e of the
error, by using either a reference security unit or several security units

and det ec+ ng V\:f%l ch unit sends a 15 dlffer? resul The result of this
t est bis “cratiguration allow to eosurea 9rest §zslbtllﬁé@sttﬁetheeqr¥etqgv@mﬁl uxgpf

uni tS ar eHAOkyaRf b?rnéfd&m esedb ity %&m&é&ﬁm& n $RS ShdddRl T c?ornh@ﬁrdt% not
in one of the secur ty un ut” concerns e units of a sane Fnterface
nodul e, talowsatcabttend theygerngnd blyi addingethet necessaryesaiurigx anits.ed by two

security units situated in two different interface nodules. In fact, sone

t d t he i f t,
roduce sARRTPIH She Saed ﬁ%ﬁs@ﬁ%w?@ﬁwmww Hhi$ e RE ool B inftraEan
functioni ﬁ‘ﬂ)dgfest e armirbMevabRAWSRS, This alfowrd e RaByt Gp o? theSlatter, as

operations on the security units that are not being used. hese tests can
be 20 technology progresses rapidly. Another advantage of this solution is their cost,

because these security units are manufactured in large quantities and thus have
attractive prices.

According to one embodiment, the security units are smart cards following the norms
ISO 7816.

25 The present invention includes also a method of centralised cryptographic processing
of data consisting in transmitting the data to be processed to a cryptographic module,
said module comprising one or several interface modules and transmitting the data
by means of said interface modules to one or several monolithic security modules in
charge of the cryptographic operations according to the flux of the data.

30 According to this method, the number of security units in service depend on the flux
of the data required to the cryptographic module. In fact, because each unit has not



.25 carried out with reference data of which the result is known in advance,
of they can be executed by testing in parallel several nodules with

randonl y generated data and conparing th®-results. The invention will be
better understood with the follow ng detailed description that nmakes
reference to the annexed figures, which are given as a non-limting
exanpl e, SIPYgD PPYVeRto pracess rgreat @umheéﬁf Ssyegraphiceaperatiopg dn a short time
crypt ogr aphd %eﬁ¥§%§8‘t@cﬁi&r db0Gral %ewﬁ’tgslaﬂfs? e %: ftré\’ ltnodPIeF LAY rtﬁ'elg_interface
represents a cryptographic systemaccording to e ifnvention; In Figure'1
ar e r epr esedukdalibvatireaparallelogrocgsdihg of the mssubdescdfthefsetcbtyaysitsem that is 5
responsi ble for the encryption in the operating centre. The data to be

encrypted_are .on the pus i ch cammuni cat.es the var, ous..infarmtion that
re nocesORryorife ERehoas of Mg migare rredus ds 408 aubRaton e sashutsre
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cryptographi ¢ systemis used, which Is represent ere the contro

mﬁdul e blfdillek irwarfiw tofiether m}cgdlljtyapmits thetulage batbatheeMtoTite a9 wﬁl_tsas)rtherr
Ev that  Sharpgegsios TS rogedren it wil Berig e qlBol e, EalReBrn it hertpi e

exterior &yaraenstied of thesemigni cation bus. It is not conceived to resist a

| ocal attack, be it physical or "programm ng") for exanple, of the
operator. This control nodule CM after having filtered the data, sends

them t o tfecarding ipprrathapamposgisaentoftietiavention; s saethod mongists irexeruipeye,
the a0t e ssthe CAROGRORRTOSeraRBAS bl inddfiFbe St sctiufn] UF"afl cptitufl,

In this ethenparoud hesuitsdil the sestilisuateedifferert, thy Jondol Yngdué essneld amadrasrur e

in order to prevent any non-authorised person from¢aking out the keys or
f rom nodi Wﬁgggq He ther qurlei ﬁ-thiﬁ §PREFleqGRN seaek in diffejent, waygufar example,

architect : I ek ; t ' t [
i nd agai SegRihiAd o bE B SERl My s ls RSB, oo, o BV AR Sitnel s
ext ernal mderegee Fecuribydiuoitt @dseverBl gecerit®, units anduditeetimgnvhich amiteservds b
sever%S in%ferf%ce li}gdul es M These nodul es have a software protection,
that | ERPLIES¥kr t ai n nunber of operations (for exanple, the reading)
are sinply not possible. These 25 nodul es, on the other hand, are not

physi cal | yh@reéaebethis Téutswill Wechotfied © thefresbOrdenist SoCat the HBfdcEvE Mt drach
interface nodule | Mhas a certain nunber of these PIMunits in order to

i ncrease Wnits aieypatdpegdAcmPrex. Anot her task of this CMnodule is to
direct the requests comng fromthe central bus towards the security units.

Wien the gegiorihatRéicdl 8% tatithd'etids hbPin X8 TP R sbdGity units but concerns

all the units of a same interface module, the parallel cryptographic operations are

20 executed by two security units situated in two different interface modules. In fact,
some parameters are stored on the interface module, and their modification can
produce a malfunction of all the security units.

In order to ensure a good functioning of the various modules, it is possible to execute

test operations on the security units that are not being used. These tests can be

25 carried out with reference data of which the result is known in advance, or they can

-~ be executed by testing in parallel several modules with randomly generated data and
comparing the results.

The invention will be better understood with the following detailed description that
makes reference to the annexed figures, which are given as a non-limiting example,
30 in which:



\’36 codi ng) the result is transmtted to the CM nodul e, which inforns the

entity that has required this operation. In order to ensure the

di stribution of the requests, the CM =8-. nodule has a list of the

avail abl e resources. Wien an error has been detected, the unit that is
responsi ble for .the error is abled in the resource |ist. no
necgssar y 't?lgéﬂfe direpraseniza ¢en '?F eyPiRgraphic t?é/SEeJﬂ@"P?ES’énQ E“R)W@ ﬁa&e %fat'b‘é a
cryptograghi c calculation unit based on a different algorithmthan the
other units. In 5 this exanple, sone units have, for exanple, a unit of the
type RSA; others have a unit of the type DES or | DEA. These information are
cont ai ned- Figuré@ reprasentsea IcngitographedsysternreecGMing d the inenomrodul e directs
t he requests depending on the availability and the capability of the

secu anot her. enb I ment the i n
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of data, the architecture describ above is equally applicable to the
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h 1
b moor t e teiag" Bt R i, HGHE' SHeh T Ui S8 RBBhN, Reuligo; BY kT
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conprising a control nod &iCI\/tQ | east one cryptogra dul e
(BN chaher@ by fie@onifol Medulss lockrishk oo h cesAHoaaP cc v, block Mo The
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unit for the cr ographi c.functions nmor contalnln e cryptographic
Keys,  andTEaRmAT Bg SIAMIES IOflobttShel’t i PEF CaBLeNBA b eSB! adosptatiapk, DS

accor di ng&%@l%r”@ro@r@ﬁ‘\ n nte aeﬁb@egf h'éétgﬁ'ét he security unit is set

in an re ace system according to
CGainme 1 to 3 characterised in that the security unit is in the formof a
smart car #hiss coAtreysnedul&céHVIdiaf@rt dﬂa@lrmf rﬁlt&redtaith&ctcbta segnds therh i the

t d foll . th ,.SQ 7816, t di f th
or eceti no ePRerPRRMRORE FBAJSIOF Proeshe’ A BITTTANB0ceetet 1 R bavoiriny
have cr ypé@g&?ﬁ%ﬁﬂﬁbéﬂé a Io@cmemw $&tishf tiie Aidh RULRF they eentréusbs apo BefieveES,
T- DES, or A system according to &rc%’of the preceding C ains
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from taking out the keys or from modifying the software in his/her own benefit.

20 In Figure 2 the architecture of the system according to the invention is represented.
We find again the control module CM that works as a software filter against external
damage. As indicated in Figure 2, this module communicates with several interface
modules IM. These modules have a software protection, that is to say, a certain
number of operations (for example, the reading) are simply not possible. These

25 modules, on the other hand, are not physically protected. This function is left to the
security units PIM. Each interface module IM has a certain number of these PIM units
in order to increase the cryptographic flux.

Another task of this CM module is to direct the requests coming from the central bus
towards the security units. When the desired operation is finished (for example, the
30 coding) the result is transmitted to the CM module, which informs the entity that has
required this operation. In order to ensure the distribution of the requests, the CM



- 8- Acentralised data cryptographic nmethod consisting in transmtting data
to be coded or decoded to a control nodule (CM, said nodule conprising one
or several interface nodul es and transniti ng by nmeans of said interface
nodul es the data to be coded or decoded to one or several nonolithic

securit nits in char of cryptographi c operations dependi ng on the fl
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2. A system according to Claim 1 characterised in that the security unit
comprises at least one calculation unit for the cryptographic functions, a memory
containing the cryptographic keys, and communication means to the interface

module.

3. A system according to Claims 1 or 2 characterised in that the security unit is
set in an removable way on the interface module.

4. A system according to Claims 1 to 3 characterised in that the security unit is in the
form of a smart card.

5. A system according to Claim 4 characterised in that said smart card follows
the norms ISO 7816.

6. A system according to any of the preceding Claims characterised in that the
monolithic security units (PIM) have cryptographic calculation units of a different type,
such as RSA, DES, T-DES, or IDEA.

7. A system according to any of the preceding Claims characterised in that the
control module (CM) has a resource list of the monolithic units comprising the

available number, their state, their version, and their cryptographic capability.

8. A centralised data cryptographic method consisting in transmitting data to be
coded or decoded to a control module (CM), said module comprising one or several
interface modules and transmitting by means of said interface modules the data to be
coded or decoded to one or several monolithic security units in charge of
cryptographic operations depending on the flux of the data.

9. A cryptographic processing method according to Claim 8 characterised in that
it consists in transmitting to several security units the same data to be processed,
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it consists in carrying out test operations on at least three security units that are not
currently in use and comparing the results in order to determine if these units are

operative.

13. A cryptographic processing method according to Claims 8 to 12 characterised
in that it consists in administrating the security units by means of a resource list
situated in the control module (CM), this list comprising the number of available units,

their state, their version, and their cryptographic capacity.



